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Mk = #50 333333333333,

Amazon Web Services Management Console

B R K

1. 7E£ Amazon Organizations 2%l & #9Amazon Web Services ik~ TUH £ , 3 Add Amazon Web
Services M (RN SE=RHEIKF)o

2. 7& Add an Amazon Web Services Ik /= (7N S#H =RHEIKF) TWE L |, i%# Create an Amazon
Web Services I (BT S#H=BHEIKF).

3. XF Amazon Web Services i/ name (L it =RIHRIK B FE) , WAKSHEE , Hlan
MainApp Account,

4. XF Email address of the account's root user (BB B FEB4) , WARRKF EREEN
ARKE TR frithit, SLEXALE [/ —, FARNKS FTEEEEHEBMN B FapMFiur, Hlm , &
L FE AL LT mainappeexample . com HI AR,

5. XF IAMrole name , BRI Atk BZELL BB £ A organizationAccountAccessRole HIER
INABEH , BTMEHECHNET. LACESREUEEKS D IAM BRN S5 3 RaT450515
EFREAKS . N TFARHKRE , FFEFEZ=THER Amazon Organizations SIZEERINB KN A
&,

6. 1%#F Create Amazon Web Services Ik /™ (IR SR ERFEKF), BAREEEZSFHZABRIFR
H , FEEFE DM ERTEAmMazon Web Services I~ TTE L.,

Important
MRERE—MER , SEALSELE 7T HLAN K- REIS R A LQEDNR T ER N

WP, BEAMBALARES—NMIE, RRER., WRBRMAFE , HBHER Amazon
Supporte

SR 2: IEALAET

EXREBINLSTS |, BFERALIE] (OU) HRAKRKF . EERE , BHEREBERUTF TR R,
EEKFRREBERP. — NRAKFB3Z Production OU , B —1 A A #31E| MainApp OU |, X2
Production B9 ¥4



https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/organizations/v2
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https://console.amazonaws.cn/organizations/v2/home/accounts
https://console.amazonaws.cn/organizations/v2/home/accounts
https://console.amazonaws.cn/organizations/v2/home/accounts/add/create
https://console.amazonaws.cn/organizations/v2/home/accounts
https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
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T2 HREARR T

Organization [N

Amazon Web Services Management Console

BIZFMEFE OU
Note

EREHNSRT , EATUENKRRE , HULERNREGHN BRI RELHN LERE,

« MREENKOER , WRKTF - PE RN RFAE ST RE,
« MREENKRF DN LEREE , NSRBI BN ZXN KIATRENHEAIRE (HlEER LR
) o

BRESBRAILGER B IGES | LUEEREE AT OB T 12 5 8 K3 R B 3T RIT IR 4B,
1. 1E Amazon Organizations ##l& & , SMZEIAmazon Web Services Ik T H

2. 3%tk Root (18) B nE M,

3. 7£ Children (F4&) ®I+ L , &8 Actions (4E) , AAJSTE Organizational unit (4B 4REBIT) HikF
Create new (5T &),

4. £ Create organizational unit in Root (EAR P I 2A L E]) TWE L , 9 Organizational unit name
(HLERITEFR) A Production , AfFIEIE Create organizational unit (BIZZH L ER]).

5 e #% Production OU 3ty & e 4E .,

6. #%$E Actions (4E) , AR/ETE Organizational unit (AL ERI7]) A , R Create new (&),

7. 1£ Create organizational unit in Production (fE4 7~ eIZHLAER]) RE L , AXE OU B A
MainApp , SRGI%#R Create organizational unit (RIZ4H 2 EE]),
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#12 : A CloudWatch Events 3t 1Tl

T, BAERAKF B RIXLE OU H,

8. REZE| Amazon Web Services Ik F® ( Amazon Web Services Ik ) TUH , fR/51%#F Production
OU ZEUM=AK P, NTIBFEHHEE.
X MainAppOU &R A Production (4£7=) B9 74X,

9 mraatE B (MAREHEEHM) |, %R Actions (1) , SA/SEAmazon Web Services K/ FifiE
Move (@ﬂ])o

10. £ Move Amazon Web Services lKF* 'member-account-name' (837 S =R 1K F “member-
account-name”) RE L , %2840 (MTREHEH ) , AFEikE Move Amazon Web
Services W (B L SR =RHEIKS).

M gengsgiE B (MRREEH) |, BT Actions (B4E) , AAEfEAmazon Web Services Ik f T3k4%
Move (¥3h).

12. £ Move Amazon Web Services Ik 'member-account-name' (B3 L7 =RHL MK “member-
account-name”) XIEHEH , £ Production (£7=) Zil i = BREB I Z 2 X H L FMainApp.

1B spizmima O (MREEEH) , ASEAmazon Web Services ik F* 3% 1% Move Amazon
Web Services Ik (B Ea R HKF).

212 . £ CloudWatch Events SR H LMW EEE
B

KERENBUNMMEE CloudWatch Events , SUSIEFTALORITHER, BHE , ZLBE—FHAN , YAFAE
A4 E Amazon Organizations 2 /ERtBIfR R ZA N, A , &R CloudWatch Events B & 1 i & AN 5
21T Amazon Lambda BE%X , 3#fF Amazon SNS BB B R K% —HEBFp4 , EPEEEXRZSHNIFMAE
B,

TEERTAHENTESR,

STEP 1 STEP 2 STEP3_ STEP4, STEPS5

T .

Create trail Conflgure a Create an Create Test new
& event Lambda function SNS topic CloudWatch OU & rule
selector rule

Netificati

SR BERRMEGERESS (p. 12)

£ FEIEF N BREAmMazon CloudTraill B, SEMITEE , HIRFAE APIEA,
$B 2 : BE Lambda B (p. 13)

f]2 Amazon Lambda ¥ , HE4MNIFMEEIERE S3 FHMEF.

11
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Prerequisites

HI 3 : B8 Amazon SNS £ , [T F& KE L FHBH (p. 14)

BIZE— Amazon SNS £ , EHITHE KX L FERH , AEASITRZEE,

HB 4 : B2 CloudWatch Events #LI (p. 14)
B2 —ZHMN | E3R CloudWatch Events $HEE API BAMIFMAE BE%L Lambda BB, HRIXL
SNS FEMITHE.

FE 5 MiLEH CloudwWatch Events FI (p. 15)

ETETSRERE  MREHTFRAN, EAKED |, FRERNIRERCIBALI (OU), BULESF
Lambda BB BIEZMN BESE , HEE Amazon SNS RIXLiTHER B FH 4,

Tip

EETLG A HIE AER BRCURENIER , IEKFAIETERNAZREFHEED, RRalE
WHE2RESERME, FFUERIABERT , EERNFTLBEHAE, HXTE Amazon Organizations HfF
Amazon CloudTrail 1 CloudWatch Events £ &AM EZE L , 5K Amazon Organizations
B9 B ARIZRAEE (p. 117)e

Prerequisites
AHERBE

o WA SAMELRMEERK S P IAM BP0 549 EF Amazon Web Services Management Console, 1AM
AP AMERIE CloudTrail FRIZMEE B , £ Lambda FRIZME EEE , £ Amazon SNS F8lE
MBELEER |, % CloudWatch FOIBZFMEEMN, EXBRFNBRNESEFEL , E50 (AM AiFEmR)
WIFRIEE RS EREBHENRMNRESHIERE.

« BATLARIEIAH Amazon Simple Storage Service ( Amazon S3 ) 21 ( RERRVIEEZM#TE ) , B
FEREE—SEEH CloudTrail A,

Important

B #l , Amazon Organizations RAEEXEFRE ( FERLILE ) KiFHE (RETCHBESKREM ) .
BRITAHEINLE , BHUHAEE Amazon Web Services Management Console , FREE %X
o

FI 1 BERRMNSFIEERR

EWS RS | BEZEEKS HE Amazon CloudTrail FEREBE ( HFARER ) . EEERERENSHGE
B8, LKA EI/E APl A |, X% CloudWatch Events #8 7 AT S AR K HIE A,

B2 IR BR
1. LUALNEBRKFNERR §HEFAmazon , RBET https://console.amazonaws.cn/cloudtrail/ $TFF
CloudTrail #4154,

2. ERHEELANSHEDR  ERXERD (HEELILM ) XiF, MRBEFHMXE , Amazon
Organizations £ 7E CloudWatch Events EEi&E R EHN —MEWH I |, CloudTrail 1 F 23R
Amazon Organizations <S5

3. ESMEKD , %R Trails.
. 1%&3% Create trail (B1Z2RER).
5. XF Trail name (BRERE#F) , WA My-Test-Trail,
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SR 2 : BE Lambda B

6. WMITTFiED 2 —KIEE CloudTrail FAERRFMME :
. MRIBEEF—NEMHIE , &R Create a new S3 bucket (BIB#H1ZME1E) ZiLH No (&) , ABEM S3
bucket (S3 1F& 1) IR PIE R 170 E o

. MRIGEBQBIEFMHNE , 5% Create a new S3 bucket (RIBH 126 1E) EZLM Yes (B) , RFHE S3
bucket (S3 7 1E) % A ¥ 1Z B B 7o

Note

S3 FHEBNBHLMELIRME—H,
7. EEAIE,
8. EFENINIBIEMN My-Test-Trail BER.
9. %1 Management events 35l K945 B#R.
10. 3F Read/Write events , lR)XiE$E All, Save, Configure,

TR BRI PTEE AR API A , CloudWatch Events A G EFRSHAENHFREEER, NHEER
TH#ITE : A Lambda E#k , iZEEBANEFE API A ; [ Amazon SNS B AEEL |, BZEBAIIT
HERXEFHMERES. EETROFNSES | SFIEMENAY - Lambda B M Amazon SNS =

o

S 2 BiiE Lambda BH#X

EARLSTRH | SR IER APl JEZIH Lambda B , XEESBREHEEEMN CloudWatch Events #I
REAEB.

#IZ 123 CloudWatch Events E4H Lambda B3k

1. M Amazon Lambda ¥TFF https://console.amazonaws.cn/lambda/ &l &

2. WMRBBEBEEXMER Lambda , {HFEXID T HE %R Get Started Now (SLEIFFEAERA) ; BN |, %
Create a function (8|2 &E).

£ Create function (812 E$) WE L , #%# Blueprints (EEE),

M Blueprints (l5E) #REH , HIFIEFHAMA hello , RFERE hello-world EE,
%% Configure ( BLE ) -

£ Basic information (BEARER) WHE L , ITUTIRE -

X F Lambda BEEH , &£ Name (B#F) XAEHH A LogorganizationEvents,

31F Role (A8) , 3% Create a custom role (BRI BEXAE) , RIS Amazon Lambda requires
access to your resources (Amazon Lambda FEZEiF R B RIR) REESS , &2 Allow (fiF). It
AERFEMN Lambda BEFRIFTEHENRRME A #H H B EH R,

c. EEBIEEHK,
7. EF—WLE, %&E Lambda KK , MU T REIFAR :

2R

console.log('Loading function');

exports.handler = async (event, context) => {
console.log('LogOrganizationsEvents');
console.log('Received event:', JSON.stringify(event, null, 2));
return event.keyl; // Echo back the first key value
// throw new Error('Something went wrong');

}i

ZRGIKEBFEA LogorganizationEvents WM FRAIRIEREH , FRAREHM JSON FRFH,
8. LERRE.
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S 3. 8l2 Amazon SNS & , [@1i]F& KX B FHb4

1% 3 . B2 Amazon SNS =8 |, @] E&EKEBF

B 4

EWSTRAB | FF LI Amazon SNS £ |, EITHELAZREFHEER, BHZEBENEHBECIEN
CloudWatch Events F M &9“ B #5”

B2 Amazon SNS £ | @] & KL B Fap4

1. M https://console.amazonaws.cn/sns/v3/ 3T FF Amazon SNS & &,
2. ESMBERED , & Topics.
3. &# Create new topic (BIEH EH),

a.
b.

C.

31 F Topic name (EBB ) , HiA organizationsCloudWatchTopic,
¥4 F Display name (£ RE#5) , #i A OrgsCWEvnt,
%% Create topic (BRI X&),

4. IE , BEAUMBRZEBHITE,. ERERNCIZHETH ARN,
5. 1%&# Create subscription,

a.
b.

C.

S

£ Create subscription (81217 %) IWE L , 79 Protocol (H}MYX) 1%£#%# Email (B FHB#).
X F Endpoint (K515 R) , A SKY B FHR A i bk,

%42 Create subscription (8121 ). Amazon fF @ &1 — 5 7 18 E K B8 F B4k it 1k & 3% 68 Faf 4,
W Bix £ 8 FER4E I |, IR B FER4EP R Confirm subscription (FBIAITIE) 4542 | Wi BE R IhER
Bix £ 8 T HR 4

IRE 4 & HRIEF TE,. Pending confirmation SHEGH % , IE B ABRMNITHE ID.

4 : 8% CloudWatch Events i 0I

I , KSR FEAMERN Lambda B , A ELEI2 CloudWatch Events AL | £ 2 %MW &9 S48
A ZER.

ZE 8|2 CloudWatch Events # 1|

1. M https://console.amazonaws.cn/cloudwatch/ 3T FF CloudWatch #2#14&

2. FBEI—# , BATFEHARENEZERS (FHERLILE ) X , HAX Organizations HEET
. EEHAGLANSHESD  EEXER (FAFELIH ) X,

3. ESMERKD , %F Rules (AN)) , AASFIEER Create rule (BIZH M),

4. XF Event source (BHIR) , AT TR4E -

a0 oo

© N oo

1%£$# Event pattern,
1% Build event pattern to match events by service,
Xt F Service Name , 1%£3#%F Organizations.

31F Event Type (B#EKH) , %8 Amazon API Call via CloudTrail (B3 CloudTrail #1T7#
Amazon API ),

1%$% Specific operation(s) (S ER1E) , KM AZRFERIEHN API : CreateAccount
CreateOrganizationalUnit, #EAJBUERFIENEMHEMAR, BXA A Amazon Organizations
APl 52 & 35X | 59 Amazon Organizations APl &%,

£ Targets (B#5) T , I F Function (H%) , EREE L —SEPEIBHHE.

& Targets (B#5) T , i%&# Add target (& 11 B #5),

EFBRTH , RETRRE , REIEE SNS topic (SNS £&),

3T Topic (X&) , EEEE L —IEPOIEMNE A OrganizationCloudWatchTopic ) E&,
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HB] 5 ML EH CloudWatch Events #11U

9. %32 Configure details,

10. #£ Configure rule details (EEEM N FEMFE L) RE L , X F Name (£%5) , #i A\ orgsMonitorRule ,
fF State (IRF) RIFEFRES , REIEF Create rule (RIZHM).

HB 5 MR EH CloudWatch Events #0

ERHSRE , LRFEIR—NALKERT (OU) , RFME CloudWatch Events MNUAEK BERE |, HEfk
EEXBHFMAEER B TR

Amazon Web Services Management Console

B2 ou

$TF Amazon Organizations ¥ #| & #9Amazon Web Services K 7T o

2. gpaitsE B Root OU , %% Actions (181E) , #AJS 7 Organizational unit (AAE5(7]) Fik
Create new (F12).

3. XF OUMBF , WA TestCWEOU , AA/Fi%4F Create organizational unit (812 £A432Bi7).

#5 & CloudWatch Events B &% H

1. M https://console.amazonaws.cn/cloudwatch/ $TFF CloudWatch 2 &

2. HESMERF , %R Logs (AE).

3. 7 Log Groups (A&4) T , R SEM Lambda ERES<ERHI4A : /aws/lambda/
LogOrganizationEvents,

4. BMNAGE—NHBZMR , NZE-NMNSKRHEA, EFRXANE,

5 BFBX, BNZUUBIEUTARELUNT

T e T T T oo e T T ]
¢ 22:45:05 2017-03-09T722:45: O:J 0997 0999eb20-051a-11e7-a426-cddb46425716 LogOrganizationEvents
» 22:45:05 2017-03-09T22:45:05.101Z 0989eb20-051a-11e7-a426-cddb46425f16 Received event: { "version": "0", "id" "ca9 :45’

» 4505 _END Reguestid, QBBSEDEO—OR' a_ 1eT—a4aB—CiEIE4§i 2116 R

6. EERZXEHHEMNT , EEVRIEHMTE JSON XA, BOLUERHEMN requestParameters #l
responseElements Sf 7 &EF APl HRHNAABHFARE.

2017-03-09T22:45:05.101Z 0999eb20-051la-11e7-a426-cddb46425f16 Received event:
{
"version": "O",
"id": "123456-EXAMPLE-GUID-123456",
"detail-type": "AWS API Call via CloudTrail",
"source": "aws.organizations",
"account": "123456789012",
"time": "2017-03-09T22:44:26Z",
"region": "us-east-1",
"resources": [],
"detail": {
"eventVersion": "1.04",
"userIdentity": {

T

"eventTime": "2017-03-09T22:44:26Z",

"eventSource": "organizations.amazonaws.com",
"eventName": "CreateOrganizationalUnit",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",

"userAgent": "AWS Organizations Console, aws-internal/3",
"requestParameters": {

"parentId": "r-exampleRootId",
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BE  BHRETBEENRR

"name": "TestCWEOU"
Iy
"responseElements": {
"organizationalUnit": {
"name": "TestCWEOU",
"id": "ou-exampleRootId-exampleOUId",
"arn": "arn:aws:organizations::1234567789012:0ou/o-exampleOrgId/ou-
exampleRootId-exampeOUId"
}
T
"requestID": "123456-EXAMPLE-GUID-123456",
"eventID": "123456-EXAMPLE-GUID-123456",
"eventType": "AwsApiCall"

}

7. RESEKNBEFEHREKS2EWTIRE OrgsCWEvNnt BIBR4 ( 88 Amazon SNS FBMEREH ) o
FHHEXHBEEL—PARNBEZRBHEEN JSON XAHH,

R BRETBEEENRIR

RNBRTERE , EBNBBRABEERECE K MEBUTFLEREN LI Amazon &R,
BESEH Amazon B

R CloudTrail %A MEREBENL SR 1 IEMN. BN My-Test-Trail HIIRER,
MBHRELE 1 FRIET Amazon S3 748 , BHEA Amazon S3 #2H & FEMIBR.
A Lambda #H & BIBREBL SR 2 M, £H LogorganizationEvents I,

£ Amazon SNS #ZH ERIBREEI SR 3 8I2M,. B NorganizationsCloudWatchTopic HY
Amazon SNS &,

£ CloudWatch 12 & B BRIZERL ST 4 BIEM. &7 orgsMonitorRule H CloudWatch H M,
£/ Organizations ¥l & MIBREBIE LR 5 BIER. B TestCcWEOU H OU,

e

o o

MEBIXM, EXRKEF , LEE T CloudWatch Events , AEENHLANER, BEET —&HAN , YAF
A A4 E Amazon Organizations B {ERT BN & ZM N, ZHANIZEIT Lambda BEECRIZREH HEkaE
ZEHEAE SN E TR,
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Amazon Organizations f /™
BRI R BIESSE

Amazon Organizations Y {Ei%

EREMZEHAR , RNBWEER/IU T HRERE :
F&

- BEEKFHRERRE (p. 17)

o AN HRESEE (p. 18)

BEEIKF R REXK

BB TR , RHBBIRP Amazon Organizations FEBIKFHNZ £,
Note

Amazon Organizations IEFEfF“EK " HAMERX N BEERS. WAREHTEN , Thee L&E
FEAE, ERNEREAFHARELERE , BUELHEFR —LIARIE, NRERAKRMNEAE
®, BEARREESIFRA.
E3 ]

o (UFEBRKS H FrequireBEIK P HIES (p. 17)

- NEEKRFHNEEAFERAERNER (p. 17)

s AIENEBAFEIERR MFA (p. 17)

« HRESERMEKFBRREEF (p. 18)

- EFEHRERERHRR (p. 18)

O EEMKF B FrequireBE K F WES

RNEBEWEREEEKFREAFNACATRERZKFRITHNES. FENFIEAmazon & RIEMEEL
LR EthtAmazon Web Services IKFH |, HNEIRBEEEIKF 25, HE—NHIAR , RNEBNUEZH
Amazon CloudTrail H fE B &Ik 7 AR B 8K 8 CloudTrail BRERIEZRFM B E,

HRERBEEMGK, PN —NEERRER , Organizations RFIZFIKE ( SCP ) TERBIEERKF RHE
ARFRAL,

MRFRSEEKS O BEEE)TETREATLENER,

NEBKFNEERAFERERNEZT

c BRFEREAPNRZEMBRTHEBEDBHNEE. RINBUEEAK, SXEREEMEMLSEANE
M, REFHNEEFNEXNZBEREEN TETHEPETIIXL B IR,

NENEBRAFEIES A MFA
BRUOABAZES BRI (MFA ) WiHEA |, B3 FEEAmazonFEAZESHRIE (MFA)

s EATKBEONETEHNRZRER —RUEHL (OTP) , XMAZEEETHRR MFA TEEH |, ¥}
BEKBE#BRT 2 HI BMRER L

« MREHXFEAETEWH MFA , FRAFNEDRERZNRE | FEIH B HIGILHITER,
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FHESERMEK A RKRELSS

c BRI, ABEFELRRBASHNERER,

- BABRWGTEFRYE MFA ATRPLWERKS UANEFAEMBEN, MRESEFERAYE MFA , EF &
SERBRERILNTLEN MFA RE.

- BRENHEERLERIFME MFA RS , BEFRESAFPNXRBERUTE -—VE, BRABHEER (A
A, BENTE ) BEEZEBYRENTR MFA WRESRATER B ERR,

« X MFA R & S E AV E R EM 15 R EAIZ FAMEW,

MNEIESEHMNEKSBRRESF

SRR -LEHNEELRE, SIP IBHLESBHAIFRERE , BEEFAMS  XERENERMTER
L8

- MERESBESHTLD , ERIMNEEFEATA SIM FAFH , ARBEREZSUE. FHLEBRR
RXNEBESUBIRENANTRZSHHNEEY , BEZSBERKHNEAFTRREREREME
o

- BEENR , IMEESBERLAFTNAMA, FZSHBIEREAmazonKkRERRHARE , H5EH
EAMAZTHFEMERS, TEFHEREELMEMAMS. X5 EEHTRENS SIM FH4ENBES
BBHEZE - SIM FHEXNWIHHEHRE,

- BREAENEELZEERFEBRE. B2  FOFEEFRESHMAAXKIERARNNE,

« NEERHEFHMENEMHRBHICEANER,

BEERFRERER RN

s NERERFIEERKFOFRRR , FEPHFELEE L PERG R SHAXKN S FERAiba, =
B, MFAMBESEHAR, EENFESRRLSRERE—H. BR K ALEBANSEENXLERE
B#T—RFE , NBRABEBHATELR.

R 5K P Y SR A 3R R

BHEBEUATEW , ABBRFPA[PRAKFHES,

E3 ]
- AIRAKFERAFFERAERNE (p. 18)
- AEMWEBRRAFEIERR MFA (p. 18)
- HEEKFNSBESERMNEKAKFBRRER (p. 19)
« BEEHRIFREFHEMR (p. 19)

ARRAKFEERFERERNRG

- BERKFHEEAFPNEZSMERTHEBBNBRE. RINBYUEERK, SREREEMEMLEERNE
M, REFNEERNEXNEBEREEN T ETHEPETIIX LB IR,

NIENEBRRFEIERA MFA

BRUOABAZES MBI (MFA ) iR , B3 FEEAmazonFEAZESHRIE (MFA)

« RMNBWEERTEB BN ETEAMRBRER XD (OTP) . XFEEFETHE MFA T
EEH  FEERPFE# PR HI BMIREXNR
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HEEKFNBEESBERMEKAKFARRER

- MREHIEAETBMHN MFA , FERANESHRERZFHVRE | HEH ARG TER,
« BIE—NMTR , AEBEEELXRTESHENERER,

- MREEFRFEAEL MFARARER , FAERINHNEEKFEEAFNENTE (p. 17), WFHA
WFE, BAUASARARFERERAEN MFA #%, SANEREEMN MFA NABFRITHXZ2F
A TEEWRS W —E#BERBAMERIFE, BEENEEZLERE , LR -4BNAR , ANEEH
HEMELMENXANETEBRRED, RS, YEEEHMHIBUEHFA , /TR 4B
BA , ANEATEFVEREEL MFA RAERF.

. REENEELZLERETHE MFARE , BEFESEEAFPNXEEBANTRE—NE. BRTENER
(AR, BIEFNIER) ﬁl'ﬂ&.ﬁqmumfi*ﬂlﬁlﬁ] MFA ZZNRESXATRANS R,

o X MFA RZREFM B N5 R EAI IS F ML,

s MRBEXRRMAT MFARE , EUREZFERREF XS , LENEZWIKS AR MFA, ERITUHERE
20, IS ARIE X HIE RN ARSIHESK P XKW B FRibut, BESBNZLRE, Rk, &
BREFAXEES , HARRNEHR AL L FHE,

NEEKSHBREFESHRMEKAKSBKRRER

s BEEALUMKBA L EEKS PR EESD (p. 18)RETEMRBKFMRE, Hit , RAAKR , IRA
WM REREE B FSBERSENRETE. Al RIBEFNSERK S AR S
FEW, LiAEANSBEERKSREME , HEH A BESBUREMERES A0 ERHIRR
FESKIEASRUNTEME,

BEERFREER T RINER

o EWMBANANERRSFAZEYE (p. 18) , LR EMTELD U NERG R R MK o E R PR B 76
frimit, B, MFA?’HJEE.frEﬁﬂE’JAmo HEENFESUBLSRERE—H. BR A ALEBANESE
ENXLEEERT-RFE , LBRABEBH A TR,
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B

(nn

SIENEEAR

& LA A Amazon Organizations 2%l & =& 72T Amazon Command Line Interface ( Amazon CLI )
SHREM Amazon SDK APl ERERBITUTES :

o BIEELR (p. 20), FABYMHIKFERNETEKFCIZEEL, EENELNCEREKS, , HRiEHEM
K IR,

s BAHERTHFIEYNEE (p. 22). BAFEINEERMER Amazon Organizations B EHIEA N, EAIEEALR
B, B EREARTEEKENFERIBL B, BAMBUNERRIANLEE , ©SEESKEINEE,

s BEAEXALAMIFMESR (p. 28), BEEHXEHAL, B, AL % T (OU) MKk HWIEHAER,

« MIBREL (p. 33)e UBFBEEEMLARMBRE.

Note
WHLPHEREERTESHIENRENR, XEBEBENAE AP X HSTIEN RN,

ERHAPHRITESTREEZHMNR, fim , BALERENREFEALPNAMEAS , ARR
FAWFERFPITREESHEMBRR,

BlE

8T LA E FH Amazon Web Services Ik FERBEBIK F FIARGIBALN, SIRAMAN |, WA LUERALRES
BriaTheEe ( BiUER ) EERXBESIKA IR,

BIRALACE , BB T ARANEERIKS P E S ALRRFKS

« BIEAER KRG B30 A BE A LRI E Amazon Web Services I (p. 44).
o IBUFRRY B F BRI HEE | S8BT E Amazon Web Services I (p. 37)ER A R IN A ERIA L,

BIEHR

AES A THM AR BBAL : #HAmazon Web Services Management Consoles, & &I £ Amazon
CLI S E A4 —4 SDK API,

B&/NMIUPR
(A& Y ETAAmazon Web Services i 8IEZALR | BAFEFUTHR ;

* organizations:CreateOrganization

* jam:CreateServiceLinkedRole

BRI LU IR PR I WX RF EHE A organizations.amazonaws . coms

Amazon Web Services Management Console

B2 HR
1. EFZ Amazon Organizations & &, BYUFUEN IAM AP EHBEFHRAALAERK S F
HWEAD IAM B,

2. MABERT , ARECIENCEAMAEIRE. BR  BULERNTIRE —
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B2 4H R

- ZOIBRCRAMBDRENEL  BEENENELER Create an organization (BIE4HLR).

- EREREAEESKETIREMALR , BENERE Create an organization (BIEZHLR) & |
1%$% consolidated billing features (B& K2 INEE) , REEBIAXIFES , %% Create an
organization (814 4R),

MREENIEFR T HEIRIEI |, EA LA E Settings (IRE) H , RF%EF Delete
organization (HIER4E L) HEFH LA,

3. HLABHE , HFB4LE RAmazon Web Services Ik . W—BEENKS2ENEEK, , ©Y
BIAFAEAEARA LA ET (OU ) (p. 5).
WMREE | Organizations £ BB SEEKF RBA it £ X R IE R Tob4, EERZERBIBIEHT
R RIATRE S —RIER, 7 24 NIRRT BN B Fif4Etit, BXESER | ESFE TR

Prity uEBOAE (p. 22), SR LATERNIRUE B IK 7 BB F HR 4+ 3t 1k 1RO T 02K P BUR IR R,
BR , EBRENEKS , LM LT B FHRIRIE,

Note
ﬁ%lﬁtﬂKF‘Zﬁﬁ%ﬁETﬁ%%ﬁiB#i&ﬂt , ML EERZKFSIRARRN , RIEF2BRER
Amazon CLI & Amazon SDKs
Bl A4
BUUEANTa T2 —2I24EA4
* Amazon CLI : create-organization

AT RAIGIZEALR | HE M52 B FZMAmazon Web Services TK B AL B,

$ aws organizations create-organization
{
"Organization": {
"Id": "o-aalllbb222",
"Arn": "arn:aws:organizations::123456789012:organization/o-aalllbb222",
"FeatureSet": "ALL",
"MasterAccountArn": "arn:aws:organizations::123456789012:account/o-
aalllbb222/123456789012",
"MasterAccountId": "123456789012",
"MasterAccountEmail": "admin@example.com",
"AvailablePolicyTypes": [ ...DEPRECATED - DO NOT USE ... ]
}
}
Important

AvailablePolicyTypes FEREFEA , H BT X EHATEANERNEBER.
EEFALASREANREEBENEBETENYIR , HFEA ListRoots i , MATIB
489 Amazon CLI FFf&,

* Amazon SDK : CreateOrganization

WE , BUURUTSREALRMEMEKS

- E6|2 B3 E TAmazonf L2 #Amazon Web Services IKF |, 55 £ 4H 22 1 6 ZAmazon Web Services
K (p. 44)0
- EEBENAKFIMAENEAL | FS5%iEAmazon Web Services i AL LR (p. 36)0
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Amazon Organizations f FF 55
ER, F BB 44 1th 11k 362 IF

B, - B 44 3t 31k 56 TF

EQBALG, BBEKSMAR , SXUTU 5 HL A B - KB B F BR 4k,

BIZALRAR , MRNAFRBIEEERIKS , Amazone B3 [E3EE Y & FHB4F bk KX I B FopfF, B
WERI A B F B Bl AT RERH —BRIER
24 YA, RRE FERAF PR H B RIE SRV B F BB A stbait o

MRKRE 24 MRS B F BBt | B LEHARRIEER | EBIFEEMAmMazon Web

Services Ik IMABHALR, MBEEERBRILIEFEYE  BREEWBE T4t SEIER | MaeH

E  BEXHH#HTEHR,

- EEEELNEERKFXBENEFHFHURTFL , FSRNEEKFEFALWIEMAEER (p. 28).

s EEFUSEEKF RN B FHibut , 558 (Amazon Biling AFER) HHIEEAmazon Web
Services Ik,

Amazon Web Services Management Console

EEEHRRERIEFER

1. Z&3FE| Amazon Organizations #£#| & . BUMUEN IAM RPN S HBEZRAALLQLEEKS P
WEMNIAM B&,

2. SfiE Settings (%E) WM , ARF%E$F Send verification request (K ZRIFER), REERRIEE
Bk B o FE IRIE T,

3. 1E 24 /DR RBRIE SR BB T R 4 ik,

IS UF R B FER Rt T | SRR LUEE H EAmazon Web Services P ITARA LR, BEXESE
B | %S iEAmazon Web Services I i AE L (p. 36).

MREENEERS B FEbFibit | KRB LMEN RIS -FEBMA" , H BBy #7628 78R
# it it ST IES R

Note

MREEERERKT KB FERF it 2 ATBE 7K MAALR | H X ERIE S RIS |, WE
FRITEEKS OB FER it 28] , TERZXLERE, FAL-PREFROERIEFR, B
HESEFHATRILERE , SROKF RS RS,

BRALRPHFRE I EE

Amazon Organizations % /N 7] F 19 Th&E

- FIEIhEE (p. 5) - WINEEE R A Amazon Organizations WEEER , F ECEBEERAKEIHEE, EIE
Hnt , RINBER T HEAMETEE. EEAMBEWENTERT , BALER Amazon Organizations H
RENSRKFEEINEE , fl5ZFHWAmazon RS HER (p. 71).

« BEIKEINEE (p. 6) - IAELARHIISHINETFE , XRHTAIATERERALAPNKFANERERT

MRRBEFREKEDRNALN , WULEEE A, WREHERERMENENERE,

ERERMABIEEZE

EMRZFBESKBENARATS N IGAMENENALAZH , HEEUTIIR
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https://console.amazonaws.cn/organizations/v2
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Amazon Organizations f FF 55
Fiai8 A E e g

- YBFFRBAFA AR R , Amazon Organizations £ #&81E MALLNENE AP REFE
Ko BNEZBKFA MBI EZERRIESAMBENEE. REX#E# , BFUAUEKEARFERFED
BRI, MREMNKFIELER , WAAMNALPHBRIZKFRERKIEER, EXAEZER, A
FRETERE AMAE AN ERE, &FEA 2/2Amazon Organizations FIIK P TEIREVER , BRX LK
TERAETAEE,

o B LERAFME RN RN SR EKFMAZNAL, BENEASBEKFNFEERENREAR
ERENEENER TIMALALR , ERESAMEDENER TMALAL,

s MRBESAMBENENRERBRE-NKF , WBBEFBMAIMANALACERFEEE. MREEK
FESBECZAECES AFMBTEENRE , MiZREFHEUE, BATBERBBEKF K AXEAESK
BINBEMELRMR G

s MRBBE—NKF, , EEFREAMEDENREZN , ZBEREES , NZBEFHEECE , BX
BEFRHZEAEARESK SR, SBXTERXBEKFEACEAMEIENEALRNER.

o BETMUUMSEEEQADAURKS,, ZIBFZFHERNITM,

 Amazon Organizations EFRIEENKAKF 2 EHE—NER
AWSServiceRoleForOrganizations WIRFHEXAE, LACGEESAMBINENMEKS PEHI S
FEN. MRECEZIBRFAPHIRTHAG , NEZ ZRAMEYEBEFSENUIRLAR, NREDH R
fEH Amazon Organizations BIZZMKF RN AE  MiZKFA2REIZTERARLAGHRE., 440
PREE X LEBE T LTS AMETENERE,

« NEESKEEEIBRIMENAENIERLAN, B EANEEATHEENALAYIRENEAEEK
BINEE,

TR /5 AT B ThRERY AR

HERIALANEEKRSEN , EUUITREAFRETNENRRE. At , BXRATIR,
/MR

ESRAATNFIEYDRE , BLMEFUTRR :

* organizations:EnableAllFeatures
+ organizations:DescribeOrganization — XM Organizations #EH AT FE

Amazon Web Services Management Console
BESBEAKFEERAERPHNFEINEE

1. B%RE Amazon Organizations #£#l&. BUHN IAM AF SHRIBEHLEEKS PN IAM AE
2%

2. 1f Settings (1R(E) T HEI%# Begin process (FFIARE)o

3. £ Enable all features (B AFTETHEE) WHE L , BINE T R FE1%42 Begin process (FFHATRE) B 1TH)
B2 EETEBRETNESIKEINEE,

Amazon Organizations fFiER KX B HLAFHENZE (MIESRE) K/ , ERAAEBFRAEAR
SR E AR, MEREHEFE A Amazon Organizations |2 AR, B AP EERARKR T

# A AWSServiceRoleForOrganizations HRRSGSHEXAE , Nl Amazon Organizations £ [81%
kP REEHNRZACHER,

BHlE4E REUBIEK Y Request approval status (&R FHIRE) FIK.
Tip
EERFREWRE , BT Settings (IXE) WA , H1E Request sent date (IEREIEH
) $89 iR View status (BEBRE).

4. Enable all features (5 FFTEREE) RERR TARFEKS L EERRS. BRIZFROIKSFH
& MRZS ACCEPTED (B#3X), HAREEMKS ERIRZ OPEN (fF£X),
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Amazon Organizations f FF 55
S AFEEREFRCIERS XA BNIER

Amazon CLI & Amazon SDKs
BESBHEAKFEERAAAHNFTEINEE
ARERUTH T2 —HARTEAMA IR :
» Amazon CLI : enable-all-features

UT s FTnERARFEIIRNRE.

$ aws organizations enable-all-features
{
"Handshake": {
"Id": "h-79d8f6fll4ee4304a5e55397eEXAMPLE",
"Arn": "arn:aws:organizations::123456789012:handshake/o-aalllbb222/
enable_all_features/h-79d8f6fl114ee4304a5e55397eEXAMPLE",
"Parties": [
{
"Id": "alb2c3d4e5",
"Type": "ORGANIZATION"
¥
]I
"State": "REQUESTED",
"RequestedTimestamp": "2020-11-19T16:21:46.995000-08:00",
"ExpirationTimestamp": "2021-02-17T16:21:46.995000-08:00",
"Action": "ENABLE_ALL_FEATURES",
"Resources": [
{
"Value": "o-alb2c3d4e5",
"Type": "ORGANIZATION"

}

WEETRSBRAKFSARENEFIFEFAER,
* Amazon SDK : EnableAllFeatures

Notes

c MEAKPREERZE , FFH 90 REITEt, FIEKF SFTEZNERAMAER , FUERF
B, MRFERIH , IEERZHAXNERFREUE | BLETMSER 2 NKFF .

- ERRHEERUEAMBNEZE , BMEK,EIHEHIBNNIET | B HEURE MK
PESEINMALARBE. EEAMEHENRRTR A , BTER HIMBIE,

- TREAFMEUNENREZE  EUUBRBEKSMALLR, ZRERELL  FAIMARBE
hEEREE , LA ARERZBE BRI E A REER K.

ARAFNFEZBIKFHEERE , BUUTEREHBAMAE. NRENADPIEEMZERR
TP, AV BIERRE. ERATRIZERE , BRERBETHRENE BFEWEE (p. 27)FHATR
.

S AT A T A E S QIR IR S A B B R

EEFRINELANZTBRAKFZ—F , ZAUNEBRKF#EER, NRENK S S ZEMA

HA NZBEFEAMAENEHRRNTENEH B2 AWsserviceRoleForOrganizations
AeNitE (NMREEE )., MELRNKS A Amazon Organizations 828 BEMIR T
AWSServiceRoleForOrganizations [RSHEXAEG , MEBFHNKEEHUBRZACHEREF. Ak, BE
BT ER,
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S AFEEREFRCIERS XA BNIER

Important

WREHATUTERPNTSER , WARPNERKS AR RAKS ENAETREHERE, XL&
BHALARGAS., EERGGENEERJUEKS PRITHERME, HERFITEELHE LA K
FRHALR,

R/MXR
ERENEAKT ERBENER , BLABAAL TR :

* organizations:AcceptHandshake
+ organizations:DescribeOrganization — XM Organizations & &8 T EE
« organizations:ListHandshakesForAccount —{XZ A Organizations | AT FEE

+ iam:CreateServiceLinkedRole — R HIERK R MK P AMEHOE
AWSServiceRoleForOrganizations AEAITEE

Amazon Web Services Management Console

RIREAR P ERAMANRENIER

1. #£ Amazon Organizations % | & &b % 52| Amazon Organizations #4|&., BX4FUA IAM BF &
BRXARIKS FH IAM BEEF,

2. FEMUTHESEALPESAMENENERNENKFEREMTA , REIEE Accept, TEHR
HAMEKFESERABEERKFEERTRAREZH , LTTHA—BENZRABERIARTR.
Amazon CLI & Amazon SDKs
BAEEALATSAFEEENIER
EREER , BM4FESZE "Action": "APPROVE_ALL_FEATURES" F,

* Amazon CLI:
» accept-handshake

« list-handshakes-for-account

TR REERIMASIHATATEKFNEF, MHNERITHN "1a" HERT - M SENE.

$ aws organizations list-handshakes-for-account
{
"Handshakes": [
{

"Id": "h-a2dé6ecb7dbdc4540bc788200aEXAMPLE",

"Arn": "arn:aws:organizations::123456789012:handshake/o-aalllbb222/
approve_all_ features/h-a2dé6ecb7dbdc4540bc788200aEXAMPLE",

"Parties": [

{
"Id": "alb2c3d4e5",
"Type": "ORGANIZATION"
T
{
"Id": "111122223333",
"Type": "ACCOUNT"
}
1,
"State": "OPEN",
"RequestedTimestamp": "2020-11-19T16:35:24.824000-08:00",
"ExpirationTimestamp": "2021-02-17T16:35:24.035000-08:00",
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https://docs.amazonaws.cn/cli/latest/reference/organizations/list-handshakes-for-account.html
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S AFEEREFRCIERS XA BNIER

"Action": "APPROVE_ALL_FEATURES",
"Resources": [
{
"Value": "c440da758cab44068cdafc812EXAMPLE",
"Type": "PARENT_HANDSHAKE"
Iy
{
"Value": "o-aalllbb222",
"Type": "ORGANIZATION"
Iy
{
"Value": "111122223333",
"Type": "ACCOUNT"
}

UTREIER E—M s THNETF ID REZZEF.

$ aws organizations accept-handshake --handshake-id h-
a2d6ecb7dbdc4540bc788200aEXAMPLE
{
"Handshake": {
"Id": "h-a2déecb7dbdc4540bc788200aEXAMPLE",
"Arn": "arn:aws:organizations::123456789012:handshake/o-aalllbb222/
approve_all_ features/h-a2dé6ecb7dbdc4540bc788200aEXAMPLE",
"Parties": [
{
"Id": "alb2c3d4e5",
"Type": "ORGANIZATION"
T
{
"Id": "111122223333",
"Type": "ACCOUNT"
}
1,
"State": "ACCEPTED",
"RequestedTimestamp": "2020-11-19T16:35:24.824000-08:00",
"ExpirationTimestamp": "2021-02-17T16:35:24.035000-08:00",
"Action": "APPROVE_ALL_FEATURES",
"Resources": [
{
"Value": "c440da758cab44068cdafc812EXAMPLE",
"Type": "PARENT_HANDSHAKE"
T
{
"Value": "o-aalllbb222",
"Type": "ORGANIZATION"
T
{
"Value": "111122223333",
"Type": "ACCOUNT"
}
]
}
}

* Amazon SDK :
« list-handshakes-for-account

» AcceptHandshake
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Amazon Organizations f FF 55
SERRIEL S AFTEThEE

FTERRENE AT A Thee

FIEZEBR AP S H#ES AT hEENER, MRALDEEZERAMKS , Enable all features
progress NHEEERASERIEE T ETUEERE.

R/UR

EXHANAR/ERMBDENRE LA BUTRR :

organizations:AcceptHandshake
organizations:ListHandshakesForOrganization
organizations:DescribeOrganization — X H M Organizations #H SN FFE

Amazon Web Services Management Console

SERREL G A A e

1. &%E| Amazon Organizations &, BHAFE IAM AF FHRBELAEEKSHH IAM AG
2%,

2. f£ Settings (£E8) REL , WEAMEZBIKFEZESHAFMEHENER , WTEARSPHER—ME

BELBHE, T:T:&@*E“P %3 Go to finalize (¥ B HLHE).

3. 7E Enable all features (B FAFTETHEE) WE L , %82 Finalize (RALWE) , AR ERINNBFEFBRX
i%3% Finalize (RATHEE).

4. AL/ CEFAMMEIEE.,

Amazon CLI & Amazon SDKs

JT

STRURTE LS AFTA ThRe

ERRZRE , BS4MER "Action": "ENABLE ALL FEATURES" ESEFIRE.

Amazon CLI:
* list-handshakes-for-organization
» accept-handshake

$ aws organizations list-handshakes-for-organization

{
"Handshakes": [
{
"Id": "h-43a871103e4c4ee399868fbf2EXAMPLE",
"Arn": "arn:aws:organizations::123456789012:handshake/o-aalllbb222/

enable_all_features/h-43a871103e4c4ee399868fbf2EXAMPLE",
"Parties": [

{
"Id": "alb2c3d4e5",
"Type": "ORGANIZATION"
}
1,
"State": "OPEN",
"RequestedTimestamp": "2020-11-20T08:41:48.047000-08:00",
"ExpirationTimestamp": "2021-02-18T08:41:48.047000-08:00",
"Action": "ENABLE_ALL_FEATURES",
"Resources": [
{
"Value": "o-aalllbb222",
"Type": "ORGANIZATION"
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Amazon Organizations i /{87
EEHQFMAER

UTROVERIOASNHTATALANEF, MHNBENETHN "1a" HERT - S THENE.

$ aws organizations accept-handshake \
--handshake-id h-43a871103e4c4ee399868fbf2EXAMPLE

{
"Handshake": {
"Id": "h-43a871103e4c4ee399868fbf2EXAMPLE",
"Arn": "arn:aws:organizations::123456789012:handshake/o-aalllbb222/

enable_all_features/h-43a871103e4c4ee399868fbf2EXAMPLE",
"Parties": [

{
"Id": "alb2c3d4e5",
"Type": "ORGANIZATION"
¥
]l
"State": "ACCEPTED",
"RequestedTimestamp": "2020-11-20T08:41:48.047000-08:00",
"ExpirationTimestamp": "2021-02-18T08:41:48.047000-08:00",
"Action": "ENABLE_ALL_FEATURES",
"Resources": [
{
"Value": "o-aalllbb222",
"Type": "ORGANIZATION"
¥
]

}

* Amazon SDK :
» AcceptHandshake
* AcceptHandshake

BEAXRENALNIFHEE

BRI U TESRKEFHLATENFHAER.

£
s NEBKFEEHANIEMELR (p. 28)
- EFRMBIFEMEE (p. 29)
« &BF OU WiFAEE (p. 30)
- EEKFHFHAEFEER (p. 32)

MNEEBIKFEFHANFAER

1£ Amazon Organizations 2% & A EFRA LN EEK T , BULLEFHANFHMRES,
=/DMXBR

EEFHLANFAER , BYLTREUTRR :
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EERNEAEE

* organizations:DescribeOrganization

Amazon Web Services Management Console
ERALANFHRESRS

1. &%Z Amazon Organizations #£#|&, BHHL IAM AF SEHARIBELARAEEKS BN IAM AR
%,

2. SE Settings (RE) MH, KNEHERAANFARFE , WAL ID URDPEALAAAEEKS,
HYK 7= A PR A R F BB AR 3 it
Amazon CLI & Amazon SDKs
EEHLANFHAES
BALERAU TR T2 —EFHLANFAES -
* Amazon CLI : describe-organization

AT RAIERT B THETEENES.

$ aws organizations describe-organization
{
"Organization": {
"Id": "o-aalllbb222",
"Arn": "arn:aws:organizations::123456789012:organization/o-aalllbb222",
"FeatureSet": "ALL",
"MasterAccountArn": "arn:aws:organizations::128716708097:account/o-
aalllbb222/123456789012",
"MasterAccountId": "123456789012",
"MasterAccountEmail": "admin@example.com",
"AvailablePolicyTypes": [ ...DEPRECATED - DO NOT USE... ]
}
}
Important

AvailablePolicyTypes FEREFA , HETEEEXEHLATEANERNEBER,
EEFALASREANRHEEBNEBETENYIR , BHFEA ListRoots T , MATIB
4# Amazon CLI F 7R,

* Amazon SDK : DescribeOrganization

EERBNIFHAEFEE

£ Amazon Organizations ##| & P EFELNEEK R , BAUEERWFAEE.
/MR
EEERWEAEE , EXITREBELUTER :

+ organizations:DescribeOrganization ({XPRIZHI&)

* organizations:ListRoots

3|

RBEAALIT (OU) BEREMTPRTNENERE  BEXRNANOU, ER , HTASNTRREHWRIAE ,
WX RN ER LA LR FHFTEEM OU MEMAmazon Web Services IKF,
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HE OU WiFHER

Amazon Web Services Management Console

EERNVFAER
1. %&3FE| Amazon Organizations ##l&. BATEL 1AM AF BHHBEALAERIKRS T IAM A&
E2Fo

2. SMElAmazon Web Services Ik TUHE , A/FiERE Root OU ( HEM , MARRIEZE ) .
3. Root (1) ¥4HEBAE LSRRI EAEE.,

Amazon CLI & Amazon SDKs
EERNFEMEE
BOLERUTHTZ—EERNIFAEE -

* Amazon CLI : list-roots

T ROIGEAMARRROFRER , SHARP 7S AR RHEE .

$ aws organizations list-roots
{
"Roots": [
{
"Id": "r-alb2",
"Arn": "arn:aws:organizations::123456789012:root/o-aalllbb222/r-alb2",
"Name": "Root",
"PolicyTypes": [
{
"Type": "BACKUP_POLICY",
"Status": "ENABLED"
}
]
}
]
}

* Amazon SDK : ListRoots

BE OU WFAEFEER

1£ Amazon Organizations & A P EFEALANEEK N , B EFALS OU HNiFHAEE.
RNR
BEEFHLAS T (OV) HIFEAER , BYXTREUTRR :
« organizations:DescribeOrganizationalUnit

s organizations:DescribeOrganization —{XH M Organizations #H SN FFE
+ organizations:ListOrganizationsUnitsForParent — XA Organizations ##|&

NARE
+ organizations:ListRoots - XM Organizations EF BT HFE

Amazon Web Services Management Console
BEREOUMEHARER

1. EFZE Amazon Organizations #£#|&, BSFULIAM AF SHARIBELHAEEKFHH IAM AR
BF,
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https://docs.amazonaws.cn/cli/latest/reference/organizations/list-roots.html
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2. fEAmazon Web Services lkFTH L , R ERERN OU ( MTARHEEIZRA ) WEH. NREE
EEN OU 2HM OUMTHR , NIEFHRXE OU B =AFBRLUEF OU , HEFEREN
WT—%. ESRHE , BERKRIIFRAEN OU,

Organizational unit details (AR EPITEMEER) EEREX OU HER.

Amazon CLI & Amazon SDKs
&EF OU iEHEER
BULERUTHSES OU WiFAEE :

* Amazon CLI, Amazon SDK :
* list-roots
* list-children
 describe-organizational-unit

KT RBIE B A A Amazon CLI £ OU B ID. A list-roots MR WEHRREN , R

FEEMREMIT list-children , HEEBN FREERRT , ERRIFAENFR , MWHKE OU
Do

$ aws organizations list-roots

{
"Roots": [
{
"Id": "r-alb2",
"Arn": "arn:aws:organizations::123456789012:root/o-aalllbb222/r-alb2",
"Name": "Root",
"PolicyTypes": []
}
]
}
$ aws organizations list-children --parent-id r-alb2 --child-type ORGANIZATIONAL_ UNIT
{
"Children": [
{
"Id": "ou-alb2-f6g7hilll",
"Type": "ORGANIZATIONAL_UNIT"
}
]
}

R\ OU ID /5 , LT RAIEBAMMELIRAER OU iFHESR.

$ aws organizations describe-organizational-unit --organizational-unit-id ou-ailb2-

£6g7hi1ll
{
"OrganizationalUnit": {
"Id": "ou-alb2-f6g7hill",
"Arn": "arn:aws:organizations::123456789012:0u/o-aalllbb222/ou-alb2-
f£6g7h111",
"Name": "Production-Apps"
}
}

* Amazon SDK :
» ListRoots
* ListChildren
» DescribeOrganizationalUnit
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EEFKFNIFAEFEER

1£ Amazon Organizations 24| A DB FEMLANEBRKFN |, BUUEEKFNWEFEMAES,
B/NBR
E#&E FHAmazon Web Services Ik HIFAEER , BATHBEL TR :

* organizations:DescribeAccount
+ organizations:DescribeOrganization — XM Organizations #EH ST FE
+ organizations:ListAccounts — X HfEM Organizations EFI BT HFE

Amazon Web Services Management Console

& E Amazon Web Services Ik HIIF4E R

1. %&3FE Amazon Organizations ##l&. HATUL IAM AF BHREFALAEEKRF T IAM B
BF.

2. SMEAmazon Web Services IKFTH , AFERERENKFEHR ( MTARLERE ) . MER
FENKF R OUKNTER , WTREELERE OU SHN=AFEHP, UEF OU HAEEHFH,
ESRE, BERRIIKS,.

Account details (K Fi¥AER) EE REXEZKFHNEL

Amazon CLI & Amazon SDKs
& & Amazon Web Services K HI#HE S
BALERAUTHSEERFFMAEE

* Amazon CLI:
« list-accounts — BIHA LR LK HIFAEE
+ describe-account — X Fll B 15 E MK F HY i# 40 1E B

BERASSABMMETISHENKFREEREBFAEE.
AT R B 5E B A RA R B EIK B9 IF 415 B

$ aws organizations describe-account --account-id 123456789012

{
"Account": {

"Id": "123456789012",

"Arn": "arn:aws:organizations::123456789012:account/o-
aalllbb222/123456789012",

"Email": "admineexample.com",

"Name": "Example.com Organization's Management Account”,

"Status": "ACTIVE",

"JoinedMethod": "INVITED",

"JoinedTimestamp": "2020-11-20T09:04:20.346000-08:00"

}

* Amazon SDK :
» ListAccounts
¢ DescribeAccount
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B I A B T EEE U 7 S A BR 4 4R

UERTBEEALAN , REMBR, HRESNALDBREBKRS, , HABBRELRE, LaIEEKFEK
93437 Amazon Web Services i, RE , BE=/NAM : AIUSEERTERNIEYKS, FREQNETE
BB | thaT Bl B A pEiE | 2P ERNR AR RINEZHEE,

Important

o MBEEHIRELD  WTERET, WREEALANGETEMER , UM LEErR  HA
FreERE.

o DIGERIBRALPNFAEREAMKS , RETEEMERALR, WREFER Amazon Organizations B2
TR AN, , WA BETTEMIBRIX LENK P . S8 R AEM BRI ¥ 9 3k 3L Amazon Web Services T
FEIMEN2SEENRAKS . BXNAREXEESMNMBRKFNESES , BSRER
RAMKFIEHALR (p. 53).

« MREEFENEAKS MNALPBBRZBIRAZKE , WZKF S1E —ERESE PR3 EER
S, ARERARAZHE , BREFENALTRER, XA SEIEERBRALR | EEIFTHE KR K
P EER M,

EBSHBRALKRMNANHBREEKFN , ZKFLEATAEZRIRME
c ZEFRATXNACHER  FAEARINEMEAKS LN,

R/MIR

ERIBRALR , BXANEERKFHH IAM BAFRBEEHER , A AEXTRBUTR :
* organizations:DeleteOrganization

+ organizations:DescribeOrganization — X %M Organizations #H AR T FEE

Amazon Web Services Management Console

MA LR P BRERMKF HHIBRA LR
1. EFZ Amazon Organizations #£#| &, BYUFUEN IAM AR EHBEFHARANALAERK S F

HEMNIAM A6,
2. BAMEBBRARDPHIFIERS L RETEMBRALR, BXELEE | BTSRMNALFHIBREK 5 Ik
F (p. 51)o

3. BME Settings (RE) WHE , A/F1EF Delete organization (HilBREE L),

£ Delete organization (MIBR4A D) FIATTFREF , MAERENAFELHFITPNELR ID. R, &
% Delete organization (HIBRALR).

5 (W) WREBEHLEXAEEKRS , WA BRI Amazon Web Services Ik (p. 55)F 1Y
SRR E,
Amazon CLI & Amazon SDKs
ME LR PR RE R = H M BRE LD
BAERUT T2 —MBERAR
* Amazon CLI : delete-organization

LA 45045510 Bk 458 AR HLAZIE 9 Amazon Web Services Tk P ER B IEMK 14 4,
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$ aws organizations delete-organization

MERY , WS FEFEE AR,

* Amazon SDK : DeleteOrganization

34


https://docs.amazonaws.cn/organizations/latest/APIReference/API_DeleteOrganization.html

Amazon Organizations f {5/
IR oA

(nn

‘S IE 840 40 B Y Amazon Web
Services Ik

H A2 EHAREEAAmazon Web Services IKFHIE S, BAIUKITUTESREERE TALANKS, :
o EELELHRIKFHIEMAER (p. 32), BANEFZKFAHME— ID S, H Amazon Resource
Name ( ARN ) BAK [&] EL Bt hn#y SR g

o SHALRMFTE Amazon Web Services Ik 53k (p. 50)o BAUTER —MNBEHLAENKF H9IK
FPiEFEMAERMN .csv X,

« ZiEU A Amazon Web Services Ik IMARHIALR (p. 36), BIEEE, EEEBCHUEBNBBEURES
RIELBIE,

- f]ZAmazon Web Services Ik FERNBHLH —EB 5 (p. 44). BIZER 7 B3h K7 EHLR —EBH B
Amazon Web Services ko

s EMBEARHZARKRA (p. 47) BEFALFTEE Amazon Web Services i BI& AERR Ao

o NIZHIH LR Al BRAmazon Web Services IKF (p. 51)o EABEBKFAHANEERR , NMALAHHIBRET
BAZEENHAKS . FARAKFHEER  NEALPRIREHKS, NREEKS ST — MK
MBI SRR R IR, TS AT RE To S A BRI B Ik P2

 MIBR ( S5<E ) Amazon Web Services Il /™ (p. 55)0 &R LA I 7 B A B Amazon Web Services lik
PR FEEEAERARRAITT A,

IPNAERAL: oA

o JTHINALLIEY Amazon Web Services lE AL ? (p. 35)
o WBEHLHBIEB Amazon Web Services KB+ A EM 2 (p. 36)

35 10 A48 42 B9 Amazon Web Services M /2 #Y 220 ?

MR IEEE — N Amazon Web Services Ik ITAELR | ZkF B EZEZEIEE , Amazon Organizations
FEIHNFHRAKFH TN TEXL :

+ Amazon Organizations B|2%& 5 HWRSHEXA
8, AWSServiceRoleForOrganizations (p. 71)MREHALTIFFAEIIEE , ZKFSTNERL
A, IRALNZFEEKAIIES , EUUBKRZAG. NREHRZAR , RAEELEALPEAMRE
Ih&E , M Amazon Organizations F R ZK A EF IR ZA G,

o BB AL E Mt Amazon kS5 B A RS EE (p. 71). EEXBEME | ZAERS T AEARNER
BAMKS ( BEZBKS ) FERRSEXABINITRE,

Note

FWFZBRAMP , Amazon Organizations T2 EHEI 82 IAM B&
OrganizationAccountAccessRole (p. 48). WWABKRFEEKF PR A KF N EEHRE
R, MREFEXNZBEWK, B AZRINEEZFN , IAFHHZAGRMEZTERS,. BX
EZER , BoR EZBMRAKF F 8l OrganizationAccountAccessRole (p. 47).
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3 875 40 42 oh 6 2 f Amazon Web Services i f= #9 2208 ?

FBU BB MARE REEKEDRENALN, WRENEFENALSAMEIIRE , N ZBIKF S5t

HEEH

X & 1E LA 4R A 6 22 Y Amazon Web Services Tk F HI &2
e 2

WREEA L BIE —MAmazon Web Services IKF° , Amazon Organizations ¥ B 37 X 75X & i 3 1710
TEX:

+ Amazon Organizations SIZ2& 7 HRSFHEXA
= AWSServiceRoleForOrganizations (p. 71)11[1%:@3’9@3223‘5%)35753]@5 , ZIKFATERI
A, MRAANIFESKEIIESE , EUMMKRZAC. NREHRZAR  AEELALA+FEAME
Ih#E , W Amazon Organizations R ZKFEF IR ZA G,

+ Amazon Organizations 8|2 IAM A% OrganizationAccountAccessRole (p. 48). tAERF EE K
FXNFREAKFHIHRINE 2AXNASITUERHER , ERNBUETERNRE , AECTHERSE
T o

s MBREBRALFATIEM Amazon FRFHRSFEE (p. 71) , MiZTERSTUAEALPNEMRK A
P ( BEEVNENIKS, ) FRRRSHEXAGSRNITRE,

5 Amazon Web Services Ik 1A £H 4R

ERBELAHRIMEEETEK RO B bt 5 , FaEEIIBAmazon Web Services i il A IR
Hm,

BB F Bt , Amazon Organizations R I & XX BE , ZAMEEHEEZIERELEE, BLL
£ Amazon Organizations ### &8 B NEBR B X Z DN HMKFHNEBIE, SREMNALANETERKS ZXE
BRI HAKF,

Note

B E AL ERAREBREFEALTNARAKS T, FEFKFBHBFTHAR
BETHERBNEMRAK S NEMAKLENREFLIER. XAESERANERABERRS. $4
Tk % 8 45 =% Cost Explorer BRE £ BEIIRE .

R IE R Amazon Web Services IKF BB R |, ME T LAIESHIELREALNRE, MRES | EHK
PRBENZELSNBERZ—, EHKS REMA—NER | Bt , MRERIISMINAGEE |, W 2RSS —

a»
o

LK EZ MAALARBIEN | ZAANEEKSRRERKRAKS RROAERA KRKS KRS
FATBER. AR, HINAREERKSmONRAXNIARAKSMITHIFAERA.

HEANZEBEKFMAZWALR , 272 B RENZKFAFNELEEARSNR , XFETE06!
ENKF, IREHLEEERFEENZERAKFNWEEE BRI | BAUBPIERK A MK H el
OrganizationAccountAccessRole IAM S ENRBEFEEKF UBEZAC, EHTHEE , &
EZBKFRAKAZE , BRBEZEAKAKF H 62 OrganizationAccountAccessRole (p. 47)F 58]
BeE,

Note
LR BE A PR MARBENAK AR , Amazon Organizations B3I 81— IAM

At (BRIMBERT , 7 organizationAccountAccessRole ) , BRAEAZABHERKFF
HAFRFXNECIEKFHNERERFRNER.

Amazon Organizations & £ 328 5 Ik~ 7 0l 2 — MRS X A& LA X F Amazon Organizations S H 1t
Amazon JREZBINER. BXEZER , iHZE Amazon Organizations FREFHEXAE (p. 71).
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BXBRAULKENBER , FSASAENZDE (p. 125), BEIHNBEERITAMLESR, —BEMRIE
WER | BRAUMRIES —ME—RBBIE. SMBESRE 156 RNEE , BUFIH,

Bk R ERBE BT ALK ES, MRZEKFIELRE, ERKSBUCERERBEIH , MER
AN
EQEENETHELNKF, , HSFEELALF BIEAmazon Web Services IKF (p. 44).

Important

HFEENKRARE |, SRR EEEKF FTE N Amazon B &/ HAmazon s X I Amazon Web
Services Ik, 30 | £ Amazon EMEA A4 | fRAJLARE#H4E Amazon Inc. 1 Amazon
Canada &/,

. MREHELHNEEKS 2B Amazon Internet Services Pvt. Ltd (AISPL) 8122y |, 4B L HAYFR

BRKFHSIEEEKFREE—MIRRR, S0, ERHNEBN Amazon BR , BREBEH
2 AISPL I i A SR A R, BT RES H KB AISPL 1 Amazon =& KB E{TH M Amazon 5
EX: 0] Il

o AOFHREKSHAMSEEKS K BEE—Amazons X, 4 F&lAmazon Web Services X
Ho XE S R T EBEREF Eitt X2 X5 Amazon GovCloud ( US ) Xig 2 X9k #9448
A,

B Amazon Web Services K &% B &

HEBERKSMACHAR  XAEERIEEEEERSXENEFIRFbit. AXESER , BSH £7F
BR 3 HEBOE (. 22), WRUEER FERAFMbALE |, BT T SRFBIFER T A BIEALR,

/MR
B iEAmazon Web Services Ik I AREAL | BWATHREUTR -

s organizations:DescribeOrganization ({X[R#ZEHI &)

* organizations:InviteAccountToOrganization

Amazon Web Services Management Console

B E ALK I AAR

1. %&3FE Amazon Organizations ##l& . BAUMEL IAM BF SHRBEELEEKSHH IAM BE
E2Fo
2. MREHEFER it B2 AmazonBiiE |, FEES SR,

AR IR BB T R4t b B SRIQAE | EERIRALFM 24 DT RIRBRICIE R FERHF (p. 22) P HI A
BATRIE, ERBEREIRIESE FHREEEZATEAE —RER, RERB FHB4ut R |, &
To R BE E ALK 2 A SR,

3. SMElAmazon Web Services Ik~ TUH , fR/51%EF Add an Amazon account (7 I & b Z= 75 ik
Fo

4. 7& Add an Amazon Web Services Ik /= (I S =RHEIKF) WE L |, %E# Invite an existing
Amazon account (BiERBL LB =RHEIKF),

5. 1E Invite an existing Amazon ( BENET SEH =R ) WHE , 1 Email address or account
ID of the Amazon Web Services i P to invite ( £58EH L S b = RHZ K 7 B9 68 7 BR 44 st ik Sk P2
ID ) i A 5435805 0K /7 o< BR Y 58 FRp A it sREL K P 1D,

6. ( Wik ) ¥ F Message to include in the invitation email message (B2 & 115 £ FHR 4P AYH
R), MALRETRERIEZHIEKHE HH B FHRHBE RN IR,
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https://console.amazonaws.cn/organizations/v2/home/accounts/add/invite

Amazon Organizations f FF 55
B Amazon Web Services I 7 & 3% 85

7. (W% ) 7 Add tags (RINFREZ) 2o ?EEELKF”EEJ\%"‘ﬁlsFQZJJV}ﬁ Ik P #— %
MEZ, Rt |, BFEE Add tag OFINIRE) , AERARNTEE, NESZZE , RENEFERFS ;
THIE null, BE&EZALUF 50 MrZH IZEIAmazon Web Services i F o

8. 1%#F Send invitation (& i%Ei&iE).
Important

MEARWE—FEE , CETREEE T HRNMK - Bk E A L E R T TTE R ik
P, #B& Amazon Web Services Supporto

9. EFASFEBEEME Invitations (RE) NH , BAUELEEMESESNCESNRE, &N
MBI K BB NE RESIRNTAS , HIRAIZ BN OPEN,

Amazon Organizations £ & 3% 818 B2 B1E N A LR IK F° P & A9 B8 FoB 4tttk . bk BB F B4
B E8¥E#8 1M Amazon Organizations B H| S EERE  KEREEELREH AP ITUEFEMAERE
HiEFESRELBF. I, SERFNWHAEETUSES LB FHR4ES | BiEHEE Amazon
Organizations #2#|& , EFERFHIESHEL T,
X e B BE 3L BN T AL R B KIK 8 ; Amazon Organizations F&E#KFEZEE, W
REBIKFEL | NEEKF SBUERE, R S TE B B 18] ER P SR AR LE i BT, SR iE S
B, EFE—BRT , BESTFTBIT ALWE,

Amazon CLI & Amazon SDKs

BRAE E A K N A H R

* Amazon CLI : invite-account-to-organization

$ aws organizations invite-account-to-organization \
--target '{"Type": "EMAIL", "Id": "juan@example.com"}' \
--notes "This is a request for Juan's account to join Bill's organization."

{
"Handshake": {
"Action": "INVITE",
"Arn": "arn:aws:organizations::111111111111:handshake/o-exampleorgid/invite/

h-examplehandshakeid111",
"ExpirationTimestamp": 1482952459.257,

"Id": "h-examplehandshakeidi11l",
"Parties": [
{
"Id": "o-exampleorgid",
"Type": "ORGANIZATION"
}l
{
"Id": "juaneexample.com",
"Type": "EMAIL"
¥
] r
"RequestedTimestamp": 1481656459.257,
"Resources": [
{
"Resources": [
{
"Type": "MASTER EMAIL",
"Value": "billeamazon.com"
}!
{
"Type": "MASTER_NAME",
"Value": "Management Account"
}!
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}

{
"Type": "ORGANIZATION_FEATURE_SET",
"Value": "FULL"
}
1,
"Type": "ORGANIZATION",
"Value": "o-exampleorgid"
Iy
{
"Type": "EMAIL",
"Value": "juaneexample.com"
}
1,
"State": "OPEN"

» Amazon SDK : InviteAccountToOrganization

ERA LN FL BB

ERIEBKSE , BULEFTHLAHHFERBEAmazon Web Services I HEUHEMFLE ( R4 ) B
B, At , BERAUA TSR,

R/MRIR

EEBEALANFLERE , BLTRBUTRIR

+ organizations:DescribeOrganization — X %M Organizations EH AT EE

* organizations:ListHandshakesForOrganization

* organizations:CancelHandshake

Amazon Web Services Management Console

EEFREUEMNEM AR LT E ALK 49 80E

1.

&%) Amazon Organizations ##| &, BH4HEL IAM AF B SHETAAERKFFH IAM A6
BF,

Ef13 Invitations (IZiE) WH.
L REE RN ERAREENFIEBERE YIPRS,
Note

B2, CHUENBELNBHFRAEEIRPER 0 R, 27 , REBBERFEMER , £
BEIXRPETR,

SR EAOY M RIE S M 2EEa O | RE%EE Cancel invitation (BUERIE). 18 %% R4 L T
&, NFEBCHZRE.

BAFHIRSEM Open (1F#232) BN Canceled (EEUH).

Amazon 2@ X EBFHFERIKSHEE , RALKSEBERBE. RIFBREFEE , BNKFT
EBMALALR,

Amazon CLI & Amazon SDKs

EERREUEM G AL LE B H ALK §980E
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BAVERANT RS REFREUHRIE

* Amazon CLI : list-handshakes-for-organization, cancel-handshake
o UTFRBIERT b LA mHE MK S RERRIE,

$ aws organizations list-handshakes-for-organization
{
"Handshakes": [

{

"Action": "INVITE",

invite/h-examplehandshakeidi11",
"ExpirationTimestamp": 1482952459.257,
"Id": "h-examplehandshakeidi11",

invite/h-examplehandshakeidi11",
"ExpirationTimestamp": 1.471797437427E9,
"Id": "h-examplehandshakeid222",
"Parties": [

"Arn": "arn:aws:organizations::111111111111:handshake/o-exampleorgid/

"Parties": [
{
"Id": "o-exampleorgid",
"Type": "ORGANIZATION"
}I
{
"Id": "juaneexample.com",
"Type": "EMAIL"
}
]l
"RequestedTimestamp": 1481656459.257,
"Resources": [
{
"Resources": [
{
"Type": "MASTER_EMAIL",
"Value": "bill@amazon.com"
}V
{
"Type": "MASTER_NAME",
"Value": "Management Account"
}V
{
"Type": "ORGANIZATION_FEATURE_SET",
"Value": "FULL"
¥
]I
"Type": "ORGANIZATION",
"Value": "o-exampleorgid"
}I
{
"Type": "EMAIL",
"Value": "juan@example.com"
}I
{
"Type":"NOTES",
"Value":"This is an invitation to Juan's account to join Bill's
organization."
}
]l
"State": "OPEN"
}l
{
"Action": "INVITE",
"State":"ACCEPTED",
"Arn": "arn:aws:organizations::111111111111:handshake/o-exampleorgid/
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{
"Id": "o-exampleorgid",
"Type": "ORGANIZATION"

Iy

{
"Id": "anikaeexample.com",
"Type": "EMAIL"

}

1,
"RequestedTimestamp": 1.469205437427E9,
"Resources": [

{
"Resources": [
{
"Type" :"MASTER_EMAIL",
"Value":"billeexample.com"
Iy
{
"Type":"MASTER_NAME",
"Value":"Management Account"
}
1,
"Type" :"ORGANIZATION",
"Value":"o-exampleorgid"
Iy
{
"Type":"EMAIL",
"Value":"anika@example.com"
Iy
{
"Type":"NOTES",
"Value":"This is an invitation to Anika's account to join Bill's
organization."
}
]
}
]
}

BAF 7R 451354 B S0 (AT B SH X K 7 B985 o

$ aws organizations cancel-handshake --handshake-id h-examplehandshakeidl11l
{
"Handshake": {

"Id": "h-examplehandshakeidi11i",

"State" :"CANCELED",

"Action": "INVITE",

"Arn": "arn:aws:organizations::111111111111:handshake/o-exampleorgid/invite/
h-examplehandshakeidi11",

"Parties": [

{
"Id": "o-exampleorgid",
"Type": "ORGANIZATION"
T
{
"Id": "susaneexample.com",
"Type": "EMAIL"
}
1,
"Resources": [
{

"Type": "ORGANIZATION",
"Value": "o-exampleorgid",
"Resources": [
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{
"Type": "MASTER_EMAIL",
"Value": "billeexample.com"
Iy
{
"Type": "MASTER_NAME",
"Value": "Management Account"
Iy
{
"Type": "ORGANIZATION_FEATURE_SET",
"Value": "CONSOLIDATED_BILLING"
}
]
Iy
{
"Type": "EMAIL",
"Value": "anika@example.com"
Iy
{
"Type": "NOTES",
"Value": "This is a request for Susan's account to join Bob's
organization."
}

1,
"RequestedTimestamp": 1.47008383521E9,
"ExpirationTimestamp": 1.47137983521E9

}

* Amazon SDK : ListHandshakesForOrganization, CancelHandshake

B WELRBARNRE

#&#9Amazon Web Services Ik~ ATREQ B MA R NMALMBIE, BRI URZRIBELBIE, Hik , HTEHA
THR,

Note

4R 40 9 K P IR 25 2 T IR B9 AR A M 68 PR SR 38R
« MRREANRAKSBEFTARFBRNMIIKS , TR TBERG R EE T IZARK R A E
SERRNBRAMERREYE, KSR FEN IR K A AV B

c MREANRAKFEFAR A MMALAR B, ZKFTBERGREETAHLR A BIR R SRR E
SERENHEAMEAREYE, 2SR RENELN B R R ERNBE,

« MRENKFEHMARLNGAAENAR | ZKFFEFRIREN ERARMEAER DL BTN
BRI BR

=R/NRIR

EEZHIEL M A Amazon ALAKERE |, BUTHREU TR :

+ organizations:ListHandshakesForAccount — £ Amazon Organizations 2 #l &R EF R
BIRNEE,
* organizations:AcceptHandshake

* organizations:DeclineHandshake
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Amazon Web Services Management Console
B ELRE

1. MAALANBBELAIKFFAEESRFIHALL, MEERKFAEES , F AR 7RiEEFR4
HE  BRBEFIEE RN AREREEN KPR I Amazon Organizations #ZH& |, &
JBi%E# Invitations (EE ) , REFEEZ member account's Invitation ( 5% & K 7 BI85 ) T’iﬁo

2. RE\ERTUIAM AFSHEZIZBIKS |, SIEF 1AM B,
3. member account's Invitation (5% & Ik = #9381F) 31 E R E/IKF I A B AR 52 RE,
RIFBFEEEF Accept invitation (= 381E) I Decline invitation (4 #18).

o MREEFEMN LS RPIERE Accept invitation (IZZ#1E) , B4l & S FEEEME Organization
overview (Organization %) JTHE , R TEAEK SR BN A AN EAES, S5
EEALN ID FFTE BB FHR 4t

Note

EEZNBFNTEAEIIRTER 30 R, 2F , REREFEHER , THEIRFE
o

Amazonff R E B FHEERALAMBKFWHAEE |, RASEI TR, ©ESREE T
HHBIRAKFRESE , UAZKFIAERARNAR.

s MBEBREFEATETPIERT Decline (E4) , MEHIIK 7 HTE member account's Invitation (A%
ANKFEEE) MEL , HPSE T EAEbFLERE,

Amazonff XX B FEREERIEAMBIKFNIAEE | HBAEIEL 785,
Note

ERLHBBEFBEESIRTER 0 R, 25, REBEREMER , THEIRFTE
TNo
Amazon CLI & Amazon SDKs
BEIYERBE
B SMEA TS REZ RIEL IS
* Amazon CLI : accept-handshake, decline-handshake

BAUF /R B3 B Al 52 32t A ARV BIF

$ aws organizations accept-handshake --handshake-id h-examplehandshakeid1l11l

{
"Handshake": {
"Action": "INVITE",
"Arn": "arn:aws:organizations::111111111111:handshake/o-exampleorgid/invite/

h-examplehandshakeidi11",
"RequestedTimestamp": 1481656459.257,
"ExpirationTimestamp": 1482952459.257,
"Id": "h-examplehandshakeidi11i",
"Parties": [

{
"Id": "o-exampleorgid",
"Type": "ORGANIZATION"
T
{

"Id": "juaneexample.com",
"Type": "EMAIL"
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https://console.amazonaws.cn/organizations/v2
https://console.amazonaws.cn/organizations/v2/home/invitations
https://console.amazonaws.cn/organizations/v2/home/invitations
https://console.amazonaws.cn/organizations/v2/home/dashboard
https://console.amazonaws.cn/organizations/v2/home/dashboard
https://console.amazonaws.cn/organizations/v2/home/invitations
https://console.amazonaws.cn/organizations/v2/home/invitations
https://docs.amazonaws.cn/cli/latest/reference/organizations/accept-handshake.html
https://docs.amazonaws.cn/cli/latest/reference/organizations/decline-handshake.html
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BRI
}
1,
"Resources": [
{
"Resources": [
{
"Type": "MASTER_EMAIL",
"Value": "bill@amazon.com"
Iy
{
"Type": "MASTER_NAME",
"Value": "Management Account"
Iy
{
"Type": "ORGANIZATION_FEATURE_SET",
"Value": "ALL"
}
1,
"Type": "ORGANIZATION",
"Value": "o-exampleorgid"
Iy
{
"Type": "EMAIL",
"Value": "juaneexample.com"
}
1,
"State": "ACCEPTED"
}
}

DA 7451133 BA 0 faT4E 42 o0 A 4H 4R 38R o
* Amazon SDK : AcceptHandshake, DeclineHandshake

EA L0z Amazon Web Services K

WREN B AATE Amazon Organizations RIEMALNEIRIKF . B 7 A <AmazonF 8|2 % MAmazon
Web Services P ATTREE. , ESFFRF LA,

PR IBEREE M Amazon Web Services KFHIES, B MMITUTEREREERE THLANK,

- BIEE THLEMAmazon Web Services K (p. 45)
- BEEBERKSHENAGHERKS (p. 48)

Important

o HBIEHLAPBIERAIKFE , Amazon Organizations & B3 £ 5K 8 K 7 FF 812 — 4 Amazon
Identity and Access Management (IAM) B € organizationAccountAccessRole , AAFE

HEKF R IAM APX R AKE#TES TR,

S\, Amazon Organizations X £33 OrganizationAccountAccessRole A®EIE KR
PR INEE R, XESREBIIEPRS , UEERMEIT , M EIE E1EE Ko E M
Hintk FEREHIEH. S5, EELRNAIENFK S ERNCCER T iZ 8 NKF # RNEREE,
BXABRNRTERBNESER , H5H IAM AP ETHHEE R S NEERE,

Amazon Organizations & Bz 812 — &N AWSServiceRoleForOrganizations MRS
HXAG , ZABXIEEIEE Amazon REWER. BXNEEHMBRZKATER. BXES
€8 , % Amazon Organizations FMREHEXEE (p. 71)o
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https://docs.amazonaws.cn/organizations/latest/APIReference/API_AcceptHandshake.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_DeclineHandshake.html
http://www.amazonaws.cn/getting-started/
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html
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B E FHL M Amazon Web Services ik 2

o IR PLALLER Amazon Control Tower HITERE |, N85 A Amazon Control Tower 2| & %
API ®1# Amazon Control Tower Account Factory BIZK =, IR Organizations H B Z Mk
P, iz = R4 H Amazon Control Tower ifit. BEXEZEL , 2 (Amazon Control
Tower A5 H#Y 5| Amazon Control Tower FIZAERE TR

Note

Amazon Web Services i FERELRN —I 0 AR , T BT HAmazonE B Fbfr, E
RIEWIKFIEREAZREYSE T4 | B3 Mhttps://pages.awscloud.com/communication-
preferences.

Bl E T4 LA B Amazon Web Services Tk

BRIALNEERSN , EULRIEBIETHLWEAK, . Ak, BERA TSR,
FRUTHEREAEKS, T , Organizations £ B3 EEK - FHUTEEEHEIFRAK/H .

- KFEA

- BiESH

. REABW

+ BEX URL

o NEBRREFHRHG

- HBIES

+ Marketplace ( E£:Amazon Web Services X 13 f= #9 L R 7 )

AmazonFTEAKF B REENBUKFERAMENLHES. MREFEZNELRMRKSHEERE R

zﬁ\iﬂﬁsz‘), MEAMERMKFWES , AETEBBRK,. BXEZEL , BSMA EHARAKSREA
/MR

EFEAL[ATUERAKS , BLABEBELTRR :

* organizations:CreateAccount
+ organizations:DescribeOrganization — X &M Organizations EH AT FE

+ iam:CreateServiceLinkedRole ( A& A organizations.amazonaws.com Z , £

HEeBER RS F 2 ENRSEXA] ) .

Amazon Web Services Management Console

B B3 E TAHLEHAmazon Web Services ik
1. &%ZE Amazon Organizations #£#|&. BHUME IAM AP S SEFEHKLERKS TN IAM 86

B,
2. fEAmazon Web Services Ik~ THE L , #%4% Add an Amazon Web Services I /= (RiNE S # =R
HIKF).

3. 7E Add an Amazon Web Services Ik ( 50 Amazon Web Services I/~ ) WHE £ , #%4F Create
an Amazon Web Services Tk ( #12 Amazon Web Services I/ ) ( BRIAEikH )

4. 7 Create an Amazon Web Services ik~ ( #10 Amazon Web Services I/ ) WHE L , 5
Amazon Web Services it/ name ( Amazon Web Services i B ) i ASBAEE R Ik F 5 B
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https://docs.amazonaws.cn/controltower/latest/userguide/external-resources.html#ungoverned-resources
https://pages.awscloud.com/communication-preferences
https://pages.awscloud.com/communication-preferences
https://console.amazonaws.cn/organizations/v2
https://console.amazonaws.cn/organizations/v2/home/accounts
https://console.amazonaws.cn/organizations/v2/home/accounts/add/create
https://console.amazonaws.cn/organizations/v2/home/accounts/add/create
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NEH. WERFEPEX D ZKS- SEAPWRAEEMKS , FERY T IAM BBHAEENS
F BB FRo

5. X¥F Email address of the account's owner (IK i &R B FHRHFtbat) , MAKFHEENSE T
BRAE a1 EL F BB sl R AE S H M Amazon Web Services I PP o<Bk | BN ©IF R R K P /948 A
FHRRAFEER.

6. (Wik)EESHRIEHKSPEFUEN IAM SENER., LACHALNERKSRTIHE
ORI BINR, MRETIBESBF , Amazon Organizations FH A BIRMBEINZHR
OrganizationAccountAccessRole., BB EMFATEK - EHBRINS RS — B,

Important

FioEAGBERN. HE , ENFEEALBNAEEKS DN IAM B BH#IKS & T
B o

7. (Wi ) 1£ Add tags (ORINFRE) I , MEFIKSRM— NS ML | AERERE Add tag (R
RZ) , AERA—DNBNTENE, FEEE , REANEZFE ; ©HIE null,. BRZALE
T = Bt B0 50 MR,

8. i%&# Create Amazon Web Services Ik (RIZ T L =RHHELIKF)o
- MREWFER , ERASEE TEHLNKPES , SRS H@ALFRMKSE |, BRI
Zl“quota exceeded (i i FREN)"E . (p. 130).

- MBRBWIER  ERBATENARDERTARL , RAETERNKS |, BEF—I, R
RER,

o BIET LA E Amazon CloudTrail BEL THBEXKFHRESRINER. EXESZELE | 1§
# % Amazon Organizations F#Y B EIZFRFEE (p. 117).

o MREBRMARETE , BBLR Amazon Web Services Support.

AT E JRAmazon Web Services Ik P E , HFEHFH K~ R NEIZIRS,
9. I, KFEELE, ANEREEKFINAFETEERFRINN IAM A€ | £ LR HE A

BEALFHREAKS (p. 47)FNSRIBRKS
Amazon CLI & Amazon SDKs
B2 B2 8 THE A Amazon Web Services
BULERUA TSz — I8k, :

* Amazon CLI : create-account

$ aws organizations create-account \
--email susan@example.com \
--account-name "Production Account"

{
"CreateAccountStatus": {
"State": "IN_PROGRESS",
"Id": "car-examplecreateaccountrequestidlll"
}
}

KRG, BUUERATHTERKS RS,

$ aws organizations describe-create-account-status \
--create-account-request-id car-examplecreateaccountrequestidlll

{
"CreateAccountStatus": {
"State": "SUCCEEDED",
"AccountId": "555555555555",
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https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/organizations/v2/home/accounts
https://docs.amazonaws.cn/cli/latest/reference/organizations/create-account.html
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"AccountName": "Production account",
"RequestedTimestamp": 1470684478.687,
"CompletedTimestamp": 1470684532.472,
"Id": "car-examplecreateaccountrequestid1ll1l"
}
}

* Amazon SDK : CreateAccount

ERMEHATHNRRAERRA

A LAGE A Amazon Organizations #2#1& , & LUREA X EH Amazon CLI 2 Amazon SDK , HHLH
WIKkFEHERRRA. ETHNAEFZARRA , SR (Amazon kKFEESE) b IHRIREHZ
FABER Ao

i 18] F0 & 38 4H 40 A Y B 5L I

EH LB BIEMK B , Amazon Organizations &4 B BIZZERIAE R
OrganizationAccountAccessRole B IAM B, B ESIEEMNIEEEMEN , ERNBIUEE
B PRAN— B iZEH. BIIERARASHRSIARERTPHNAE. Amazon Organizations T8 2
FEM IAM AF, AsiE AR, BEiFREALSHNKS  BURERANUNTEEZEZ—

+ &1 Amazon Organizations 7\ ZB &2 #IAmazon Web Services i @& — M EE X ZIKF #I T2 ENR
FREY IAM BEER R, SR LERIX L& SR,

o MREBENFEAESN Amazon Organizations —FH D IREHN T EGE—NKF , WA AFERER
OrganizationAccountAccessRole WFEEAGIHBZEK, , ZAGFETEL XS XN CIENFT
BHKF G, BSRGREESEEKFHRNAGHRKEKS (p. 48).

- MREBENERFMAEHALR , FEZKFESRE , WEFTLUERIE IAM BEXRATEEKSE
BFBRAKS, WACNIZE B3R H Amazon Organizations Sk~ R AEER, WFE
BB AE | ESREZEMANKFF 612 OrganizationAccountAccessRole (p. 47). BlEA®ZE ,
BRI MERG R EEEEKFHRNAGHREAKS (p. 48)FHFBRIA AT,

R/MRIR

A A PR ELAB K P 15 Bl Amazon Web Services I |, A EF LU TR :

+ sts:AssumeRole —Resource TRMSPTIRBERNES (*) IKFHK, ID 5 , ZKFEFER
EIFR A RAF,

B G K elE
OrganizationAccountAccessRole

RINBERT , MRECEETALMEIAKS, , Amazon2 B EKFHEIE—NAR  FEEANRRT
EEKFRAUEFEAGH IAM AR, BRIAMBRT , ZABHE N organizationAccountAccessRoles
BXELZER , BZRVNEEEEKFIHRNAGHREAIKS (p. 48).

BR , £58iE MALALTHEAKFT BCEEERAG, SXRNFHTRILRE , WATIES
Fime. XXFREREFBHNABIRKFRENAR, RNEVENFHCENACEAMRBNENR
OrganizationAccountAccessRole , AR — MM IS EiCiZ,
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https://docs.amazonaws.cn/organizations/latest/APIReference/API_CreateAccount.html
https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-update-contact.html#manage-acct-update-contact-alternate-edit.html
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Amazon Web Services Management Console

1E AR B K 77 8122 Amazon Organizations EE R A&

1. BT EFE IAM #2414 : https://console.aws.amazon.com/iam/. $&AFEL IAM B P & 4
B, REEENAE IAM AGTREEA KA KS PIEE IAM 56, SEEREIREK R IKS
RRGBIRN IAM EER AP,

2. EIAM #Z24lA% | SfiE Roles (A1) , RFi%$E Create Role (RIBE®),

3. EEHMAmazon Web Services Ik

4. ﬁ;!@f%rﬁ]Eﬁ?"é‘ﬁﬁiﬁlﬂﬂﬂ’ﬂ%ﬁﬂ&?E’\J 12 (0K ID 45 , Hi%#F Next: Permissions (T
—&  PR)

HFkAeE , BTFKFEATNRIBIKS , Bkt , BFRRIER Require external ID (EEE ID),
BXHNEID RTMWESER , B2 (AM AFEE) FHRMRERAAZID?,

5. MREFAT MFA F#TTEE , NAILUERERER MFA RZBHTHORIE. BXEZER,
HZH (AM AF1ERE) FHEAmazonFEAZEFHRIE (MFA)

6. EMMXPBERBEAEL , %&¥E N AdmninistratorAccess MY Amazon IEEXRIE , AREERT—
¥ B,

7. £ Add tags (optional) (R IIFRZ(TTIE)) TUE L , #%4F Next: Review (T —%: &%),

8. 7£ Review MH L , EEAGEHMALEER, RIMNBWEFER
OrganizationAccountAccessRole , AEESEAFHKF PARHRIAEHRE—B. ERX
BHED |, Bk Create role (BIEAR),

9. ZLHFAGRNENETHAABIRL, EEFALHNBMUEFTFAGEE , B TZIRMHEMNEE
URL, MAGAKFHEERHEZAGHNAFREMEL URL, L4 , i T Role ARN (B ARN) , BH
BESBE 15 PEEE,

10. BETMuZFE] IAM #2414 : https://console.aws.amazon.com/iam/, tbEf , AEBK AR E
NAEREAFRE S EARAFPRANAF B HER,

11. &MnEl Policies (3K#) , /TR Create Policy (BIEKHE),

12. 3 F Service , #%$F STS,

13. X F Actions (#&4F) , 1E Filter (/F1%28) P FBE A AssumeRole , AREZABRE REEPHSE
B EIEE,

14. i%#F Resources (FR) , BRE2i%$® Specific (#E) , AFEEFE Add ARN (50 ARN).

15. B AAmazonERAIK ID 5 , RERALZHELSR 1-8 FRIBNASHNEN, £EFE Add (&
b

16. MEBERFESNEAKFFRAZABCHNIR , BASNKFEESLSR 14 # 15,

17. i&#FReview policy ( EEFH ) .

18. MAFERBHNBM , RIFILE Create policy (BIZEKE) MR EFELENER,

19. EERSMBEETH Groups (4) , AREBRERTERKAKFHWEENRHANEN (TREE
).

20. i&E%E$E Permissions &1+,

21. #%&$#% Attach Policy (i INZKEE) , MRIBIBIELS I 11-18 PAIEM KRS , AAFIEER Attach Policy (K0
KHE)o

FEREEARANAFRETUERSESR 9 FHR URL RIGAENMNRAKSFHAE, M7 RE&E
REEAATORNKS —HERXERAKS. AXERAAGRKEERAKFNESFEER  HSHTEAE
BEEKSHRNAESHNRAKS (p. 48).

R EEEEKS HRNA SR X G IKF

£ Amazon Organizations 13 # & 82 K & K F 8t , Amazon Organizations fF B s £ F R8I IAM A&
( &7 organizationAccountAccessRole ) . WHABEERAKF PN ZEEENR, tLAGKHILE
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https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html#external-id-use
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
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CESEEERKFPNMEES , AL ZACRKREEN R TN ZALETBEKFNIFENR, BARRBES
AR A K P #8122 OrganizationAccountAccessRole (p. 47) RIS , AZBRAKFIZHRNAR,
EFRANAGTERAKS,  ZATUARETACHERKFPRAFNSHER, EREXLEMR , EF
IUTER. RMNBWEAEMFTRAFPRTNR , SMETLEF.

Amazon Web Services Management Console

BEEKFH IAM ANEARTFRRUBRAE

1.

10.
11.

12.

13.

14.

LUEEKFHESERANBHNAFR M , BYUTMUEESR IAM 244 : https:/
console.aws.amazon.com/iam/, iX2[E IAM AERNBEATASEN , ZANAFFEGRAKS G
HAEt,

B, BIBETE/EEStep 11 (p. 49) P EEN L EFRE,

ESMERPIRERE , ATEEFCIERE,

E T HRIEESIETF £ | i%3% Choose a service (I£2IRE) , HIEREHBA sTs LUTFIETIE |
RIEIERE STS IR,

£ Actions (121E) 2o |, EEFEER A assume UIFEFIEK | RE%E AssumeRole &,

£ Resources (‘RiR) #2 F , % Specific (4&E) , £ Add ARN to restrict access (70
ARN BABR#I5E]) , REBRARAKSMEE L —BorPelENAGHNEH (RMNBIWEHES

OrganizationAccountAccessRole ) o
HWFER RIEFEK ARN B |, i£3F Add (Fm).

( Wik ) MREERSERIE (MFA) , RERFLLABGMNEEN IP thaSEE#HTHR , BRI
Request conditions (IER&H) Fo , REEREEBINITHIEDL

i%#EReview policy ( EEEKHE ) o
£ Name (B#) FERH , BALKRBEER, 5

il : GrantAccessToOrganizationAccountAccessRole, &IE AJBATRHN AT IERYAH
1%3% Create policy (BIZKEE) UREHMWREE R,
NE, FEERETHR , BULCFEMMEIA,

ESMERD , %R Groups (4) , AREBRERARBRARAKSFACHENER (FTREE
). MREE | EBAISIEHTA,

£ Permissions (1XBR) T~ £ , /S Managed Policies (JEEHKEE) T , ¥ Attach policy (Ff
hnsEEg)o

( AIi% ) £ Search (B R) £+ , BAIUFHRBARBNBHRUAMEIIXR , EEEATLLERIRIRI
1EStep 2 (p. 49)EIStep 10 (p. 49) P AIRHREEII B FRo & W BATFE H T B AmazoniE B XK

B , 53R 2% Policy Type (REEEH) |, SAFIEHE Customer Managed (B F &),
RS SEA M EIEAE | SASFIER Attach Policy (M NS EE).

WM7E , IERAR G IAM AP ERER LT3 2% Amazon Organizations 24| A bR EF AR,

Amazon Web Services Management Console

TRIEAKFHEE
EAZAGR K AFEEHRRAKS PREERR. BERENENZARZN IAM A HITTRER
TREF B,

1.

2.
3.

M Amazon Organizations #2HIAMNA LA | B ESYTERBHNERE | REIEE Switch Role
(MirAE),

AAEEARHNIKS ID SHNABRR.

X F Display Name (2R&H) , MAXSE ; EEEAAER , AXAFERESHENEGEART
BRENRAF R, BEEREE,
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4. i%&# Switch Role, I , BHITWATAREEZER , H AEFNRRFAENRINEE. EHR
Blz8l , BTBERESRSE IAM AP RERERR,

5. TRRMTEEAGKNRNRES  BULYREEE IAM AF, ERELANAGEH (XREE
E L {EHDisplay Name (£RE#5) ) , AF1E#E Back to UserName (JR[EIZ| UserName),

s/—,‘\
/H\mﬁlz\

s EXRTFUHRAEBRBRNESRFEL , F5H (AM BAFER) FHEAFRETIRA SR,
- BXEREEENEERTRRNACHNESER , H2H (IAM BFERE) PHTREIAE ( Amazon

Web Services Management Console ) o

- BEXERAGHTEKFHRNSE , 258 (AM AFER) DWHE . 8 IAM A& ZEREAmazon
Web Services K F° #9143 o

« B3xxMAmazon Web Services IKFHIEE. , EZ < f]Amazon Web Services Ik (p. 55)0

S HALWAFE Amazon Web Services K iF 45

70N

f&Bh Amazon Organizations , ALMNEEKFAFNEZEREERTUASH - NI SHELAMBK-FAEE
B .csv X #, MMiLALRERE REBRMESTIKS, HIRASHTHIE  ACTIVE (&3 ) . SUSPENDED ( B
%1% ) & PENDING ( fFAE ) . MREHALETFZIKS , csv XHFTHREMAULEBRNBEL L FREE
BRI IFAER.
LB , =R RIME— A 3E R Amazon Organizations 24| & FEEK SRR EHHIEKE R

Note

REEEKF RN EAS R THKS IR,

S HALFATHE Amazon Web Services Kk F 851 3R .

BRIALNEEKS,E  EUUFALARREKRSHIIRTHE - csv X, ZIIREESNMNKFHE
MES  BRBFIHKSFREAALRERT (OU) .

% .csv XHAE/NMNKFHUTER

- Account ID ( I ID ) - BEF KB FFRIRAF. B0 : 123456789012

+ ARN -k 7 #9 Amazon Resource Name, 4l
ﬂﬂ:arn:aws:organizations::123456789012account/o—olgb0d1234/123456789012

« Email ( BFHR4EHE ) -5 P RBARY B F ARkt , 40 : marymajor@example.com
« Name ( &% ) Ik OIZERMBAMKS B B0 : stage testing account

« Status (IR ) “ALRMIKF RS, ETLLR PENDING ( #4032 ), AcTIVE (5E3) ) &
SUSPENDED ( 2 &%) »

+ Joined method ( IIAJT % ) - EEKFHGIES N, ETLR INVITED ( 2&i5 ) . CREATED ( 218

¥ ) = ADDED ( B0 ) o

« Joined timestamp ( BOABSEIE ) -MK AN AR89 B BRI B i,

BIUR
ESHIBELAPAERRKFEH csv XM, BBBURBUTRR :

* organizations:DescribeOrganization

* organizations:ListAccounts

50


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_permissions-to-switch.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
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Amazon Web Services Management Console
AL FHIFTE Amazon Web Services Ik S H %) .csv X

1. %3FE Amazon Organizations ##l&. BAHEL IAM BF SHRBEHLEEK S HH IAM BE
BF,

2. #%$E Actions ( #1E ) , REXTF Amazon Web Services Ik ® ( Amazon Web Services /™ ) |, ik
## Export account list ( SHMKF %K ) . RETNIPHE EEEFE R Export is in progress! ( IE1E
SH1)

3. NHHEERER  MEBETASZEIETR  Download is ready! ( T#HEZ L | ) % Download
CSV, MX# organization_accounts_information.csv FEEIEHIRE,

Amazon CLI & Amazon SDKs

SHIEKFIFMESR .csv XHRIME— 55526 FAmazon Web Services Management Console, &
THEME Amazon CLI REI& MK F 53k .csv X4,

MEH 25 AR ] R X R I

PAMKSFEETEN—BORMBRTERTENEAR K. LRENETEENRKS 2ABETHRNEER
FRE T WIBRIK S SR

BXRMBRERKFNER , BSHEED M BRE K Sk BRE L (p. 33).

&

o MNELHHRIBRIK S BTEE (p. 51)
o MALRDHBREKATKF (p. 52)
s ERRAKFIREAL (p. 53)

MAE L2 1 BRIK P B 75 A

MIBRIK =28l , BEETHRUTHNEA :

s NUKFBEERNIEIKFZETAHAENERN , FTEEMALAFBRUKS . HEMEH Amazon
Organizations ##|&. APl 5 Amazon CLI i R EHARAFEIEK N , REFFA2BIINEIRIKFFIE
WEMER. X TFEEAMEMRMIKFNENKS |, BLJUERTEITR , BENKIIMERRER , HiE
MY RAR. Amazon FEAZMARA R K RHEFALBERENTMALEE ( FFAmazon
RBEE ) AmazoniEsI I,

- EMREEALATORNKS K SARZIKFUBREED LR, BENKF T2 HEFHRARE.

o LMK RINEFFIZAE LR , Amazon Web Services Ik F B B F A RAIEFBIAmazon B it A |, HE
AFHARAER. ZELANEBRKFATBERAR,

- EMROKSFERAELNEANEMAMazon REFHNEREERKS . MRZKFREREER |, MM
MEANEREEAKFERNALPRROEMBKS, BXOAZEAREHRAMmazon SN EREER
KEWESER , BHSRZRS I BIH S

o ENEEMELRBIBRE QIZEMK, ( £H Amazon Organizations ##| &5 createAccount API 81K
P ) Z2E, () BRRKFPZEERIMERNAZRERKF HMUEZRWAR , A (i) BREEKS SN
HOBOK A RITHEMRERBRARNRMARE, REZRIMNELERE  FEREUIEBEFERA
Z A SUA R X LM TR NS, EREBRINVEE |, HBEHN https://aws.amazon.com/contact-
us/ EBRAIBKR,

s BEARAKFEFALE , ZEKFFTEERFEEE TZAL KGR BT HY T ESEE R BT A X%
. BR , AANEEKF MR LUFEXLEHE. WREZKFEMMALL | W EF TSR EX L
.
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https://console.amazonaws.cn/organizations/v2
http://www.amazonaws.cn/contact-us/
http://www.amazonaws.cn/contact-us/
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AEE £ e i BR AR B K

LR AP EITALR | FTA M INEZIK - B AR S ERRF AR R

MR LR AR I BRI F= B9 20

HEMNARRBIRKF S , FENZKFA#TEMEEER, BT RERE

NE , ZKFAFATINECHTR , AESAEZKS M INERNSRAR.

MBIEEEAFEEDER aws : PrincipalorgID S48 | LAPR &) R gL )4 42 FhAmazon Web Services
KRHAFPMAR , BABNZERBRKAKS ZHEEH AREENX LR, MEREHRE , MLk
PEFALAN , KFFHAFPNABTRESAXENERNGRNE,

EHMRESMNERTESHEER, NREMNEE AAmazon RS ERRE L P MIBRMK S | MM~ R gy B
FPREEBEERZRS.

M L2 1 BR A K P

BRAANEERFE , BUUMNARFBEREIBRENRAKS . it , FERATER, XELRRIGE
RATHAKF. EBREEKS | SXFHIEREL (p. 33).

Note

MENARRBRARKS , WZKERK S TFERARMTIES. EEKFERRNENAR
R BR AR B K P 2 BTRF LS SR A R AN |, MER A K AT E A BRI . BN
H AP TR ATTE Amazon Artifact ###] & #) Amazon Artifact Organization Agreements (Amazon
Artifact A4A1H1Y) REIFEF,

R/MUR

ENENARTBR-NIZINRAKST , BLXAUNERKFHHN IAM BFRBESHEFHEL
THRB L TRIR

+ organizations:DescribeOrganization — XM Organizations #H ST FE

* organizations:RemoveAccountFromOrganization

MREEFLSHR 6 PRAKSHE IAM AFSARESR , NZAFRARLXTHAEUL TR :

+ organizations:DescribeOrganization — XM Organizations EH| AR T FE,

+ organizations:LeaveOrganization - EEE , AR EE & A LUFMIBR LA BREY SR 8% B A Y
EHKF , AT LEEMNELRHRIBRE S K,

- MRELIAM AR SHBEFZFAKFPROAREES , W IAM AR SHER aws-
portal:ModifyBilling ¥l aws-portal :ModifyPaymentMethods R, ttok , RAKF
BAEEAXKEE IAM A/ ERRR. MR EKEABLRR , 555 (Amazon Biling A/ 18
Y HPRYEBUE X MK M AR A E B R ] A B R A

Amazon Web Services Management Console

M L2 i BR B R K P

1. %&3FE Amazon Organizations ## &, BUFAEN IAM AFHEHEFZRAAELQLEEK S
WEAD IAM A&,

2. f#EAmazon Web Services IKF RE L , #H B H & H ENAL P BIBRE BB R K 55 89 £ %A

8. £TUSH OU BREH , RBA View Amazon Web Services I/ only ((RIREE L LS
BHEIKF) REFRE OU £HNIKFHWTEESIR,. WREERZKF, , BUREEEIIREDE
## Load more accounts in 'ou-name' (INEKRFEHROU BN EZKF) AEREBIWFIEK S,
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https://console.amazonaws.cn/artifact/home?#!/agreements?tab=organizationAgreements
https://console.amazonaws.cn/artifact/home?#!/agreements?tab=organizationAgreements
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/grantaccess.html#ControllingAccessWebsite-Activate
https://console.amazonaws.cn/organizations/v2
https://console.amazonaws.cn/organizations/v2/home/accounts
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ERBRAKFIBREAR

fEAmazon Web Services lkFTE L , B HEFEMNALAPHIBRAWEAKFWEFR. BAEEE
BFF OU (&E P ) UERFAENIKS,

3. ﬂ{f Aj%ions (BfF) , A/51EAmazon Web Services Ik~ T , #%4¥ Remove from organization (M4
L HIBR)

4. £ Remove account 'account-name' (#account-id-num) from organization? (27 M8 4R H il B ik
F 0K P A ¥R (#account-id-num) ? ) XHIFAEH |, #%£4F Remove account (i BRIK 7).

5. #0&R Amazon Organizations FoEMBR—NHZ MK, |, BERE A LS ERMEIKSER MK,
BITENSIHER. RITUTSER

a. ERAMHIKF, BIUEBETIER Copy link (EH141) , ARREHEERNTRYKERED
B R RERRAKS . MREREATRED , WESTHEERKS , ¥ AT ESHE

I IEE
b. WHIMB/BAGERETEIMIRBUTRUEK S RANEATSR, TRERNFTESR. STAEE
aF

- REBRRAGR
. BHBMBARAR
o WIFRiESHE
o ERIIFITRIER

c. EEBUEMEEME&RE—FE , Amazon 2EIFENIKBREEBER R K, Amazon
Organizations %A, i&# Leave organization , AR EBINTEEFHIAEH®RE, RSN
BEEMBE #4EAH Getting StartedAmazon Organizations W , FEHE A LAEF KK F
A E fth4H R A0 BB IBAE

Amazon CLI & Amazon SDKs
MR L I BR AR B T PP
B MERAUA TSR Z—HBRR K

* Amazon CLI : remove-account-from-organization

$ aws organizations remove-account-from-organization \
--account-id 123456789012

MBI, TR EEMH L,

* Amazon SDK : RemoveAccountFromOrganization

ER A TKF IR HA R

BREAKSE , B ZKS NEALAPRER, Sk, BERATIRE. EEKSFRERLSEETT
PR, EBREBKS , BT EREAL,

EREROKS A EENALRANEMAmazon RSN EZRERAKS . WRZKFREZXEER , MABHR
BEAREREEAKS EANARAFRRNWEMKS . BXRUOAZEARERAMmazon RFWELEE R K,
MEZREE , BSHZRSX MY

Important

MBEEEF—MNME , BEFTERZEANEEK A KR EESNALDINFNES, BAINE
Amazon Artifact 8% & 8 Amazon Artifact Organization Agreements (Amazon Artifact 48 £3 173 %)
NHPEFXEALDUN SR, EBFELAZE , BNZEENER. RIAKEREE A THE
THELZRBELEETHHOML
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https://console.amazonaws.cn/organizations/v2/home/accounts
https://docs.amazonaws.cn/cli/latest/reference/organizations/remove-account-from-organization.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_RemoveAccountFromOrganization.html
https://console.amazonaws.cn/artifact/home?#!/agreements?tab=organizationAgreements
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ERBRAKFIBREAR

Note

LH LU Tk PR ZS B2 BT LB AR A AN 68 SRR
c MBEANRAKSEFTALF BRNIMIAIKST | ZIKSFEERIGRERE TZAL M58

=
HX

SERRB R ANMEARESE, WS R FEN IR K A AV B
MBEENMNEAKFETAR ATMMALALB , ZKFAFABARGREETAR A 89K R A E
SRR EAMEAREYE, 2SR RENELN B HWRRERNBE,
MREENKFERMARUBMFAERNAR , TR FERRETERANERBRA L BIEOT
AR

PR

EIRH Amazon AL | BT ELL TR ;

+ organizations:DescribeOrganization — XM Organizations BH| AR FEE,
+ organizations:LeaveOrganization - EEE , HAEE 5 W SUFHI BRI PRAY SR BE R A B

ZHKF , MTBE LB ME LR IR B S B

MRELIAM A 5B FH AKFROAERES , W IAM AP SHER aws-
portal:ModifyBilling #l aws-portal :ModifyPaymentMethods PR, L4\ , A MK
KB BRANKEN IAM AP ERER. MREEREAERER , 58 (Amazon Biling AF S
) RBUEIN K B R R AT RG] A BT RN

Amazon Web Services Management Console

SRR IR HALR

1.

2.

4.

£ Amazon Organizations 2%l & &b & %% Amazon Organizations & &, MM 1AM AP &
BREARIKS FH IAM BEEF,

£ Organizations Dashboard (Organizations 2| E4R) WE L , 1%#% Leave organization (BT
40

H)o

RIT ISR — -

- MRENKFEFEARIKFZTHRAENSBEE , WNER—MNEIAEE, BIAGEEH
BRIKF, RENEEEME #£4/AK Getting StartedAmazon Organizations JUE , £ F AT LA
EELZNIKS A Z AL FLERE,

c MRENKFEBEMESEEE , BHRITUTIR
a. XIFER—PHNFE , P RBESLTTER —EFMNS R, 2R,

b. TERIRMHNFIEEMS R, SWAADIE
. REBRRAGE
- RUHBRHARAER
- BIFBESH
o EBRZFITRER
c. EHI—NMEHIMIE R TR FHER , 5% Leave organization,
d. ZREIE NN FE, BIACEREBBREKS. REFEEEEE 2HAK Getting
StartedAmazon Organizations TWH , £ E A A& H A K 7 i A H 48 R 540 B,
MR L2 e B R B 5 1) SR K P B9 PR Y 1AM B

Important
MRENIKF REALAFTRIEMN , Organizations 2EZIKFH B BIE—N 1AM BE

UAFARANERIKS B THR. MRZKSEZEMA , U Organizations T4 B3 Al
EAE  BEEREMEERTHELZUET —NACKREMRANGTL, EEFA—fE
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/grantaccess.html#ControllingAccessWebsite-Activate
https://console.amazonaws.cn/organizations/v2
https://console.amazonaws.cn/organizations/v2/home/dashboard
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X Ik

AT, HENALRRRKFEN , EALEAGHTLHENMER. WRELIEUFIALR
BN AL RAER , MAAFIRIBRL IAM A6, BXIARKRACNESR , B
# <IAM RFPiErE) PRI R A @S IR E X4,
Amazon CLI & Amazon SDKs
ERBAMKFIRHALR
FBRAILERU TS Z—BFELR .
* Amazon CLI : leave-organization

HT RO EEEEERATETHTHKFIRHEAL,

$ aws organizations leave-organization

MERY , WS SFEEE MR,

* Amazon SDK : LeaveOrganization

X FflIAmazon Web Services ik F°
A EZNEAF Amazon Web Services Ik

EX M Amazon.com MK | ESH http://www.amazon.com/gp/help/customer/display.html|?
nodeld=GDK92DNLSGWTV6MP,

MBEENCLHFTFEZFEEMNLAKS, , HEEBFRSEASEZKF,FERA , BULBFEAT RN
BAM Amazon Organizations 2| & X ALK . BIE " LM Amazon i & #2 % & 5< ) Amazon Web
Services /7. BETHMEZER , S0 (Amazon IKERAFIEE) FH XK,

EE L BRTUBAFEHEFZEFEMNIINIKERER Amazon Web Services Support B4 , £ Amazon
EHHTAEBEALK,, BXESELR , BERRENKERREF X,

< PR K P B9 S0

M IB% ) Amazon Web Services I B |, Bk Rl , BRIZERE — LM,

s MRXAKF, , NELEEEFERRAFE TR ibit,

o EXMALNERBIKF, , MMBE LB (p. 52)RXALLAFNFTERRAKS . XAEBKFN , REXE
DA FEERAKS |, e BEHIBREL,

« WMRIEMFER Amazon Control Tower , MEZRXKFAKF 25 , BEEECHEERKF, 5 (Amazon
Control Tower FAF#ER) FHEUEEERAKF

« MREBFE Amazon GovCloud (US) Ik < BkHY Amazon Web Services Ik , MI1E3<F Amazon
GovCloud (US) lKF 2 &Il , BEEXAREKF, ETHEENXARMAT , FESH (Amazon GovCloud
(US) AF$ERE) /Y < Amazon GovCloud (US) K/,

BIHEENETRHAZ S ML ENRERR

ERBREERR , RINBWERE BEFERIEMENRENRNZSHESSER |, BIBRXRE IAM RS FE
WX EXAKFHEIA, XFELLAA , A Amazon xFAKFEXKEFLEAR ID 5., WREE IAM K
AT XAMKFE ID , IAM Access Analyzer S EHE,

MIER AR 2 BT E 90 REIH -
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage_delete.html
https://docs.amazonaws.cn/cli/latest/reference/organizations/leave-organization.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_LeaveOrganization.html
http://www.amazon.cn/gp/help/customer/display.html?nodeId=GDK92DNLSGWTV6MP
http://www.amazon.cn/gp/help/customer/display.html?nodeId=GDK92DNLSGWTV6MP
https://console.amazonaws.cn/organizations/v2
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/close-account.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/billing-get-answers.html
https://docs.amazonaws.cn/controltower/latest/userguide/unmanage-account.html
https://docs.amazonaws.cn/govcloud-us/latest/UserGuide/Closing-govcloud-account.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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% flAmazon Web Services ik /=

« EXANKFRELRN DL FERNSUSPENDED” ( BEEF ) R,

o MREARETE 90 KNEFHHAILKF, , ERF KA ARLKIEN D EN R R IREAME~ERH, BXE
ZEE , BSAMIRR PR ALK IEERD Amazon Web Services Ik EXABEEREDEIR 2.

o BFEEBERUEEL ENIKE R E Amazon Web Services Support.
90 RITPREAZIEAS -
+ X[A# Amazon Web Services Ik EERH I HFRBRIM,

> FflJAmazon Web Services Ik F°

BRIGCLVHEEKR,E , EAUXABRTELWEAKS, Atk , BEEA TSR,
Amazon Management Console

> flAmazon Web Services K F°
Note

HE |, BALFKANRH Biling and Cost Management 24|48 Amazon KRS, ETHE
EELE , 52 A (Amazon KR A FIER) B XK,

1& Amazon Web Services Ik WE L , EREEEXANEAKS .

£ Account details ( IkKF#FMEE ) THEL , ERNEINEHIK S B FRZILH Close (<M )
ERENEEENBINPIE X ENIKS XAERR.

BWARAMS ID, AAF%EEE Close Account ( KEAIKF ) o

ok~ LN =

X Amazon Web Services Ik /g , B EZBEAHBRAMazon RERER. BEXEZEE , B5H
R A AR 20 A E T 7 2 5< BV Amazon Web Services K ? 6

Amazon CLI & Amazon SDKs
< Amazon Web Services
BRI LAER LT a2 — <M Amazon IKF :

* Amazon CLI : close-account

$ aws organizations close-account \
--account-id 123456789012

MERY , W ST EFEMHE L,

* Amazon SDK : CloseAccount

RIPIK - % B K ]

WMRBERP Amazon Web Services Ik REEINRA |, BAISBIE— IAM KEERIEEBHLEK - TR T
K, ZIXERBERPNEMEIAKS BT ERA, XTEMER SCP XM, BACNTaFMERK, FH
Fik,

BB U TR AR 2 —02ELXAKSH IAM K
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http://www.amazonaws.cn/premiumsupport/knowledge-center/terminate-resources-account-closure/
https://console.amazonaws.cn/billing
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/close-account.html
https://console.amazonaws.cn/organizations/v2/home/accounts
http://www.amazonaws.cn/premiumsupport/knowledge-center/reopen-aws-account/
https://docs.amazonaws.cn/cli/latest/reference/organizations/close-account.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_CloseAccount.html

Amazon Organizations f /™
AR Mk P S S A

+ B FE Resource TEFEE arn , ERBHPBRIEELERFNENKT . EEERH , ESH L
ZRBE R HI A K 455 (p. 57)0

o FRIEDATKPF UG IEEMRA, EERNKBEHER aws :ResourceTag FricE FBHRHFR , B EMATEIZ
WK PR, BT EUOMRIEKS , %38 #5718 Organizations &R (p. 65)c BEEFHRA , H5
5 By I AR R IR P AR (p. 57)

BA lE Amazon Web Services I <HH IAM 5K B 7= 45

13 B F B9 TR )
« BrIETHPRERIKS KA (p. 57)
o BALEASR B R B H A9 K P 4K A (p. 57)

B LE PR 2 B9 K 7 48k P

WO LU TR MBI E RS P F 5, MR IEEEIKS 0 EEXAEARIER
aws :ResourceTag FRIEEAHRMHE. AccountType BHM Critical HEEHRZKF

{
"Version": "2012-10-17",
"Statement": [
{
"sid": "PreventCloseAccountForTaggedAccts",
"Effect": "Deny",
"Action": "organizations:CloseAccount",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/AccountType": "Critical"}
}
}
]
}

B LE 2 SR BE 7 31 L B K 7 485K PR

BRT LR AT SR B IR EEBIK S P S 47 L ERBEFH L EIRIK P Y E XA E Resource TEFRHEIE
ERKS

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "PreventCloseAccount",

"Effect": "Deny",

"Action": "organizations:CloseAccount",

"Resource": [
"arn:aws:organizations::555555555555::account/o-12345abcdef/123456789012",
"arn:aws:organizations::555555555555:account/o-12345abcdef/123456789014"

1

}
1
}

57



Amazon Organizations f FF 55
ERTEHPEMR

s

14 40 5 J (OU)

BUERALNSET (OU), RKF AR -8, FN—IMETEE, XRRARLENKSEE, SN0 E
BMAARNGESN OU , hAAEHAM OU F6I2 OU, 84 OU AINEESMNK, , BRI LKA M —
N OoU BFHEE—1, BR , OU EMHBAER OU HRKZHE—H,

Note

HAFE MR , ERERIEEHLAR B Amazon Organizations &8I &,
TREALPKSWEN , BALRITUTES -

- EF OU Wi¥HAEE (p. 30)

« BIE OU (p. 59)

« E@# OU (p. 60)

o REMIINE OU MIFRE (p. 61)

« MKFBHE OU REERM OU ZEBF (p. 62)

M BTARF OU RIRER

EEBIHIKF LM NREN SHMBTEN OU iR , WAERRIN R AE,
Amazon Web Services Management Console
Bt B R EAR D S
1. &3FE| Amazon Organizations &l & . BAME IAM AR SHARBEHLEEKRSHPH IAM BE

BF,

2. £ Amazon Web Services Ik ( Amazon Web Services K ) REH Organization ( 442 ) BT
EB , #E$F Hierarchy ( BREW ) Pl zd[M A= List ( F1F ) 1.

3. WHERAT , WEHARERRBRRF OU MKFHNE—R. EEANEWUERERNER , HiEE
FARXEAZDRITER (P) . ERPDUBINFTEMENN S X , BERBITHRXEHEZLN
WEER (7).

4. %EFE OU SBMWEMUEREHFAEEANTRELRE, HE , SAUERBHENRERE , R
JRTE Actions (#R1F) RE R KK EIITRERE,

BRETUEARRERNEENELALAPNKFIIR , MEFRLSME OU KKBEll. EUHNES , £
SEFBMEM OU , thFERIM INEI 18 KRk
Amazon Web Services Management Console

EFEATREREHNKF FERIREAETAHR

1. &FZ Amazon Organizations ###| &, BH4HEL IAM AF SR SHETHAAEERKFFH IAM A6
&%,
2. fEAmazon Web Services Ik T L# Organization (4443) #8455 TRE , 5 View Amazon Web

Services I only ((REEEE T Lo =REKS) tIRERES on (0F). €0,
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https://console.amazonaws.cn/organizations/v2
https://console.amazonaws.cn/organizations/v2/home/accounts
https://console.amazonaws.cn/organizations/v2
https://console.amazonaws.cn/organizations/v2/home/accounts
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B2 oU

3.

ERHKSFIRTSEEMRIRE

23 OU

BRIALANEERS,N , ZUUEARNR TR OU, OU RRTREES R, ERE OU, BERUT

B 38

Important

R LA LA Amazon Control Tower H1TEE |, i H Amazon Control Tower & &3 API
Bl OU, WRMAEFE Organizations FEIE OU , Mli% OU k@ Amazon Control Tower Eff. B3k
EZEE , 5H (Amazon Control Tower AF#ER) H#I5| A Amazon Control Tower B Z\ &
o

=
HX

PR

ERALANRBRTE OU , BATHEU TR :

+ organizations:DescribeOrganization — X H M Organizations 2 #| &+ FE

organizations:CreateOrganizationalUnit

Amazon Web Services Management Console

B2 ou

1.

2.

&%) Amazon Organizations #§| &, BH4HEL IAM AF B HEBTAAERKFFH IAM A6
BF,

SfnElAmazon Web Services K TTE

BHAESEREOU RERNR, BXRIGREIRA , #HA&EZNAME+ E RFFEAmazon Web
Services /. MRELFAIERT OU HHKFA BB ES |, MEFEENERRE OU ARFE[E
i ARBEE OU FHIIKF

(it ) MREEIE OU WHAIE OU , HEIIER T OU NEM (MARERE ) REMUHE
FRiEE OU ZiHy P RS EIZF OU (p. 58) , BEBEIFRENRE , BREEER,
ERREWDIEE T EBHR OU J§ , ¥ Actions (1E) 3% £ Organizational Unit (42 %5i7)
T, 1%&38 Create new (¥128)

£ Create organizational unit (B2 L EIT) FEEF , BAZCIEN OU BB,

(AL ) AWI— NSRS MRE | HERERE Add tag (RINRE) , REWA - MBI TIENE. &
BEREZ  RENZFHE ; ©HFE null, BHZTLE OU Kbl 50 MR,

BJa , #%$%F Create organizational unit (81Z A E87]).

BHIFT OU ERERFALL. E , B LUEIK B Etk OU (p. 62) RE I EHH K,
Amazon CLI & Amazon SDKs

B2 ou
BUUBEANT S T2~ OU :

Amazon CLI : create-organizational-unit

EOE OU , B4HE XRIIEAENH OU RFWRHK OU B E K,

EERBEFZNEN , FEM list-roots I H. BEHK OU WEH , HEA list-children ASMEIFFHE
E’\J OUO
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https://docs.amazonaws.cn/controltower/latest/userguide/external-resources.html#ungoverned-resources
https://docs.amazonaws.cn/controltower/latest/userguide/external-resources.html#ungoverned-resources
https://console.amazonaws.cn/organizations/v2
https://console.amazonaws.cn/organizations/v2/home/accounts
https://docs.amazonaws.cn/cli/latest/reference/organizations/create-organizational-unit.html
https://docs.amazonaws.cn/cli/latest/reference/organizations/list-roots.html
https://docs.amazonaws.cn/cli/latest/reference/organizations/list-children.html
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E@m& OU

AT ROIGANAERBE RN , AEEREZTER OUNEN, BRE—IHTERNMTER
FI#Y OU HeIEH OUo

$ aws organizations list-roots

{
"Roots": [
{
"Id": "r-alb2",
"Arn": "arn:aws:organizations::123456789012:root/o-aalllbb222/r-alb2",
"Name": "Root",
"PolicyTypes": []
}
1
}

$ aws organizations list-children \
--parent-id r-ailb2 \
--child-type ORGANIZATIONAL_UNIT

{
"Children": [
{
"Id": "ou-alb2-f6g7h1lil",
"Type": "ORGANIZATIONAL_UNIT"
}
]
}

$ aws organizations create-organizational-unit \
--parent-id ou-alb2-f6g7hi1l1l \
--name New-Child-oU

{
"OrganizationalUnit": {
"Id": "ou-alb2-f6g7h222",
"Arn": "arn:aws:organizations::123456789012:0u/o0-aalllbb222/ou-alb2-
f6g7h222",
"Name": "New-Child-oU"
}
}

* Amazon SDK : CreateOrganizationalUnit

Emd OU

BERIALNERK/E , BATURERSE OU, Ak, BERA TSR,
IR

E7£ Amazon ALAMWBHEGH OU , BLTIREU TR :

» organizations:DescribeOrganization — X H M Organizations 2 Hl & T FE

* organizations:UpdateOrganizationalUnit

Amazon Web Services Management Console

Ead& OU
1. BFE| Amazon Organizations 264 . ESHE 1AM AP S HRBEALERKSFH IAM A€
E2Fo

2. ¥ Amazon Web Services K/ ( Amazon Web Services i ) Wl , SMEEZEGEHN
OU (p.58) , ARWMITTEHN —TL &K :
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https://docs.amazonaws.cn/organizations/latest/APIReference/API_CreateOrganizationalUnit.html
https://console.amazonaws.cn/organizations/v2
https://console.amazonaws.cn/organizations/v2/home/accounts
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5 OU RIFrE

* MEBEGRM OU B aitikd O, RE | & Actions (R1E) A Organizational unit
(BLAFT) T , %% Rename (E@WHR)o

« &R OUMEM , LR OU WFAEERRE. REBREMNEILERE Rename (B E).

3. 1£ Rename organizational unit (B &AL SEEF , WAFEH , REER Save changes
(REER).

Amazon CLI & Amazon SDKs
Eand OU
FBAILERU TS Z—E®mE OU :
* Amazon CLI : update-organizational-unit

BTROVERT MAESE OUo

$ aws organizations update-organizational-unit \
--organizational-unit-id ou-alb2-f6g7h222 \
--name "Renamed-OU"
{
"OrganizationalUnit": {
"Id": "ou-alb2-f6g7h222",
"Arn": "arn:aws:organizations::123456789012:0u/o0-aalllbb222/ou-alb2-
f6g7h222",
"Name": "Renamed-OU"
}
}

* Amazon SDK : UpdateOrganizationalUnit

SREMI IR OU MIRX

BRIALNEEKS,E , EITLURSBIERKINE OU B4R, At , BERATIRK,
=RMPR

EREMMNEAmazon B AHRAK OU WIRE | LSBT RR

* organizations:DescribeOrganization — X H M Organizations ##| &+ FE

+ organizations:DescribeOrganizationalUnit —{X M Organizations #HI &R T F
3

* organizations:TagResource

* organizations:UntagResource

Amazon Web Services Management Console
REBMINE OU MR
1. %Z| Amazon Organizations ##|& . BAFE IAM AF SO RIEFALEEKFFH IAM BE

ﬁ%o

2. 7 Amazon Web Services iK/° ( Amazon Web Services Ik ) TH L , SMEEREEFZH
OU (p. 58) HiEBHE,

3. EOUMEMEERMEL , %R Tags (]3X) I+ , AFiEE Manage tags (BEEHFX).
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https://docs.amazonaws.cn/cli/latest/reference/organizations/update-organizational-unit.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_UpdateOrganizationalUnit.html
https://console.amazonaws.cn/organizations/v2
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4. BRBAEETIF ERITUTRE

« REEASENE  SERERRE LRARE. ETRESIrSR, EEARR B4 RE
BIHRAOIRE | REHMNERARORE,

- MBRAAERE , FEREREEGENREZLH Remove (HIBR).

© AIFEOARERNEN. EEF Add tag (RINIRE) , RRERHOETHAFNREHFATE
B, WMRENF Value (fB) EEZ , MERZEFHAH ; EHIE null,

5 EXRFIEE#HTHRM. BIBRFRBIRIEZE , £ Save changes (IREEX).
Amazon CLI & Amazon SDKs

HREMINE OU MIPRE

BRERUT S 2 —EWMINE OU MR :

« Amazon CLI : tag-resource # untag-resource

T ROIEHFRE "Department"="12345" f{NE| OU, 3*E , RKey F Value RZ KNE,

$ aws organizations tag-resource \
--resource-id ou-alb2-f6g7h222 \
--tags Key=Department,Value=12345

MR, i SRR EE M,
AR RBIM OU #HfllBR Department #5&,

$ aws organizations untag-resource \
--resource-id ou-alb2-f6g7h222 \
--tag-keys Department

MBI, TR EEMRH L,

+ Amazon SDK : TagResource # UntagResource

MK &2 OU HEERM OU 2R

BERIELANERRS , ETRFEARATHKSMRBIHEES OU , A= OU BHEZ -1, EM
OU Bz ER, R, A OU Al EEEEM INEZR OU kAP —ERREPIE OU #IKRE,
UK ARE OU R, MZMK P {UE1E E 12 M I EAR B9 SR AR AT MIE M N 2K = ERVSR B . EBFIKFS
BREBUT SR,

/MR
ENKFE OU BREMTBIHIFME , BLTREUATHR :
+ organizations:DescribeOrganization — XM Organizations #EH ST FE

* organizations:MoveAccount

Amazon Web Services Management Console

ik~ #%zE oOu
1. BFE| Amazon Organizations #2614, ESHE 1AM AP S HRBEALEEKRSFH IAM A&
E2Fo
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https://docs.amazonaws.cn/cli/latest/reference/organizations/tag-resource.html
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2. 1EAmazon Web Services IkFRE L , HEEBRBHW —PHZPKF, BOLLSEM OU BXEW
;5 A View Amazon Web Services i only ({(XFREB L SE=REIKF) REEEE OU 413
HIKFWEESIR. MREERZK, , BAEFEEEIIREIIERE Load more accounts in 'ou-
name' (MNFHFEAOU BN EZIKS) UEREBINWAMEKF,

3 meEBINE MK eHEnErE E,

4. £ Actions (24E) ¥ FH Amazon Web Services ik (I D7 =RHEEIKF) T , &% Move (B
).

5. 7E Move Amazon Web Services Ik (BRI I EHERIEMKF) MiFEES , EEHSMBETKFB
I OU iR , AF%EEE Move Amazon Web Services I~ (8351 Dz =R K)o

Amazon CLI & Amazon SDKs
FikF#ahE OU
BALERU T2 — Bk,

e Amazon CLI : move-account

BT RPFAmazon Web Services Ik MWIREZIE OU, BFE , BATUEERASF BB EM
IDo

$ aws organizations move-account \
--account-id 111122223333 \
--source-parent-id r-alb2 \
--destination-parent-id ou-alb2-f6g7h111l

MRERY , WS SFEFEEMH L,

* Amazon SDK : MoveAccount

fifl Bx OU

BEFRIALANEEKRF N, SRBBRTBREENEM OU,
2N

RARFTAIKS B OU AMEEF OU , RIEBMIERT OU.
MR

EMBR OU , BXMPEUTRR :

IS

B

s organizations:DescribeOrganization - {XH M Organizations EH SN FFE
* organizations:DeleteOrganizationalUnit

Amazon Web Services Management Console

fiB& OU

1. &FZ Amazon Organizations ###| &, BH4HEL IAM AF SR SETEAAEERKFFH IAM A6
BF,

2. 7fEAmazon Web Services It TUHE L , HEEMBRE OU , RFEHRETN OU BHEZ LM EEE
&

3. &#* Actions (&4) , AAJS Organizational unit ((A4RE87]) & |, 3% Delete (HIER).
4. EWIAEEMER OU , A OU B ( MREIEEMBR— ) HEiF delete ( HiBR ) " (MR
BEERERZA ) |, RIEIERE Delete (H1BR)o
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https://console.amazonaws.cn/organizations/v2/home/accounts
https://docs.amazonaws.cn/cli/latest/reference/organizations/move-account.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_MoveAccount.html
https://console.amazonaws.cn/organizations/v2
https://console.amazonaws.cn/organizations/v2/home/accounts

Amazon Organizations f FF 55
iR OU

Amazon Organizations il Bk OU 1% H M5l 2k A il R o

Amazon CLI & Amazon SDKs
iR OU
BAERUT R Z— MR OU :
* Amazon CLI : delete-organizational-unit

BAR 7 451135 BA s AT A B OU.

$ aws organizations delete-organizational-unit \
--organizational-unit-id ou-alb2-f6g7h222

MERY , WS SFEFEE AR,

« Amazon SDK : DeleteOrganizationalUnit
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79 Amazon Organizations &R 7 H0FR

Ig)'

¥ ZEENNEMRE , BFERNE Amazon BRAEERANEE, ALNBRER. §MZE

AR -

o X (I, costCenter, Environment B Project ). MEBERAKER RN 128 MNEFF , BFX
PRPME,

o PRE{E (I, 111122223333 B Production ) » MEENRAKET R 256 NEHF , SRR
RO KNE, BALUFHFRENERANEZHNFTRE  BRTENERNIZEH, ARFRSESEAZTHEM
EiS

BXERFEPAFEABPLEFFHEMAES , 5205 (Resource Groups #rit API 2E) HEIRE AP

R ESH,
BUERRE | AR, IEE. MEREMENRRETDE. ARESELR , HSH Amazon #R12E
-8

ET, ELLEEMK A& FAT , Amazon Organizations 35 LA FFRICIR/E -
o IBALAB LA T AL T FIRMIFEL

« Amazon Web Services ™

o HLOER]

o HAME
S8 0] LAFE LA T B LR RS

« EBRIERIRET (p. 66) — 7 Organizations 2 #| & RIEERL , XY Tags M — create API B1E
—RAFEAREERE. XTEATHELANR,
s EBIERIRE (p. 66) — A Organizations ###|& , RiAA TagResource B,

B LAEREEIAH A ListTagsForResource BE , K&EF Amazon Organizations H {E A AT #7184 IR
IR,

ZANERREEIEEEMERME , RERFA untagrResource B, KMWEIRFMBERIFZL,

ERRE

BEALERENEERANTAEINRBYHITREREDH , NTHBEBEREFE, Sl , EAUSE—MNR
ERFTIREBI MY “Department” ( ZBI] ) #5¥, EALUD B — N Environment” ( 353 ) RERRFAERFRES
BT Alpha, Beta, Gamma TAF=IE, PR A AE By B2 1 7] LATA [R) R 22 A A ARV B 4 (p. 114)0

i, BB A BRAR S

HEBFINALNERK/ N |, TSRS RN AL TIRP
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https://docs.amazonaws.cn/ARG/latest/APIReference/API_Tag.html#ARG-Tag-request-Tags
https://docs.amazonaws.cn/ARG/latest/APIReference/API_Tag.html#ARG-Tag-request-Tags
http://www.amazonaws.cn/answers/account-management/aws-tagging-strategies/
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\,—' ‘\

7 62 F IR B AR DNAR =S

BIMUR

EENBR RN EEFRINFE  BFEEUATHR :

- BIEEEXRBFRINR

* organizations:TagResource

» organizations:ListTagsForResource — X HEH Organizations ##H| & F HE
ERIRUTRIRE , AISURMM EI e MRS RANE,

+ Amazon Web Services ik /=
o BIRIKF (p. 44)
- BIEWKF (p. 37)

o ALAERTT (OU) (p.59)

AARRELRACIBZAANOEYN , RLER RS ENMBRRRMBAL D,

jj W ﬁi; \//J\\jJUjZE?Fﬁh‘t

S8 T LA IO AR S S AT I B ILE B IR AR KM
R/MXIR

EQARFHNRERANIEFRRE , EEEREUTNR

* organizations:TagResource

+ organizations:ListTagsForResource — XM Organizations ###| AN F HFE

EMNARPHRRFRERFE |, ZEFEREUTHR

* organizations:UntagResource

Amazon Web Services Management Console

A, ERTSMIBRILAE HIRMARE

1. %&3FE Amazon Organizations ##l& . HBATL IAM AF BHRBFALERKRS T IAM A&

%,
SMBHERKF, BR OU , HREHBMEUTHHEAEER R,
. £ Tags (75%) W+ £ , £ Manage tags (BB#HZ),
4. BELURNFHRE, ERAERSHESIMRRZ,

TRIRE | BIE Add tag (FIMFE) , RIEHARREL Key (8) 7 Value () ( Wit ) .

ERIBRIRE |, E1EE Remove (MIER).

HERMNEX D KNE, AFERECNREERAEF R,
REFE  ZREERTLE-IR.
EREREFES
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Amazon CLI & Amazon SDKs
EIME B FRINBE RS
BALERUATH S 2 — SRR INEARFHAFRIZER :

* Amazon CLI : tag-resource
* Amazon SDK : TagResource

LR LR P B R P A BR AR

BAERUT T2 —MBRFRZE

* Amazon CLI : untag-resource
* Amazon SDK : UntagResource
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¥ Amazon Organizations 5 &t
Amazon FFmEG e E R

ER LA R E AT RRE AEEEN B N EERSHXFHAmazonfRS , UESHNARRERREHNIK
FPHHITES. ZHRAGERSRTFUNR , BEF2UH M XEE IAM AFIABHNR, SEAFIHR
B, FERSTUAESALNENINKTPUE-NENRSEXAR B IAM A (REFEZAR ), %A
BEAATAERSHTZRS XIETRESHNRER, IATEEELFETERSEANRENEAR
KPR RENRENEBEFAFS. FERSNEZTENKFNTERRFENS 2EZBSEXAE M
—EEARWAAEKS PIRITERRE,

Important

BAREZEESANZAEEHRNER , FERNEREERSHWIESAHEAmazon CLISK API &
EERIRE, XESEERSEBSAGSEHRNRHTEMALENDRL , SlMEZAEEHE
RERET QI 2 E A AFEN R BT AL ENRREE,
BRUOAFEAEERSEARZANALNEERSHEANEER , BSR TS Amazon
Organizations —#2# A K Amazon fRS (p. 71)F T MRiFIEHEE T I ESEHERRY,
MRIEFEA Organizations #2H|&. CLI SR APIHREZALE , WeSHEEUTERE

s BSTEBELELANKFPRRRSHEXAR, XEKREZRS T ERRET AL FHEMAH
P RITERE, ZIRSMHATEIRKS RRTRE , EFRFSEEM Amazon Organizations H
A,

« ZRFFEBEALPHRAKS PHRITES , RIEMMBENAEH IAM KA L IFIX LR
B, XBEMRAKFEEEKFREZEXERAKS (NREX ) WEARERS.

c BERFRNMEX-RHEESEREXNAERRBBERER , mEMRSNE LG EA
A EBEXFREREHENREREESENE , UXBSENEASERN TREM,

MR, EAEMRSHEFH SRS TEAERTHRAMES TUFENXATERNWEMER. R
SERARK, PR FRNAXIRTIZRS. AXESFER , BSRAXHEMBAmazonRFH X
o

RS RIPTEN R

AEHREELU T RS HRE : Amazon Organizations MAERS. EAYTEHR |, HREBFUTZS
2=
« MRIBHE Amazon Organizations MEFERSHBEENBENEZIE , UESFASERSEHRNITE

( ##l& = Amazon CLI ) AiFiHE, XAFRSRKRETE Amazon Organizations F 5o 157 A T 8] 4R LA
ROIBIRSEENAAPRTRENEAER,

XEZIENRENRMOT

+ organizations:EnableAWSServiceAccess. ik ™LA
organizations:ServicePrincipal ZHESIHIREREER , WX ERELXENBERRBHHIE
BENRSERAEBRIIR. BEXESZER , BSHRME (p. 108),

+ organizations:ListAWSServiceAccessForOrganization— fEZ&#E A Amazon Organizations

2 BB A
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2 \F RIS R P AR

- AERSFHAENREMRBRTHES. AXFE2EEL , HSHTERS N,

. IZD% A¥ETE Amazon Organizations FEENRHE liE BEMEARBETERSTHTEENRENE
, BRUTIRFRITIX LSRR

1. ?Hiﬁ’(i Amazon Organizations H E R EIEMN AR A Amazon Organizations #2#|&. Amazon
CLI sk Amazon A X TEGAFAERFSHWAEHR. XAS—BRESBRFEHRTUATSIR (PR 2) FE
AOPHITHAAREENR.

B 1K Amazon Organizations fX R T :
* organizations:EnableAWSServiceAccess

* organizations:ListAWSServiceAccessForOrganization —{XTE&E A Amazon
Organizations 1 #| & B % F

B KT Amazon Organizations A R FAEIH RIS R , ESHE WA A FRELEFETHE (p. 70)0

2. ?HJEE—H.:HE’*EF' B ERBREYEIERY A T3 L BRS LAE A Amazon Organizations, X35 7R Il ARSS
TEMAMEANRL (W0, BRAERSELARAFTETAENTAER). BXELE , BZH TS Amazon
Organlzatlons —iEFﬁE’J Amazon RS (p. 71) M BRSHEHA,

21 AM{E 5 R P R R AR

HETBREATTERSELNA[AREKS, LET , BEFEATHIREZ—

Important

ZILAERSHRA SEIELESHMENBENAFRNARFERZES. EXSHEIEAFRMNAGTR
AmazonBR%S , &0 UM BRIZ F 1t 5 RN R A 1AM R |, o

EATLUY SCP NATF MR AIKF, SCP At A TERKF ., BWERELEEEIKF F=1TR
%o (p. 17K , BERAKFFETEA] , BLUEIER SCP #2Elw e,

- WREBFE Amazon Organizations M AERSHHEENRWEIE , WABERFERA N AERSREN
IE (#%1A= Amazon CLI ) ZiLTER, ZRSZEFEIHBRTEEEZENERHRKREE Amazon
Organizations F2E 1F I AR S5 B AT 45 T (B SRB 2

XEFIERNRERBRAT

* organizations:DisableAWSServiceAccess, &k AU
organizations:ServicePrincipal RHESHIBREREER  UEXERELHNBRRERE
HENBRSERABHIIR. BXEZEL , BSARME (p. 108),

+ organizations:ListAWSServiceAccessForOrganization - & A Amazon Organizations
BHEIANRISE,

s AIERFAENSRENRIRATLIRS. BXELZEE , BSHEAGRSH XN,

 HRE Amazon Organizations F EERNBRWE AT REAERSFEERBWEIL , BRUATIRFRIT

XLEBER

1. T:EEHEHE%':FEﬁﬂﬁﬂﬂﬁkﬁﬁ'ﬁﬁﬁﬁlﬁtﬁﬁ%?ﬁtlﬁlﬂo X8 R A4 R S5 M BR W1 45 PR 55 P 3R Y 3R
HITEE, BXER |, 38 75 Amazon Organizations —#2# FH Amazon FRS (p. 71)RLKIBR
SR ERHA,

2. ¥ Amazon Organizations F 25N EH AZF—IEFH Amazon Organizations ##]&. Amazon CLI 5
Amazon FF R TEBRIL AERSHERE . XRFMAL R EIMKF & M BR 7S AR S5 AR
51K Amazon Organizations RN :
* organizations:DisableAWSServiceAccess
» organizations:ListAWSServiceAccessForOrganization — {XIEEAEA Amazon
Organizations 2l & Bt J1 % 5

B X 7E Amazon Organizations REIEAIEHRINS R , TSR NA A FREZELETE TR (p. 70)0
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WA SR AR L RIS 5 1R

Rl SR

S E R[S AP

wMRERE Amazon Organizations FXBRH BENR KRS — Amazon REFNEE R A THE XN BA LT

FiME ,

EEAUT SR,

Important

BAEZEER ANZAGEHRNR , FERREREERSHES S HHEAmazon CLIF AP #
EERRE, XESEERSERAGSELRNRMMTEALRONEGL , AINERLRAEETHH
R B B AR 4 FH R ANEA L TN R FEE,

CES

MAERFERSEAIZANALNEERSHRENEES , S H 5 Amazon

Organizations —#2# A Amazon fRS (p. 71)F T MRiFIEHEE T M IFEEHERES.
MEEMEM Organizations ##H1A . CLI SRR APIREZAGR , MESBEAEUTRE

s BESTBELELANKFPRARRSHEXAR, XEKREZRS T EARRET AL FHEMAH
P RITRE, ZIRSMATEBRKS RRITERE , EFRFSZEM Amazon Organizations H
BE,

c ZRSTEBEALPHRAKS FHITES , RIEMMBENAEH IAM KEERE L IFIX LR
B, XBEMRAKFEERKFREZEXERAKS (NREX ) WEABERS.

-]
2}

R

ERFLBRNFX - UHEEEERAXNAERRBER AR , MAMRSMNELERA
,ELRFAAREBENREREESEME , AXKFENEAEKN TR,

, EARMRSHEF ARG CEAERTHREMERS TUBFENXATERNEMER. K

SEBRALKT PN ERO A XNBRT ZRS. AXRXEZEL , BESHBXEAmazon RS X

o

Amazon

Web Services Management Console

BREERS HRMNR

1.

2.
3.
4.

5.

%3] Amazon Organizations ## &, BYUF IAM AF FHREBFHREEKF N IAM AG
BF,

£ Services (fR%S) WAL , REEBSAWBRSFAENIT , RARERBREEH.

i%# Enable trusted access (Jg A Al S 14H).

WA EES |, 35 Show the option to enable trusted access (&~ /8 AEE TS RN BRAYETR) |
EEPHMA enable , RFiEER Enable trusted access () AEEHRIMNR).

MREEARYF HR , BEHS— Amazon RENEER , N ENUE AR — RS LUER

Amazon Organizations.

EREERSHRMNR

1.

2.
3.
4.

Amazon
R

&y

B3| Amazon Organizations ## &, BYUF IAM AF FHREBFHREEKF N IAM AG
BF.

£ Services (fR%) ME L , R EZANBRSENIT , REEERHER,
F-ESIHEMRESNERR S AL EZALRSEEERER.
EWIAEEDH A disable , AA/F%R Disable trusted access (ZREE 1 EXIR).

CLI, Amazon API
R EERS T E
BUERALLT Amazon CLI 5 APl BEA TR EZ L AMERS M

» Amazon CLI : Amazon organizations enable-aws-service-access
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https://console.amazonaws.cn/organizations/v2
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Amazon Organizations MREHEXE R

* Amazon CLI : Amazon organizations disable-aws-service-access
* Amazon API : EnableAWSServiceAccess
* Amazon API : DisableAWSServiceAccess

Amazon Organizations MRZ KX B

Amazon Organizations £/ IAM [REHEXABATFEERSARERTEALHNHAKS PHITES. X
LREANERSHABRNESERNHARERN , ZRSFATER Amazon Organizations T E X 5 K F~ 1 812 iR
SHRAG, TERSEERSHITHERE  ANHAFMEALAKFHETE, LRSHEXAGEETENN
IAM R |, R AFEERSERS ARITHEES. —MBME , Amazon FEEFMERSHEXAE ,
XEWRE , CEETEZERACHM MK,

REY ERRE , HEEHEHLQPOEK A RESEFOENERF MAHLRNR , Amazon Organizations JF{E
Fl£ 7 AWsServiceRoleForOrganizations MWRFHEXABTMEMR A, . X Amazon Organizations

BEESTURALAR, LABERARYF Amazon Organizations I EfttAmazon RE IR RS HEX A BN
R, WIRSHEXAGFEETREALY,

MRENELNBERTESTKEIIEE (p. 6) (ERMNBUTEXHEM ) , WETERER
AWSServiceRoleForOrganizations HIRSHXAGH ETHRIKRE., MREZFEEA/AFERMED
BE (p.5) , ML ABRUENH BEEMUIERE . EEITHREAMEIENREN  FHITUTRE :

s NTEZBMALALHNBINRAKS, - KFEEANRIIRERAFMETEENER. ERUE
EWER , WRBREHAAE (organizations: AcceptHandshake) NEFE , WEE R &4
MEITEA Fiam:CreateServiceLinkedRole AWSServiceRoleForOrganizations
PR, MR AWSServiceRoleForOrganizations BEBEEFE , WEERAE
organizations:AcceptHandshake fXREN AR EZER, MRUHEEZRELIER , I Amazon
Organizations FAIZRSHEXAE (NREACGETEFE ).

s NTFEEHAHAENBIRAKS, - KR EEAFRIEFRAUERSHEXACHER, (BHAKFNE
BERT2WESAMENENER , RAEEKS (LEHAEKRS") WEE BN N FTRIER &K,
WrEE. ) MEXKAKFEERARZEZIER , M Amazon Organizations FHIBRESH<AER, EER
HRERTEAE organizations:AcceptHandshake fll iam:CreateServiceLinkedRole X PR &S
RUEZEF,

EARPEAFMETEER , BT LEEMEREMRMK S i AWSServiceRoleForOrganizations JRSHEXA
&,

Important

Amazon Organizations SCP RF&FIRFHXAE, XLEAEIFEZE SCP R,

8] 5 Amazon Organizations —# £ A i Amazon AR

%

X Amazon Organizations , #& 7] LAYF % MAmazon Web Services Ik & H B —MNALH | AME#INIT
KFEEES, AR, URLEEREM Amazon BREHAR. B LU Amazon Organizations F12
WZKFEERS 5RIE Amazon RSEEHER , MELALNMEKS ERITES.

T#&R%IE T A5 Amazon Organizations —& A Amazon fRS , AR EALBE R FE ARSI
8,

FEHRERR - BA LS As#BAmazon RS , LMEBE AL F Y FTHEAmazon Web Services Ik 1T
B, BXREZEER , S FF Amazon Organizations 5E i Amazon = @& & EH (p. 68).

ZHEER - FEWAmMazon RS T LUHA LR FEAmazon K B K EM A ZREHALKFNEER,
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Amazon IRE 5 Amazon XHEHUEHE IBEREER

Organization; [A]

— R ERAN
e
Amazon Account  #RRIBARA =2 ©g
Management (p. 7648 NI FR B
TR, THRE THEZ (p. 78
EAMMFT EHAMBR = (p.77) (P 79)
B Amazon Web | 2 FBFRE A
Services KFPH | (=5,
FAEBERMTH
EO
Amazon EEKF® = ©®r
CloudFormation @ ZE{EER
Stacksets (p. 78) WP FHIA TRE THREZ (p. 79)
FPAEREE % (p 79
BEENMREE BsABRKEE
SNKFAXE SR
BIE, EFIM o
BRI REQFH
L GIERE
B IRA L
WK,
Amazon FALIR R ©s ©z
Detective (p. 79) | Amazon
Detective THRE THEZ (p. 81
ANBEEBEE 5 Amazon = (p. 80) (b 81
AR , L% Organizations
. PEMRE =K, UK
REARELLERSE  gmas@Es
AEEFMBA  Detective
RH. THETHE
FraH Rk
FHES.
Amazon DevOps | BRI BAE ©®= ©z
Guru (p. 82) Amazon
Organizations 7T &E THEES (p. 83)

ALDHRES  £), LWE % (.82
BURNARE ®mkgm
EBRMEHS , L Apg;m
RAREERER  mAKSH
EEXNTH, N, &9
% DevOps Guru | [EHE—1f
RMEIRERDE  &mekes
AR, 2B | &, HEM
HAF,. LR B PR
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7 | LUIREL
FEZEE
R AR
EHLAER
ARETIR
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72



Amazon Organizations f FF 55
A5 Organizations & &£ F 09 RS

Amazon Bk 5 Amazon XHAFETN | EFEREER
Organization; |8

—EEAR

Hwe
Amazon Firewall | A LAE @@= @=
Manager (p. 84) | ALK = =

Tk F= &= THRE THEZ (p. 86
SUPANAR RENE 5 (04 A
FEFEEME 3 Amazon
B Web NARF | WAF #1
By N SE A, .,
Amazon BRILEE ©= ©=
GuardDuty (p. 87) —/NEK 5K

PREFM THE THREZ (p. 88)

GuardDuty 2 EIBH N % (p. 87)
—GFEN R FrBEIKF
S HERS GuardDuty,
ARDHAMLE | i s
REEHBEER KkroH
MEE. &R | ZHRx
BEIMERRFMA  Amazon
BREIRIMRE | Web
AmazonIMEFE | Services X
AFAREEN mhpyixes
HEBEED, Il =1
GuardDuty,
BT
TR E
HARIF
K P ROE
GuardDuty,

BXESRE
B BEZH
{Amazon
GuardDuty
ArFE

)
GuardDuty
il

Organizations,
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Amazon BR%

Amazon
Inspector (p. 88)

AELEHEE
Amazon I{EH
HERAFER
A, ARHIEE
1£ Amazon ECR
Y Amazon
EC2 =fIFAES
MERBFERK
HRERENN
EKRE,

Amazon License
Manager (p. 91)

A {CRFER A VR 7]
IEEBEPH
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Services

5 Amazon
Organization; |8
—EEEA
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AUEE—
UEERX
BRAZEA
X B G K 2
MEHE, &
EMNEANE
SRS
REeE. 0
BANEEE
LR,

BXEZE
B #s

) {Amazon
Inspector
AFtE

) PEE
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EE K
Fo

BRI R
MNALAHE
RITERR
R EIK K
Mo

BT
HLAMIK

Marketplace (p. 93)PAHE

—NEHRAIERY
HFtr-mAe
*, BBEIEed
B ER,
xR, BENE
BEHEERG R
REE WS
W R =5 B,
HIEMRS .

Amazon
Web
Services
Marketplace
1T =
B9 AT E

=8
=

THRE

% (p. 89)

©=
THE

% (p. 91)

O
THRE

% (p. 93)

XRUFEE XFEREER

©s
THEZ (p. 90)

O]}
THEZ (p. 92)

®7
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Amazon BR%

Amazon MEE
JHZF (p. 94)

AT LA
Amazon K.,

X 13 N A {7
BEPEE
Amazon Cloud
WAN #0545 F
Amazon Transit
Gateway M4,

Amazon
Resource
Access
Manager (p. 95)

FEBENIEE
Amazon BRE
HihlkFHE,

5 Amazon
Organization; |8
—EEEA

mes

B LA A
LR ZA
Amazon Ik
P, ERE
B M IR
B2 BRI 2%
PR R
RFNMRIE
BEHER.

IRALATEAR
MNHER
Rk H AR
i, &/m
UHEZER
BRI
Route 53
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n, BER
EMBE,

BXHEER
EMEBENE
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REH T
Linux SE451
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FIEER
EAT
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SEf5) Y
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EC2 AF15
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EREFENF
%, B5ZH
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EE)
WA HER
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=

THRE

% (p. 95)

=i

THRE

% (p. 96)

XRUFEE XFEREER

©s
THREZ (p. 95)
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https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/ec2-capacity-reservations.html
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https://docs.amazonaws.cn/ram/latest/userguide/shareable.html
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Amazon Account Management

Amazon BR%

Amazon Security
Hub (p. 97)

£ Amazon f&
BERERS ,H
BRERERRH
SR EeTIRE
FE{ERE.

Amazon
Systems
Manager (p. 98)

BREN
Amazon &R
] A

5 Amazon

Organization; |8

—REM
s

AL A
LOWNFE
KFE (3
FER IR K
F)EsE
H Security
Hub, X
¥R7T
Security
Hub # &
RELRED
BEUE ,
PINTICIR S
EHEAMT
FRIZH B4k
BEWRRo

IRETLAfE
F Systems
Manager
Explorer ,
Ji2p2: Pl
FHFE
Amazon
Web
Services M
FPRIS®E
B

BEEA
Systems
Manager
Change
Manager ,
BRI LANE
REERK
PEEAL
AT E R A
TK P E K
Bk, #tE
MkE.

©s

THRE
% (p. 98)

®
Yes ( X
PR Systems
Manager
Explorer )

THE
% (p. 99)

XRUFEE XFEREER

©s
THEZ (p.98)

©=2
THEZ (p. 101)

Amazon Account Management, # Amazon
Organizations

Amazon Account Management 7] &5 B {8 & 4H 41

Pt Amazon Web Services M = By Ik /= 15 B M T 3R

FBAILHELH BN AKFIRE., BRI BRERAKRAGE,
BXREZEER , 555 (Amazon Account Management A {ER) HMEEMNELH R Amazon

Account Management,
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LURE BT &8 B #89F Amazon Account Management 5 Amazon Organizations £/ .

5 R EEAME I R R
BXERECHAREFBURGES  HSH AV TEHEFBOLER (. 68),

T EEINEEFEE LA Amazon Organizations B ASIHRINIR , REEFERNCHALTENKAKFE
ERHBRSHEREER,

#: 2 854F A Organizations T £ /8 REEiFRIRER.

A LAUBT IZ 1T Organizations Amazon CLI f5% , RE WA EA Amazon SDK ##) Organizations AP 1
ek B REEH R R,

Amazon CLI, Amazon API
A Organizations CLI/SDK /g A{E1EMRSS 17 B X R
ZEAILAERA BT Amazon CLI e Sk API #2468 REERS HER
+ Amazon CLI : enable-aws-service-access

BRI LUEIT AT 85 BUB B Amazon Account Management 45 Organizations BI{S{EIRS -

$ aws organizations enable-aws-service-access \
--service-principal account.amazonaws.com

MEBERI , H TR EEMHEE,
* Amazon API : EnableAWSServiceAccess

2R K P B 3R AIME 15 R R
BXEBECHARBRBGES , BSHELTEHAFEHE (p. 69).

2 E Amazon Organizations B2k Y E T 5 AT BAZEA XY Amazon Account Management B {5 E 1 (814X
Ro

& L RE(E A Organizations T EZ B ESEH RN R,

A LAUBT IZ1T Organizations Amazon CLI 5% , RE WA E A Amazon SDK ##) Organizations AP 1
ek E AEEHEER,

Amazon CLI, Amazon API
f# A Organizations CLI/SDK ZR{E1ERS 17 B R
BRI LAERA LT Amazon CLI 5= APl REZRAFERSHR -
» Amazon CLI : disable-aws-service-access

BRI LUEIT AT & LA A Amazon Account Management 5 Organizations BY{S{EIRS -

$ aws organizations disable-aws-service-access \
--service-principal account.amazonaws.com

MERI , H R EEMHEE,
* Amazon API : DisableAWSServiceAccess
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https://docs.amazonaws.cn/cli/latest/reference/organizations/enable-aws-service-access.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_EnableAWSServiceAccess.html
https://docs.amazonaws.cn/cli/latest/reference/organizations/disable-aws-service-access.html
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NKFERDRERAEREERERKS,
LGRS RN AR E B AN , K RIS 05 R B0 7 S SR P LA B

F#9 Amazon Web Services I TH IR, IREBLERAZREEAKF, , X EFSAEHRALNER
KPHIT. XEXNTFEGEALNEREENIKFEAEENEERDTT.

R/MR

R A Organizations EEKFHH IAM AFRAGRBHEMNRAKSRENZALNKFEEE
REER,

BXAKFEEINESAZREEAKSFNNE |, H2H (Amazon Account Management & 58) +
§9 /8 A ZE S A K~ Amazon Account Managemento

Amazon CLI, Amazon API
MR EFE A Amazon CLI HEAN Amazon SDK BEEEHEEER K, |, BAIUMERUTHS

* Amazon CLI:

$ aws organizations register-delegated-administrator \
--account-id 123456789012 \
--service-principal account.amazonaws.com

+ Amazon SDK : i Organizations RegisterDelegatedAdministrator BRIEFK R MK, ID
5, HEKF RS principal account.amazonaws.com BENSH,

Amazon CloudFormation StackSets 1 Amazon
Organizations

FIA Amazon CloudFormation StackSets , & A& — MR EES 21 Amazon Web Services i HlAmazon
Web Services XiZitlE, EHMIBR#AK. StackSets 5 Amazon Organizations £ AT LB EAEN KA
KPP EEHEXNRNRZSEXACHEEERZEENRWERE, XAPHERHIIBEALR PR A
WP, BTLENEMLERN Amazon Identity and Access Management & ; StackSets R RIEEFT MK A MK
FHelE IAM AR, BETSUEFRAFRFNBALNEK,EHBHE.

B A StackSets # Organizations ZEIMEEFHENRE , EBEKFERNAEZHALACNENEEHKE, §
ERFREZTUNEMNLRKFEIMAZRERER. BAGSEHANEE , ZREEARERNANENALA6
BAEEHKRE, EARSEENRNHEREREEERSPLEN , S EHZEREER QEHKRE,

Important

ZREEAEANBINAL[TNKFNTENR, EEKSTERHIZEEERTFIRE OU
AT R E AR R IR RN PR

B X¥F StackSets 5 Organizations ERHNEZEE , H5 5 (Amazon CloudFormation A #5) HiyfE

F Amazon CloudFormation StackSets,

LURE BT &8 B 80 Amazon CloudFormation StackSets & Amazon Organizations £ ™o

FERSERE , ST - MRSHEXAR®

UTRRESHEXACAEEBERAGEHRNRN B EALANEEK, a2, AR AT Amazon
CloudFormation Stacksets TE#&4H 40 A 9 40 40 K P2 30 1T SIS RV IR 16,

REEEA Amazon CloudFormation Stacksets 1 Organizations 2 [AIFEE 15 [RIAXER , 20& MLA L2 P R
RAKF , B semRsigtuttAe,
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https://docs.amazonaws.cn/audit-manager/latest/userguide/console-settings.html#settings-ao
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
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« BEMKF : AWSServiceRoleForCloudFormationStackSetsOrgAdmin

ERALATFHARAKFARBRSHEXAE
AWSServiceRoleForCloudFormationStackSetsOrgMember , BEELREETEIKF ol — ik
£, XFLAUB—MERESS , AR ZRHIFSERAKF FREENNAE,

« BANKF : AWSServiceRoleForCloudFormationStackSetsOrgMember

BROIEHKRENESZSFMAEE , 2359 Amazon CloudFormation AR/ H Amazon
CloudFormation StackSets,

RSHxABERANKRSEREA

B FHRSHEXACRERNBEBENNEEXRRNNRSEZIEAEE, Amazon CloudFormation
Stacksets FANBREZHERECRNUTREEXAZFIHRNER :

« EEIKF : stacksets.cloudformation.amazonaws.com

RBEEZEHA Stacksets Hl Organizations Z BRI EETLRINRA , B IS RIBIRLLEAE,

« RAMF : member.org.stacksets.cloudformation.amazonaws.com

REEXEA Stacksets Ml Organizations Z BIHEETFEIMRER , HE LM BIRALRHALER] (OU)
HIBREL R UK, B REMIBR RSB A S,

£ F§ Amazon CloudFormation Stacksets /& B{E{Ei5 B4R
BXEREABANRFERENEL  HEE AL TEDEFEOE (p. 68).

R & Organizations EEIKF M EE R GG AX EttAmazon RS M A S H RN R, B LR Amazon
CloudFormation #3#|& = Organizations %4 /8 BEE 15 ERR.

#R 2B A Amazon CloudFormation StackSets /& F{EEi5 AR,

ZE{F A Amazon CloudFormation Stacksets & FA{EE 17 B4R , S8 Amazon CloudFormation i F#5R
8 A Amazon Organizations /3 FI{SE 15 E X R,

7 Amazon CloudFormation B RAZEITEE G K/

FRAMFIEENALANEZREERN , ZKFPFHAFNBEFEXY Amazon CloudFormation Stacksets
WITERIRME  SVNRERALAEEKFPHNAFRRAEBRTIRE, XTURBEFALNEES Amazon
CloudFormation Stacksets BB IE 2 FF .

BRINMAP K G IEE AL F I Amazon CloudFormation Stacksets , 2 (Amazon
CloudFormation AAF /) PR EMEREER,

Amazon Detective #l Amazon Organizations

Amazon Detective £ B EBFELERATRLE G , EEEBG DM, FEMRINZLERFTEEINRER
Ao

£ Amazon Organizations JA 2 W & A LAB{R BT Detective 1T HE T HEFTBAL K RIES.
IR F 3T Detective FIEE 1A RIMXBRAT , Detective RS AL BZIRN ALK A RENER. EREERT

ETAEPERAEAALKFEANRRAKS, . Detective R LARZEAMALKFERNRAKS, HLAMKS
TEBBRAC ST HENXRER,
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BXREZER , 51 (Amazon Detective BEER) HHEHLHFEH Amazon Detective,
FERLTE B #HBIESF Amazon Detective 5 Amazon Organizations 5.

FRERE , SIZ2T - MRSHEXAR®

UTERSHXACLELRBEEHRNRN B EAANEERKFHOE, AR Detective EHA
AR AA LIRS AT R AR 1E,

REEZEH Detective 5 Organizations ZBHEETHENRG , RMNALPRIBRRAKSE , & 8EHIBR
Zﬂgﬂilﬂzﬂ@

* AWSServiceRoleForDetective

RSHxABERANKRISEREA

PHHNBRSHEXACRERNARE UNEEXRRNNRSZIEAEME, Detective AR AR
ﬂ@ﬁ LATHE%IW%%%@*XFE

* detective.amazonaws.com

f£ A Detective 8 AEFETHRINR

BEXBRAERFRNBEFERRBHEE , BSRATFIEHRFAENNR (p. 68)
Note
M%7 Amazon Detective IEEZEIEEE AR , Detective £ B N IEHWAL S A Detective S1F15
B R

Detective EEEABX Amazon Organizations FIEEHEINIR , REEFTEERNEHNHELFENR R
KAEEANBRSHERERR,

& A BEfE A Organizations T &5 AEEHRIRER.
& LAE A Amazon Organizations )& 8 REEHER R,
Amazon Web Services Management Console
ZE# M Organizations 4| &8 AEERSIHRMNER , HHITUTRE

1. &3FE| Amazon Organizations &l & . BAUME IAM AP SHARBEHLEEKRSHH IAM BE
%o

2. 1E Services (fRE)TE L , #E) Amazon Detective 17 , B IZRES B , RFEER Enable
trusted access (/& AEETH EXBR)o

3. TEWIAMIEAE , B A Show the option to enable trusted access (£~ /3 FEE1H AR RAVIEIR) ,
EEPHMA enable , RFiEER Enable trusted access () AEEHRNR).

4. WMRAER R Amazon Organizations WEE R , 55 1F Amazon Detective NEE & , 1S ZET
FEREZEHEBAZRSES Amazon Organizations Bl& .

£ A Detective Z2REFETHRINIR

BEXEAGEHRAENRNELR , WSHEELAFEHFRMENNR (p. 69)o
& Amazon Organizations EEW = P EE 7 7 LA Amazon Detective 2R EE A EINR,
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https://docs.amazonaws.cn/detective/latest/adminguide/accounts-orgs-transition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://console.amazonaws.cn/organizations/v2
https://console.amazonaws.cn/organizations/v2/home/services
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& LR E A Organizations T £ FAEE 15 RIRER
BT LAE A Amazon Organizations 24 & 2 BEEH IR,

Amazon Web Services Management Console
£/ Organizations 12| & 2 A EE RS 15 B AR
1. %&3FE Amazon Organizations ##l& . BAMEL IAM BF SHRBEELEEKSHH IAM BE
B,
£ Services ( fi% ) WAL , # 2| Amazon Detective 1T , REERZRSH B o
1%£3$% Disable trusted access (ZBEEHRINER).

EWIAEEDH A disable , AA/F%R Disable trusted access (R EE 1 EXR).

MR &R Amazon Organizations EE R , 1% 1F Amazon Detective WEER , f{1EIFE AT
FRAHEHASRITEZRZRS , FHEES Amazon Organizations E& M.

O bk~

A Detective BRZEHXEERAKF

Detective WZEEEE A K 2 Detective (THENEEAKF, ZREEAREESANZRZITHES

R RLELE MK P Y B R K RS, EHEE R A9 Detective BLE N EFHAL K RMBIA LS | BB
AXERFENKRAKF,, BEXEXEERANMAEBRALAKFNEER | 558 (Amazon Detective EEig
) PHRCRELNK P ERR AR #TEE,

OEHRAEBKFPHEERFEERN Detective EEZHREER,

B LB Detective #2HI A API, & B # M Organizations CLI = SDK #F , RIEEZHREE A K
Fo

R/MXR

HE Organizations EEKF M IAM AP S A BB FENRAMKFEE R ZHALM Detective
ZREER,

E{F A Detective BH| 5 API EEEZREE R , HSH (Amazon Detective BEEIER) FHNEALIEE
Detective EXE A MK,

Amazon CLI, Amazon API
MREFH Amazon CLI E A Amazon SDK BiBEZEEEAKS |, BRI LMERU TGS :

* Amazon CLI:

$ aws organizations register-delegated-administrator \
--account-id 123456789012 \
--service-principal detective.amazonaws.com

+ Amazon SDK : i A Organizations RegisterDelegatedAdministrator REMK A K ID
5, HFEKF RS principal account.amazonaws.com HERNSE,

N Detective ZRHZHEER

& LUE A Detective #3241 A5 APl , E@EZ# A Organizations
DeregisterDelegatedAdministrator CLI 5 SDK £ , RMREXEE T, HX WM Detective
7 HlB = API = Organizations API IBRZEREBEAMNELR , 5 (Amazon Detective EEIER) HIIN
A 408 7E Detective BEE R K,
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https://docs.amazonaws.cn/detective/latest/adminguide/accounts-designate-admin.html
https://docs.amazonaws.cn/detective/latest/adminguide/accounts-designate-admin.html
https://docs.amazonaws.cn/detective/latest/adminguide/accounts-designate-admin.html
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Amazon DevOps Guru F Amazon Organizations

Amazon DevOps Guru £ M RERBEUAR N ARFERNES  URAIREEEREENTH. X
DevOps Guru # M E#RERIBR XN , 2BHAAF,

f& B Amazon Organizations f/ DevOps Guru F K XiF , UEERUIEERAKSREBENAL
ML, WEREERBERUES, FFNHRALNMAEKFHOLE , LeE THRALNMEZBEN
ARFEZTRR , MEBHITEMEANN B E Lo

BXEZELR , 52 H (Amazon DevOps Guru A IERE) /S E LRIk F,
LA T E B & BN Amazon DevOps Guru 5 Amazon Organizations £/

FRERN , SIZT —MRSHEXAS®

UTERSHEXACLELZEREEHRANRN A EAANEERS FIE. AR DevOps Guru
AR HALKS AT EFRNRE,

REEZEHA DevOps Guru & Organizations Z B HEEHEIANRE , HEMREMNALPRIBREAKS |, &BF
gEMI R RIS R A B,

* AWSServiceRoleForDevOpsGuru

BSHEXABERANKRSEEA

Lo HHBSEXACIAERANACELNEEXRRENN RS EEAEME. DevOps Guru ERHIRS
BMXABNUTREZRARTFIHRNR :

° devops—guru .amazonaws.com

BXREZELR , 52H (Amazon DevOps Guru AF1ER) FHNERSHE<AEAT DevOps Gurus

5 DevOps Guru /3 AEEHRIR

BXBREEHRANBRAENRNEES , SR AT IEHRIFTENNE (p. 68).
Note
H 87 Amazon DevOps Guru IEEZ X EE AR , DevOps Guru £ B A EMNAR S A
DevOps Guru SETA R,

DevOps Guru EEH BT Amazon Organizations BEETHEIR , REET BENBHHELFEAN
RAKFIEEANBRSHNEREER,

Important

BRI IER B A Amazon DevOps Guru ##| A3 T EkREI S Organizations BIE K o

X £ Amazon DevOps Guru AT AMERIFTEMNEE , Sl ZRSAENRR. BRERTEE
F Amazon DevOps Guru 2N TEGRAERNRITXLRESR, BEXEZER , SRR
B (p. 68),

& BAE A Amazon Organizations %] & 2 DevOps Guru #2158 8 REEHERR,
Amazon Web Services Management Console
E M Organizations #1588 RAEERS AR , FMITUATERE

1. %&3FE| Amazon Organizations ##l& . BAMEL IAM BF SHRBEALEEKSHH IAM BE
BF.
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https://docs.amazonaws.cn/devops-guru/latest/userguide/getting-started-multi-account.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.amazonaws.cn/devops-guru/latest/userguide/using-service-linked-roles.html
https://console.amazonaws.cn/organizations/v2
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2. £ Services ( ff% ) WAL , # % Amazon DevOps Guru 1T , ERZRESHEH , REER
Enable trusted access ( /8 BEEHEIRR ) o

3. EWIANIEES , B A Show the option to enable trusted access (& R J8 AEE A RN BRAYETR)
EEPHMA enable , RFiEER Enable trusted access () FAEEHRNR).

4. MRHEH R Amazon Organizations FIEE R , & 1F Amazon DevOps Guru FEE R |, i 1H#E
A LAE A E 1 H & B A ZBR%S S Amazon Organizations L&A,

DevOps Guru console
£ DevOps Guru %1 & B AEEHENR

1. LEBEKFANEER FHBEZHITIF DevOps Guru 4|4 : Amazon DevOps Guru 24| &
2. %$% Enable trusted access (/& B A {SiHE).

5 DevOps Guru ZAEEHRIR

BEXEAGEHRMERRNEL , BSRELAFEHRAMEHNR (p. 69).
R B Amazon Organizations B /= Y & 5 7] LAE A Amazon DevOps Guru 2 BEEHRIR,.
B LR E A Organizations T 2% fAEE 15 RIRER
& LAE A Amazon Organizations 2] & Z R EEHER R,
Amazon Web Services Management Console
£ A Organizations 2%l & 2 RS RS 15 R R

1. BFE| Amazon Organizations #2614, ESHE 1AM AP S HRBEALEEKRSHH IAM A€
2Fo

£ Services ( f§% ) WHE L , # 2| Amazon DevOps Guru 17 , ARERIZRE L o

i%#% Disable trusted access (£ REEHRIER).

EBIAEEPHA disable , AF%$E Disable trusted access (2B EEH ERBR).

WMREAE Amazon Organizations FIEE R , B 1F Amazon DevOps Guru BB R |, i 1E4E
ALAFERERHARTEZAZRS , FHELES Amazon Organizations BL&E M.

Al

79 DevOps Guru B AZREEAKF

DevOps Guru WZEREE AR T UEFEMNALF 5|5 F DevOps Guru BIFFE B A K B L EEE, Bx
EREEANMMEEAAKFNESR |, 521 (Amazon DevOps Guru A IER) M ISRE L FIKF,

REALERKFHHNEER T RSN DevOps Guru BLEEHREER

BRI LB DevOps Guru 34 A& , &\ # A Organizations RegisterDelegatedAdministrator
CLI = SDK #1F , REEEZEREERKF,

R/MUR

& Organizations EEIKF HH IAM AFRACEBEENRAKFEE N IZELTH
DevOps Guru HZEREER,

DevOps Guru console
1 DevOps Guru ZHlEFREZREE R
1. LEBKFHNEERER BB FRIHITHF DevOps Guru ##|& : Amazon DevOps Guru % § &
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https://console.amazonaws.cn/organizations/v2/home/services
https://console.amazonaws.cn/devops-guru/management-account
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https://console.amazonaws.cn/organizations/v2/home/services
https://docs.amazonaws.cn/devops-guru/latest/userguide/getting-started-multi-account.html
https://console.amazonaws.cn/devops-guru/management-account
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2. 1&# Register delegated administrator CEMEREE R). &I LUEREEK - AR R W1
NEREER,

Amazon CLI, Amazon API
MMREFH Amazon CLI E Amazon SDK B EHEEE A, , BAUERUTHS

* Amazon CLI:

$ aws organizations register-delegated-administrator \
--account-id 123456789012 \
--service-principal devops-guru.amazonaws.com

« Amazon SDK : #§F Organizations RegisterDelegatedAdministrator BIEFIRK MK HY ID
5, 9K/ RS principal account.amazonaws.com HEENSH,

7 DevOps Guru ZHZHRXEER

BT LAEF DevOps Guru ###|4& |, & B3I # A Organizations DeregisterDelegatedAdministrator
CLI =k SDK #4E , kMBRZREER ., BXUMMAIEMA DevOps Guru EBHIAMBRERERANEES. , S
i (Amazon DevOps Guru FIF1ER) FHSEALTHHIKS .

Amazon Firewall Manager #1 Amazon Organizations

Amazon Firewall Manager 2 —MZ2EE RS , EUUEAECEPEENEEAL PAmazon Web
Services M MBI AR FRIBF AEEHN, 5 Firewall Manager , XA LA # i #E4T Amazon WAF #I |
42 Amazon Shield Advanced &%, BLEH it Amazon Virtual Private Cloud ( Amazon VPC ) 2% 4 |
H#BZ Amazon Network Firewall, f/ Firewall Manager —/XiR B IFRIPER , FiLeiBALDHME
IKFPAERENA |, BMERMFTERBEMIKF Tt 2atk, BX Amazon Firewall Manager WEZ{E R | &
2 Amazon Firewall Manager 7f & A R ¥5.

LU E B AT & Bh &% Amazon Firewall Manager 5 Amazon Organizations £ &Ko

BEREMRN , gIZ2T —1MRFSHEXAE

DTRSHEXACKELEAGEHRNRN BN EHALANEEKF PR, AR AT Firewall Manager
EBE L PR A LMK AT ISR E,

RAEEEH Firewall Manager  Organizations Z B EEHRNR , REMBEMNALDHIBRR B K |
B REMIBR SRS L A

* AWSServiceRoleForFMS

BSHEXABERANBRSEEA

E—EHHHRSEXBEIEANBEELNEEXRRENN RS ELAEME, Firewall Manager fEFRHY
BRSEXBENATRSZELARTFHANR :

* fms.amazonaws.com

£/ Firewall Manager /g B{E £ 15 A R

BXRBRGEELRNRAMERRNEEL , TSR A AEHETFLNER (p. 68)
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Amazon Firewall Manager

B ELAE R Amazon Firewall Manager ## & 5 Amazon Organizations & & /8 A /S 15
Important

RZE B R ATREE A Amazon Firewall Manager #2244 5 T B3k SL¥ 5 Organizations B R .
X ® it Amazon Firewall Manager #TFTEMNEMEE , SIMAIERZFAENRIER. BNELE
5 Amazon Firewall Manager 12t T ESASERMNMITXERESER, BEXESER , H5
F LR AR (p. 68).

MEREEA Amazon Firewall Manager #HI AT EBAEEHRNIE , WBLETRIXLELS R,

B AE B Amazon Organizations BEEMKF &5 , FREEALNEE —NK1EH Amazon Firewall
Manager EE R, BXEZEL , 50 (Amazon Firewall Manager FF X A R I8/ FHIEE
Amazon Firewall Manager B2 R IKF .

&7 LAfE FA Amazon OrganizationsiZ | & , B E1T Amazon CLI @y , RE B AAEH —1 Amazon
SDK H#9 APl R{ERE REE T FIARR.

Amazon Web Services Management Console

ZE# M Organizations 4| &8 AEERSHRNER , HHITUTRE

1. &3FE| Amazon Organizations &l & . BUME IAM AP SHARBEHLEEKRS P IAM BE
%o

2. £ Services (fR%%) WAL , #E) Amazon Firewall Manager 1T , &R REHEH , REER
Enable trusted access (/8 B{E1E 15 RIER).

3. EWIANIEES , B A Show the option to enable trusted access (& R J3 AEETA RN BRAYETR)
EEPHMA enable , RFiEER Enable trusted access () FAEEHRNR).

4. MRHER R Amazon Organizations HEE R , & iF Amazon Firewall Manager (WEE 5 |, 4]
NEGUERAERS A G R ZRS KL E Amazon Organizations,
Amazon CLI, Amazon API
£ A OrganizationsCLI/SDK /& F{E{E RS 15 R #X R
BRI LAEA LT Amazon CLI i B2k API #2468 REERS HEARR
» Amazon CLI : enable-aws-service-access

BT LU 1T UL T 85 BB A Amazon Firewall Manager 459 Organizations B91S1E 8RS -

$ aws organizations enable-aws-service-access \
--service-principal fms.amazonaws.com

MRKID , S STFEFEEARE,
* Amazon API : EnableAWSServiceAccess

£ Firewall Manager Z A EE 15 R R
EXRREEPAFBRRNES  BSEZLETESAFRBHRE (b 69),

BB LAE A Amazon Firewall Manager 2% Amazon Organizations T 22 R{ESEi5RINE,
Important

BRI R B A Amazon Firewall Manager ##| & = T B3R EZ A 5 Organizations KI5 K.
X ®it Amazon Firewall Manager A fTFTEMEMAERE |, SINBRRSTEESEN T RK T E A
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Amazon Firewall Manager

B, NYEBTEMEM Amazon Firewall Manager RN TEZAEMN , T 2EAXLESTRFTL
H,
R &M A Amazon Firewall Manager ##| 5 TEZAFEHRNR , NETETRIXLEDSER,

£ A Firewall Manager % & 2 B EE 17 RIXR

B LARR (Amazon Firewall Manager 7F & A R 1B/ PWIEES —NIKFYER Amazon Firewall
Manager & 5 Ik~ #9188 8 S MUE Amazon Firewall Manager B2 G K.

MESHCELEE RIS |, N AMEF Amazon Organizations B2 = 3 Amazon Firewall Manager i%&
BE— I HHEBEAKS.

&A1 LA A Amazon Organizationsi2#l& , Bid =T Organizations Amazon CLI &% , i EFBI AAREAD
Amazon SDK A #J Organizations API &4k B EE1H B R,

Amazon Web Services Management Console

£/ Organizations 1 & Z AEERS 15 R R

1. & %% Amazon Organizations & &, BH4HMEL IAM AP BHREEEALAEERKS PN IAM B
%,

£ Services ( fR%5 ) TWE L , # 2| Amazon Firewall Manager 1T , SREEF1ZRFH B o
£ Disable trusted access (ZBEEHRINR).
ERINHEESR A disable , AA/Fi%$F Disable trusted access (ZREE AR R).

MR R R Amazon Organizations FEE 5 , 1§ & 1F Amazon Firewall Manager N EE & , 4]
NEAUERAERHESTEEAZRS , FEFTELE Amazon Organizations.

o bk own

Amazon CLI, Amazon API
A Organizations CLI/SDK ZREERS 17 E X R
BRI AR LT Amazon CLI 8 5k AP REZEBEERS A :
» Amazon CLI : disable-aws-service-access

B LLEITUA T 5 A2 A Amazon Firewall Manager #£7 Organizations B ERS -

$ aws organizations disable-aws-service-access \
--service-principal fms.amazonaws.com

MEBERI , H VTR EEMHE L,
* Amazon API : DisableAWSServiceAccess

7 Firewall Manager SR ZEIRXEERIKF

FRAKFEENEAANERERAR , MLKFq“E’JFHF*ﬂﬁ@—IJ«XXT Firewall Manager H{TEERE , &
R ‘ﬁ‘EHﬂkﬂmmfiLﬁF‘qﬂﬂ’JFﬁFjﬂ@?ﬂ TIRVE, XTTLARE BY S A A M E R S Firewall Manager E’J"‘ii
Fo

R/UR

R & Organizations EEIKF Y IAM AR RAEF 8K & K EE AL H Firewall Manager
NEREER,

A< AMAEE R R W3S E A LR Firewall Manager B2 R 91588 , 525 (Amazon Firewall Manager 7+
K ARIERE) PRIZE Amazon Firewall Manager B2 R Ko

86
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https://docs.amazonaws.cn/organizations/latest/APIReference/API_DisableAWSServiceAccess.html
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Amazon GuardDuty

Amazon GuardDuty 1 Amazon Organizations

Amazon GuardDuty 2 —MFENRLKEERS , TNBEL T TNGESHEER , &HBEMEIRERML
22T RiABAmazon R BN BAN. RELBRWEEEY, XOEENAR. CAERENEIRES
EE P by, URL SEEEHEZ LM Amazon Elastic Compute Cloud SEHIMBE TR T EEEZERYE
ERE,

B LUE A Organizations BEA L HFTAK S H GuardDuty , MT#EBIfEI{t GuardDuty K EE T{E,

BXEZER , 856 (Amazon GuardDuty AF#ERE) FHEMA Amazon Organizations B GuardDuty
T F

AT E R A# B8 Amazon GuardDuty 5 Amazon Organizations /.

BEREMRN , gIZ2T —IMRSHEXAE

HEFRAAEHER  FELAANEEKFFEHNEATRSEXAR, XEAE AW GuardDuty &
H LAY 4H LR IK W?ﬂﬁiﬁﬂ’ﬂsﬁfﬁo R B Y% GuardDuty #l Organizations Z RIZATE1HE , SEMNA
DhIBRR Z KR, B EERIRA G,

+ AWSServiceRoleForAmazonGuardDuty fRFHEX A& 27 24¥ GuardDuty & Organizations £ RHI K
PHREZCEN, BEXEZELR , 51 (Amazon GuardDuty A #E/E) SR A Organizations B
GuardDuty K

+ AmazonGuardDutyMalwareProtectionServiceRolePolicy REMEXABREEF AT GuardDuty
Malware Protection Bk R B 81N, BXEZER |, 55 (Amazon GuardDuty AAF1ER) H#Y
GuardDuty Malware Protection #J iR 5 #2< & @R

BSHEXABERANBRSEEA

+ guardduty.amazonaws.com , H AWSServiceRoleForAmazonGuarddDuty BRESHEXBBFER,

+ malware-protection.guardduty.amazonaws.com ,
AmazonGuardDutyMalwareProtectionServiceRolePolicy IREHEXARHFEH.

£/ GuardDuty /8 R{EEH AR

BXRBAGEVRANRAENBRNEE , FSEATFAEHHEAAENR (p. 68).
& 2 854E A Amazon GuardDuty /8 R{EEH R,

EEFER AN ERELRN GuardDuty EE 5 2 81 , Amazon GuardDuty FEEX Amazon Organizations
HEFEHENPR. MREMFERA GuardDuty HHESHEEZRXEER , GuardDuty & B3 R 1EE AEEH R
PRo

B2 , MREMEH Amazon CLI REA Amazon SDK RBZ X EER A, , BAESM
BA#IAA EnableAWSServiceAccess BRIEHIBERZERAEAS . RE , BALAEA
EnableOrganizationAdminAccount 3RZ#E GuardDuty B & K .

£ GuardDuty ZREFE1H RN R

BXREAGFEVRMENRNESR , BSRELAEHEMBENNR (p. 69).
B X BEfE A Organizations T EZRFEEHRNR.

A LAUBTIE 1T Organizations Amazon CLI f5% , RE WA E A Amazon SDK ##) Organizations AP 1
YERE AFEHRINBR,

87
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Amazon Inspector

Amazon CLI, Amazon API
f# A Organizations CLI/SDK ZR{EERS 17 B R
ZALAERA LT Amazon CLI 85k APl REZEAEERSHIE :
* Amazon CLI : disable-aws-service-access

A LB T T 8 S B2 A Amazon GuardDuty #E3 Organizations BISEBRS -

$ aws organizations disable-aws-service-access \
--service-principal guardduty.amazonaws.com

MRKID , B STFEFEEARE,
* Amazon API : DisableAWSServiceAccess

7 GuardDuty FERAZEREE A K

MRAKFEENAANZREEAN , ZIKSPRAFAAEATLX GuardDuty TEERRME , BN R EE
HARERKSFHAFRABHITERE, XAUNFEPEFARNERE GuardDuty WEE ST,

R/MRIR

BEXRRAKFIEENEREEAPMMENNRNES | 2050 (Amazon GuardDuty A 1EF) #
WIEEZEREERAFIEHNNR,

BE-MHEAKFEHN GuardDuty WEREEER
BFSAREZREEAFMMRAKS (24 ) MEEZREERFRMEAKS (API)

Amazon Inspector 1 Amazon Organizations

Amazon Inspector 2 —T BZRAEERS , THLIAE Amazon EC2 MIRBRIEARPRESFERMR
HAMEBEAMERE,

f# A Amazon Inspector , #2 R FEH Amazon Inspector ZEFE—NMEBE AN |, BIATEEE T Amazon
Organizations KREKMIZ MK, ZEHEE R FHALEE Amazon Inspector , FFREBRAREBHALIRN
TENMUTESHEHENR :

- BRSEANKAKFHNEAE

- BENBENMLLENERERIE

- QIEMEEEZEAN

BREZER , 551 (Amazon Inspector A #8R) FHEH Amazon Organizations BEZ MK

AT LU LA TS 15 B BE BH 485F Amazon Inspector 5 Amazon Organizations S/

BEREMXE , gIZ2T —1MRSHEXAE

LTFRSHEXACSELZBAGEEHRNBRNENEAANETEKRS HEIE, ABAF Amazon Inspector
ERALPHEAKS ARITEZFNRE,

RABEEZEA Amazon Inspector & Organizations Z BIMEETHEIRRIE , 20E 10 R 8 M ALl BR AR 5 Ik
P, BRI AR,
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https://docs.amazonaws.cn/cli/latest/reference/organizations/disable-aws-service-access.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_DisableAWSServiceAccess.html
https://docs.amazonaws.cn/guardduty/latest/ug/guardduty_organizations.html#organizations_permissions
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Amazon Inspector

* AWSServiceRoleForAmazonInspector2

BXEZER , BHZH (Amazon Inspector AFIER) HHVFIRSHEX<AE AT Amazon Inspectors,

BSHERABERNRISELEA

B FHREZSHEXACIREANACE UNEEXRBNNRSZERX AEE, Amazon Inspector FEHH
REEXABAUTRESERARFIHENE :

* inspector2.amazonaws.com

£/ Amazon Inspector /5 FA{E £ 15 R AR
AR RELHARBTERBNOES WS AT T/ERAFBORE (. 68),

Amazon Inspector EEEBX Amazon Organizations FEFEHRIIE , RGBT EEREHELFENK R
KHREEANLBRSHERERER.

LR Amazon Inspector IEEZFEEE AR , Amazon Inspector & B3I A IZH AL /F FH Amazon Inspector
EEH R,

B2 , MBLREMFEA Amazon CLI HE Amazon SDK BiBEEEZEE AN, |, MR NKR
BT EnableAWSServiceAccess BIEHIBMBSEHIERNS T, REEMLLAAR
EnableDelegatedAdminAccount BAZEE Inspector BE A MK,

& LU IZ 1T Organizations Amazon CLI a8 % , E A FEA Amazon SDK Y Organizations API #
Y3k i3 FEETHEIER,

Amazon CLI, Amazon API
f# A Organizations CLI/SDK /3 A{E1EIRSS 17 B X R
BRI LAER LT Amazon CLI 5k AP 2468 AEERS HRIR
+ Amazon CLI : enable-aws-service-access

BRI LU ITEA T 83 S LA Organizations J& F Amazon Inspector fE R S1ERS -

$ aws organizations enable-aws-service-access \
--service-principal inspector2.amazonaws.com

MRKI , S STFEFEE MR H,
* Amazon API : EnableAWSServiceAccess

Note

WMREFEH EnableAWSServiceAccess APl , BEEEZRA
EnableDelegatedAdminAccount JAZIE Inspector EE R K

£/ Amazon Inspector Z F{E{E 15 A1 AX R
BEXEAGEHRAMENRNELR , WSHEELAFHRAMENNR (p. 69)o

R B Amazon Organizations B2 /- F I EE & AT LAE A Amazon Inspector 2 A EE 17 B AR,
& MR AE A Organizations T 22 F{E{E 15 RIRER,
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Amazon Inspector

A LAUBT IZ 1T Organizations Amazon CLI #5% , RE WA E A Amazon SDK ##) Organizations AP 12
YERE AFEHRINBR,

Amazon CLI, Amazon API
f# F Organizations CLI/SDK Z R {EERS 5 RINER
AT LA LU Amazon CLI sn 5 AP BREZREERS R :
* Amazon CLI : disable-aws-service-access

B BLUBTEL T @S BAEA Organizations 2 A Amazon Inspector E R EEBRS -

$ aws organizations disable-aws-service-access \
--service-principal inspector2.amazonaws.com

MERI , kH TR EEMHE L,
* Amazon API : DisableAWSServiceAccess

79 Amazon Inspector BHAZAEE G IKF

f&Bh Amazon Inspector , A LAEE Amazon Organizations [REERABNEE R EHAL DN ZNKS,
Amazon Organizations B2k AL NN E—IKFIEE R Amazon Inspector WEREERKF. EREE
B R EBALE Amazon Inspector , HIRBARREWALARITEMU TESHEENR - BAREAFTKA
WPHRE, EEMNENMMOULENERERBE , URIBHNEEZ AN

EXZEREEANMMASEALDKFNESR , B35 (Amazon Inspector AF#ERE)Y TR THEEIAKF SR
RIKF 2 BHI<R,

OEHALAEEKFPHHEERFAEN Amazon Inspector EBEZIEEER .

BRI LB Amazon Inspector #HIA S APl , & BN A Organizations CLI 5 SDK #1E , RIEEEZHR
EERKF,

R/MRR

R A Organizations EBIKFHH IAM AFSAGEENEMNRAKFPEE R ZHALF Amazon
Inspector WERREER,

E# M Amazon Inspector BHIABMEBEZREER , H2H (Amazon Inspector BFER) FHTHR 1 B
F Amazon Inspector - ZIKFIRE,

Note

B MMFEE R Amazon Inspector BN X 1518 A

inspector2:enableDelegatedAdminAccount,
Amazon CLI, Amazon API
MREFEH Amazon CLI ED Amazon SDK BiBZEHXEE A, |, WA LUERUTH S :

* Amazon CLI:

$ aws organizations register-delegated-administrator \
--account-id 123456789012 \
--service-principal inspector2.amazonaws.com
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Amazon License Manager

+ Amazon SDK : #§H Organizations RegisterDelegatedAdministrator BIEFIMK G MK #Y ID
5, KRS principal account.amazonaws .com WE NS,

N Amazon Inspector ZHZEHEEE R

2B Amazon Organizations BB FHERRFENALFRIBRZREERK,

BRI LAE A Amazon Inspector #EHIA = AP, & B A Organizations
DeregisterDelegatedAdministrator CLI 2 SDK 4 , RIMBRZEREE R, EFEH Amazon
Inspector BHEIAMBRZERERR , i52H (Amazon Inspector AFIER) HHMIBREZEREER,

Amazon License Manager. #1 Amazon Organizations

Amazon License Manager 1t 7 4N EF TIEEB R EZHNERE, £ Amazon B ERMIZHER
FERAER BT (BYOL ) AT ERA , B, NAENEFTIEERLEFATEAR. BEETHRN
UAHNEEERS  SEATUNTFNNNENERBREEREINURE , ERETEANBREBEZHFL
T,

BT ¥F License Manager 5 Amazon Organizations 8558k , WA U EEMNMALADZHTERFENEKS X
M,

£ License Manager WE £ 8 | {2 License Manager 58,
LU E B AT &8 B #20F Amazon License Manager 5 Amazon Organizations £/,

BEREMREN , gIZ2T —1MRSHEXAE

UTRSHEXACRELEAGEHRNIRN B EALANEEKF PR, AR AT License Manager
ERE L PR A AT P AT ISR E,

RBEEEHA License Manager H Organizations ZRIFEEHE , REMREMNALRRRK KRS |, B
REMIBR SIStk AR,

* AWSLicenseManagerMasterAccountRole
* AWSLicenseManagerMemberAccountRole

* AWSServiceRoleForAWSLicenseManagerRole

BXREZER , HS R License Manager B2k A &M EMH License Manager B RAIKF A&,

BSHERABERNBRISEEA

O HHRSEXBEIAEANBEELNEEXRRENN RS ZEAEME. License Manager fEFRIHY
BRSEXBENUATRSZELEARTFHREANR :

° license—manager.amazonaws.com

® license—manager.member—account.amazonaws.com

{# A License Manager /5 F{EE 15 H R
BXBREEHRNBRABERRIES , ESHE AT SRR ENR (p. 68).
& L RE(E A Amazon License Manager /8 R{S1E15 RN R,

£ License Manager /8 S E 15 RN R
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Amazon License Manager

BATER Amazon Organizations B K/ &% License Manager , # ¥ HE 52 License Manager Ik
HXBt, BXREE , BFSAEE Amazon License Manager I8 E. NAFERL , RITEFN BT T B
P

“Ho

Important
ZERR— M EO3E. ETFERUEERE,
£ Organizations # License Manager 2 [81 /3 F{S 15 B R

fERHELANEEMN B FEAmazon Web Services Management Consoles
% License Manager 214 , A/FER Settings (IRE).

pri= gL

1%3%F Link Amazon Organizations accounts (3<Bx Amazon Organizations i F).

Sl

5 License Manager £ B{EE 17 11X BR
BXEAEFEHEFMENRNER , ESRZILTEHRIAENNE (p. 69).
& A BEfE A Organizations T EE BEEHRINER.

& LU IE 1T Organizations Amazon CLI &%, REFAEA Amazon SDK ## Organizations API #
YERZEREEE RINR,

Amazon CLI, Amazon API
f# /A Organizations CLI/SDK Z R {EERS 5 RINER
BRI LAERA LT Amazon CLI 85k AP 2R AEERSHIE -
» Amazon CLI : disable-aws-service-access

B LUETEL T S LAZ B Amazon License Manager 4E8 Organizations B {EBRS -

$ aws organizations disable-aws-service-access \
--service-principal license-manager.amazonaws.com

MR, kST EFEEAHEE,
* Amazon API : DisableAWSServiceAccess

A License Manager ERZERXEERIKF

THAKFEENAOANZREERR , RS PHAFRABTILN License Manager UTERRE , &
MAERALEEKFPWAFRACRTRE, XATUBHEFEHELANEES License Manager N EE %
FFo

EFRAKFERER License Manager WERE R , HRB (License Manager AFE/) FirfZEREE
ARNTTIRE, RABRER , RIMNEX#TT 8L,

A License Manager EMZE L EE [ K F

& ALA LK E MK & F 2 Amazon Web Services Management Consoles
S E License Manager ## & , /51 Settings (IR E).
& Delegated administrators (ZHEEE R) T , #%#% Delegate administrator (ZFEEER).

WAL D E K Amazon Web Services Ik K ID 5 , A51%$E Delegate (£1). BTEFERERE
KA ID. EARERAKS

e h =
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Amazon Web Services Marketplace

Amazon Web Services Marketplace. # Amazon
Organizations

Amazon Web Services Marketplace 2 —MNERRMAEN KR FL=mE R , ZBEI T URABER, WX,
HENEEWNERRIEREELSFENE=55%4. BEMES.

Amazon Web Services Marketplace & #&1E Amazon Web Services Marketplace F £ #9 Amazon
License Manager B|2FME BT A, HBSHLATHEMKSHE (RFIHREIR ) BETF AT
Bt , Amazon Web Services Marketplace &2 & 21X Lk /= &Y £ iF Al

BXEZELR |, 52 H (Amazon Web Services Marketplace SRERER) FH Amazon Web Services
Marketplace H RS HEX A&,

AR E BT &S Bh & F Amazon Web Services Marketplace 5 Amazon Organizations £/,

BEREMRE , gIZ2T —MRSHEXAE

ATRSHEXACRELBAEEHRANRN B EAANEREKS PEIE, AGARYT Amazon Web
Services Marketplace T840 43 /b B9 40 MK P~ AT RIS H IR 4E.

RAEHEZA Amazon Web Services Marketplace l Organizations Z [AIBEEHENER , REMREMAR
FRIBRE R IKF | BT EEMIBRS ISR A,

* AWSServiceRoleForMarketplaceLicenseManagement

RSHxABERANKRSEREA

E—HoFHRSEXACGREANACE LNEEXRBEINNWRSZE AEE, Amazon Web Services
Marketplace EAAMNRSHERBABAUTREZSZELRAR T IHENER :

* license-management.marketplace.amazonaws.com

{#F Amazon Web Services Marketplace 8 F{EE 15 R R
X EBEEHINEFERRGES , BSH A TEHEFBHNE (. 68)

& LUE A Amazon Web Services Marketplace 2|4 5 Amazon Organizations 4| & /8 A TS,
Important
R ZUB B R AT RERE A Amazon Web Services Marketplace 12 & & 5 T £k 3L 5 Organizations
HIEEM ., X A1k Amazon Web Services Marketplace HUTFFEMEMEE , SIS EREZFAIENR
o BIELRTTEME A Amazon Web Services Marketplace 1248 T B 5 AR HNITIXLIRES
R, BXEZEE , BSELLEHA (p. 68)
mREFEA Amazon Web Services Marketplace ##H &R T E B AEEHRNE , MBTLETRKIX
LB,

E{F A Amazon Web Services Marketplace #2414 /5 B S5 RIAR |, HHITUTIRE :

iE2 ¥ {Amazon Web Services Marketplace EFRE®) FHIH Amazon Web Services Marketplace €12 ik
SHRAE,

£/ Amazon Web Services Marketplace 2 B {EE 15 AR
BX R ARG ARBRERRIES  WEH A TEAFREORE (b. 68).
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Amazon REEEE

& 2 854F A Organizations T £ /8 BEEiFRIRER.

A LUBTIZ 1T Organizations Amazon CLI 5% , RE A EA Amazon SDK ##) Organizations AP 12
YERZREEHEINR,

Amazon CLI, Amazon API
A Organizations CLI/SDK ZREERS 17 E R
BRI AR LT Amazon CLI @85k APl REZEBEERS AR :
» Amazon CLI : disable-aws-service-access

B LUE T T 85 LA A Amazon Web Services Marketplace 8 Organizations IS 1E RS -

$ aws organizations disable-aws-service-access \
--service-principal license-management.marketplace.amazonaws.com

MBI, TR EEMH .

¢ Amazon API : DisableAWSServiceAccess

Amazon Network Manager 5 Amazon Organizations

& B Network Manager , A BL#8 Amazon Ik, X FIAith{y & &£ EE Amazon Cloud WAN %0 M £
F Amazon Transit Gateway P&, EEIZKF XIF , BN ERNEM Amazon Ik PRI EANLIRM L
ARG Network Manager 2 #1835k B Z/NK 8 PR OEMEZ £ IRF L,

1E£ Network Manager H Organizations Z[8/3 B AIE AR R/E , EMHZ X EE A MEEIK
PHRIMARAKSPEHBBNRSEXASE , ANTERM MBI ZEKMEHN TR, £ Network

Manager ##H &% , FMHNEREEANEERFATURARRKS REIBBHUATEENL

IAM £ : cloudWatch-CrossAccountSharingRole ( B F S SENEHEH ) M
IAMRoleForAWSNetworkManagerCrossAccountResourceAccess ( A TEENEE S KRR
HETRABHRENR )

Important

o BRATBZUVE SR Network Manager & REBZSKFIEE ( BR/ZAATEHRMNBRARZE
MECEEIMEREER ) . MEFIAEEXEEEN , RECBINMELENRSHEXAGH
BEX IAM BEHBRLKFIHRIMENRAKS , HHTHNNERE,

+ 7 Network Manager #2244 #5 Network Manager /& B /{5 iF R} , #41AZE4/FH Amazon
CloudFormation StackSets fi%. Network Manager {# /i StackSets KB Z K EERENH
EXIAM A6,

B % fF Network Manager 5 Organizations £ EZE L , 51 (Amazon VPC AFER) HHE
Network Manager # £/ Amazon Organizations EEZ MK

LU E B AT &S B #8F Amazon Network Manager 5 Amazon Organizations £/

BEREMREN , gIZ2T —IMRSHEXAE

BRATWEHRNRR , RENEHEMFIALAKFFRIBUTRSExAE, EEIXLEAR® | Network
Manager 8B EHARPIKF AT ISM0IRME, MRZRATEIHENER , Network Manager R aM4A
OFMKFRBERIXE AR, EALIGER IAM 258 FEF 3R,

EEK
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Amazon Resource Access Manager

* AWSServiceRoleForNetworkManager
* AWSServiceRoleForCloudFormationStackSetsOrgAdmin

* AWSServiceRoleForCloudWatchCrossAccount

B3 P

* AWSServiceRoleForNetworkManager

* AWSServiceRoleForCloudFormationStackSetsOrgMember

MENMKAKFEMNBRRERRAN , REFEZZREEAKSPEIRATHMASR

* AWSServiceRoleForCloudWatchCrossAccount

BSHEXABERANBRSEEA

BSAXABRAEENZABE LNEERRRNNRS EHRA.

+ XF AwWSServiceRoleForNetworkManager service-linked Bf , ME—EHRRBEH RS X4
£ networkmanager.amazon.aws .Com,

+ XF AWsServiceRoleForCloudFormationStackSetsOrgMember BRZHX AR , HE—HE RN
PREVARSS £ 452 member.org.stacksets.cloudformation.amazonaws . coms

+ XF AWSServiceRoleForCloudFormationStackSetsOrgAdmin [REHXAE® , H—REIHRINE
MRS £ R stacksets.cloudformation. amazonaws.coms

+ X F awsServiceRoleForCloudWatchCrossAccount [REMEXREE | H—HAEHRNBEN RS 4

& cloudwatch-crossaccount.amazonaws . CoNo

MEMPRXEAE | NFENE Network Manager B2 0K = ThE,

# A Network Manager /3 F 0] {5 i @) 1 BR

BXBRAERBRNEBERENBHNESL , FSEAATFAEHEAENSIE (p. 68).
2 & Organizations EEEKFHEE R ENE AX EftAmazon RE M AE1H B NR. SHEFEA Network

Manager ##l&BRATEHRENR , LG HIANREZ, BXEZSEL , HS6 (Amazon VPC AF#E
) HHITE Network Manager 1 {# | Amazon Organizations BEZ MK o

79 Network Manager g AZ X EE G K

FRAKFEENALNEREERE , ZKFPFHFNAFNAGEEB I Network Manager 3 1T4 kR REEH
HAZBKFFAFRNAFPFRACRITHERRE, XEMNTHFALNEERS Network Manager W EE 5 F .

BRMENGR R K E N AL B Network Manager ZEEE AN , 550 (Amazon VPC A1
) FHEMEREER,

Amazon Resource Access Manager #1 Amazon
Organizations

Amazon Resource Access Manager ( Amazon RAM ) 7 ik B 5 H fttAmazon Web Services Ik H ERIEE
WAmazon#iR. XR—MEFXRS , BESNMKF IHEFREZREN Amazon BIREMHE—BNHEFE,

Amazon RAMEX WEZEE |, 2@ Amazon RAM AFiERE.
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Amazon Resource Access Manager

LAUR{E BT BB B #8F Amazon Resource Access Manager 5 Amazon Organizations 5.

FERSERE , SIZT - MESHEXAR®

UTRSHEXACLELEREEHRANRN A EAANEREKRS F0IE, AG R Amazon RAM £
BB R R AV ALK RIT IFRVIRE,

QBEEA Amazon RAM 1 Organizations Z [BIFEEFRINER , SEMRENALFRRRAKS |, BF
gERBR RISt BB,

* AWSServiceRoleForResourceAccessManager

RSHxABERANKRISEREA

B FHBSEXACIAEBENABE LN EERRENVRZZELABE. Amazon RAM ERK RS
MXABHUTRSEZEXARTFIHRNR

® ram.amazonaws.com

£ Amazon RAM 8 A{EEi7 R X R

BEXBRETHRANRAENRNES , BSRE AT IEHREIFTENNE (p. 68).
& BAfE A Amazon Resource Access Manager # & = Amazon Organizations ##I& /8 A RS/ HE.

Important

BB BB R ATRERE A Amazon Resource Access Manager ## & 2 T 23R 3XH 5 Organizations
KSR, XAk Amazon Resource Access Manager HU{TFTBENEMEE , flNS|BIRSFIENE
B BEIELTEMER Amazon Resource Access Manager 128 T B /5 AE R IMITIX LIR/ES
B, BXEZER , HSELLUA (p. 68).
R EEA Amazon Resource Access Manager ## A T EEAEFEHRNIE , MBLETRIX
LS,

£/ Amazon RAM #Z#I A CLI 5 AEEHRIR

B2 (Amazon RAM A #E/) M 72 ¥F 5 Amazon Organizations #=,

A LUBT IZ 1T Organizations Amazon CLI 5% , RE WA E A Amazon SDK ##) Organizations AP 1
Y3k B REEH RIUR

Amazon CLI, Amazon API
f# A Organizations CLI/SDK /3 AE1EIRSS 17 B X R
BRI LAEA LT Amazon CLI i Bk API #2468 REERS HEAR
» Amazon CLI : enable-aws-service-access

BRI LLUEIT LT 85 LUB B Amazon Resource Access Manager #E3 Organizations B{E1ERSE -

$ aws organizations enable-aws-service-access \
--service-principal ram.amazonaws.com

MERY , W ST EEMAH L,

96


https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
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Amazon Security Hub

* Amazon API : EnableAWSServiceAccess

{5 Amazon RAM Z A{ET 15 B R
BXEREAGHAERRNES  BEEEL TEDEFEGRE (o, 69).

BT BAfE A Amazon Resource Access Manager %% Amazon Organizations T 22 AEEHRNR,
Important

BB INAR R AT8EE A Amazon Resource Access Manager ##l& =5 T EXZ A 5 Organizations
KSR, X AL Amazon Resource Access Manager ITFTBENEMER |, fIURBRRSFTBEEE
WHERBFE AR, NYETEMEH Amazon Resource Access Manager 121 T B2 HERAT |
TAEFERXESRBETLHE,
R &M A Amazon Resource Access Manager #8585 TEZAEEHFRNR , WETLTETHIX
LS,

£ Amazon Resource Access Manager #2#I&A = CLI /5 B{EFEH AR

EFZH (Amazon RAM AF#ER) H M R iF5 Amazon Organizations #£=,

& BUEIZ 1T Organizations Amazon CLI &% , REAAEA Amazon SDK ## Organizations API #
YERZEREEE IR,

Amazon CLI, Amazon API
£ F Organizations CLI/SDK Z R {EERS 5 RNER
ZALAERA LT Amazon CLI 855k APl REZEAEERSHIE :
* Amazon CLI : disable-aws-service-access

B LLUEIT AT &S LA A Amazon Resource Access Manager #E3 Organizations B{EERSE .

$ aws organizations disable-aws-service-access \
--service-principal ram.amazonaws.com

MERI , kH BT EEAMHEE,
* Amazon API : DisableAWSServiceAccess

Amazon Security Hub, Hl Amazon Organizations

Amazon Security Hub 2t 7 &7 Amazon FIEZLRENLEUE , IBHERERBEREFERZETL
REMRERXR.

Security Hub M#EIAmazon Web Services Ik, ZERNAMazonfiS AR Z X FNE=FSEKE™ @
PIREZLBIE, CUAEBEIMZLBBHBERSRERNZ2EE,

LB ERER Security Hub Fl Amazon Organizations B , ST LA B3 EHI AT B IK 8 B Security Hub |
BERMBEFKF . XY KT Security Hub REMAELRNESEE , NI TLLEESE B £ T HE
MEAZERR.

B> Security Hub WEZEE |, 21 (Amazon Security Hub AFER) -

LURE BT &8 B 80 Amazon Security Hub 5 Amazon Organizations &,
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https://docs.amazonaws.cn/securityhub/latest/userguide/

Amazon Organizations f FF 55
Amazon Systems Manager

BEREMRN , gIZ2T —MRFSHEXAE

LTFRSHE<ACSESBAEEHRNBNENEALANEERKSHEIE, kAR Security Hub 7E1&
40 R LB AR TK P AT SRR IR 1R,

RELEEA Security Hub 1 Organizations Z [BIMEEHENR , EWMREMNALFMERKAKS | BT
REMI RS IS Rt B 2,

* AWSServiceRoleForSecurityHub

BSHEXABERANBRISEEA

Lo HHBESEXABCIAEANACELNEFEXRRERNRSZEAEBME. Security Hub ERARS
HMXABNUTRSZRARTIHRNR :

* securityhub.amazonaws.com

{# A Security Hub /8 BS1E17 R R
BXBRAGEREANBRAMENRNES , BSRATFIEHETENNE (p. 68).
LB Security Hub FEEEZHEE R BT , Security Hub £ B3 ALALLAFEY Security Hub /8 AEEHRINER,

79 Security Hub E AZREE R K

RRAKFEENAANZREERRAN , ZKSFHASMNABR TN Security Hub HUTEEERAE , FUA
REHARERKS FHAFRACHKITERE, XUNFEYEFARNERE Security Hub HEER DT,

HETHERER , 52500 (Amazon Security Hub AAF1EREE) HIIEE Security Hub BE R Ko
BE—NMEAMKFER Security Hub WEREE R

1. {EFAEHK Organizations BRIk &,
2. WITTOREZ—
. MRS EENK KRB A Security Hub , MFE Security Hub #2#]& £ | #%4% Go to Security Hub (3%
Security Hub),
- MBEBHEERKFEEFA T Security Hub , MFE Security Hub #2#|& £ |, 1% Settings (IR &),
3. 7 Delegated Administrator (ZEEER) & , WA ID,

Amazon Systems Manager 1 Amazon Organizations

Amazon Systems Manager IhEEME S , ATUSKIN Amazon BRIRK AT AR 24, Systems Manager
VBRI TN RE AT LA S Organizations ¥ EEMA , SUEELA LN FTEAmazon Web Services i FIE1T,

+ Systems Manager Explorer & —NA] BE LR EZRFIER , A FREERAmazonERHER. BATL
f£F Organizations F Systems Manager Explorer , #4141 2 {9 FT 5 Amazon Web Services i F° B 124
BiE, BXEZELR , 510 (Amazon Systems Manager A 3#55) HHY Systems Manager Explorers

+ Systems Manager Change Manager & — Ml EEEEER , ATiER, #itHE, SEMNRERNARFLR
BENMEMERNBRETE, BXESEER , H2M (Amazon Systems Manager FIF1ER) F# Amazon
Systems Manager Change Manager,

LAUR{E B AT &8 Bh#8F Amazon Systems Manager 5 Amazon Organizations 5.
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https://docs.amazonaws.cn/systems-manager/latest/userguide/change-manager.html
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Amazon Systems Manager

RSN, SIZT - MESHEXAR®

LTRSHEXACAELZEAGEHRNENBENEALANEEK, F6IR2, kAEAY Systems Manager
EZRAE L PR A LMK AT ISR,

REEEHA Systems Manager # Organizations ZBHEEHENR , HEMRBMNELRPIBRERZKF |
BB RIEI N AE,

* AWSServiceRoleForAmazonSSM_AccountDiscovery

BSHRABERNBRISEEA

=B FHBRSHEXACREENABEUNEERRERVRSZLAEME. Systems Manager AR
BEERABNUTRSZREARTIHRENR :

® Ssm.amazonaws.com

£ Systems Manager /8 FA{E1E 177 R BR

BXRBREELRNRABERROEEL , TSR A EHRPAFHNER (p. 68)

BRI LAEF Amazon Systems Manager # %A 2 Amazon Organizations 2 #1& & A /{E 15 8,
Important

BRI IER B A Amazon Systems Manager 2] & 23 T EX3XH 5 Organizations FIE K.
X Hik Amazon Systems Manager BTFTENEMEE , AINCIERSAENRR. BRELELE
£ Amazon Systems Manager {2t TE G RSB MITXLERESR, BEXELER , B2
L% EA (p. 68)o

MREMEA Amazon Systems Manager £ #l A5 T E B AEEHEINE , METETRIXLDSR,

£/ Systems Manager ##I& & B EFE 15 R BR

B RMER Amazon Organizations EEK - H 2B FHERL . BXESZRELR , HSH (Amazon
Systems Manager AP §R8) HHIIZE Explorer LR RK B 2Nk - 7 K8 1 B,

& T LAE Fl Amazon Organizationsi#2#l4& |, BT Amazon CLI 8 , REBEI WA HH —4 Amazon
SDK HHY API 24E3R S BEE TR ER,

Amazon Web Services Management Console
E A Organizations 1##| & B AGERS HREINIE , HHRITUTRE :

1. & %3Z) Amazon Organizations £#| &, &S 1AM AP SR RBEALESEKSFH IAM B
2%,

2. f£ Services (fR%%) W@ L , #Z| Amazon Systems Manager 17 , 2 RENEH , REiEE
Enable trusted access (/8 AEE 1 RIER).

3. EWIANIEES , B A Show the option to enable trusted access (& R /8 AEETH RN BRAYETR)
EEPHMA enable , ARG Enable trusted access () FAEEHRMNR).

4. WMREAZ Amazon Organizations WEE R , & 1F Amazon Systems Manager WEE R , 4]
NEGUERAERS AR ZRSXKLE Amazon Organizations,

Amazon CLI, Amazon API

f# A OrganizationsCLI/SDK 8 S 1E RS 1 B X R
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Amazon Systems Manager

BRI LAUE R LT Amazon CLI 55k AP| BB AEERSHRINE -
* Amazon CLI : enable-aws-service-access

AT LUE T UL T 85 BUB A Amazon Systems Manager 4 Organizations BIEERS -

$ aws organizations enable-aws-service-access \
--service-principal ssm.amazonaws.com

MRRI , S STFEFEE MR H,
* Amazon API : EnableAWSServiceAccess

£ Systems Manager 2R EF 17 RIXR

BXEAGEHHAENRNESR  BSRELAEHFRAMENNR (p. 69).

Systems Manager & EX1 Amazon Organizations 915 E 1 7] X BR = 8E1E LA 47 1 B Amazon Web Services Ik
FPRSBERE. WREZAEMTHE , N Systems Manager 3B H R ERFEMIREHE IR,

B LAE R Amazon Systems Manager 5% Amazon Organizations T 82 AEE 7B XER.
Important

BRI B R AT RE# A Amazon Systems Manager £ # & 5 T EkZH 5 Organizations B RK.
X A1k Amazon Systems Manager U fTFF EHEMEEE | ﬁﬂﬂﬂﬂﬂ”ﬂﬁ%ﬁ'ﬁﬁgﬂﬁﬁﬁjﬁlﬂﬂ
B, NYBTEMERH Amazon Systems Manager 1244 E’JI,V—FFﬁ ERE , FRERXESRET
H,

MREFEH Amazon Systems Manager ##2H AR TEZREEHRINIR , METETRIX LS R,

A Systems Manager 13 &l & £ FESE 15 @ X R

&2 (Amazon Systems Manager fiFF 15/ HHIMIBR Systems Manager Explorer &R¥iER S, BE
EFBRATENIE , %A Systems Manager Explorer 812 & RIER S

&1 LU Fl Amazon Organizationsiz#l & , Bidi21T Organizations Amazon CLI ¢ , & BI HAEA
Amazon SDK H1# Organizations API &5k & RS E 15 R ER.

Amazon Web Services Management Console

£/ Organizations 12 & Z AEERS 15 E R

1. &% Amazon Organizations & &, BH4HEL IAM AF BHREEHAAEERKF PN IAM A6
2%,

£ Services ( fR% ) W@ L , #Z| Amazon Systems Manager 17 , RBEBZBEHE o
i%$% Disable trusted access (£ RAEEHRINER).
EWIAEEDHA disable , A% Disable trusted access (R EE T EXR).

mMRE IR Amazon Organizations FNEE R , 1§ & 1F Amazon Systems Manager WEE R |, 4]
NETUFEAREHASTEZRZRS , fiﬁ?&ﬁa’&]ﬁi Amazon Organizations,

O R~ wDn

Amazon CLI, Amazon API
f# A Organizations CLI/SDK ZR{E1ERS 17 B X R
B LAER LT Amazon CLI 55 APl BEZREERSHHE :

* Amazon CLI : disable-aws-service-access
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Amazon Well-Architected Tool

B LUE T T &S A2 A Amazon Systems Manager 43 Organizations BIEEES -

$ aws organizations disable-aws-service-access \
--service-principal ssm.amazonaws.com

MRKID , B STFEFEEARE,
* Amazon API : DisableAWSServiceAccess

7 Systems Manager EAZEIXEEGIKF

FRAKFEENAANEZEREERAR , ZKFPFRAFMA BT LR Systems Manager ITEERIRE , &
MREHALERERAPHAFPRACINTERE, XATHUHEEFHEHANEERE Systems Manager WEE S
FFo

MRBALFEA Change Manager , MIFERAZREERAKS . X E2EENKFHAmazon Web Services Tk
P, BT Change Manager # BT EREIR, TEER, TEETFMANFHIER. ERKFEEEN
HONTEFL, HBRIREEMNALLUEMER Change Manager B , BEISE S BN IK P E A€
B, EFVRELNERKS . WREIANE/NKF A Change Manager , UFEEZREERK .
BE—1MRAIKFESR Systems Manager WEREER

Ak Systems Manager Explorer KIS 2 , 52 H (Amazon Systems Manager AFE®E) FHEEZRKE
b7

A% Systems Manager Change Manager Ff§ & , 52 # {Amazon Systems Manager FiF1E/) HH N
Change Manager & EH A MEFTEKF,

Amazon Well-Architected Tool-Ffl-Amazon
Organizations

Amazon Well-Architected Tool AJ & BIBIE R TEAHZAVRSH HESRFH Amazon RERKEMEIITH
B,

fF Amazon Well-Architected Tool & Organizations & £ 1k Amazon Well-Architected Tool
Organizations & F 86 B L SA LM E A & = Amazon Well-Architected Tool & REITFE.

BXREZEE | 15518 Amazon Well-Architected Tool A P8R L =&/ Amazon Well-Architected
Tool &R

LA {E B AT &S B #8F Amazon Well-Architected Tool 5 Amazon Organizations 5.

FERERE , SIZ2T —MRSHEXAS®

UTRRESHEAACAEEBEREXRHRNRN BFEHLANEEK S FEIE, AR AR Amazon WA Tool
TEIRA LRI ALRIK F RIT B NRE,

HRBEEZEA Amazon WA Tool # Organizations Z BIFEEHREINR , HEMRENALPRHERKEKS |
B REMIBRR S A,

* AWSServiceRoleForWellArchitected

RFZAEKEE AWSWellArchitectedOrganizationsServiceRolePolicy
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Amazon Well-Architected Tool

BSHEXABERNBRISEEA

=D PHRESHEXABIAEENACE LNEEXRRENNBESZEAEE. Amazon WA Tool R
BSEXABNUTRIZEARTHRANR :

* wellarchitected.amazonaws.com

A Amazon WA Tool B AEFEIH B R

REFFEH Amazon WA Tool SR BREALF I ERZE,
BXBRAGERENBRAMENRNES , TSR IEHETENNE (p. 68).
& BAE A Amazon Well-Architected Tool 2% & 5 Amazon Organizations 2 #1& B A RIS .

Important

R ZUB BRI BEE A Amazon Well-Architected Tool # & & 2 T 2R 3KH 5 Organizations FI 5%
Ko XAk Amazon Well-Architected Tool M TFTEMEMEE , SIMEIEZRSFIENER. BN
EIRTEMER Amazon Well-Architected Tool BN TEEAERRMITXERES R, EXES
E8 , BB (p. 68)0
WMREFEH Amazon Well-Architected Tool BHI AT ESAGEEHENE , MEBLEETRXLES
.

£ Amazon WA Tool #2414 /5 B /IS5 R AR

&2 ¥ Amazon Well-Architected Tool Al F 58RI £ =& Amazon Well-Architected Tool &R

£/ Amazon WA Tool ZREF1HRINE

BREAGEVHRAMENRNEER , BSRELAEHEMENNR (p. 69).
BRI LAE A Amazon Well-Architected Tool 2% Amazon Organizations T EZHEEFHRINR.

Important

BRI IER B A Amazon Well-Architected Tool 2545 T EXZ M 5 Organizations B
Mo X AL Amazon Well-Architected Tool M {TFF B EIEIE |, SIANMIERRS TEEEN TR
WHEAe, RYETEER Amazon Well-Architected Tool 2t TEZAERE |, TA&FAXE
SBRIITAE,
WREFEH Amazon Well-Architected Tool BH A TEZAEFTHENE , MEBLEETRXLES
L8

£/ Amazon WA Tool $#2&|& ZREETH RINER

&2 8 Amazon Well-Architected Tool Fi 38R I £ =& H Amazon Well-Architected Tool &R

& BUEIZ 1T Organizations Amazon CLI &% , RE A EA Amazon SDK ## Organizations API #
ek REEL IR,

Amazon CLI, Amazon API
f# /A Organizations CLI/SDK Z R {EERS 5 RINER
BRI LAE A LU Amazon CLI tn B2 AP BREZREERS R -

* Amazon CLI : disable-aws-service-access
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Amazon VPC IP # it & 38 (IPAM)

A LUE T A T an 5 LA A Amazon Well-Architected Tool 44 Organizations BIEE RS -

$ aws organizations disable-aws-service-access \
--service-principal wellarchitected.amazonaws.com

MRKD , S STFEFEEARHE,
* Amazon API : DisableAWSServiceAccess

Amazon VPC IP bt B85 (IPAM) R Amazon
Organizations

Amazon VPC IP it B 25 (IPAM) 2 —I VPC Th&E , AL BER Mt R, BRERFYE Amazon TIEMR
5 IP bt

f# | Amazon Organizations AJLAMS IR EENALORY 1P b ERAER , AERAKF ZBHE IP #itt,

BXEZER , 5 (Amazon VPC IPAM A F#E™) FHIF IPAM 5 Amazon Organizations 5.

ERALTEE A #HEIEE Amazon VPC IP it EE 2R ( IPAM ) 5 Amazon Organizations £/

RSN, SIZT - MESHEXAR®

LRGBS IPAM 25|85 E IPAM Y EnableIpamOrganizationAdminAccount API ¥ IPAM &
Amazon Organizations £ , RESTEHAANEBEKF NS INRAKFFEHNVNBUATRSHEXAR®,

* AWSServiceRoleForIPAM

BXxEZELR , #5E (Amazon VPC IPAM BFIERE) i IPAM WEREHEXAG,

BSHEXABFERANBRSEEA

B FHBSERACRERNBECELNEERRERNRSZRAEE. IPAM ERANRSHEXS
BRANUTRS EAR T HRMRR

M ipam. amazonaws .com

5 A IPAM T{Z 5 [RIX R

BEXBRAERFRNBEFERRBHEE , BSRATFTEHRFAENNR (p. 68)
Note
LA IPAM EEZREEAR , E2BINENALT A IPAM AE 17 RNR.

IPAM £ E &8 Amazon Organizations I A HEIIR , REBFEEABHNALFENRAKSE
EAERSHEREERR,

A 8EfE A Amazon VPC IP it B 28 (IPAM ) TEE RS HENR,
MRIBER IPAM 2] A  IPAM EnableIpamOrganizationAdminAccount APl IPAM 5 Amazon

Organizations $£5 , BFSBHTFX IPAM BAEHRINR. BFAGEHRANREEEAANERKS
MATERAKF PRIERSHXA® AmazonServiceRoleForIPAM, IPAM FARESHXxARKKEE
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Amazon VPC IP # it & 38 (IPAM)

AR R EC2 BXM & RAXEBM CIDR , 7% Amazon CloudWatch F 17 5 IPAM HxMigtR. BXEZE
B, 21 (Amazon VPC IPAM AF#E™) Sy IPAM MRS HEX AR,

BXREATEIHEMNERNEE | 5558 (Amazon VPC IPAM AF#EE) RHEF IPAM 5 Amazon

Organizations K.
Note

B BEME R Amazon Organizations ##| &= enable-aws-service-access APl @i IPAM &

RIERHARE,
2 A IPAM AI{F1H R R
EXEAEABAFBRENES , BSEELTEBAFBHRE (. 69),

R A Amazon Organizations EIEMK~ HHYEE & 7] LAE A Amazon Organizations disable-aws-
service-access API 2/ IPAM "S5 R4 PR,

BXERA IPAM I SRR AMERERSHXBENESR , 1525 (Amazon VPC IPAM BF1ERE) HH IPAM
MRS X BB,

& LU IZ 1T Organizations Amazon CLI &% , RE WA FEA Amazon SDK #H# Organizations API #
Yk 2 FEE TR EER,

Amazon CLI, Amazon API
f# A Organizations CLI/SDK ZR{E1ERS 17 B R
FEALAERA LT Amazon CLI 85k AP 2R AEERS AR -
* Amazon CLI : disable-aws-service-access

B LLUBE T TS RZ A Amazon VPC IP it EIEES ( IPAM ) #E8 Organizations B AJ {5 iR S5 -

$ aws organizations disable-aws-service-access \
--service-principal ipam.amazonaws.com

MERI , H TR EEMHE S,
* Amazon API : DisableAWSServiceAccess

7 IPAM ERZEREERIKS

IPAM NZREERIKF AT LE IPAM H IP habth, EEAMEEALARE IP bt FRER , UREK
RIkPHE IP #tiibith, BXEZELR , H25H (Amazon VPC IPAM AF#EE) FHF IPAM 5 Amazon
Organizations 5.

REARAEEKFFHNERRATEN IPAMEEZEEER,

B LAEE IPAM 25| A S enable-ipam-organization-admin-account APl EEZHEERR
WP, BRESZER , 50 (Amazon Amazon CLI S5 E) H enable-ipam-organization-admin-
accounte

/MR
HE Organizations EEKFH M IAM AFSAGEBEEENRAKFEE R ZALNIPAM £1E
EER,

EEA IPAM 84 5B BEZEHLEER , H2@ (Amazon VPC IPAM B8R RV IPAM 5 Amazon
Organizations &£/
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https://docs.amazonaws.cn/vpc/latest/ipam/iam-ipam-slr.html
https://docs.amazonaws.cn/vpc/latest/ipam/enable-integ-ipam.html
https://docs.amazonaws.cn/vpc/latest/ipam/enable-integ-ipam.html
https://docs.amazonaws.cn/ cli/latest/reference/organizations/enable-aws-service-access.html
https://docs.amazonaws.cn/ /vpc/latest/ipam/iam-ipam-slr.html
https://docs.amazonaws.cn/ /vpc/latest/ipam/iam-ipam-slr.html
https://docs.amazonaws.cn/cli/latest/reference/organizations/disable-aws-service-access.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_DisableAWSServiceAccess.html
https://docs.amazonaws.cn/vpc/latest/ipam/enable-integ-ipam.html
https://docs.amazonaws.cn/vpc/latest/ipam/enable-integ-ipam.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/enable-ipam-organization-admin-account.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/enable-ipam-organization-admin-account.html
https://docs.amazonaws.cn/vpc/latest/ipam/enable-integ-ipam.html
https://docs.amazonaws.cn/vpc/latest/ipam/enable-integ-ipam.html
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N IPAMERZEZEREER
REALNEEBKFAMNEERFTEN IPAM BEEZEXEER,

EfEH Amazon Amazon CLI HIBRZREER , i3 H (Amazon Amazon CLI fs 55 E) FH disable-
ipam-organization-admin-account,

EEM IPAM 25 52/ IPAM ZREZEANKS , 520 (Amazon VPC IPAM A $ER) HER IPAM 5

Amazon Organizations £/
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https://docs.amazonaws.cn/cli/latest/reference/ec2/disable-ipam-organization-admin-account.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/disable-ipam-organization-admin-account.html
https://docs.amazonaws.cn/vpc/latest/ipam/enable-integ-ipam.html
https://docs.amazonaws.cn/vpc/latest/ipam/enable-integ-ipam.html
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IAM #1 Organizations

F Y 2 2 % Amazon Organizations

AmazonI =Z &ML EREZES. /EN Amazon BF , BN EANBEASHZHRBBEALNWERMIT
EHBIE RO LRI Z 25,

Z2ME Amazon MEHNHERE. TEHEEELREBERISHN Z2UNEHh T2

« EHNELM - AmazonfA TR EAMazonEFIEZITAmazon RS ERIZHE. Amazonik[EEIRHAI LS
FERANERS. R Amazon B EITRHIN—Z9 , F=ATRZARGFERN MBI LZSHENERE, B
T ##3& A F Amazon Organizations B &M EITR , FSRESHEITXEE A Amazon fR.

s ZTHNZEM - ERREHREMEAN Amazon RFRE. BEFENHMRENAT , SELRHNBIEN R
%, BATNERURERNEEEN,

I SASAF RS B 48 T R A £ 52 A Organizations BY M AR BER, LU £/ A WA EL & Organizations
f;%ﬂli&?ﬂ’ﬂﬁé’l’iﬂéﬁﬂﬁﬁﬁo Bk & T R a0{AI 6 A H i Amazon R 55 LA RS B B M #2 FI4R 37 Organizations
iR
£33

« Amazon ldentity and Access Management, #1 Amazon Organizations (p. 106)

+ Amazon Organizations F#Y B K12 KM (p. 117)

» Amazon Organizations B & HERIE (p. 123)

+ Amazon Organizations FREVEBERE 8EN (p. 124)

« PR ERIZEZ 2 M Amazon Organizations (p. 124)

Amazon Identity and Access Management,
Amazon Organizations

158 Amazon Organizations EEREIF, X &EEIFHAE NG EAmazon®IR , H120 Amazon Simple
Storage Service ( Amazon S3 ) Ff##. Amazon Elastic Compute Cloud ( Amazon EC2 ) SRz}
Amazon Organizations 4A43EB[7 (OU ) » AT E Rt T A< MAIEA Amazon Identity and Access
Management ( IAM ) #BYAR L £ FEALMZEFE AT AEBHLANEMAE L.

N EWRAEB EEA LR WLE S , Amazon Organizations A5 H ttAmazon BEZHEE T IAM BIR R
HE, ERELNEEKFPNEER AU BT SRR MIEEKFPHAS, A4NA®  BFET
IAM BIRXBR AT Amazon Organizations £55, XL REEIEEX LR XA TRITHIRME, BT IAM NERE
B MEAFFIENE  SEEEMMIAAFRSAG. FASESE  BINEWENRERNEAmMTEA
Fo ZEFLUEREBHEMARFTEERE RNR,

3 F Amazon Organizations WAL HEE RIRE , BEEENREMMEEEKRSHHAFARE, MEED
RAKFFHAFPESERNZNALARTERRIRE , NEFEERN Amazon Organizations I RR FEE MK
FH IAM AR HEERGKFHEAAPRETZAG, BX IAM XREBNENEE , H2H (AM
APEE) B IAM FREER,

£
- BRKIE (p. 107)
o ThEEE (p. 107)
« BEEEM Amazon AR RINR (p. 108)
3 Amazon Organizations fE A E T H 3R KRS (IAM KB ) (p. 111)
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http://www.amazonaws.cn/compliance/shared-responsibility-model/
http://www.amazonaws.cn/compliance/programs/
http://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#use-groups-for-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#use-groups-for-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
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HMHWiE

« {F ALK Amazon Organizations BIE T & A A E 324 (p. 114)

S

BRI LA\ T EE— KM 5 41518 Amazon :

« Amazon Web Services iR A - ¥ Amazonkt |, BEEIR 541 Amazon Web Services i F7 < Bt
HY B FRRAF b A BRED, X ERBNREL |, SNEREXEFTE Amazon BRI T2 RN R,

Important

HTFR£ER , BEUNERARAFSIECREERAR | hEAFEXNEAmazon Web
Services P EBF XL RINEREN IAM AP, e , BUAEALERRAFRIZEFTERN
RWHEM IAM AFRFAR, BEXESZEER , H2H (AM AFER) F0 IAM SESEFNE
FZHE—NIAM EE R AFMA,

« IAM AF - IAM AP #2E/8 Amazon Web Services I F R —F 50 , TEBRERN B E R (I
i , FF 1 Amazon Elastic File System FRIEXHREHNIR ) » BALER IAM AP B MBBEFRA
R AmazonM T ( #Amazon Web Services Management Console, Amazon¥t %181z 8 Amazon3z %
Iy ) o

BRTHAFBEMNZB2N , BETUASINHPERGEZH,. EESIAMN A ATES 2 —=H Amazon
Command Line Interface ( Amazon CLI ) B4R S K5 RIAmazonfi & et , AIMERXLEZE ., HU4F R
T ESH Amazon CLI TEFAGRIZANENERBIITMZEZE, MRETEH Amazon TE |, M40

BITXiERZ B, Amazon Organizations XEFEEZIRAE 4 , EEE—MATX A API ER# 1T 50K

Wi, BXRIFERNEZEER , 50 (Amazon —iiSE) Bl LEZMAK 4 KL RiE,

 IAM A - IAM ABEETEKFFLERANS —MHEEESENREN IAM B, BELTF IAM AF , BXE

BEAREXRBK. FAIAM A& , BELIRE A AT A EAmazon RS M &R IG5 R %H. E8EE

EWHW IAM BEELTERLTREA

- RESMAFHRE - B LARLIE IAM BF , MR AXRE Amazon Directory Service, &Il A
FERS Web B EAEFNEERAF SR, XEAFEHIKESAF. EEXN S HREEBERTGE
WPRAEY , AmazonF N BKREEMAFIEAR, BEXBEAEMAFPNEZEER , H5H IAM AFERY
NS5 RAFMAL,

o BB UG - AT BAE R EIK F RE 1AM B E B —NAmazon Web Services i P 352 F Xt &K P 19 %%
BHERENR, BXRE, BFSE (AM BFIEE) FHHE - £/H IAM A8 ZRkEBEAmazon Web
Services Ik /= B9 177 R X BR

+ AmazonfRE 51 — ATLAERAEIKF HH IAM A& B Amazon RS B T3 &K F 8 & R )RR, 4l
m, AL E — /N AL Amazon Redshift (&R &1 B Amazon S3 i , AR NE#EZE
P BIEINEE Amazon Redshift £8 ., BXEZEL |, HESHE (IAM AFIEmR) FHAER
AmazonfR S EIRINEHN A,

+ fEAmazon EC2 LTI R AR - BT R HRIZBEME EC2 =fh UAHSEF L=TH R AER
FEAH K H Amazon APl iR , METUER IAM AEEEXENAREFNIRREITL, EFAmazons
BoH% EC2 RHIHEENIZRGINFIENARRFTA , &7 A28 — NN EI S5 69 SEHIE & X
KOBEEXHBTEAR , HF EC2 Rl LETHREFEBREIENEIL. EXEZELR , H5H IAM
APFEREFNN Amazon EC2 LN ARFERAAE,

SN I.Ia

i [R] 2

B LME A AR EILRS BT WiEREITHHRIL , EEESTRENR T REEER IR Amazon
Organizations &R, il , BAFIHENERFREIE OU ,

TE/LFNFMAEE Amazon Organizations B R,

« EIREH Amazon HLARYHREAR (p. 108)
7 Amazon Organizations EFAE T S MBI KM (IAM KR ) (p. 111)
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https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#create-iam-users
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://console.amazonaws.cn/
http://forums.aws.csdn.net/
https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
http://www.amazonaws.cn/tools/
http://www.amazonaws.cn/cli/
http://www.amazonaws.cn/cli/
https://docs.amazonaws.cn/general/latest/gr/signature-version-4.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_access-management.html#intro-access-roles
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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« {F AL Amazon Organizations BIE T & A A E 324 (p. 114)

S EH Amazon ALY 15 R AR

FiBEAmazon®R ( BIFHALAFHIR, OU, MK, MK ) & IFAmazon Web Services Ik FTE , BIZE M A
BRADRHNRREHTEE, I T —NMNEA , HEBKFHAEMERR. K EE R i@ F N RE S
MionEl IAM B4 ( AP, AFAR| ) SKEHIX Amazon &R

Note

KREER (REEARAF) REEEEANENAF, BXEZER , 525 1AM AFERHH

IAM B{E3REE,
ERFNRN , BEREHEIREBNR , REXNHLZFRANR , SURE ALY IX LR IFRERITHEFIRE,
RINMERT , IAM AP, ANAEEENR, FHEALEEKFANEER , £UURTEEREESHEEE
ANBERAETEKFFHNEAM IAM AFSAE, ik, B SUF IAM RERREEHINE 1AM A/, A=A
&, RIABRT , AFSENR  XAERMARNEL, ZEBEEAEA T BERAIEL | XFEER

PAIRHATH LR AEUR TN MR RRTXLERE. MRENRRFTAS , WALAHEMKFNAF T
BRAZBE,

Amazon Organizations &R M E/E
&5 ¥ 1 4A4F Amazon Organizations B2 ET I H 1AM S0 2
TR

1£ Amazon Organizations # , & SUZRFIXS AR &IRE IR

- MBALRRERHRMN OU
- ALK AKS

o JEBYINEH LR PSRRI K
- ATERELRSHWEF

Heh | SHEFREE —NEZRBKNEE— Amazon BFREF (ARN), S LUESE IAM R R EEHY
Resource JLEFIEERRH ARN RIZHI3T &R IER, Hx Amazon Organizations # FTF&IRE ARN
BANTZTEIIR , H2H (IAM AFERE) £/ Amazon Organizations & X &R

1

Amazon B8 7 —HIRERLBALHNER, FAXERE , SUNERREFTRE, SIH, BX. B
B EABTURBBER. TT7E IAM KEEH Action TEFSIARSEIREREHTEARENAR. BXT
1£ 1AM ZKREH FEAUBR Y Amazon Organizations 2{EfI %Ik |, S H (IAM BF1ER) ## Amazon
Organizations X # API #ENIR,

¥ Action M Resource HEEI—MIEXRRE statement B G , ATLUERIE G AT X BFLE R IRNITIZA
EgE,

i

Amazon RE A& TEMUEX R ERERITERRIZHNRAR. BAILIE IAM K condition
REFSEXLERMEN , LIEEREIN S TR AT0H R H R4,

AR %448 % 1A Amazon Organizations :

s aws:PrincipalOrgID - E{t EE T RFENREEPIEE Principal TEMNTRE., e/ ERETHH
B AP EFTEAmazon Web Services Ik IFT B, ID BB R A%, BHULE TEFIEE (p. 28)4HR
IDCondition , MA R HENHLKZWFTEIKS
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https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsorganizations.html#awsorganizations-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsorganizations.html#awsorganizations-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsorganizations.html#awsorganizations-actions-as-permissions
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Note

hE2RFGEERTARNERKS,

BREZEE , BH55H (IAM BFERE) WAmazon: &M LT XE B PrincipalorgId KA,

+ aws:PrincipalOrgPaths - FANFM4RATULEFEHLR. OU ZIHFIMHA R, HRHERN
EZREA(RAF. IAMAFRZAR® ) NTEEWALKEPA , aws:PrincipalOorgPaths &H4RIRE
true. B§#ER Amazon Organizations SREZE N X AR RERX, BEXBENESEE , H2H (AM AF
f5R) FHI T #% Amazon Organizations SREE%Z, BXFEALKGBNESRER |, E25H (AM AFE
) ## aws:PrincipalOrgPaths,

Bl , LR AECER-ARHFHAD OU 2 —KIB R,

"Condition": {
"ForAnyValue:StringLike": {
"aws:PrincipalOrgPaths": [
"o-alb2c3d4e5/r-£6g7h8i9j0example/ou-def0-awsbbbbb/",
"o-alb2c3d4e5/r-£f6g7h8i9j0example/ou-jkl0-awsddddd/"

BRAE T LE IAM KBE s H/ERPRAY Amazon Organizations 3 E&HE , T2 (IAM BFER) #1
Amazon Organizations B T 3.

TRERAAAENR

Amazon Web Services ik P X EZKF TRIZMEREEMEN , MEARUERENARRE, E4MT ,
REFEERFNERUBERIITEOARIEMNZIEASM (BIBKF, 1AM AP 1AM &2 ) #Amazon
Web Services i/ 3 FAmazonddR , A RNEEBEKF, BEEMNKGEKFBARXSHOIERHRILR/E
REVRE, UTREIEETEHNIERRE

- MRSEATEKSNRKSEITFSE OU , BNEEBEKFEINZTRNIBEE, (F Amazon
Organizations # , Z&EN OU, )

- MRGEEEKSPEIE IAM AP HEER T/ OU WARR , MZAFTLEIE OU, BR , EEKS
(BNZAFFENKS ) 5 OU &R,

- MRGEEEKSPLIEN IAM AEE6E OU WNR , NEBRAZEBHNEMAZALULE OU,
EEKS (AZAEMIERARFFIENKS ) #F OU HiR.

BIEX BRI I5 (A

DREBEAEHE AT LG RIBERNS, T —T AN R RS A A HIET,
Note

A 112 1A 7E Amazon Organizations SEE A IAM. XEFREMEER IAM BFHIEHAER.
BRTEMN IAM XY , B30 IAM AFiERE. BX IAM FEEZNEBANER , 28 (AM A
PIERE) Y IAM JSON EHSE,

MitnE IAM SN EBMEET S HMNER (1AM T8 ) . M RENEREETHRNE
#. Amazon Organizations X ZHE T HHHIKEE ( IAM K8 ) o
FH

« ETEMHNREE (1AM KB ) (p. 110)

« ETRFEHEREE (p. 111)
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_access-advisor-view-data-orgs.html#access_policies_access-advisor-viewing-orgs-entity-path
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principal-org-paths
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsorganizations.html#awsorganizations-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies.html
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ETHHNRER (1AM RE )
BRI LGSR REMTINE] 1AM 5 43 A Ao 13X L & X Amazon BIRIAITIRE. film , AT -
o IR RBEH B EEI K R A P A - E@ A PR T2 Amazon Organizations &R ( 5i21, OU)

HRR |, BT LU R R MBI A RAFAENA. AFSESA TARNEEKS .

- AAGKHINNRER (RTEKSRR) - EWLLE IAM A EMINET 5 489 FR R w0 A A8 T EIK
FinER. flm, EEKSFHEER TUGB - ASKRARAKSFHAFRTEKSRR , 0T
o

1. EEKFEERE - IAM B8, HEZASHIn—MURKRUR T AR RONR,
2. EEKFEERAGFHEAKS ID FRANEBIEEZACH Principal A GKHINEERK,

3.BEE , RAKFEER TUAZRNRAFHSRARAKS PWVEAAF, BIHRTHEE  RAKF
TR RS EEEKS MARFIRNBRER. MREFERD Amazon RFERFRA LB EHIN
R, NEEREPNETLABATUR Amazon REFEFE A

BXRER IAM ZRMBRHESFEE , ESH (AM AFER) FHT7HRENRERE,

LT RAFAFEENARFTHRIT createAccount BIENKEERE

{
"Version":"2012-10-17",
"Statement":[
{
"Sid":"StmtlOrgPermissions",
"Effect":"Allow",
"Action":[
"organizations:CreateAccount"
1,
"Resource":"*"
}
]
}

BT LATE R BE MY Resource JTEFIREEED ARN LUERERER,

{
"Version":"2012-10-17",
"Statement":[
{
"Sid":"AllowCreatingAccountsOnResource",
"Effect":"Allow",
"Action":"organizations:CreateAccount",
"Resource":"arn:aws:organizations::*:account/*"
}
]
}

FHTIEL BT B RIK S S ER MK

{
"Version":"2012-10-17",
"Statement":[
{

"Sid":"DenyCreatingAccountsOnResourceBasedOnTag",
"Effect":"Deny",
"Action":"organizations:CreateAccount",
"Resource":"*",
"Condition":{
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
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"StringEquals":{
"aws :ResourceTag/key":"value"
}
}
}
]
}

BXAF. 4. AENRRNESEE  BSHIAM AFPERRNS G (A, ANAS ),
E TR IRAYKBE

— LRSS (30 Amazon S3 ) XEFEFHEFRMNRREL, Hln , BLUFRERK ANZE] Amazon S3 FERBUE
B ZIFEE B AR, Amazon Organizations B I A X HE T R RN FKEE,

EEXRBITE  BE. 4. MRNAR

%t F WM Amazon Organizations ®IR , ZREEX —4A AP BEKTELSER AR5 ZERXBEREEZ
HBRHRE, IEFXERENKE , Amazon Organizations JEX T —H BT LR R DISENIRE. 6
| 3¥F OU %R , Amazon Organizations FEX 7 LA TI24E :

+ AttachPolicy-Fl-DetachPolicy
* CreateOrganizationalUnit-Hl-DeleteOrganizationalUnit

* ListOrganizationalUnits-Hl-DescribeOrganizationalUnit

ERERBRT , 1T AP RETTEFSESMRENNR , ABTRFEZSNRRHNR,
UTRTHE IAM RIRRBEHEANKEATE :
* Action - ER LR BFIMAR AV IELIRE, Hlw , REFEEEN

Effect , organizations:CreateAccount AW IELHIT Amazon Organizations CreateAccount

BRENAPNR, BXEZER , F31 (AM BFEE) S8 IAM JSON FiETE : B4,

+ Resource - At X BFIEERKITAERTHRIRN ARN, BXEZELR , B2 (IAM AFE
) HHEY IAM JSON KB TTE &R,

« Condition - AKX BFIEEEN AKKIZALIUERNZMYE. condition BEIEE N KK ITH S
BENFNER. BXREZEER , F21 (AM BFEE) S8 IAM JSON FiETE : &4,

* Effect- FRALEXBFEERKTIRATERIELEN RIFHTHRE, WRXEFHHEET (FATF) R
IREVIFEAL , MIBRNIEL THR], £t AT AR BREE X RIRM 15 B | X MATEER A P T AN EE R IR
PATIEEERE  IEHMRBE T THENERMt, BXELEELE , E5H (IAM AF1ERE) https//
docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_effect. htmIs &) IAM JSON KB
TE MR,

* Principal - EE T B KR (IAM K ) B, MM TRBHOBF2BAIRNIBRNERA. X TETRIR
MR, BALEEEEBRHAF, KPP, REIEMIE (REATETRRHKE ) . Amazon
Organizations B HI{X X FE T S BN ERE , MARET RIENEE,

BX IAM RREENHBEHES , 525 (AM AFERE) F1 IAM JSON RBSE,

79 Amazon Organizations fEAE T H G K ( IAM
REE )

FERELERKFNEER | £ VB FRRBEM MMEILLFH Amazon (1AM ) &4 ( A/, ANA
& ) k¥4I Amazon Identity and Access Management @R R, B FNRE , BEREHIKEBN
R, RENBLERFHRER , UREATFNXLERRERTHESRE. IRFNERFTAG , WALHPH
bk = B9 A P AT B R A G,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_action.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_resource.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_effect.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_effect.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies.html
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RAERT , APREEMERENNR, FIENRBLAIBIREABRT. WRRAHRFEMUR , U
BURELIZMNIR, MRBAWIEL T EMR , WHAETEMEMTEAVFZNRNKRE, RSz, AFNX
EEHBRFANRABELONR,

RTYAEBFNENERBZRZA , BEATUEANATFALPRROIFERZEITALA R  ALR,
HAIRT (OU) . kP MK, BXELER , BSH ERARZEH Amazon Organizations FEFE M
B2 (p. 114)0

NEREERANRRTAF

FEAILIE— 1AM KB, MALFH IAM AP #EF 5T £ Amazon Organizations B3 R X R, 27 SAfE A
IAM $2H| & P JSON FBE4RiE s RINIT IR/,

£/ JSON SR B 4w 48 25 B 2 R g

1. & Amazon Web Services Management Console , RGBS TMutITH IAM 244 : https:/
console.aws.amazon.com/iam/.

2. EEMMSMED , %$F Policies (5RE).

WRIX 2B E RESR Policies , M £ & R Welcome to Managed Policies T H. %EZRFHREM.
3. HEREMINER , #%4F Create policy (BIEXK ).
. #%&$ JSON &H+,
5. HWALLT JSON ZREEITHY :

{
"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "organizations:*",
"Resource": "*"

}

6. &#R Review policy (B K)o
Note

BT LARE RS 7 AT L 4m 2R A JSON BT R 2 B )R, A , MREHITERHEANLIE
BET R HPIER Review policy (BEEKM) , IAM A RE L AR AN KA E 1T LU X AT L w2
#ITHRIL. EXEZER , 528 (AM BFERE) PREEREREN,

7. 7E Review policy (EERE) WAL , N AIEMNKEEH A Name (B F5) H Description (87) ( "L ) -
EERRAEUEELNRERTHNR, A5, ERUBRRBEUREFEENIHE,

ETREXOIR AV REOESEL , WHH (AM FIER) HE90IE AV H,
RRFE T AR R

MRARRTFHERNBRMIETENR , WATLLGIZ - REE , 5 HETEE IAM RRKBEH Action TR
AWHE MR, WEATRPIFAR , BAIUMERBEA () ZRIRMNRE T Describe* M List* MR , X
KER BRI ALK RRG ERER,

Note
ERSIEFHIREE (SCP) |, Action TEFHNBEN () FHREHBEFERARAEZHRER
Ao ERREBMEZFENTLSIFAETD. Hit , "servicename:action*" MM , B

"servicename: *action" fl "servicename:some*action" £ SCP F#EELHH,
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"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"organizations:Describe*",
"organizations:List*"

]

’
"Resource": "*"

}

BX IAM KegP A BT AR SIR |, §5H (IAM BF#8R) H# Amazon Organizations & XK
B7%E,

BT XS 45 T R Y 15 (R A PR

BT REIX S EREN TR Z I |, 3% o] AR HIFT 4 R 45 E A G RN, BIEZBS REIPH
Resource TERBEEBEF () , XEKREFBRETUAHEANEEERR . T , BUAFEAFEA TR
B B 45 E SRR H) Amazon EIRAB M (ARN) &t ",

R R T EA OU

LTRBEHHE—FBAAY IAM AFRNEMAMNERBRNE , EE-KBFAARTFRAFNELENMNEEN
HLAERT (OU ) F#RIT Amazon Organizations EEIRE, XTF SV BEEMTF OU. RIFTFIKEHER,
FEEE , XTLBFEN OU FHAmazon Web Services I EIBIFEIN, ©RFFXEE OU HRIK S
#1147 Amazon Organizations 1R ERIA R :

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:Describex*",
"organizations:List*"

1,

"Resource": "*"

Iy
{

"Effect": "Allow",

"Action": "organizations:*",

"Resource": "arn:aws:organizations::<masterAccountId>:ou/o-<organizationId>/ou-

<organizationalUnitId>"
}
1
}

& LM Amazon Organizations #2418 =5iHA List* APl 3RIREL OU MAE LM 1D, &5 2L KB A
A A SUEEE OU FEHITENEMEE LRITEMERIE ( "organizations:*" ) . OU B Amazon &
BB (ARN) R#R1R,

BXREMEFN ARN WEZELR |, 558 (AM AF#ER) ## Amazon Organizations & XK &R
AERBRFSEEART AT AEIERAINEE

AL E A R BEE A9 Ccondition JUEX FRBLIE A ILE AYIE R M — SR &,

IO BFXN—MEERS ALY AE T R AR
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ATEQE RS AFEHRINEERRTREENHLERS, WEAFZRBAN APIEAT
Amazon IAM Identity Center (successor to Amazon Single Sign-On) 8 AP| I E TR RS EFEA , ME
BT CE HIELER -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "organizations:EnableAWSServiceAccess",
"Resource": "*",
"Condition": {
"StringEquals" : {
"organizations:ServicePrincipal" : "sso.amazonaws.com"
}
}
}
]
}

BXEMRRN ARN WEZER |, 28 (AM AF#8R) ## Amazon Organizations & X % IR

FERAPRZ MM Amazon Organizations FE T & /Y 17 7]
2l

ETEMNTFZEATEERAEE A EENEYE (S0 INEAmazon B R FMAmazon & B EIFREE ) SKIZH|
MIXLEFROLE. Hlan, BAIEELSAF MR ENEMIEEEHENER , AP B RZER.

Amazon Organizations TJ#R12HY & R E2EAmazon Web Services Ik, HAKIR, HEAIFT (OU ) Bk
%, MIEIFARZHINZE Organizations ZIRAT , #&8 A LA F X Lo AR Sk i T LATS X LR, S8 T LU
Condition FIMTERIMBIEH Amazon Identity and Access Management ( IAM ) X PRERIEIER |, EAYF
HITRECIREREGEENEREEE. XAHESIE—N IAM K1 | ZREEXMIEBERAFRF
EEPLEFR X FE Y RSN OUVRRATAFREERBEERSRAFPMMNIAEE z EGHRENE
z FRidHI OU%

BRI LRSE 1AM REE R R R EMIRE S| AR T condition Wi,

- REMMENERFEERBRENIFL (p. 114)
. WEKINE X HIERN IAM AFSRAERZ (p. 115)
s REBRPERASHEIENRE (p. 115)

BXREXRBBFEAFRSHTHRZBENESEE | FSAERATRREEEX IAM AR MAGNIER. A%
IAM PR R BEHI SERE % |, 1S IAM JSON KRS E

REMINRE R PIEE R IRAVIRE

&5 FH Amazon Web Services Management Console, Amazon Command Line Interface ( Amazon CLI )
HHF — Amazon SDK K HFERE , BAINEEEBT ZERFRINER. TRERHESIHEAEEREN
AARER, REARERBA, BRIEHRR , HBULLREZFRNFTREENERFHSH, RKFERH
ZHMEAFMABH IAM RURKEIRES, EXLERET , SRULERMNEERTROIRE | ABREXL
HRENRNERZEARVFHIEL T,

EEREMMMEFRAIRE | 55/ condition TEFMRE | FERERSRBMANEM LA TFHF

B aws: ResourceTag/

B0, AT RBIERE L B PR A ®MITE Amazon Organizations 1 |, BRIFZBRE— T ER
department HE security ¥, MRZBNETFTE , NKKAWIEL UntagResource B1E,
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{
"Version" : "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : "organizations:*",
"Resource" : "x"
Iy
{
"Effect" : "Deny",
"Action" : "organizations:UntagResource",
"Resource" : "x",
"Condition" : {
"StringEquals" : {
"aws :ResourceTag/department" : "security"
}
}
}
]
}

BXRUOAFEALTENESER , B30 (IAM AFERE) PRGN 7RG FIR aws:ResourceTage

KEMMBIRHERN IAM AP RABRIRE

EBULREHRNBIAHBERNAR (ZFEA) B IAM AFRFRAENRE | 85 A FZA I RTHERE, &
EHRITIIRIE | BFH aws:PrincipalTag/key-name & BIEESAMMNE AR AR RARHNIRSH
=

BUR RBI BA a X M $E EMIARZ ( cost-center ) HAARENZEANREEETRNER LEEEGHEE
WENR S RFRE, L REID , BRAAFPREEXMABIREHN ERAFHERBEMN cost-center B , FEEBF
4= 1k Amazon EC2 324,

{
"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": [
"ec2:startInstances",
"ec2:stopInstances"
1,
"Resource": "*",
"Condition": {"StringEquals":
{"ec2:ResourceTag/cost-center": "${aws:PrincipalTag/cost-center}"}}

}

BXRNAEALTENESFE , HSH (IAM BFER) HrRE] IAM ZHEAFITH 155

aws:PrincipalTage

QEERPENSHEEWIRE

HZMRE , BALUEREEERNERN -5, i, HEIBRFRR , &0 S5 E M B &R
go 43‘717{?5%@}55 aws:TagKeys MY Condition tH& , REBERFERITERENSRA—HZH , X
RFRIELIRE, LERZEFTIROGEITENE, b/\*\AE BREEAEERNRE.

ERERSRIRIIR  EEMUTIEEERE condition TE :

"aws:TagKeys": [ "tag-key-1", "tag-key-2", ... , "tag-key-n" ]
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B LA Forallvalues: EALREEFNITX , BRERTHMARLMS KB FEENE P -1
BICE. S, UTROIKRBRNLYERPEERE=ANEEFRSRN , I AVFEM Organizations #1E.

{

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "organizations:*",
"Resource": "*x",
"Condition": {
"ForAllvalues:StringEquals": {
"aws :TagKeys": [
"department",
"costcenter",
"manager"

}

HE , BALMER Foranyvalue: EALREBEFNFL , LBRERPZELE—NBELTEREPIEE
PWEP—MEEE, i, A TEBXLABERPEEED —MEERZEN , F A Organizations ##4E.

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "organizations:*",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws :TagKeys": [
"stage",
"region",
"domain"

}

B ZNEE , BAIUEBERPIEERZ, Sl , YEIBEFEN , B UEEM NI T RORE, &7
LU REFHRIRBENSERIENREN TR, EERITIIEE , B5IH condition TEFHHR
X FERENZBEMEMELLTEME : aws:RequestTag/key-name , REBELREENIRE
=

Bltn | AT RGISERE IR B P S A €612 Amazon Web Services P B{E{AER , HbiFERiRdD
costcenter ¥ , RENZIFSEEATER 1, 2, HE 3 UAHE.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "organizations:CreateAccount",
"Resource": "x",
"Condition": {
"Null": {
"aws :RequestTag/costcenter": "true"
}
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BEiFEMEE
Iy
{
"Effect": "Deny",
"Action": "organizations:CreateAccount",
"Resource": "*x",
"Condition": {
"ForAnyValue:StringNotEquals": {
"aws :RequestTag/costcenter": [
wqw
wowm
wgw
]
}
}
}
]
}

BXUNAFEARXLETENELER , B5H IAM AFIER) $# aws:TagKeys Ml aws:RequestTag,

Amazon Organizations F Y H & 18 S H 14k 2

BRIGTALBTHE  BRNAMHERHTER , IREEIR, XEHTHREBAETFNEANE
%, HEBEFEEHER. Amazon Organizations B BIX#&H f Amazon JRS , BEKIRA LA L RIH
EH.

&
+ {£F Amazon Organizations i23% Amazon CloudTrail API 8 (p. 117)
* Amazon CloudWatch Events (p. 123)

{#F Amazon Organizations i2 % Amazon CloudTrail
APl E A

Amazon Organizations & Amazon CloudTrail 58 , /5 & 2% Amazon RiEEHAF. A& Amazon
Organizations RS FIRITIRERN RS . CloudTrail 33 Amazon Organizations #FfE API AAMYEREH
#3R , @IEXK B Amazon Organizations 1% &l & kY8 A M3 Amazon Organizations API A, MRE
BIRBERICSR , WA LASE CloudTrail E4-1544%3% 2] Amazon S3 748 ( ‘2% Amazon Organizations 5
#) . MREFEBRER , WHAE CloudTrail #%1& H#Y Event history (B L IEF) PEERH B4,
f# A CloudTrail WEMEER , & LU E B Amazon Organizations & 7 AER, & HERE IP i,
MAKREWER, HROEHEUREMBERER,

ET#AEX CloudTrail WEZER |, 5519 (Amazon CloudTrail AF ) .
Important

BREEEXERT (#BHFRILILER ) XiZZEE Amazon Organizations BIFFE CloudTrail 58, 0
B TETE CloudTrail #2241 & & 24/ Amazon Organizations 5&3) |, E A £ AT BRI

BRANEZERI (FHEWILE ) . MREMFEH Amazon CLI :S?,FZQI BT B#Eif CloudTrail ,
BRENEREIZXERT (HFFRLIE ) LiwT R

Amazon OrganizationsCloudTrail ##7 8

E 18812 Amazon Web Services Ik B |, FFEZKF £/ A CloudTrail. & Amazon Organizations % £
SEFE , ZEFFICRE CloudTrail B4 |, H5HttAmazon RSB EH —RERTETE Event history (BHF £
iBR) . EALE Amazon Web Services Ik H&EE. BENTREHSH. BXEZELE , FEHEEA
CloudTrail B4 L iEREFEH,
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E#4idFAmazon Web Services Ik HHIEH ( B23E Amazon Organizations FWE#4 ) |, B 0IZER

ER. B ERER , CloudTrail Al fFf H&E X153 E Simple Storage Service ( Amazon S3 ) F# . EEN
Amazon Web Services i #/Z A 7 CloudTrail H&EIERAT , X Amazon Organizations #/ER APl @A TE
CloudTrail BEXHHRER , ©1IEEMAmazon RFIEZR—EEARXLE X, &7 SEEHttAmazon
RS, #—F2HE CloudTrail BEPKRENEHBIEHREEKR. BXEZER , BSETIIRSA :

- BJEIREREEL

+ CloudTrail X RS FERK
+ 7 CloudTrail Biti& Amazon SNS &4l

CloudTrail i23%F7& Amazon Organizations #&/E , Amazon Organizations AP| &/

BT XLERIE, Bl , 3T createAccount ( B3E CreateAccountResult B

# ). ListHandshakesForAccount, CreatePolicy Ml InviteAccountToOrganization KV
£ CloudTrail BEXHHERFKE,

BMNEEREHETEEXRERERNARNES. BEREFNAFRSHEE TR EREUTAR ¢

- BREFABRBAEIEIER IAM AFREITEXHN
- BREFEA IAM BEERKEEMAFNKRNZSZIEL BN
« BREBHET Amazon BRE . H

BXEZELR , 52K CloudTrail userldentity 7T,

7 #% Amazon Organizations B EX 4% B

BRIRICR2—FEE , TATHSEHEN BEXHEEEZRIEEN Simple Storage Service ( Amazon S3 )
7M. CloudTrail BEX#HBE—IMRENMNAERB. —NBEHRTIREEMREH—NMER , SFEEXE
ROVIRIE, BENBHMeTE, ERSBEEHFEMNES, CloudTrail BEXHTEAR AP BRKN A F#k
RER , B ENTFREMBEEINT SR

T~ EES%B : CloseAccount

LTFRBIERT R closeAccount MK CloudTrall BE% B , ZEAREIRER API FI<AKFH T4
FRIFREEBLER R,

{

"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAMVNPBQA3EXAMPLE:my-admin-role",
"arn": "arn:aws:sts::111122223333:assumed-role/my-admin-role/my-session-id",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAMVNPBQA3EXAMPLE",

"arn": "arn:aws:iam::111122223333:role/my-admin-role",
"accountId": "111122223333",
"userName": "my-session-id"

Iy

"webIdFederationData": {},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2022-03-18T18:17:062Z"
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Iy
"eventTime": "2022-03-18T18:17:06Z",
"eventSource": "organizations.amazonaws.com",
"eventName": "CloseAccount",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7)...",
"requestParameters": {
"accountId": "555555555555"
Iy

"responseElements": null,

"requestID": "e28932f8-d5da-4d7a-8238-ef74£f3d5c09a",
"eventID": "19fe4cl0-f57e-4cb7-a2bc-6b5¢c30233592",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

UTREIERTERERAKF BN IEREIIERE , CloseAccountResult M CloudTrail BE&
B,

"eventVersion": "1.08",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "organizations.amazonaws.com"
}!
"eventTime": "2022-03-18T18:17:06Z",
"eventSource": "organizations.amazonaws.com",
"eventName": "CloseAccountResult",
"awsRegion": "us-east-1",
"sourceIPAddress": "organizations.amazonaws.com",
"userAgent": "organizations.amazonaws.com",
"requestParameters": null,
"responseElements": null,
"eventID": "EXAMPLE8-90ab-cdef-fedc-ba987EXAMPLE",
"readOnly": false,
"eventType": "AwsServiceEvent",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "111122223333",
"serviceEventDetails": {
"closeAccountStatus": {
"accountId": "555555555555",
"state": "SUCCEEDED",
"requestedTimestamp": "Mar 18, 2022 6:16:58 PM",
"completedTimestamp": "Mar 18, 2022 6:16:58 PM"
}
}!

"eventCategory": "Management"

T~ BES%B : CreateAccount

LTFRBIERT —RH createrccount AR CloudTrail BE%H |, ZiAAREIRA API FaIZ2MK~
B IERFBRERELERERN,

"eventVersion": "1.05",
"userIdentity": {
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"type": "IAMUser",
"principalId": "AIDAMVNPBQA3EXAMPLE:my-admin-role",
"arn": "arn:aws:sts::111122223333:assumed-role/my-admin-role/my-session-id",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAMVNPBQA3EXAMPLE",

"arn": "arn:aws:iam::111122223333:role/my-admin-role",
"accountId": "111122223333",
"userName": "my-session-id"

Iy
"webIdFederationData": {},
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-09-16T21:16:45Z"
}
}
I
"eventTime": "2018-06-21T22:06:27Z",
"eventSource": "organizations.amazonaws.com",
"eventName": "CreateAccount",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Winé64; x64)...",
"requestParameters": {
"tags": [],
"email": M"kkkxM"
"accountName": "k*k*x"
I

"responseElements": {
"createAccountStatus": {

"accountName": "*xk*x",
"state": "IN_PROGRESS",
"id": "car-examplecreateaccountrequestidlil",
"requestedTimestamp": "Sep 16, 2020 9:20:50 PM"
}
Iy
"requestID": "EXAMPLE8-90ab-cdef-fedc-ba987EXAMPLE",
"eventID": "EXAMPLE8-90ab-cdef-fedc-ba987EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

UTRBERTERAREBRKFWIERKRIERE , CreateAccount A CloudTrail BE%H.

{
"eventVersion": "1.05",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "..."
}
"eventTime": "2020-09-16T21:20:532",
"eventSource": "organizations.amazonaws.com",
"eventName": "CreateAccountResult",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "....",

"requestParameters": null,
"responseElements": null,

"eventID": "EXAMPLE8-90ab-cdef-fedc-ba987EXAMPLE",
"readOnly": false,

"eventType": "AwsServiceEvent",
"recipientAccountId": "111122223333",
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"serviceEventDetails": {
"createAccountStatus": {

"id": "car-examplecreateaccountrequestidill",
"state": "SUCCEEDED",

"accountName": "k*xk",

"accountId": "444455556666",
"requestedTimestamp": "Sep 16, 2020 9:20:50 PM",
"completedTimestamp": "Sep 16, 2020 9:20:53 PM"

LT RHIERTTE createAccount FA TERTECIEKF FEMKR CloudTrail HES%R B

{
"eventVersion": "1.06",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "AWS Internal"
o
"eventTime": "2018-06-21T22:06:27Z",
"eventSource": "organizations.amazonaws.com",
"eventName": "CreateAccountResult",
"awsRegion": "us-east-1",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",

"requestParameters": null,
"responseElements": null,

"eventID": "EXAMPLE8-90ab-cdef-fedc-ba987EXAMPLE",
"readOnly": false,

"eventType": "AwsServiceEvent",
"recipientAccountId": "111122223333",

"serviceEventDetails": {

"createAccountStatus": {
"id": "car-examplecreateaccountrequestidill",
"state": "FAILED",
"accountName": "k*xkn",
"failureReason": "EMAIL_ALREADY EXISTS",
"requestedTimestamp": Jun 21, 2018 10:06:27 PM,
"completedTimestamp": Jun 21, 2018 10:07:15 PM

il &% B : CreateOrganizationalUnit

T RHIERTH createorganizationalunit AR — CloudTrail BES% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAMVNPBQA3EXAMPLE",
"arn": "arn:aws:iam::111111111111:user/diego",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "diego"
I
"eventTime": "2017-01-18T21:40:112",
"eventSource": "organizations.amazonaws.com",
"eventName": "CreateOrganizationalUnit",
"awsRegion": "us-east-1",

121




Amazon Organizations f FF 55
£ Amazon Organizations i
% Amazon CloudTrail API ¥ H

"sourceIPAddress": "192.0.2.0",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/55.0.2883.95 Safari/537.36",
"requestParameters": {
"name": "OU-Developers-1",
"parentId": "r-alb2"
Iy
"responseElements": {
"organizationalUnit": {

"arn": "arn:aws:organizations::111111111111:o0u/o0-aalllbb222/ou-
examplerootidlll-exampleouid111l",
"id": "ou-examplerootidlll-exampleouidl1l",
"name": "test-cloud-trail"
}

Iy
"requestID": "EXAMPLE8-90ab-cdef-fedc-ba987EXAMPLE",
"eventID": "EXAMPLE8-90ab-cdef-fedc-ba987EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

T BE%E : InviteAccountToOrganization

LATF RHIE R R InviteAccountToOrganization WA —4 CloudTrail B&%EB.

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAMVNPBQA3EXAMPLE",
"arn": "arn:aws:iam::111111111111:user/diego",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "diego"
Iy
"eventTime": "2017-01-18T21:41:17z2",
"eventSource": "organizations.amazonaws.com",
"eventName": "InviteAccountToOrganization",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/55.0.2883.95 Safari/537.36",
"requestParameters": {
"notes": "This is a request for Mary's account to join Diego's organization.",
"target": {
"type": "ACCOUNT",
"id": "111111111111"
}
Iy
"responseElements": {
"handshake": {

"requestedTimestamp": "Jan 18, 2017 9:41:16 PM",
"state": "OPEN",
"arn": "arn:aws:organizations::111111111111:handshake/o-aalllbb222/invite/h-

examplehandshakeidi11",
"id": "h-examplehandshakeid111",
"parties": [
{
"type": "ORGANIZATION",
"id": "o-aalllbb222"
T
{
"type": "ACCOUNT",
"id": "222222222222"
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}
1,
"action": "invite",
"expirationTimestamp": "Feb 2, 2017 9:41:16 PM",
"resources": [
{
"resources": [
{
"type": "MASTER_EMAIL",
"value": "diego@example.com"
e
{
"type": "MASTER_NAME",
"value": "Management account for organization"
+
{
"type": "ORGANIZATION_FEATURE_SET",
"value": "ALL"
}
1,
"type": "ORGANIZATION",
"value": "o-aalllbb222"
Iy
{
"type": "ACCOUNT",
"value": "222222222222"
Iy
{
"type": "NOTES",
"value": "This is a request for Mary's account to join Diego's
organization."
}
]
}
Iy
"requestID": "EXAMPLE8-90ab-cdef-fedc-ba987EXAMPLE",
"eventID": "EXAMPLE8-90ab-cdef-fedc-ba987EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"
}

Amazon CloudWatch Events

Amazon OrganizationsTEH R X = EE R IEEMNRIER , LS CloudWatch Events Bl &4 R E4. i
W, REBPEBERFL/REALPRERK,N , IRAKFNEREASHEFEANKEIRE , BAX
LEMBHBIRME, BAILIEE CloudWatch Events MRS MIX LR , ARFERNSHRIZZNEER
ENHEFR. BIRAILAR Amazon SNS £ |, [T (& KX B FERHRERF. L&A ABIE—4 Amazon
Lambda B , BRBIENFAEEURHBEES.

B A E A CloudWatch Events Y535 4H 40 AR OCESE S IR | S - £/ CloudWatch Events ¥
BRALANEEER (p. 1)

ET#AEX CloudWatch Events WEZEE , S MAXNERTERENZA , 5 Amazon CloudWatch
Events AF 8/,

Amazon Organizations FJ& # 4 5iE

ER Z Amazon EMMEITRIM —EZB2 , L =HF A FNIFEE Amazon Web Servicesti Z S EHE |, 4l
N SOC, PCIl, FedRAMP # HIPAA,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/
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RS B

E7## HE M Amazon Web Services EEERESHAEITRIBEA , HSEAHAMITRSEERA Amazon
Web Services, BEXEMELR |, S BAmazon Web Services&M it %o

BRI LAE A Amazon Artifact TERE=FFItRE. BEXEZEE , ESH. 7 Amazon Artifact F T &R
£

Ho

$&4E A Amazon Web Services AN MFTERRTEHEBENHRBE., SLARNANEBRURERNEE
EH;. Amazon BELATEFRREEHZSIKE :

« ZEMESHMREATEEIZEEEAMEREANER - XEFBEEIHE T RMEEEM , FiEH
T EAmazon L HBIELR S HNEAHAMNEREREN SR,

+  {Amazon Web Services =#) HIPAA Z&HMEFMELENIZITY - ZAKRBNE T 2 5w EH
Amazon Web Services B|E&FE& HIPAA ERHIN AR

Note

HIEFTE Amazon Web Services# & HIPAA ER, BXEZER , BZHRE HIPAA ERP
R&E5%E.,
« Amazon&MMEEIR - Al FFMMEERMES TREER FEMNTLINLE,
+ Amazon Config 7F & A R 8™ i £ A AL T8 %R — 1tk Amazon Config BR &5 T & H B RBLE X P EBSE
B, TLEmREREEER.
+ Amazon Security Hub : It Amazon Web Service 12t 7 Amazon FZ & RSN LHEAE , ARBHERE
REFERSTUIRENRESERATE,

Amazon Organizations = Y # FE ik & &E

AmazonZ ERE 1% HE Bl $EAmazon Web Services Rl A X ¥, Amazon Web Services Xigii2 it 24
EYEFRITARENTAX , XETARENERK, FHESETREENREEEE—E, FATAH
X, St R EE AR 2B EH it B S MBEABNNARFNREE. S£ENa HZA
BIEFOEMIGEMEL  TAXEEESN AN, REENTT B4,

AXAmazon Web Services XIFFATAXWEZER , ESHAmazonE EKEM T HE,

A Y BLAL % e % £ £ Amazon Organizations

fER —THEERIRS , Amazon Organizations B Y S =R - Z&HRERN B EB HATIRMAmazon£ Bk
ME L2 BFRERT.

B ELAE B Amazon & Y AP| i FES M 4% 15 B Organizations, B IRMATIFERELZEM (TLS) o
BUUFER TLS 1.2 RESHRE. BEFREXNTZHEERTLEARARE (PFS) WEBEH , 5110 Ephemeral
Diffie-Hellman (DHE) = Elliptic Curve Ephemeral Diffie-Hellman (ECDHE), XZHIMARL (W Java7 &
EERE ) B LEER,

MREBIRTITRER AP 158 Amazon BFEELT FIPS 140-2 BRIFAYMBER | EEMA FIPS LigTH
Ro BXTAAN FIPS KT RNEZER | BSHAXERIPESLLENE (FIPS) % 140-2 hito

A, BIERIFEIES ID M5 IAM ZERAXBKNOBE LRI BARNERBITER, RNE , BALUEA
Amazon Security Token Service (Amazon STS) £ R IERt Z 2 FIERI BRI ITER,
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http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
http://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
http://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
http://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
http://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
http://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
http://www.amazonaws.cn/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
http://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/STS/latest/APIReference/
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Amazon Organizations #J B4

Amazon Organizations 5| F

fFERAAER D P EFE R Amazon Organizations & 5 EHEHASEE L,

E3 7}
+ Amazon Organizations EYBEL &R (p. 125)
« " AT Amazon Organizations #J Amazon & X KB (p. 126)

Amazon Organizations HYEi &l

A5 E NG Amazon Organizations BIELE,

R iEE

TERTE Amazon Organizations R AIZER W EFIER ( BEKS . HL LN (OVU), RIMKEEHNER) -

« ZFAIA Unicode FRF4A K
- BEMHBRAFFREKERNRMT. BEEFEEMREBRE , i5ZH Amazon Organizations AP & 3k E|
BIEXRM API BIE, BEZIREN Name SHHFMAER. 0 : KFBHHE OU &,

= =
= X ENM&/ME
BAUR & Amazon Organizations F B SEEHI BRIN R KB E.
Note
B SAMEA RS RS A EREME P —L1E,
Organizations R —HYEREEXERT (HFE LI ) X (us-east-1 ) HEIKEKSH.

W, B1EEA Service Quotas ##l&. Amazon CLI 5 Amazon SDK Bt |, AFEH us-east-1 K
15\ Organizations Bi#l.

AT Amazon Web | 10 - —MAFAFHNRERERERAKSH, MREFEES , NANUEAR
Services Ik & SR A ERE M.

ZOXREIK 7 HGBUE R AL B, MRZEKSIELERE. EEKSEBUEBE
EESH , AT

HOATRMIRIE 1
HAFH OU HE 1000
BRANRRKOUHREH RBTHARRER OU,

SETITE 24 PRIATISA  BALR AR RS KH 20 NKS (IR RENE ) . EEZHBEFIT
THRABESHAHE | ARE#H, —BEEMRERES |, ERTUEES —NE—XBEIE.

MREWARFAFNERAKF KD T 20, WHREZHBEFESALRFER
QNS , MBI BHKPRE RE. B2 , EUNE-RRNEUEZEH
RIEZRIBE (&S 20 RE2H ) .

BULENENEE  5- —MIBREREEUFBES -, BEEH#THNREEED,
KRR
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https://docs.amazonaws.cn/organizations/latest/APIReference/
https://docs.amazonaws.cn/organizations/latest/APIReference/API_CreateAccount.html#organizations-CreateAccount-request-AccountName
https://docs.amazonaws.cn/organizations/latest/APIReference/API_CreateOrganizationalUnit.html#organizations-CreateOrganizationalUnit-request-Name
https://console.amazonaws.cn/servicequotas/home?region=us-east-1#!/services/organizations/quotas
https://console.amazonaws.cn/servicequotas/home?region=us-east-1#!/services/organizations/quotas
https://console.amazonaws.cn/servicequotas/home?region=us-east-1#!/services/organizations/quotas
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BRI

BT LA 30 RAXHIE bl 10% BOESI R R IKF AT BAE 30 RAXM. AIXMABIKS&RAKREN
BRAMKFHE 200 4, BIfE 10% BOEBH KT 200 4, B4XAIKF 200 4,

BALERXANRA  3-FE-NERELE=ZNKFXA, —NMNKPXATRE , ERATUAXAS —
. 96— MK

R LABINEIMR, OU = | 50
T = B9 PR 25 2R

Al F§F Amazon Organizations By Amazon FEE XX

i

MBI NEEEREN. TATERENALNAMazonEERXN KK, BT EEWSMER Amazon HEX
B, B RESEREMMNIAAPHRERINELESE EHE,

A] A F Amazon Identity and Access
Management ( IAM ) B9 Amazon Organizations £ &=

SR

IAM EE XK HAmazoniR it 4, TEXRBAERLEFREMNR | L0 LUBSFHEE X K i E

MR IAM AFSAENKKAEDENR. ZLEFEECHREIZERE , YAmazonREEEENRBEUXE
MRS R, BFBHHEINREREERTRAOFL, BLTE IAM B &K Policies () MEAFEE
AmazonEE X EMH SR, £/ Filter policies (LK BE) THFEE |, 1% Amazon managed (I 5 # =%}
BREE).

BALERUTREARKEOA[THA R TFNR.

KEEBR Ei B ARN

AWSOrganizationsFul{2teEE M+ EHALAFFEMFIER  arn:aws:iam::aws:policy/
R, TENRBERIETRTIREEHN | AWSOrganizationsFullAccess
AR

{
"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",

"Action":"organizations:*",
"Resource":"*"
I

{
"Effect":"Allow",

"Action":[
"account:PutAlternateContact",
"account:DeleteAlternateContact",
"account:GetAlternateContact"

1,

"Resource":"*"
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https://console.amazonaws.cn/iam/home?#/policies
https://console.amazonaws.cn/iam/home?#/policies/arn:aws:iam::aws:policy/AWSOrganizationsFullAccess$jsonEditor
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KEER R iR ARN

"Effect":"Allow",

"Action":"iam:CreateServiceLinkedRole",
"Resource":"*",
"Condition":{

"StringEquals":{

"iam:AWSServiceName":"organizations.amazonaws.com"

}
}

}

AWSOrganizationsRed@BtHfARLME R M RiLFRINR, ©F | arn:aws:iam:aws:policy/
AFRAFPRTEMER. TEHHRER  AWSOrganizationsReadOnlyAccess
ERTHRBEFHNRNE

"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Action":[

"organizations:Describex*",
"organizations:List*"

]V

"Resource":"*"

"Effect":"Allow",
"Action":[

"account:GetAlternateContact"

]V

"Resource":"*"

¥ # Organizations Amazon3t & =\ 5K B%

TRETRTAmazonEERNRKBEFNIFACE (MNZBRSFRBIRXEERFH ) . EXRERNEERNR
& , BT Amazon Organizations X471 #1285 (p. 134)AE LK RSS IR

B 88 B &8
AWSOrganizationsFullAccess — B3#1T | Organizations 1 SRE&FIN T 2022 £ 8 A 24 H
B, UAFSIEAEL, CreateServiceLinkedRole

WER , B ACIEEALPRENR
SHRAGLIENR, NXRNER
TFHlg—"NAG , ZABREER
organizations.amazonaws.com iR

SR
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https://console.amazonaws.cn/iam/home?#/policies/arn:aws:iam::aws:policy/AWSOrganizationsReadOnlyAccess$jsonEditor
https://console.amazonaws.cn/iam/home?#/policies/arn:aws:iam::aws:policy/AWSOrganizationsFullAccess$jsonEditor
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EX

AWSOrganizationsFullAccess - EE#
F A& Organizations 15 & & 70,
REMIBRIK & AR R AR RN K-
API PR,

AWSOrganizationsReadOnlyAccess -
BEFH N AFEE Organizations 4| &
BEERSZABRRAENIKS API 1
R

88 =p:
Organizations HN T & 31 EREEHY 2022 F 2 A 22 B

account:GetAlternateContact, account:DeleteAlternateContac
BE, UBAATBAKFZARKIA
B R R.

Organizations 0 T & 53 K BEHY 2022 % 2R 22H
account:GetAlternateContact ¥

B, UBRAATEEKFZ2AKIAN

AEE N
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https://console.amazonaws.cn/iam/home?#/policies/arn:aws:iam::aws:policy/AWSOrganizationsFullAccess$jsonEditor
https://console.amazonaws.cn/iam/home?#/policies/arn:aws:iam::aws:policy/AWSOrganizationsReadOnlyAccess$jsonEditor

Amazon Organizations f /™
HE—RIAE

Amazon Organizations & HEK

MRELEER Amazon Organizations FHBZ| R |, EE @RI FHWHEXED,
£l
- HFE—RFE (p. 129)

P& — R

1§ AL B9 5 B AT ES BY S8 12 MR H A8 E 7 5/ Amazon Organizations B B]AEB B AV IE4E 5 R SR E b & LA
i
E3 1]

+ HF M@ Amazon Organizations & HiFREY , UeE T “access denied” (A [RIEIELL) SHE (p. 129)

- HRFEARNEEEERIEFRN , WE T “access denied”(IEL 1 []) SHE (p. 129)

s HRBWURAKS S OEFFALSUEEKS FOMERK A KSR, Y E“access denied” ( IE4E T
) 48 (p. 130)

o Z2RXEARPFMKF R, HUE“quota exceeded (& HPRER)EE. (p. 130)

o RIERNMRMBRIK TS T —RUBREFTE-BREFHEE (p. 130)

o iR EELRFIK SR, FUEF “organization is still initializing”3E & (p. 130)

o HRZBLEKSBIBETRMAELAR |, WE Invitations are disabled (BIEHEZA)HE. (p. 130)
s BATMNWERTLEEIENTM (p. 130)

2 M Amazon Organizations & Hi&EREt |, W
T “access denied”(G R #IE4) JHE

- RIIEREEFARGERNBENT RN, EERLFEDTF IAM KM INEEH IAM AP RE
FIEAARR TR, MRRTFXENROKBFTISEMEM (HIW0 , HANEDR IP bukfRH) ,
BEBRERZBERNAEXLEER, BXEFIEWEAT IAM AP, AHACHRBNES , BSH

C(IAM R 1ERE) AR 6E A SRR

. MBHEFHESE APIBER ( FER Amazon FETEE ) | ERITFLEEEBRESER,

HEFEAIETZEEEUERIXTERES , WEI T “access
denied”({E4E i 1R]) SHE
s FHIAEATALBERN IAM AFSAGEEERNNIR, KNZSZIENRRER IAM AFSAR

H R ERSEE N R T IAM AP RASHNER. BXBNEZLFIENRNBELSRANESFELS , 20
C(IAM A FP1ERE) ARV HI6eY 2 2 IR IR

« RIS BERRERATEBNSEMELSNBER, AXEAEE  BSHMERHFRTREGNTA
BXHEH C(IAM B/ ERE) R 6E A I a2 2 KU LIE R Amazon & R #Y 15 A %X FR o

- RIS IR Z2ZIDREIH. BXESEELE , F2H (AM AFER) FHERIGN Z 2%,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage.html
http://www.amazonaws.cn/tools/
https://docs.amazonaws.cn/general/latest/gr/signing_aws_api_requests.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_control-access.html
http://www.amazonaws.cn/tools/
http://www.amazonaws.cn/tools/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_request.html
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HSERZHUNAKST S HOBEFHLAHAEEKS Efﬁﬂﬂﬂ
BRAX A MK B, W E“access denied” ( 3E4ti51E ) SHE

s ERBRRAKS  MAEEERAKFHEAR IAM BFRHEKENNERE, BXESER , 559
{Amazon Biling BFIERE) S RYECE X MK 2 AR AR E =i H & 8 15 18 o

« REKFWEERIGIKFBTAIENERN , FEEMALAFRHERLKS . HEFEH Amazon
Organizations ##|&. APl 2 Amazon CLI S HTEA AT IR i, RETLBRELEER,
NF LR RIS | BATIES Amazon B , B EIH , RENBIETERRIE
B FHRMNHMW AR R, Amazon BEAEARER AN ASEIEAME L EQEIATLEE (3
Amazon &BEE ) Amazon SEFIR TR, AXEZEE , BB ENRAKSEHAL (p. 53),

SR EALFRMK A, U E“quota exceeded (i
i PRER )" E 2

PARAFERAKFHRE. SHERHESXAKS QLT A LB,

MABE T ABRANB AR, WRZBWSELEE, SEKSBUEBESBETH , WEHLT
.

« XFEMBRAmazon Web Services I &I , EMAELFRBRE (p. 51) , ABREMEE & AEHNE .
s BRAABERENEFNEZEE , ESRKAENZ/NME (p. 125)0

'&‘tEI%bﬂ‘EﬂﬂUl‘?WKFH‘M& AT —FUBEFRE—RSES
HWHR

REREZTE-BRESH. flm , B EIEBEBRHEIZNKS . SILRBZIRMRE, WREEFNAH
BRIKFENBRI A XK EFANRE , ESHSAENZNME (p. 125K THAEXNTERESRANEE.

xl‘hﬂéﬂm /?T\‘JJ[U”KF' i, B W E|“organization is still

TN

initializing” 8 &

MREWREISEEIR , MEEZMBALET T -8t , HERER Amazon Web Services Supporte

SER=ERIKF #E EU%E’JQHQEH‘I W E“Invitations
are disabled (ZiE#HZA)HE,

YR AALARNFIENEE (p. 22)8 , @ REXTER, WRFETRFE-LENEFRTHK , HAEFTEMR
BAMKF#HITHA, ERETRZE , BT EBFEHRKSMALL,

BTN ERNERIUEIA R

FEALRBBHONITENEFRINKRS , Amazon Organizations AN FL —HEN I HRITEER,
S&1E Amazon Organizations AR M ERFTE—LHEFL2ERAXLFETRPAIL. SERSHSR
SEzEREFRFEEEFXEZ B EXERBEEEMNE , XK2ER—ENER, Amazon Organizations
AEERESHE , BEREEERT , XTHELENME, E2iSENRERR 2 , EXTERTL,

Elxﬁ'éﬂif“ﬁﬁ&f"ﬁ FEZERXLEAREMER , BIEE—MIEFRBHNERN S —MIERZIULEIT
| L EER BRI T,
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/grantaccess.html#ControllingAccessWebsite-Activate
https://console.amazonaws.cn/support/home#/
https://wikipedia.org/wiki/Eventual_consistency
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BXHMEL Amazon RFMAZREENESZEL , BSANTHRIR

«  {Amazon Redshift IEEF KA RIEME) PHNEELHE—
 Amazon Simple Storage Service i P8R K Amazon S3 ¥#E —HHEETL

+ Amazon KEIEIEE H Y Ensuring Consistency When Using Amazon S3 and Amazon Elastic MapReduce
for ETL Workflows

+ {Amazon EC2 AP| %) H EC2 H4& —3M4,
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https://docs.amazonaws.cn/redshift/latest/dg/managing-data-consistency.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/Introduction.html#ConsistencyModel
http://www.amazonaws.cn/blogs/big-data/ensuring-consistency-when-using-amazon-s3-and-amazon-elastic-mapreduce-for-etl-workflows/
http://www.amazonaws.cn/blogs/big-data/ensuring-consistency-when-using-amazon-s3-and-amazon-elastic-mapreduce-for-etl-workflows/
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/query-api-troubleshooting.html#eventual-consistency
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BEEE HTTP &ifiERKE A API

AT BEFXMEMEAT Amazon Organizations & APl FWEMEE. Bx AP REFMBE RN IEAE
B , 2 Amazon Organizations AP| &%,

Note

BT LUE R Amazon Organizations F A TEGz— , K& X Amazon &) API #1TEEE

o Amazon FXTEGHEBEEATEMNEEESMES (Java, Ruby, .NET, iOS. Android
E ) WEMRHINRE, FAIESTRBEENFARGEX Amazon Organizations 1 Amazon 9
WEBHR, fl , FRTESRTUTELUES  MBLBER, EEHERURAHERER. A
X Amazon FATEGMER (BHEUMTHRETE ) , ESHER T Amazon Web Services 19

TE,

fEFAEA F Amazon Organizations 921 APl AT LA A RS RE. Eif) APIERE HTTPS iR , #93
€ Action B8 , LUBRERITHIRMAE. Amazon Organizations XIFFIEREN GET M POST #HR. t#H
2, APl REREFEAFELREN GET B RAMEARIEN POST ER. A , GET B8R URL KD
PR, RELRESEEFHEX , THEER 2048 T, At , FFERESNEN API EXR , BYUHE
F POST &K,
MRE XML X1, AXEENFEMEER , HS5 Amazon Organizations APl ZZ R EMEER .
]

* Endpoints (p. 132)

« QAEA HTTPS (p. 132)

+ X2 Amazon Organizations API i&3K (p. 132)

Endpoints

Amazon Organizations BE—NMEEERD ( FEELIT ) KiFRENLE APl LK1 =,
BXFERSHAmazonL T RAMXBHNEZEL |, 551 (Amazon —f&SE) HH X LT <.

WAER HTTPS

HTZEH AP RERLEITFEHRAEE , KAEA HTTPS X FFAE APl BRI,
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Z Amazon Organizations API i53K

PERTGRZES ID MRFFRBHIBER, BIEINBUETEFER Amazon BRI EIELAERERN
Amazon Organizations T/E, ERISAER IAM AP WEIERIGEEIE , fla0EHTF IAM A&,

EXRH API BERBITER |, BLAEA Amazon EBRAK 4, BEXRERAZERAE 4 WEE , S H https:/
docs.amazonaws.cn/general/latest/gr/signature-version-4.htm| E#M S hfIAmazonEBRA 4 EEHK
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Amazon Organizations T2 HRA |, HlINEZ AR 2,

BXREZER , BSATIANE :
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« lm B SEAE — 5 B 20 4A 6 22 A0 6 A IR B R 2 SXAE
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https://docs.amazonaws.cn/general/latest/gr/aws-security-credentials.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
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EXRIELS AL BIRERE,
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