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RIP AL
Example
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:Publish",
"Resource": "arn:aws:iot:<region>:<account_id>:topic/*"
}l
{
"Effect": "Allow",
"Action": "iotevents:BatchPutMessage",
"Resource": "arn:aws:iotevents:<region>:<account_id>:input/*"
}l
{
"Effect": "Allow",
"Action": "iotsitewise:BatchPutAssetPropertyValue",
"Resource": "*"
}l
{
"Effect": "Allow",
"Action": "dynamodb:PutItem",
"Resource": "arn:aws:dynamodb:<region>:<account_id>:table/*"
}l
{
"Effect": "Allow",
"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch"
]I
"Resource": "arn:aws:firehose:<region>:<account_id>:deliverystream/*"
}l
{
"Effect": "Allow",
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:<region>:<account_id>:function:*"
}l
{
"Effect": "Allow",
"Action": "sns:Publish",
"Resource": "arn:aws:sns:<region>:<account_id>:*"
}l
{
"Effect": "Allow",
"Action": "sgs:SendMessage",
"Resource": "arn:aws:sgs:<region>:<account_id>:*"
}

RIP 50 A BB AE

EENREZERETURFERNBER D FEANEABENHRNERE, NREERFIENAFHZEHE
HIRR , BEATHAUEREFHRFMNEFER | NEXTRFZAFSIEZAEFTAABBNNER, XEKE , R
TERFNRIiotevents:CreateDetectorModelMiotevents:UpdateDetectorModel , ik AN
FEFMPRiotevents:UpdateInputRouting.

Example

LATRERBEARIN 7 XM PRiotevents : UpdateInputRouting.

{
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "updateRoutingPolicy",

"Effect": "Allow",
"Action": [
"iotevents:UpdateInputRouting"

1,

"Resource": "*"

& ] LB TE i AAmazon Resource Name (ARN)” 5% , MR RBE R *“H T Resource It N REHIH 45
BN XA LR FIRT A P o S 44 61 2 =R 58 37 49 BRI B3 4R 2 PSS FE RO S A BRIB A9 175 R

A IAM ZFHAEBEACFMXE

AT ARG BB a{aE A IAM 2§ & BTN RRT FNXEAmMazon loT Events{A &R &4 K Amazon SNS 12EE,
R LN A ME AT ELMNERNEMEE ( AFRRKFFIEE ) Amazon loT Eventsi& Il 25E A |
& %1% Amazon SNS BiRHEHRE,

BERRLTRAE , BEETEM ARN, Amazon SNS &£ F{# FHAmazon loT Events.

A IAM 25 A EEAGHNNE

1. & FEAmazon Web Services Management Console , fA/5&E13 LU TR HEFTFF IAM $2F1& : https://
console.aws.amazon.com/iam/.

2. ESMERT  ERERR AR

« Welcome to Identity and Access Management

IAM users sign-in link:

Dashboard
https: /T ERENLAL signin.aws.amazon.com/console () | Customize
Groups
Users IAM Resources
Roles Users: 1 Roles: 33
Policies Groups: 0 Identity Providers: 0

Customer Managed Policies: 36
Identity providers 9

Account settings Security Status - 1 out of 4 complete.
Credential rt ]
feaentiatrepo A Activate MFA on your root account v
Create individual IAM users v
Encryption keys
A Use groups to assign permissions \"4
A Apply an |1AM password policy v

3. i%&#ECreaterole (BIEA® ),
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fEH 1AM

BEHAEEABGNNRR

Search IAM 4

Dashboard Q
Groups
Role name »
Users
Admin
| Rotes
Policies AmazonSageMa. ..
Identity providers anotherchannel...
Account settings aws-quicksight-
Credential report AwsSecurityAudit
AwsSecurityNac.

4. HEHIBRAERE , FRITUATEME.

Description

SageMaker execution role created. ..

Trusted entities
Account:
service: sagemaker
service: iot
service: quicksight
Account:

Account:

[ - 7

Showing 43 results

a. XFSelect type of trusted entity ( EFZEERAMER ) | 1EFE Amazon service ( RS ) »
b. NTFEFHEAKAGHNRERS |, EFloT.
c. NFEBEMEARD , EFIOTRBERET —%:s (Permissions (T —% : X FR).

Create role

Select type of trusted entity

i'i service [ ]
EC2, Lambda and others F—

Another account @
Belonging to you or 3rd party

Allows services to perform actions on your behalf. Learn more

Choose the service that will use this role

EC2

Allows EC2 instances to call services on

Lambda

Allows Lambda functions to call services

API Gateway CodeBuild
Backup CodeDeploy
Support Config

your behalf

on your behalf
EKS
EMR

ElastiCache

Web identity
r any OpenlD

Kinesis

Lambda

Lex

SAML 2.0 federation
Your corporate directory

53

SMS

SNS
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5.

6.

Amplify
ADDSW’TC

Application Auto Scaling

Connect
DMms

Data Lifecycle Manager

Application Discovery Data Pipeline
Service

DataSync
Auto Scaling

Deeplens
Batch

Directory Service
CloudFormation

DynamoDB
CloudHSM

EC2
CloudTrail

EC2 - Fleet

CloudWaich Events

Select your use case

loT

Allows 10T to call services on your behalf.

loT - Device Defender Audit
Provides

* Required

Elastic Beanstalk

Elastic Container Service
Elastic Transcoder
ElasticLoadBalancing
Forecast

Glue

Greengrass

GuardDuty

Inspector

loT

loT Device Defender read access to loT and related resources

License Manager SWF
Machine Learning SageMaker
Macie Security Hub

MediaConvert Service Catalog

OpsWorks Step Functions
RAM Storage Gateway
RDS Transfer
Redshift Trusted Advisor
Rekognition VPC

RoboMaker WorkLink

HOIZASREMMNNE , FXERRREETAE , REEET —Fs (7%,
BOUELEHNSRP BN R TFRAENR.

Create role

+ Attached permissions policies

The type of role that you selected requires the following policy.

Filter policies ~ | Q

Policy name =

» AWSloTLogging
» AWSloTRuleActions
» AWSIoTThingsRegistration

» Set permissions boundary

* Required

Used as
Permissions policy (2)
Permissions policy (2)

Permissions policy (2)

Showing 3 results

Description
Allows creation of Amazon CloudWatch Log gr
Allows access to all services supported i

This policy allows users to register things at b...

Cancel

Previous Next: Tags

EORASRERNGE (L) , REFERIRERFEET —F 5.
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Create role 2 @ s
Add tags (optional)

IAM tags are key-value pairs you can add to your role. Tags can include user information, such as an email address, or can be descriptive, such as a job
title. You can use the tags to organize, track, or control access for this role. Learn more

Key Value (optional) Remove

‘ lada n

You can add 50 more tags.

7. EERTHE, mAALER , TEAGER  RAEERUEAR.
Create role o2 s @

Review

Provide the required information below and review this role before you create it.

Role name® | myloTEventsRole

Use alphanumeric and +=, @-_" characters. Maximum 64 characters.

Role description | Allows |gT Evenisfocall  services on your behalf.

Maximum 1000 characters. Use alphanumeric and *+=_.@-_" characters

Trusted entities service: iol. amazonaws.com
Policies AWSIoTLogging 2

AWSIoTRuleActions
AWSloTThingsReqistration '

Permissions boundary Permissions boundary is not set

* Required Cancel Previous
8. HASMNHL K EXRAEREUENABHER.
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Search 1AM « x
@ The role myloTEventsRole has been created.

Dashboard

Groups Delete role [» - I

Users

Q Showing 34 results

| Rotes

Policies Role name « Description Trusted entities

Identity providers

lambda_basic_ex
Account seftings - -

Credential report lambda_v

lambda-role

Encryption keys lambda2

my_lambda_role

service: lambda
service: lambda
service: lambda
service: lambda

service: edgelambda and 1 more

my_sagemaker_role  Allows SageMaker notebook instances, service: sagemaker
myChannelRole service: iot
Allows 0T Events to call services . service: iot
MySNSRole service: iot

9. EWEMRNAGTME , F£Permissions (X FR)ET+ , SR oK.

Roles > myloTEventsRole
Search 1AM 4

Summary
Dashboard
Role ARN
Groups
Role description
Users
Instance Profile ARNs
| Rotes
Path
Policies

Creation time
Identity providers

Delete role

arn:aws:iam: ‘role/myloTEventsRole ()
Allows 10T Events to call services on your behalf. | Edit
@

!

2019-03-19 10:55 PDT

Maximum GLI/API 1 hour Edit
Account settings session duration
Credential report
Permissions Trust relationships Tags Access Advisor Revoke sessions

Encryption keys ~ Permissions policies (3 policies applied)

Attach policies © Add inline policy

Policy name « Policy type
y W0 AWSIloTThingsRegistration managed policy

» P AwsioTLogging

Show 1 more

10. FEMIIPRITE , EL3F 02 KAE.

managed policy
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Add permissions to myloTEventsRole
Attach Permissions

Create policy s
Filter policies Q Showing 439 results
Policy name « Type Used as Description

3 AdministratorAccess Job function Permissions policy (1) Provides full access to services "

> AlexaForBusinessD managed Jone Provide device setup access to Alexa

» AlexaForBusinessF managed one Grants full access to AlexaForBusines.

3 AlexaForBusinessG... managed None Provide gateway execution access fo ..

3 AlexaForBusinessR managed None Provide read only access to AlexaFor.

> AmazonAPIGateway managed one Provides full access to create/edit’del

3 AmazonAPIGateway... managed None Provides full access to invoke APIs in

3 AmazonAPIGateway... managed ne Allows API Gateway to push logs to us.

» AmazonAppStream.. managed None Provides full access to Amazon AppSt .

€ >

Cancel
1. EOERMIEL | £FEISONGET~, MREHIRKBIERABES , HEREXERFEXA,
Create policy o 2

A policy defines the permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and
using JSON. Leamn more

x
This policy validation failed and might have errors converting to JSON : The policy must have at least one statement. For more
information about the 1AM policy grammar, see 1AM Policies
Visual editor JSON Import managed policy

=i
"Version": "2812-18-17",
“Statement": []

12. #EJSONETF |, FHITHU T B4,

TERBEEFP AT = AIE# JSON,
¥ ResourcelE## N ARN., Amazon SNS EBE F{# FHAmazon loT Events.

c. %&$FEReview policy ( EEFKE ) . Eth T LLE Amazon SNS £ ARN hE A BEFRBEFE =
HAR |, BEEEHILS AN Z 2 RE,

10
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sns:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:sns:us-east-1:123456789012:testAction"
}
]
}

BHREBENRUUTRR,
Create policy O :

A policy defines the permissions that you can assign to a user. group, or role. You can create and edit a policy in the visual editor and
using JSON. Learn more

Visual editor | JSON Import managed policy
.
"Version": "2012-19-17",
- "Statement": [
& {
- "Action": [
"sns:*"
1,
"Effect": "Allow",
"Resource™: "arn:aws:sns:us-east-1:123456789012:testAction"
}
]
i

13. EEEXBAE , MABSMN TIZER , BUENRE , ARERCIERRE

11
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Create policy 1 e

Review policy

Name* | MyloTEventsPolicy

Use alphanumeric and +=,.@-_" characters. Maximum 128 characters.

Description | Grants [oT Events permission to publish to an SNS topic.

Maximum 1000 characters. Use alphanumeric and +=,.@-_' characters.

summary

Q

service ~ Access level Resource
Allow (1 of 172 services) Show remaining 171

SNS Full access All resources

< >

* Required Cancel Previous
14, ERBUE L K ESMELT , EEAG.

earen A Create policy Policy actions ~ FS K - N 7]
Dashboard Filter policies ~ Q
Groups
Policy name « Type Used as Description
Users -
» WP AdministratorAccess Job function Permissions policy (2} Provides full access to A
I Policies » W AlexaForBusinessDeviceSe.. managed None Provide device setup ac(
Identity providers » W AlexaForBusinessFullAccess managed Grants full access to Ale
Account settings y W AlexaForBusinessGateway managed None Provide gateway executi
Credential report » NI AlexaForBusinessNetworkp. . managed None This policy enables Alex:
» Wi AlexaForBusinessReadOnl... managed Provide read only acces!
Encryption keys y W AmazonAPIGatewayAdminis managed None Provides full access to ¢l
y W AmazonAP|Gatewaylnvoke. managed Provides full access to in
y W AmazonAP|GatewayPushTo.. managed Allows AP Gateway to pt
y W AmazonAppStreamFullAccess managed Provides full access to A
y W AmazonAppStreamReadOn.. managed Provides read only acce:

15. FAGBNHEL , ERFERECIRNAGHEN,

12
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- Delete role F N - I > ]
Search 1AM ‘

Dashboard Q Showing 44 results
Groups
Role name « Description Trusted entities
Users
decompressLa... service: lambda
| Rotes
error_topic_role service: iot
Policies
Identity providers GatedGardenA... Account:
Account seftings GatedGardenint Account:
Credential report helpmeouthere service: iotevents
loTActions service: iotevenis
Encryption keys IoTEventsRole Allows loT Events to call servi service: iotevents
loTLogging service: iot

16. EFEMRNARTE , E£Permissions (fUR)EIF |, LB M INSKAE.

Roles > myloTEventsRole

Search 1AM
B Su mmary Delete role
Dashboard
Rele ARN arn:aws:iam: ‘role/myloTEventsRole (7
Groups
Role description  Allows [oT Events to call services on your behalf. | Edit
Users
Instance Profile ARNs =)
I Roles
Path !
Policies

Creation time 2019-03-19 10:55 PDT
Identity providers
Maximum CLI/API 1 hour Edit

Account settings session duration

Credential report —
Permissions Trust relationships Tags Access Advisor Revoke sessions

Encryption keys ~ Permissions policies (3 policies applied)

Attach policies © Add inline policy

Policy name Folicy type «

3 AWSIoT ThingsRegistration managed policy
» AWSIoTLogging managed policy

Show 1 more

17. MR TUH , &P IEGIR M RIS ERAE |, RIERH NSRS,

13
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Add permissions to myloTEventsRole
Attach Permissions

Create policy

Filter policies -

Policy name ~ Type

MyloTEventsPolicy

Q, MyloTEventsPolicy

Used as

Customer managed

18. HABNHL , ERFEFRECIRNAEHNEN,
Delete role

ch IAM

Se

Dashboard
Groups
Users

I Roles
Policies
Identity providers
Account settings

Credential report

Encryption keys

19. ERBZACGHRE , EEEXRETF , BRREFEEXR.

Q

Role name ~ Description
decompressLa...

error_topic_role

GatedGardenA...
GatedGardenint...

helpmeouthere

loTActions

loTEventsRole

loTLogging

Allows 10T Events to call

servi

Description

~
(%

Showing 1 result

Grants 10T Events permission to publi...

Cancel Attach policy

Trusted entities

service:

service:

Account:

Account:

service:

service:

service:

service:

lambda

iot

iotevents

iotevenis

iotevents

iot

[ - )

Showing 44 results
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20.

Roles > myloTEventsRole

Search IAM

Summary Delete role
Dashboard
Rele ARN arn:aws:iam:: ‘role/myloTEventsRole (]
Groups
Role description Allows loT Events fo call on your behalf_ | Edit
Users
Instance Profile ARNs )
Roles
Path !
Policies

Creation time 2019-01-04 14:21 PST
Identity providers
Maximum CLI/API session 1 hour Edit
Account settings

duraticen
Credential report
Permissicns Trust relationships Tags Access Advisor Revoke sessions
Encryption keys You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document
Edit trust relationship
Trusted entities Conditions
The following trusted entities can assume this role. The following conditions define how and when trusied entities
can assume the role.
Trusted entities There are no conditions associated with this role.

The identity provider(s) iot.amazonaws.com

ERBETXRNERBEY , FIEH JSON BN U TR EREHEIERE.

"Version": "2012-10-17",
"Statement": [

{
l'sid": nn ,
"Effect": "Allow",
"Principal": {
"Service": "iotevents.amazonaws.com"
I
"Action": "sts:AssumeRole"
}

BHRENEUT AR,
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T 55 CloudWatch it &£ & KB

Edit Trust Relationship

You can customize trust relationships by editing the following access control policy document

0 m
D ;

Policy Document
-1
"Version": "2012-18-17",
-~ "Statement": [

- {
"sid": ",
"Effect": "Allow",

v "Principal™: {

"Service": "iotevents|.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
1
}

Cancel Update Trust Policy

RIEBL B F T Amazon loT Events A F R KRB B EE Amazon SNS THKIXIEE, hTi€BEZSM B
MERECIEN AR ( MABR THINZEENAS ),

I 5% CloudWatch it XA K

AT R SIRSIRE M T ARERAEEER , T Amazon loT Eventsi¥ B &3232 F| CloudWatch &R &E(.
AEEE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreateLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:PutMetricFilter",
"logs:PutRetentionPolicy",
"logs:GetLogEvents",
"logs:DeleteLogStream"
1,
"Resource": [
"arn:aws:logs:x:k k"
]
}
]
}

EERE
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Amazon SNS JHE A BBUER

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [

"iotevents.amazonaws.com"

]
b

"Action": "sts:AssumeRole"

BEFEEMMME IAM AAFEY IAM permissions policy ( fXPRKEE ) , AT ZAFPEZERRE , TR, BX
BRER , B2H . OAFETNRASAGEZESAMazon RS EEEIAM AFER.

{
"Version": "2012-10-17",

"Statement": [
{

"sidq": ",

"Effect": "Allow",

"Action": [
"jam:GetRole",
"iam:PassRole"

1,

"Resource": "arn:aws:iam::<account-id>:role/Role_To_Pass"

EBAERAUTH SR EREBBA CloudWatch B&. X ftiFAmazon loT Events¥ B EEH4 KA
CloudWatch #F. ook

aws logs put-resource-policy --policy-name ioteventsLoggingPolicy --policy-document
"{ \"Version\": \"2012-10-17\", \"Statement\": [ { \"Sid\": \"IoTEventsToCloudWatchLogs\",
\"Effect\": \"Allow\", \"Principal\": { \"Service\": [ \"iotevents.amazonaws.com\" ] },
\"Action\":\"logs:PutLogEvents\", \"Resource\": \"*\" } ] }"

FEANTHTHEBRSET, EfroleArnEREHENRATAE,

aws iotevents put-logging-options --cli-input-json "{ \"loggingOptions\": {\"roleArn\":
\"arn:aws:iam::123456789012:role/testLoggingRole\", \"level\": \"INFO\", \"enabled\":
true } }"

Amazon SNS SHE AG®BEE

AR RBESURSIR I T BB RBASERE , T AAmazon loT Events & 3% SNS JHE.
AR

"Version": "2012-10-17",
"Statement": [

17
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Amazon loT Events F X A R IEF
Amazon SNS JHE A BBUER

{
"Action": [
"sns:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:sns:us-east-1:123456789012:testAction"
}
]
}
EERH
{
"Version": "2012-10-17",
"Statement": [
{
"sid": ",
"Effect": "Allow",
"Principal”: {
"Service": [
"iotevents.amazonaws.com"
]
}l
"Action": "sts:AssumeRole"
}
]
}

18




Amazon loT Events FF X A RIS

4 E FHAmazon loT Eventsi & &

A5 T WA Amazon loT EventsiZ &l &. Al BN X LN FH RS HTEE | EERSANBER
Bo HEHHANENELBE —EREN , BRANEERSTERBERS. RE , ©&%X#* Amazon
SNSHE , REFRRAREEER. YEIBRBRSEL=/EHERNEENU TR , ERHRE EERS
3 K% B —% Amazon SNS EEERTEIA,

BNREENREUTEES=MEE , SUBREFRLMERENRIEDRBFFENHER T LA E/
EREFEEFTIR,
EEFE L, FETTURE LA T BE LR B[ EEER, EETAERAREFHESAHMBARE

HERMBER | FES HENRMUB[EEH ETROTRNFFEACTAmazonXiE, MRESAHRMERE
B, FBRIFXEEMENAARETIERA  AEHMEANAESE ARN,

fEFAAmazon loT EventsiZHl AL T UL TAAR,

TE LA
BB RZNHERE  eNSMEEENHRTES A Amazon loT Events B9 5%, HITHIRERNFZE
E2EEER WA KEE Amazon loT Events, &L a7 LA} :

+ {# A BatchPutMessage&{E.

« H1Amazon loT CoreBE A —Amazon loT Events{TaIM Ny Amazon loTH NG| 2 | BT HENER
iR X FlAmazon loT Events. AR E FrFRIRE A

+ i Amazon loT Analytics , £/ CreateDataseti@EL Bl B FEH contentDeliveryRules. X LEH
N$E7E 7 Amazon loT Events B3I K A BIBEE RN B H Ao

EENRBRG U T AR REBIEZE , MAEL NS MRA. At , BRNSIMEAEE-—NE
B, AEER AR ENE CEERIEFRHNBLEFR.

BIEERN SRR
EX—MRNBFER (ZHRBFIIENER ) FRARS. T8RS, ENEL (HRE) BE , Z
PETEEANBALRNEESH, RNBEH4E , ETUAEAHM Amazon RS E SRS HAMAK B
ENHETE X RE, BUNELHMEYN | XESHFERASBHEMESURBRENRSE (T
% ) BRI,
EARHES , SERHEARBREFERESR |, 49 K1E Amazon SNS HEERIRE,

WIER R R
MREEWNSMRERHRE , BEBMAAPEE-INFERFRBARBNBERESHE, ES
FkeyFEH /& CreateDetectorModel. HiRFIH —AMREEN ( ERZREBFRNBMAFEPES
—ANEE ) key ) , MEBIE—NMENZE. BMRUBRHB2FNBFELN — DL, FRIBRNBE R
MRKBIZRENRA , EEIEHSMIBRE RN IFER,

MBBSIHBENHE (AFEEEZNMIZRFHEBEEREZRAA ) , WEEEEHE —FiRkeyZBREFIRE
HFEERE, EXHERT , 2EE—NEAZARIZENMENZE (=46) .

BB AR LD SR SR
BEHEETUNRBRERHENEBEEN A LIEEIAmazon loT EventsiEE |, FEEEIH

BT EHMERt. EAKED , LREHAmMazon loTiR4| & E— 1 Amazon loT Events{TEh#L I H
Amazon loTHN 5|2 |, AT REHE R EEF X EAmazon loT Events.

AL, BERERRBIEA , REREEHAAmazon loTIRHAEREE | XEHBENRARLKE

Amazon loT Events.
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https://docs.amazonaws.cn/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule
https://docs.amazonaws.cn/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-create-dataset
https://docs.amazonaws.cn/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule

Amazon loT Events F X A R IEF
SR

Note

AHEEEAEFHEREE, inputflldetector model HIRFIFTREIE (p. 53). AT LAEA L
JSON ROIRE B RS RHIE,

£
o SFEREMH (p. 20)
- BIZHA (p. 20)
o BIZERNZRERE (p. 25)
o RIEHASUNH BN BRIEE (p. 39)
o MIBRA S (p. 45)

FoRF
MREEHAmazonK P |, BIE—1,

1. §TFF https://portal.aws.amazon.com/billing/signup.
2. RERELOREBHITERE

EEMe , BfFED—BRiE , EREERABEREER A — NI,
3. I MAmazon Simple Notification Service (Amazon SNS) &,

REFE ( MR RA] ) RIZELIE T H N Amazon SNS £/, XEEHH ARN R
A :arn:aws:sns:us-east-1:123456789012:underPressureActionfMarn:aws:sns:us-
east-1:123456789012:pressureClearedAction. FZAIZEK Amazon SNS /A ARN B#Rix
E, BXEZEL , 25 Amazon Simple Notification Service FF X A G I8E,
BR 7 @ Amazon SNS B A MERI , BEALILLIFNR A EFTERIEEEEMN MQTT BHE. FAL
BRI, BEUERAUTEZRIEZWIRNSZEREREENESS , URXESFRBTEEREZER
Amazon loT#/0EFIE A FiTRMKZEZERIXLE MQTT EFHEE . BETUEE TR ERERN
BEATAENMARTEITEN MQTT EBE M.

4. BEEFE—1AmazonZiFH i XAmazon loT Events. BXEZEL , 28 . Amazon loT

EventsfEAmazon—f§5&. BX&HBEER , HSHEMEHAmazon Web Services Management
ConsolefEFF 1 f5£ FH Amazon Web Services Management Console.

0 22 51 A

LENEBENERMAN , RINBUKELSEROEEARN XA , R REFIHBFREXLEXHRIBER
BITRR. MAREXHRAEBEELFRENRA.

BB AT RN S M R ER A
EFRER , BB NE AN X Hinput. jsonEEN R XH4RGEH , BEUTHE :

{
"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
¥
¥

MEMRBXANHEFEE T input. jsonXfF | RAIBGIE—MaA. EFRARTHRNEEZ - FKMEXEASM
ER LR RN EE 02 W AR,
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http://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/sns/latest/dg/
https://docs.amazonaws.cn/general/latest/gr/rande.html#iotevents_region
https://docs.amazonaws.cn/general/latest/gr/rande.html#iotevents_region
https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/getting-started.html

Amazon loT Events F X A R IEF
ESMBEEPEBRAA

E i
« EEMBERTHOEBMA (p. 21)
- ERNB[EERAPGEBA (p. 22)

ESMER T ERA

REFTEROFAGEBMA , N TEREEJRNFEE | FEISMERK.

B FAmazon loT EventsiZ il & & EF “$E” EBAmazon loT EventslikF~,
f£EAmazon loT EventsiZfl& , EE LA , ERHEFSMBERE.
EEMSMEES , EEREA.

ERHENELA | EEAEEA.

852 Services | Q Search for services, features

P oobd =

loT Events X loT Events Inputs

Detector models
Inputs m
Inputs

Sl Name 4 | Datecreated v Dateupdated v

5 XFHWA, #AlnputName , A& |, AFIEE LAY EERPFNFED |, EFinput. jsonfBE
B R A 2R Y SRR 2 S A

Create input X

loT Events ingests data from other services. By registering an input, you allow loT Events to use the A
attributes of this data in your detector models. 10T Events accepts generic messages sent from any
device or service.

Input name
Name the input so you can easily identify it later in the list and detail views.

Pressurelnput

Input name should contain 1-128 characters and only A-Za-z0-9 and _.

Description - optional
Provide a description of the input

Pressure readings for a motor.

Description should not be longer than 128 characters.

Upload a JSON file
Upload a JSON file containing a typical message the input will receive. Or use a sample JSON Z

| @ Upload file

Files should not be larger than 10KB. v

6. NTEERMARY A EERBEANEMN , AEiEECreate. EUILRAIH , RATEEmotorid M4E BEFE
&, EN.
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https://console.amazonaws.cn/iotevents/
https://docs.amazonaws.cn/iotevents/latest/developerguide/create-input-overview.html

Amazon loT Events F X A R1EE
EFENSEER S ERMA

Create input X

Upload a JSON file
Upload a JSON file containing a typical message the input will receive. Or use a sample JSON E

‘ [l Upload file

Files should not be larger than 10KB.

input.json

Choose input attributes
De-select the attributes in the example message you would like excluded from the input.

motorid Ly
sensorData.pressure

sensorData.temperature

Tags - optional

No tags associated with the resource

Add Tag

RN 2R B A el 22 A

2N 3 B A0 RE SR A LE BRI BR AR B SR GE N MR BUR B

1. ¥TF Amazon loT Events ###I5&,
2. #EEMAmazon loT EventsiZfl & |, it R0 ER N SRR,
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EFENSEER S ERMA

I OT Eve nts Start detecting now
D ete Ct t h e State Of Design a detector model to represent the

states of your device and the underlying

a nyt h i r] g a n d ta ke a Cti O n logic that triggers state changes and actions.
loT Events monitors inputs from multiple loT sensors and applications to ||

recognize patterns and take appropriate actions when events occur.

[N Pricing

How it works Learn more [4

Getting started

Start by creating a detector to represent
your device. Or start by registering inputs so
loT Events can begin receiving v

3.

Create your detector model

Getting
started

Start by creating a detector
model to represent your
device states

Create Template Demo

Create a new Select an Explore a sample
%detector model industry-specific detector model
template with inputs

|m| Browse and select Launch demo with
templates inputs

Using inputs in a detector model |i|

[l Import detector model

More resources [

Documentation

AP reference Inputs receive the telemetry data (messages) you want to monitor and
use in a detector model. Input values are used in conditions to trigger = @ — A
an action or change state. Manage them at the Inputs page available

FAQs
from the left nav.

4. ERGIERBA.
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Title: Untitled Evaluation method: BATCH Edit Run analysis Create input m

+ Detector model palette
To build a detector model, drag
= and drop to add states. Draw
connection arrows on the canvas
& — to add transitions between states.
O state
o

State_1
‘@ Start }—p ©-

0 events

5 XNFHA , #AlnputName , AEIREE , RAEEZR LA XS EERHNEES , %Finput. jsonfEE
BER o IR 9 ST B 22 5.

Create input X

loT Events ingests data from other services. By registering an input, you allow loT Events to use the A
attributes of this data in your detector models. 10T Events accepts generic messages sent from any
device or service.

Input name
Name the input so you can easily identify it later in the list and detail views.

Pressurelnput

Input name should contain 1-128 characters and only A-Za-z0-9 and _.

Description - optional
Provide a description of the input

Pressure readings for a motor.

Description should not be longer than 128 characters.

Upload a JSON file
Upload a JSON file containing a typical message the input will receive. Or use a sample JSON E

[ @ Upload file

Files should not be larger than 10KB. (V)

6. XTEFEMARY K AEREFANEMN A REEECreate. HILRAIF , Bilk

#motoridFMsensorData.p.
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Create input X

Upload a JSON file
Upload a JSON file containing a typical message the input will receive. Or use a sample JSON E

‘ [l Upload file

Files should not be larger than 10KB.

input.json

Choose input attributes
De-select the attributes in the example message you would like excluded from the input.

motorid Ly
sensorData.pressure

sensorData.temperature

Tags - optional

No tags associated with the resource

Add Tag

Bl 2 BN 2e = 2L

EEXAEEF , BREX-—MRUBEE (SHREIIBHER ) SARE.

HNF/PRS , BENEM (HRE ) BB, ZEBTEERANRARKNERSH, SRNFEH4, ©
SUBRSH TREM R HMRE, XESHRTNTESH.

ERERSH , RETTENEH | XEE4 A SERN S A RIE KRS R EWRE W AR RITHE (X
EF NonEnter,OnExitfMonInputiEsl ) o NUBHNREBETELRAN , T2WMTERELrue.

BIEERN B A
1. BRAKEGIERTE-NMRAUBRS. EXE#TENR , FEFETERENEBState_1EEHBZERF,
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2.

3.

4.

Title: Untitled Evaluation method: BATCH Edit

+

o H

O

‘ () start

EESEEEEEESSESNY

EMERT , @AM/ EMOnEnter , EFRIFZ.

= Title: Untitled Evaluation method: BATCH Edit

© B | +

U

® start

Run analysis ‘ ‘ Create input ‘ m

State_1

0 events

Normal

0 events

Detector model palette

To build a detector model, drag
and drop to add states. Draw
connection arrows on the canvas
to add transitions between states.

O state

Run analysis H Create input ‘m

State X

State name

‘ Normal|
» OnEnter

» Onlnput Add event

» OnExit Add event

Transition sequence

No transitions

Delete state

TEAdd OnEnter B4-TTHE , i AEvent name (BHEHR)EESHRR. ERTHIP , MiAtrueRTEH

ERE#HR NRSHARE
TESHFHRER , EERMRE.
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Add OnEnter event

Event name

init

Event condition - optional
Enter the inputs and their attribute values that let the Detector model know to trigger this event.

Event actions
Choose the actions to take when the event it triggered.

Add action

Cancel

TEHEHHRER , BRTUTERE

a
b.
c
d

Selectit BEZX &

WNFEERE , BEREIBENE.
NTFEEENR , HAETRENTENE .
WNFEEE, BAEo (F).
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Add OnEnter event

Event actions
Choose the actions to take when the event it triggered.

v Set variable v

Variable operation

Select how this variable's value will be
modified.

Assign (3lue v
Variable name

Provide the name of an existing variable or
the name of a new variable to create it.

pressureThresholdBreached

Assign value
Manually assign a value to variable.

0

Remove

6. *%ESave (REFE) o
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Add OnEnter event

Set variable v Remove

Variable operation

Select how this variable's value will be
modified.

Assign value v
Variable name

Provide the name of an existing variable or
the name-of a new variable to create it.

pressureThresholdBreached

Assign value
Manually assign a value to variable.

0

Add action

ANEFRNFERPNEMEMHPRETE (LE—ME)  BBEEXNZE—#&, BEIAFELN
FRIRSHEELRRENER THITRER , TREsIAEE (flW , EEHNRHEED )

7. EMNEBE , BEXZIMNEE RN FERFEAR.

+

Bl
Lo

U

n

Title: Untitled Evaluation method: BATCH Edit

1 events |
\ /

[rananatys ] | cremeinoee | NN

State

State name

Normal

v OnEnter Add event
1 it X
» Oninput Add event
> OnExit Add event

Transition sequence

No transitions

Delete state

8. ERIBE_NMENBRS , BEFUSFER AR  EEMNASTHEIZRFEZAS, X20E—-
P8 Auntitled state_ 1.
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BIERNERRE

Title: Untitled Evaluation method: BATCH Edit

romanatyis | [ cremeinpue | [EEEN

+
1]
[ untitled_state_1
® ‘ e
\ 0 events
ha]
c

‘ (» start }—u

9. EF-—IMRETEE (BB), MEALLHIA-EXL,

Normal

1 events

Detector model palette

To build a detector model, drag
and drop to add states. Draw
connection arrows on the canvas

O state

to add transitions between states.
LU

10. BHEFFLAHFENE—MRBSEDEE MRS, NE—RBIE-RBSHEBL (FFIETHRE ) .
| Run analysis H Create input ‘m

= Title: Untitled Evaluation method: BATCH Edit

+
—_— / N\
1]

untitled_state_1
© 0 events
° \
<4

‘ ® start

Normal

1 events

Detector model palette

To build a detector model, drag
and drop to add states. Draw

connection arrows on the canvas

to add transitions between states.

O state

1. BETIRET. ELEENER , @ AEvent name (BHEM)MBH4ALZHE.

= Title: Untitled Evaluation method: BATCH Edit

[ runanatyis | [ createimpur |

+
I / \
iod \
untitled_state_1 \
|
S 0 events /
o /

‘ @ Start

12. ELEFEDER , BERMBRAE

Normal

1 events

Transition event

Event name

Overpressurized

Origin state

Normal

Destination state

untitled_state_1

Event trigger logic

$input Pressurelnput.senso
rData.pressure >70

Event actions

Delete transition

X

N
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BIERNERRE

+

¢\

n u

Title: Untitled Evaluation method: BATCH Edit

untitled_state_1

0 events

\

‘ (» start }

. 4
/ \\

Normal

1 events

ran anatysis | |_createnput_| (I

Transition event

Origin state

Normal

Destination state

untitled_state_1

Event trigger logic

$input.Pressurelnput.senso
rData.pressure >70

Event actions

Add action

Delete transition

X

~

13. ERISEEHEEER , EFRIRE.

Add transition event actions

Event actions

Choose the actions to take when the event it triggered.

Add action {'j

Cancel

14. HTERFE-E , ERRELE.

NTFEERME , EEIENE.
NTFEEEH , HATENEN.
NFDEMNE , WAE , §l80 : svariable.pressureThresholdBreached + 3

a0 o o

iE$ESave (RE) o
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Add transition event actions

v Set variable v Remove

Variable operation
Select how this variable’s value will be modified.

Assign value

Variable name
Provide the name of an existing variable or the name of a new variable to create it.

pressureThresholdBreached

Assign value
Manually assign a value to variable.

$variable.pressureThresholdBreached + 3|

e | IR

v
15. EEE = MRSuntitled_state_1.
16. FEME RS , WAM/ETEN TEnter , IFERIERD.
= Title: Untitled Evaluation method: BATCH dit Run analysis Create input m
+ State X
- State name
[ [ angerous |
Lo
Dangerous » OnEnter ‘Add event
° 0 events » Oninput Add event
e
» OnExit Add event

Overpressurized ‘ .
\ . N
/ \
\

Normal

‘ ® start 1‘ =

1 events

17. #£Add OnEnter E4H , % AEvent name (B4E %), SRR AR |, &R NEE.

Transition sequence

No transitions

Delete state
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Add OnEnter event X

Event name

Pressure Threshold Breached

Event condition - optional
Enter the inputs and their attribute values that let the Detector model know to trigger this event.

$variable.pressureThresholdBreached > 1|

Event actions
Choose the actions to take when the event it triggered.

Add action

18. N TFEFE—BhE , BT LE SNSHE.

a. JFSNS & , # AEH SNS =FA B 5 ARN,
b. &#Save (#R%F ).
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BRI BFER
Add OnEnter event X

Event actions
Choose the actions to take when the event it triggered.

¥ | Send SNS message v Remove
SNS topic
The Amazon Resource Name (ARN) of the
SNS topic
Q, arn:aws:sns:us-west-2: X
Message payload

Payload customization is currently locked.

Add action

19. BEHERHIFRINEH,
a. X FOninput, EFRIES , RERMAHARFUTEHER.

Event name: Overpressurized
Event condition: $input.PressurelInput.sensorData.pressure > 70
Event actions:
Set variable:
Variable operation: Assign value
Variable name: pressureThresholdBreached
Assign value: 3

b. X FOnlnput , EFFIMES , ARMAHRTFUTESHER.

Event name: Pressure Okay
Event condition: $input.PressurelInput.sensorData.pressure <= 70
Event actions:
Set variable:
Variable operation: Decrement
Variable name: pressureThresholdBreached

c. XTOnExit, EFRIFES , REEAELIEE SNS EFM ARN BANMREFATEHEE
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Event name:
Event condition:
Event actions:
Send SNS message:
Target arn: arn:aws:sns:us-east-1:123456789012:pressureClearedAction

Normal Pressure Restored
true

20. EEZMMRETEE (BK). MEALLHI—MEIX

21, BHEEGPREME ZMPRSIED RIS — MRS FIREWEBLTARE I,

= Title: Untitled Evaluation method: BATCH Edit [ Runanalysis | [ createinput | m
+ State X
State name
B Dangerous Dangerous.
|
© 4 events Untitled
¥ OnEnter Add event it
1| Pressure Threshold Breac. X
e
v Oninput Add event
1 Overpressurized
2 Pressure Okay
v OnExit Add event
1| Normal Pressure Restored X
. Overpressurized Normal Transition sequence
® start ; o
1 events 1 | Untitled

Delete state

22. EETHEline and in thexd ESEZN B4 , M AEvent name (BHEM AT BHMEZEFEAUTER,

{

}

Event name:

Event trigger logic:
$variable.pressureThresholdBreached <= 0

BackToNormal

$input.PressureInput.sensorData.pressure <= 70 &&

= Title: Untitled Evaluation method: BATCH Edit

+

2]

Loy

Dangerous

4 events

TR

®  start

BackToNormal

Normal

1 events

Runanalysis | | Create input \m

Transition event X
Event name ~

BackToNormal

Origin state

Dangerous

Destination state

Normal

Event trigger logic

$input.Pressurelnput.senso
rData pressure <= 70 &&
$variable.pressureThreshol

dBreached <=0

Event actions

Add action v

Delete transition

BRBNAMEHRTNHANEZFE R sinputBM$variableMRB[EBPNE , BSAPEEENT

RIS B RN BREBURF (p. 61).

23. EEBIRS. BMIAELT , WRSRECIERNFERN RN ) . ERIERTD , BEEBHBM/
& (flm, EB),
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= Title: Untitled Evaluation method: BATCH Edit m

+ Start
A detector model remains in the
B \ start state until an input arrives.
Dangerous x Once an input arrives, a new
& 4 events ( \ detector instance is created and
/ ‘ BackToNormal immediately transitions to the
destination state of this node.
o
e
e £ Destination state
Normal v
° Normal
‘ ® start —
1 events

,//

24, TR, BENRNBEEEENETEAA. £6LA , BRRS.
25 ERWHRMBERRE L , EHITUTRE,

a. WMARWBEREN , —MiB , UKk a B FRole. FHEOIBRAE,

b. BEENFMHE-NRAELE—MNR ENEARBCHRole , BTN LSRBHE £/ IAM 2
FHAEEABNNR (p. 5)FFHEENRoleLtAL,

Publish detector model X

Detector model name
Give the detector model a name that you can easily identify later.

motorDetectorModel

Use 1-128 characters from the set A-Za-z0-9_-.

Description - optional
Detect overpressure in a motor.

Description should not be longer than 128 characters.

Role
Add a role to your detector model. Choose an existing role from IAM. Learn more about roles in 1AM 2

Q, myActionRole X
We will create role ‘myActionRole’ for you.
Detector generation method

When you publish a version of a detector model, one or more detectors will be created automatically. The following options let you
determine how many detectors are created. Select how detectors will be created.

© Create a detector for each unique key value Create a single detector
Use this setting if this detector model is tracking many Use this setting if this detector model is only tracking a
devices or processes. single set of devices or processes.

v

Cancel Save and publish

26. FWFRNB[AER  BEBREEATELNAANER —NEEN B, BEREIRNEFCIEREAN
BEMLAEETEMNEERAT  AANTRAXEENERIREMS , ZEUXARE -, HREIMGE
Amotorid & it.

27. BEREARM.
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Publish detector model X

Detector generation method
When you publish a version of a detector model, one or more detectors will be created automatically. The following options let you
determine how many detectors are created. Select how detectors will be created.

© Create a detector for each unique key value Create a single detector
Use this setting if this detector model is tracking many Use this setting if this detector model is only tracking a
devices or processes. single set of devices or processes.

Detector creation key
Select the input attribute you wish to use as the key for generating detectors. Every unique value of this attribute will automatically create a
detector based on this detector model.

Select a key which is found in all inputs used by this detector model
© motorid

sensorData.pressure

Detector evaluation method
Evaluation method refers to the order that events are evaluated and how actions are executed.

© Batch evaluation Serial evaluation
Variables are updated and events performed only after all Wariables are updated and event conditions evaluated in
event conditions are evaluated. the order that the events are defined.

Tags - optional

No tags associated with the resource

Cancel Save and publish

B EENBRREEUNZHEIA (KA JSONBRX ) , EMCIEZHEHRRNFER  HEFELAFEE
R OIE S — MR BFER,

BBESRFHAREANT CLI ST EMX —RE. MELRE , ERURNBEENEN , fEELEL-F
Fp % A B E PR B B AR A IR B

aws iotevents describe-detector-model --detector-model-name motorDetectorModel >
motorDetectorModel. json

X&8E— X (motorDetectorModel. json) , RBARMLLATHEA,

"detectorModel": {

"detectorModelConfiguration": {
"status": "ACTIVE",
"lastUpdateTime": 1552072424.212,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1552072424.212,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/

motorDetectorModel",

"key": "motorid",
"detectorModelName": "motorDetectorModel",
"detectorModelVersion": "1"

I

"detectorModelDefinition": {
"states": [
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{
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached +
3n
}
}
1,
"condition": "$input.PressureInput.sensorData.pressure >
70",
"nextState": "Dangerous"
}
1,
"events": []
e
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "O"
}
}
1,
"condition": "true"
}
]
e
"onExit": {
"events": []
}
Iy
{
"onInput": {
"transitionEvents": [
{
"eventName": "Back to Normal",
"actions": [],
"condition": "$variable.pressureThresholdBreached <= 1 &&
$input.PressurelInput.sensorData.pressure <= 70",
"nextState": "Normal"
}
1,
"events": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "3"
}
}
1,
"condition": "$input.PressureInput.sensorData.pressure >
70"
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T
{
1
70"
}
]
1Y
"stateName":
"onEnter": {
"events":
{

west-2:123456789012:MyIoTButtonSNSTopic"

}
]
e
"onExit": {
"events"
{

west-2:123456789012:I0TVirtualButtonTopic"

}
1,

"initialStateName":

"eventName": "Pressure Okay",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached -
}
}
1,
"condition": "$input.PressureInput.sensorData.pressure <=
"Dangerous",
[
"eventName": "Pressure Threshold Breached",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
}
}
1,
"condition": "$variable.pressureThresholdBreached > 1"
[
"eventName": "Normal Pressure Restored",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
}
}
1,
"condition": "true"
"Normal"

AE K A B BR R AR 2

EREESE Z AN ZBGEN BIEAmazon loT Events ( B2 R IEHIRE (p. 87)) AREBULE 7 047
#1ZAmazon loTHNIEEEAmazon loTH & A EHEBEN M A KL RIIAmazon loT Eventsi®REE, &
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A BAE A Amazon loTH2REI A MQTT BFmA XN R EE . &0 LU R b 75 35 (8 M 338 S AAmazon loT
Events & Hi8 & Ae® £ A K 1%X MQTT SHEBtAmazon loTHERHE,

FOE AL BRI AR R

1. fTFFAmazonloT B ULEH & . ESMERT |, EFER.

o

I Monitor
Onboard
Manage
Greengrass
Secure
Defend
Act

Test

Software
Settings

Learn

Monitor

Successful connections

Messages

Sample period

One day hd

®eb

2. 7£ Rules TUH , #%#® Create,

&

Monitor
Onboard
Manage
Greengrass
Secure
Defend

I Act

Test

Software
Settings

Learn

Rules

MyLambdaRule

ENABLED

Card ~

® e

3. HEOIEMNIE , WABHMULEA.
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Create a rule

Create a rule to evaluate messages sent by your things and specify what to do when a message is received (for example, write data to a
DynamoDB table or invoke a Lambda function).

Name

MyloTEventsRule

Description

Forward messages as inputs to loT Events,|

Rule query statement

4. EANEWEY , AAUTAR,

®eD

SELECT *, topic(2) as motorid FROM 'motors/+/status’

Rule query statement

Indicate the source of the messages you want to process with this rule.

Using SQL version

2016-03-23 -

Rule query statement

SELECT <Attribute> FROM <Topic Filter> WHERE <Condition>. For example: SELECT temperature FROM ‘iot/topic’ WHERE temperature > 50. To
learn more, see loT SQL Reference.

1

Set one or more actions
5. HRE-NHSMRESD , EERMEAE,

Set one or more actions

Select one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur
when messages arrive, like storing them in a database, invoking cloud functions, or sending notifications. (*.required)

6. EEE-TURETEL , ERFEE X EFAmazon loT Eventsiit ARG R E Bz 1E.

41

®e P



Amazon loT Events F X A R1EE
ROE S AU s R 25 R R

Send a message to a Salesforce loT Input Stream

Send a message to the Amazon Elasticsearch Service
AMAZON ELASTICSEARCH
w SALESFORCE 10T

s Q= Send a message to an loT Analytics Channel
o 10T ANALYTICS

Send a message to an loT Events Input
10T EVENTS

c"“f'@ .
="
g Start a Step Functions state machine execution

STEP FUNCTIONS

Cancel

®e P

7. HEEEBRAEREL , RITUTRE:
NTRAER , MALEL-TTHOIENER,

XFRole , RFCIRAGMECR—MAGED , MASHMARLERUEAG XFEIB-— NG

BURFE B 8 & B8 A 2 Amazon loT Events.
c. ERTHENEE , EBRMRE.

Configure action

% Send a message to an loT Events Input

10T EVENTS

This action will send the message to an loT Events Input.

*Input name

Pressurelnput Create

Message ID @

*Role (requires loT Events access)

MyActionRole2 Update role

Cancel

8. HEBIEZMNAE , EFEaIZEMAN.

Clear Select

Clear Select

®@eD
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Tags

Apply tags to your resources to help organize and identify them. A tag consists of a case-sensitive key-value pair. Learn more about tagging your

respurces.

Tag name

Cancel

9. FHRulellH , ESMERT , EHEMNA.

4 loT Rules

Manitor
MyLambdaRule
Onboard ENABLED
Manage
Greengrass
Secure

Defend

Act

Software
Settings

Learn

- =30

® e

MyloTEventsRule
ENABLED

10. EMQQTT HFHIHE , EEEET L.
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11.

MQTT client @

@ loT

Monitor

Subscriptions

Onboard
Manage Subscribe to a topic
Greengrass Publish to a topic
Secure
Defend

Act

I Test

Software
Settings

Learn

Connected as iotconsole- VR REERE—-— - ~

Subscribe
Devices publish MQTT messages on topics. You can use this client to

subscribe to a topic and receive these messages.

Subscription topic

Max message capture @

100 S

Quality of Service @
© 0 - This client will not acknowledge to the Device Gateway that
messages are received

1 - This client will acknowledge to the Device Gateway that

messages are received

MQTT payload display
© Auto-format JSON payloads (improves readability)

Display payloads as strings (more accurate)

ERAED , MAEE , ERESTRAUTAR , RREEES.

Q

@

"sensorData": {
"pressure": 23,
"temperature": 47

‘ﬁt& loT

Monitor
Onboard
Manage
Greengrass
Secure
Defend
Act

Test

Software
Settings

Learn

1 - This client will acknowledge to the Device Gateway that

messages are received

MQTT payload display
@ Auto-format JSON payloads (improves readability)
Display payloads as strings (more accurate)

Display raw payloads (in hexadecimal)

Publish
Specify a topic and a message to publish with a QoS of 0.

motors/AZ2 /status

®e 0D
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12. X¥TEHA , REFEEFE , BEFR "pressure" EARBRAHERN — MR T EERNB[ER PIEEN

>
BERE ( Hlwss),
1 - This client will acknowledge to the Device Gateway that ~
messages are received .Q.
p loT
MQTT payload display @
@ Auto-format JSON payloads (improves readability) @
Monitor Display payloads as strings (more accurate)
Display raw payleads (in hexadecimal)
Onboard
Manage
Greengrass Publish
. Specify a topic and a message to publish with a QoS of 0.
Secure
Defend motors/A32 /status Publish ... ‘
ct ;
I Test
Software
Settings
arn
“

13. 1&#% Publish,

FOIEZNRNBRZRGIERHMBRE—%K SNS HE . BEREEHNEBRESTRETEHRE ( F6IFH
70 ) BEE , LWEFHRNUBNESTHER.

EARGIF , BHXRRIE=ZZENEBRTHEREES ELERZEBRSHEZER SNS BHE |, RRBER
SEER. —BEEXRTEERS , —FENEEESREBRHEE2SBUIRN R A B PR H &% —%& SNS
HEUERRZER.

DNELELUET —MEIENAANRUBER | E2 U TRE,

- ERHAELEEESHRNBEILTRG (BR )

o BPRNLRIBER Lile step-by-step =l (p. 55)f68 F 812 5 A FRE N 2548 F Amazon CLI
TREERER (p. 97)VEESHEA,

TR ZIFHIRE (p. 87)

- MREBERBEREMER , S EHER Amazon loT Events B (p. 189).

Al BR A U 25

AEBHA T MABBR—DRZA, RNET. 0T LU IX L5 BE IR P A A 6 A ST B R 28

1. ¥TF Amazon loT Events ##l& .
2. ERFSMER , EERES,

45



https://console.amazonaws.cn/iotevents/

Amazon loT Events F X A R IEF
R BRAS T 8%

I OT Eve nts Start detecting now
D ete Ct th e State O-f: a nyt h i n g Design a detector model to represent the states of

your device and the underlying logic that triggers

a n d ta ke a Ct i O n state changes and actions.
loT Events monitors inputs from multiple loT sensors and applications to recognize Create detector model

patterns and take appropriate actions when events occur.

Pricing
How it works Learn more [
’7 Getting started
3. ESMBERD  ERRNF[EE

loT Events X

Detector models

loT Events
Alarm models
Detect the state Of Start detecting now
anything and take e a—
logic that triggers state changes and

a Ct i O n actions.

loT Events monitors inputs from multiple loT sensors and
P o N . Create detector model
applications to recognize patterns and take appropriate actions when

events occur.

Pricing
How it works Learn more [
S, 3 e
4. GEFRH BRI EBREEN T ZMEREERM 2R,
loT Events X loT Events Detector models
Detector models
Detector models Action v
Inputs
Alarm models Name v Date created v Description v
o motorDetectorModel Tue May 10 2022
Settings

5. HEHENB/HS , RIEREROFNEBF LM EFEZ DN EIRAE.,
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6.

7.

8.

loT Events x

Detector models

Inputs.

Alarm models

Settings

EERN RIS

motorDetectorModel

General configuration

Description

Evaluation Method

Serial

Tags (0)

Key

Date published Key
Tue May 102022 key
a4 Value
No tags

This detector model doesn't have any tags.

Create tag

veere | [_twpors | [ senaana ~ | [IECH

Version

Create tag

v

oetete | [ C ]

motorDetectorModel

General configuration

Description

Evaluation Method

Serial

Tags (0)

Key

This detector model doesn't have any tags.

Create tag

1 ®
Kay vilwe Dute crastad Lt updut thire Corvent stita
materld:100 Tue May 10 2022 Tue May 10 2022 4:59:38PM Evaluation |
.
, &% Delete.
ouere | [ eswon | [ senavens + | [IEEHD
Date published Key Version
Tue May 10 2022 key 1
Create tag
- Value -
No tags

petete | [ C |

1 @

Key value Date created Last update time Current state
| maotorid:100 Tue May 10 2022 Tue May 10 2022 4:59:38PM Evaluation |
TEHIAITERES | 5 A ST 55 AT A 8 S RRO%E TE Y40 M 251 BR1E STARHE
Are you sure you want to delete 1 detector(s)? X
To confirm deletion, type delete in the field
delete]

1%$% Delete ( HiIBR ) -
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Are you sure you want to delete 1 detector(s)? X

To confirm deletion, type delete in the field

delete| |
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Amazon loT Events Y Sx{ESEEE

RIRIX L S SR A UM P IR 8 & KRV 74k Amazon loT Events.

E3 ]
+ B FAmazon CloudWatch Ff & Bti2%Amazon loT EventsiRM R (p. 49)
o BHIRM , EEHRNZIFP THENRFENFRNUEFEEAmazon loT EventsiZHl & (p. 52)
- FfE{REIAmazon loT Events##E , LUE &% BT KB4 R RES) M Al 6E & K BHE (p. 52)

/B FHAmazon CloudWatch FF & itigd S Amazon loT
EventsiFill g5i= &

I 53 CloudWatch ¥ Amazon &R AR & iz THI R B FAmazon3ERf, & CloudWatch , &7 fi#
RETENERERAER., MARFHEENZTRR. HRF X 1FiZiTAmazon loT EventsiF NS EH |
CloudWatch#B{R A& + 4 Amazon loT EventsIEE# , LK EiBIIMEMiE iR,

/& A CloudWatch

1. MREHATEH , FREPWLSEHTRMERE Amazon loT Events IR (p. 3)RIBTH A IFE M
A ZERETHEMEENRE CloudWatch B9 B EAmazon loT Events.

2. fEAmazon loT EventsiZ#l|& |, B E LANKERRT T SMERE.

I OT Eve nts Start detecting now
D ete Ct t h e State Of Design a detector model to represent the

states of your device and the underlying

a nyt h i n g a n d ta |<e a Cti O n logic that triggers state changes and actions.
loT Events monitors inputs from multiple loT sensors and applications to ||

recognize patterns and take appropriate actions when events occur.

I Pricing

How it works Learn more [

Getting started

e ) ‘V ;
o Cs i
o«.." [
e mn:;m:“q‘mw.. Start by creating a detector to represent
e —— your device. Or start by registering inputs so
loT Events can begin receiving vl

MBEEANRE , EEXELS LAXAZAEARRIFRNBELFRR. EFEE LANKEELR.
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loT Events

Create your detector model

Getting —
started

Start by creating a detector
model to represent your
device states

Create a new Select an industry- Explore a sample
detector model specific template detector model

with inputs

m Browse and select Launch demo with
templates inputs

More resources [4

Documentation

Using inputs in a detector model
AP reference

Inputs receive the telemetry data (messages) you want to monitor and use
in a detector model. Input values are used in conditions to trigger an
FAQs

action or change state. Manage them at the Inputs page available from
the left nav.

3. ESMERP , & Settings (RE).
loT Events X Untitled et m

+ Detector model palette
Detector models
Inputs To build a detector model, drag
= and drop to add states. Draw
connection arrows on the canvas
& to add transitions between states.
() state
]

| () start '—b

4. HERENH , EERE.
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loT Events X loT Events Settings

Settings

Detector models

Inputs

Settings Logging options
You can enable loT Events to log helpful information to Amazon CloudWatch Logs. As during execution of
actions, loT Events logs process messages which can be helpful in troubleshooting.

Logging status
A\ Disabled

H4mE H R RETNE L, ETUTRE
EREAEE.
HNTEFAS , FAE - EFEB RN A SRNTRIEERN AERE,

c. MRIREET Debugh TIHMRRE , R8I SUE R R INEEIET AN —MRNBF[EREHRA (7
% ) KeyValuelg EZ 1 FH RN B[R NS ERN R ( 561) -

%% Update ( EH7 )

o

o

loT Events Settings Edit logging options
Edit logging options

Logging options

Level of verbosity
(Currently, only verbosity level Error is supported.) When CloudWatch Logging is enabled, IoT Events will send this level of
information to CloudWatch Logs.

Debug v

Select role
Select a role which gives permission to loT Events to send information to CloudWatch Logs.

Q, loTEventsRole X
Debug Targets

Add (or remove) Detector Model names and Detector (instance) key values to logging information

Detector Maodel Name KeyValue - optional

Add Model Option

erl m
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B RN 2548 B Amazon loT Eventsi &l &

BH BRI TR E R EHo
Logging options

You can enable loT Events to log helpful information to Amazon CloudWatch Logs. As during execution of actions, loT Events logs process messages which can be
helpful in troubleshooting.

Logging status
© Enabled

Role ARN
arn:aws:iam:: 12345678901 2:role/loTEventsRole

Level of verbosity

Debug

&AM , UEEIFENEE P TIERHRFZERIFEN ZHE
l Amazon loT EventsiZ &l &

MBFERAUTNARER : Amazon loT EventsiZ#l& |, BEEHTH IHEREEXNKLEF. BR , fFRBA
1R % IR R RN RS 48 B R 17 E]Amazon loT Events. XK HENSBER T | BX W HER LR T 158 K

FHREMNKESESRTA.
Note
MREFREARPER , ERTHRTF. RARERVB[EHEE , ELEEEUREER. B2, &9
RS EREE L,

17 ¢REUAmazon loT Events#idE |, LU % B T 6
B &) M Al BEE KRB IE
R YRAE FAmazon loT EventsER K —RIFER |, BHKIE ( BIFFENSEER ) TeEL B BN, 5

W, RE—BEAAEERERTTERR , T2 0I2RNBFER, B , IRXBEDRHE 30 XB
HiE , BRNT2BBRBERRNBERE, NREFTZERKMNAAFERE , HEREAAmazonF i k5.
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Amazon loT Events F X A R IEF
f£ FHAmazon loT Events!¥&12 loT &%

iz

RERF @IS B WA

o REEE) , UREERNBERPITEMLRS , HAELEE—MNFRNEEZHE 2 2 MR BT =4,
« & —MEAAmazon CLI.

o BIEMASIBZUCR BIRZMENEIE , HOBRENSER UK ENRE LXZREAREHRS.

- BEBWA, ENBERFAmazon loT Eventsfi s

- EEFEFNENBFERRA , HPEEER,

E3 1]
+ ffAAmazon loT Eventsi#£1% loT 8% (p. 53)
» f&ile step-by-step Rl (p. 55)
o BRMSFEERS (p. 61)
« —ANEERKNHIF : HVAC SRE#ZH (p. 63)

£ HAmazon loT Eventsi&iZ 1oT 8%

BRI LAE FI Amazon loT Events iSRRI Z R , HIRBEARESHXEITH. Akt , BFEREBUTELXRS
BRIRE -

Bl A

BT EESENBIES AR NFRIZN 5 EAmazon loT Events. B LUBEE LA T A &% H B kLW
It B #9% A ZlAmazon loT Events. ATLAUBE 2R ARG EEERMAKRIE :

+ {# A BatchPutMessage&{E.
« EX—MiotEventsHNIEIEX FAmazon loT CorefN 5|2, MNIRESREH AN EBHIBER L

Z|Amazon loT Events.

« HAmazon loT Analytics , {# i CreateDatasetiR{ELL B I FEE contentDeliveryRules. XL N
$§7E T Amazon loT Events BB A EHIBEN TN A

« EX —MlotEventsE —Amazon loT Eventsi®EN 85 HonInput,onExitE
ZtransitionEventsE#. AXKNB[ERZHIMBRIENEHNERFURIEEN BB A
FERXRBERSEH,

EERBIT R M RSB AT —MHEEMAA. A, BASMRAEE S
M, FEERALNEAH Eﬁﬂ%FFE’JﬂEB*b Eﬁo Amazon loT EventsiA JSON ABKI LR M SN KIR
BEEHEHBA, SMATURIRRE  SUUEHARAASURNES ZNES,

BIEERN SRR

EX—MRUBER (BN RBIAAENEE ) RE. N TEMPRES , EENENS (HRE) B8, %
J&ﬁfF‘fM%)KE’J?ﬁIAU\*&/E‘JEE%#& BN EHE , ©aAEREAMSEE SRS RIE 3 B E LR
By REAmazonfRS . BAILUE L EMEN | KEBAGER ASEHE MRS R EEAN R
( 7k ) BB SR,

EAHRES , HERH AR HSERSH |, B8 K% Amazon SNS JHEERBE,
BERERARE

MBFBEELENSMERRHE , WTUEENAAFEE —NFERFRMARKENEERE S
2. (HESHE X key—?—EﬁLEF‘E’J?ﬁggé’:’&CreateDetectorModelo ) HiRBIH—ESFREN (&
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RELHEERNFER ARBEERHLORE ?

HIZRBMRNAAFZRFER —NAE ) key ) , WEOIE-PMRNB[, (B MRUI[EH RN BR[E
BERH, ) RE , FHORMBRAEBAR B ZRENEA , BB H RN 258 B4R 5 MR,

MRRELRENRRE (AEESMRBRFHBEERERA ) , WEFEEKE —#RiRkeyFRHPIR
EfFHUERE, EXMERLT , 2EF - NMEAZRRGIZE MM (K6]) .

FOEBEN WA RER SR RN B E R

BZRAETLUERBIREHHRNEEERB AL ZERAmazon loT Eventsi&gs |, TEEEIH
B THMER{b. EEAHKESF | &4F4# AAmazon loTiZ 4] A E —MAmazon loT Events?TE1#
Amazon loT CoreMAN 512 | B TIFEAEEHIER X FAmazon loT Events. At , BEEZR S HIRID
WA, REEBHEMHAAmazon loTHEEHAER—EHE , XEFEEENRMARE LS AmMazon loT Events.

REAMBERNFEHPIRFEMPLRS ?

THELWRNBFER L THLR | 158 EWEL T UKEGLRE, Hlm , mRRASEER RS,

RALEFBRRITNEEREER  BEREFTRIH, £XE , RE-I3E . FIFAN “RI0h". BHIR
NRERFERPRS | TEFIRERY N SEBIFTERR . B , EENSMTRHREEL -
RS, EAFRERENBEL MRS, EHERGESR , XUREMM, Flw , RAERE-T , #
M EXTEBEAURIZENIHERREENENES  BRIREIE KM BHEER , X
o

EREETREHABMRES , FEEAA. AATERENLTHLARSHENEE. BZCIBEA | iF
EREFFAHBLEHNERPREE-ANRSNIFR , UEPLMERE, EUREF , EFE-ITRARSE
IWEHRIM RN (AR BEDL) o BIFRNERERRETLRTENER , BFEEBE/LNTEN
FR, BOIEEAA  XTEFHEANRSLN[IERRUNFTR, N THEEN , JAEREDRFEE
MTENK (“DENBIER") ; RAUMERRNFTEN K, RERERART -LUE (X178
HHEEBHRBRAZOME ? REFHTEKEATEUUTRENER (ZRINENMCNEN TS ‘GMeE
B) o BALMITREEHRILHERSH.

FEFRILE , FEEMNRESM—PAA. BEE—NMTFE—FHRESWEL , ZZEHRERARTITEHR
REHAE RS, BRI ESH. (transitionEventsftF—MNBonInputEHIIR, FBK
Bl— NG AEE—FRET , EHRE aIBRE-MRS , IREHRconditionBHR. ) HEHASE
ZARSBE , BEEHAZRSEAINEEER. (REANRonEnterEH, HAZZMRER , EH
SRFEE, TESEZ—NMAZNE, ) TEHMERENES B HEMNHTF , W E.

HihE AW EH RBonExitMonInput. —BREHMAH BERHFBEHER , onInput EHFNITIEENIRE, H
BREBRHELIRASHARGBIBEN , onExi t BHMITIEENRE

RERTAHLE? B8, MAERE - NEFTTERR BORE ? AmERE  AAETHECH, &
RPE=PRSF , FRE-IMLESHEIE MRS | IMRSRERBE AR REN (EEZMRES
B ) onInput:i&E3) ) o MRENUELERETMRALEARBHSETUIRMREBEN S , ENZSTE
HE MRS

XEEREMAR, —ERUFERLTEENES , RARNT RREBHANRS , MAR2TEENS)
B, Bl EFRRBENRUBERDAEEZMRE  “EE RS, AR REM FBERZ RS, HB
EASE-EKFUE , BEFEREARN , FRSSEIEENRBRES. RIFERTHBETEHEE
I 15 28, BUEFBLEER. IREUCIHBEEREER , WHRNFLMMERNERRS., MRITHER
FE , NN B[LERIGHRSHRHER  EEEL, RAUNEAREN - AFERXNEHFMARME
HHER. BR , R LERS —HREREHITELERBELRERS.

REAFBIREZE—NEHRMERKOIERILARG] ?

EREFTESOIH , FRIAC REXBHAEM L ?” RRFRBANES KO RIELE, EETHDB

(M) ? REEFTREE (1730 ) ? BANEA-—IMIERENERRS 5 - MIEEENEGRS UKk
HtpR&ESE. RBEMREAKRRKNERSR, B2 , SL4ARNEZEMAXEERS , MBERSRES
(M. B, BBXR, BX) IZXINELTH ( SENPIRMHAEE ) . RECRFRERS  BLENEE
— R BE SRR G R RS H & MG ERBUAT R R,
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i & ile step-by-step R4l

BR , MREREMEBXHRSTIRA , MWARES N RERREINES , ST ZEXHTE M
B, BMERINWABRTENE ZSHRSOFA, ERERT , EFERNBNZ X6, SMEHESN
ERFRENBRELMNEE —NMEEEENkey FRTREN FUERE, HFREMAmazon loT Events)y
ZXH BB RARE  RREFESHAEINANBE U ESRBIIZRNB[ES, BEF2RIELRRE
TG T !

XL mREH-MER (- MEEI-—MIE ) FEEE , WEE-MRUBEX. IREEFHRSHER
(B, #iE ) FERLE , WFESMRUBFXH,

fal #ile step-by-step Rl

FERRBIF | A2 HAmazon loT EventsAPI EFiAmazon CLITF R RIZZR NS | ZFENB[ER KN
FARRS | EERSNBERS.

HEDVNHPNENENES —EREN , BRSFRIBERDS , HEET I #Simple Notification Service
(Amazon SNS) B R , RERARARZFEXMER. SEDEE=AEHEHEEZEREA TR , REREE
BERBHKIES —% Amazon SNS SHEBIARHEH K. BRINEREEDRBENATIELER=X , BUB
EFREMEMEMBRE — X ERERERFA TN ESE/ EEEEFTNR,

LT RAZEENESH S ERBIR,
Createffi A.

BEUEENRENRE , eNS4AEEHENEIES A Amazon loT Events 5%, HUITIHIREN B E
EEEER WA KEE Amazon loT Events, &L AT LASE] ;

- f£H BatchPutMessagei@fE, A ZEREE |, BERENRZRHEFER 70 Amazon loT Eventsid
& SDK sAmazon CLI.

« HAmazon loT Core , B AileAmazon loT Events{TaI M NI Amazon loT CoreMNI5IZ | A THERN
SHEBER A FAmazon loT Events. XZEZHFMRHIA. NREWEZHHENUHELEBINUT
FREZEEE | FHEAIGEAmazon loT Core. XA EBEEERDNREZITER D,

« HAmazon loT Analytics , 8 CreateDataseti@fE A BIEH#EE contentDeliveryRules HHIEE
K 2Amazon loT Events#i A , EhHEENBTEH LE. IREERFELCEHOTNEIEFRZEHE
KR ZHHETE | B EAmazon loT Analytics.

BB E BT H R RRBE L, SMEL—ARSMEA, B, WS HAEE—E
B, SHEEH AU AN B S Y,
SRR EER

PIEFRNEBRER (BN RFIABRHEE ) RS W THEMRES , EXEH (HRE ) BE , ZEBITE
BANBALRNERESH, RNBEHT , SUUERAREMS EERRERE 3 BELRIE LR
EAmazonfiSs. BAUE X HEH  XESFREREARBREREMREUARBERENFME (T )
BB BRE,

BERSMRERHE

MRELREELRSNMRERHRE , HABRESHRESMRBIHE , BEBMNEAFEE—INFE ,
DRRREmAKENBERERHE. BFEH. keyFBRPW FUEZ B CreateDetectorModel. HiREl
H—AHMRER ( ERZREBMEANAAFRAEE —NE ) key ) , MEIET —MERNSEEH,
HRMBESRHISLMBR B ZBERENAA , ERERNSFER G ERRMIBR, SIHE MM — RS
(k6 ) BEMmATHE—E—HSkeyFBRZEEETE,

g MR RHTRE

MRMRELEZRENRRE (AIRASMRBRFHBEERERA ) , WEEEEKR —RRkeyFERFHIE
B FHUERE, EXMERLT , 2EE-—TMRAZEHCIREMONZT (X6 ) . Fl, BARERE
ENESN ERBHEREERSE  BERE - HVAC RZATNAIAHNENEE. At , BIESNEH
FEERFLEACHRRE (BA) LR, REREFHEAEN -2 —IRBHTERE,
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Amazon loT Events F X A R IEF
Bl ARG EHE

R BEIERHHABNCEEER RN EZER f M A L X B N 2SR f
RNERT HRERZIHEBAEEENMALIETNRZHHEN /LI EAmazon loT EventsHll 5
WARA. QIBRMAHMBRNSZERT | W HFBREERE.
Note
LB BRERNBERRENANEEEN |, FOREHWIRNB[ERTEE)L 5 a8 F sEFF 812

WOEEMOIZERNER (K61 ) . MRFENB[ERCEH , WEXRHNER , BTRSBRERE
ETEARANITA.

ES ]
.« BIE M ALUEIRIREBIE (p. 56)

< BIERHENBRBELURTIRZRES (p. 56)
s FHBERNBARIEFRNER (p. 59)

o 2 A URIR IR 2% B

pin | RIREHIREEANTHERAREER,

{
"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
¥
}

RATABIR —NMa A KK pressureHiEfMmotorid ( ATFRRREEENRERE ) FANTARE

Amazon CLIfF .

aws iotevents create-input --cli-input-json file://pressurelInput.json

X tpressureInput. jsonBEUTAR,

{
"inputName": "PressureInput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData.pressure" },
{ "jsonPath": "motorid" }
]
}
}

HEACHRAN  FEBEEMNENREFHEF L JSON XHERAKRETEHEE . BAUEATIIMNE
FEW® CLI IR A

SIE RN BFEE LR R IRBIRES

H O 2 5 A LRI Z BIE (p. 56) , #REIET —MNinputETFIREDREDBIEAEE . HEATRH, N
< R B ) L AR R BRI BR IR 2L
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BIBIRN B R LU R RREZIRS

PRBIE T AMNIRE : "Normal® , F"Dangerous’s BB ( =61 ) i A Normal“ii 8 & K A Z A,
ZRPIREMAEEGHE — B 2Nkey ‘motorid® T,

RN EZFIR B E DRI 70 HES , ME 43 A"Dangerous‘F B H &£3E Amazon SNS HE4E
RELE, MBEL=XMANEDEBIREEE (NF70) , MENFFRE Normal ' FHAERIES —%
Amazon SNS JHE B £ EB7ER,

L ROIERN B R BRI EGIE T D Amazon SNS 3 , HIT L%

REBM (ARN) EEN PR E RN "targetArn": "arn:aws:sns:us-
east-1:123456789012 :underPressureAction"ﬁl"targetArn" : "arn:aws:sns:us-—
east-1:123456789012:pressureClearedAction"”.

BXREZER | 55/ . Amazon Simple Note GelA K , EEK# | B CreateTopiciREF IR B M F
{IiE K B Amazon Simple Notifice.

XA FRRIZIRE L 62 T — 4 Amazon Identity and Access Management(IAM) & & E & MR,
tAEK ARN EIFNSEEREN P E R A "roleArn": "arn:aws:iam::123456789012:role/
IoTEventsRole". AN LS BRIZEIEIZE Amazon loT Events BiXIR (p. 3)BIE Lt ABHFZAGH ARN &
HIBERN BFAE B E LR E

SR LABE R LA T 75 A 0 B ER N 2R B Amazon CLITE o

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel. json

Xt motorDetectorModel. json"BELUTRE,

{

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [

{
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "O"
}
}
]
}
]
I

"onInput": {
"transitionEvents": [

{
"eventName": "Overpressurized",
"condition": "$input.PressureInput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached + 3"
¥
}
1,
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"nextState": "Dangerous"
}
]
}
Iy
{
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"condition": "$variable.pressureThresholdBreached > 1",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-east-1:123456789012:underPressureAction”
}
}
]
}
]
Iy
"onInput": {
"events": [
{
"eventName": "Overpressurized",
"condition": "$input.PressureInput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "3"
}
}
]
Iy
{
"eventName": "Pressure Okay",
"condition": "$input.PressureInput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "BackToNormal",
"condition": "$input.PressureInput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}
]
Iy
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"condition": "true",
"actions": [
{
"sns": {
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"targetArn": "arn:aws:sns:us-east-1:123456789012:pressureClearedAction”
}
}
]
}
]
}
}

1,

"initialStateName": "Normal"
}
"key" : "motorid",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

}

R 5E BAER i A RIS BB/ 25

NE, BELENLT —NMEA , AFRIMNEZRENEEFNEETER (SN AEMAFEIRIEZH
& (p. 56))e TELE—Fh |, BEIE T — 1N detector modelEXNAFHAWBESHMEIL (S Al
FENBFE B LR TIZREBRES (p. 56)).
EERLERA , MR (BRI RITEN ) KiEEEAmazon CLIEZRE ) EARMZFMH A
Note
HEUBRENSEESEMIAEEEN , FOREFOFNSFERFEZ L5 80687 8 F seFF IR IBUCH
BEHOIEENEE (K6 ) . MREEHFENBEE | EXBRANERN , BAESSHEFINET XK
TR

AT Amazon CLIm T A2 28BS RENKENEE.

aws iotevents-data batch-put-message --cli-input-json file://highPressureMessage.json

X" highPressureMessage. json“@88 U THR,

{
"messages": [
{
"messageId": "00001",
"inputName": "PressureInput",
"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 80,
\"temperature\": 39} }"
}
]
}

BN E BmessageIdERENBREE P, WRIRFHEE , Amazon loT Events RGN HEHTEEH
EMBR. Amazon loT EventsiI REEEHEBMGES |, MZBKIZHE EnessageIDIEARIEEDHALIEN S
_ga;\ﬁz§~o

BEES , fFRIE—MENEE (26 ) REWIENEH Fulton-A32". XMRMBFH A "Normal "
BHEMENE, BERERABRMNKENEHEES T HRE , FFAEXILAIEERHA "Dangerous "Ik
Ao IXBE , ®NEF4E ARN H Amazon SNS Kix T R AR EEarn: aws::sns:us-
east-1:123456789012:underPressureAction.

BT T8 HAmazon CLIB T RE B R TENRENBIENES.

aws iotevents-data batch-put-message --cli-input-json file://normalPressureMessage.json
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Xf#fnormalPressureMessage.jsonBELTFTAR,

{
"messages": [
{
"messageId": "00002",
"inputName": "PressureInput",
"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 60,
\"temperature\": 29} }"
}
]
¥

BAINE HmessageIdE X HH BRI ABatchPutMessage T AP HA L BT S, BREFHK
HE. HEREZIRG , DIAEHENEE ( £6] ) "Fulton-A32“M Amazon SNS ik 17 RUK X H
Hrarn:aws:sns:us-east-1:123456789012:pressureClearedAction"RFEHH A "Normal "R

o

Note

BALLEN U T AR — R KX ZEKEEBatchPutMessage. B2 , THERIEIX LEH S EBIRF .
RBFEREE (WA) BRIFLRE |, F—REE—% , HESXBAR AP &SR IIMA,

BUF AT A R 9 BRI 2R 8L /R I B2 B SNS SHE B MR R Ao
EENRERE EH4F

IoT> {
"eventTime":1558129816420,
"payload":{
"actionExecutionId":"5d7444df-a655-3587-a609-dbd7a0£f55267",
"detector":{
"detectorModelName" : "motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

}l

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageId":"00001",
"triggerType":"Message"

}l

"state":{
"stateName" : "Dangerous",
"variables" :{

"pressureThresholdBreached":3

}!
"timers":{}

}

}l

"eventName":"Pressure Threshold Breached"

EHH REEEEN

IoT> {

"eventTime":1558129925568,

"payload":{
"actionExecutionId":"7e25£fd38-2533-303d-899f-¢c979792al2cb",
"detector":{

"detectorModelName" : "motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

b
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"eventTriggerDetails":{
"inputName":"PressurelInput",
"messageId":"00004",
"triggerType":"Message"

Iy

"state":{

"stateName": "Dangerous",
"variables":{
"pressureThresholdBreached":0
Iy
"timers":{}
}
Iy
"eventName" :"Normal Pressure Restored"

}

WMREEL T EMITESER , WENHHRS 2 ERE SNS B AHF,
HEARARBEEXRRIEHEEN ( BIE{T SNS #ERt ) BMEF (561 ) RENEFER . BALERNtps:/

docs.amazonaws.cn/iotevents/latest/apireference/API_iotevents-data_DescribeDetector.htmI#RELAZRERE

KN RS RLBUE R

PR 2515 B PR 1

EREFENSERN  ESEEEUTER,
WA FHactions i
XLEXEE : actionsFRAREN FUEXRE, (RAMEZINR , BN RPRAATF—MREE,

Example
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
{
"setVariable": {
"variableName": "temperatureIsTooHigh",
"value": "$variable.temperatureIsTooHigh - 1"
}
}
]

N4 fE F conditionfiE
XEXIEHE : conditionBEBE S EtransitionEventsHHEEHMERTEAIEMN,
WRconditionFRAERE , EER T rcondition": true.

ZUHREFANVITEERNATRE. DRERTEMRE , WER T falseMBT 2B FactionsHE
HEFnextstateBEEHFHEE,

LTEENTAM

RINBEAT , MREEHPRETEENE , WEFETTASATIAE - AP EMEFNEE. &
EFRAARERRNE4EEFFERAonInput,onEnter ELonExit FERPREIM FIESR A,
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ZBevaluationMethodFRMEEEHE N FHSHATERIT N, HevaluationMethodfFi%
B SERIAL , FEFFHEEAENRFITEE4ZME, BN , HevaluationMethodFiZiE
ABATCHREBHRIANNE , REEIFGETHEE4ZEZE , TEEFTRSANEEHHNITRENPE
#,

EEME"pDangerous"IRA , FonInputFEile , "$variable.pressureThresholdBreached"7E

I E—"Pressure Okay"HMEFHFNRENEN (HBRBWANENNTRET 7087 ) 6

{
"eventName": "Pressure Okay",
"condition": "$input.PressureInput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}

BN 2SR E B 2 "Normal "L BA{AIAY "$variable.pressureThresholdBreached" ik

O (B, HBENBBEBBI=ANDTHRET 70 BHELEE HIEHAT ) . X

EXiH4E : "BackToNormal"EventiletransitionEvents AZUlid —
Trs$variable.pressureThresholdBreached"NFHREF 1 (FR0) , FEBRBIFAHNSY
BIfE"$input.Pressurelnput.sensorData.pressure"/MFHETF 70,

"transitionEvents": [

{
"eventName": "BackToNormal",
"condition": "$input.PressureInput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}

]

BN, MBEZXHEMNRETENE , UFHNEERBER - MNEEEBEHEERGHTER

Bl Normal"IRES. FHRBIXME"$variable.pressureThresholdBreached" 27 LR EH
ARAHEN, ZTENEFEDEE RN 3"overpressurized"BH |, BiFIEE , EMAHBLEERX
N#i{Econdition.

RIANERT , X4 AonInput FRile , conditionREEFF T EEFHRLEBRANNE , EHiIE
EREMRENERITERZ onInput. (EREEMtonEnter MlonExit. HFHATHEARIE HIRTS
RN RN EMERBTEA TR —REFEENHMFZ M onEnter ELonExit FERZBLIE BT
B

EETRN B E B AT R EEIR

MREEF., WMERMEFVEIRNB[ER (3 W UpdateDetectorModel ) , TEMIBRFTA £ B AN 25
(k6 ) HEAFEREMVUBIRNEEZH , 2F—RIER, SIREMWRNESER £ QMR A
AXFEFCEN, FEXERIEA , WA TSR SR TN ER £ RNIRNBELE, Eit
R , A RE M U B H A BT HON SR E B E LR,

MABPHZE

AMARTATEER , EERRERMABMNELFERERAX 5| AREN , XRS5 AHBLMA
REISFERR, flW, AE-—NMUTFAREESAR

{

62


https://docs.amazonaws.cn/iotevents/latest/apireference/API_UpdateDetectorModel.html

Amazon loT Events F X A R IEF
—/NHSERMIBIF - HVAC REE4

"motor id": "A32",
"sensorData" {
"motor pressure": 56,
"motor temperature": 39

}
}
AT S ESH A,
{
"inputName": "PressureInput",
"inputDescription": "Pressure readings from a motor",

"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData. motor pressure " },
{ "jsonPath": "“motor id™" }
]
}
}

ERMREAF , BLHEAREISRE| BEMLEHE,

$input.PressureInput.sensorData. motor pressure”

N ERBRMWGF - HVAC JREEHF

BUF — R 4] JSON XHEBANFER , XETIIHATHE JSON, XLERHIMNTERAE (F2E8 ) 7
HELAT MRS B = R EZRS (p. 105).

de =
B =

BRGISRIAT —MEBRBHER | EEEBIITUATEMAE,

s MEL—NMATATRANZFHSNMXEHFRNBER, HEMKEHOE—MRUREH,

« NEMEEIXKENZ M BRRREVEEREE.

c BERENMNXEHERERER.

c ABNMXEHRERFESH , AEEAXFNEEXLESH,

o EEANXEBAF M BRE B

- BEREETHEURF MANGHNEE,

- EEFENERRRYK.

- EXRRRER , HEM-—MERERERES TRET A ERERN , MEIS 3 A HE,
- REFREERBNEBEIEE,

A TE X

BN - MRS FHF&TA.*W“%'J%ATHEE‘ZE’JMEQ BN TUESNMRERENER
o BRMNBRESNMXEHME—MNAREN—NoIREMS , T F XA R ZXENRE,
B XEE — MR RO,

BTFRMNEZNZEFHNTEXSETEEETEANBE , SETRNEFHSE , REEINEX
7 'seedTemperatureInput' AENXEFREMIXLSH, é%ﬂzﬂ]Hmﬁbﬁi)\ﬁ 3 Z &% FE|Amazon loT
Events , 812 7 —MNTVIRNBRERSS , EERARNELTZXEFANSH. ZRZBMANE L.
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Je =
B =

CLI 5 :

aws iotevents create-input --cli-input-json file://seedInput.json

Xt : seedInput.json

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areaId" },
{ "jsonPath": "desiredTemperature" },
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangeLow" },
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
M) Rz :
{
"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."
¥
¥
AE

s AENHE—MRNEFZFNE—NHWRNETES areald EEMEEFKRE], BHSH.. key' FEF
REIRFERE rareaDetectorModel ' & Lo

o FHREWAES 'desiredTemperature 'by the'allowedError ' FEiZ XM MAH A HNEEEI <2
Ao

« MRBEAERBRFBRENEEST rangeHigh' , HUBBEBREH B HEEE,
« MREBEAERBRFBRENBERT rangeLow' , WNBIREBREH LB MAKE.

o MBEEEMERFIBRENEEST anomalousHigh' HEIKT 'anomalousLow' , FMERBRERFEMZ
BEEM , B RRREHEEIEK.

« XEXIHE : 'sensorCount' HFiFFMNBFEERSTZXEES D ERESR. FNHEINEKENENER
EEHREUEINMNRABRITEZXENTFORE. At , FUSFTLRESMERSBRENAE , H
BEALRBEEENAETREREBNRE, B , NRENMEBSRETL  IFRNSTF2MEX—K , #F4
BHRM, BIMNBWECIES —NMENSER | ZTATYRAS M ESIERERS. EAFNEANR
M BSE R A AE B RIZ 1T,

o XEXIHE : 'noDelay' B RtrueELfalse. MAHSHEEFEE , NEDPREFZRD — B
B, AR EENTEEHERKEFERFD, MR nobelay ' Fi&RE N false , FMEBFZHIERFBIM
IAEEZFEFER , UBRENERENFNANEZT. ATRNETEERATEERIEEITNES , Fit
EFRNEFERE X ER B 1T 7 EHB,
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XEXiHE : temperatureInput' T IHE B BIEA W EIRMET LA,
CLI &% :

aws iotevents create-input --cli-input-json file://temperatureInput.json

X4 : temperatureInput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areaId" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
e R :
{
"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperatureInput",
"inputDescription": "Temperature sensor unit data."
}
¥
AE

XEXEHA : 'sensor1d' ROIFRMEBFXAFERECREZZFIRENERET, T2ADZREIRNIBFRE
PIREREHT, NBRE , ERTUARRRHASENERER (SN, EMRIEFERBNERI[ TR
B R ) | REBZER ( STHAEBINIRZ O B AR BB 0 4 A\ ) B RER. XEXE
B : 'sensorId' MRENXEWRBALEESFIIERE , h T URBAR ZXENERITSXSE,

o XEXIHE : 'areald’ AT REREBNHIER BB EMARNEEEH, RENHE—HRNES
KHIBIE—MNMENBTEH areald EEMBEEFKE, FSH... ' key' FERFIREIN FUESR
flr'areaDetectorModel ' E X,

FNBAEE
XEXIEE : 'areaDetectorModel ' RHIFEHNEER,
CLI &% :

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

X4 : areaDetectorModel. json

{

"detectorModelName": "areaDetectorModel",
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"detectorModelDefinition": {
"states": [
{

"stateName": "start",

// In the 'start' state we set up the operation parameters of the new detector
instance.

// We get here when the first input message arrives. If that is a
'seedTemperatureInput’

// message, we save the operation parameters, then transition to the 'idle’
state. If

// the first message is a 'temperatureInput', we wait here until we get a

// 'seedTemperatureInput' input to ensure our operation parameters are set. We
can

// also reenter this state using the 'BatchUpdateDetector' API. This enables us
to

// reset the operation parameters without needing to delete the detector
instance.

"onEnter": {

"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {
// initialize 'sensorId' to an invalid value (0) until an actual sensor

reading
// arrives
"variableName": "sensorId",
"value": "O"
¥
Iy
{
"setVariable": {
// initialize 'reportedTemperature' to an invalid value (0.1) until an
actual
// sensor reading arrives
"variableName": "reportedTemperature",
"value": "0.1"
}
Iy
{

"setVariable": {
// When using 'BatchUpdateDetector' to re-enter this state, this
variable should
// be set to true.
"variableName": "resetMe",
"value": "false"

]

Iy

"onInput": {
"transitionEvents": [

{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
// When a 'seedTemperatureInput' message with a valid 'sensorCount' is
received,
// we use it to set the operational parameters for the area to be
monitored.

"actions": [

{

"setVariable": {
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"variableName": "rangeHigh",
"value": "$input.seedTemperatureInput.rangeHigh"
¥
Iy
{
"setVariable": {
"variableName": "rangeLow",
"value": "$input.seedTemperatureInput.rangeLow"
¥
Iy
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
¥
Iy
{
"setVariable": {
// Assume we're at the desired temperature when we start.
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
Iy
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
Iy
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
}
Iy
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalousLow"
}
Iy
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
Iy
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.noDelay == true"
¥
}
1,
"nextState": "idle"
Iy
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperatureInput.sensorData.temperature < $variable.anomalousHigh &&

$input.temperatureInput.sensorData.temperature > $variable.anomalousLow)",

// This event is triggered if we have reentered the 'start' state using the
// 'BatchUpdateDetector' API with 'resetMe' set to true. When we reenter

using

// 'BatchUpdateDetector' we do not automatically continue to the

state, but
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// wait in 'start' until the next input message arrives. This event enables
us to
// transition to 'idle' on the next valid 'temperatureInput' message that
arrives.
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount -
1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
¥
}
1,
"nextState": "idle"
}
]
Iy
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
// Make sure the heating and cooling units are off before entering 'idle'.
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
Iy
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOff"
}
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Heating/Off"
}
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Cooling/Off"
}
}
]
}
]
}
Iy
{
"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
// By storing the 'sensorId' and the 'temperature' in variables, we make
them
// available in any messages we send out to report anomalies, spikes, or
just
// if needed for debugging.

"actions": [

{

"setVariable": {
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"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
¥
Iy
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
¥
}
]
Iy
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
// This event enables us to change the desired temperature at any time by

sending a

// 'seedTemperatureInput' message. But note that other operational
parameters are not

// read or changed.

"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
¥
}
]
Iy
{
"eventName": "calculateAverage",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >

$variable.anomalousLow",
// If a valid temperature reading arrives, we use it to update the average

temperature.
// For simplicity, we assume our sensors will be sending updates at about

the same rate,
// so we can calculate an approximate average by giving equal weight to

each reading we receive.
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount -
1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperatureInput.sensorData.temperature >=

| $input.temperatureInput.sensorData.temperature <=

$variable.anomalousHigh
$variable.anomalousLow",

// When an anomalous reading arrives, send an MQTT message, but stay in the
current state.

"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/anomaly"
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1,
"nextState": "idle"
Iy
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature >

$variable.rangeHigh",

// When even a single temperature reading arrives that is above the
'rangeHigh', take

// emergency action to begin cooling, and report a high temperature spike.

"actions": [
{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/spike"
¥
Iy
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
¥
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Cooling/On"
¥
Iy
{

"setVariable": {
// This is necessary because we want to set a timer to delay the

shutoff
// of a cooling/heating unit, but we only want to set the timer when
we
// enter that new state initially.
"variableName": "enteringNewState",
"value": "true"
b
b
1,
"nextState": "cooling"
Iy
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.rangeLow",
// When even a single temperature reading arrives that is below the
'rangeLow', take
// emergency action to begin heating, and report a low-temperature spike.
"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/spike"
}
Iy
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Heating/On"
}
Iy
{
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"setVariable": {
"variableName": "enteringNewState",
"value": "true"
¥
}
1,
"nextState": "heating"
Iy
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",

// When the average temperature is above the desired temperature plus the
allowed error factor,

// it is time to start cooling. Note that we calculate the average
temperature here again

// because the value stored in the 'averageTemperature' variable is not yet
available for use

// in our condition.

"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
¥
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Cooling/On"
¥
Iy
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
¥
}
1,
"nextState": "cooling"
Iy
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",

// When the average temperature is below the desired temperature minus the
allowed error factor,

// it is time to start heating. Note that we calculate the average
temperature here again

// because the value stored in the 'averageTemperature' variable is not yet
available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Heating/On"
}
Iy
{
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"setVariable": {
"variableName": "enteringNewState",
"value": "true"
b
b
1.
"nextState": "heating"
}
]
}
Iy
{
"stateName": "cooling",
"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
// If the operational parameters specify that there should be a minimum time
that the
// heating and cooling units should be run before being shut off again, we
set
// a timer to ensure the proper operation here.
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
b
I
{
"setVariable": {
// We use this 'goodToGo' variable to store the status of the timer
expiration
// for use in conditions that also use input variable values. If
// 'timeout()' is used in such mixed conditionals, its value is lost.
"variableName": "goodToGo",
"value": "false"
b
}
]
Iy
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
// If the heating/cooling unit shutoff delay is not used, no need to wait.
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
b
]
Iy
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
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"onInput": {
"events": [
// These are events that occur when an input is received (if the condition is
// satisfied), but don't cause a transition to another state.

{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
Iy
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
¥
}
]
Iy
{

"eventName": "changeDesired",

"condition": "$input.seedTemperatureInput.desiredTemperature !=
$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
Iy
{
"eventName": "calculateAverage",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount -
1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
Iy
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
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}
1,
"transitionEvents": [
// Note that some tests of temperature values (for example, the test for an
anomalous value)
// must be placed here in the 'transitionEvents' because they work together
with the tests
// in the other conditions to ensure that we implement the proper
"if..elseif..else" logic.
// But each transition event must have a destination state ('nextState'), and
even if that
// is actually the current state, the "onEnter" events for this state will be
executed again.
// This is the reason for the 'enteringNewState' variable and related.

{

"eventName": "anomalousInputArrived",

"condition": "$input.temperatureInput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=
$variable.anomalousLow",

"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/anomaly"
¥
}
1,
"nextState": "cooling"
Iy
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
Iy
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.rangeLow",
"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/spike"
}
Iy
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOff"
¥
Iy
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
¥
Iy
{

"iotTopicPublish": {
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"mgttTopic": "hvac/Cooling/Off"
}
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Heating/On"
}
Iy
{

"setVariable": {
"variableName": "enteringNewState",
"value": "true"

}
1,

"nextState": "heating"

I
{

"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo == true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOff"
}
I
{
"iotTopicPublish": {
"mgttTopic": "hvac/Cooling/Off"
}
}
1.

"nextState": "idle"

"stateName": "heating",
"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
Iy
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

]
b
{

"eventName": "dontDelay",
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"condition": "$variable.noDelay == true",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
Iy
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
Iy
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
¥
Iy
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
¥
}
]
Iy
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=
$variable.desiredTemperature",
"actions": [
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
Iy
{
"eventName": "calculateAverage",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [
{

"setVariable": {
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"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount -
1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
¥
}
]
Iy
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
¥
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperatureInput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/anomaly"
¥
}
1,
"nextState": "heating"
Iy
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/spike"
}
Iy
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
Iy
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Heating/Off"
}
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Cooling/On"
}
Iy
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"setVariable": {
"variableName": "enteringNewState",
"value": "true"

}
1,

"nextState": "cooling"

b

"eventName": "lowTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature <
$variable.rangeLow",
"actions": [
{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/spike"

}
1,

"nextState": "heating"

b

"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo == true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Heating/Off"

}
1,

"nextState": "idle"

1,

"initialStateName": "start"
}
"key": "arealId",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

M) Rz :

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
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"key": "areaId",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchUpdateDetector R4l

A LAfEFiBatchUpdateDetector FRMEFRHIE T EARSWIRE , SWIUTNBZNEEE, EUT R
|, BatchUpdateDetectoriREFAEEZEEMENMZEHNXIENETSH, IREFEESLTEMER. EF
BB EFIFN S E R BN AT R R,

CLI % :

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD. json

X : areaDM.BUD. json

{
"detectors": [
{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areab1l",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"
T
{
"name": "averageTemperature",
"value": "22"
T
{
"name": "allowedError",
"value": "1.0"
T
{
"name": "rangeHigh",
"value": "30.0"
T
{
"name": "rangeLow",
"value": "15.0"
I
{
"name": "anomalousHigh",
"value": "60.0"
I
{
"name": "anomalousLow",
"value": "0.0"
T
{
"name": "sensorCount",
"value": "12"
T
{
"name": "noDelay",
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"value": "true"
I
{
"name": "goodToGo",
"value": "true"
I
{
"name": "sensorId",
"Value" : n o n
I
{
"name": "reportedTemperature",
"value": "0.1"
I
{
"name": "resetMe",

// When 'resetMe' is true, our detector model knows that we have reentered the

'start' state
// to reset operational parameters, and will allow the next valid temperature

sensor
// reading to cause the transition to the 'idle' state.
"value": "true"
}
1,
"timers": [
1
}
}
1
}
e R
{

"batchUpdateDetectorErrorEntries": []

BatchPutMessagef§l| ¥

Example 1

fEFBatchPutMessagelREX % "seedTemperatureInput"iZE BN ZRERFIMEIENAEX
BIRBIZTSH. WRIMIETHEEAmazon loT EventsB A — M il "areald" S A B EHT VAN 25

Ehl, BERFNFEMNBZEFTAFREERN"idle"REFHREIEEHIZHMARANEE B

B|vseedTemperatureInput" B U EIH XA E S,

CLI & :

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json

X4 : seedExample. json

{
"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError\":
0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0, \"anomalousLow\":

0.0, \"sensorCount\": 10, \"noDelay\": false}"
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"BatchPutMessageErrorEntries": []

Example
2

fEFBatchPutMessagelREX % "temperatureInput " H B A TR & 44 E R HI A U5 0 XI5 4% RESTHYE
ERBBBE.

CLI &% :

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json

X4 temperatureExample. json

{
"messages": [
{
"messageId": "00005",
"inputName": "temperatureInput",

"payload": "{\"sensorId\": \"05\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 23.12} }"

"BatchPutMessageErrorEntries": []

Example 3
fEfABatchPutMessagelRE X # "seedTemperatureInput" A FERAEX B EBEEENHEE.

CLI % :

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json

X# : seedSetDesiredTemp. json

{
"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",
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R
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]

}
e R
{

"BatchPutMessageErrorEntries": []
}

R~ RELMQTT JHR

MRIBNERBESRITERRILEMEH "BatchPutMessage "API |, B ] LU ELBIE & X ElAmazon loT CoreiH
BEREBFEHRER MQTT FF % , RO LLEIE — 1 Amazon loT Core A T EEHRIBEEMMEBIMN EFH N
Amazon loT Events#i A, LA T2 a B9E X Amazon loT EventsEBHMNF A "areald"M"sensorId"KH
MQTT B AFE , BAK "sensorData.temperature"HEREFEHWFER "temp" FE , FHIFX LS
FEEARKAITMIAmazon loT Events "temperatureInput”.

MR & BT ERIRT A F A "BatchPutMessage"AP| , {B A BUFH#IE &% ElAmazon loT Corei¥
BEREFEHARESR MQTT BF U , fRATLAEIE — NAmazon loT Core i T REEE SR E E [ 28y EZH N
Amazon loT Events#i Ao LA T2 a B9E X Amazon loT EventsEBMN KA "areald"M"sensorId"KEH
MQTT B MM AFE , L& "sensorData.temperature HEREFNFER "temp"FE , HIFXLEH
FEREAFKNIBIAmazon loT Events "temperatureInput".

CLI &5 :

aws iot create-topic-rule --cli-input-json file://temperatureTopicRule.json

X : seedsetDesiredTemp. json

{

"ruleName": "temperatureTopicRule",
"topicRulePayload": {
"sql": "SELECT topic(3) as areald, topic(4) as sensorId, temp as sensorData.temperature
FROM 'update/temperature/#'",
"description": "Ingest temperature sensor messages into IoT Events",
"actions": [
{
"iotEvents": {
"inputName": "temperatureInput",
"roleArn": "arn:aws:iam::123456789012:role/service-role/anotheRole"
}
}
]l
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23"
}
}

B R : [F]
MRERBBREETHRZETHHE "update/temperature/Area51/03"EB U T ERE R,

{ "temp": 24.5 }

XS BBBEHIEAAmazon loT EventsiF UL T "BatchPutMessage"API A 2 T Ko
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aws iotevents-data batch-put-message --cli-input-json file://spoofExample.json

X4 : spoofExample.json

{
"messages": [
{
"messageId": "54321",
"inputName": "temperatureInput",

"payload": "{\"sensorId\": \"03\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 24.5} }"
}
1

R £ EAMazon SNS EHE
BUT R SNS BB Rl Arcas - RN Ep

Heating system off command> {
"eventTime" :1557520274729,
"payload":{
"actionExecutionId":"£3159081-bac3-38a4-96£f7-74af0940d0a4",
"detector":{

"detectorModelName" : "areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "ev
{"inputName": "seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start","variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperatu
{}}}, "eventName":"resetHeatCool"}

entTriggerI

re":20.0,"r

Cooling system off command> {"eventTime":1557520274729,"payload":
{"actionExecutionId":"98f6alb5-8£f40-3cdb-9256-93afd4d66192","detector":
{"detectorModelName": "areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "ev
{"inputName": "seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start","variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperatu
{}}}, "eventName":"resetHeatCool"}

entTriggerI

re":20.0,"r

T~ : DescribeDetectorAPI
A g RiDescribeDetector BAETEE BN EZHIN M AR, TRETITHE.

CLI &% :

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-value
Area51

Me) Bz

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,
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"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

I

{
"name": "rangeLow",
"value": "15.0"

I

{
"name": "noDelay",
"value": "false"

I

{
"name": "desiredTemperature",
"value": "20.0"

I

{
"name": "anomalousLow",
"value": "0.0"

I

{
"name": "sensorId",
"value": "\"OL\""

I

{
"name": "sensorCount",
"value": "10"

I

{
"name": "rangeHigh",
"value": "30.0"

I

{
"name": "enteringNewState",
"value": "false"

I

{
"name": "averageTemperature",
"value": "19.572"

I

{
"name": "allowedError",
"value": "0.7"

I

{
"name": "anomalousHigh",
"value": "60.0"

I

{
"name": "reportedTemperature",
"value": "15.72"

I

{
"name": "goodToGo",
"value": "false"

}

1,

"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
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R
I
"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

Amazon loT Core#i | 5| 2 R4l

DATHMEHFH KA FHAmazon loT CorefEAZFEFHBEREEHN MQTT HE. EIRIZXMAmazon loT
Core N M BB R 2 HN BN KB MALE TR AHNEEENLEY. EUREHS , BRITELTEANA
A "Area51HeatingUnit"f"Area51CoolingUnit™".

CLI &% :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

X4 : ADMShadowCoolOffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mgtt topic publish to cooling unit shadow request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$saws/things/${payload.detector.keyValue}CoolingUnit/shadow/update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
¥
¥

MR : [Z8]

CLI %5 :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

X # : ADMShadowCoolOnRule. json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mgtt topic publish to cooling unit shadow request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
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WKL : [ZE]

CLI @55 :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule. json

X4 : ADMShadowHeatOffRule. json

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mgtt topic publish to heating unit shadow request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$s$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

MRI : [ZE]

CLI & :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule. json

X4 : ADMShadowHeatOnRule. json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mgtt topic publish to heating unit shadow request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$s$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}
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FRRERE

Xt

SEOEY

Amazon loT Events AT LAE RN B E B4 RS ES 4 & RE. BULEXNESEER T8 RiR
BEXE , NHIEAEEE M EEAmazonBIR,

Note

ERNBFEBEFE RER , TUANFHERBERENSHEARER. AXESER , BEAX
priE W

Amazon loT Events X #HF U T A FEE RIS HIRBETEMNIRE

s setTimer (p. 87)BIEitAIES,

s resetTimer (p. 88)EEITHTEIES.
+ clearTimer (p. 88)MBRitATESES.
s setVariable (p. 88)BIEE—1NEE,

Amazon loT EventsX# T 5 Aliz2 1T fEAmazon RS :

¢ iotTopicPublish (p. 89)% MQTT £ EAMHEE,

+ iotEvents (p. 90)EFHIE K iEEIAmazon loT EventstER i A B,

+ iotSitewWise (p. 90) - JFEIE K#EE Amazon loT SiteWise HFHVE =8 1.
+ dynamoDB (p. 92)fF##& &K% F| Amazon DynamoDB %*.

+ dynamoDBv2 (p. 93)F##E &% E] Amazon DynamoDB %,

+ firehose (p. 94)#IE &% 2 Amazon Kinesis Data Firehose .
 lambda (p. 94)1A AAmazon Lambdai %,

+ sns (p. 95) AR BB TR LEHIE.

+ sgs (p. 95)FEIE AL EE Amazon SQS A%,

ERNIERF

Amazon loT EventsZ#&F LA T A EE R ITEt SRR ET ENVIRE :

s setTimer (p. 87)BIEiTAIES.

+ resetTimer (p. 88)EEITHIEFES.
¢ clearTimer (p. 88)HIBRitATES RS-
+ setVariable (p. 88)BIEE—1MEE,

REITEERIRIE

Set timer action

XEXHA : setTimeraction RVFIREIE —MEFERT R AR N R M ITETER.
More information (2)

HEGI BT SRE , BAEEA TS,
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timerName

iHE BRI B #Ro

durationExpression
( "k ) itEdERAVIRERETE |, RN B AL,
FEHBEO TS ANSREINER. Fl, MRFITR[IRER 60.99 ¥ , MiFLEREXN
HEERN 60 %

BXxEZEE , #3# (Amazon loT Events APl £) mf§ SetTimerAction.

BEEITatesRE

Reset timer action
XEXIHE : resetTimerBEAFSFITHEFEEN NN ITENSESEERBB BB HBBHEEE
More information (1)
YIREBITRTEER , RTEEA TS,
timerName
T BT BRI B #Fo
Amazon loT Events HEE BT8R , FToEFHITERFEBRBREN.

BXEZELR , %3 (Amazon loT Events APlI £#) df§ ResetTimerAction.

B RRIT AT 2R E
Clear timer action

XLEXIHE : clearTimerRELFEMBRINE iTaTEE.
More information (1)

IR BRI AT EERT |, MTEEENR TS,
timerName

B 2R A B 5o

BXxEZELR |, #E3# (Amazon loT Events APl £#) 1§ ClearTimerAction,

L s =158
RETEIRME
Set variable action

XEXIHE : setvariableREAFLVEZERIEEENEE,
More information (2)

HEQIETERN , MIAEEUTSH.
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fiE A H M Amazon RS

variableName

BB,

value

T EWHE,

BXxEZER , #3# (Amazon loT Events APl £#) thf§ SetVariableAction.

F A EMAmazoni s

Amazon loT EventsX# T 5 Al iz 1T fEAmazon RS :

+ iotTopicPublish (p. 89)1 MQTT & LA MHEE.

+ iotEvents (p. 90)EFHIE K EEIAmazon loT EventstER i A,

+ iotSitewise (p. 90) — MWK EE] Amazon loT SiteWise FHI A= B .
* dynamoDB (p. 92)fF##& &% %] Amazon DynamoDB &,

* dynamoDBv?2 (p. 93)1F##E &K% E] Amazon DynamoDB .

+ firehose (p. 94)FE#E X% F Amazon Kinesis Data Firehose o

+ lambda (p. 94)J A AAmazon LambdaB#},

* sns (p. 95) AHEEBAM X RIS BEE.

+ sgs (p. 95)FEIE L #EE Amazon SQS BA%I,

Important

o {RATEFR RFERETTAmazon ™ & 1558 A B X 18Amazon loT Eventsit B Amazon Z 1§ F i Ak
%, BEXSHTENXENSGIER , B3 EAmazon loT Events& i ¥ S FEL 214 £ HAmazon Web
Services — kS #£.

o {RLATUE FA B R B9 Amazon B 2 H fb X 13 it B9 X i Amazon & JRAmazon loT EventsigfE, RR
YI#Amazon X1 | R1E 5 A 6 AT gE 2B 2 B BAmazon & IR

BRIAER T , Amazon IoT Events 254 JSON X N EMREERIREAR AR, KBEARETEERRN
BRI LIRENEHNEENFTERE/EN. ERERENR , IUFEANERER. BXEZE
B B8R . REX (p. 97)FBPayload#iiEFE E Amazon loT EventsAPl 3.

Amazon loT Core

loT topic publish action

XLEXIHE : iotTopicPublishBEAFEBE N XM —% MQTT B EAmazon IocTHERE, BXxF
FTEHHXFHFIEK , S FAmazon loT Core4 s 17 R M Bl &1 £ EEAmazon Web Services —fi¥5Z&.

Amazon loT SEEAREBERFEENE A E P K AIZEENTEE P RKRIERE Amazon loT FFik. BXES
E8 , H5 . HEKREAmazon loTEEEAmazon loTH XA RIEFE.

More information (2)
UmEm MQTT HER , MAEEUTSH
mgttTopic

BUYUHER MQTT £&,
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https://docs.amazonaws.cn/iotevents/latest/apireference/API_SetVariableAction.html
https://docs.amazonaws.cn/general/latest/gr/iot-events.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_Payload.html
https://docs.amazonaws.cn/general/latest/gr/iot-core.html
https://docs.amazonaws.cn/iot/latest/developerguide/iot-message-broker.html
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BULERERNBEEREPOZN T ERMABESTHISENL MQTT EEE K.
payload

(WiE ) MARHITEEXRNFERLFANMEIBRENSHNEENFIEEHMEN. A, £
ALEENfiH. BEXEZEER , H2H . PayloadEEHEAmazon loT EventsAP| £,

Note

HREIE1TAmazon loT EventsfRE A FE Fiot:PublishiX R, BXEZEE , ESH EA
F Amazon loT Events B9 Identity and Access Management (p. 157).

BXEZELR , 555 (Amazon loT Events APl $#) f# lotTopicPublishAction,

Amazon loT Events

loT Events action

XERXEE ; iotEventsiEER B HIE X% TAmazon loT EventstER A . BXxZ XM XEH
FFR , FSMAmazon loT Events& i = M E 4 7 £ @ Amazon Web Services —fi§ 5 #.

Amazon loT Events R SRR R R IR INBEFNHEB R RRIEPNER , HEREMEE
Bt R ER, BXEZEER |, 55 Amazon loT Events F & A RIEEF ML E Amazon loT

Events ?
More information (2)

MR8 R I%E AR Rt Amazon loT Events , M4 FIEEU TS,
inputName

##Amazon loT EventsiZW BRI A o
payload

(k) RIAARBEERRNBERLF ML IRENEHNEENFIEBEE/EN. I, BE
ALAEN . BXESELR , H5H . PayloadEEHEAmazon loT EventsAPl .

Note

R EE1TAmazon loT EventsfR S AT Fiotevents:BatchPutMessagef R, BXES
fE8 , 31 ERB T Amazon loT Events #J Identity and Access Management (p. 157).

BXREZER | 55 (Amazon loT Events APl &£ ) B lotEventsAction.

Amazon loT SiteWise

loT SiteWise action

XLEXEHE : iotsiteWiseaction SIFEFFEHIE XX R F K E™=E EAmazon loT SiteWise. X2 X
ERNXEMFIER , EFSAmazon loT SiteWise& i T m M EL#11E B EAmazon Web Services —fi& 5.

Amazon loT SiteWise 2 —EERS , AILEBRNMNTIIRZ R AAEWE, AR WEE. &
XEZEER , ESH (Amazon loT SiteWise FAF {5 YT AR Amazon loT SiteWise ? o

More information (11)

MIRRFEIE KX ElAmazon loT SiteWise , M AFRIEEN TS,
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https://docs.amazonaws.cn/iotevents/latest/apireference/API_Payload.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_IotTopicPublishAction.html
https://docs.amazonaws.cn/general/latest/gr/iot-events.html
https://docs.amazonaws.cn/iotevents/latest/developerguide/what-is-iotevents.html
https://docs.amazonaws.cn/iotevents/latest/developerguide/what-is-iotevents.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_Payload.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_IotEventsAction.html
https://docs.amazonaws.cn/general/latest/gr/iot-sitewise.html
https://docs.amazonaws.cn/iot-sitewise/latest/userguide/what-is-sitewise.html
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Important

EZWEE |, f40ERAFHIIER™E HEAmazon loT SiteWise.

« MREFAmazon loT EventsiZél s | B4 MIE EpropertyaliasBE B FREZM >,

o WMREFAmazon CLI , BAMIEEpropertyAl iasH & F & &B
HassetIdMlpropertyId#E BIRE=M=,

BXREZER , 551 (Amazon loT SiteWise FIFI8/) FHVT T Bz RS E % =8
.,
propertyAlias

(k) BEEENRE. BEATEERER.
assetId

(% ) SEREBRBENRSH ID. BHAILIEERER,
propertylId

(it ) REBHN D, SHAUEERER,
entryId

(% ) RBHME—IRAR., BUNEARKE ID, BEREHINSENBLEHERESHTHR.
BUAE R AV — PR IR, B AMEERER,

propertyValue

—NEEEXREMENSH,
quality

(Wi ) BEEMEERNRE, EMX900 cooD, BAD 5 UNCERTAIN, B ALIEERIER,

timestamp
(i) —MNEEEB3 2B RBRBEE VESKREERE , WRIABAEHER
timeInSeconds

A Unix @A aT a8 ( U R 8 ) . AREETE 1-31556889864403199 2
B, BHEAREERER.

offsetInNanos

( ik ) NI AR REB EtineInSeconds. BXCEETE 0-999999999 2 [H, &b
BB ERIER,

value
—NIERFEHENLEN,
Important

BRMPIEEATERE — , EABRTIEENE=EMMN dataType. BXRESE
B | i#21 (Amazon loT SiteWise APl &) H#J AssetProperty.

booleanValue

(i) BEBEER—IMRE , ZELTNTRUEEAFALSE. Bt A IS ERIER.
MBFEARER , WiTELERBMAHRE
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https://docs.amazonaws.cn/iot-sitewise/latest/userguide/connect-data-streams.html
https://docs.amazonaws.cn/iot-sitewise/latest/userguide/connect-data-streams.html
https://docs.amazonaws.cn/iot-sitewise/latest/APIReference/API_AssetProperty.html
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doubleValue
(k) REBHEANGE., SUAUEERER, NREARER , WHEERNRN
RIEEE,

integervalue
(k) REBHEREY. ZETUEERER. UREAREN , MIHHEERNNE
e,

stringValue
(k) REBMHERFHH. BEALUEERER, NREARER , WiItEERNNR
FHEHE,

Note

R Ez1TAmazon loT Events RS A& #
Fiotsitewise:BatchPutAssetPropertyValueflfR. BXREZEE , HSR EAT
Amazon loT Events B9 Identity and Access Management (p. 157).

BAEZEER | 55 (Amazon loT Events APl &) i lotSiteWiseAction,

Amazon DynamoDB

DynamoDB action

XEXIHA : dynamoDBIRE L U BT EIE & 3% B DynamoDB &, DynamoDB & HHE—/N5I A F#Uk
BEREMEPHMEBRH/EN. BXRAZIEFENXENTIEK , S HAmazon DynamoDB &K is 17 2 FE
i #£ E @ Amazon Web Services —fi§5#.

Amazon DynamoDB 2 —# 2% NoSQL HiEERS , REPRM AIHNM HEEE | REB KT T4EY
B. AXEZER , 5 . 42 DynamoDB ? 2 HEAmazon DynamoDB D FF & A RIEFE.

More information (10)
FEIE K% E DynamoDB RH — 5t , BAIEEA TS,
tableName

BB IES DynamoDB RHI B M. XE XA : tableNamefE 45 DynamoDB R KA [T
B, BEAUEERER,

hashKeyField
BHER (LMD XE ) BEMR. XEXEE : hashKeyFieldEH4MS DynamoDB &7 X7
TH, BB ERER,

hashKeyType
(L ) BMABROBIERE, BRAERLENEMLMNNSTRINGE ANUMBER. BRIAJ STRING, BB T
REERERK,

hashKeyValue
BAERNE, XEXEE : hashKeyValueEAEHRER, XERIRESTHRHAKIE, BHATHN
EBERKR.

rangeKeyField

(k) SEREE (A EEFR ) NEH. XEXEA : rangeKeyField{EAMS DynamoDB &
HWEEFRIE, SHATUEERER,
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https://docs.amazonaws.cn/iotevents/latest/apireference/API_IotSiteWiseAction.html
https://docs.amazonaws.cn/general/latest/gr/ddb.html
https://docs.amazonaws.cn/general/latest/gr/ddb.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/Introduction.html
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Amazon DynamoDB (AAM)

rangeKeyType
(Wi ) SEERWEIERE, REBRBEWELTASTRINGE ANUMBER. BRIAN STRING, BT
DEERER,

rangeKeyValue

(it ) SERERIE, XEXIEA : rangeKeyValueff A ERENR, XLEEREZITRHZMEE
., BEATUEERER.

operation
(L ) BERATHRMENEE, ZUAUEERER, BEEXTANUATHEZ—
+ INSERT - FEIE/ERN FHWiE A R DynamoDB &, XZ2EIAE.
 UPDATE - A ¥ ##EE # DynamoDB RWI B,
+ DELETE-M DynamoDB &l R BT,
payloadField

( A% ) BEWURMESR R DynamoDB HMY B #R. BIAB#NA payload. B AMIEERER.
payload

(WiE ) MAAHITEE XN BERLFANMRBRENSHNEENFEREEN, A, BE
ALBEENH. BXEZELR , H31 . PayloadEEHEAmazon loT EventsAP| .

MRBEENABEBZFHE , DynamoDBActionFIE JSON BHEMER =it HI IR KX F

DynamoDB %, DynamoDB #2#l%& LA Base64 #mf3 X AN & " IE, payloadField BN
payload-field_raw., EBWAIBUIBERIER,

Note

BRE&Z1TAmazon loT EventsfR %5 A% Fdynamodb :PutItemtX PR, BEXESZEELR , ES
i & AT Amazon loT Events ¥ Identity and Access Management (p. 157)o

BXEZELR , 50 . DynamoDBActionfE £EiAmazon loT EventsAP| % .

Amazon DynamoDB (AAM)

DynamoDBv2 action

XEXIHA : dynamoDBv2IRERFEFHIEE A DynamoDB &, DynamoDB RFHE—MEILH5IA
FRBEEREAZFH—PBEME/EXN. BXZHZENXENIIR , 5SHAmazon DynamoDB & i1
= AE £ B EAmazon Web Services — g5 #.

Amazon DynamoDB 2 —f£ £ % NoSQL BIEERS , RMEPEM TN EEE |, REB ST TLEY
B, BREZEER , 5 . 42 DynamoDB ? #£ 2 EAmazon DynamoDB.

More information (2)

FEE &% | DynamoDB RHVZFIRY , BB ER TS,

tableName
EWHHER DynamoDB R &, BB AMIEERER,
payload

(k) RIAARBEEXRNBER LML IRENSHNEENFIERE/EN. I, BE
ALEENE. BXEZELR , H8H . PayloadEEHEAmazon loT EventsAP| £,
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Important

AR BHBMA JSON, BB LUEERER.

Note

H{REi=1TAmazon loT EventsfRE A% Fdynamodb : PutItemiX R, BXEZEER , S
% 5EFAF Amazon loT Events B Identity and Access Management (p. 157).

BXEZER , 501 . DynamoDBv2ActionfE EEAmazon loT EventsAPl $£.

Amazon Kinesis Data Firehose

Firehose action

XEEXIEMAE ; firehoselRERTFENEIE XX 2 Kinesis Data Firehose £#if. X XM XEM
5|3k , ESHAmazon Kinesis Data Firehose & i T7 = M E 14 £ HAmazon Web Services —fix5#&.

Amazon Kinesis Data Firehose @ —HE £ EM RS , AT EAmazon Simple Storage ( Amazon
Simple Storage ) R MERIHBIEMN RS , A TFBAmazon Simple S OpenSearch RS ( IRSS ( BR
%OpenSearch Bg%s ) M Splunke BEXEZELE , SR . Amazon Kinesis Data Firehoseft 2
HAmazon Kinesis Data Firehose.

More information (3)
TR &% 2 Kinesis Data Firehose & #Ret , RTIEEU TS,
deliveryStreamName

BEWHIEN Kinesis Data Firehose £ #i 7R 9 & o

separator

( Wik ) B LAEAFE TSR AEE Kinesis Data Firehose £ RAVEL IR, D RESLM
B'\n' (¥ITHF) , '\t' (ETF) , '\r\n' (Windows 81T ) , ="', (5 ),
payload

(g ) RIAARBEEXRNBER LML IRENSHNEENFEBRE/EN. A, BE
ALEEN g, BXESZEER , H5W . PayloadfEEMEAmazon loT EventsAP| $&.
Note

KR BiE1TAmazon loT EventsfR S A @ Z Ffirehose: PutRecordfXfR. BEXREZELR | i&
21 EA T Amazon loT Events # Identity and Access Management (p. 157).

BAEZER | 55 (Amazon loT Events APl &) B FirehoseAction,

Amazon Lambda

Lambda action

XEXIFEE : lambdalREARFEIA A Lambda B, BXZTXENXENIIER , S Amazon
Lambdafk i = M E & £ 2 EAmazon Web Services — g5 #.

Amazon Lambda 2 —Hit&ERS , AIFERLTEMREREERSFANTETNREB, BXEZER , B
2% Amazon Lambda FF & A R IEERF R A =2 Amazon Lambda ?
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Amazon loT Events FF 2 A R 16/
Amazon Simple Notification Service

More information (2)
XA A Lambda BEET , BTIEEA TS,
functionArn

EiFAK Lambda EEH ARN,

payload
(Wi ) MAABITEE XN ERLFANMRIRENSHENEENFEREMEN. A, &
ALUBEENE. BEXEZELR , H5H . PayloadEEHEAmazon loT EventsAP| $#.

Note

H{R E121TAmazon loT EventsfR & A X Flambda: InvokeFunctionfXfR. BXEZE
B, #$31 AT Amazon loT Events B9 Identity and Access Management (p. 157),

BXEZEE | i52E (Amazon loT Events APl $&) iy LambdaAction.

Amazon Simple Notification Service

SNS action

XEXFE  snsEBXMIREARTFE LM Amazon SNSHE ., BEXZIENXIGHIE , BS
B Amazon Simple Notification Service 4377 = A EL 21 1E B F1Amazon Web Services —f&2%&.

Amazon Simple Notification ( Amazon Simple Notification )  —31 Web 8% , B FHAMNEER[IT
FARTR/REFFHRNRREEENTE, BEXELELR , B5H . 142 Amazon SNS? EE
HAmazon Simple Notifice.

More information (2)

MK Amazon SNS HER | BRAIBEU TS,
targetArn

G B R Amazon SNS B #5789 ARN,
payload

(Wi ) MAAHTEEXRRNFERLFANMEIBRENSHNEENFIEEHMEN. A, £
ALEEN . BEXEZER , H25H . PayloadEEHEAmazon loT EventsAP| .
Note

R Ez1TAmazon loT EventslRE A& Fsns:PublishiX R, BXREZELR , BSH EH
F Amazon loT Events B9 Identity and Access Management (p. 157).

BEXEZELR , H2H . SNS NSTopicPublishActionfE 2 EAmazon loT EventsAP| $#.

Amazon Simple Queue Service

SQS action

XEXIHE ; snsiBEATFENEIELZEER Amazon SQS BA\Fl, BXZXEFNXEBNIIEK K F5
EAmazon Simple Queue Service 4 imT7 = EL 17 B EAmazon Web Services —fix 5% .
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https://docs.amazonaws.cn/iotevents/latest/apireference/API_LambdaAction.html
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Amazon loT Events FF & A R ¥55
Amazon Simple Queue Service

Amazon Simple Que Que (Amazon SQS) Rt —1M&£, JFABTRANWREENRS , ATEERNDE
PERNBGRENEHR. BREZEL , 56 . Amazon Simple Queueue?E EEAmazon Simple
Queue.

More information (3)
L& Amazon SQS BASI KX ¥R , BAIEEU TS,
queueUrl

B EHIFTERIAmazon SQS BAFIRY URL,

useBase64

( T3 ) Amazon loT Events #4151 Base64 XA ( fIRIEE ) TRUE. BRIAA FALSE,
payload

( Wik ) RAAHBEFXRNBERTHANMEIRENSHNEENFEREMEN, A, B
ALBEENfE. BXEZELR , H8H . PayloadEEHEAmazon loT EventsAP| 3.

Note

HREz1TAmazon loT EventsfR 5 A ®IZ Fsqs: SendMessageX R, BXEZER |, H5H
&R T Amazon loT Events 9 Identity and Access Management (p. 157).

BXEZER , B3 . SNS NSTopicPublishActiontE £ El/Amazon loT EventsAP| &% .

& AT LAE A Amazon SNS FlAmazon loT Corefit & #0 5|ZAmazon LambdaBi$k, XEBERAHAERS
( f5120 Amazon Connect , EZER2 A A B IREMKI (ERP) AR ) RE1T3I R A AT 8L,

Note

ENIREFNCEB ABEERIER , B ERAEMAmazon RS , HlaAmazon Kinesis. RfE , &
AMUERIAS 2 , REFERKEZFEAmazon loT EventstERIZN LB A o
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B%

KK

Amazon loT Events#E | 2 M EFIRN S E R 12E8 T SIS EEN FE, BULERAREAREEXE
& , & Amazon loT Events AT A EREEZ I N RIERXRE,

\ﬁ\\
a /Z_E
BALERXF, S8R, B, sIAFZEREN RAmMazon loT Events®RiE R,

BN

- BHY
< M
« FAE
- mRE

B/

-
- F
x

.
=
)

(fMRE) !
(B&HL) : -
(BR) : -

do Ho Fm

. EELER .+
AMNRERBUARFZHR, THRXAMTIEELSE () K,

flg0 : 'my' + 'string'->'mystring’
'R
B+

ANMRIERBLAERF,
W -
s B/
MEZLERRENERANERE , RIEZDE—MRBEKR ( RETREK ) 2 HHFIE
o RE
B ( BH)
o |
g0 ;13 | 5->13
- M:&

flt0 : 13 & 5->5
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oﬁﬁﬁ:l\

Hln ;13 A 5->8

c TR~

fln ; ~13->-14
WmRE
c PMF i<
« PFHET <=
« &F @ ==
s AFTF 1=
« RFHET : >=
« KF:>
. #:s&s
|
Note

HFRERXN | | BERELNBIE , ZFREXEA N false.
E#ES

BAAERARESNREXPHRELITTA,

RNEEHK

timeout("timer-name")

RiftrueMRIEENITINEET ., B s EREEXWITNENER , ASISEER
ko EEHBRAED  BALENL—MitesR  REEFITHER. EETNSRIERENE
MHitrtgR. EFEERdetectorModelDefinition.states.onInput|onEnter |
onExit.events.actions.setTimer.timerName.

E— MRS T RENITNRTUERRRRS THEIA. EHASIAITE SRS ZE , BTG
IR Bt BRAVIRTS

flan | BNEFEEREFHIIRZ , TemperatureChecked 1 RecordUpdated. S&fE G122 T — AN itAd
2% TemperatureChecked A7, #R&4Mi5A TemperatureChecked FEE A ITATES 2 81 |, B & IE 8
RecordUpdated ¥R 7.
RTBHFEEEYE , TTSRRENRERNER 60 #.

Note

timeout () ERtruefRERFRITINEREIHEE — AR EHRE falselt/F,

convert(type, expression)

WEERNEBAEERRNREANE, XEXIGE ;| ##EXRBString,Boolean ,
HDecimal. FAXLEXBFEC —BIUELERNBEZREFNFZHRENRER, REUTERER
WHREEME :

. WRE

BREIZFE"true"EAL "false".
« DECIMAL
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- FREH
. FH&H
EENFRELNRTHEBNERRTIER , Hconvert () KM,

MRconvert () FTREEME , CAIENREXNBRELERN, WERER TFralseMBT 24
KactionsHET EFInextStatelEEAREIANEENEHFN -5,
isNull(expression)

RiFtrueWMRFRAERIRE null, HlE0 , MR AMyInputiZBBCEE{ "a": null }, MHATITE
#£RAtrue , fBRisUndefined($input.MyInput.a)Rf#false.

isNull($input.MyInput.a)

isUndefined(expression)

RiFtrueRRERXNKEL, B0, MRBMAMyInputZFBCHE{ "a": null }, MTITESE
RHfalse , HRisNull($input.MyInput.a)KfFtrue.

isUndefined($input.MyInput.a)

triggerType("type")

XLEXEH : ##ETAR "Message"EAL"Timer". R trueMRAFITRSHEIHmMYE LN
WEM4R4#HTIRME | WTBIRFTR.

triggerType("Timer")

FERE T HAHEE

triggerType("Message")

currentInput("input")

RiFtrueMRRAKRBIBENRACHEMEETTEEEINEFZIME, M0, INRHA A commandiE
WCEE{ "value": "Abort" } , M TIHELERNtrue.

currentInput("Command")

EALEBRIERERN W FERMAMIT SR RSB EEITESRGE , WA TREKXR.

currentInput("Command") && $input.Command.value == "Abort"

ERSE U T

startsWith(expressionl, expression2)

RFtruelRE-NFRBRELUB-ANFRBRENIT L. 0, 0RH AMy InputiZBUHE
B{ "status": "offline"} , MU TIHELER Ntrue.

startswWith($input.MyInput.status, "off")

BRRANMNREANUTEERSANFHRE URE-REANTELERTHAFHRE , WZEHN
ERRENL, THITEMER,
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endsWith(expressionl, expression2)

RFtrueRE-NEHFEREXUB-ANFHRERERNEE. Hl0 , MRH AMy InputiZBUH
B{ "status": "offline" }, MU TItELERNtrue.

endsWith($input.MyInput.status, "line")

BANMREAN T ELERLBANFZHEE, NRE-REANWTEERTANZHHE , WZEHH
ERARENL. THATEMER,

contains(expressionl, expression2)

RBtruelRE—-NFREXFZXNTEEATZHERER, 0, MR AMy InputiZEBUHE
B{ "status": "offline" }, MIUTItELER Ntrue.

contains($input.MyInput.value, "f1i")

BRANMREANUTEERSANFHRE IRE-REANTELERTAFHRE , WIZEHN
ERRENL, THITEMER,
B BEBIRERE

bitor(expressionl, expression2)

TTEERFRALIZRA OR ( =3 H OR EEXN BN AINIT ) o B0, R AMyInputi®
WCHE{ "valuel": 13, "value2": 5 }, MU TItELER 13,

bitor($input.MyInput.valuel, $input.MyInput.value2)

ANREAN T EERBLANERE, IRE-REANVUEERTHERE , WZEBNER
REN o FHATEMERKR,
bitand(expressionl, expression2)

ITERBRERNMIRN AND ( =34 AND EEXNI BB AINIT ) o Hlin , MEH
AMyInputiZWCEE{ "valuel": 13, "value2": 5 }, MUATiTELERNRs.

bitand($input.MyInput.valuel, $input.MyInput.value2)

APMRBAN U EERBLANBYE. MRE-REANWITEERTINERE , WZEBENER
REL, FHATEMER,

bitxor(expressionl, expression2)

TTEEHFIEINPIENM XOR ( Zi##H XOR ZEXNEHPMERMHIT ) . Hlan , nRH
AMyInputiZFBCHE{ "valuel": 13, "value2": 5 }, MEATITEERNs.

bitxor($input.MyInput.valuel, $input.MyInput.value2)

ANMNRBXNITEERBLANBRE, URE—REXVUTELERTHERE , WZEBENER
RESM. THRATEMER,
bitnot(expression)

TEEHRAXNRM NOT ( Z#FI NOT EEX B UINIT ) o Fla0 , 21RH AMy InputiER
HE{ "value": 13 }, M TFItELE RN -14.

bitnot($input.MyInput.value)

ANREAN U ELERBLANERE, MRE-REANITEERTINERE , WIZEHBHER
REX . FHATEMEELR,
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$input. input-name.path-to-data
input-name 2 & I A Createlnputi@E,

flan | MRIBEHZ N TemperatureInputfR7ILE X
BFinputDefinition.attributes.jsonPath% B , XEEAELSHAEUTTAFEH,

"temperature": 78.5,
"date": "2018-10-03T16:09:09Z"

}

E5|FtemperatureFRAH , FAUTHS.

$input.Temperaturelnput.temperature

NTEABEANFER , BAUERARTHESIABRANRA[n]. S0, HEATE :

{

"temperatures": [
78.4,
77.9,
78.8

]l

"date": "2018-10-03T16:09:09Z"

}

E78.8 A AMERL T o175 Ho

$input.TemperatureInput.temperatures[2]

Variables
$variable.variable-name
XEXIFHE : variable-name REEAE X ZE & CreateDetectorModel#1F,
e, MRRE—NEHNWEETechnicianIDIRAEENX

BldetectorDefinition.states. onInputEvents.actions.setVariable.variableName ,

RAUERAN TSI AREALATEN (F/HH) EH

$variable.TechnicianID

BREFRAUTARNRETENEsetvariablelRfE, BFRENRERXNFNETEREBE. TETREWHEUH
RE, flwn, BFRENEDEEnull.

Note
EFEATER ( ENRER ) BXHRRFNSI AR [a-z8-2][a-zA-20-9_]1* , IRUTAR SIS

X LEFRIARFIERR (V) flEn , WERBEANS| AMyInput A — N B RANFE_value XTI
FERIEENsinput.MyInput.  value".
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Amazon loT Events FF X A RIS
B iER

EREAFEASIAN , FREUTILR :
- HREASIAENERE I RS NMEEFNRELN , FRRES ANMEREREBRE.

Blan , EUTRERXH , INTEGER2ZANMVIRER==FssZ2B/. N T7HREFRREHRR
7 , $variable.testVariable + 1fl$variable.testVariable®Zi5|FAEHH /N,

A, INTEGERLZRVIRER 2R, Bt , svariable.testVariable5| HEEHH /NI,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- HEFEASIAFRERAEBNSHE , ERARZEERISES| AWHEERE,

BT LR timeout ( "time-name" YEBREBEE—NANBI SENSHNFZH R, WRRFEASEREK
ra#xa#E , WSS FAHWNE|SHERS,

timeout("timer-name")

Note
Xt Fconvert(type, expression)EE , MBRERASIARKRR##E , BHNSE BN ITE
SR MUMAString,Decimal , HBoolean.

Amazon loT EventsFRA XX, +i#tH, ZRHEMAREERE, TRERTFIRBXENNIIE.

TRENREX
B, FHR
BH, mRE
T, FRH
T##% , HRE
EXSES

EHRER

'${expression}’'

XEXEE : s{PHZFEFRMANBEEFZHFR, XEXIFE : expressionT AR FEAmazon loT
EventsRixX . XTIEEHEA., HEM5IH,

Blan | BER T SetVariableAction EX L ERIEIE, variableName & SensorID , value & 10, &
AT BRI LT B ER,

BHER GERFNSH

"Sensor 10"
'${'Sensor ' + $variable.SensorID}'

"Sensor 11"

'Sensor ' + '${$variable.SensorID + 1}'
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https://docs.amazonaws.cn/iotevents/latest/apireference/API_SetVariableAction.html
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Ag

EHER ERFNSH

. "Sensor 10: true"
'Sensor 10: ${$variable.SensorID == 10}’

"{\"sensor\":\"${$variable.SensorID + {\"sensor"\:\"11\"}

l}\"}'

'{\"sensor\":${$variable.SensorID + 1}}' {\"sensor\":11}

\ > S
KA HE
B BN T ARIEE RN S ER P E
o FEH AN REZRXAmazon loT Eventsiz &l &,
o FRIARAEB L Amazon loT EventsAPl {E RS,
RERXNXEXE, BEF, B, SIANERER,
Important

BFREA LA B, +H#H. FARHARE.

ritingAmazon loT Events®i& =

ESEUTRE , UEBBSRRE SR Amazon loT Events Rk :
BN
NFXFEE , REAMVNETELS T, W RESLTARtrueEALfalse.

'123" # Integer
'123.12" # Decimal
'hello’ # String
'true' # Boolean

NFEIH , BTIEEETERMAE,
« UTFmASIA+#HI%, 10.01.

$input.GreenhouseInput.temperature

UTEZESIA—1NZERE , Greenhouse Temperature Table.

$variable.TableName

BHRER

XNFEARER , BAAEA ${) , BERLTELSISH. BRERETUEENF, SEHN. B
SIRMEBRERNAS,

s UTRFEAWIHELERE—NFHHE ,50.018 in Fahrenheit.
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ritingAmazon loT EventsRix =

'${$input.GreenhouselInput.temperature * 9 / 5 + 32} in Fahrenheit'

UTREXMWITELERRE—NZHFE , {\"sensor_id\":\"Sensor_1\",\"temperature\":
\"50.018\"}.

'{\"sensor_id\":\"${$input.GreenhouseInput.sensors[0].sensorl}\",\"temperature\":
\"${$input.GreenhouseInput.temperature*9/5+32}\"}"'

FRFRER
NFZGREE  LAER +. ZHEREHETUNEENE, ZEF. B, sIBNERERNAS.
s LTREFANVITEERE—NFHFE |, Greenhouse Temperature Table 2000-01-01.

'Greenhouse Temperature Table ' + $input.GreenhouseInput.date
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EEZEERERS

BRN 25 4= B R 45

FHASRNBEENE AL TH,

£

- RBZIRREES (p. 105)

- EE (p. 126)

- FRABBENNARFHITEFRN (p. 133)
+ %% HeartBeat (p. 134)

* ISA Bk (p. 136)

- BEBEEE (p. 142)

% 38 22 VE R FE 12
FANE

LRPIKI T EE U T RN RERGIER (1BR:F) -

- BEYH-—NRUFERTUEANZHSANXE, (FISIXHE-MRUBEXM, )
« RN BRI MKEE ZMES XEN 2 ME BRESRIBUOR E K.

« BOULUBENEXSMNXENAERE (RER ) -

© BELRN BN XEERESHOT N E X ES T,

o SE T LARERY [ RN XN INAE BAR M X X S BR 1% =R

« BULUS AMANGIRENREZTHE , RP ENEZRT,

« RNEBRFHEL AR EFEHERR R,

c BALENERBERER, MREM-—MERARBENEES TRETEELNRES , MR SHL
KEFUAED , RN/ EREZBERE.,

ZRBIERA T ThAENBE

s BIEEARNBER,

. IR A,

o THMASIARMESER,

o IEALR A

s SIARHHPHRSEEHARERHRETENE,
s BEZMFHROITEE , HREKHFREITIES.

« RHEUKEAmazon SNS 1 MQTT H B/ R ME,

ATENX

—“/MrseedTemperatureInput" AT AENXE AIBFENBZXRFIHENLHETSH.
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fEFACCI &% :

aws iotevents create-input --cli-input-json file://seedInput.json

X : seedInput.json

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areaId" },
{ "jsonPath": "desiredTemperature" },
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangeLow" },
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
0] Rz :
{
"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."
}
}

— M rtemperatureInput" NIREEERENXEHNEMEREEKIE,

fERACCI % :

aws iotevents create-input --cli-input-json file://temperatureInput.json

Xt temperatureInput. json

{
"inputName": "temperaturelInput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areaId" },
{ "jsonPath": "sensorData.temperature" }
]
¥
¥
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0] R :
{
"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperatureInput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperatureInput",
"inputDescription": "Temperature sensor unit data."
¥
¥

PR B R E

XLXIEHE : "areaDetectorModel "EX B MENBRFIN THEFRE, B/ "state machine"KHIFHE
EUEEARBEEN , ARBREXEEREIRSH XX B HEE,

fERACCI &% :

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

X# : areaDetectorModel. json

{

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "start",
"onEnter": {
"events": [
{
"eventName": "prepare",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "O"
b
Iy
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "0.1"
b
Iy
{
"setVariable": {
"variableName": "resetMe",
"value": "false"

]

Iy

"onInput": {
"transitionEvents": [

{
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"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperatureInput.rangeHigh"
¥
Iy
{
"setVariable": {
"variableName": "rangeLow",
"value": "$input.seedTemperatureInput.rangeLow"
}
Iy
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
¥
Iy
{
"setVariable": {
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
¥
Iy
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
¥
Iy
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
}
Iy
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalousLow"
}
Iy
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
Iy
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.noDelay == true"
}
}
1,
"nextState": "idle"
Iy
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperatureInput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperatureInput.sensorData.temperature > $variable.anomalousLow)",
"actions": [
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{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount -
1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
¥
}
1,

"nextState": "idle"

]
Iy
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
Iy
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOff"
¥
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Heating/Off"
¥
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Cooling/Off"
¥

"stateName": "idle",
"onInput": {
"events": [

{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
¥
Iy
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
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Iy
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=
$variable.desiredTemperature",
"actions": [
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
¥
}
]
Iy
{
"eventName": "calculateAverage",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >

$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount -
1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
¥
}
]
}
1,
"transitionEvents": [
{

"eventName": "anomalousInputArrived",

"condition": "$input.temperatureInput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=
$variable.anomalousLow",

"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/anomaly"
¥
}
1,
"nextState": "idle"
Iy
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/spike"
}
Iy
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Cooling/On"
}
Iy
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{

"setVar

"variableName":
"value":

}
1,

"nextState":

b
{

"eventName":
"condition":

$variable.rangeLow",
"actions":

{

"iotTop
"mgtt

}

I

{

"sns":

"targetArn":

}
b
{

"iotTopicPublish":
"mgttTopic":

}
b
{

"setVariable":
"variableName":
"value":

}
1,

"nextState":

I
{

"eventName":
"condition":

iable":

{

"enteringNewState",
"true"

"cooling"

"lowTemperatureSpike",
"$input.temperatureInput.sensorData.temperature <

[

icPublish":
Topic":

{

"temperatureSensor/spike"

{

"arn:aws:sns:us-west-2:123456789012:heatOn"

{
"hvac/Heating/On"

{

"enteringNewState",
"true"

"heating"

"highTemperatureThreshold",
"(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",

"actions":

{

"sns":

"targetArn":

}
b
{

"iotTopicPublish":
"mgttTopic":

}
b
{

"setVariable":
"variableName":
"value":

}
1,

"nextState"

I

[
{

"arn:aws:sns:us-west-2:123456789012:coolOn"

{
"hvac/Cooling/On"

{

"enteringNewState",
"true"

: "cooling"
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{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
¥
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Heating/On"
¥
Iy
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"

}
1,

"nextState": "heating"

"stateName": "cooling",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
I
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
Iy
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

b
]
Iy
{
"eventName": "beenHere",
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"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"

"onInput": {
"events": [

{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
Iy
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
Iy
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
Iy
{
"eventName": "calculateAverage",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount -
1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
¥
}
]
Iy
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
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"setVariable": {

"variableName": "goodToGo",
"value": "true"
¥
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperatureInput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
Iy
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
Iy
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.rangeLow",
"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/spike"
¥
Iy
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOff"
¥
Iy
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Cooling/Off"
}
Iy
{

"iotTopicPublish": {
"mgttTopic": "hvac/Heating/On"
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b
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"

}
1,
"nextState": "heating"

b
{

"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo == true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOff"
}
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Cooling/Off"
¥
}
1,

"nextState": "idle"

"stateName": "heating",
"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
I
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

]
I
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
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¥
}
]
Iy
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
¥
}
]
}
]
Iy
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
Iy
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
¥
}
]
Iy
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
Iy
{
"eventName": "calculateAverage",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [
{
"setVariable": {

"variableName": "averageTemperature",

"value": "((($variable.averageTemperature * ($variable.sensorCount -
1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"

}

116




Amazon loT Events F X A R IEF

RNEBEETE Y

Iy
{

"eventName": "areWeThereYet",

"condition": "(timeout(\"heatingTimer\"))",

"actions": [

{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
¥
}

]

}
1,
"transitionEvents": [

{

"eventName": "anomalousInputArrived",

"condition": "$input.temperatureInput.sensorData.temperature >=

$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/anomaly"
¥
}
1,
"nextState": "heating"
Iy
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/spike"
}
Iy
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
Iy
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Heating/Off"
}
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Cooling/On"
}
Iy
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
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1,
"nextState": "cooling"
Iy
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.rangeLow",
"actions": [

{
"iotTopicPublish": {
"mgttTopic": "temperatureSensor/spike"
¥
}
1,
"nextState": "heating"
Iy
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo == true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
Iy
{
"iotTopicPublish": {
"mgttTopic": "hvac/Heating/Off"
}
}
1,
"nextState": "idle"
}
]
}
}
1,
"initialStateName": "start"
Iy
"key": "arealId",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"
}
M) Rz :
{
"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areaId",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"
}
}
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I REIF | "BatchUpdateDetector" A FERIEEEITHIERN B2 BIRVIRIES B
fEFACCI &% :

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD. json

X : areaDM.BUD. json

{
"detectors": [
{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areabl",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"
Iy
{
"name": "averageTemperature",
"value": "22"
Iy
{
"name": "allowedError",
"value": "1.0"
Iy
{
"name": "rangeHigh",
"value": "30.0"
Iy
{
"name": "rangeLow",
"value": "15.0"
Iy
{
"name": "anomalousHigh",
"value": "60.0"
Iy
{
"name": "anomalousLow",
"value": "0.0"
Iy
{
"name": "sensorCount",
"value": "12"
Iy
{
"name": "noDelay",
"value": "true"
Iy
{
"name": "goodToGo",
"value": "true"
Iy
{
"name": "sensorId",
"value": "O"
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I
{
"name": "reportedTemperature",
"value": "0.1"
I
{
"name": "resetMe",
"value": "true"
}

1,

"timers": [

}
}
]

}
a) j82
{

"batchUpdateDetectorErrorEntries": []
}

BatchPutMessage %l +

EWRPIH |, "BatchPutMessage" AT HENXE I B RN EBFZHI H E L HBIRIES T,

EACCI &% :

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json

X . seedExample. json

{
"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError\":

0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0, \"anomalousLow\":

0.0, \"sensorCount\": 10, \"noDelay\": false}"

}
]

}

e R

{
"BatchPutMessageErrorEntries": []

¥

ELRBIF |, "BatchPutMessage" A FIRE E A Xig A 82 ME BESH B E & BES IR,

fERCCI % :

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json
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X4 : temperatureExample. json

{
"messages": [
{
"messageId": "00005",
"inputName": "temperatureInput",

"payload": "{\"sensorId\": \"05\", \"areaId\": \"Area51\",

{\"temperature\": 23.12} }"

\"sensorData\":

"BatchPutMessageErrorEntries": []

ERRFIF |, "BatchPutMessage" A TFHREENMNXEFIENEE.

fEFACCI &% .

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json

X : seedSetDesiredTemp.json

{
"messages": [
{
"messageId": "00001",
"inputName": "seedTemperaturelnput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
e R
{
"BatchPutMessageErrorEntries": []
¥

B4 KA Amazon SNS BB R¥lareas 1N 25324

Heating system off command> {
"eventTime" :1557520274729,
"payload":{

"actionExecutionId":"£3159081-bac3-38a4-96£7-74af0940d0a4",

"detector":{

"detectorModelName": "areaDetectorModel",

"keyValue":"Area51",
"detectorModelVersion":"1"

T

"eventTriggerDetails":{
"inputName":"seedTemperatureInput",
"messageId":"00001",
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"triggerType":"Message"
Iy
"state":{
"stateName":"start",
"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangeLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0
I
"timers":{}
}
Iy

"eventName":"resetHeatCool"

Cooling system off command> {
"eventTime":1557520274729,
"payload":{

"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192",
"detector":{
"detectorModelName": "areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"
Iy
"eventTriggerDetails":{
"inputName":"seedTemperatureInput",
"messageId":"00001",
"triggerType":"Message"
Iy
"state":{
"stateName":"start",
"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangeLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0
Iy
"timers":{}
}
Iy

"eventName":"resetHeatCool"

EHREIF , BAIEAMNR "DescribeDetector " A FIREVE XM ZFSRHI L FRRSEFEEM APl
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aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-value
Area51

M Rz

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

T

{
"name": "rangeLow",
"value": "15.0"

T

{
"name": "noDelay",
"value": "false"

T

{
"name": "desiredTemperature",
"value": "20.0"

T

{
"name": "anomalousLow",
"value": "0.0"

T

{
"name": "sensorId",
"value": "\"OL\""

T

{
"name": "sensorCount",
"value": "10"

T

{
"name": "rangeHigh",
"value": "30.0"

T

{
"name": "enteringNewState",
"value": "false"

T

{
"name": "averageTemperature",
"value": "19.572"

T

{
"name": "allowedError",
"value": "0.7"

T

{
"name": "anomalousHigh",
"value": "60.0"

T

{
"name": "reportedTemperature",
"value": "15.72"

T

{
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"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
I
"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

Amazon loT Core# N 5| Z& 7= 451

LAT#HN EH & Amazon loT EventstER EFEHEREEMN MQTT JHE, FEAVRiIZEREAmazon loT Core
FEFENSEREFHNESN KGR LE TS HEEELEY.

FERFIF  BRINNELTBANEY "Areas51HeatingUnit"f"Area51CoolingUnit".

fEACCI &%

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule. json

X4 : ADMShadowCoolOffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mgtt topic publish to cooling unit shadow request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$saws/things/${payload.detector.keyValue}CoolingUnit/shadow/update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
¥
WL : [Z2]
fERACCI &% :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

X4 : ADMShadowCoolOnRule. json

{
"ruleName": "ADMShadowCoolOn",
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"topicRulePayload": {

"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mgtt topic publish to cooling unit shadow request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}
[ |
fEHACCI &% :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

X # : ADMShadowHeatOffRule. json

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mgtt topic publish to heating unit shadow request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}
[ |
fFEHACCI &% :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule. json

X # : ADMShadowHeatOnRule. json

{

"ruleName": "ADMShadowHeatOn",

"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mgtt topic publish to heating unit shadow request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [

{

"republish": {

125




Amazon loT Events F X A R IEF

EE
"topic": "$s$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"

MR : [Z2]
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#Create Pressure Input

aws iotevents create-input --cli-input-json file://pressurelInput.json
aws iotevents describe-input --input-name Pressurelnput
aws iotevents update-input --cli-input-json file://pressurelInput.json

aws iotevents list-inputs
aws iotevents delete-input --input-name Pressurelnput

#Create Temperature Input

aws iotevents create-input --cli-input-json file://temperatureInput.json
aws iotevents describe-input --input-name TemperatureInput
aws iotevents update-input --cli-input-json file://temperatureInput.json

aws iotevents list-inputs
aws iotevents delete-input --input-name TemperatureInput

#Create Motor Event Detector using pressure and temperature input
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aws iotevents create-detector-model --cli-input-json file://motorDetectorModel. json

aws iotevents describe-detector-model --detector-model-name motorDetectorModel

aws iotevents update-detector-model --cli-input-json file://updateMotorDetectorModel. json
aws iotevents list-detector-models

aws iotevents list-detector-model-versions --detector-model-name motorDetectorModel

aws iotevents delete-detector-model --detector-model-name motorDetectorModel

#Create Crane Event Detector using temperature input

aws iotevents create-detector-model --cli-input-json file://craneDetectorModel. json
aws iotevents describe-detector-model --detector-model-name craneDetectorModel
aws iotevents update-detector-model --cli-input-json file://updateCraneDetectorModel. json

aws iotevents list-detector-models
aws iotevents list-detector-model-versions --detector-model-name craneDetectorModel
aws iotevents delete-detector-model --detector-model-name craneDetectorModel

#Replace cranelds
sed -i '' "s/100008/100009/g" messages/*

#Replace motorlIds
sed -1 '' "s/200008/200009/g" messages/*

#Send HighPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highPressureMessage.json

#Send HighTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highTemperatureMessage.json

#Send LowPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowPressureMessage. json

#Send LowTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowTemperatureMessage.json

R BR R B 2L

X4 : craneDetectorModel. json

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "O"
}
}
]
}
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"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 35",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
+
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
}
]
e
{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 25",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "O"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"
Iy
"key": "craneid",
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

EFHMEHMBFIER, X : updateCraneDetectorModel. json

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

"eventName": "init",
"condition": "true",
"actions": [

"setVariable": {
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"variableName": "craneThresholdBreached",
"value": "O"
}
T
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'false'"
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 30",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
}
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5 &&
$variable.alarmRaised == 'false'",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
T
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'true'"
}
}
]
}
{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 10",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "O"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"
Iy
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"
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}
X : motorDetectorModel. json
{
"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [
{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "motorThresholdBreached",
"value" : "oll
}
}
]
}
]
}I
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.PressureInput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
}l
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:MotorSNSTopic"
}
}
]
}
]
}
}
]I
"initialStateName": "Running"
}l
"key": "motorid",
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

EFHMBEHRMBFER, X : updateMotorDetectorModel. json
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{
"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [
{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "O"
}
}
]
}
]
Iy
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.PressureInput.pressure > 70 &&

$input.Temperaturelnput.temperature > 30",
"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
1
}
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:MotorSNSTopic"
}
}
1
}
1
b
}
1,
"initialStateName": "Running"
3
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

TN

X4 : pressureInput.json

<
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"inputName": "Pressurelnput",
"inputDescription": "this is a pressure input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "pressure"}
]
}
}
X4 : temperatureInput.json
{
"inputName": "TemperatureInput",
"inputDescription": "this is temperature input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "temperature"}
]
}
}
Nl
/3 e~
X# : highPressureMessage.json
{
"messages": [
{
"messageId": "1",
"inputName": "PressurelInput",
"payload": "{\"craneid\": \"100009\", \"pressure\": 80, \"motorid\":
\"200009\"}"
}
]
¥
X : highTemperatureMessage.json
{
"messages": [
{
"messageId": "2",
"inputName": "TemperatureInput",
"payload": "{\"craneid\": \"100009\", \"temperature\": 40, \"motorid\":
\"200009\"}"
}
]
}
X : lowPressureMessage.json
{
"messages": [
{
"messageId": "1",
"inputName": "PressureInput",
"payload": "{\"craneid\": \"100009\", \"pressure\": 20, \"motorid\":

\"200009\"}"
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X4 : lowTemperatureMessage.json

{
"messages": [
{
"messageId": "2",
"inputName": "TemperatureInput",
"payload": "{\"craneid\": \"100009\", \"temperature\": 20, \"motorid\":
\"200009\"}"
}
1
}

£ F 4% Rae M N B2 Rt T AR

BE BRI 2R B R 7] A VAR Z —Amazon [oT EventsiZ#l &, IEERR , BALEFX #T T NEB.

{
"detectorModelName": "EventDetectionSensorsAndApplications",
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [],
"events": []
Iy
"stateName": "Device_exception",
"onEnter": {
"events": [
{
"eventName": "Send_mgtt",
"actions": [
{
"iotTopicPublish": {
"mgttTopic": "Device_stolen"
}
}
]I
"condition": "true"
}
]
Iy
"onExit": {
"events": []
}
}I
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_in_use",
"actions": [],
"condition": "$variable.position !=
$input.AWS_IoTEvents_Blueprints_Tracking DeviceInput.gps_position",
"nextState": "Device_in_use"
}
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1,

"events": []
Iy
"stateName": "Device_idle",
"onEnter": {

"events": [

{
"eventName": "Set_position",
"actions": [
{
"setVariable": {
"variableName": "position",
"value":
"$input.AWS_IoTEvents_Blueprints_Tracking DevicelInput.gps_position"
}
}
1,
"condition": "true"
}

]

Iy

"onExit": {
"events": []

"onInput": {
"transitionEvents": [
{

"eventName": "To_exception",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_Tracking UserInput.device_id !=
$input.AWS_IoTEvents_Blueprints_Tracking DeviceInput.device_id",

"nextState": "Device_exception"
}
1,
"events": []
Iy
"stateName": "Device_in_use",

"onEnter": {
"events": []

Iy

"onExit": {
"events": []

}
1,

"initialStateName": "Device_idle"

1% % HeartBeat

AR B E R 2 A YRR 2 —Amazon loT EventsiZ#l &, AAERL , RITEETEHITT N B,

"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [
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{
"eventName": "To_normal",
"actions": [],
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")",
"nextState": "Normal"
}
1,
"events": []
Iy
"stateName": "Offline",

"onEnter": {
"events": [

{
"eventName": "Send_notification",
"actions": [
{
"sns": {
"targetArn": "sns-topic-arn"
}
}
1,
"condition": "true"
}

Iy
"onExit": {
"events": []

}
Iy
{
"onInput": {
"transitionEvents": [
{
"eventName": "Go_offline",
"actions": [],
"condition": "timeout(\"awake\")",
"nextState": "Offline"
}
1,
"events": [
{
"eventName": "Reset_timer",
"actions": [
{
"resetTimer": {
"timerName": "awake"
}
}
1,
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")"
}
]
Iy
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Create_timer",
"actions": [
{

"setTimer": {
"seconds": 300,
"timerName": "awake"
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}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Heartbeat_Input.value > 0"
}
]
Iy
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
}
}

ISA Bk

AR B E R 2 A YRR 2 —Amazon loT EventsiZ#l &, AAERL , RIIEETEHITT N B,

{
"detectorModelName": "AWS_IoTEvents_Blueprints_ISA_Alarm",
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [
{

"eventName": "unshelve",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm_ Input.command == \"unshelve\" &&
$variable.state == \"rtnunack\"",

"nextState": "RTN_Unacknowledged"

+e
{

"eventName": "unshelve",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm_ Input.command == \"unshelve\" &&
$variable.state == \"ack\"",

"nextState": "Acknowledged"

+e
{

"eventName": "unshelve",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm_ Input.command == \"unshelve\" &&
$variable.state == \"unack\"",

"nextState": "Unacknowledged"

+e
{

"eventName": "unshelve",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm_ Input.command == \"unshelve\" &&
$variable.state == \"normal\"",

"nextState": "Normal"

}
1,
"events": []
Iy
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"stateName": "Shelved",
"onEnter": {
"events": []
Iy
"onExit": {
"events": []

"onInput": {
"transitionEvents": [
{

"eventName": "abnormal_ condition",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm Input.value < $variable.lower_threshold",

"nextState": "Unacknowledged"
e
{
"eventName": "acknowledge",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_ Alarm_Input.command == \"acknowledge\"",
"nextState": "Normal"
e
{
"eventName": "shelve",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.command == \"shelve\"",
"nextState": "Shelved"
+e
{
"eventName": "remove_from_service",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.command == \"remove\"",
"nextState": "Out_of_service"
e
{
"eventName": "suppression",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_ Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"
}
1,
"events": []
Iy
"stateName": "RTN_Unacknowledged",

"onEnter": {
"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"rtnunack\""
}
}
1,
"condition": "true"
}
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"onExit": {
"events": []

"onInput": {
"transitionEvents": [
{

"eventName": "abnormal_ condition",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.value > $variable.higher_threshold
$input.AWS_IoTEvents_Blueprints_ISA_Alarm Input.value < $variable.lower_threshold",

"nextState": "Unacknowledged"
e
{
"eventName": "shelve",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.command == \"shelve\"",
"nextState": "Shelved"
e
{
"eventName": "remove_from_service",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.command == \"remove\"",
"nextState": "Out_of_service"
e
{
"eventName": "suppression",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"
}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "lower_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.lower_threshold"
}
T
{
"setVariable": {
"variableName": "higher_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.higher_ threshold"
}
}
1,
"condition": "$variable.lower_threshold !=
$variable.lower_threshold"
}
]
Iy
"stateName": "Normal",

"onEnter": {
"events": [

{
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"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"normal\""
}
}
1,
"condition": "true"

Iy
"onExit": {
"events": []

}
Iy
{
"onInput": {
"transitionEvents": [
{
"eventName": "acknowledge",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_ Alarm_Input.command == \"acknowledge\"",
"nextState": "Acknowledged"
e
{
"eventName": "return_to_normal",
"actions": [],
"condition":

"($input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value <= $variable.higher_threshold &&
$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.value >= $variable.lower_threshold)",

"nextState": "RTN_Unacknowledged"
e
{
"eventName": "shelve",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.command == \"shelve\"",
"nextState": "Shelved"
e
{
"eventName": "remove_from_service",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.command == \"remove\"",
"nextState": "Out_of_service"
+e
{
"eventName": "suppression",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_ Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"
}
1,
"events": []
Iy
"stateName": "Unacknowledged",

"onEnter": {
"events": [
{
"eventName": "State Save",
"actions": [

{
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"setVariable": {

"variableName": "state",
"value": "\"unack\""
}
}
1,
"condition": "true"
}
]
Iy
"onExit": {
"events": []
}
Iy
{
"onInput": {
"transitionEvents": [
{

"eventName": "unsuppression",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm_ Input.command == \"unsuppressed\" &&
$variable.state == \"normal\"",

"nextState": "Normal"

e
{

"eventName": "unsuppression",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm_ Input.command == \"unsuppressed\" &&
$variable.state == \"unack\"",

"nextState": "Unacknowledged"

+e
{

"eventName": "unsuppression",

"actions": [],

"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_ Alarm_ Input.command
$variable.state == \"ack\"",

\"unsuppressed\" &&

== \"unsuppressed\" &&

"nextState": "Acknowledged"
e
{

"eventName": "unsuppression",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_ Alarm_ Input.command
$variable.state == \"rtnunack\"",

"nextState": "RTN_Unacknowledged"

}
1,
"events": []
Iy
"stateName": "Suppressed_by_ design",
"onEnter": {
"events": []
Iy
"onExit": {
"events": []
}
Iy
{

"onInput": {
"transitionEvents": [
{
"eventName" :
"actions": [],

"return_to_service",
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.command == \"add\" && $variable.state ==
\"rtnunack\"",

"nextState": "RTN_Unacknowledged"

+e
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.command == \"add\" && $variable.state ==
\"unack\"",

"nextState": "Unacknowledged"

e
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.command == \"add\" && $variable.state ==
\"ack\"",

"nextState": "Acknowledged"

e
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.command == \"add\" && $variable.state ==
\"normal\"",

"nextState": "Normal"

}
1,
"events": []
Iy
"stateName": "Out_of_service",

"onEnter": {
"events": []

Iy

"onExit": {
"events": []

}
Iy
{
"onInput": {
"transitionEvents": [

{
"eventName": "re-alarm",
"actions": [],
"condition": "timeout(\"snooze\")",
"nextState": "Unacknowledged"

+e

{
"eventName": "return_to_normal",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.command == \"reset\"",

"nextState": "Normal"

e

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.command == \"shelve\"",

"nextState": "Shelved"

e

{
"eventName": "remove_from_service",

"actions": [],
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA Alarm Input.command == \"remove\"",
"nextState": "Out_of_service"
e
{
"eventName": "suppression",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"
}
1,
"events": []
Iy
"stateName": "Acknowledged",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{
"setTimer": {
"seconds": 60,
"timerName": "snooze"
}
}
1,
"condition": "true"
+e
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"ack\""
}
}
1,
"condition": "true"
}
]
Iy
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
Iy
"detectorModelDescription": "This detector model is used to detect if a monitored
device is in an Alarming State in accordance to the ISA 18.2.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"
}

I

WEREE
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"detectorModelDefinition": {
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"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "not_fixed",
"actions": [],
"condition": "timeout(\"snoozeTime\")",
"nextState": "Alarming"
+
{
"eventName": "reset",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_ Input.command == \"reset\"",
"nextState": "Normal"
}
1,
"events": [
{
"eventName": "DND",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "1"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_ Input.command == \"dnd\""
}
]
Iy
"stateName": "Snooze",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{
"setTimer": {
"seconds": 120,
"timerName": "snoozeTime"
}
}
1,
"condition": "true"
}
]
Iy
"onExit": {
"events": []
}
Iy
{
"onInput": {
"transitionEvents": [
{
"eventName": "out_of_range",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.value > $variable.threshold",
"nextState": "Alarming"
}

1,
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"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_ Input.threshold"
}
}
1,
"condition": "$variable.threshold != $variable.threshold"
}
]
I
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Init",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "O"
}
}
1,
"condition": "true"
}

Iy
"onExit": {
"events": []

}
Iy
{
"onInput": {
"transitionEvents": [
{
"eventName": "reset",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_ Input.command == \"reset\"",
"nextState": "Normal"
e
{
"eventName": "acknowledge",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_ Input.command == \"acknowledge\"",
"nextState": "Snooze"
}
1,
"events": [
{
"eventName": "Escalated Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:escalatedAlarmNotification”
}
}
1,

144




Amazon loT Events F X A R IEF

LEA=E
"condition": "timeout(\"unacknowledgeTIme\")"
}
]
Iy
"stateName": "Alarming",
"onEnter": {
"events": [
{
"eventName": "Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:alarmNotification"
}
T
{
"setTimer": {
"seconds": 300,
"timerName": "unacknowledgeTIme"
}
}
1,
"condition": "$variable.dnd_active != 1"
}
]
Iy
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
Iy
"detectorModelDescription": "This detector model is used to detect if a monitored
device is in an Alarming State.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",

"key": "alarmId"
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Amazon loT Eventsf£f] Lambda BRECR BB ZHREBE A, BRI LAFERRMEMN Lambda ¥ Amazon loT
Events= & 12 — MY

Note
ERBADEEFRE (bR ) KEFRTH,

B2 Lambda Bk

Amazon loT EventsiZ2 £ 7 Lambda EE , FEIREET £ X MBY B F R4 FEEFSEH,
ER

ERERBIE Lambda BEET |, HikE

s MREBHEBREAEETFHEREESEL , NEXLTHE LIFH IAM A €Amazon Lambda5Amazon SES
F1Amazon SNS &1E.

THIRE :
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ses:GetIdentityVerificationAttributes",
"ses:SendEmail",
"ses:VerifyEmailIdentity"

]l

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [

"sns:Publish",
"sns:0ptInPhoneNumber",
"sns:CheckIfPhoneNumberIsOptedOut"

]l

"Resource": "*"

}I
{
"Effect": "Deny",
"Action": [
"sns:Publish"
]l
"Resource": "arn:aws:sns:*:ix %"
}
]
}

o {RATEIF AR B9 Amazon & 1558 B i X8 Amazon loT EventsflAmazon Lambda. BX XM X
BBIR , 2. Amazon loT Events&im T = M EL &1 A Amazon Lambda‘& i 5 s & #1 £ Amazon Web
Services —fi§5£.

282 Lambda B3k

R IR F F 19 R Amazon CloudFormation#f® Lambda EREIH#ER, WERSBFECIE—D IAM BE | RAiF
Lambda B#5 Amazon SES #1 Amazon SNS B &M,

THEMNE T tfAfE A Amazon Command Line Interface(Amazon CLI ) #8132 %2 CloudFormation ##%
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1. ERBHNLED |, EfTaws --version kKR EREELE TAmazon CLI. BXEZER |, H5H
Amazon Command Line Interface BB F M %% Amazon CLl,

2. Run (1217 ) aws configure listREERSHEE T Amazon CLIEAmazoniBERFIBRAR X
AmazonSHENEFR., BXEZER , B2 ., EiEAmazon CLIfFEAmazon Command Line Interface
AFEE

3. & CloudFormation ##R , &%l lambda.template.yaml.zip.
Note

MREETEHR X4 TBERRME , tha BIECloudFormation 4R (p. 153).
4, MEFABHFNEEN notificationLambda. template.yaml RIFEAIM,

5. EEMRE LITFLRIFNLAEZRSEMIETHNE
%notificationLambda.template.yamlfile,

6. DIEEE CloudFormation stack , BT T&H$ :

aws cloudformation create-stack --stack-name notificationLambda-stack --template-body
file://notificationLambda.template.yaml --capabilities CAPABILITY_IAM

YRAT BUEBIX AN CloudFormation A F BE X Lambda BB & E1THHIER,
Note

Amazon Lambda& #t W ERMEIREHXMAR. MRZEBXBEBHNBERLEFREEAER , M
ENTRSIENIIPEFH NIRRT RERIEDN LR B ATER R LB ERAEIEHE ST
(DLQ) IR R BN S, BXEZEE |, HSH Amazon Lambda FRAREEEHPHN RS
WA

B A S E P ISR AL E AR CloudFormation #Hl&. BXEZER , S . £ , Amazon
CloudFormation i PR #E .

BIZBE X Lambda B

BRI LL0) 2 Lambda BB EIE RIRALHY Lambda B ¥ Amazon loT Events.
R B E X Lambda BEKET |, LR

« AMAVER Lambda EEINITIEEREM TR AR RAmazon &R,

. MREFEARMB Lambda BEAmazon loT Eventsifik#Python 3.7 iIZ1TH1E#E 7 Python 3.7 iIE1TH,

Lambda EECRHI -

import boto3
import json
import logging
import datetime
logger = logging.getLogger()
logger.setLevel(logging.INFO)
ses = boto3.client('ses')
sns = boto3.client('sns')
def check value(target):

if target:

return True
return False

# Check whether email is verified. Only verified emails are allowed to send emails to or
from.
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def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[emaill])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the emails verified
before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from your account
def check_phone_number(phone_number):
try:
result = sns.check_if phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedoOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages. Phone number
must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in Amazon IAM Identity
Center (successor to Amazon Single Sign-On). Exception thrown: {}'.format(phone_number,
e))

return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state[ 'stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime( ' %Y-%m-%d
%H:%M:%S ')
alarm_msg = "{} {} {} at {} UTC ".format(nep['alarmModelName'], nep.get('keyValue',
'Singleton'), alarm state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state[ 'ruleEvaluation']):
property = alarm _state[ 'ruleEvaluation']['simpleRule']['inputProperty"']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm state[ 'ruleEvaluation']['simpleRule']['threshold"']
alarm msg += '({} {} {})'.format(str(property), operator, str(threshold))
default_msg += alarm msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:
from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [])
bec_adrs = email.get('bece', [1)
msg = default_msg + '\n' + email.get('additionalMessage',6 '')
subject = email.get('subject', alarm msg)
fa_ver = check_email(from_adr)
tas_ver = check _emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)
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if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email(Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses': cc_adrs,
'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text': {'Data':
msg}}})

logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage',6 '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringvValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

BREZEER |, 55 Amazon Lambda FF & A RIEEF ML 2 Amazon Lambda ?

CloudFormation 4R
fEAL T4 CloudFormation T #13 Lambda BIZkAYIE 4R

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Notification Lambda for Alarm Model'
Resources:
NotificationLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole

Path: "/"
ManagedPolicyArns:
- 'arn:aws:iam::aws:policy/AWSLambdaExecute'
Policies:
- PolicyName: "NotificationLambda"
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:

- "ses:GetIdentityVerificationAttributes"
- "ses:SendEmail"
- "ses:VerifyEmailIdentity"
Resource: "*"
- Effect: "Allow"
Action:
- "sns:Publish"
- "sns:OptInPhoneNumber"
- "sns:CheckIfPhoneNumberIsOptedOut"
Resource: "*"
- Effect: "Deny"
Action:
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- "sns:Publish"
Resource: "arn:aws:sns:*:*:x"
NotificationLambdaFunction:
Type: AWS::Lambda::Function
Properties:
Role: !GetAtt NotificationLambdaRole.Arn
Runtime: python3.7
Handler: index.lambda_handler
Timeout: 300
MemorySize: 3008
Code:
ZipFile: |
import boto3
import json
import logging
import datetime
logger = logging.getLogger()
logger.setLevel(logging.INFO)
ses = boto3.client('ses')
sns = boto3.client('sns')
def check_value(target):
if target:
return True
return False

# Check whether email is verified. Only verified emails are allowed to send
emails to or from.
def check _email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[emaill])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the emails
verified before sending email.'.format(email))
ses.verify email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from
your account
def check_phone_number(phone_number):
try:
result = sns.check_if phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages.
Phone number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in
Amazon IAM Identity Center (successor to Amazon Single Sign-On). Exception thrown:
{}'.format(phone_number, e))
return False

def check emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm state = nep['alarmState']
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default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime( ' %Y-%m-%d
%H:%M:%S ')
alarm msg = "{} {} {} at {} UTC ".format(nep['alarmModelName'],
nep.get('keyValue', 'Singleton'), alarm state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state[ 'ruleEvaluation']):
property = alarm state[ 'ruleEvaluation']['simpleRule']['inputProperty"']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state[ 'ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state[ 'ruleEvaluation']['simpleRule' ][ 'threshold']
alarm msg += '({} {} {})'.format(str(property), operator, str(threshold))
default_msg += alarm msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:
from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [])
bce_adrs = email.get('bee', [1])
msg = default_msg + '\n' + email.get('additionalMessage',6 '')
subject = email.get('subject', alarm msg)
fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
beccas_ver = check_emails(bcc_adrs)
if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email(Source=from adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses': cc_adrs,
'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text':
{'Data': msg}}})
logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number (phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringvValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

FEHARREEN Lambda E9#Amazon loT Events

EEABRIEMEN Lambda et |, iHi%#EAmazon loT EventsEE B IR ER B A:

+ IZRWAIFEAmaon Sevice (Amazon SEvice (Amazon SESimple Email Service (Amazon SES) B XE %5
B B2 H . £ Amazon SES FIGIFE FEp4Fi it , FEAmaon Sple Evice FF 4 & 8/.

MREWB IR | FATZEEURIEEN B FERtFibit, BOTURENRBH X HEXRFREER
IE e FER 4

- MREWFERIE SMS BH , NSHER E.164 ERBESBRIAENBIESH, EEXS

P .
2 +<country-calling-code><area-code><phone-number>.
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EEBAHFA
BiE S RA
E /X A IE S5 E.164 XL F
XHE 206-555-0100 +12065550100
RE 020-1234-1234 +442012341234
M Fg5E 8+601+12345 +37060112345

EERER/MEXBFERD , HEERAD . org.

RHE Lambda EE¥Amazon loT EventsK ERZEFE A E.164 INNEF ST, B2, eTRIEBFES
B, MEACHAMANBESEABELEVRIECSEAN , WLKREEEZER, 2EETAELSRRIX
i) -

EERH A

Amazon loT Eventsf# fiAmazon IAM Identity Center (successor to Amazon Single Sign-On) ( IAM & {3/
o) BEERBEAS IAM SR ONTHERR, ZEABHREKGAZZBAN , BX58 8 IAM F4H
OIFRAE NRMEIER 1AM SR 0F®P, BXEZELR , BSH . HIMAFEAmazon IAM Identity
Center (successor to Amazon Single Sign-On)F 5.

Important

« {RAMikIFHEE A AmazonX HiAmazon loT Events,Amazon Lambda®l IAM Identity Center.
+ AmazonOrganizations {X & —1NAmazon Web Services KIFifE X —if ], IMREARIL 1AM
SHPOEEMXKHTA , MARERBRLEH IAM FHPORE, BXESZEE , BS
¥ o Amazon Web Services XiZ##EEAmazon IAM Identity Center (successor to Amazon

Single Sign-On) A F1E7.
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Amazon loT Events F X A R IEF
SR EER

Amazon loT Events HyZ &M

Amazon T EMEZEM, EN Amazon BF , BN ENBREAZSHZHBE MM ERMITEN S
BrROMME R T Z IS,

ZEMRE Amazon fIZHHRRRE. TEREEXREERIZHNZEHNZPNREMH -

« TR LM - AmazonA TR EAmMazons HIETAmazon RE N EMIRHE. Amazonik [EEREt LS
FERNRS. R Amazon EHEITHIN -2 , BN ZLERNEREEHHE=FFITA#TUR
FMBIE, ET#EEATF Amazon loT Events FIEMEITRI , BSHEEMAMEITREEANE Amazon RS,

- TPHNREN - BHREHEEAHN Amazon RFRE. EEFTENHMERAT , BEEHRENBR
. SELNERURERIEREN,

BE SRS S B IR T SR A E 5 Amazon loT Events BB AR BEER, ST EHEBHNMAEE Amazon
loT Events USRI EH T2 ERMEMM B IR, RIEFFS WA A H B Amazon RS 7] LAHS B B s 12 FIR 7
& H9Amazon loT Events& iR,
W

+ AT Amazon loT Events 9 Identity and Access Management (p. 157)

3% Amazon loT Events (p. 170)

« Amazon loT Events I &#MRIE (p. 184)

+ Amazon loT Events FIIHIENIREBED (p. 184)

+ Amazon loT Events RV EMIRER £ (p. 184)

& AT Amazon loT Events B Identity and Access
Management

Amazon Identity and Access Management (IAM) 2 —% Amazon RS , T EE R T2 thizHIx
Amazon BFRHFE. 1AM EE R EHETIES BHRIE ( 2% ) MR ( EEXR ) RAEMA Amazon
loT Events &R, 1AM 2—MNA AR FFEA Amazon RS,
F

» Audience (p. 157)

. ERABBHTEHRIE (p. 158)

« FERAREEEIHERE (p. 159)

- THEZEER (p. 160)

+ Amazon loT Events A1 & IAM 7@ T4E (p. 160)

+ Amazon loT Events EF &8 KRB (p. 163)

« BEBERSEERE (p. 166)

+ X Amazon loT Events &1 17 813 1T 8 FEHEBR (p. 168)

Audience

nfAfE A Amazon Identity and Access Management (IAM) B#& T BLfE Amazon loT Events R {THIIR/ET
.
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FEREBHITE DRI

RESAF - MREAFER Amazon loT Events RS RERES , WENEE R 2R RIREFTENZIENNIR,
MIBfEHE S Amazon loT Events ThEER 5K TIERT |, BAIBEEBHINMUR, T RN EE RN E AT #E B
HHEERERESHNE. WMRETEHE Amazon loT Events REIZHAE , S # 3 Amazon loT Events
4G R THEDERR (p. 168).

REEER - MREBENTNREE Amazon loT Events &R , MR ATEEE A Amazon loT Events T4
WERBR, EERERESEN R TR E WL Amazon loT Events THEEMRIR., AE , B40E IAM B2
REXERUERBSHAFNNE, FEEZAELINEEUTHE IAM NEEXES, ETHREXENAT
WA IAM 5 Amazon loT Events EBEERANESZER |, iS5 Amazon loT Events 2{a 5 IAM E T
E (p. 160),

IAM BB R - NREZ IAM BEER , BAREFETROMAEERKEAEEX Amazon loT Events B 1A [R X
FRHFAER., EEFHTE IAM FREHAM Amazon loT Events ET S EBE RG] , F5H Amazon loT
Events ET S HI KB =B (p. 163).

£ S 0T E BRI

SRR REFERFHEIERESR Amazon 1%, BXAEHAAmazon Web Services Management Console&
ENEZFER , B2 (IAM AFER) FH IAM ZEFHAFMEFEAE,

& AMAE R Amazon Web Services IKFRAF . 1AM AP SAA IAM B &L THBRIE ( BFE
Amazon ) , BERAERATRNE —BFFHRRIEAL , BEFEA Google =k Facebook &, FEiXLEER
T, BHEBERAUBER IAM BB THRAFORII. AEEAXRBETLATINEILHE Amazon &, &
EEBAATAE,

EEEEFE|Amazon Web Services Management Console , &1 & 255 FAR A F° 88 F R4 it 11k 57 1AM
AFR&, SuERRAFR IAM AP iE R 28 A RE S 15 B Amazon, Amazon It TF AT ES M
TTIE , IFEAZNEZIENENERFTNEZLE, WRERER Amazon TE |, MAMBETXHERE
%, fEH Signature Version 4 ( AT X At AP ER#ITRIERIHIN ) TRIRE, BXRIEBERNESE
B | 55/ (Amazon —f85E) F# Signature Version 4 £F fifz,

TRERAMERRIESZE , BUREEEERMETCZEER, W0, Amazon BENEFERZESHRIE
(MFA) RiIZEKFHZeM. ETHREZER , H5H (AM AFERE) #0E Amazon FEAZES5HE
i (MFA),

Amazon Web Services I~ 18

L IEBIE Amazon Web Services i Y , RFEARNZE — XN IKF RATE Amazon Web Services F % R 1

BRLHRNENE RSP, LLFHFH Amazon Web Services P RAF |, ARG OIEKFFTHANS

FEp bt MBZAEEF | BIREBZEH,. BBV ETEFHRBAFRITEHERES. RPFFRAFPEIL ,

HERAXLEEIRPTBAFPATURITHES. BEXEXREURAFRSHEZNESHTEIR  BSH
{Amazon —f%5Z) FHREERAFZIENES.

IAM P H4

IAM Fi /= 2 Amazon Ik AN ENMA R INARFEERENRN -1 F 0. IAM AP AREEEKBEIE ,
PILAFBEMBRR—ABRZR, BTHROMERGRZS , HSH IAM AFER PREE IAM A
HREH. N IAM AFPERGRZAN , FRRAEEHALZLREFEAN. EURTERERBHRAHA M
R TR T3 R B AR

IAM BB —NMEE—AH IAM AFHNER. EFEREANERER, BUUFERARX-XERNZ/IBFE
ENR. MREAERF , FRAETUERMHEERFNER, flin , BEEE -8R IAMAdmIns #Y
A, HAZEARFNRUAEE IAM BR.

RAPR5ARTE. AFPE—#S5EMARINARFXE A MAGSEULZTRECHNENARA. AFERX
ARKHEE , MAGRMIKNEILE. BETHRESRES 525 IAM AP EERHMAGIE IAM AP (1
TRA® ).
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FEHRREER TR

IAM A&

IAM A2 Amazon Ik F EEBENRBZE, BELUT IAM AF , EE¥EARTXRE. BRUER Y
¥ | £ Amazon Web Services Management Console &K A IAM &, & LLEA Amazon CLI
=, Amazon AP| 2ERFEREHEX URL M A AR, BXFERAAGHNEENESER , B30 IAM AFE
B HARNER IAM B,

BEIREHEIER IAM BEEXTERTREA !

. ISEt 1AM BFRR - IAM PRI R A IAM B |, SIERRETENRBRARITEEN TS,

« BRERAFIHE - BUUTEE IAM AF , M2 AR E Amazon Directory Service, &I F H
F. Web H41RHEER IAM Identity Center SN E F 10, XLEFHHAKESTH. EAKESFH
PERR , BANGBRAGHNACE UNR. HABSHHTEHRIEN , ZSBTSACHEXBKIE
BTIEENHNE. MREFEA IAM Identity Center , N EEE BNFRE. 1AM Identity Center JFXRE
5 1AM R A EEXER , SEHZNSHERTEORIEEATNGTRNNE. BEXSORERIENESE
B #20 (AM AFER) PR IE=HSHRMEEEAE, FX 1AM Identity Center WEZE L. |
#HZH (Amazon IAM Identity Center (successor to Amazon Single Sign-On) &) ST ALE IAM
Identity Center ? »

o BIKFAR - SR ER IAM ABLATFRKSRHENA (AIEES ) HRIENKFPHER. A€
EEFEKFHEANBEHNEESR, BR , ¥ FHELE Amazon RS , BULUNFKEZMMBER (MF
REEAAGEINE ), ETHATEKFHTEANACHNETERNRE2EANES , ESH IAM AFE
M PN IAM AEE5ERETRRNREBEFTE,

« Amazon BRE1HE - RFABR—N IAM A& , REEFZACURREELNK S HRTRE, IAM B
ERAILE IAM HOI2, BHRMNBRESAG. BXESEFELR , S0 IAM AFEBETRHNIZE[E Amazon
Web Service ZRINRHAE,

+ f£ Amazon EC2 LZfTHIRARF - LA UER IAM AEBEEE EC2 £4] LE1TH % H Amazon CLI 5
Amazon AP| & 3RE R ARF RIS EIE, X4E%FE EC2 LAl FE AR E4 . BN Amazon BEHE
4 EC2 EHIABENZEFINMENARFE TR , SR L8112 — N B SEFIR =R B . =FIEE
XHIEAR , HE EC2 Kl LZTHREFEBREBIRNEILE. BXEZEFEL , H2MH IAM AFERES
BEA IAM &5 Amazon EC2 £l EE{TH R AREF B FNIR,

ETHERER IAM A , FSH 1AM AFEE RHA R IAM A (TMARAF ).
EAREEE TR

BRI R HFEM R IAM B Amazon®iR |, SAEEH AmazonF 5 1E,. KB 2EAmazonH XY
R EEEHRERMEREKE |, REEXLSNHNER, EENEE (RAF, IAMAFPR IAM &8 ) X HiE
KT, AmazonfF i EiX L REE, REPWNRBER AL RIELER, KSPERETE Amazon F1EE R
JSON X#4, B>x JSON KX HHNEMNABTNESZER , B2 IAM AP SR JSON KEEHELR,

IAM B R 7] BAGE P SR BE SR8 E WPLL A P~ B IF B Amazon IR | BAR AT AT BARS X L2 B R BT MR LL R4

BNIAM G (AFRALR ) RYIKEEANRR, RS2, MRBRT , AR LABTER , EETEER
B CHEB, ENAFRTFRITEERENNR  EEAMTENRERMMEAF, RE  EEAT
LR AMEEETUBNRONAS, SEEANENMERTHRANRN , ZARNEBAFHIREXL
TR AR

IAM policy E X B ERRIR , Tox FEFER MM A EZHITRE, Hl0 , RIZEFE — P AF iam:GetRole
BRENER, EEZEEAAF LM Amazon Web Services Management Console, Amazon CLI &
Amazon APl SRERA B E .

ETHHRRME

ETSHNRBILITMMEISH (0 IAM AP, BEHE ) B9 JSON R Y, XLRMBIZH FHTE
AR RA TN BLRRIMTHLRE. ETHIOMAZET S ONER , F5H IAM AFEERTHGIE IAM
policye
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ETHONRBITUR - FPRNNRERRIEENRR. NBREREZBRALIAF, ARAGH, KE

REE R T LAM ANE) Amazon IKF BV SR, ANAGNMI KK, EEXRKEIIE Amazon FTEX K
MEFEEARKE, ETHROMEREXRBNRBERBE CRRTERE  FS0 IAM AFER PRELERS
RS A BRR RS 2 B2 1TERF,

HeY KRR

Amazon XFFEISNY, FAERANRKRE, XERMRBTLIRBEER AN RBERE G ER FHRANR
R

- NRLR -WREAR—I SR, ATREETHORBKALN IAM K& (IAM AFRAR ) BT
HRANRR, BANKFRERRLR, IEEZRNREXFHETEONRBERANRLRANRE, £
Principal PEEAFRACHETHFRNRBEAZNRGRRE, F-—IXKBKINEXELHESA
o BXBBRUANESZER , BESH IAM AFEETH IAM SEAEHRL 5.

« BRFIEHIKME (SCP) — SCP 2 JSON 3B |, I5E THLARAL F 47 (OU) £ Amazon Organizations H #)
& AMPR. Amazon Organizations 2 —HRS , ATFAENEHERENELAENZ N Amazon K.
MBEEHALANBSATHENE , WANEER LIS NARSEFIEE (SCP). SCP FREIRK & MK 38
HHIR , FEE A Amazon Web Services Ik #RFHF, B Organizations 1 SCP WEZEE |, 5
¥ Amazon Organizations fl P8R HY SCP W T/ERE,

« RERKE - 2ERBELBURRIANACIRSFOA RGN SENENSBEEN SRR,
SZRLFNNREAFRABHETEONRBENLERBHRE, NREAURBETHRORE, £
—TRBPNEXNELRBEE AT, BXEZRFELR , B0 AM AP EEPHSERK,

S REERE

HSNRBPWRBENAT —MER , ERONREMERANELERE, BT H Amazon NIBEELS RS
MEMRXBENREAWTER , HSH IAM AP EERHERITEZE,

THREZER

AX Amazon loT Events (W E R FIGREENEZEE |, HREUTRE :

+ Amazon loT Events f0{a & 1AM 1#& T4 (p. 160)
« X Amazon loT Events 517 #1551 # 1T 8 FEHERR (p. 168)

Amazon loT Events Il 5 IAM t#[E T4E

EEA IAM BIEXT Amazon loT Events BiF R Z 8 , #8581 T fRHFLE IAM ThAE A5 Amazon loT Events &4
. EABTH Amazon loT Events f1E M Amazon RE IS IAM —ERA |, H3E IAM BFRiERS
5 IAM —E2£EHAK Amazon RS

£33
« Amazon loT Events ETF B4 # %X B (p. 160)
+ Amazon loT Events EF &R KB (p. 162)
« ETF Amazon loT Events #& 9 1%4X (p. 162)
+ Amazon loT Events IAM &£ (p. 162)

Amazon loT Events EF 54 i KB

A IAM ET BHOMKR , SBULEEAFSRIELNIRENER , URIEBEEFLRLGT ATFSIELIE
fE. Amazon loT Events ZFFEIRE. BRMNFZMR, ETHEE JSON XEFRFEHANWFIELTE , BSH
IAM FAF1EEHH IAM JSON FBTESZE,

160


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html

Amazon loT Events FF X A RIEFE
Amazon loT Events f1{d & IAM tHE T4

1

ET IAM B RKE Action TEERZEMFAFRELHN I ERE. REREBESXEKHN Amazon
APIRIER B, LB T REEHURFRITREKBENR,

Y SRS IR EAmazon loT EventsTEIRVERTERA LT RIS : iotevents:. i1 | #BFE AIZEAmazon loT
Eventsff flAmazon loT Events CreateInputAP| #{E , fRE8Eiotevents:CreateInputEMAIHI K
FHEEITE . ERFEAXREBANNR , EEHAAmazon loT Events BatchPutMessageAP| #1E |
{RB¥Eiotevents-data:BatchPutMessageEMAIHNBR A REITS, KRIEBEAXLIMIIE Action H
NotAction Jt¥E. Amazon loT Events EX T B2 —HRE , XERERR T AIERAZRSHITHE
%0

EEEMEAUTEESTURE , BERESHENRT , WTFAR !

"Action": [
"iotevents:actionl",
"iotevents:action2"

BT AERBESR (1) EESMRE. flM , RIEETELLETF Describe FFAWATHERME , QFEUTHRAE

"Action": "iotevents:Describe*"

E&EFE Amazon loT Events 45X | 25 IAM AP BT Amazon loT Events E X 2 4E,
TR

Resource TEEEEMENARENNR, BUXLMEE Resource B NotResource TE, EA[{FEH
ARN RIEERR , FEABES (*) R ZBAERTMERR.

XLEXEA : Amazon loT Events#El 854 B R R ALL T ARN :

arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/${detectorModelName}

BX ARN BRWEZEE , 550 Amazon Resource Name (ARN) # Amazon fR5 &% 221,
Bt , BiEEFoobarRMB/EREFTHUPEALT ARN :

"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/Foobar"

EREERTHREKSNFAEXRS , BEABES ()

"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/*"

TR B ERRHATEL Amazon loT Events B4E , flt0 , BT IR B RAVIRE, EXLEERT , BAHAE
RBESA ().

"Resource": "*"

—¥ Amazon loT Events APl RES R 2 &R, Bl , createDetectorModel FEHZRHEAH 5| A
A, NT6E IAM B P SFERBHENAR T e E M AN NEER, EEEMEGHEEZNER , BEH
iES 28 ARN,

"Resource": [
"resourcel",
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DRRERAFHZER (B, ETHNT ) BERERER |, SIERBPNFREEERPHEMETHE,

MBIBE—MEAPRIBEEZ condition THE , HELE Condition TEHIBESZNME , N Amazon i
FZ% anp ZEITE T, MREBAENZERIEESZ/ME , N Amazon A% orR EEKR AR, &
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EIEEFRMGN BT UERSUFEE, S, REEEMA IAM AP EHRIE IAM AP, BF R ER
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Amazon loT Events TXHETRRNFR, ZEEFFMANETERNRETE RS , iHSH hitps:/
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Events##E THZ (p. 165).
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B SAMEA RIS TRE S HER , I8F IAM SeEEEKF A6, SR LUES HARIIGH Z 2
F5Amazon Security Token Service(Amazon STS) API ##4E , ffilalAssumeRole EAGetFederationToken.
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Web Services Management Console, Amazon CLI =% Amazon APl HiTE%. IAM B2 B 4812 IAM
policy , MENAFNABGRFNRUNAENEERRIITHEN AP B1E, RE , EEAMSTRXLER
B B AN 2 T X LEANBRAY IAM A P R4

BT BN RAX LR JSON KE X HEIE IAM ET 5O K , B35 IAM A BB E JSON it
m-~ o2 R,

E3 7}
. EHBEXE (p. 163)
« {#/ Amazon loT Events 24| & (p. 163)
s AFHAFPEEMIIE SR (p. 164)
* 1i[A—Amazon loT Eventsfii A (p. 165)
» &&Amazon loT Eventsfil AE FHRZ (p. 165)

RIS ESSE

ETEMHNRBIEERKR, SNBEEMARSULUME, RS EREKF FE Amazon loT Events &
o XEIRETRESF Amazon KPP =L BA, BIEREBETSHNFEMKN | HEBU T AN FEI

o FFHB{ER Amazon FEERFERE — ERIEFFAEA Amazon loT Events , 56 H Amazon FEERERE | W&
B & TIREMNFFENNIR, XERBOELNKFPIRM | HH Amazon 4P NEH, BEXESESR
BES 1AM AP AER Amazon EERFE K P HNE,

s BFRENR - BAENEKES  XETFRITESHENTT. FFRIABTFRENR K RASREEE
BFHENR, IEMLEE—FRRABFITRANNEMEEEHBRENEREENZS, BXREZE
B, #ZH (AM AFERE) PRFHRENR.

- NBRBIRESH MFA-RigBEREM , EX IAM AR FEAZESHRIE (MFA) XiFRIBURRIRS API &
1k, ETHESEERE | 2R IAM AFEEHNE Amazon FEHAZESHRIE (MFA),

o FRAFRBEUGREELZESYE - EYIAUTHEERN , EXET B O REEEBLERER T A FHRER,
Bl |, B REREREEEFRMTRE AR IP #HuEE, BUaURERSE , UWENRAFEER
HHRESERANMNER , REERFEA SSL H MFA, AXESELR , 558 . IAM JSON FErTE
ConditionfEIAM A Fi8E.

£/ Amazon loT Events 241 &

Ei5E Amazon loT Events #2414 |, B4 THE —HRENNR, XLENRLMATFERIHNEEEXEN
Amazon K 1 Amazon loT Events BRI FMHEE, MRS ENE TS HNERILATENSRENREE
P, WTERERZEBNEE (IAM BFRAR® ) EEETERE A,

ERRIX LA EH Amazon loT Events $#2&|& |, th Al @SB AN T Amazon B R, BXEZE
B B38 . AP REEIAM AR :

{
"Version": "2012-10-17",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon loT Events F X A R IEF
ET 5 R0 R RG]

"Statement": [

{

"Effect": "Allow",
"Action": [

1,

"iotevents-data:BatchPutMessage",
"iotevents-data:BatchUpdateDetector",
"iotevents:CreateDetectorModel",
"iotevents:CreateInput",
"iotevents:DeleteDetectorModel",
"iotevents:DeleteInput",
"iotevents-data:DescribeDetector",
"iotevents:DescribeDetectorModel",
"iotevents:DescribeInput",
"jotevents:DescribeLoggingOptions",
"iotevents:ListDetectorModelVersions",
"iotevents:ListDetectorModels",
"iotevents-data:ListDetectors",
"iotevents:ListInputs",
"iotevents:ListTagsForResource",
"iotevents:PutLoggingOptions",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateInput",
"iotevents:UpdateInputRouting"

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/
${detectorModelName}",
"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:input/

${inputName}"
}
]

NFRFZEFA Amazon CLI F Amazon API AP , TENERHBKEEHENR. ik , AATHRE
L= MITHY AP REAR TR RV IRAE,

ARFAFERMINBECHNR

ZRBIGEE T SRR |, AW IAM AR EEHMEERF 5580 AEKFATE K,
BElA EERIEIRERE URES X E B Amazon CLI 3% Amazon APl FFERIR R,

LR OIEE

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1.

"Resource": [
"arn:aws:iam::*:user/${aws:username}"

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
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Amazon loT Events F X A R IEF
ET 5 R0 R RG]

"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

8 — 4 Amazon loT Events#i A

EARREIHR | BFELE[ENETF— 1AM B Amazonih Bl E A —MNEY bk~ Amazon loT Events#i
A , exampleInput. ZEFLERFAFRM,. FHFAMPIERE A

ZRBANAFRT

iotevents:ListInputs, iotevents:DescribeInput, iotevents:CreatelInput, iotevents:DeleteInpu
M iotevents:UpdateInput MR, BXEAFZFNRHAEHEEEMIRIXLENPRA Amazon S3 RS

WRBIES , BSFES TG - A A KRG FEEAEE.

"Version":"2012-10-17",
"Statement":[
{
"Sid":"ListInputsInConsole",
"Effect":"Allow",
"Action":[
"iotevents:ListInputs"

]I

"Resource":"arn:aws:iotevents:::*"

"Sid":"ViewSpecificInputInfo",

"Effect":"Allow",

"Action":[
"iotevents:DescribeInput"

]I

"Resource":"arn:aws:iotevents:::exampleInput"

"Sid":"ManageInputs",

"Effect":"Allow",

"Action":[
"jotevents:CreateInput",
"jotevents:DeleteInput",
"iotevents:DescribeInput",
"iotevents:ListInputs",
"jotevents:UpdateInput"

]I

"Resource":"arn:aws:iotevents:::exampleInput/*"

& EHAmazon loT Events##E FHRrE

ZANEETSONRBPERASLE , LEETIREEHX Amazon loT Events FIREYFF. WREERT
WABEATER+# BR , REEUATHERA TS 2B TR LownerMEFTZAFNAF &, 1E
BEIE % TS A LR IR E LR ENR,

165


https://docs.amazonaws.cn/AmazonS3/latest/dev/walkthrough1.html

Amazon loT Events FF X A RIS
BB RS EENRE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListInputsInConsole",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "*"
I
{
"Sid": "ViewInputsIfOwner",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "arn:aws:iotevents:*:*:input/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}
1
}

BRI LU Z R B M EEK A e IAM AP, MMRAFE Nrichard-roeZEid & & Amazon loT Events #
# , ##WMPRiCOwner=richard-roeEZAowner=richard-roe. &N , LS IEL G E, FKERZE
owner ILEE owner l owner , RARHBRBEHTX DK NE, BXREZELR , 55 ., IAM JSON FEE T
% : ConditionfEIAM A F155.

B L B8 AR 55 B B R

« XLXIHAE : Amazon loT Events RE X AR FFERAAGELIERFRENE —KF P E3iRE,
XERBLEEARRSHTRILNEIF IS,

s WIEWERSE | LEFEFTHERILNRERBRNMEEN , MEAFFERABEKFEER , U
LU % Amazon loT EventsfRS -

BERERER—MNL2MRE , DTEARERTNRNIATELEEERESNRNRFNITIZE
€. % Amazon |, BEIRFSELIAEELSBRBERERE, — MRS ( WURS) BA S —TURS ( FTiEN
BRS5)RY |, ATRER R AEBRSEL, TLURMEARS , EAENRUEEMER TZRS T NE HERNRE
FRANE —PEFHNRRETERE. FHLEXTER | Amazon REAIHBERFAAERSHBENTE |
MIXLERSPRSZEAERRBAEKS PR R.

ENBUERARBEREDH aws : SourceArn M aws : SourceAccount £BEMH LT , BR&El Amazon
loT Events A B —I RS IBEHNZRFRNR, R aws:SourceArn EFREEMKF, ID , 420 Amazon S3
N ARN | BUTERAFANERBES LT XEARRHNR. IRENEALBEZGFLTXERATNETEK
P ID B aws : SourceArn B ) N aws : SourceAccount HH aws: SourceArn HF MK F ER —KIKEIE
AREAR , HAERERNKS D,

MBRBAFER —NEREBERSHEMHEXE |, 5FH aws: SourceArn, MREEAFZKF FHEAE
REERSERIREMRE | BEMEH aws: SourceAccount, HI{Haws: SourceArnMM 25 2 R<EKHIFN
BRHEREIRER sts : AssumeRoleiFRK,

e R EREREZEMN T EREH aws :SourceArn £RFH ETEMERNTE ARN,
RTFHNERRHNTE ARN , RBEFEIBESNER , HHX ARN RAPoERTEBEER (x) B
aws:SourceArn £/ L TXEHE, HI0 , arn:aws:iotevents:*:123456789012: %,

LATR RB13 Bt 5 # F aws : SourceArnflaws : SourceAccount ¥ £ FH &M £ T X Amazon loT
EventsEABS LR IE ARBERIE AR,

ES ]
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon loT Events F X A R IEF

B IE IS IR SS IR B E
o RBI1 IFEERNBER (p. 167)
o =il 2 FEBIRER (p. 167)

T~ 3 AREE XS EIR (p. 168)
Tl 4: HERBFIEI (p. 168)

1 TR BRI SRR
LT A X8 A T 5 DetectorModel # @& foo.

{

"Version":
"Statement":

{

"2012-10-17",
L

"Effect":
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
Iy

"Action":

"Allow",

"sts:AssumeRole",

"Condition":
"StringEqua

"aws :SourceAccount":

b

"ArnEquals":

{

1s": {

"account_id"

{

"aws:SourceArn":

"arn:aws:iotevents:region:account_id:detectorModel/foo"

LSRN

w2 FREIRER

UTAGRERATHRMEMERER,

{
"Version":
"Statement":

{

"2012-
C

"Effect":
"Principal":
"Service":

10-17",

"Allow",

{
C

"iotevents.amazonaws.com"

]
I
"Action":
"Condition":

"StringEquals":
"aws:SourceAccount":

b

"ArnEquals":
"aws:SourceArn":

"sts:AssumeRole",

{
{

"account_id"

{

"arn:aws:iotevents:region:account_id:alarmModel/*"
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w3 e E X A R B R

UTFREERT AR, BUNERZACTREEXSTNER, LRHIPHXERus-east-1.

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": [

"iotevents.amazonaws.com"

]

Iy

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
Iy
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:us-east-l:account_id:*"

T 4: BEIRFIED

ENATERIMBEHRAE  BFEAKNR loT Events FHABERRRAZAE. it , XN RREEMEIR
BIERABEA ().

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": [

"iotevents.amazonaws.com"

]

}!

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
}!
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:region:account_id:*"

¥ Amazon loT Events 510 1 (7] 3 1T = HEBR

ERUTEES A BRI AIEEEEA Amazon loT Events 1 IAM B AT A& 2 H9 3 WL[|] &,
£
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+ RFTAIE Amazon loT Events FHITIRIE (p. 169)

o REFRFKEMIT iam : PassRole (p. 169)

- RBESFRMIHRZEL (p. 169)

KREEAHFLEATHMATFFR Amazon loT Events (p. 170)

RHLATEKN Amazon K 2 A R iFREIFEKY Amazon loT Events %R (p. 170)

EFTRIE Amazon loT Events F#1 1718

FR#EB), ENERRRENERM ﬁ]F‘%%ﬂQEHE’J?}BAAO

AT REIEEIR K EEmateojacksonlAM AR 2R FEREH AEEEX##B%
Hiotevents:ListInputsiXBR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotevents:ListInputs on resource: my-example-input

EXMBERT , Mateo BRMHEE R EFHMEEKR , LATMER iotevents:ListInput BAEFRE my-
example-input &

RENEMIT iam : PassRole

ﬂﬂ%ﬁ”ﬂ FEBIREE | BRREBTAINIT iam: PassRole BIE , MMTRREBHNEE R FREL, EHER
=IENEIRM Fﬁ)ﬁ'%ﬁgﬁﬂ’]%/\ko IH?MAJ\E%‘?E'J%W% LME AT A LB LS Amazon loT

Eventso

BL Amazon RS AT ERNAABELEINZRS  MARCEFRSASIRIEXAR, Nt , BUM
EERABLEIRSHNR,

HLZ N marymajor B IAM AP =R FEAIEH A 1E Amazon loT Events FITIRIER , 2K EUT R4
R, BER , RELTEERSACHRFWNRST AHITERE. Mary FEERAGES RS ORE,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform: iam:PassRole

EXMBERT , Mary EREHEE ASREFH KR , BLATFMMIT iam: PassRole B1E,

BREBEEFRNIFRERE

EOZ IAM AFBREZAE  SUUENESEENIERES ID. B , ELLBEEETENURLAEH, W
REEXTIREEE , WAAOIE— OB E BN,

BRZBTEMEPS : R4 ID (I AKTATOSFODNN7EXAMPLE ) MM Z G RIZ4A (I
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) o SHF BB —# |, LA AE 6 6 5 8 247
ID MBZH R ZANBFRAITEHRIE. GHAFENZBE—# KL ERHEEA.

Important

BAEAF=FRHGAZEN , NERN THEPRIEGHITHS ID 71T, MREXHEM , A6
SEFE ARG EH K 8K AT R R,

LB BB REZEAXNN , REQRFERHREA D MRBHRABRARTFE - Z2ME, BRTHRRH
RECHBTHTA, MEEXT EHRBHETN , LLRN AM B FMFHBEZE, 82 THE
AAF R, DRESARNES  ULANG— P EAN | ARERFNEE, SEERE | #21
IAM AP fErRP I EE T A EH,.
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https://docs.amazonaws.cn/general/latest/gr/acct-identifiers.html#FindingCanonicalId
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey

Amazon loT Events F X A R IEF
g

EREEBRAHFZEAFHEMALR Amazon loT Events

E AT HMATE Amazon loT Events , BHUAABEHRINRHAR RN ARFAE—N IAM E& ( AR
RAE )., CITEERAZSEENEIERE Amazon. RF , BATUFREEMNEISSAE , SUETE Amazon loT
Events F[a E % F EFEA R,

EVEFBEER , HS5HE IAM AFEEPR RSN E - IAM ZiRAF 4L,

EHFLE AT Amazon IKF 2 A A R 1 RIFER Amazon loT
Events &R

ZALBIR—NAG  WEEEKFFHNAFSBALNN AR ATUERZAGKGRIEN TR, BAILLE
EREFER  TURAAR, W TXHETHRFRNRBEHIGEEHIIR (ACL) WRS , B UERXLR
B [0 A 2 3% 5 SR 69 B R BV 5 R A

BETHEZER , BEHUTRE

« E T Amazon loT Events B X HFXLEINEE , iS5 Amazon loT Events 215 1AM & T
1E (p. 160),

o BT HIAREREN Amazon K AR ERIZEIGRINE , HSRIAM AFERPNAEREN S —1
Amazon IKFP HH IAM B P RS RINR,

« BETHINAARE=7 Amazon K IREENRRNERNE , HSRIAM AFERTN AE=5FHEHN
Amazon K /= 3244t 17 8 £ R o

s BETHRNMMEIRE FORIERMEHENR , F28 IAM AFEBDPNANREALERRIENAF (BKE
BHWIE ) REGERR,

s ETHRFEAACHNETRRARBHTERAHEEANES , B2 IAM AFPER+TH IAM B2 5E
FRENEBEMTE,

2 Amazon loT Events

1512 2R % Amazon loT Events FI&H Amazon fERF RN T SEH, ATAMNMENEESE. REZM
PRV BN EB 0 WE K B EIEAmazonBR AR , LEERA AR HIN S SHME, EFRIEE Amazon loT
Events 28 , BN ZBIE— PR , HAESBEUTRENER .

- BEANRMTL?

© BRERBLRR?

o BEEX L BRAY SR a0 2
- BRERAPLEEETR?
- WARRRTHREES?

o HIEIRE ABAE ?

T—% , BESETRNBAMARARZETNEMHELE , EENEHREIIEE Amazon loT Events MEERNE
A, TEUSHE Amazon loT Events BY |, A R ISR | LESLHRESYaMEERERTLHR  BELE
HREERNANMERERE | HiRITFERRIBHN FZE,

Blan | REHER Amazon EC2 , M AT LA EEFIM CPU EAER, ##& /0 IMEHEAE, mEMHEET
FEARREVHWER  WETREEEEREERMLEM , SRRE CPU FAR, d#HBA /10 WFPINERE.
£

. WBTE (p. 171)

« £/ Amazon %1% CloudWatch (p. 171)
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https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

Amazon loT Events FF X A RIS
BiETE

+ {£f Amazon loT Events i2 3% Amazon CloudTrail API A (p. 172)

s T H

Amazon EEE AT LA ARIETE Amazon loT Events WIT B, EAUEEE P — LT ERNEMITIERT
& EELETEZEEFHTWM. BNERTESHUEETS AL,

Bzl TE
BRI LMER AT B3h b4 T B3k Amazon loT Events H7E HI4EiRATIRE

» T 3i# CloudWatch BHE— %12, F6& MG R B EXHAmazon CloudTrailsi KR, BEXEZE
B B2 ., UEREXHETD? CloudWatch A #5E.

. I“Jﬁ CloudWatch E#— Eﬁﬂ$1¢#4v}$1¢4§ﬁ'§ﬂ—/‘j%/‘E’fTF_flﬁ(j?, RRBITER, HIRRSEE
MERRYFERE, BXESZER , H5H . 42 Amazon CloudWatch =411 55 CloudWatch f
/.

+ Amazon CloudTrail B E— £ 2B ZAEXMH |, %IZ CloudTrail B X4 &ER , =4
34 CloudWatch i2% , B Java &RE EI,.JJEEZF%EF' AR AR IRE EL.;JU‘FEX'HF*%ZEEE&Z
CloudTrail. BXEZEE |, HSHR . #£A CloudTrail Elz':B'ULF’EAmazon CloudTrail B F35E.

FHEETE

NS —NEEEBS Amazon loT Eventsi 5 R Fah 2 ALY @ CloudWatch Bif A B R, XEXEFHE !
Amazon loT Events, CloudWatch : #fEAmazoniZ#l & RMRIZM T at-a-glance EE RS AmazonifiE,
BiUBEEEE Amazon loT Events LB B &304,

+ i% Amazon loT Events 24| E R :
o FNBFERE
o TNEE
. BWA
- RE
« XEXIFE : CloudWatch ERE R :
o HEHEBEFRS
- HEMRREAK
- BSETRR

A, FE A BAEA CloudWatch -
- Bl EE VR ERASEEXOHNERS
o LHIERKRER , UHRREHFTEED
- BRANKEFMERN Amazon RIRIEHR
. BIEFGRE B IR AEUE X R & &

£ Amazon Y #2 CloudWatch

H{RIF & 2 if 2 BfAmazon loT Events detector model, you need to know what Amazon loT EventsIE7E
BT, URTEBENEMEIR, LI # CloudWatch M1 # Amazon Web ServicesAmazon) &R K
BEDIZETH N AR FAmazonkRt, & CloudWatch , T2 E#NERER., NARFEAENSTIR

o 12 FAmazon CloudWatch F % Bt iE §Amazon loT Eventsil S1& 5 (p. 49)YBEEXUMMAEANER
CloudWatch ... &3Amazon loT Events. BRI TAIRW AL , XHEEEFARE R HRE— R
ENMARBARBR—MRUEBEE SEE — N EMNKeyValue.
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/WhatIsCloudWatchLogs.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/WhatIsCloudWatchEvents.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/CloudWatch_Dashboards.html

Amazon loT Events F X A R IEF
f£F Amazon loT Events 125 Amazon CloudTrail AP i

AR RHIE R — CloudWatch £ DEBUG 4 3 B %%k B Amazon loT Events.

"timestamp": "2019-03-15T15:56:29.412Z",
"level": "DEBUG",
"logMessage": "Summary of message evaluation",
"context": "MessageEvaluation",
"status": "Success",
"messageId": "SensorAggregate_2th846h",
"keyValue": "boiler_ 1",
"detectorModelName": "BoilerAlarmDetector",
"initialState": "high_ temp_alarm",
"initialVariables": {
"high_temp_count": 1,
"high_pressure_count": 1
}l
"finalState": "no_alarm",
"finalVariables": {
"high_temp_count": 0,
"high_pressure_count": 0
}l
"message": "{ \"temp\": 34.9, \"pressure\": 84.5}",
"messageType": "CUSTOMER_MESSAGE",
"conditionEvaluationResults": [
{
"result": "True",
"eventName": "alarm cleared",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true

"result": "Skipped",

"eventName": "alarm_escalated",

"state": "high_temp_alarm",

"lifeCycle": "OnInput",

"hasTransition": true,

"resultDetails": "Skipped due to transition from alarm cleared event"

"result": "True",

"eventName": "should_recall technician",
"state": "no_alarm",

"lifeCycle": "OnEnter",

"hasTransition": true

£ Amazon loT Events i2 & Amazon CloudTrail API
7 A

Amazon loT Events 5 K Amazon CloudTrail , 2HAF. AGFXEIURENICRKNANBZAmazonRE
Amazon loT Events. CloudTrail #i%kAmazon loT Events{EN B4 , A3EK B Amazon loT EventsiZ &l & Fliz
#) & #1241 A 8 A Amazon loT EventsAPl,

MBHERAETIRE |, WA LS B#E%324Y CloudTrail Amazon S3 FEENEY , GIEMNE4Amazon loT
Events. i REFEERE , M4BT TE CloudTrail ##HAEHT L. FAKEMNEE CloudTrail , N AT LAFEE
X & B ERAmazon loT Events, ZHERM IP #hut, AP, WA REMFMAER.

T fBFRE Z{E R CloudTrail : S5 {Amazon CloudTrail i F{EF.

172



https://docs.amazonaws.cn/awscloudtrail/latest/userguide/

Amazon loT Events F X A R IEF
f£F Amazon loT Events 125 Amazon CloudTrail AP i

Amazon loT Eventsf /Y £ & CloudTrail

CloudTrail BE&EH £ AAmazonfE ZRIEKF R |, 25EZh X EEAmazon loT Events : Z5E3IIERE
CloudTrail E&ftt A — 2 EZNAmazon REBHEHH L. LA LE Amazon IKFHEE, BENTHRHTIS
%, BXEZER , FSE , EEZEH CloudTrail 47 £i2 .

EF410% Amazon K R IEH (218 Amazon loT Events B4 ) |, ERIRRER. BRER CloudTrail ¥
B AN HEEE Amazon S3 FfiiF. FIRERT , ERFIAPRRER , LRERRAFTAE Amazon K
. LRERIZRTE Amazon 7 XHIEZRFAEXEFNES , HFAEXHFEEZEIEEN Simple Storage
Service ( Amazon S3 ) . bbih | Bk ] LAEL B H fthtAmazon Al B — 55 25 47 12 Fp UK SR 49 S5 44 B8 K B
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/bertholt-brecht",
"accountId": "123456789012",
"accessKeyId": "access-key-id",

"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-08T18:53:58Z"

Iy

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}
Iy
"eventTime": "2019-02-08T19:02:442z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetector",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-cli/1.15.65 Python/3.7.1 Darwin/16.7.0 botocore/1.10.65",
"requestParameters": {
"detectorModelName": "pressureThresholdEventDetector-brecht",
"keyValue": "1"
Iy
"responseElements": null,
"requestID": "00f41283-eal0f-4e85-959f-bee37454627a",
"eventID": "5eb0180d-052b-49d9-a289-0eb8d08d4c27",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

TR RHIER— CloudTrail SERUTHAAMN AEZK B CcreateDetectorModel R 1E

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEvents-RoleForIotEvents-ABC123DEF456/
IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
Iy
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents—
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

T
"eventTime": "2019-02-07T23:54:43z2",
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"eventSource": "iotevents.amazonaws.com",
"eventName": "CreateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"detectorModelName": "myDetectorModel",
"key": "HIDDEN_DUE_TO_SECURITY_REASONS",
"roleArn": "arn:aws:iam::123456789012:role/events_action_execution_role"
Iy

"responseElements": null,
"requestID": "cecfbfal-e452-4fa6-b86b-89a89£392b66",

"eventID": "8138d46b-50a3-4af0-9c5e-5af5ef75ea55",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

R RBIER— CloudTrail BRI TARK BE% B CreateInput®

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
Iy
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-—
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}
T
"eventTime": "2019-02-07T23:54:43Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "CreateInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"inputName": "batchputmessagedetectorupdated",
"inputDescription": "batchputmessagedetectorupdated"
T
"responseElements": null,
"requestID": "fb315af4-39e9-4114-94d1-89c9183394cl",
"eventID": "6d8cf67b-2a03-46e6-bbff-ell3a7bdedle",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

AR R IE R — CloudTrail JE R THAM HESKBDeleteDetectorModel R E

{
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",

"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
Iy
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents—
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
Iy
"eventTime": "2019-02-07T23:54:11z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"detectorModelName": "myDetectorModel"
Iy
"responseElements": null,
"requestID": "149064cl-4e24-4160-a5b2-1065e63ee2e4",
"eventID": "7669db89-dcc0-4c42-904b-£24b764dd808",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

TR RBIER— CloudTrail S R TARK AE%EDeleteInputiiE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents—
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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"eventTime": "2019-02-07T23:54:38Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeletelInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",
"requestParameters": {

"inputName": "NoSuchInput"
Iy
"responseElements": null,
"requestID": "ce6d28ac-5baf-423d-a5c3-afd009c967e3",
"eventID": "beOef01d-1c28-48cd-895e-c3£f£3172c08e",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

AR R E R — CloudTrail JE R THAAH HESKBDescribeDetectorModel R 1E

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
Iy
"sessionIssuer": {
"type": "Role",
"principalId": "AAKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-—
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
T
"eventTime": "2019-02-07T23:54:20Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"detectorModelName": "myDetectorModel"
T
"responseElements": null,
"requestID": "18a11622-8193-49a9-85cb-1fa6d3929394",
"eventID": "1ad80ff8-3e2b-4073-ac38-9cb3385beb04",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

UFRBIER— CloudTrail SR TAARK BE%BDescribeInput®E

{

177




Amazon loT Events F X A R IEF
f£F Amazon loT Events 125 Amazon CloudTrail AP i

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",

"accessKeyId": "AAKIAI44QH8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
Iy
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents—
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
}
}
Iy
"eventTime": "2019-02-07T23:56:09Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"inputName": "input_createinput"
Iy
"responseElements": null,
"requestID": "3af641fa-d8af-41c9-ba77-ac9c6260£8b8",
"eventID": "bc4e6cc0-55f£7-45¢c1-b597-ec99aal4c8la”,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

BAT Rl & R—A CloudTrail SERTHAR B &% BDescribeLoggingOptionsigfF

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
Iy
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents—
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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Iy

"eventTime": "2019-02-07T23:53:23Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeLoggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": null,
"responseElements": null,

"requestID": "b624b6c5-aa33-41d8-867b-025ec747ee8f",
"eventID": "9c7ce626-25c8-413a-96e7-92b823d6c850",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

AR R ER— CloudTrail SERUTHAAM AERBListDetectorModelsiRE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
Iy
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents—
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
T
"eventTime": "2019-02-07T23:53:232",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModels",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"nextToken": "CKZEZXR1Y3RvcklvZGVsM19saXNOZGVOZWNOb3Jtb2R1bHNOZXNOX2V1OWJKZTkK1YT",
"maxResults": 3
T
"responseElements": null,
"requestID": "6d70f262-da95-4bb5-94b4-c08369df75bb",
"eventID": "2d0la25c-d5¢c7-4233-99fe-celb8ec05516",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

AR RHIE R —A CloudTrail SERUTHRAMN B ESBListDetectorModelVersionsigfE

"eventVersion": "1.05",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents—
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
"eventTime": "2019-02-07T23:53:332",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModelVersions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"detectorModelName": "myDetectorModel",
"maxResults": 2
}
"responseElements": null,
"requestID": "ebecb277-6bd8-44ea-8abd-fbf40ac044ee",
"eventID": "fcé628la2-3fac-4ele-98e0-ca6560b8b8be",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

LT RHIETR— CloudTrail ERUATHABM AEZBListDetectorsiRE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
Iy
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents—
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

¥
T
"eventTime": "2019-02-07T23:53:54z",
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"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"detectorModelName": "batchputmessagedetectorinstancecreated",
"stateName": "HIDDEN_DUE_TO_SECURITY_ REASONS"
Iy
"responseElements": null,
"requestID": "4783666d-1e87-42a8-85f7-22d43068af94",
"eventID": "0d2b7e9b-afe6-4aef-afd2-albble9614a9",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

R RBIER— CloudTrail S ERUATHRAN AEZBEListInputsigfE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-—
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
T
"eventTime": "2019-02-07T23:53:57z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListInputs",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"nextToken": "CkhjYW5hcnlfdGVzdF9pbnBl1dF9saXNOZGVOZWNOb3Jtb2R1bHNOZXNOZDU30GZ",
"maxResults": 3
T
"responseElements": null,
"requestID": "dd6762al-1f24-4e63-a986-5ea3938a03da",
"eventID": "c500f6d8-e271-4366-8f20-da4413752469",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

BT RBIER— CloudTrail SERETRAM BE%REPutLoggingOptionsyE

"eventVersion": "1.05",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
Iy
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents—
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
}
}
Iy
"eventTime": "2019-02-07T23:56:43Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "PutLoggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"loggingOptions": {

"roleArn": "arn:aws:iam::123456789012:role/logging logging_role",
"level": "INFO",
"enabled": false
}

Iy

"responseElements": null,

"requestID": "df570e50-fb19-4636-9ec0-el50a94bc52c",

"eventID": "3247f£928-26aa-471le-b669-e4a9e6fbc42c",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

R RBIER— CloudTrail SR T AEK AE%BUpdateDetectorMode LIR1E

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents—
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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}

}
Iy
"eventTime": "2019-02-07T23:55:51z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"detectorModelName": "myDetectorModel",

"roleArn": "arn:aws:iam::123456789012:role/Events_action_execution_role"
Iy
"responseElements": null,
"requestID": "add29860-cl1lc5-4091-9917-d2efl3c356cf",
"eventID": "7baa9al4-6a52-47dc-aeal-3cace05147c3",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

TR RBIER— CloudTrail SR TARK BE%BUupdateInputi®iE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
Iy
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents—
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
T
"eventTime": "2019-02-07T23:53:00z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",
"requestParameters": {

"inputName": "NoSuchInput",

"inputDescription": "this is a description of an input"
T
"responseElements": null,
"requestID": "58d5d2bb-4110-4c56-896a-ee9156009f41",
"eventID": "c2df241a-fd53-4fd0-936c-ba309e5dc624d",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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EHERAE

Amazon loT Events 894 #1436 F

ERZA Amazon EMEIT RN —2B5 , F=FFZ A MFIFE Amazon Web ServicestI Z £ SEH M | 4l
i SOC, PCIl, FedRAMP #1 HIPAA,

ETHBIRSHEM Amazon Web Services REERFEAAEITREEAR , BSRENEITEENH
Amazon Web Services, BEXERELR , S FAmazon Web ServicesE M TR,

WA LAE R Amazon Artifact FTERE=FFitikE. BXEZER , BHS M. £ Amazon Artifact A FE 1R

H
Ho

184 Amazon Web Services WEMM TR T EHENHRE., FATNASNMEURERNEE

E#M. Amazon RELTRFREEH RS :

s ZEMESHMREANTEEZEESAMEREANTER - XEFBEFIHE T RWIEEM , Fi84H
THEAmazon LHBIELZ S HNEAMNEERENS R,

+ Amazon Web Services E#) HIPAA Z& MM AEHMELEMZIT-ZARBNAE T AT WMAEEFER Amazon
Web Services BI2Z&F 4 HIPAA FRHENNARF.

Note

HIEFTE Amazon Web ServicesE RS HIPAA ER, BXEZEE , BSRA S HIPAA ERK
R%5%,
o Amazon&E MR IR - Ll S FMAMIERESAEERATENTLANE.
+ Amazon Config FF & A 5 3558 7 89 £55 F #L U P71 %2R — b Amazon Config ARSS ITf& R %R EL B X P SBsE
B, TLEmRERNEEER.
+ Amazon Security Hub : It Amazon Web Service 12t 7 Amazon FR£RSHNLEUE , IHEBHERE
REFERETURENRESEMT,

Amazon loT Events F 89 fE ik & 8¢

Amazon® ERER & KB StAmazon X FI AT A X MR, Amazon X2t N EYE Hiay BEREN A
X, XETARBESEREK. FHESATRESHNEEREE—E, AATAX , £LURITHIREER
AXzBLHEiit B NEEENNARFNREE, SEENENHSMEEFROEMIGEMRL |, 7
AXEEESWTAYE. REENTT B,

AKX Amazon KB ARXNEZER , BSH Amazon £EREM %,

Amazon loT Events FHV EMiZE L £

ER—MIEE RS , Amazon loT EventsZAmazon2 BMEZ L LRERF , AR Amazon Web Services
es: ZEWUBEMBEARP,

BRI LAEA Amazon K API 18 FiEIE M 4% 118 Amazon loT Events, B mAMZIFERELTEM
(TLS) 1.0 XAEERAE, BIEM TLS 1.2 AESRE. BEFHEXAXIFEETLEERE (PFS) HEH
E# , #lin Ephemeral Diffie-Hellman (DHE) = Elliptic Curve Ephemeral Diffie-Hellman (ECDHE), K%
PRRG (W Java7 REFRE ) BZHFXEERER,

ek, BAERBEZES ID M5 1AM FRAXBKNBZ LR BARNERBTER, RE , BALUERA
Amazon Security Token Service (Amazon STS) 4 R I B Z 2 EIERITE R TER,
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http://www.amazonaws.cn/about-aws/global-infrastructure/
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https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
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Amazon loT Events Bt

XEXIEE : Amazon—fxSE N LT HIR AR IAE B Amazon loT EventsX FAmazonl . BRIEBHH
B, &N, S/ RSN REAmazonXE, BXEZEL |, 55/ . Amazon loT Events& i1 R I EL
FMFAmazonService QuotastE EHAmazon—fixS#.
EERESRSEE , EESupport FLEHIAE, BXEZELR , S Service Quotas AAF BB IYIER
EMRSE FRE

Note

DK AR AV BRI BRI B A S A B PR B B IR AR ME — Y
- HOBFRNBERNBATG , B EERHER,
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BRIFZEREARR

51889 Amazon loT Events ‘&R in#r

2

NTEPLEEZNALQRNBERN@A , BULLEERF BT BREARENERA D REEFFNRR.
AE D T RIRE A MBI RIRE

ﬁ%*ﬁ Eﬁgzleﬂl/\

RE LSBT MR (SR, FIEERIFR ) Xt Amazon loT Events BiR#1T0K. XEEFFZH
BRENFRNKIEZEM. EAURED BB ERROIRERRBIR B %R

FBIMFELAEBELN —NEN—ATEE, S, BAUARAEN —HIFZ | UIRRERIXEH AN
"E, RINBEWEANSFAEFRUBE—ATHFRENERWFZE, FH-HAEENNZRE  EBRRNAE
INE#M,

B LRE RN B MRS R AR R |, EARS AA#HIToEMBE | B LUE ARSI H &7
REVERIAR |, AR FETIRTE 1AM KBS fF PR S EAmazon loTHF & A R 355.

REFER , FAPHIREHESEAMazon Web Services Management Consolei2f#t 7 —f A FRIEME
BERSHETME—NEE. BXESEL , B0 . FANEHRESREE LFEHAAmazon Web Services

Management Console.

B AT LAE A Amazon CLI #1 Amazon loT Events API & BBHRrZ, ERIZERRZRT |, BRI LUE A LT 535
EERNBER AW AHEXE Tags"F& ( RAKR )

* CreateDetectorModel
» Createlnput

ZBAUEAUTS®SH SR RE R, SR ERRE

» TagResource
» ListTagsForResource
* UntagResource

ERLMESARE M ZAARE |, & AT SABER B BR B REO IR, BRI LURAREMER N ENFRR |, BRTREF
High7eE, MEAFNNRENESZEH LNERSNERRE  FHERSEE0E. NENBER
mUﬁﬁﬁE’ﬁﬁ*ﬁ%E’gﬁﬁ_\%%ﬂﬁwﬂﬂH%o

AEFLRMEZE B AmazontrE FE K.

FrZ PR &l

THREATIRENERRS

. BNRRAREH LR - 50
- BAREE — 127 4 Unicode £ ( M UTF-8 #3 )
« RAEKE — 255 4 Unicode 2% ( XA UTF-8 1&= )
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https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_CreateDetectorModel.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_CreateInput.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_TagResource.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_ListTagsForResource.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_UntagResource.html
http://www.amazonaws.cn/answers/account-management/aws-tagging-strategies/
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£ IAM REEHRFERIRE

- RERNEX D XPE,

« BAEAaws: "EREBERRETEANR , RATETNAmazonfE M. BT EGRE S BRH L ETREVAR
LENHE. EALNRNFENTAB MR RNVRZHRE

« MREHHFIEERHS NSRS NAFRER , FiLGHCRS TN ATFERANZHRRS. BELFE
RANFHEE  TH UTF-8 BXRTHNFE., ZRNBZUARATERFRF :+-=._:/ @

£ |AM R BE P E AR

A BATE AT Amazon loT Events API BREH IAM KRN AETHRENBRRRNR. XA itEE Tz A
PRI, &Sk B ER,

£ IAM KB condition JTE ( B#54E Condition R ) EUTRU LT XENELSEARETHR
REZFASEE (NER) -

+ {£f aws:ResourceTag/<tag-key>: <tag-value> O] AFHIELETIIEMRSHNER LHNAFRE,

+ {£f aws:RequestTag/<tag-key>: <tag-value> AIERELXHBBFIIERA TSGR API
BERINER (RTEA ) FEFZL.

- {£f aws:TagKeys: [<tag-key>, ...] AIERERHAIBIBRATFIRENERN AP EReT A
(BFER ) —ABERSHE,

Note
IAM RBP4 T SCBANESCER TeB iR e BRI 2L ES A FBL Amazon loT
Events g4k,

{8 FFRZ 42 4177 1] FEAmazon Identity and Access Managementfl FIEEEEEXFARENEZEL, X
EXiEE : IAM JSON KEESZZIEEN—H22E IAM F#) JSON KM TR, TEMITEBENFME
&, ERA R,

UTROIRES AR ETIREMRE . ZURBERHBIG IAM B

s TENRFRERZ ‘env=prod” ( ERHIF , ESFIT "aws :RequestTag/env" : "prod"
o TEEHR TG EEGAERZ ‘env=prod’ W EIRE ( ERFIH , 5SS 1T "aws :ResourceTag/env" :

"prod" ).
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"iotevents:CreateDetectorModel",
"iotevents:CreateAlarmModel",
"jotevents:CreateInput",
"iotevents:TagResource"

1,

"Resource": "x",

"Condition": {

"StringEquals": {
"aws :RequestTag/env": "prod"

}

"Effect": "Deny",
"Action": [
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"iotevents:DescribeDetectorModel",
"iotevents:DescribeAlarmModel",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateAlarmModel",
"iotevents:DeleteDetectorModel",
"iotevents:DeleteAlarmModel",
"iotevents:ListDetectorModelVersions",
"iotevents:ListAlarmModelVersions",
"iotevents:UpdateInput",
"iotevents:DescribeInput",
"iotevents:DeleteInput",
"iotevents:ListTagsForResource",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateInputRouting"

1,

"Resource": "x",

"Condition": {
"StringLike": {

"aws :ResourceTag/env": "prod"
}
}
Iy
{
"Effect": "Allow",
"Action": [
"iotevents:*"
1,
"Resource": "*x"
}

BETNBTREERERISEIIRTRACINEESMIEE , WTFHAR.

"StringEquals" : {
"aws :ResourceTag/env" : ["dev", "test"]

}

Note

MREETHREATRELAFHRGR , WAHERERIEL M P34 5 7RIS BRiX 4R

LWEEN. BN , AP/ RS MR IFIRE RGOS IEHY R F IR G AR FI AR
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BEBR Amazon loT Events BY & [E

AT Py E S RFEEMAE R Amazon loT Events Y[R,

ES |
L Amazon IoT Events[RIZBMERFZE (p. 189)
Ui

)
« BIIETO RN ERAE B TR HERR (p. 193)

& M Amazon loT Events|a) @M R R H =

ES R LT EB 0 LU ARG IR H R B W BE A AR R 75 RR AR R LA T [B] @ Amazon loT Events.

Hix
- BNB[ERAELEIR (p. 189)
o RECHIBRFUBERNERN (p. 189)
o BIERLA RN (HBFMERT ) (p. 190)
o BhERLA KRN ( REEFRER ) (p. 190)
- REERFEHE (p. 190)
. EEHE (p. 190)
+ InvalidRequestException SHE (p. 190)
« G # CloudWatch H&action.setTimerf&ix (p. 191)
» W35k CloudWatch $aE (p. 191)
o BUREKATHRE (p. 192)

7 W Ery Rk e ST RE
=i OB RN B R B A B4R R

BRRTT

LGOI BRNBER R | MAE R TRE

s BMRERATF—MEFactionFBRAREM FUERT,
o XEXIHE : conditionWFUTRARFH S FEtransitionEvents. ERANIE
BonEnter,onInput , AR onExitE#,

 MRconditionFBAZE , FHREANITELRE Ttrue.

o ZUERFIAWITELERNNHRE, MRERTEFARE, WENTFfalseMBTR 2 KactionsHAES
EEnextstateEEHHIEE,

BXEZEER B BNEEERE (p. 61)0

K B EMBRRN R R EH

BEND MR ERHMER 7T HRUBFER |, BRNABE MQTT JHEH SNS BHRMIBRUF[ERRGRESE
o

189



Amazon loT Events F X A R IEF
SRR A KW (HRERHRT)

BRF R
MREEF, BBRINEFCERRNBFEE (ES A UpdateDetectorModel ) , FEMIBRPRA HRN 255561 3 62 4

HEBECHSB—RIEE, FIHE , MATRSREM ERRANRNB[ERNIOILE, ErREadE
KRR ERRUBERELNER, EEEL 04 AEBEFREEFTIREE R,

e R KW (ARG )
SRR, RAUBT ML ERETIRES,

R =

WIFTRNBRUEREIXNVITELRREANARE, NRERFREMRE , WEM T falseM BT 2
KactionHELEZlnextstateEBHHIEE, BREZER , BSH . FHFRENBE.

SEfL A R ( SRIEEERT )

HEXHREXNFPHNTERIIEEERN , RSB T 2R NIEREHFFIR,

RRT R

MR{REH setvariablel TonInput,onEnter , HonExit , ITEFAENBTEAFHEcondition’E
HEMAEERN, MR , ELHAMRERCIFERARBE. BUNEDSREATHNAREFRE
HtfT N evaluationMethodRMEFEE E L HMWS ., HevaluationMethod BB NSERIAL , &

BELEHHIRFERHITEENGRM, HevaluationMethodBIRENBATCH (BIN) , REEIWGE TR
BEH#RHNZRE , FLENTEHNITEHN.

RSERTIEH

HRZEHAFEA@BAREEEN , RMUEFHFEA T HEIRAVIRSBatchPutMessage.
fRRFR

WMREEFABatchPutMessage EMRIAXEZFHEE , WEERIEEERMANLEINSF, HRIETH , —
REFE—FHE , Br#ESBatchPutMessage LRE B I,

EREH B

FKEF —('Connection aborted.', error(54, 'Connection reset by peer'))HIEKZiA
ARAA API BT 4.
RRIT R

IS OpenSSL 2B A TLS 1.1 ESMAREMNIERE, XMiZREAZH Linux £1THRE Windows iR 7
EEESRATHERINEE. macOS AP REEE AL OpenSSL.

InvalidRequestException SHE

KB A T InvalidRequestException K2t 3T &BiF
AfcreateDetectorModelflUpdateDetectorModelAPl,

BRF =R

BREUT LR UEBBRRAE, BXEZER , BHSH . CreateDetectorModel HlUpdateDetectorModel.
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I G5 CloudWatch Hiaction.setTimerffi%

s BRTAERNERAFEsecondsMdurationExpressionfE NS setTimerActionERT,

- FRRENEZFBERIERXN NdurationExpressionEN. FHERERNAUNBEHRF, TE
($variable.<variable-name>) M A{E ($input.<input-name>.<path-to-datum>),

I &b CloudWatch H&action.setTimerfsix

YREEB I 5% CloudWatch ZEU512 8 H ZAmazon loT EventsiFN S8 RIS, WU T 2ERNE LR
Amazon loT Events , HZFERU TN AR Fifaction. setTimer.

« HiR BOUHNBENEREXB N <timer-name>TETER BT,
BRI B

BRREWNFEFRFABERERN NdurationExpressionAI LR AT, FTATFFERAEMEIERE | flmsm
RIE.

o IR BAMITEITESMEBER B RERXMITELE R<timer-name>KF 31622440, WBEFRERMY | FHRKR
FBHRFENRARAXENRN T 60-31622400 2 EHIE,

BRI R

BRI SRV FENENTHETI16224008, FEMNBENITEERED TEANZEENER,

o R EANITR SN EERBRERNITEE R<timer-name>/MTF 60, NEFRAERMY | FHERENE
St RENIEW RN T 60-31622400 2 AKIE,

R

ERRITASFNFENARTRETOOR, FENANITELERATEANRBILNELY,

« IR BTSRRI KREXE N <timer-name>FTEiITfh, REXEEH, WABUHNBIERE , BR5I
RHNRARTZEM@E A,

BRRTT

BRENFHEREXSIANELEENRA, FREXEXTUNETEHT. B
($variable.variable-name) M AME ($input. input-name.path-to-datum).

o iR THRIRBEBAMITEISE<timer-name>. RELEMWFEFARER , RAFER.,
AR R

ESHSetTimerActionBRELIAREIEE T EBNSEH , ARBXEE TS,

BXxEZER , #88. BALE® CloudWatch FF & 8tid3Amazon loT EventsiE S5 H.

I &% CloudWatch $1%%

YRE R BT 5% CloudWatch ZU512 8 H ZAmazon loT EventsiFN S8 RIS, U T R2ERNE LAV
R E 4 Amazon loT Events , ¥ & EBIRERE,

« IR BROTRMERIXADIHENRE. BREEEN, AASHNRERESIANEZRENHAE, It
A, BRIUEARHAKDRENT 1KB, IERARATFHNRARE,

BRF R

BRAALBHNETEEH, AASHIRERE. IRBEARKT 1 KB, B ARLWBIHEIRES,
« HiR BNEEBTRORNBREXUREER A <action-type> HERAEBBNELRARNBTRER,
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https://docs.amazonaws.cn/iotevents/latest/apireference/API_SetTimerAction.html
https://docs.amazonaws.cn/iotevents/latest/developerguide/best-practices.html#best-practices-cw-logs
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BERBTLHRR

BRF R

ABRRERATNBEFEHR ('string'), ZE ($variable.variable-name) , AR
($input.input-name.path-to-datum), FRHBEENTENFZHFES{}.

o IR IRIVAERIAR (24} TR, EXWHELE N JSON , AR EBHBTIEE —MIEUTRHEFNRER
Amazon loT Events& it EH — N E/HFE,

R =

MRBEEMNAEEEN JSON , Amazon loT Events B FRERS BE AILFENREXITE N F/HH,
TEERTRRETRERIKT. MRBIEXY , BURSKEIER,

- BE  RECHIT  BEERNTEFEERABNABTRERXITEN AR JSON, EXHREFHLER JSON,
FRRTT B
R ItLAmazon loT Events I RIEFATKEE LS , WA LLHRERABNARREXITENFHN

JSONJsON.Amazon loT Eventsiz{Tzh4E , BlffAmazon loT Events oA AR RER TG R ERH
JSON,

BXEZER , 5 . BELS# CloudWatch 7 & Bfi2 &Amazon loT EventsRll 8 & H,

* K F o

BMERBETHAE

Message BIEL B THA [<inferred-types>] EHEl<reference>FELUATRIEXH : <expression>
RRAR

LR RBLER  RRATZ—

- BHEIAMTEEREREXFHEMBBRERTIRE.
© ARFERELEBNSBNEE,

pu}

HErREXPERASI AR, BREUATILR
- HREASIAENERS I RS NMEERNRELRN , FRRESI ANEREREBRE.

Blan , EULTRERA , INTEGER2ZF N IRER=-=MesZERF. N THRRBER:R
A, svariable.testVariable + 1Ml$variable.testVariabled4J5| AR/,

A, INTEGERLZHIRER+ZE R, Hitsvariable.testVariableAM 5| BB /NI,

"$variable.testVariable + 1 == 2 && $variable.testVariable’

« HEERASIRENEBARBNS R | FRRZEREESI AHBIERE,

BIENA T A AR timeout (" time-name" YHBEE—NUNEIBERNSBNFEHF SR, NMRIREASERR
T#nnr#E , WAME|AHNESHFEHFE,

timeout("timer-name™)

Note

FFconvert(type, expression)BE , MBRERASI ARKR#4#E , BHNSE XV ITE
SERUMAString,Decimal , HBoolean.
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SR 25 4% AU AT B EE HERR

BREZEER , BSRSZE (p. 101),

BILIE 1T 20 X BRI B4R B 1T HUE B BR

Amazon loT EventsAI A D T BRI B E R H ER S TER , MEFTEFRNESER X W AHIE. Amazon
loT EventsiU TR T TR — R I DT UAR EERMNIFENEEER, hERHEHFRBRERELCETISHE

B BEFERFNFME , MEERTURERIHEEFRNSERFHNEERE, EXRNBESHIDIE
RRBIABEENEZER , BSARNBER ST MZHEE (p. 193).

BT LAE A Amazon loT EventsiZ#l& , API,Amazon Command Line Interface(Amazon CLI) , B{AmazonFf
X TEaBEEHRNSBER = ENSHEIRER.

Note

o EEAMFENBER 28, MTEERMEEIR.

s RNBWEELEFRERERRNSERNEEBESH RIS ER K, BN , HFUSER T4
TERHRIETT.

o BEZALTE 10 ND AT B T2 T RUNNINGRE BHAE FIRAS.

FETHRNADSMFENBFER | BESHASMRNFER (255 ) (p. 199)BALS MENZFEE (Amazon
CLI) (p. 200).
E3 ]

o BMBEESFTAZHER (p. 193)

o DITRMBFEE (2HE) (p. 199)

o DATHNEFER (Amazon CLI) (p. 200)

RNBEE D RNZHER
RABRES R EA THUAES -

« Level— P ERMNTEMRG. REFTEURA , 2WERDP =K
« ER(INFO) — EELRLGRFEFRNBEAGTNEER, XHXBNLERBETFZELAEXEIT,

- BEWARNING) — BEERBIIREIETRHSBIFNBER LN RABHNFER. RINBUEELEFHRE
RERARNSEREEEEHXIMERER, B0 , FUSFER AL L EMBET.

+ fHIR(ERROR) — HIRE R BHEERNBER PRI T HB, Amazon loT Events H{RE 1 & 5 RN
BEAN , SEFRTXES . BAEBEMERER , RARTEAMIFENFEE,
s NBE— BETATEFRNSEERTENS LRSI ANGNER. NEBESERSEN, IESHS
. BHBHMAKIANX (HIM0 , in state TemperatureCheck in onEnter in event Init in
action setVariable)o
o KB SONMERNER, SHLBAHRUTILE
+ supported-actions—Amazon loT Events Al AER MBS EE 4RI B4 EARBRE. BTUEX
REEUERITRSEREEEE |, FREAEEH it E8EAmazon RS . BUMIEESHARE
fil & 5 F A9 R fEAmazon /P 1Y BR 55 Amazon FiT 7E B9 3t (X Amazon BR 5 7 A

» service-limits— RRFEHM (ELHFNRE ) REEAN RIS ZRFIBRENFEAEH /) EHEAmazonk
Fo. BRIZEHA , BN , SMEFRXEREN, REFEWLFER , BATUEFTHRNF[ER LURE R
BIRFSRPEEMEH, SREREMELES  EHb—EHRALEEM. EXELSELR , S
B EE,

+ structure— FNF[/EHMXAMNIERELENAL | SIINRS , HEBETEWAmazon loT EventsX
¥, BNBERAREDSEF RSN —MN&MG , BT EEERANBABRBEURNERES, HRNE
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ZHIER

E4E, FUBRERERET —MSHTUARARE, XESHEHRATESG, TESHMSAEET
—MNREH A

+ expression-syntax-Amazon loT EventsTE BRI EZFEFIRN SE R R T STIEEEN A E. B
EXRERNPFEANT. SEF. BUUERARKAKRIEENFE , XFEAmazon loT Events A LAE IS E 4
EEZANFTERARE, ENRBXLTEEAMENIEEZ, BXESZER , B8 R&EX (p. 97).
R IR 2548 B & 3A K Amazon loT Events AT LA S| A EN BB EIR.
+ data-type-Amazon loT Events X R, +iH#Hl. FRABMMAREIERE, WMEAmazon loT Events

AREREXNREHEEN T —OHRBERENBER RS —BIERE | XEPREREBEFEN,

Note

o BEHATHRZIENME —FRELKIEZEE Amazon loT Events.

+ Amazon loT EventsTE 2T EERKIA , ENAmazon loT Events T AN BRI F R
8,

+ referenced-data— PN EIRN B[ ER G 5| FHNHIE , AT REFEAXLEHRE, flw, mE
E G DynamoDB RAEHIE , MMM ENL —NEIAZERENEE , ARFTHREREIXNFFEHZEE

($variable.TableName),

+ referenced-resource— FRMEERFEHNERLMTH,. BDAEELERR , RE
FEEFERA T, Al , BEQEFN[ER UG IEEEMNEE, ROTEL—NEA
($input.TemperatureInput) & AWBERBELZEIEHIRMNEER , AFTEEE

F$input.TemperatureInput.sensorData. temperatureﬂ%*%iﬂ}ﬁ°
BSHEUATES |, B2 RN [ E B KPR R KB AT RE R RIRTT R
PR B A8 B SR IR BE R AR
ERBRRBREHAXRNB[EENZHEE , NN TETRRLRINER . EAXLEEEMEUAER
T3 RRBEBRERN B R A 4R

SHEFBRE R
» Location (p. 194)
» supported-actions (p. 194)
* service-limits (p. 195)
* structure (p. 195)
* expression-syntax (p. 197)
» data-type (p. 198)
» referenced-data (p. 199)
* referenced-resource (p. 199)

Location

BEUTEEN DM E RLocation , W FUTHEIRER :

* Message— BEFXRIMERNEMER. XAUREE. BERERER.
BARBR  MREEENBREFSUTRMSE , N2 K S L #1RE 2 Amazon loT Events B B X #,
BREXRFHNRENIIR , BSREZFHRE (p. 87).

supported-actions

BEUTEENDITE Rsupported#actions , W FUTHEIRHEE :
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« SHE: HMEEN P FETMNVIRIESR © sunn.
BRAR  MREEENREFTESUTERMYE , M TTEELWEILASIRE EAmazon loT Events B BI R X,
BEXZIENRENIIR , BSRZENERE (p. 87).

+ JHE: DetectorModel EX B —MNaws-service T , BRaws-servicelZ it X RN X IFRE ####.
BRAR  MREIEENREZT I , NSRBI IRE EAmazon loT Events , {EHREEZRN Y

FIXKEHRFRTH, HRBANBIELEEN , T EXMERAMmazonZ KB R A ANRS . &i&
IR T EIRZFER X5 Amazon loT Eventsit Amazon R IE £ FE A RS .

service-limits
BELUTEEN S MTE Rservice#limits , WRTUTHEIRHEL :

c SHE: AMABPRATNHNBERERXNES TBR#lcontent-expression-sizeBHPHNF T REVvent #
#IRTS w14

BRAR  MBEWREARHABRRERNKT 1024 T , ALK EIEIRER. ABNABTRIEK
AW KRPEEALE 1024 F15,

- HE: Fﬁfm‘]%ﬁﬁﬁiﬂtpﬁﬂ:ﬁwﬁﬁﬁiﬁﬁTBE%'Jstates—per—detector—mode7_.
R R MREHHRNB[EEGRSET 20 N, WAgELERBIGERES . FKURERSZAHRE 20
MRES.

o SHE: TSR IFE AT B ##n## B A B Dminimum-timer-durationtiA .
BARAE : MRURBOREAEST 60 B, WARSKELEZER, RONRUIHBHBEAEN

T 60 % 31622400 ¥z, MRELBNITBRBEMNBEET —MREX , WEFENEAREANITEER
FETEAZRENEL.

s HE: BIMNEHATNREREES TR#Blactions-per-eventEFNFERE X
RRAR  MREHANREET 10, BUESKEINERER. ERNSZERD S NE4HZTH
B 10 Mgk,

s HE: BMNATNYESHHERT TREltransition-events-per-stateEHRMEFERE U H,
BRRAR  MRRSHEES4HET 20 4, BAELKREIRERES,. FUSERFHEMNMERSZT
HE 20 NI ESH.

s SHE: B MNATNEHEEE TR#levents-per-stateEIRMESE R E L
BARAR  MRZMEET 20 NEH , BAERFLEIRES. RUFERDNEMNMESKRZTRE
20 NEH,

s HE: AIUEENMNGAXRBRNSERENFZERBEEECIABIRE ., WArzzsERFERdetector-
models-per-inputiRMESE R KL,

BRAR  MREZHERARBEE 10 MALNERNBRE | WTELKKIILESEE, BKRSTLR
10 M E RN R E R 58 NMRN R R B AR R,

structure
BELUTEEN S TE Rstructure , NN TUTHIREE ;
c HE: BETHAENT —fER  BRIBVEENnunber-of-typesE B, ED K EIHMAERE,

BRAR  MREER AP BECIBIEHRNF[EE  EENFRIPEETHANRSMNMEE , WS
KEHERER . BAUEL—MAction R, BREBMNHEE L — PRI R,

« HE: XERXiHAE : TransitionEvent transition-event-nameidE B R1ETE BVIR S #a##.
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RAR  MRHIAUTER , B RELREI LR IRH S Amazon loT Events# i R BRI EE 45| K
T—MRS. BREXLT F—MREHERAT EBHIMNE,

« SHE: XEXHAE : DetectorModelDefinition B — MR EHREE R : WEMRS 2222 M number-of -
statesEE,

BRER  MREA—ARSMIMERABENER , WATRESKKBIRERES. BRARNFERGNE
MRSEE-—ME—EH. NEXAER 1-128 M FHF. ARFH 1 az. AZ, AZ, A-Z, AZ, AZ, A
Z, A-Z, A-Z, A-Z, A-

HE: EXH initialStateName initial-state-name ™R N F—NEXHWER,
BARFR  MRPDBRRDEMTER , Bt RF L REE. ERAZNEZH , FNUF/ERRISOH

(FF8 ) RS, MAREE , HRNFERTEFERET — MRS, BROBERSEHRREESCRETH A
B, HERATEBNER,

HE: RN R E U MRIE —NREFEAEDL — N Ao

BRFR  MRBEEEZGHIEERA , W2 KEILEIR. PAEED—INEKEFEREL -
Ao &M, Amazon loT EventsFiT{d & A #E,

HE: REEERFIRE—#HA durationExpression SetTimer.

BARAFR  MRERERMERAFEE , NSRBI hEiRH EsecondsfldurationExpression &Kt

B85, BHRARFERALUTE—MsecondsEAdurationExpressionfE IS, setTimerAction. Hx
E%{ELE | 55 (Amazon loT Events APl %) H#§ SetTimerAction,

< HE: BHRNBEBERNHETEII. RERDRENSRMS.

BRAR  MRRNBEHANEANSNETEME , WZEAHRATHER fase. REBSRFENIHN
Wi, BRETEERN true. HBHNRMAUTEN true i, ZBRENTIHF,

< HE EEBREAMARMY , BXAERA AT HEKDN,

BRAR  HAUTE-RRE , AJURBRAARENE :
- SIS EAE.
« HENEBFP I IR IR,

FNARNEZERIEANFENFIITEZBABRY , HAMAtriggerType(“Message” ) ERIIZHTE
ERWNT :

BN E R P EEITENRERN

if ($input.HeartBeat.status == “OFFLINE”)

FEB/EMUTUTHE :

if ( triggerType("MESSAGE") && $input.HeartBeat.status == “OFFLINE”)

EWMEITHIEL triggerType(“Message” ) HEHIMERHFHIZUNTRWMA LT, BEYER XK
KR, triggerType("Message" )R ITELE RN true HFHZBERFTRABNRYE. BXxFRAENE
Z{ERBtriggerTypeEHH , RtriggerTypeE EMZILN EH FHIEZE 5 Amazon loT EventsFF & A &
M

« R RSB EPRNRESEEEE. REFSBIEIRERSHSEME,

BRAR  MRFRNBEEFNENRELEZE , WSBE ADERZRSHRENITELSRA false,
RERNBEEFEARRATTRRSHFERENE | UEAJUERIFFERRS,.

c HE TR SRE B TRASBRERARENHEE,
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RRFR : ATHILEHFENR[ERFEALRRAS , RTINS ESEmAEENAKENES , BEEA
HtriggerType("Message" )% , EHRMBFERNEZHT , MR :

BN EE P EEITENRE RN

if (timeout("awake"))

FHRIENKEUTUATRE

if (triggerType("MESSAGE") && timeout("awake"))

EWMEITHIEA triggerType(“Message” ) B HIMERHHIZRENDRBAZE,

WER B IEE NS P F ST AT B RE , NP L TRBEHRLKEEE . BXMAETNES P EHITATES
BRENEZER , BSREANERENITTEAMazon loT EventsF X A R 18R

expression-syntax
BELUTEEN DS Rexpression#syntax , RN TFUTERER :

s HE: RN AERER {(#4) TR ELWAFHER N JSON , HIIESFIEE — P RiZHKAmazon loT
Events&it&E A —MNFR/FH,

BRFE: MRIBEMNAEER N JSON , Amazon loT EventsB AR ERZEB VL ENRERITE
AEFR, FHEERTREEAREIBFE., URRIETFRID , BA L2 WEEIR,
+ JHE: setVariableAction.valueMSMEBRIER . FBTE "KkMrrs

RF R BuLAEAsetvariableAction a EX— P EEnamefvalue. XERXIFHE : valued
LURFFRHR, BFHMNRE, BHALUAUTAREE—NRERvalue. EXEZEER , 5
¥ ., SetVariableAction , #£Amazon loT EventsAP| &#.

« HE BRONTEBITRX BHRRER (#### ) AT DynamoDB #4E. EAEBMNEERARER,

BRAER . BANPHFIESEEARERDynamoDBAction, BifElR, BXEZER , S
¥ o DynamoDBActionfE£ 2 EAmazon loT EventsAP| &,

« SHE: BRINTTEBEATIRIT DynamoDBv2 #EH tableName B RE R, A EBEERARER,

ERFR  XLEXIFEE : tableNamefEDynamoDBv2ActionS MR FEFE, MMEARER
FRtableName. XERFXEFEINF, EERK. BHK. 5IANBERER, BXEZER , S
¥ . DynamoDBv2ActionfE EElAmazon loT EventsAPl &,

« SHE: RNTEFENRERNITE A BERN JSON, DynamoDBv2 B4R X #F JSON AFKE,

ERFR . NHAEEEDynamoDBv2 S~ JSON, H{REFEAmazon loT Events Al LB N A &K
EBR , GEROBEREANERN JSON, BXREZEE |, i55H . DynamoDBv2Action , f£EAmazon loT
EventsAP| &%,

< EE BRNTEBT RN AR RERDIRIE R AR 2222 EHEBNIEERAABTRER,

BRER : ARRERTLUBERERE (‘#), TE ($variable. ####), BAE ( $inpute ####.path-
to-datum), FRBEENTENFHIES{).

< HE BEXRBMSFNFEE,
BRBR  MREEE  WALWEILEREEBEXERARATRORE  EXFEEERARRT

KiZXAmazon loT EventsiZhl &, MRLEFBENERAR , EXAETHRAARNBTREXNAENS
Mok BXESELR , H5H , PayloadEEEAmazon loT EventsAPlI .

o SHE: TEMTISENBERER Duration ###' BT iHet88 wasss',

197


https://docs.amazonaws.cn/iotevents/latest/developerguide/built-in-actions.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_SetVariableAction.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_DynamoDBAction.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_DynamoDBv2Action.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_DynamoDBv2Action.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_Payload.html

Amazon loT Events FF X A RIS
ZHIER

BRAR  ITBRNFEFABEREXNITESRSHE 60—31622400 2 HWE, FEMNBENITELRG
TEANRBILHEYR,

« HE BINRER KM W Frnsr
BRAR  MREERENREINEEZTER , ZURQKELIES, BRAANKENEEER, X
B2ER ,BSH EE (p. 97).

s SHE: RV FfieldName A T IotSitewiseActionToiEMM . fERIAN P ATEH ERIVIEE.
BRAR  MRBILTER , BT B4 1RAmazon loT Events TS & AT #REY fie LdName

TIotSitewiseAction. iR fieldNamefE LA T RiZXAmazon loT EventsAI LA #T. BXEZE
B | #25 (Amazon loT Events APl £#) H#) lotSiteWiseActions

data-type
SBELUTEENDTERdatastype , WM TFUTHIREE :
o SHE: B8 BERERDuration ###f FitieS##z#2 ¥ , ©ATURE —PNRE,

BRAE  MRHIUTER , B2t £81RE B Amazon loT Events o3& fF 1T AY 25 Y IS L2 AT I R

BRXUTERHF. BREEWNdurationExpression AR AT . TXHHMEERE | WHRE,
o SHE: RIxAXpeesr T REMNEHRIEN,

BARFER  MREIMUTER , B e E 45 iR E B Amazon loT Events & &R condition-

expressionA—MARE. HRELTARATE—BETRUEEAFALSE. BRENZG4REXNTUERA
WRE. MBLERTEHRRE , WERTFrarsEM AT AAZER T EZnextstate EEHFIBE,

o HE: BIERBTHRS (#2244 ORI A#EUTRERT : ##
BRFR  BRAR  RNBEAPERBABRERETENFTEREXH LS| AHEERIERE,

AL TE SRR
- HEFEASIAENERE-IMESIMEEFNRELRN , BFRAEI ANMEREREBRE.

flan , TEUTRER T , BE2RWMNNRER=-=-NeszERF. 7 THRBRERR
7, $variable.testVariable + 1fl$variable.testVariableM 75| B/,

LN, INTEGER1ZHIREH+ZE R, EHIt |, svariable.testVariableX%5| AEBHEH /K,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’

- HEERASIRENMEBARBNSHA , FRARZERXGESI ANBERE,

Bl , AT timeout ("time-name" )EHEMBE—NUNE|I SEANSHNERFR. MRREASERE
r#xzn#BE , NSRS AHENEFHERFE,

timeout("timer-name")

Note

X Feonvert(type, expression)BHE , MRIRFEHSIARKRR##E , BHSE I T
fHERMMAString,Decimal , HBoolean.

BXEZEE ,BESZH ZZ (p. 101)
« HE BURREBETRE (2204 HEEEEA#2. XARQSFBETHER,
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SATRNEBER (BFE )

g

HHE

s
o
=

BRAR  UREA-TMRABMREENFENREXEIATRNKRERE , ST KE T
FRERMARMEREENREXNERNF[ER 5| HHEBNBIRERE,

referenced-data

BEUTEEN DTG Rreferenced#data , NNTUTHIRHEE :
o JHE: BMBITETESRIR | iTadBfpppssEREXNBPER , EMAKRIZET,

BRAR  MRBERARRENITEEE , WARSKKRILERES . EREXNPERAITEERZE , SBH5E
REIUTHER. B2, FEARBAEBNITHERR.

c HERNBTEEBEHIF TR EREANPFEA , BMRRET,

BRAR  MREBEARRENTE , WITRKIKIILERER, EREXNEATEZE , KHLNHE
HTRE. B4, FRRAALBHNEESN.

c HECRNBMANEE  EFRERENEZN , REREAHEAEE,

BRAR : BARNBINEEME , ARTRHRERSAPXNE#TIUIE, EBRAEAZNRETENE
UETURREE. 35, FRARBAEBNZES N,

referenced-resource

a2

EUTEEN D E Rreferenced#resource , NN TUTEIREE :
HE RNBEREUITENTFENRANS A,

BRER  MREEAREIAFFENRA , WATRSKILERERS. BRENKEXSIANER
AHBALEBNMAETT. IREKBERMA , BEUE— A,

« SHE: RNBFERE NI EELMK InputName : ####

BRFR  MREHFENBESITEERNBAEH , BAREQRILEREL, BREALBHEAS
o WMABHYSIATE 1-128 MNFERF. BRFER ©az, AZ, AZ, AZ, AZ, AZ, AZ, AZ, AZ, A
Z. A-

DRV AR (2HE )

AT S8 HAAmazon loT EventsiZ4l & BT o AR M SSE R,

QO kb=

& %% Amazon loT Events %A,
ESMERTD , EFRHRNF[EDR.
THRUBER  ERERFRUEERS,
ERNBESTEL , EEHE.
EELA , EFRETOM.
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Amazon loT Events F X A R1EE
ZITERMEFAEE (Amazon CLI)

loT Events

Detector models

Inputs

Alarm models

Settings

temperatureDetectorModel Edit

| [ Run analysis H Create input ‘ m
i

X
+ Detector model palette
To build a detector model, drag
m and drop to add states. Draw
connection arrows on the canvas
& to add transitions between states.
. O state
b2 ® Start
J y
° /
“ TemperatureCheck
\ 2 events
\ /,

THEES 4 R RHAmazon loT EventsiZ#l &,

loT Events

Detector models

Inputs

Alarm models

Settings

Note

temperatureDetectorModel Edit

X

Rerun analysis ‘ ‘ Create input ‘ m

+

1] P
o () start \‘ / \

TemperatureCheck

U

2 events

n

Detector model palette

To build a detector model, drag
and drop to add states. Draw
connection arrows on the canvas
to add transitions between states.

O state

Detector model analysis Learn more [4

(1) AUL ® (0) Error /A (0) Warning

@® (1) Information

@® Info: data-type
Message: Inferred data types [Integer] for $variable.temperatureChecked

B FAmazon loT EventsFF A 5 AT EMI RN S E R | BHZE 24 PEHRERE R TE R,

D HERNZFHEE (Amazon CLI)

AT HBEHAAmazon CLIAD TR MBS SR,
1. BITUTHSUFBD .

‘aws iotevents start-detector-model-analysis --cli-input-json file://file-name.json

Note

Replace ( B ) #e##»EAIERNBEEELHNXHAE,
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ZITERMEFAEE (Amazon CLI)

Example #FRMEFEETE X

"detectorModelDefinition": {
"states": [
{
"stateName": "TemperatureCheck",
"onInput": {
"events": [
{
"eventName": "Temperature Received",
"condition":
"isNull($input.TemperatureInput.sensorData.temperature)==false",
"actions": [
{
"iotTopicPublish": {
"mgttTopic": "IoTEvents/Output"
}

}
1,
"transitionEvents": []
o
"onEnter": {
"events": [

{
"eventName": "Init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "temperatureChecked",
"value": "O"
}
}
]
}
]
o
"onExit": {
"events": []
}
}
1,
"initialStateName": "TemperatureCheck"

MREFAmazon CLIZ A BHRMIBI[ER | EREUTEIZ —UREZRNB[ERNE X

IR EAmazon loT Eventsi2Hl A , T TIRME -

1. ESMERD | ERHRNB[EDR,
. TERNSEER | EFRBERRNERS,
VERSHENRERNRETHRRVFER, HFUI[EELL JSON &7,
FTFFERMIBSHE R JSON 34,
. fRREEdetectorModelDefinitionobject. MBRATHE :

« B—AKES () EREH

s XLEXIHE : detectorModelsk

a A WODN
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Amazon loT Events F X A R1EE
ZITERMEFAEE (Amazon CLI)

« XEXIHE : detectorModelConfiguration®Eig
« BRE—NRES () EREKS
6. RFILX Mo
« fREAmazon CLI , AT TR -
1. BERHPETUAT@S,

aws iotevents describe-detector-model --detector-model-name detector-model-name

. Replace ( it ) detector-model-namefFBAMESEMIRMBFEE —2EM,
. E¥ldetectorModelDefinition[d XA mBEEFRIT-

RIMAES ({)) 2 iRdetectorModelDefinition.

. FZXHRIFEIIPONA,

a b~ ODN

Example 18 Bz Rl

{
"analysisId": "c1133390-14e3-4204-9a66-31efd92a4fed"

}

MEiE P EH 247 1D,
BT T a5 AR R D HTEVIRTS

aws jotevents describe-detector-model-analysis --analysis-id "analysis-id"

Note
Replace ( B#t ) analysis-idERBE SN DT ID,

Example M Bz 7= 451

"status": "COMPLETE"

REALURUATEZ— :

+ RUNNING-Amazon loT Events EfE 2 AT IR IRNZSER,, X—IBENKES 1 240,
+ COMPLETE-Amazon loT Events B 52 X1 #8548 B §Y 2 47 o
+ FAILED-Amazon loT EventsToE D HTBMRN B[ EE, HHEER.
BIATHSURRFENSEERN — N RSN TER,

Note

Replace ( it ) analysis-idERBEEIN DT 1D,

aws iotevents get-detector-model-analysis-results --analysis-id "analysis-id"

Example 1 Rz R4l

"analysisResults": [

{
"type": "data-type",
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ZITERMEFAEE (Amazon CLI)

"level": "INFO",

"message": "Inferred data types [Integer] for
$variable.temperatureChecked",

"locations": []

Iy
{
"type": "referenced-resource",
"level": "ERROR",
"message": "Detector Model Definition contains reference to Input

'TemperatureInput' that does not exist.",
"locations": [

{
"path": "states[0].onInput.events[0]"

}

Note
Bt FAmazon loT EventsFF I D AT ISRV IR MBS E R | B&RZHE 24 DI ERE RS TE R,
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Amazon loT Events F X A R1EE
Amazon loT Events 1##1E

Amazon loT Events ip 5

Zlis-_ 5| S RFTER APl #24EAmazon loT Eventsi¥* A58 , SFE XM Web IREHMXATIER, 1o/ FN45
=B,

Amazon loT Events #&1E

EE L EAAmazon loT Events A T 6128, REL, T AIMIBR & A FIERM BT R LA R 51 H HARANEY API 65
T, BXREZER , HSE . T MBIERE T EMNAmMazon loT EventsE 2EAmazon loT EventsAPl &
Z,

XL XA : Amazon loT Events#f% £ EEAmazon CLITE 4SS 83EAmazon CLITT M AREENEEN

f$Amazon loT Events.

Amazon loT Events ##E

& T LAfE Fl Amazon loT EventsData APl 55 A F RSB L EHA . FIHRNBUREEREFHIRNB[H
RS, BXEZER , BSH . THHBEEREZIFNAmazon loT EventsH HI$#EAmazon loT EventsAPI
&,

XA : Amazon loT Events#iE T £ B EAmazon CLIGF &2 ZE3EAmazon CLIR AT LA SRAL IRy iy
4 Amazon loT Events##z.
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Amazon loT Events F X A R IEF
BHER

D& =T A

TR T Amazon loT EventsTF X A R 3872020 £ 9 A 17 B2jg. MEXN KM MENEFNEZEL | &
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