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ﬁ?¥ Next ( —F_i ) °

EELNIERE  RREFRCIEREFM®.

BiIFZNHBREFEREE R EREF#ERIE,

N
B
MR EES e BEEEIBERFE. EXAEENEERERENBEHRERREINBIEFE

., BXEZEER  BSH . EEED.

EXRHED , SR MUSBEEZIBEFENEE. BE , BURANEBEE RLBXLERIE,
BRUTHIROZEE.

PIREE

1.

fEhttps://console.aws.amazon.com/iotanalytics/ , TE{EF A& B3EAmazon loT AnalyticsEf % , EIRE
BEEL.
Tip
BENLERELENSMERS
EELNHE , EER0EE.
MABXREENEHAER.

FigEEE ID FIKER , mABEEH.

BB EERIFIR , X2Amazon loT Analytics &8 B EFM FiREUE B RV SRE,
EEEENRE  BE#CAEEERBENRETE.

(Wi ) WTFHRE , F—IHSPIEBENRE (RBEX ) FMEIEE,

EHMEEEMNE , MABMEHRARAME , NIIRPIER—REIEXRE  REERFMELE.

®© o 0 T o



https://console.amazonaws.cn/iotanalytics/
https://docs.amazonaws.cn/iotanalytics/latest/userguide/pipeline-activities.html#aws-iot-analytics-pipeline-activities
https://console.amazonaws.cn/iotanalytics/

Amazon loT Analytics A #5R
BlEIESE

f. REFENEIEHENEAEESELIANSR  RAEEET—RI.

g. HRAEFLFNEMEEE. £FE. HRAFEBEERHE , BET—RI.
ERLNIEE  RREZFCEE.

RN HEERT HAEELNEH,

Note

YREIER T Amazon loT Analytics &R , SUBE AT AT AT IR4E -

« ERAUTHTHRERZLENRE loT REHEBIERE.
« FER 10T REEERFEFEERIERME.
- BHE, k. RRANFEECHREEE.

ETR , B58/2—1MAmazon loT AnalyticsSQL BIBER T AIMEXER loT IREHNERANE,

BIEIER

Note

BREEEERHESS , XERETREUREERNALR , A TUREERNEAL, Hkz
T , Amazon loT AnalyticsBE X #IEFHPHHIEN A SQL EHRCIEKIEL.

BUHERT —NEE , TURRAEERERBHIEE , ZEENRETRERER®ET , TUERRH
TER. FEARE  ERRURIHRES. XESLSATENREEFMEN SQL FINKER , UKk
—NMEREEN BN B ESETRMN AR, BAUUERRLUTHRERIL D% CloudWatch X 5Ri%
= Bl AT Y E &

BIEHBES

1.
2.
3.

fEhttps://console.aws.amazon.com/iotanalytics/ , EEM SME , ELRHITLE.
EORBEENE , EFEE6E sQL.
EEEBREENFAGEREL , EEBRBEENEAES.

a. WMABERENER.

b. XNFHEFMR , EEATIHRRAEZAENBIEFHOME— D,

c. (W) XNTHEL, F— IS MEELRE (REX ) FNIKES.

£/ SQL REABWEHNBEHEEZDHAB. ENERNLEREFEELBIESED,

a. EEETRFERD WA SQLEN , ZEACABRRFRSERETHRE,

SELECT * FROM my_data_store LIMIT 5

BXRZIFM S3 IEMEZER |, 1§ Amazon loT Analytics , FSFFH SQL FiEAmazon
IoT Analytics (p. 86).

b. ZALUEENRAERURITIEZNAARSER A EEHAENREBPERER,
Note

o MR, EEHES  EHNBBEFRAUENE, ERRERFE BT SQL ERT2REE
R, AtEEEREREE_ dt.

o BAUEENF SQL EWRFFSEHAD , IHERT2KNENET , B AthenalR
FIEEETHERNSAKE. Ait , KIUEET SQL ZHRFHSEH KD,



https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://console.amazonaws.cn/iotanalytics/
https://docs.amazonaws.cn/general/latest/gr/aws_service_limits.html#amazon-athena-limits
https://docs.amazonaws.cn/general/latest/gr/aws_service_limits.html#amazon-athena-limits

Amazon loT Analytics A #5R
£ A &% E 2B IEAmazon loT

9

ENBWEALIMITURBRAERARN F9, MLKINE , BRI 74,
(T ) HEEREENEEEANBEANEREENERN , FEBIE ST E R A # T4k
B, EAYER , JLUHEERBEREE, BEXEZER , BSH BT L2 IREVERHIEEA
CloudWatch ZE4# (p. 108),
W ETAERERFEERETIEEE, FREHEEFRTIESTH , EBT—R1.
(AIE ) BT EHETHERURFHRIES. TUERIEMREHREEITN,

LT RNEEESTEN , AAREERTIREEET -1

Amazon loT Analytics 8122 Lt BIE R A BB RAHF EIEE R H RN EFEENDMER. RINBWER
90 X , BEAALERREAENREBEK, SUWURIBEENTNFERETKE,

B VHRIANBREERSHAETREHARISHREAZFCER, EREIWERTE , B2 T —X1.
(i) BUUNRNBESEERNZHANEERSEB MM , fli0Amazon loT Events.

RALEFHENEMB S RALER  IUERERFEERNT2AANTE , #ET—R.
ERELNIERE  RREFBBES.

10. WiEBHHMBEERT HAEREETH,

S N N 74 Sl
5 A &% 8B R ##EAmazon loT
NREE-NMEHREEAIEENEE , ZEENRREFEETUEANBBBF#ES , BLAERATLUFoT
] & BB KX FIAmazon loT Analytics. #RA] BUFEHE &% ElAmazon loT Analyticsi#id £ F LA T %I

« {EFAmazon loTHERE,
 {£MAmazon loT Analytics BatchPutMessageAP| 1€,

EUTESES | SN EEHEEBIEAMazon loTHE X EAmazon loT Corei &l & X Amazon loT
Analytics A] AR EUX L 847 .

Note
ERHEECBRIBENR  BEELUTILR

s FFEMRTFRDKRNE, FREWBexampleMEXAMPLEE MBI AR RTHPRANESHN,
- EWENRTRUsFER, UIFANERsRARENER , REE AT AR A Amazon loT.

c FEEFEEHRFISETRINMASLHHESR  BAXEEETRENERMBNBENRE
o

+ Amazon loT Core7oETEH & 2 8] & 3% & B Amazonlik F° iAmazon X 15

AT oS &% HEBFEAmMazon loT

A

ZFE| Amazon loT 24l &,

ESMBEED , EENR , AREEMQTT MiHE .

EMQTT MR EFwRE , EREEEAA.

FHNFEBEH , MA—NSREQIRIER AN ETI L ESHEEENEF . WREIER update/

environment/dhtl,

NFHBAHE , MALLT JSON AE.

{
"thingid": "dht1",



https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_BatchPutMessage.html
https://console.amazonaws.cn/iot

Amazon loT Analytics A #5R
EEHEAmazon loTHE

"temperature": 26,

"humidity": 29,

"datetime": "2018-01-26T07:06:01"
}

6. (Wit ) EFERINEEREEAMHE S HBGED
7. 1&# Publish,

Reg®m—FEENNERRNES. RF , ENEERERRBEIENBEEFE,

EBEFHEAmazon loTHE

BRI UEBUTSRREEE R BNEZIEIESF,
K E#HEAmazon lIoTHEE

1. & Rhttps://console.aws.amazon.com/iotanalytics/.
2. HESMEST , EFBE , AREREZH 0ZHIIES R

3. EBEMWAFERE , ORI ERED , AFBEE RN ESSE (1h 3h 12h 1d 3d 1w), EHF
—ME | PlEmwEE LA HKEE.

B UEAR U DRERENEBENZTHAEREENFAGERNE, EABES , LRBEREIEE
NEEN D , RELENZF 2T IEMSITIHEIR,

B EEED

1. ESMERT , BREL , RRERECHIZNEENER.

2. EEENFAGENE , AR EKEDS , ARETEFHEP - ESEEE R K BEL RV
B2 ( 1h 3h 12h 1d 3d 1w).

R E WL

7

BREENBTR—1EE CSV BN ERSE RV

. FEhttps://console.aws.amazon.com/iotanalytics/ , EEMEFMBE KD | RBHIFEE.
CERREERE L | EREZHIBRNBREEN BN
CEBREEEEREL , EALA | ERIAETT.

 ERBHREERDHEZRE  FEREETAERA - FRUTUTARNEREEXN B I BEEES.
XEXEHA  BEENFTEAFEEERERAETEIT.

5. EMERIERANER , BEBBENDTLETFL , RETHEH. EEEIRFEZETHALE RN CSV
X, ERE TR

Note

AW DN -

Amazon loT Analytics A A Jupyter Zi2 48K HTML B RAZBIEENTTNEH. BXRESZE
B, B2/ M {tAmazon loT Analyticsf# A #5% & 3 TEIE (p. 81).

N OES €

BULBESMAREFE. 2 HHTRCEE,

10
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Amazon loT Analytics A #5R
BRRIEHBIRE

Amazon Simple Storage Service

BRI LU BIEE RN A KE B Amazon S3bucket , XIFEMEHTHE
BRENABNARFA TR TEH#ITHR,. FSEFRPRENFA
BcontentDeliveryRules::destination: :s3DestinationConfigurationfE 2
M CreateDataseti®{E.

Amazon loT Events

BRI LU BRI E N AE R B A K% EAmazon loT Events , iZREZ AR 7 B {ASIRR E HHER P
BEERRBEFNER , AELERREHRFHEMERE,

Nk, BB BIEECreateDatasetiR #EF 5 EAmazon loT Events

EFERPH AcontentDeliveryRules :: destination ::
iotEventsDestinationConfiguration :: inputName. B4MIEEroleArn— AR K EEF
Amazon loT AnalyticsiZ1Tf fRiotevents:BatchPutMessage. LB RIFEXN BN , Amazon loT
Analytics FENMNEEN AR BENERRESIEENAmMazon loT Eventsii A, i , iREHEK
BEASSLUTAR,

"what", "who","dt"
"overflow","sensor0l","2019-09-16 09:04:00.000"
"overflow", "sensor02","2019-09-16 09:07:00.000"
"underflow", "sensor01","2019-09-16 11:09:00.000"

#iEAmazon loT Analytics XX B2 T FERAVES,

{ "what": "overflow", "who": "sensorO1l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor02", "dt": "2019-09-16 09:07:00.000" }

R E I —MAmazon loT Events FJ R B BRNBH FRAE A ( HP — M EMwhat,who,dt) 3
B3 —/NAmazon loT EventsiRMUBREE , EEAHEAXLERAFRRMEHERREADEE.

Jupyter Notebook

Japyter notebook @ —MNFRBRAR , ATFHERAMNAESHTRNBIERENERD . BALURA
MEANAEERNDN , HE 0T RIFHBW|LERNEFZEIFZE , FlI0 k-means REFETRR# 1T
o

Amazon loT Analyticsf£ ] Amazon SageMaker Z B AL FIRIEEH Jupyter LA, ERIELIBARSE
Bl 5l , BB EEIBARES 2 B/ < FRAmazon loT AnalyticsFlAmazon SageMaker :

1. SMZElSageMaker ##| & HAIELIEALS

a. EEBEFMER , ARFEEE Create anew role (BIEFHAE®), IEFZAE ARN,
b. BIBRZIiZAEH,
2. HFAM #ZH A H8 K SageMakerB & :

At ENZER-—MEEXREK,

EERMABREKRE |, REX T RS , &R lotAnalyts. LT ERSE | REWE
AGetDatasetContentTE I REPHITIER, BFRFEFEEK.

c. EERMNERYE , AABK , REEFCIZRRE.

XAFOIENACRM T NPIEEBIEENBRAmMazon loT Analytics.

11


https://docs.amazonaws.cn/AmazonS3/latest/gsg/GetStartedWithS3.html
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https://console.amazonaws.cn/sagemaker/
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Amazon loT Analytics A #5R
iR AER

1. IRMEhttps://console.aws.amazon.com/iotanalytics/ , REEELEMSMBERF , EFELILAK. £LIL
ATUHE , EFECELEA.

2. TEEFBERTE , E#Flota Z= HEMR.

3. HREZRANHL , MAZIEEANER. PERBRESR , ERAFEREZAENTIES.
ISR ZICALA |, EREEPRIENZICALH SageMaker.

4. BELNGEERS  EERCEZIEAK.

5. HEZIEANH , ZMEIRAIZFIFEL S SageMakeri2 &

KD ===
Z 10 IRy
XLEXIFHE : Amazon loT AnalyticsZ iE A& R T & Amazon Bl fE4 855 =) & B M AT W1k LA HS BY I8 T 1

Amazon 0T AnalyticsfE AR, BAIUEAXLLRAERKTRESEFEE , WAUEERRATINEN
90T RE BRI BN BIEMME,

B LA TE L T £ iR AR P K ElAmazon loT AnalyticsiE# &

« BN ETXRE— ERBREZNRB F9% (PEWMA) BEENEHREHPNABERRELN,

« APABEERMAR= BN — NA DR, ZT7 ML M AT R 5148 2L SR TN ARH B8 B st AR A9 far

« BRASBPNTN L, — NAZSEEKEHICKT (LSTM) #EREME 58 = 3 KT BISK s HLHE,
. ﬁﬁ‘é?ﬁ%%?éﬂiﬁ— BIFk-meansMEMK D 24 ( PCA ) B RENEREREERABEFNTEESFH
- BEEETHHETN— MALSTMIN ST &E L EE R AR,

- BEHTERREMN— KALSTMINE i F O FR 5 R,

12


https://console.amazonaws.cn/iotanalytics/
SMconsole_link;

Amazon loT Analytics A #5R
BIEEE

Amazon loT Analytics Al’]

AT TATKRE, 7. LENESHEZHEREANERSTS. Amazon loT Analytics. b4k E RE R
£ FA Amazon Command Line Interface(Amazon CLI), H><Amazon CLI , &2 #Amazon Command Line
Interface A 1E8E. BXxAHATH CLI fi S E Z{E B Amazon loT , &S Eiotd B9Amazon Command Line
Interface3&.

Important

fffaws iotanalyticsESZREM @S Amazon loT AnalyticsffEFAmazon CLI. fEfaws
iotWHE loT REMNEMIBIRE , HEMAmazon CLI.

Note

LR AN A FaHEEEAmazon loT AnalyticsRE S BN EERANMEAEFZFBERANNEFE

Bk (BE. BES. BEFENEE ) . XENERLAUNEFETL , #AREEENE
FR., THENHF,

2IEEE

BEREAFHERCENRGESEE  RARBRZEEARIEE, AAEBRAEE—1BE , Fit ,
F—IRNENBELR—NEE,

aws iotanalytics create-channel --channel-name mychannel

R ZEAmazon loTEHEEHE B2 Amazon loT Analytics , A LA I Amazon loTH N 5| ZH N5 B &% 2
WS, XFFEREE RENHIEREZ Amazon loT Analytics (p. 19). JFEHIEAXIEEN S —F 5%
= FAAmazon loT Analyticsfi S BatchPutMessage.

FIHEEZBIRNEE

aws iotanalytics list-channels

REAEXRBENESZER.

aws iotanalytics describe-channel --channel-name mychannel

KA IR BV BIEH B E 1 Amazon S3 2 , Amazon loT Analytics , REEREEN — 4, ATBL
M channelStorage ZHIEEMM N EFHF. BRINEERRSEEN Amazon S3 F#EE. WMREIE
BRREHEFRHELEEN Amazon S3 FEES |, NIAHE FAmazon loT AnalyticsRZETE Amazon
S3 17 LN ITUA T REMINIR : s3:GetBucketLocation ( WIFFMHMEALE ) s3:PutObject (
J&) , s3:GetObject ( F#E) , s3:ListBucket ( BAE ),

Example

{
"Version": "2012-10-17",

"Id": "MyPolicyID",
"Statement": [
{
"Sid": "MyStatementsid",
"Effect": "Allow",
"Principal": {

13
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BIEBIE &

"Service": "iotanalytics.amazonaws.com"
Iy
"Action": [
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::my-iot-analytics-bucket",
"arn:aws:s3:::my-iot-analytics-bucket/*"

}

MRFYEFEENBEFENEAINR , EUTEFRZEFLEBERE , MBRUANENNBRESSE
BREENEP, BSREMLERERE.

Bl IR

BEFHEBUFEEENER. CTTREREE  ME— NI BETENNERFEE. SUUSIES MK
BE#RFERATERZIVENEE , LA UERENREFEERAAEEE : Amazon loTHE.

aws iotanalytics create-datastore --datastore-name mydatastore

JHEBE IR BIETM.

aws iotanalytics list-datastores

RRAXBEFHNESER.

aws iotanalytics describe-datastore --datastore-name mydatastore

Amazon S3 FKE&Amazon loT Analytics &R

A LA BB Y BIE F 4 H R E M £ Amazon S3 FiEfFHAmazon loT AnalyticsZ & R REEN ., BIE
BEFMAT , FAEERPTEN Amazon S3 Ffi#fidatastoreStorageAPl 38, RINEERRFSEEN
Amazon S3 7.

MREBERFRECHEEFHEELEEN Amazon S3 Z#EREH | N 45#F FAmazon loT Analytics 1t i #&
1£ Amazon S3 F# i LIRITIX IR E -

* s3:GetBucketLocation
* s3:PutObject
* s3:DeleteObject

MREFEHBFEEEEN SQL ERRFEEMNR |, FiRE — Amazon S3 FERE MK FAmazon loT
Analytics fo X S B9 17 5 48 R B B B Al Amazon Athena &,

Note
BRIMNBWIEEEaws : SourceArnE BN EHARED , B TEHALIBEERERZLRE, XB

X AVFRBIEEKFHERRREHHE, BEXBEERBEAMBENELZEER , HSHthe section
called “BBRRSSIEERERIBPE” (p. 94).
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AR

BT BT IX LR BRI M KBS R B,

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "MyStatementsSid",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
} r
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject”
] r
"Resource": [
"arn:aws:s3:::DOC-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"
] r
"Condition": {
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-east-1:123456789012:dataset/DOC-EXAMPLE~-
DATASET",
"arn:aws:iotanalytics:us-east-1:123456789012:datastore/DOC-EXAMPLE~-
DATASTORE™

}

BREZER | HSHR . BIKF 1R RTEAMazon Athena B F#5R.
Note

MREEFECEENBFEFHRNVEDINR  WRFEENRLERERE  LBREEEAST
TEEURRNAERE. AXESEER  F5H . EMLEBRERE.

AR

Amazon loT AnalyticsE#E 124 B 87 % 3% JSON M Parquet X#HHE =K. BIAHEHER N JSON,

+ JSON ( JavaScript W RFETE ) - HEH-ENNEFEIIRHIAEER,
+ Apache Parquet-A FE R E# N EZAXEHEN IR FHEER.

B & 3 X Amazon loT Analytics#iiE 7% , fRAILAEAFileFormatConfigurationfl B HiEF i ATHY
Ko
fileFormatConfiguration

BENHEAWEEBEE. Amazon loT AnalyticsEiE 24 X 3% JSON # Parquet.

BIAXHERX R JSON, REEEE—MEN. CIEREERE , TEERHERR.

15



https://docs.amazonaws.cn/athena/latest/ug/cross-account-permissions.html
https://docs.amazonaws.cn/iotanalytics/latest/userguide/reprocessing.html#aws-iot-analytics-reprocessing
https://www.json.org/json-en.html
https://parquet.apache.org/documentation/latest/

Amazon loT Analytics A #5R
AR

jsonConfiguration

‘BE JSON #EAMEERFE.

parquetConfiguration

BE Parquet BXHEEEE.

schemaDefinition

EXRUFTRNE .

columns
EEFEHBEN —IRZ AT,
BAMREMHZHE 100 5], BHHKZAHE 100 M#RERE,

name
S Ao
KER®E : 1-255 NER,

type

BIENRE, EXIENEEREANESZER | 38, ENEEXEEHHAmazon
GlueFr % A R 15

KERE : 1-131072 MNFEH&.

Amazon loT Analytics X #F 5|7 Amazon Athena FHIEIERETAE , BR T DECIMAL(precision,
scale)-precision.

OIRBIETH (2HE )
UTEEERINMAICIZREIEREMS , UL Parquet BRNREBFEEME.

BRI 7

E FFlhttps://console.aws.amazon.com/iotanalytics/.
ESMERTD  EREEFE.

EEMENBBEERTE L | ERERIEFHR.
EFEENEERREFRIES K AABXBBFENELEE,

a. ERTHEEMH DF , AN —BEFM® ID. SEEL D ZREEERH,

b. (A& )NFHRL, ERRNMFREF - IRSPIEENRE (REX ) FNBBEEEP, K
AT B B ARIR I8 0 E I 1 B IR Amazon loT Analytics.

c. EENext(T—%).
5. EEMENEEEMAERETED , EENAFHEEE.

a. ERTE#EE  LERBSEEEMH.
b. EATERELFENLEENEEREZKATE , EELRE.
c. EFENext(T—%),

6. EEMENEERERIATES , EXBECENEHTEN,

a. & FClassification , t#Parquet. SIEZIEFM@E , TEEIUER,
b. ERTHEXRR , EFISON ZRHFENTFHEEM.

> wn =
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BENS KX

c. ERTFMHLL JSON XM ARH , ST RE

{
"device_id": "ooo01",
"temperature": 26,
"humidity": 29,
"datetime": "2018-01-26T07:06:01"
}

TR HERTZEM.
UNDEREL & Parquet 217 , BIAERNSEM JSON REICE., MREXTEER , EFHEH
Pincia 3,
MREHELEENERESY , BEBFIMFS , WASBH , RERBHIERE,
Note

BHINERT , BEAEA 100 5, BEXEZEE , S Amazon loT Analytics BL
o
FBALUERABINBIERE, BAXIBNBERENESER , B5H,. EIHERES
#Amazon GlueFF £ A R I578.
Note

ERVEBBEEMZE , ELEERIEINEEELR,
ERBRNEYI , EIEFHIBRTI.
f. %EENext(T—%).
( % ) Amazon loT Analytics X FHIEFHPNEEL P X , RS UEREENHIENRSE
B, BXXBHNEFIXNESEE , BSREELSX (p. 17).
B Next ( T—% ),
EE#ENTRZANBRE , EFENIEE AR EREREFH®.
Important

EHREF#E , TEERFINKREFME ID. XABAHBERE,
RIFENHBEFERTE R ERER# T

BEXZ X

Amazon loT AnalyticsX#FHES X , MEEATRERFEFHEPELEIE. SEERKES XkELLKE
B, IAERASENEE. XIETUELISNERABNEEE | HIEKER,

B LRIEE R BIERE BT EEED A E X BiE#r 1T o X

EFHRER , BEREFRPEABEI X, BEE— MRS IMBEIXEE , REEY XBEF#IEED
Amazon loT AnalyticsBi#. /5 , REF AwWHERE F AL,

OIRBIETH (2HE )
THHIEEROMAERBEE LD XA EBIERME,
B EBIEFME

& %% Amazon loT Analytics &4,
ESMERD  RRBIEFME.
EFEENBRBEFERIEL  RR0ERERME.

17
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Amazon loT Analytics A #5R
BENS KX

4. EEHENEEREF#HERRES , AARXBETHNELEE.

a. ERTHERME DY WMAK-—NKEEF®E D, 0/EKIDE BREESRH D,

b. (™% ) NFHE, EBRMFREF —NHSIEERE ( BEXN ) FNBIBEFEP, FE
AT ES B R Bl 0 B I 2 #Y B FRAmazon loT Analytics.

c. EEBNext(TFT—%),
5. EEMENEEEM#ERTES , BENAFEEERE.

a. BEATEMEE 6 EERRSTERH.
b. EATEREZFENLEENEERES KN , EELRA.
c. HEENext(T—%),
6. EF#MENEEHESRINTEF , EXBRBIZRENEENERX,
a. XFBIEF#EN Classification , EFISONE AParquet. HX HE Z{E 2 Amazon loT Analytics X
B HER | BSEEER (p. 15).
Note

VEBIBEERE , TEEIULERN.
b. %8B Next( FT—%),
7. ALBEEFE#HEIEEEUD X,

a. BEBATHAMBEIX  &EEA.
b. ERTHESIXKERYD , BFEEXTKERNERER.

BB RA |, RE%EEAmazon loT Analytics 7 b BB 248 WEH B M RE,
c. ERTHETEYEY K EBRERTHHREFHEHTIXNEERYE. RS , HENEEIMAE
Mo X4 E R E B2 X4 R1E.
Note

B RN — R S XA NEI BB EE D,
d EATEEABEF#HIX4E4EYS , EXNEXIREENERER, BEL—SHERNEMNER
TOIEMEEEA P ENEE. FAUTENEELEMEE !
s PREHEEMSXEEESHNEEREREE D XEKR,
. BUBHMLEEZH-BIANAmazon loT Analytics i E A IZERAE S ROIBENBIMEREY
PXENRRT. REEMEHUBEN S XENEH, BAUEWHERE F AR ERMEE,
s FASPXEMEENBHEBFEINER__partition_.
s XNFrEIB S XEE | Amazon loT Analytics £ A Fr I AT A4

E_ year. _ _month, _ day. _ hour.

+ Orter-EFHFFI 0 X4 E LIRS EWAIIER 8T H,

ERTRAHEKRNGS  BYICEESEEHRERNMEBREESAB S XHER, BaLUERH
/2 —Amazon loT Analytics¥| IR IET , RERESHERACHRAERNIEN. THREXN
FAEE B #rtE g (LS.
ERMMTREEEENTEE | SERRMF S X.
e. BB Next(T—%),
8. HEEFHMEMNTFEMNGENHE A6 BEELNER , ARERERIEEME.

Important

- BIBRBIREFME  REERBIEEME D,
- ERBIASK , LGRS - REFHABIEEENLERIE.
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https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/time/format/DateTimeFormatter.html
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BIEEE

9. RiIEEHNFBEFHEETETIEREF#T.

BIEEE

EEFAREBENEE , AT HEEHEREEH AT ELENFEES. ENEEEZEIREE
i, BRBE—IEE, RMENEERTIE ;’iﬂ&%ﬁlﬁﬂﬁﬁﬁ%ﬂhlﬂ%‘ﬁﬁk HENBEE#EZN , T8
EEMEAMTES. BEXEEREENEER , S FPipeline 5E3).

B A RNBWECIZ—1EE , ZEENTBEEEIRERE K MARTEAREMBEE. RE &
ﬁ%ﬁ&ﬂﬁﬁumﬂﬁﬁﬁfﬁ): ST BA B AB AN B R R DA B R

BITA TR EEE,

aws iotanalytics create-pipeline --cli-input-json file://mypipeline.json

XEXIHE : mypipeline. jsonXHFEEUTAE,

{
"pipelineName": "mypipeline",
"pipelineActivities": [
{
"channel": {
"name": "mychannelactivity",
"channelName": "mychannel",
"next": "mystoreactivity"
}
}!
{
"datastore": {
"name": "mystoreactivity",
"datastoreName": "mydatastore"
}
}
]
}
BITATRTIHAETEE,
aws iotanalytics list-pipelines

ETUTHTEREE N EENRE,

aws iotanalytics describe-pipeline --pipeline-name mypipeline

R IFEIREE] Amazon loT Analytics

NREEFE—NEBELNFHRERHIEE  2EENBBFRERRBEFHUEEPNEH#TER , WA
SHEBIE A% B Amazon loT Analytics. HARATNA T FRDIGEIRAE 2 I 75 3EAmazon loT Analytics. #R7]
LA FlAmazon loTH 2R = £ FAmazon loT Analytics BatchPutMessageAPl,
-]

« {EFAmazon loTH BRI (p. 20)

- & BatchPutMessage API (p. 22)
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https://docs.amazonaws.cn/iotanalytics/latest/userguide/pipeline-activities.html#aws-iot-analytics-pipeline-activities
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f FAmazon loTH B R E

FEFHAmazon loTHERE

fEAAmazon loT;HERE | BEEHAAmazon loTHN 5|2, ZANEEESEEBAIE B HEAmazon loT
Analytics. BE % , ZANEREVE - NEBUEFIRENR

tE IAM AE

EiBAmazon loTXEEIHE B Amazon loT Analytics$iUE |, RIZE T —5%HN, BEHE , S4B —D
IAM B | B TEFiZHNRRUFE B 5IE & ZEE|Amazon loT Analytics$iiiE,

BITUT R UeEAR,

aws iam create-role --role-name myAnalyticsRole --assume-role-policy-document file://
arpd. json

BN Barpd. jsonEHI XHRERMU T AR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
}V
"Action": "sts:AssumeRole"
}
1
}

RE  FERBEXHEMMEZAE,

aws iam put-role-policy --role-name myAnalyticsRole --policy-name myAnalyticsPolicy --
policy-document file://pd.json

KRN Bpd. jsonBH X HRELUATAR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotanalytics:BatchPutMessage",
"Resource": [
"arn:aws:iotanalytics:us-west-2:your-account-number:channel/mychannel"
]
}
]
}

B2 Amazon loTHL N

BI2Amazon loTREE KX F SR BERN AN,

aws iot create-topic-rule --rule-name analyticsTestRule --topic-rule-payload file://
rule. json

20



Amazon loT Analytics A #5R
f FAmazon loTH B R E

BN Brule. jsonBH XHFRRELATARE.

{
"sql": "SELECT * FROM 'iot/test'",
"ruleDisabled": false,
"awsIotSqglVersion": "2016-03-23",
"actions": [ {
"iotAnalytics": {
"channelName": "mychannel",
"roleArn": "arn:aws:iam::your-account-number:role/myAnalyticsRole"
}
31
}

F iot/test BN MBEHENEEN MQTT £, HEERHNACERNECENHET D ORNBEEBEMN

A,
£ MQTT B E &XiEZE|IAmazon loT Analytics

EFANMABE, FEEMATEFFEEMAREFES , SANCRNOAEREIAERA. Amazon

loT AnalyticsE| SR FEUHER, ENHLLRNE , B AEHAmazon loTRKEERHHIIEFIA,
Note
BREZENEEAR (BIE ) HFEREFAmazon loT Analytics.

- BFREBEFERTTHNTUEL ) ; TAFEARBEHRTH.
. BFAFBEHRENTRL () Fko
. RERBEDH ().

o FEENFRIEXARIER : "A[A-Za-z_]([A-Za-20-9]*|[A-Za-2z0-9][A-Za-z0-9_]*)$%

« KETRED 255 MFH
s FROKRNDE, BENFREcoMFOOER —ABFHINNREEN,

B0, FEHEAEF , {("temp_01": 29} B {"_temp_01": 29} AN , {8 {"temp-01":

29}, {"01_temp": 29} E {"_ temp 01": 29} T,

1. £ Amazon loT 2§l & AN S & & FiEEFE Test (M),

. Sample period Time range
P ot Monitor

One day = Week

| Monitor

Successful connections
Onboard

Feb 14 Feb 15 Feb 16 Feb 17 Feb 18 Feb 19

#- Successful connections

Messages

Feb 20

®e P

21



https://console.amazonaws.cn/iot/
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i A BatchPutMessage AP

. EMQTT EFERE L |, 7 Publish 2848 Specify a topic F , A iot/test. IEHEAFE Y , BR
LA JSON RBRBFE , MRFTEE , UWEAEA,

{

"message": "Hello from the IoT console"

¥

. #&$% Publish to topic ( XHBNEH )
NI S e P Y e R i N P T =

@ 0 - This client will not acknowledge to the Device Gateway that _C,?

@ loT messages are received @

1 - This client will acknowledge to the Device Gateway that

messages are received @

@ : MQTT payload display

© Auto-format JSON payloads (improves readability)
@ Ma Display payloads as strings (more accurate)
. Display raw payloads (in hexadecimal)
(g Gree
@ Secure
d“ - Publish
@ Test Specify a topic and a message to publish with a QoS of 0.

iot/test| I I Publish ... I

Reg®m—REE , WHEBRBAIG A QRN BIERH®.

{# F§ BatchPutMessage API

i B BIES AN S —fh 5 5 Amazon loT Analytics2 £ fiBatchPutMessageAP| 5. WA EFRERRIZ

EAmazon loTHEERETENEHERBEZNEE, ETHIERFHBHEREIEENRZEDE
171E FlAmazonSDK = 8E% # FlAmazon CLI§FiBatchPutMessage.

1. BIE X Hmessages. jsonEFBEBERENER (EERRHlH , REE—FHEE ) -

{ "messageId": "messageOl", "payload": "{ \"message\": \"Hello from the CLI\" }" }

—

. B1T batch-put-message @

o

aws iotanalytics batch-put-message --channel-name mychannel --messages file://
messages.json

WERAHIR  FERA T,

{
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BB ANKE

"batchPutMessageErrorEntries": []

)

1A 1vo 1B ¥#
ERRANRIE
BT LAE B Amazon loT Analyticsi2 & & .
1. FEAmazon loT AnalyticsiZ#l & , HEEMSMBEE S , BREZH (MBLE ) %FChannel , REEFEZ

A =y
A B 2 BB E R B o
B o Channels -
Analytics @
I %c"a""e“ Name Status Created Last updated
Pipelines
my_channel ACTIVE Sep 13,2019 10:47:17 AM... Sep 13,2019 10:47:17 AM...  =es

Data stores

Data sets

Notebooks

2. EBEWAFENEL , TR FNEER D, BREFTE , RREPN - ESESEERR (1 /6F 3 /)
12081 X3 X 1F ) LARERHRESEE. F2EH-FEPL , METREEERFESEERRER
FiZEENEE .

Channel size Q
lEl

9.5e-7 GB as of Feb 27, 2018 4:00:00 PM -0800. @

Tags Edit @

No tags

Monitoring

ih 3h 12h 1d 3d 1w \EI

IncomingMessages
2.00
150
1.00 E—
05

0
17:00 1715 17:30 17:45 1800 1815 1830 1845 19:00 1915 19:30 19:45 20:00

A EARUNERINEIR EEEEN T, BAUUNEEENFAGENE L EEEDMITHIR. NRK
REDEENEEN -2 , FER 0 MUTHIR,

1. #Amazon loT AnalyticsiZl & , EEMSMERD  ERARRAGEREE K RAREEZHBRNEE
H9 B o
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https://console.amazonaws.cn/iotanalytics/
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BlEIESE

B s Pipelines
Analytics
L

Channels Name Created Last updated
I Pipelines

my_pipeline Sep 13, 2019 11:21:01 AM -0700 Sep 13, 2019 11:21:01 AM -0700

Data stores

Data sets

Notebooks

Q
®@
®

2. EEERAREREL , A TRIIEERD, REFE , EFAEPHN - ESEEE R (1 /08 3 /0
Bf 12 /et 1 X3 KR 18 ) LARE RN ESEE. 2 -—RERL  BEREREERFESEE NS

EEEH AT H IR

Monitoring

ih 3h 12h 1d 3d Aw

ActivityExecutionError-DatastoreActivity-my_datastore_33

1.00
08
06
04
02

0
17:45 18:00 18:15 18:30 18:45 19:00 19:15 19:30 19:45 20000

PipelineConcurrentExecutionCount

100

08

06

04

02

0
17:45 18:00 18:15 18:30 18:45 19:00 1915 19:30 19:45 20:00

BIEMIESR

20:15 2030

20115 20:30

(2]

20:45

2045

Q
@
®

EH LB A2 SQL BIEES AR HBIEERMNBIEFH PR ERIE. Amazon loT Analytics AT AE R EIER
EESHEE, REBBEFEAREEE , BEWUER SQL REXREWBBEHERFREBTEEPHLE

2,
F&
. BRHIE (p. 25)
o HEEHBEKE (p. 25)
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HRHIE

BIHHE

EERHE  ERENE-M RS, ZESCSSATEAREF#N SQL URELEEN BRNNAES
ZEWHANET R, BRI BMERRE T U THRAENGE AL 5% CloudWatch 1% FiAK.

BT T 6 R BBIRES

aws iotanalytics create-dataset --cli-input-json file://mydataset.json

Hemydataset. jsonXHBEHUTHR,

{
"datasetName": "mydataset",
"actions": [
{
"actionName":"myaction",
"queryAction": {
"sglQuery": "select * from mydatastore"
}
}
]
}

BTUATHSHUEIRTERNRBERERNE.

aws iotanalytics create-dataset-content --dataset-name mydataset

ERo4 , HUBRTBRERENRE , EUHE,
7 B E R R

ENSEREL CSV XX FHNBEEAS, HET Amazon S3 @R ZMHF. LT RAIGAT 0@
REZRRBEHEENE. XHREETH.

ZITELT get-dataset-content B9 :

aws iotanalytics get-dataset-content --dataset-name mydataset

MBENBEESSEMHE , A HKBget-dataset-content , H"state": "SUCCEEDED"H
BstatusZERH |, ELUATRA,

{
"timestamp": 1508189965.746,
"entries": [
{
"entryName": "someEntry",
"dataURI": "https://aws-iot-analytics-datasets-£7253800-859a-472c-aa33-

e23998b31261.s3.amazonaws.com/results/£881£855-c873-49ce-abd9-b50e9611b71f.csv?X-Amz-"

}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}
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T f#Amazon loT Analytics#iE

dataURI 2RIHELRMNZE URL, TEREN —BREBEIAER JLNNED, REBZHNIER , BAEEE
EHRABZHRALAA get-dataset-content , FR ARG TLERFTHESR URL,

T #Amazon loT AnalyticsE#E

FBAILUBT S5 EF#. 2 MBI /EAmazon loT Analytics¥#z .

ATUHEH LR ERR
* Amazon S3 (p. 26)
* Amazon loT Events (p. 26)
» Jupyter Notebook (p. 26)

Amazon S3

B LU BRIBEE RN A K% FAmazon Simple Storage Service (Amazon S3)1ZE 1 |
ATEMBEHEHER , REMNNTBEARFR TR TER#THE EFZM

HcontentDeliveryRules: :destination: :s3DestinationConfigurationfECreateDataset.

Amazon loT Events

BA LU BIEE N B E R A KL FIAmazon 0T Events , ZIRS A EK R IRE RHR PO RIEE R R
EES , AERERRSHI AR EMIRE,

R, FEAEKIEE CreateDataset R IG 18 EAmazon loT Events ZER PRI %
AcontentDeliveryRules :: destination :: iotEventsDestinationConfiguration ::
inputName. EAJUE EroleArni® FH A BAmazon loT AnalyticsiiL{T “iotevent: BatchputMessage” 9
R, TitatoIEZBIRENHNS , Amazon loT AnalyticsT S MNIEENBT KB ERNERREIEEN
Amazon loT Events#ii A, il , MMRBIBELSLUTRE :

"what", "who", "dt"

"overflow", "sensor01l","2019-09-16 09:04:00.000"
"overflow", "sensor02","2019-09-16 09:07:00.000"
"underflow", "sensor01","2019-09-16 11:09:00.000"

R JEAmazon loT Analytics R IZ T EXHNFTREVES.

{ "what": "overflow", "who": "sensorO1l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor02", "dt": "2019-09-16 09:07:00.000" }

{R286]3E —MAmazon loT EventsiR 3| ERMBH FRAMA ( —MHZMwhat, who, dt) RF0IE—
MAmazon loT EventsE B4 A EAX LA A FERRMEBESRENBEENLNF[EE,

Jupyter Notebook

Amazon loT Analytics##E S th T LA Jupyter EiEAREEFEA , MITER D TRBIERE. Jupyter £id
KE—NFBRBRTR, ETEM http://jupyter.org/install.html ZEH T, EHIMEMS SageMaker HIE
&, EER—T Amazon TEMNEZICERBRS X,
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https://jupyter.org/install.html
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REBBEEN S NMNRE

REHBEENZ R

FA L ESEEREENEREREREGNBEENETNWIREURREZLKME., retentionPeriod and
versioningConfigurationifl il it # F B CreateDatasetfMUpdateDatasetAPI :

"retentionPeriod": {
"unlimited": "boolean",
"numberOfDays": "integer"

o

"versioningConfiguration": {
"unlimited": "boolean",
"maxVersions": "integer"

I

XA SBHNRE—EER , MBIUATAXNBERENBEENBRALANREE,

retentionPeriod retentionPeriod : retentionPeriod :
[RIEE] FhR = TRUE , FoBR = FALSE ,
numberOfDays = & numberOfDays = X
RE
versioningConfiguration : | {RfF&RFARAR AR & NERRER B RHFTAR USRI RRA R &
HEBIIARA ( MRF  ADURSEFORDRAER | FEIRDRE (WRR
[RIEE] @ )R8 90 X, (METH) . @) RE X R
versioningConfiguration : | fHREBE X 90 RWFE JREMMRABUSEE | FREITE X XWAE
A&, mEAieEESZS @R, WA, MEREEED
unlimited = MRS, MRS,
TRUE , RiZE
maxVersions
versioningConfiguration : fFREE X 90 RATE | FHRERB Y MEREK, @ FREIEXXKATE
imited oY MR, MELEelFESER | 3 Y MR,
unlimited = 8l

FALSE , maxVersions

=Y

HEREIES

BREZNEEAE (BIE ) WFBEFAmazon loT Analytics :

s DANBEFREFFEHINTIEL (), TATERAEME®RFR.

. BAMUFEBEHFRENTUEL () ko

s THBEEZH ()

« EEMRKIRXARIES : "r[A-Za-z_]([A-Za-20-9]*|[A-Za-z0-9][A-Za-2z0-9_]*)$"
« KETRBY 255 NEH.

s FROKRNE, ER—RAEF , A “foo” M “FOO” WFEWMNEEFE,

Flan | FEEHEARD , {("temp_01": 29} T {"_temp 01": 29} BN , B
29}, {"01_temp": 29} {"_ temp 01": 29} T,

{"temp-01":
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https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_CreateDataset.html
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fiEFlAmazon loT SiteWise$i#E

£ F§Amazon loT SiteWiseZk iz

Amazon loT SiteWise2 — M ERRS , TATMNI U EZPAABEKRE, EE, 2TATHICERRET
Wi ZFHHBTE, ZRSEERT —NETBEERL , ATHEILRE. REMIENRTIER.

5Amazon loT SiteWiseff AR =ER | BRI LE X EFAN T LG HEBEUARMMMERELB IS RNE
o BALBER=EELEAMazons, BXEZELR |, S Amazon loT SiteWise AF B,

Amazon loT Analytics 25 g/ Amazon loT SiteWiseFT AR AT LLUZ T Z HE SQL &EifAmazon loT
SiteWiseDATA. FIZEHFRAIAmazon loT SiteWisedata , FRBHANWI B ZBBEE#EEFZMHIRESD
#Amazon loT SiteWise A P 15/. AR5 , BRBH NS RIBEE A 0| ZHIESEAmazon loT SiteWiseZi iz
(EHE ) (p. 28)H&EFEAGIEEIEEAMazon loT SiteWiseDATA (FifEAmazon CLI ) (p. 29)K&l%
Amazon loT AnalyticsEi#E 58 H X 289 Tl $i#Ez 17 SQL &,

FH
- BlZAmazon loT Analytics##E & Amazon loT SiteWiseZIE (p. 28)
s HRIBEEAS (p. 30)
« 12 . EAmazon loT SiteWiseF I E#EAmazon loT Analytics (p. 31)

2 ZAmazon loT AnalyticsZx#E & Amazon loT SiteWise
M=

M ACL MR £EEAVF (K L AT ZIREHSEH) B9 K ping BAmazon loT Analytics¥BiEE @A TER
BREEFEPHBEN SQL BONREXNUARESEEN AHRNNBAESZE NN LR, RATSERZEM
FI 5% CloudWatch it &I 5=3A =0 LB 2 AT E A B B &R o

Note

BREEBER TR TEETUARBENALNBIEES, HEEZT , Amazon loT AnalyticsiEid X3 2k
FEEPHBENA SQL EifRBHIESE,

BREBUT SR BN BN HEEEBIEEAMazon loT SiteWiseDATA,

ES ]
 {FABIEIKIEEAMazon loT SiteWiseZkIE ( #2#H5 ) (p. 28)
- EHABIELKIEEAmMazon loT SiteWiseDATA (¥#EAmazon CLI ) (p. 29)

£ A I 2 B dE &£ Amazon loT SiteWiseZIE ( #2#H5 )
ER AT ZEIEAmazon loT AnalyticsfREV 12 & & Amazon loT SiteWiseDATA,
BEBIESE

1. fEhttps://console.aws.amazon.com/iotanalytics/ , FEEMSMEIE , EBHRIEE.
2. EFMENBRBEENEL , &R0 saL.
3. EEMENEERESENEL , EEBEENFAEE.

a. WABEENAE.

b. EBERTEREEMHE , EFIRFEH M — IDAmazon loT SiteWiseBIE1Z4E

c. (WE)XWNFHRE, F—IRBNEENRE (REX ) RMEIBEESR,
4. fEA SQL ®REXEHHIEH EZ 54 R,

a. EFEEWFRYT  AACLABRARZERETHIEN SQL Eif.
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https://docs.amazonaws.cn/iot-sitewise/latest/userguide/what-is-sitewise.html
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/ScheduledEvents.html
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BlEIESE

o

9

SELECT * FROM my_iotsitewise_datastore.asset_metadata LIMIT 5

BXRZIEFM SQL ThEEM E 215 2 Amazon loT Analytics , 2 E ) SQL FikFKAmazon
loT Analytics (p. 86). & , ESRHIE : TilAmazon loT SiteWise P BIEx#EAmazon loT
Analytics (p. 31) A TSR BURA T BB ST &R R,

b. ZBULLUEARNHERURITENMAREER  HEEWENXRPETRER.
Note

HFAmazon Athena [R&| EEZTHERNRAEE |, BRF SQL THRHEHANEEN K

N, BEETAERKNBEIRNEZT.
(Wit ) FREEREEEANREBRIEEERNRN , FEMETRET ERMEEURITLE, ER
WIER , UL EEREERHE, EXELEE | B2 H BT I BIREER HHEE A CloudWatch
=% (p. 108),
ELREHELAERFERSEEEHELRELERTEL , EBT 5.
( ik ) FIREEFWITNR , BUUZHLERERSTURFRESE, TR IZENREHREELT

o

Note
Sk BB FEAmazon loT SiteWiseEEXAmazon loT AnalyticsB AN, FRATEBGEFE AN
(NERER SN

EBR LR Frequency RGBT — 5.

Amazon loT AnalyticslF I It BIEE N BN REAH ERIEENBBRAN S ITE R, BRIMNEN WO X, B
RETLUERIEBEAENRERE, BETLURFBEENTNFEREANKTE,
EEEBEENERTE L, 2B T 5.

(ATt ) BASCHBEEERNEARANEBZRHEB T , fliAmazon loT Events.

EREHBEERBAIMANTE L , EFET—F.
KEENIEE  RAEERBHIEE.

10. WiFEHHBEERTERERESER.

5 F Bl 2 EIEEAmMazon loT SiteWiseDATA (¥#EAmazon CLI )

BTLA T S Amazon CLITE & RFF i E#lAmazon loT SiteWiseDATA,

4L B SR R 5168 FH Amazon Command Line Interface(Amazon CLI). H3<Amazon CLI , & Amazon
Command Line Interface A F1EFE. BXAATH CLImSHEZELR |, S HAmazon loT Analytics , 5
FiotAnalytics # # Amazon Command Line InterfaceZ#&.

BIBMIER

1.

BT T Screate-dataset®HREIEHKEE,

aws iotanalytics create-dataset --cli-input-json file://my_dataset.json

EMEmy dataset.jsonXHFEELUTAHAR,

{
"datasetName": "my_dataset",
"actions": [
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https://docs.amazonaws.cn/general/latest/gr/aws_service_limits.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-welcome.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-welcome.html
https://docs.amazonaws.cn/cli/latest/reference/iotanalytics/index.html
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FEBEENE
{
"actionName":"my_action",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 5"
}
}
]
}

AXZEM SQL IhREM E Z S 2 Amazon loT Analytics , S FH) SQL FKixFKAmazon
loT Analytics (p. 86). & , S RHIE : ETilAmazon loT SiteWiseH By ¥k #EAmazon loT
Analytics (p. 31) A T A BURA T #BEIEH S it & =6l

2. BT T@fcreate-dataset-content@ T ABNZETEARCUBREBEENS,

aws iotanalytics create-dataset-content --dataset-name my_dataset

SN s: ==

HRBFEENE

SQL EWMERRE CSV XHEXNEFHNBIEEAR, HET Amazon S3 BIERHZXH. ESHANTH
R, IMARELEREBCHEZIREF THXM

E3 |
s EFRIHRIKEE RN A Amazon loT Analytics(##1A) (p. 30)
o EFRIFRIEBIEERNBFAMazon loT Analytics(Amazon CLI ) (p. 30)

E G R BIEERNAAMazon loT Analytics(3E 4 &)
MBEENBEEDEEMEBIE , WA SIEAmazon loT AnalyticsiZ#l & .

Eij [\ &M Amazon loT Analytics B IRELE R

1. ERHEeT  BEETEL  EREHRNBESENER.
2. EREEHENEL  ERATLEIF.
3. EBESENBRRT  ARETRERNEANBHN THE RN csv Xt

£ G R BIEE R B Amazon loT Analytics(Amazon CLI )
MREHNBEELSEMEIE , WAILTAKHTH SQL EHLER.
4k 8 SR R~ B14E A Amazon Command Line Interface(Amazon CLI)s &3<Amazon CLI , i§&FJAmazon

Command Line Interface A5, BXTATH CLI SN EZEE |, ESAmazon loT Analytics , 2
FiotAnalyticsH BYAmazon Command Line InterfaceZ#.

EiFEE#Amazon loT AnalyticsEiEEE 4 R (Amazon CLI )

1. BT T@Sget-dataset-contentm BREEFEHNE R,

aws iotanalytics get-dataset-content --dataset-name my_iotsitewise_dataset

2. WMRENBFEESTSTMEHE , WM Hfget-dataset-content , H"state": "SUCCEEDED"H
MstatusFE , M THIFTR.
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#72 : iHAmazon loT SiteWise#iE

"timestamp": 1508189965.746,
"entries": [
{
"entryName": "my_entry_name",
"dataURI": "https://aws-iot-analytics-datasets-£7253800-859a-472c-aa33-
e23998b31261.s3.amazonaws.com/results/£881£855-c873-49ce-abd9-b50e9611b71f.csv?X-Amz-"

b
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."

}
}

3. HitiMget-dataset-content@IEdatalRI , RAHERMNZAE URL, EEREN —BINEREXR
(JLANDED. ThRldataURI A FifE SQL EiL R URL.

Note

REENIER , BUREEEHRARTZHBLEA get-dataset-content , RARAAK
WHRERFNESR URL,

12 . &ilAmazon loT SiteWiseF B9 #EAmazon loT
Analytics

ZHIEE R A ZE #HAmazon loT SiteWise I #k#EAmazon loT Analytics. IR ER T & R P iR
Amazon loT SiteWiseZ it X, 8817 Rl E iz 5.

Important

I TR R B A6 A 9 B R R KB AT

£

. FREMH (p.31)

o MEMIIEEIE (p. 32)
o BIEERZE (p. 33)

o BITHITENR (p. 34)
- BEHERR (p. 35)

FTREMHF

ERHEF , BREEUATRHER

o BB AmazonT 46 A MK " Amazon loT SiteWise®Amazon loT Analytics. IR L& B | HiR
RAP W ERELZEAMazonkF (p. 5).

« 1Z1T Windows, macOS, Linux 2 Unix B9FF XK it&4Ll ( AT iAE Amazon Web Services Management
Console ) » BXEZ{ER , F3 5 Amazon Web Services Management Console Al 7,

« Amazon loT SiteWiseE X ###EAmazon loT SiteWisetZ B F& = H FE XL R RX BIFRZ BB
B, EOIEHE  FREBPNSBIEELIEAMazon loT SiteWiseE = AIAmazon loT SiteWise i F #57.

« &9 Amazon loT SiteWiseE R EENINEHEFEHE P ETXN B REZRIE. EXxNANENEBEFEHN
FE %S EAmazon loT SiteWiseDATA |, ESRE EZi# 1% E P HAmazon loT SiteWise i F 5.
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Amazon loT Analytics A #5R
#72 : iHAmazon loT SiteWise#iE

Note

&MY Amazon loT SiteWise JTEIE E RIEEHIAmazon loT SiteWiseBiEEFE#EREEFTA ; B
2, BHNRRBERZSTREEEANNNTES R, B, BRI LL8]ZAmazon loT Analytics#E
EHANTHEETENR.

=%

e MU EIE (p. 32)

Do R 36 BHE

BRI AR D BRI BIE R — A R HAmazon loT SiteWiseXt X B3 5 X h K Zh HL5R A THE R R BRIE,
Note

EXAYET , CREREFREPER=1 K

« raw-ZEEMNEFHREEN R HEE.
+ asset_metadata-BEBXREREFHN—BKELR.
+ asset_hierarchy metadata-BE8EXREFTZEXRNEE.

BATAZETR SQL £

1. BBNSBRIEE, FHUBRKIEEAMazon loT SiteWise#id ( #2414 ) (p. 28)BEALFEAGIESE
£ Amazon loT SiteWiseDATA (##EAmazon CLI ) (p. 29)8IEAmazon loT AnalyticsiRHIkIEE
Amazon loT SiteWiseDATA,

2. BEFHBETENECNBESEEN  ERTUATRE

a. 71EAmazon loT AnalyticsiZ#l A , EHREFEENE L , EREE L —TTH LIEHBEEN B,
b. EBEEMENEL , R REURE SQL Eifl,
c. EAETAZENREPERER , BEENRAEHA.

HE , BT LUETU T Supdate-dataset H FiE K SQL &Y a5 Amazon CLI.

aws iotanalytics update-dataset --cli-input-json file://update-query.json
update-query.json AR :
{
"datasetName": "my_dataset",
"actions": [
{
"actionName": "myDatasetUpdateAction",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 3"
}
¥
]
}

3. FEAmazon loT Analyticsi% &l & 5 £ F§Amazon CLIX & BB 1T U T i A RIE S
Hasset_metadataR BRI ME.
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SELECT COUNT(*) FROM my_iotsitewise_datastore.asset_metadata

E#th |, WA LRI B asset_hierarchy metadataflrawR T HZE,

T—NER

BIERRE (p. 33)

BIEHRR

BB Amazon loT SiteWiseHIECSIZH ME B BIEFEM T |, BELLEIEAmazon loT Analytics BB & H 1E
;J‘;EEOSQL &FifJAmazon loT Analytics]A T BB X BN NHE. UTERWER T MAEETHRITERAZ AR

£/ SQL EWREHSE
1. BESIRFOINENRSE , flMERKRSD,

SELECT * FROM my_iotsitewise_datastore.raw LIMIT 5

2. fEFSELECT DISTINCTZEH#EMasset metadata®RiEHFIHEM ( HE— ) FFAmazon loT
SiteWise & 7=,

SELECT DISTINCT assetname FROM my_iotsitewise_datastore.asset_metadata ORDER BY
assetname

3. JHAEXEEREMMNEE Amazon loT SiteWise’& ™= , & FAWHERE ¥l

SELECT assetpropertyname,
assetpropertyunit,
assetpropertydatatype
FROM my_iotsitewise_datastore.asset_metadata
WHERE assetname = 'Demo Turbine Asset 2'

4. 5Amazon loT Analytics , BAMEBREREFHEPIANISNIRPWEIE |, ST REFHKE.

SELECT * FROM my_iotsitewise_datastore.raw AS raw
JOIN my_iotsitewise_datastore.asset_metadata AS asset_metadata
ON raw.seriesId = asset_metadata.timeseriesId

EEFRFCANMAXRR , BEMAIOINUTERHH I,

SELECT DISTINCT parent.assetName as "Parent name",
child.assetName AS "Child name"

FROM (
SELECT sourceAssetId AS parent,

targetAssetId AS child

FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'

)

AS relations

JOIN my_iotsitewise_datastore.asset_metadata AS child
ON relations.child = child.assetId

JOIN my_iotsitewise_datastore.asset_metadata AS parent
ON relations.parent = parent.assetId
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Y

T:__
BITRITER (p. 34)
EITSITER

ERBLXHEER T REAmazon loT SiteWiseFiE , BULETHRITER , A TUERIEHERHVNE, UT
EHWER T EALUERN —EEE,

B LET&ITERAmMazon loT SiteWiseSE R X, 8,37 2k
1. BIUT SQL T UERFEEMNEHE , HP s EA-NHRE (ERREE™4),

SELECT assetName,
assetPropertyName,
assetPropertyUnit,
max_by(value, timeInSeconds) AS Latest
FROM (
SELECT *,
CASE assetPropertyDataType
WHEN 'DOUBLE' THEN
cast(doubleValue AS varchar)
WHEN 'INTEGER' THEN
cast(integerValue AS varchar)
WHEN 'STRING' THEN
stringvValue
WHEN 'BOOLEAN' THEN
cast(booleanValue AS varchar)
ELSE NULL
END AS value
FROM my_iotsitewise_datastore.asset_metadata AS asset_metadata
JOIN my_iotsitewise_datastore.raw AS raw
ON raw.seriesId = asset_metadata.timeSeriesId
WHERE startYear=2021
AND startMonth=7
AND startDay=8
AND assetName='Demo Turbine Asset 4'
)
GROUP BY assetName, assetPropertyName, assetPropertyUnit

2. MATBERNFHERSE  JBEREESNRARKREYE , LABINNRE>.

SELECT child_assets_data_set.parentAssetId,
child_assets_data_set.childAssetId,
asset_metadata.assetPropertylId,
asset_metadata.assetPropertyName,
asset_metadata.timeSeriesId,
raw_data_set.max_speed

FROM (

SELECT sourceAssetId AS parentAssetId,

targetAssetId AS childAssetId
FROM my_iotsitewise_datastore.asset_hierarchy metadata
WHERE associationType = 'CHILD'

)

AS child_assets_data_set

JOIN mls_demo.asset_metadata AS asset_metadata

ON asset_metadata.assetId = child_assets_data_set.childAssetId
JOIN (
SELECT seriesId, MAX(doubleValue) AS max_speed
FROM my_iotsitewise_datastore.raw
GROUP BY seriesId

)

AS raw_data_set
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ON raw_data_set.seriesId = asset_metadata.timeseriesid
WHERE assetPropertyName = 'Wind Speed'
ORDER BY max_speed DESC

EERAF (EORRIEF2) WEBERMY (XE ) WTHEE , BETUT SQL H. RUEAE
#my_bucket_idfER B FHEFTEH ID,

SELECT AVG(doubleValue) as "Average wind speed"
FROM my_iotsitewise_datastore.raw
WHERE seriesId =
(SELECT timeseriesId
FROM my_iotsitewise_datastore.asset_metadata as asset_metadata
WHERE asset_metadata.assetname = 'Demo Turbine Asset 2'
AND asset_metadata.assetpropertyname = 'Wind Speed')

T-%
BEHRERR (p. 35)
EEHERR

THARER  FERRABRSERA,

i ExAmazon IoT SiteWiseS&E T~

XL XA : Amazon loT SiteWiselE R —AEBITHR. RECSERERERNER , MR
BER, EFHHRER , BEAUTSE,

1. B3 Amazon CloudFormation #1154,

2. & 1oTSiteWiseDemoAssets 5l 2k ik,

3. FEiEE Delete ( MR ) o YEMBRHERE , FEREIBERFTE R IRERT 4 BR.

4. TEWIAXIEES |, # ADelete.
BRI AE 15 D4patiE, MRERTEMER , FERXERA LAK Delete (MBR). MRERMAT
SEMIBR |, 1532 B8 Amazon CloudFormation #2#| & R H S BB MIBR XM EIR , REE,

) BR %5 4 1= i

ERIRIEERIEEMS , 1§ E1T CLI i D delete-datastore , HITIFE LA T RAIH,

aws iotanalytics delete-datastore --datastore-name my IotSiteWise_datastore

HIBRAmazon loT Analytics#iE £

EIBRBIEEE | Bz 1T CLI i delete-dataset , HITIELA T RAEIF, EHRITHIREZT , BTEN
BREEENANS.

aws iotanalytics delete-dataset --dataset-name my_dataset

Note
ST aERE S,
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Pipeline Activity

ERENEESTHNEETR —MNEEERIBEFE  XEELRNEAREINEE | —1 channel
B M- datastore JEZ), B LBEEEERNNFAINNEFD , KT ERAHESLLEINEE,

& BUE FARunPipelineActivity#R 1E |, EEVESIREAEEAR LETEEETINER. EFANAREET
et , BEKIIXIEEAEM. RunPipelineActivity =4l (p. 55)5& R 7 MG E A %,

1B & B

BEEDPNE-NEHSMRchannel’F , EHEEELERNEENRIE,

{
"channel": {
"name": "MyChannelActivity",
"channelName": "mychannel",
"next": "MyLambdaActivity"
¥
¥

L E TR ER DR

datastore EFRHRE—INED , EEMLERHNBREFE ML,

{
"datastore": {
"name": "MyDatastoreActivity",
"datastoreName": "mydatastore"
¥
}

Amazon Lambda’&zh

BRI LAE A lambdaiEs) , UXHBMITEERNE, Fl , ST LEARANE AP HRER HNBIER
FEHE , IR Amazon DynamoDB HBEIFIEHE . T , BFERALEIRIITEALRENETH
EWAE | SREMEHLE N FRERER#D.

XL XEA : Amazon Lambdaltt &3 A 8 F B BB TR IR B — 4 JSON X R, FESL T RAI
F , Lambda BEEHHIRE E M eventS .

{
"lambda": {
"name": "MyLambdaActivity",
"lambdaName": "mylambda",
"batchSize": 10,
"next": "MyDatastoreActivity"
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https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_RunPipelineActivity.html

Amazon loT Analytics A #5R
Lambda BRI 1

Note

batchSize ¥E Lambda BRBESRFHAMNBZERZDEE, RER |, HEF Lambda REHIHZ K
AT 900 ®o Eit , Lambda BIESMEEH T E 900 M aY et iE AL B AL HHIFT B E R

PRATUR NS BE F BEFE F Amazon loT AnalyticsiB A Lambda BBV R, iZTUAT CLI 5 HE R « #a#
###fEF Lambda BRI BHS , 1234567890125 AmazonTk /™ ID , ARIGEAMRALE Lambda B3k
HEERN ARN,

aws lambda add-permission --function-name exampleFunctionName --action
lambda:InvokeFunction --statement-id iotanalytics --principal iotanalytics.amazonaws.com
--source-account 123456789012 --source-arn arn:aws:iotanalytics:us-
east-1:123456789012:pipeline/examplePipeline

HHHRRENT

{

"Statement": "{\"Sid\":\"iotanalyticsa\",\"Effect\":\"Allow\",\"Principal\":{\"Service
\":\"iotanalytics.amazonaws.com\"},\"Action\":\"lambda:InvokeFunction\", \"Resource\":
\"arn:aws:lambda:aws-region:aws-account: function:exampleFunctionName\",\"Condition\":
{\"StringEquals\":{\"AWS:SourceAccount\":\"123456789012\"}, \"ArnLike\":{\"AWS:SourceArn\":
\"arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline\"}}}"

}

EXEZER , B3H . £ WETHFEHEAMazon LambdaffYAmazon LambdaFf & A R IE&E.

Lambda BIEUR G 1

HFEHREIF , Lambda RBBERAEETNBEFNERS. RFEAH —FEE , HARRUTUTRE,

{
"thingid": "00001234abcd",
"temperature": 26,
"humidity": 29,
"location": {
"lat": 52.4332935,
"lon": 13.231694
}l
"ip": "192.168.178.54",
"datetime": "2018-02-15T07:06:01"
}
RENEEELNT,
{

"pipeline": {
"activities": [

{
"channel": {
"channelName": "foobar_channel”,
"name": "foobar_channel_activity",
"next": "lambda_foobar_activity"
}
Iy
{
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Lambda B ¥Rl 2

"lambda": {
"lambdaName": "MyAnalyticsLambdaFunction",
"batchSize": 5,
"name": "lambda_foobar_activity",
"next": "foobar_store_activity"
}
Iy
{
"datastore": {
"datastoreName": "foobar_datastore",
"name": "foobar_store_activity"
}
}
1,
"name": "foobar_pipeline",
"arn": "arn:aws:iotanalytics:eu-west-1:123456789012:pipeline/foobar_pipeline"

% fi8f& Lambda Python E8#{ (MyAnalyticsLambdaFunction) 65827 GMaps URL F4KBE,

import logging
import sys

# Configure logging

logger = logging.getLogger()

logger.setLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)

logger.addHandler(streamHandler)

def c_to_f(c):
return 9.0/5.0 * ¢ + 32

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))
maps_url = 'N/A'

for e in event:
#e[ 'foo'] = 'addedByLambda'
if 'location' in e:
lat = e['location']['lat"']
lon = e['location']['lon']
maps_url = "http://maps.google.com/maps?qg={},{}".format(lat,lon)

if 'temperature' in e:
e[ 'temperature_f'] = c_to_f(e['temperature'])

logger.info("maps_url: {}".format(maps_url))
e[ 'maps_url'] = maps_url

logger.info("event after processing: {}".format(event))

return event

Lambda BXERHBI 2

—MARNGERESRHAFIHOERAR , JREECRNFHERR, £ZFE-NROP , Lambda BHEE
HENHRTEESHUFR BT Base64 w3 ( F5IML ) B JSON Ria#dE, ©IRER% JSON,

‘import base64
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import gzip
import json
import logging
import sys

# Configure logging

logger = logging.getLogger()

logger.setLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)

logger.addHandler (streamHandler)

def decode_to_bytes(e):
return baseé64.b64decode(e)

def decompress_to_string(binary_data):
return gzip.decompress(binary_data).decode('utf-8"')

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))

decompressed_data = []

for e in event:
binary_data = decode_to_bytes(e)
decompressed_string = decompress_to_string(binary_data)
decompressed_data.append(json.loads(decompressed_string))

logger.info("event after processing: {}".format(decompressed_data))

return decompressed_data

AddAttributes &3

addAttributes SEFRFEEHEFINENELERMEME. X , ERAUEFHZAEICEEN TR, fl
wm, WA LAMEA addAttributes FSELR B TFRRIEZ EHHEEE,

BHERUTHAER,

{
"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ]
}
}

XEXIFHE : addAttributesEHBEEREATRELLL

{
"addAttributes": {

"name": "MyAddAttributesActivity",

"attributes": {
"device.id": "id",
"device.coord[0]": "lat",
"device.coord[1]": "lon"

Iy

"next": "MyRemoveAttributesActivity"
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}

LE 2/ % ID BREREH , HiEHcoordarray , HEMNREANNEREE1atMlon. R EFHILE
R, AAERRERI AT R

{
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
}l
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}

R RZEBENMATE. WRENRE , BAUEA removeattributes JEF,

“BERE L AT

removeAttributes SESMEEFHIBRE S, Hli0 , AEEE2HaddAttributesiEal,

{
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
}l
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}

EMBHZEE , FEREERRIFMENSHE , BFEHALUTHS | removeAttributesiE3l,

{
"removeAttributes": {
"name": "MyRemoveAttributesActivity",
"attributes": [
"device"
1,
"next": "MyDatastoreActivity"
}
}

RE&FEREBERIBUTHE,

{
"id": "device-123",
"lat": 47.6,
"lon": -122.3

}

Select Attributes &8

selectAttributes SENMNEARKEETWIEERHAUERITER., HttEMHEHE
#H, selectAttributes RATEHENBNUETRIRHTEME, Ht , AELEE
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T E BN
{
"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ],
"temp": 50,
"hum": 40
T
"light": 90
}
MesESD
{
"selectAttributes": {
"name": "MySelectAttributesActivity",
"attributes": [
"device.temp",
"device.hum",
"light"
]I
"next": "MyDatastoreActivity"
}
}
ZRFEREEENUATHEE,
{
"temp": 50,
"hum": 40,
"light": 90
¥

[E# |, selectAttributes REEBIZBRIIFTR,

i 128 5E B

filter EHRFHEBBUMEHES . WEHFEANREXNEERE - SQL, WHERET T , EX4FURE

—MrR{E,
{
"filter": {
"name": "MyFilterActivity",
"filter": "temp > 40 AND hum < 20",
"next": "MyDatastoreActivity"
}
}

DeviceRegistryEnrich &3]

XLEXEE : deviceRegistryEnrichiEaIEEEEB MAmazon loTIRZZFMRIFEHEEAR. Hlm, 4
ETHUT HE :

{
"temp": 50,
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"hum": 40,
"device" {

"thingName": "my-thing"
}

FRL T EIXHM deviceRegistryEnrich J&3 :

"deviceRegistryEnrich": {
"name": "MyDeviceRegistryEnrichActivity",
"attribute": "metadata",
"thingName": "device.thingName",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",
"next": "MyDatastoreActivity"

RS REM TR

{
"temp" : 50,
"hum" : 40,
"device" {
"thingName" : "my-thing"
Iy
"metadata" : {
"defaultClientId": "my-thing",
"thingTypeName": "my-thing",
"thingArn": "arn:aws:iot:us-east-1:<your-account-number>:thing/my-thing",
"version": 1,
"thingName": "my-thing",
"attributes": {},
"thingId": "aaabbbccc-dddeeef-gghh-3jjkk-11lmmnnoopp"
}
}

BRPETFNELH rolerrn FRPEECHIMELNRN AR, ZASLXAERRLTIUT REMRR
g,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing"
]V
"Resource": [
"arn:aws:iot:<region>:<account-id>:thing/<thing-name>"
]
}
]
¥
MU TR 1EREE
{
"Version": "2012-10-17",
"Statement": [
{
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DeviceShadowEnrich 5&3)

"sid": ",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
Iy
"Action": [
"sts:AssumeRole"

DeviceShadowEnrich &3h

—“/NdeviceShadowEnrichi&EZN R I3 B Amazon loTHf Device Shadow BRI NEE ., Hltn , AE

THE
{

"temp": 50,

"hum": 40,

"device": { "thingName": "my-thing" }
¥

FMELT deviceShadowEnrich &3 :

"deviceShadowEnrich": {
"name": "MyDeviceShadowEnrichActivity",
"attribute": "shadow",
"thingName": "device.thingName",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",
"next": "MyDatastoreActivity"

ERFR-FRLTUTRHIEES.

{
"temp": 50,
"hum": 40,
"device": {
"thingName": "my-thing"
Iy
"shadow": {
"state": {

"desired": {
"attributeX": valueX,
Iy
"reported": {
"attributeX": valueX,
Iy
"delta": {
"attributeX": valueX,
}
Iy
"metadata": {
"desired": {
"attributel": {
"timestamp": timestamp
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BEED

I
I
"reported": ": {
"attributel": {
"timestamp": timestamp
I
}
I
"timestamp": timestamp,
"clientToken": "token",
"version": version

BRUPEFNELH rolearn FRPEECHMELNRNAR, ZASKXAERRLITHRREKRE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:GetThingShadow"
1,
"Resource": [
"arn:aws:iot:<region>:<account-id>:thing/<thing-name>"
]
}
]
}
MELI TR EERM
{
"Version": "2012-10-17",
"Statement": [
{
"sid": ",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
}V
"Action": [
"sts:AssumeRole"
]
}
]
}

WF D)

math EFEAEENEMITEERARER, REXLIREHTF, flW , SELATHAES

"tempF": 50,

ZJ LT math EFHLERGE -
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BEEEEFNEK
{
"math": {
"name": "MyMathActivity",
"math": "(tempF - 32) / 2",
"attribute": "tempC",
"next": "MyDatastoreActivity"
}
}
ERHHEEMT
{
"tempF" : 50,
"tempC": 9
}

HEFRDEERNEH

BAILATE math SESNHPEAUTZER -

+ pil
- )z
* 5
/ BR
% R

ST LATE math SER P EAULTERE :

» abs(Decimal) (p. 46)

» acos(Decimal) (p. 46)

+ asin(Decimal) (p. 47)

+ atan(Decimal) (p. 47)

» atan2(Decimal, Decimal) (p. 48)
+ ceil(Decimal) (p. 48)

» cos(Decimal) (p. 48)

» cosh(Decimal) (p. 49)

+ exp(Decimal) (p. 49)

* In(Decimal) (p. 50)

* log(Decimal) (p. 50)

* mod(Decimal, Decimal) (p. 51)
» power(Decimal, Decimal) (p. 51)
» round(Decimal) (p. 51)

+ sign(Decimal) (p. 52)
 sin(Decimal) (p. 52)

* sinh(Decimal) (p. 53)
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BEEHEEFNEK

+ sqrt(Decimal) (p. 53)
» tan(Decimal) (p. 54)
+ tanh(Decimal) (p. 54)
« trunc (Decimal, Z%) (p. 55)
abs(Decimal)
REHFHLIE,

R~ : abs(-5)IR[E 5.

SHRE g1

Int Int , ZBNEXE.
Decimal Decimal , ZHMNLIIE
Boolean Undefined.

String Decimal, &RESHMNELXE, MRFHBELE

®i , MERNA undefined.

wAa Undefined.

MR Undefined.

Null Undefined.

REL Undefined.

acos(Decimal)

BME N 2 AREHFHR REE, ERAEKZE , Decimal SHEATINBEE,

Tl acos(0)=1.5707963267948966

SHRE

Int

Decimal

Boolean

String

Bl
PUE
Null

&R

Decimal (NBE) , SHHRRLE. BEHLERER
[E] Undefined,

Decimal (NBE) , SHHRRZLE. EHLERER
[E undefined,

Undefined.

Decimal(MBE) SHWH RXE, MRFHH
TosEsEH | ML RN undefined. EEERIRE
Undefined,

Undefined.
Undefined.

Undefined.
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BEEED B E MR
SRR “R
REX Undefined.

asin(Decimal)
SR AR EM TR ERE, ERARBZH , Decinal BHE ABMBE,

Tl : asin(0)=0.0

SRR g8

Int Decimal (NBE) , SRR EZLE. EHLERER
[E undefined,

Decimal Decimal (WEE) , SHHW R EZE. EHLERR
[E uUndefined,

Boolean Undefined.

String Decimal (WEBE) , SHHWRIEZLE. MRFRFH
TR | MR A Undefined, BHLERIRE
Undefined,

Bl Undefined.

P Undefined.

Null Undefined.

REX Undefined.

atan(Decimal)
SR $ADREM TR EE, ERABEBZH , Decinal BHE ABWBE,

Ml : atan(0)=0.0

SHER &R

Int Decimal (NBE) , SRR ETE. EHLERER
[E undefined,

Decimal Decimal (RIEE) , SHW R EYIE. BHLERR
[E Undefined,

Boolean Undefined.

String Decimal (WREE) , SHHRIEYE, MRFEFH
ToiEtE# | ML RN undefined. EHE RIRE
Undefined,

Bl Undefined.

PE Undefined.
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BEEHEEFNEEK
SRR g8
Null Undefined.
REX Undefined.

atan2(Decimal, Decimal)

BEENERRE x HIESASHMMSEELN (xy) RZEANBE, EHNE  SENER ( L¥F
H,y>0) , et A  BENAE (). Decimal FRAEKZH , ZHBAINBE.

Tl - atan(1, 0)=1.5707963267948966

SRR SHRH ZR

Int /Decimal Int /Decimal Decimal(RBE) , x HAIEEHN
x,y) RZEHNAE.,

Int/Decimal/String Int/Decimal/String Decimal , FriR MY R IEL]

B, MEZRFRTLER , ML
27 undefined.

HivE HivE Undefined.

ceil(Decimal)

AR Decimal B.EEABIBIEM Int.
"

ceil(1.2) =2

ceil(11.2) =1

SHEH g8
Int Int , 3HE.
Decimal Int , ZFEAFEHER NDecimal FH b L FAEK

EMInt. MBRFRFETLERKEN Decimal , MER
H Undefined,

Hib{E Undefined.

cos(Decimal)
SR $ARERFHRZE, ERABERZH |, Decinal BHE ATTNBE,

Tl cos(0)=1

SWAER “R
Int Decimal (NBE) , SHHNRZLE. ERLERRE
Undefined,
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BEEEEFMEK

SRR &R

Decimal Decimal (NBE) , SHHNRZLE. ERLERERE
Undefined,

Boolean Undefined.

String Decimal (WBE) , SHHNRZLE, MRFHEL
EH N Decimal , ML RN Undefined, EH
£ BIR[E undefined,

e | Undefined.

PUE S Undefined.

Null Undefined.

REX Undefined.

cosh(Decimal)

BN B ALRE B AN RUE, ERARBZE
Tl : cosh(2.3)=5.037220649268761

WK

Int
Decimal

Boolean

String

R
R

exp(Decimal)

EE e 25 Fldecimal 28, DecimallEX AEEZ AT

T exp(1)=1

e 5 el

Int

, Decimal SHEAEINBE,

ZR

Decimal (HBE) , SHNNARZLE. EHLER
JR[E] Undefinedo

Decimal (NBE) , BN RZE, EHRER
JR[E undefined,

Undefined.

Decimal (EE) , SHHONMRZE. MRFH
BT ERMR AN Decimal , ML R A Undefinedo
E ¥4 RIRE undefinedo

Undefined.
Undefined.
Undefined.

Undefined.

, BHEAINBE.

&R

Decimal(RMEE) , * ¥,
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BEENZEFRNEE
SR &R
Decimal Decimal(MBE) , * ¥
String Decimal(MEE) , * T, MBStringFoERKER
HDecimal , MNRLER MR Undefined.
HiuE Undefined.
In(Decimal)

BESHNERN K. ERARBZE , Decimal ZHEAFNBE,

I 1n(e)=1

SRR &R

Int Decimal (NEE) , SEH B RN,

Decimal Decimal(RBEE) , S B ATHK

Boolean Undefined.

String Decimal (WRE) , ZHHBAN I, MRFRFH
TR N Decimal , M RN undefined,

¢ Undefined.

R Undefined.

Null Undefined.

REN Undefined.

log(Decimal)

REZSHHEL 10 NEOX K. ERARKZE , Decimal ZSHEAZNBE,

Tl - 1og(100)=2.0

SKH g8

Int Decimal (WHBE) , S 10 AR,

Decimal Decimal (MFBE) , S 10 NEHXE,

Boolean Undefined.

String Decimal (NBE) , S 10 HEAIN .
MR String TBEEBRN Decimal , MLERN
Undefined,

A Undefined.

PUE Undefined.

Null Undefined.
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BEEED B E MR
SRR “R
REX Undefined.

mod(Decimal, Decimal)
BEE =N SHHBREN RB, LF AU Al N R REH

T : mod(s, 3)=3

EMRER AR ER i

Int Int Int , BE=NSBHE-ISEX
F—NSHEUL,

Int/Decimal Int /Decimal Decimal , E=NSHMHE -
SN E - NS EEE,

String/ Int/Decimal String/ Int/Decimal MRFREFRBE R

HADecimals , MWRE—NSHX
F-ANSHEUE K NERFRE
R, BN undefined,

Hib{E Hib{E Undefined.

power(Decimal, Decimal)
BEE-IPSHNE-ISHRRBNE, ERAERZH , Decinal SHE ATINBE,

Tl : power(2, 5)=32.0

SHRA 1 WK 2 i

Int /Decimal Int /Decimal Decimal (WEE) , REZE—/
SHNE N SBRENE,

Int/Decimal/String Int/Decimal/String Decimal (BE) , RE

F—NBSBNE-INSER
BHE. MEFHFRIIRKR
HDecimals. MRMEM string
ToE BN Decimal |, MERR
Undefined,

Hiv{E HibE Undefined.

round(Decimal)

fHEEM Decimal EAFRKILM Int, MR Decimal SETFHA Int EEEME (HII0 0.5) , Decimal
@\ L

~

Round(1.2) =1
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BENEERMEE

Round(1.5) =2
Round(1.7) =2
Round(-1.1) =-1
Round(-1.5) =-2

SRR &R

Int S|

Decimal Decimal RETEAZHKIEM Int,
String Decimal @A TEAZRKIEN Int, WRFHFEE

ERMA Decimal , ML RN Undefined,

Hit{E Undefined.

sign(Decimal)

BESEHRFHHS, YSBNFSHEN , FEE 1. SSBOFSHAN , FRE -1, WRESHHR O,
MRE 0,

Ml

sign(-7) =-1

sign(0)=0

sign(13) =1

SRR g8

Int Int , Int ENFFS,

Decimal Int , Decimal ENAFS,

String Int , Decimal HHWRFS. MRFGFHFRER
ADecimal , AR FSDecimal fFHiREE, 0
R String BEEBRN Decimal , MLERH
Undefinedo.

HinE Undefined.

sin(Decimal)

BEER EMREHFHIERXE, ERARBZE , Decimal ZHEAZINBE,
M : sin(0)=0.0

SRR g8
Int Decimal (NEE) , SHHIERE,
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BEENEERFNEHK
SHHRE &R
Decimal Decimal (NEE) , SHMIERE,
Boolean Undefined.
String Decimal , ZHMERKE, MRFHFRTLERRN
Decimal , M4 R H Undefined.
Array Undefined.
Object Undefined.
Null Undefined.
Undefined Undefined

sinh(Decimal)

LABMEE 9 B IR B #h = RO IR i IE 3% ME . AR ABRBUZH

Decimal 1B,

5 : sinh(2.3)=4.936961805545957

SHRE
Int

Decimal
Boolean

String

Array
Object
Null

Undefined

sqrt(Decimal)

, Decimal EEAZINEE. FRENEEN

g1

Decimal (AEE) , SHAIMN M IEKIE-
Decimal (RABE) , SEAYIN ih [E %L {H.
Undefined.

Decimal , SEHI MM EXE, MRFHFET A
A Decimal , MZ RN Undefinedo

Undefined.
Undefined.
Undefined.

Undefined.

BREHFHFER, ERARBZE , Decimal ZHEAZNEBE.

Ml : sqrt(9)=3.0

SWAER
Int
Decimal

Boolean
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BEEHEEFNERK
£ el ZR
String SHNFEHR. WRFHFBRTLEEERNA Decimal
M4 R A undefined,

Array Undefined.

Object Undefined.

Null Undefined.

Undefined Undefined.
tan(Decimal)

BEIERN B ARE M FHEE. ERARBZE , Decimal EEATNBE.

Tl : tan(3)=-0.1425465430742778

SHRE &R

Int Decimal (WEE) , SHHIEYE,
Decimal Decimal (NBE) , ZHHELE,
Boolean Undefined.

String Decimal (NBE) , SHHIEYIE, MRFHFEL

BN Decimal , MEERNA Undefined.

Array Undefined

Object Undefined.

Null Undefined.

Undefined Undefined.

tanh(Decimal)

LABIEE 9 B IR B #R 7 R IR i IES0ME . HERABRBUZH

APl tanh(2.3)=0.9800963962661914

SHRE
Int

Decimal
Boolean

String

Array

, Decimal E&E AZINBE,

ZR

Decimal (WBEE) , S ELIE,
Decimal (MAEE) , SHHNMH EYIE,
Undefined.

Decimal (NABE) , SHHNHAELE, WRFH
BLEREMN Decimal , ME RN undefined,

Undefined.
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SHRR &R

Object Undefined.
Null Undefined.
Undefined Undefined.

trunc (Decimal, Z%)

BERE-ANSHIEEN Decimal MBEME-—INSH, NRE-ANSHITE  WKRENE. NRSH
BZKRT 34, MARENR 34, ERTIMBRERNTE,

R~

trunc(2.3, 0)=2
trunc(2.3123, 2)=2.31
trunc(2.888, 2)=2.88

trunc(2.00, 5)=2

SBERE 1 SHRB 2 &R
Int Int R{E,
Int/Decimal/String Int /Decimal BN SBEBMEBE-N S

BFrEENKE, E-NSHm
BEFRE Int , FATEAER
B Int. FIEFFREER
ADecimal{l, MRFAFHHKER
KM, MLERSA undefinedo

Hib{E Undefined.

RunPipelineActivity

THEHR-NRHIEBNAFRunPipelineActivitym HRMIAEBEZ, EXMIFH , BN — MK
FES,

1. t/#maths. jsonX ¥ , EFEBEEEN XN EEFHHNE L.

{
"math": {
"name": "MyMathActivity",
"math": "((temp - 32) * 5.0) / 9.0",
"attribute": "tempC"
}
¥

2. Bl X #payloads. jsonX# , HHBEAFNLEEEN N REI AR

[

"{\"humidity\": 52, \"temp\": 68 }",
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"{\"humidity\": 52, \"temp\": 32 }"
]

. ARunPipelineActivities N@ B ITHITIR/E,

aws iotanalytics run-pipeline-activity --pipeline-activity file://maths.json
file://payloads.json

--payloads

XeFE U TER,
{
"logResult": "",

"payloads": [
"eyJodW1lpZGl0eSI6NTISInR1bXAiOjY4LCJOZW1wQyI6MjBI",
"eyJodW1lpZGl0eSI6NTISInR1bXAiOjMyLCJOZW1wQyI6MHO="

SZRPIIHB AN Basebs BN FRFR, BOXLEZHFRNT , BRREUATER,

{"humidity":52,"temp":68, "tempC":20}
{"humidity":52, "temp":32,"tempC":0}
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B

himl
[Ty

(nn

AL I E H B

Amazon loT AnalyticsfE R 8EH EFAEMELHE. XEUTHERT2RER !

- BELERNECEINHKE K mAREHTH.
- BREEHEEHFETFRABHIE up-to-date FEEE X

JBAION

- BHREOREEEREFREFHET. RENRIABEF# 2RI BIE.

LOREE R B EHTAL B SREH B8t Amazon loT Analytics , S4B EUTER -

StartPipelineReprocessing
BYEETREMLEBEHRSR.
ChannelMessages
EEESEMGEN—HRSHFEHEE.
MREFchannelMessagesW R , BFRBRIEEEstartTimeFendTime.
s3Paths

BE—NRZSANEH |, R A TRFEMNEEHEM Amazon Simple Storage Service
(Amazon S3) &R, BLAERZANTRER,

Tl
£ :00:00:00/1582940490000_1582940520000_123456789012_mychannel_0_2118.0.json.gz

KR FRENA
PR RLAER : 1-100 MR H .
KER4E : 1-1024 NFEH,

endTime
EFLEHBEERENERNE (FEE) .
MRAEEBendTimeSE , MFEEFE HchannelMessagesH Ko
KA wEB

startTime
EFAENFEREEBRENTTRRE (8).
MR AIEEEstartTimeS ¥ , MF8eFEHchannelMessagesi Ko

KA wEB
pipelineName
B REHRLENEEN BT
KE: FREH

KEAXR : 1-128 NFEF.
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BEFAEEERE (#HE)

EXNMGEBERER (12#H 5 )

AR EBRRNAEFEEF#EIRE Amazon S3 X R KB IEAmMazon loT AnalyticsiZ & &
Bz, FRRESHLENREEEREEEFEEN Amazon S3 F#EH.

& %% Amazon loT Analytics &4,

ESmBEED , EEEE.

EFRBREE,

IR E AL H EIRE.

EFREENEEEFLERE , BESIXNRN TERLEHE.

XEXEA : Amazon loT Analyticsiz & & IR LA TRIR

- FIET ANEE-EHNGEERNIE R R EE.
+ Last 120 Days-E#4- BN £ 120 KR EEHEIE.
o HIE 90 R-EFAEEIE 90 KA EE/ BIE,
« BRI 30 R-EFLERIE 30 RAEEHEIE,
- BEMCCE-EFAEERENECENIENEE, RATUEREMNESEE,
6. ﬁ)&ﬁ-fﬁ‘bﬁL/é S8 Amazon S3 N RHF4A,

EEREY , BHATUATRE

a. ¥ZEAmazon S3 #Hl&

b. % B#E Amazon S3 MR,

c. UNDEREM , EXN&REARBSF , EFIHH.
7. BEEFRBLE

o~ wbd-=

AL EFE S (API)

HUR

L& FEHstartPipelineReprocessingAPl , HEELUT/IR :

o XEXIHE : startTimeFendTimeS IS EREURREIEMRTE , R iX L 2 E M ITHVRTE, FBEIL
EAFRBEN DR, XEXEFE : startTime2BEMHM | 1E|endT1me;E3E5€E’Jo

s GRS EHERGEHIARE,

s FMRUIEEFLGEHEENINF SZVRENIRFER. XABER , BEFfE2—.

o RERZAILAFA%M 1000StartPipelineReprocessingAP| i5RE 24 /MBS EEEHA B B HE
HE.

- ENLERBBIESTETIB KA,

BXEZELR , B3 . StartPipelineReprocessingAPI , £Amazon loT AnalyticsAP| 2.

BB D)

ERUHEEBAEES |, i ACancelPipelineReprocessingAP| & &R EUE EFHALBEEH PN TE
Amazon loT AnalyticsiZ#l&. MRBUEBAE , MRVBEETTBETLE, RYUAFHES —MNELE
BERo

f# fiDescribePipelineE & B EHIRSH APl EZHMreprocessingSummariesMBPHF R,
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https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DeletePipeline.html

Amazon loT Analytics A #5R
EAEEL

3 Z{L IR TAERAE

Amazon loT Analytics 1 A T~ A BB & K BIE 2 #TAmazon loT. LA LERASESFANNSZFI T EAZR
£ loT HE , L EBEUREEMN S TR, EUURTREBCSHWEE LS TRBH Jupyter Notebook HY
B, WALUFEAE=FEENRBRSE  IRRTLEFUENEN ST TR, BTUERAUTIHENK
BEEPRIGGASRE  AEFERBLEICITHERE

BERESINBHEENR

BEEEANEEMRRRITIIBTEBIEER
ACreateDataset(triggers:schedule:expression), HEFHFNHERTUEEEEANS,
EAILAGER SQL EHIERFIEMN FE (actions:queryAction:sqlQuery)o

EM—NTEEBNELNERER , JARFHBEENTNEE B LRKRIIEHERE. €
Factions:queryAction:filters:deltaTimefl:offsetSeconds A FIEEEERN ERAIRHNF
B, AREE— MK , ENEERIFIRBIEENE. EHSH the section called “R 5l 6 — £
EBEBE O (CLI) B2 SQL HIEE” (p. 67).

TS - MBEEERUBEEENR

HE—MBIEENABUETHA , MAFBBEENENLIEtriggers:dataset :name.
BaETEN D MEARRF

MEBCHBENBBESTNARFRSRL , HEUBREMBEENARTHMRCIIET. X5, &7
BrNARFRAKEEHNUENBEENTNEE. EUNENRAERFHTASIXN DL RKIRTH,

(actions:containerAction)

ERE M EEERUREEENR

HE—IMBEENHNAETREN , MEAFTREEN AN Etriggers: dataset i name.
BEETERN 2 TR AREF

FEECHEENBESTNARFASY , A EBREMBBEENNBRNRLEiET. X, 89

DANMARFREREEHUBABEEARTHEE. ZUUENARFEP BN 9 TERFEEIT,

(actions:containerAction)

ESEES]

B 30 87 5T 8 LARR K~ MR & OpEx

EBHREEETNEEN, EENEENERE. REACTHEEENS  hoEREE4 L4 (fln
ERIFTIF AR ) #1TEE, SAmazon loT Analytics , BRI LA EZH#HToM  CERAXEEHRER
HEEBHRE  HUBEXBRATRREN KPI &, LBEEMAKE  SUUHEREC~RRE ,
HBEIRALETERREEZEXH,

B3 2 AR &EBA 5

£ 15 EHNBEERBERNBIBET RN (X, BEREIKPIH ML) . BNINDHTEAH
HLERNEFHERSUET RO MET. X TFENDW , EHFLEIAERAEEEHNEEDAKREIHEK
. HAmazon loT AnalyticsE T SIHAS T , AEBIREITOIR KPI Mikdy , ASEM IR ftfuture
Do

B TR ERN
Amazon loT AnalyticsfE 2 8% BRI MITRERN TERRE , BLAE 15 2 83 BIR BB FH# O HE

FHETZIERE. BEUUEHEHREFHER , EPEREEENBRANRZEERABERINNEA
Fo
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£/ Docker &5

£

o Tl 3 2RI B R

BEEITWEFL, FALKEATNEIEAMazon loT Analytics , @IEFANSENE |, B LUz A5
ITHERERTNSEER. EENBETUEESE MxNERFEF  Eh ST ERETRENREAEEN
TR E R EIE. Amazon loT AnalyticsBE S EEEE O MERAKERZIEME KPI FIRFNE
WEIIRDS , BBRRES T TERE.

Docker & 88

AT BEERMAEEBECH Docker BESHER, MRESFEAFE=FHEM Docker g , MIFELZEX
B XERBARERENAFPNERTEERE, EEAZEH , FRRESEEEAE=ZSFBBNES,

FERANUTZRAREE X B LIRITH T AREENBIEN ERBIE DA
1. BlE— Docker F&r , HH B S LN BENARF AR E ML EN FERHE KRB,

XEXIHA : lotAnalytics Jupyter ¥ BIRE T BEHL API RiBBIARLERE., BETLUETECSRIEN
B, THPRES RN AREF IEEURITAENEE S THITE. Amazon loT Analytics /o ¥ &
BETEE VRSB EARFNRALIERMN Docker A5 HEUIEM B MM, (B E L Docker 855
NHEHETETEEXEEENRSTHAZTENELER, )

A £ F) Amazon ECR SE&.

BIBEREFMEELIZRANFHRERZANEE (BB ) (iotanalytics: CreateDatastore)
BB LI EHEMINE (iotanalytics: CreateChannel)s

BEEBELGBEEZETHIEEM (iotanalytics: CreatePipeline).

BIE—NIAM A6 |, ZAGK FTEEBIEREEAmazon loT AnalyticsBi8 (iam: CreateRole.)
BIEEA SQL EHFBEEEEDESBIBEN loT MM (iot: CreateTopicRulefl
HtopicRulePayload:actions:iotAnalytics). HigRBE N MQTT XEFEHMETHEE
B, B RS HEEENNE, HE , B FEHiotanalytics: BatchPutMessageffHEERE
MEER 5 Y18 & & E B SEAmazon S - FF & T EFF % T EAmazon CLI.

8. BIE— I HERAMEGNEN SQL BIEE (iotanalytics: CreateDataset, #MiFHactions:
queryAction:sglQuery).

No o ko

FEALIEEENA T HE BB ML | UHBPRE S BRHI B LIRIITRELR BRI E S

( FBtactions:queryAction:filters:deltaTime:timeExpressionff i 7 A FHENERTE
B$RIA . while fieldactions:queryAction:filters:deltaTime:offsetSecondsigEEEE |
B AREHIMER, )

TR AR MK B RRET BHWEEED. SN SQL BEEHREA A LXCE SQL BiEsE
BRBEREECEN., (F—XR0E SQL BIESEAR ? REITIMTULRRMAE DRSIERES
HEtE. )

9. BIBE— /1T HAYUEE - MBBEEMENEIESE (CreateDataset@MiFitrigger : dataset)o X FUEHIE
£ BULUEERSRIRIE (BHMY ) actions:containerAction) , BEBEBEE S HABHN
Docker &8 , HRLZTZARMENEE. BEXE , BEALUIEE :

o EEEZMIKS Y docker ZE5HY ARN (image, )
- AEMNARN , ZABATERFHAMERFEMENRENR , UMESTERBRE

(executionRoleArn).
s RITARB[BRENERMEE (resourceConfiguration, )

s ATHITRSBRENITERRNRE (computeType A TAERE : ACU_1 [VCPU=4,
memory=16GiB] or ACU_2 [vCPU=8, memory=32GiB]),

- ATHITASRBENRIREGI T AEANEAEF#EI K/ (GB)volumeSizeInGB),
s ERTRABRFNLETXHFEANTENE (EXLRERANARFNSH ) (variables),
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BEM Docker BREFA/MHERE

ERTRSBN , FERXETE, XELREEERAUNEMEENANERNTEEZR (S8 ) E1TRH

—NBEE, XEXFE : IotAnaIytics Jupyter I B BE BaRBIEIEAPPEEH T IENBSL

'HEE’J o RERECEE. BANERERINTERRNMECHBEENEE, EETRSEZ
, %\—JL%H@AIEE’JEEmﬁ?h?THTE’Jé BI{E,

. ,HJ:F' MNEERFERAESENABRENNARFAANBBEENEN (XREEL—THAENKES
BB ) (datasetContentVersionvValue:datasetName)o

A SQL EWNEEB OENBIES , FARSEKBARER , Amazon loT AnalyticsBI 2R &I ER BIFE
£ delta BOFMBIE LEITHTEESHIEE , ERFTENEHH L ZEA,
FANEFEFBRENARF  AEERNEHRE, YEREE~REEMARFN , Amazon loT
Analytics , BRIAMER T , ELRIRE LIRITEURENAE R 20 W FTE IR, £ B LU $A 4T — R B
FRTREEMREETHFEENAR (FLEOKE ). SF , FUUEIRBERFELAFSEEEOE
ERPIBRERMEE=BIRENARF.

ERERENHUES — M RIEEMENBIRER |, EEEUTRS :

+ SQL HEER MR BBRRES.
« — N SQL BFEEHSZTUMK 10 MNEHFHEE,

B2 H SQL BHFEEMANBTRBBEEN TRSIBEEATHIR

+ “Triggering dataset can only be added on a container dataset’( R AETE B B3 BhiE &£ R A & BR AR £E)
+ “There can only be one triggering dataset’( REETZ1E — M & BIEEE)

MBELZRELEFNTEN SQL BIFEMENBRHESE , MeHIER,
o “fit & IR EE<dataset-name>TER B S HIEE L K

MREZREUS I HS I ERBEEMELANAREESE , IS HITEIR,
o “<N>EIRE 2 LM T <dataset-name>HIFE T,

MREZHEN S —MHELAEK 10 NERBEEN SQL BIEEM AN RSHIES , WS HIER,
+ “Exactly one trigger type should be provided” (i ¥ 12 — o fih & 2R3 H)

HEZHE AT MR FENHRERMREFMRENBERN , BahIltEiR,

HEM Docker R A/ HZTE

FINEREH BE XL Docker BRIGEZTHI R 7 U REU M AL EH EAHA .
B

WATEURENAE EEZN BN EFEE—D JSON XHF , B TF#IT Docker BEEGRYSEHI 1Y /
opt/ml/input/data/iotanalytics/params F, A TRZXHERNEH RH,

{
"Context": {

"OutputUris": {

"html": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/iotanalytics-
XXXXXxx/output.html",
"ipynb": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/iotanalytics-

XXXXXXX/output.ipynb"

}
}7

"Variables": {
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PR

PR

"source_dataset_name": "mydataset",
"source_dataset_version_id": "xxxx",
"example_var": "hello world!",
"custom_output": "s3://aws-iot-analytics/dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.txt"
}
}

BRTBIFEENBIHFMRA ID 4\ , variables FHEBETE iotanalytics:CreateDataset HAFIEE
HZEE - L RFIF |, AEE example var A7EE hello world!, f£ custom output ZEAIEIRMH
THENHE URl, i%outputUris FREER[FEAEH EARNBRIALE - EXRTOP , ARET
ipynb 1 html #i i #9BR A URI,

MALE

B3 Docker &R NTEF WM params XHEHIRBTE, UTE—PRHIERF , AT Fparams X
#, SEBTHENT AR EEexanple_varZE,

import json

with open("/opt/ml/input/data/iotanalytics/params") as param file:
params = json.loads(param_file.read())

example_var = params["Variables"]["example_var"]

print(example_var)

Nadi gk

&M Docker BB E R th AT gE H i H 26 £ Amazon S3 LB, SAUER” HE: % Hbucket-owner-
full-control“¥ [A] 322 % 51| 5%, 17 8] 51 & 2 F Amazon loT Analytics3t E4& % HH YIRS 124, L RAEIF | A
FERTH—NROIA LEHNABexanple_varZlHE X Amazon Storage S3 fZEcustom outputfE 2
Hparams X,

import boto3
import json
from urllib.parse import urlparse

ACCESS_CONTROL_LIST = "bucket-owner-full-control"

with open("/opt/ml/input/data/iotanalytics/params") as param file:
params = json.loads(param_file.read())
example var = params["Variables"]["example_var"]

outputUri = params["Variables"]["custom_output"]
# break the S3 path into a bucket and key
bucket = urlparse(outputUri).netloc

key = urlparse(outputUri).path.lstrip("/")

s3_client = boto3.client("s3")
s3_client.put_object(Bucket=bucket, Key=key, Body=example_var, ACL=ACCESS_CONTROL_LIST)

BRTOERN A, —NABRTEINR SageMaker Kb , UEXNELRRARITRRL. HITRREE
ERAS—1TAR,

BULENRFHAURE-NAE, RREIRTHH SageMakerf A £ flAmazon loT Analytics
2HE , RUSUERBEHUNE— AR , ZALRTFHITATENATE R SageMaker 261 AE
BLEREE, RE , ZEAUUFHUBREAXENRNAG. Al , EEAATHSEIE—A
fAmazonSageMakerFullAccessH ISR EE H R INLA T KB,
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PR

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchDeleteImage",
"ecr:BatchGetImage",
"ecr:CompleteLayerUpload",
"ecr:CreateRepository",
"ecr:DescribeRepositories",
"ecr:GetAuthorizationToken",
"ecr:InitiateLayerUpload",
"ecr:PutImage",
"ecr:UploadLayerPart"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

"s3:GetObject"
1,

"Resource": "arn:aws:s3:::iotanalytics-notebook-containers/*"

BRXRFHNRE-NAC  ZAGHRFRITEFAFHR,
AEFBEE-—NEE. SIRMMUTRENEERKNAE,

BNE{REA T Amazon loT Analytics#2

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl”

1,
"Resource": "arn:aws:s3:::aws—-*-dataset-*/*"
Iy
{
"Effect": "Allow",
"Action": [
"iotanalytics:*"
1,
"Resource": "*"
Iy
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreateLogGroup",
"logs:CreateLogStream",
"logs:DescribeLogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"
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"Resource": "*"

"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAllMyBuckets"
1,

"Resource": "*"

UTREERBNRH.

{
"Version": "2012-10-17",
"Statement": [
{
"sid": ",
"Effect": "Allow",
"Principal": {
"Service": ["sagemaker.amazonaws.com", "iotanalytics.amazonaws.com"]
}!
"Action": "sts:AssumeRole"
}
]
}

£ CreateDataset API &3¢ Java FlAmazon CLI

PIEBEE., BEEEINAUTHEFERMNBEFEPREINEIEqueryaction (— SQL &
#) ) HcontainerAction (MITARMLNARRF ) . LBRFEUIBBEENER. ATUBEZARFH
ExHEECcreateDatasetContentRERE a BaiEHtriggerBIEE. BEXEZEER |, S
¥ . CreateDatasetflcreateDatasetContent.

E3 ]
« =l 1 — B2 SQL BIEEE (java) (p. 64)
- 7l 2 — FEREBEEFOLE SQL ZIEE (java) (p. 65)
- ™3 —EABECSHAEAMKER (java) BIEBR[HIEE (p. 66)
« Tl 4 — A SQL BIEEERN A B[R AR[/BIESE (java) (p. 66)
. T4l 5— plE SQL ¥IFE (CLI) (p. 67)
- R¥l6—ERAMEFN (CLI) &2 SQL $#hiEE (p. 67)

Rl 1 — 82 SQL BIEL (java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action

action.setActionName("SQLActionl");

action.setQueryAction(new SglQueryDatasetAction().withSqlQuery("select * from
DataStoreName"));
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T2 — ERAMEEOAE SQL BURE (java)

// Add Action to Actions List
List<DatasetAction> actions = new ArrayList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(0 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArrayList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

BZhES RO

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:

or {numberOfDays: 10, unlimited: false}}

true}

Ml 2 — (ERBEE N8I SQL HIEE (java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Filter for DeltaTime
QueryFilter deltaTimeFilter = new QueryFilter();
deltaTimeFilter.withDeltaTime(
new DeltaTime()
.withOffsetSeconds(-1 * EstimatedDataDelayInSeconds)
.withTimeExpression("from unixtime(timestamp)"));

//Create Action

action.setActionName("SQLActionWithDeltaTime");

action.setQueryAction(new SqlQueryDatasetAction()
.withSqlQuery("SELECT * from DataStoreName")
.withFilters(deltaTimeFilter));

// Add Action to Actions List
List<DatasetAction> actions = new ArrayList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(0 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArrayList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);

request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
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03— FAECHEEAMAS (java) IR SEHIESE

request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

B ZhES RO

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited: true}
or {numberOfDays: 10, unlimited: false}}

= 3 — ERABECHEEAKRER (java) SIEBBRHRE
£=

=<

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withvolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringvValue("Variablevalue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArrayList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(0 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArrayList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

BRZhES RO H

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited: true}
or {numberOfDays: 10, unlimited: false}}

T4 —EH SQL HEFEFENMARCERRBBESE

(java)

‘CreateDatasetRequest request = new CreateDatasetRequest();
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request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withvolumeSizeInGB(1))
.withvVariables(new Variable()
.withName("VariableName")
.withStringvalue("Variablevalue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArrayList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger()
.withDataset(new TriggeringDataset()
.withName(TriggeringSQLDataSetName));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArrayList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);

request.setTriggers(triggers);

final CreateDatasetResult result = iot.createDataset(request);

BZHES RO

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>}

5l 5 — B3 SQL BHIEE (CL)

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --dataset-
name="<dataSetName>" --actions="[{\"actionName\":\"<ActionName>\", \"queryAction\":
{\"sqlQuery\":\"<SQLQuery>\"}}]" --retentionPeriod numberOfDays=10
IR
{

"datasetName": "<datasetName>",

"datasetArn": "<datatsetARN>",

"retentionPeriod": {unlimited: true} or {numberOfDays: 10, unlimited: false}

5l 6 — ERWBEB N (CLI) 812 SQL HEE

BEFOR—RIAFLELN. FEEBNELENBER. EEEFOFEEAUER LRI TEIABER
EHFRFEUEBESEANS , HAXLEHERITON. EUNBETRERMEEEET OdeltaTine TR
Hfiltersaf—EFo queryActionBIEE (CreateDataset), BE , {REEEN IR EATE B FEALAL SR E
EIEBIEEANR (triggers:schedule:expression), EAR L | XESEEEH FHIE 145 E RS A R A RE
FOEE , FERBAFNEE N EREFTIENBERABITER R
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NELRRHTARRILERE

FLRPIH , BRIOQET —MINBEE , ZBREENERE LRSSRERNEE |, 8 15 243 IEH
NBREENS, BRIEE3 28 (180 % ) B deltaTime RE , AAFIRIEEREFHNEELR 3 5
o Rt , MABEEARRELF 10:30 QIEH , WEAWKE (I2EREENERT ) RRNEBEL
4 10:12 B £ 10:27 ( BIE4 10:30-15 2 %-3 28 F L4 10:30-3 24 ) Z R HEE,

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --cli-input-json
file://delta-window. json

XHHEWEdelta-window. jsonBEUTHE,

{

"datasetName": "delta_window_example",
"actions": [
{
"actionName": "delta_window_action",
"queryAction": {
"sglQuery": "SELECT temperature, humidity, timestamp FROM my_datastore",
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from unixtime(timestamp)"
}
}
]
}
}
1,
"triggers": [
{
"schedule": {
"expression": "cron(0/15 * * * ? *)n
}
}
]
}

BZhES RO

{

"datasetName": "<datasetName>",
"datasetArn": "<datatsetARN>",

KD A V Al 5y~ == KD
NEIERHITRERILE LR
AT GEGRMMAER Jupyter £iBAE Docker RN EE., WREEFRAE=FHENEIZER , N
BERZERK  SENDRTREACHNAFPSRIITERRE. A, SIERERN HTML T ERE
Amazon loT Analyticsi##l& , FE R HTML WitEN LREBENREEE, EEAZE , FRREET
EAE=FLICERNESL,

WITER DR —NMEMRMER Jupyter £1274, Jupyter Notebook 2B KM EIERZTE | ALl
THSEEIM—RISE T 9. BRESZELR , FSH . £1E4AE R (FEE , BNEITZERNBEES
{t JupyterLab, ) FRATLURHREY Jupyter Notebook MEIT BRI —NAEEF |, ZRSRERIH —#HHER &
EHZETIX B IEAmazon loT AnalyticsTE & E LI B AE OHE, B lRE— NMEARSBNERE
AR B O IR M BT 0 ERERIB Y o AT 4Bl | SRIB 10 1% AL B9 a1 BA R future 1TRIS A2 Fo

MERELZBIE T —4 SageMaker 4|6 FAAmazon loT AnalyticsiZ#l& 2018 £8 A 23 A fE , BE1L
FERNZECAIAEERARRRAUFBUERECESRT. BN, RBAT P HNSRESHITEN
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Amazon loT Analytics A #5R
A R2EE S ENEIDAREHS A
A 85{tAmazon loT Analyticsi® &l &

LB RAEIEARRE{t SageMaker £, FEETRWARTF |, FRIENIRE SageMaker ITH B AT EGREE
& E£ 3] Amazon EC2 HZERBILT RER.

MBI SNENEICAEHF HABE{LAmazon loT
AnalyticsiE &l &

BiVEBIEITH SageMaker B TR HlAmazon loT AnalyticsiZ#l A |, MARIRBXESRIZE, FXH
FEIXEARL.

MEIREFIRE SageMaker 25 ARBLE (W TFFR ) , BLEFEHRMNIAM SEFEE , EXAE
HMRET R, MIRE—SFTo

1. EEZNEIEAREHIR T Amazon ECS HRIIR , EIEFR B SageMaker L#YEHI SageMaker |
| :

Amazon saQEMaker X Amazon SageMaker Notebook instances
Dashboard
Notebook
v Notebook instances

Notebook instances Q, Search notebook instances

Lifecycle configurations

s - S o
v Training Name Instance Creation time

Training jobs exampleNotebookInstance ml.t2.medium Jul 03, 2018 21:25 UTC

2. THEIAM A& ARN , i#i%$E SageMaker LITAE,

Amazon SageMaker X Amazon SageMaker Notebook instances exampleNotebookinstance
Dashboard exampleNotebookInstance

v Notebook
Wekiloek atanng Notebook instance settings

Lifecycle configurations

v Training Name Notebook instance type
L exampleNotebookinstance ml.t2.medium
Training jobs
Hyperparameter tuning jobs ARN Storage
arn:aws:sagemaker:us-east-1: | N S EEEElN:  otebook- 5GB EBS

v i i
Inference instance/examplenotebookinstance

Models Encryption key

Endpoint configurations Lifecycle configuration

Endpoints -
IAM role ARN

arn:aws:iam:: IS role/service-
Status role/AmazonSageMaker-ExecutionRole-20180620T141485 [4
(@ Pendina

3. 1% Attach Policy (M HNSREE) , REE XM REHE RIER, W
HamazonSageMakerFullAccessBEK s ARM £ , HH L.

Permissions Trust relationships Access Advisor Revoke sessions

Attach policy Attached policies: 7

BB LT Amazon S3 TEHASUABHFHHZREELWEIRARES L , F£—FR15R SageMaker EHIHY
Lk,
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BEHENERABRILT R

1. £ Jupyter BH , &E#new.
~ Jupyter Quit

Files Running Clusters SageMaker Examples Conda

u Upload | New~ &

2. EHIWRER  ERLIRIE.

Other:
Text File

Folder

Terminal

3. EREA, MALUTHSRTEH., BERMNLZERD, B3IE  XEDPTAREENEICAREHREL L
BE{THFT A T2 SageMaker 3£41,
Jupyter
sh-4.23 |}
cd /tmp

aws s3 cp s3://iotanalytics-notebook-containers/iota_notebook_containers.zip /tmp
unzip iota_notebook_containers.zip

cd iota_notebook_containers

chmod u+x install.sh

./install.sh

EE-mow  UEXT BRTBRIENZER,

EHMENECARFLT R

MRRBIZE T YREY SageMaker BTz 1T3EHlAmazon loT AnalyticsiEHI &1 2018 £ 8 A 23 HZ /5 , B8
L REFEDRE, ZUBINERLFIREHT BEF SageMaker £HlE, REFHLETH R
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BRI AR

BE, K WAMEBSENETEARBEUT AR BENECAEFNBRCPIENLRBT RN EH#TE
#iAmazon loT AnalyticsiZ#lA&

BIE AR LR &

EATH , RIEERKAEEERR[CATNL R, B , BREEHN Jupyter LA |, QIZEFRRHL
AEHEILA,

1. TE&E Jupyter 1A | E$E New () , AENTHIRPEFRFMEAZER, ( AR
‘Wb FFk , URARQRBNEMAKER. 61, MRRIEE—/ME “‘conda_python3” XHHZ
B/ Python 3.0 3858 |, 1§ “A 881t conda_python3” ) .

e
- Jupyter Quit
Files Running Clusters SageMaker Examples Conda
Rename = Move u Upload 57
® Notebook:
1 -~ B/ K
Containerized conda_chainer_p27 d
O loTAnalytics Containerized conda_chainer_p36
[ lost+found Containerized conda_mxnet_p27

Containerized conda_mxnet_p36

& untitied.ipyn Containerized conda_python2 g8
Containerized conda_python3
Containerized conda_pytorch_p27
Containerized conda_pytorch_p36
Containerized conda_tensorflow_p27
Containerized conda_tensorflow_p36
Sparkmagic (PySpark)
Sparkmagic (PySpark3)
Sparkmagic (Spark)
Sparkmagic (SparkR)
conda_chainer_p27
conda_chainer_p36
conda_mxnet_p27
conda_mxnet_p36
conda_python2
conda_python3

2. EEMELRFLINIEABERARRLE  ERBHEL.

File Edit View Insert Cell Kernel Widgets Help

+[5< @ 0 (4% WA | @ C | » || FawneComent

3. MARRELENEN. BETEATEGA,
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BRI AR

1. Name 2. Input Variables 3. Select ECR Repository 4, Review 5. Monitor Progress

Container Name *

‘ Beer-Tastiness-Calculator

Container Description

Mext

Exit
4. EENATERALIEAMN Input Variables (AZE) (S8 ) . LALUERNERRAP BRI M

AZE  FEMEHENEZE, (FIEE, N2 ERTIEREAR , FTREENFMAZE, ) XTE
MIATE | RF—FRE, SZHITUEARATEN TIEER,

1. Name 2. Input Variables 3. Select ECR Repository 4. Review 5. Monitor Progress

Name Type Description
ounces Double v x
brand String E X
Showing 1 to 2 of 2 variables Previous E Next
Add Variable
Previous MNext
Exit

5. i&#¥ Amazon ECR Ff#/F , ERFHET LRMNEERAEZNER,
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BB AL IR

1. Name 2. Input Variables 3. Select ECR Repasitory 4. Review 5. Monitor Progress

Please upload different notebooks to different repositories.

Repository Name Create Search: |Repository Name

Name

my-repo
my-repo2

my-repod

Showing 1 to 3 of 3 repositories Previous E Next

Previous Mext

Exit
BERFEFBEXIMERE.

EREI-IER , BEENEA. FIE , BIRERZE , RLEIHEE., ZEBTRFEKE—
NEd,
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8.

9.

ElEE RS (S
1. Name 2. Input Variables 3. Select ECR Repository 4. Review 5. Monitor Progress

Container Name: Beer-Tastiness-Calculator
Container Description:
Upload To: my-repo

Variable Name Type Description
ounces Double
brand String
Showing 1 to 2 of 2 variables Pravious E MNext
Previous Containerize
Exit
7. —F_ﬁi/j_‘iﬁgo
1. Name 2. Input Variables 3. Select ECR Repository 4. Review 5. Monitor Progress

The containerization process typically completes within 30 minutes.

Creating Image...

MRERNORA TR KRR, BB UT AR ERBFIRHRTEIZAREF 2 Amazon loT
AnalyticsiZHl & .

ZEBEERE , B LMBEEME Amazon ECR EUAREH,

Exit
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FHEENASR

Containerize Notebook

1. Name 2. Input Variables 3. Select ECR Repository 4. Review 5. Monitor Progress

Creating Image...

Uploading Image... B4

You can now use this notebook for scheduled analysis of your Data Sets. [eSh 08 5 EF=1

Exit

FERHEENRsRHITON

AT IEERIAGEA Jupyter £1BAME Docker REENER, MRESFHFE=FAWENEIEA , I
BERENK  SENBRRTREALHNAFRBTERRDB. A, SiERERH HTML TERE
Amazon loT AnalyticsiZ#l& , £E R HTML Bt &Y LR \/’é‘EE’JI&E&F'Jso EFERAZE , BRESES
EME=FLICERNESL,

BE LI E OB EN BB HEITEAmazon loT AnalyticsfB S . Filt , BEEIRE — Docker B H
H E1£%] Amazon ECR , AR RE—MEBEEREZTARRE. EAWRM—NERA Octave HITERHI,

EHREBE :
o AHbiTEH LB RE Octave

o EAR#ITEN EIRER Docker k2
« M ACL MZLAH AW (R LT ERERIEH) K ping BIAmazonTEAmazon ECR FFigK

Amazon loT Analyticsi 7]
S 1: iRi& Docker B &
AYREFE=ANFTEXH, HEHNABTOT :
+ Dockerfile— Docker Bt I EMNMBIRE.,

FROM ubuntu:16.04

# Get required set of software

RUN apt-get update

RUN apt-get install -y software-properties-common
RUN apt-get install -y octave

RUN apt-get install -y python3-pip

# Get boto3 for S3 and other libraries
RUN pip3 install --upgrade pip

RUN pip3 install boto3

RUN pip3 install urllib3
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ERABRENRSR
# Move scripts over
ADD moment moment
ADD run-octave.py run-octave.py
# Start python script
ENTRYPOINT ["python3", "run-octave.py"]

run-octave.py— 473K B # JSONAmazon loT Analytics , 54T Octave BIZ H i #34F L 4£E) Amazon
S3.

import boto3

import json

import os

import sys

from urllib.parse import urlparse

# Parse the JSON from IoT Analytics
with open('/opt/ml/input/data/iotanalytics/params') as params_file:
params = json.load(params_file)

variables = params[ 'Variables']

order = variables[ 'order']

input_s3_bucket = variables[ 'inputDataS3BucketName']
input_s3_key = variables['inputDataS3Key']
output_s3_uri = variables['octaveResultS3URI']

local_input_filename = "input.txt"
local_output_filename = "output.mat"

# Pull input data from S3...
s3 = boto3.resource('s3"')
s3.Bucket(input_s3_bucket).download_file(input_s3_key, local_input_filename)

# Run Octave Script
os.system("octave moment {} {} {}".format(local_input_filename, local_output_filename,
order))

# # Upload the artifacts to S3
output_s3_url = urlparse(output_s3_uri)
output_s3_bucket = output_s3_url.netloc
output_s3_key = output_s3_url.path[1l:]

s3.0bject(output_s3_bucket, output_s3_key).put(Body=open(local_output_filename, 'rb'),
ACL="'bucket-owner-full-control')

moment— —ME £ Octave BIZA , ERIER A S5 H X NEENIRFITE D,

#!/usr/bin/octave -gf

arg_list = argv ();

input_filename = arg_ list{1};
output_filename = arg_list{2};
order = str2num(arg_list{3});

[D,delimiterOut]=importdata(input_filename)
M = moment(D, order)

save(output_filename, 'M')

1. TEREMNXHNRE. SIZ— B RARMEXHRART , REcdBIBNE F.

BT @R,
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FHEENASR

docker build -t octave-moment .

. ¥RBIIZTE Docker TFfEFEHEE — BB, STATH X E#THRIE,

docker image ls | grep octave-moment

S8 2: % Docker B 1% L £ F| Amazon ECR 17 &

1.

EILD# ECR F OB 7 E.

aws ecr create-repository --repository-name octave-moment

. BFIEH Docker }hiE,

aws ecr get-login

CEHREAETE. BHNEEUTRAERE,

docker login -u AWS -p password -e none https://your-aws-account-
id.dkr.ecr..amazonaws.com

. £/ Amazon ECR #Zff EFR SR RS2 &R,

docker tag your-image-id your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-moment

. G HEE R Amazon ECR

docker push your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-moment

SR 3: M RHIEIE LHE Simple StoragAmazon S3 126 1

1.

FUTARTRE X HFinput. txt.

0.857549 -0.987565 -0.467288 -0.252233 -2.298007
0.030077 -1.243324 -0.692745 0.563276 0.772901
-0.508862 -0.404303 -1.363477 -1.812281 -0.296744
-0.203897 0.746533 0.048276 0.075284 0.125395
0.829358 1.246402 -1.310275 -2.737117 0.024629
1.206120 0.895101 1.075549 1.897416 1.383577

2. Bl BN Amazon S3 EfiEfoctave-sample-data-your-aws-account-id.
3. E&A X input. txtFHEEIZERIRIGIZEHN Amazon S3 FifE. IE , BNEZET —NENNFH

f@octave- sample-data-your-aws-account- LquJ@Elnput.txtKﬁ:o

SR 4 QERENTAE

1.

FUTABEFBBZ NN Frolel. json. Replace ( Bt ) your-aws-account-id A¥REIAmazon
K ID Maws-regionfAmazonf&FfE XigiAmazon & iR,

Note

LRBIEE—-IN2RZGELTXER , ATHLEEERERZSEE, BEXEZEL , B5H the
section called B RS BB R B A B35 (p. 94)o
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FHEENASR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"sagemaker.amazonaws.com",
"iotanalytics.amazonaws.com"
]
Iy
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-aws-account-id"
Iy
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:your-aws-account-
id:dataset/DOC-EXAMPLE-DATASET"
}

BB AMEEE T ENEN A ® SageMaker FAmazon loT Analytics , A X #Frolel. jsonfE T &

Yo

aws iam create-role --role-name container-execution-role --assume-role-policy-document
file://rolel.json

CFUTHRAETHE B AN X HHpolicyl. jsonHE#your-account-idEREHNKF ID (SR TEH
HEE =M ARN ) Statement :Resource).

{

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl"

]l

"Resource": [
"arn:aws:s3:::*-dataset-*/*",
"arn:aws:s3:::octave-sample-data-your-account-id/*"

"Effect": "Allow",
"Action": [
"iotanalytics:*"

]l

"Resource": "*"

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
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FHEENASR

"logs:CreateLogGroup",
"logs:CreateLogStream",
"logs:DescribeLogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"
1,
"Resource": "*"
T
{
"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1lMyBuckets"

1,

"Resource" : "*x"

]
¥

4. 612 IAM policypolicy. jsontRREIRI T &8 324,

aws iam create-policy --policy-name ContainerExecutionPolicy --policy-document file://
policyl.json

5. 1% REEHI NI ZAR,

aws iam attach-role-policy --role-name container-execution-role --policy-arn
arn:aws:iam: :your-account-id:policy/ContainerExecutionPolicy

SRS5 . FARRRECIBREES

1. U TABRTREBANIHFcli-input. jsonH BRI BERHlyour-account-idFlregionEAE
HME,

{
"datasetName": "octave_dataset",
"actions": [
{
"actionName": "octave",
"containerAction": {
"image": "your-account-id.dkr.ecr.region.amazonaws.com/octave-moment",
"executionRoleArn": "arn:aws:iam::your-account-id:role/container-

execution-role",
"resourceConfiguration": {
"computeType": "ACU_1",
"volumeSizeInGB": 1

Iy
"variables": [
{
"name": "octaveResultS3URI",
"outputFileUrivalue": {
"fileName": "output.mat"
}
}
{
"name": "inputDataS3BucketName",
"stringValue": "octave-sample-data-your-account-id"
}
{
"name": "inputDataS3Key",
"stringValue": "input.txt"
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FERBEENAR
e
{
"name": "order",
"stringvalue": "3"
}

}

N

RN EEBESECLi-input. jsonfRNIFI & H&mEE.

aws iotanalytics create-dataset —cli-input-json file://cli-input.json

SR 6 HABBEENREK

1. BITAT @R

aws iotanalytics create-dataset-content --dataset-name octave-dataset

SR REBBEERNR

1. BT T8

aws iotanalytics get-dataset-content --dataset-name octave-dataset --version-id \$LATEST

2. BWUBEEEZZF/L 0% , EFIDatasetContentState RSUCCEEDED.

$¥8 8 : 1 Octave LITEN%IH
1. BIETUT®S , £/ Octave shell 3TENAESHHH

bash> octave

octave> load output.mat

octave> disp(M)

-0.016393 -0.098061 0.380311 -0.564377 -1.318744
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AL (EEAE )

(=]

o[ #l{tAmazon loT Analytics#:

-

EdM{tAmazon loT AnalyticsEiiE , A LAEFHAmazon loT Analyticsi# #l & 8, Amazon QuickSight.

EZ 4
« A#M{tAmazon loT Analyticsfif i ##H] &# 1T5#E (p. 81)

Al {1t Amazon loT AnalyticsfE F 2§l & # 1T 8=

Amazon loT Analytics ] AR A B ER BB SR HTML i i ( EX#HFIKRE ) output. html) FEAmazon loT
AnalyticsiZHl & . Fla0 , MBIEE L —MZET Jupyter IR AN BIRKIFE | HE Jupyter ZiAHaIETTM
{LRE , MEHBIEETREEN T AT,

: JU p‘y'tE-r SPeCIrogram Lust Checkpoint: an hour ags (mtosaved) |'
. et —_ Hsle # |Pyihon 2 O

B+ ¥ A B &+ 4+ HB C come *  Coll Toolbar poce *

In [1): | from sclpy.io import wavFile
rate, % o« wavFile.read] Test_somd.wav’)

In [2]:  isport matplotlib.pyplot as plt
flg, (axl, axi) = plt.subplots{l, 2, figsize={12, 4})
axl.plot(x); axi.set_title( Raw sudic signal®)
axl.specgram(x); axl.set_title( Spectrogram’)
plt. show()

¥
&£

Fiel
==

N
\
i > ot

RiE , HUERRBBFEEANDE , EEIVUERHE LEBTRTRLART TRESRNERE,
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https://console.amazonaws.cn/iotanalytics/
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L (BEEHE )

Eodler Battery Anabyis

Hame Version Date Created L v
Confent ¥ y y B june 18 J00E &t 4:36 Do
|
ol
lilh fllu t T{I."
[ (AT Iy [
5 " ! f
I" { ] ik f 4‘ Wi S’ o
¥ .'l.. i i |
] .-1'r | |I|..Ir s ' *f | l‘«...‘|| i 'I;"'
. “.'., j, 1'I‘|' 1k i1
A 1.’ k T
v Hirgh 0 Y

BROZBET Jupyter ZILANBRHBENER , BSHB T TERE.
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https://docs.amazonaws.cn/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate

Amazon loT Analytics A #5R
BXRAEHEARMR

(I8 Amazon loT Analytics &R bN
FRE

ATHEEBLNRE, BEE. HEEFENEE , SUNERBEIRENEANENRRIEEACSHT
iR, AENBHRSH YA MAEIRRE,

£

« BXRHFENELRMIR (p. 83)

« 1AM KB ERFRE (p. 84)

« FRZEMRF (p. 85)

BRIFZHEA AR

B BIREMIRAE (FINAE. FrE&SHE) X Amazon loT Analytics BR#ITHE. XELREFS
BEXREFRNREA - BAURES BARRNFRSRBRIFERR. SIMLHTEEE LN —NEN

—ANHEE, fl, BAUABEEN —AFZ  ABEARSMNEENERERMZZEE, RINBENEH

FEEFRGIT—ARE , UHEENEE, FA-AEENRER  EBRRNAENRN. BALURE
N9 HR 218 R L R R

ORI LAE PR N AR T 0 X MBER, HERRENATIE, BIRE. BIRFMHEERN , Amazon
PUES S FRME (CSV) XHRARER — D RADERE , HASFRRFSLENERARMEAR, EULLRER
RUFEF (HIOREHL, NARFERIAEE) WRE  UEBRESHRSOER, BXEAREDE
MENESER , BSAEARAS ERZEFRBAmazon Billing A 7~ 5.

RTETER , EEAREYHEE P Amazon Billing and Cost ManagementiZiZ 4| B2 T — M EHRM
S—MAERCUEBENEEENGE, BEXESEE , F2H . FAREHRESEFHAERAmazon Web
Services Management Console.

&t AT LUE A Amazon CLI #1 Amazon loT Analytics AP| &b BHRE, AERIEGESHEEEEE, BiELE.
BREFENEEXEK ; AEATHSPFEA Tags (15 X) F& ¢

» CreateChannel

» CreateDataset

» CreateDatastore

» CreatePipeline

ZBAUA XS RERRRM, BRI ERFE, ERAUTHS

+ TagResource
» ListTagsForResource
* UntagResource

ZBALMESAR S ZANE |, &I SABER I BRBRAI IR, SR LU ENERNENFAE | BRTREH
HIERZEE, IREFMMAITENREZFENRNERE , WHERESIBE. NRBERTR , WAAESHIR
5% B PR S EB R4 BR
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/billing-what-is.html
https://docs.amazonaws.cn/ARG/latest/userguide/tag-editor.html
https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore
https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-tagresource
https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-listtagsforresource
https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-untagresource

Amazon loT Analytics A #5R
£ 1AM KRR ERRE

£ IAM FRRERRFE AIRE

BAILATE IAM SREEHfF condition JUE (BN Condition R ) EUATHRM4 LT XR/IME—RBER , SR
FERRAIRZZF A ERRR (R ) -

+ fffiotanalytics:ResourceTag/<tag-key>: <tag-value>&AAFSIEL I 4 ERSHEIRN
RAPRgeE.

+ {£f aws:RequestTag/<tag-key>: <tag-value> AIERELXHBBFIERA TSGR API
BERIER (RTEA ) FEFZL.

« fH aws:TagKeys: [<tag-key>, ...] IERERHAUBIIESHATFHRZHNRRN AP ERedE
B (BT ER ) —ABERSHE.

Note

IAM RRFIPHRG ETXRENERTATRSE ETXR/ME. Amazon loT AnalyticsBé
BRI RENRRARRLESHNRE, i, FERBERGELETXRMEATHELER
DescribeLoggingOptions , RAEZERFEE | AEMAFFCHER (B8, BEE. BER
HREE ) .

BXEZER 28 (AM AFER) FHEARSESER. XEXEE  IAM JSON RHSE1ZER
M—FE& IAM 89 JSON KgH LR, TEMITESENFMEEL HANRE,
AT R BISR B B AP N B R B PR B, LR BEPRHIEY IAM B -

1. BERABRRRMFE “env=prod” ( FZH1T ) "aws:RequestTag/env" : "prod"ERAEIF ),

2. TEBUR AR EFREIRE “env=prod” &R ( ST ) "iotanalytics:ResourceTag/
env" : "prod"FERFIF ),

{
"Version" : "2012-10-17",
"Statement" :
[
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"aws :RequestTag/env" : "prod"
}
}
}l
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"iotanalytics:ResourceTag/env" : "prod"
}
}
}l
{
"Effect": "Allow",
"Action": [
"iotanalytics:*"
]l
"Resource": "*"
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https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-describeloggingoptions
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_tags.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies.html

Amazon loT Analytics A #5R
PR RE

¥
]
¥

BETUNAERERIEESMIZE , HERFENEESIRT , TR R.

"StringEquals" : {
"iotanalytics:ResourceTag/env" : ["dev", "test"]
}
Note

MREBBEFEATAELRAFHRRR , ESLERERNELS AP ERRE TR PRI BRX LR
LHThEE, BN , AP TRELKB R R RIS USRI ENRE , HIRTZERHTHRNR,

P25 PR 5

TEHREATIRENERRS

s BINRFHBRAFEEH - 50

. BAB4KE - 127 4 Unicode T8 ( EA UTF-8 12X )

« BRAREKE - 255 4 Unicode 2 ( %A UTF-8 1% )

« RERNEX 2 KINE,

s BOfFERaws: prefixBSRNRZENEE , BN EET NAmazonER, BITEHmE R BRT 1L 51 R EIFR
ZEMEBE. EFLRIBNRZETITABTNRRENREHRF,

« MELHURIBARAN SN BRSNERER , FeBHECRSTENATFEANFTRHERS, BEAGTE
ANFHEE TAUTF-8 XX THNFR., ZEABRFURATERFEF +-=._1/ @.
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XIFM SQL IhaE

Ry SQL FiEXAmazon loT
Analytics

BREREA SQL RAEXMBIBFREPHBIBERMN . Amazon loT AnalyticsEf 5 Amazon Athena #[E
# SQL &, EHRNEZER,

Amazon loT Analyticsz 1% ANSI #7/# SQL 1&EH 75,

SELECT [ ALL | DISTINCT ] select_expression [, ...]

[ FROM from item [, ...] ]

[[ INNER | OUTER ] LEFT | RIGHT | FULL | CROSS JOIN join_item [ ON join_condition ]]
[ WHERE condition ]

GROUP BY [ ALL | DISTINCT ] grouping_element [, ...] ]

HAVING condition ]

UNION [ ALL | DISTINCT ] union_query ]

ORDER BY expression [ ASC | DESC ] [ NULLS FIRST | NULLS LAST] [, ...] ]

LIMIT [ count | ALL ] ]

[ B W W W e

BXSBNRA , FSMS LK Amazon Athena XX H4.
Amazon loT AnalyticsAmazon Athena FXIFLLTHE :

s WITHT Al

+ CREATE TABLE AS SELECT 158

¢ INSERT INTO i&H

- EZRHFHNER , (R EZEITEXECUTENUSING.
* CREATE TABLE LIKE

+ DESCRIBE INPUT Fl DESCRIBE OUTPUT

+ EXPLAIN iEH

- B ENKEE (UDF 3 UDAF)

- ERESRE

- BREIEER

£}
« %R SQL ZhAEAmazon loT Analytics (p. 86)
« HEEH SQL EHHE N B EAmazon loT Analytics (p. 88)

X #FHY SQL ThEEAmazon loT Analytics

BR/ERBEIFEA SQL ZRAXMNBTEFHEPNBEFEBERN . REZEITHERAmMazon loT AnalyticsE FPresto
0.217.

* K F
XENBERE
Amazon loT AnalyticsT B Amazon Athena XX EEIEER,

* primitive_type
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https://docs.amazonaws.cn/athena/latest/ug/select.html#select-parameters
https://prestodb.io/docs/0.217/index.html
https://prestodb.io/docs/0.217/index.html

Amazon loT Analytics A #5R
SIFN B

¢ TINYINT

¢ SMALLINT

¢ INT

¢ BIGINT

¢ BOOLEAN

¢ DOUBLE

¢ FLOAT

¢ STRING

¢ TIMESTAMP

* DECIMAL[ ()precision, scale]

* DATE

« CHAR(EFEEKENKEBRENFHHIE)

« VARCHAR(EFEEKENKEJENFHHIE)
» array_type

* ARRAY<data_type>
* map_type

e MAP<primitive_type, data_type>
« struct_type

* STRUCT<col_name:data_type[ COMMENT col_comment][,...]>

Note

Amazon loT AnalyticsTi B Amazon Athena T X R L HfER A,

X

Amazon Athena FlAmazon loT AnalyticsSQL ThEEE FPresto 0.217. HXREREH, BEFNRERNNE
B ESNEBAZELUR Presto XHHFHUTERKET,
- BEEZHEY

- HREBNZER

o ZHERER

o HIREHK

s BEHBHNZER

o BRIV

o THAEBMNZER

. FRBEBNZER

o THEHIEE

« BHISRREREMEZERN

o ENFREXEEK

+ JSON Bz HAF

« URL B

- REEW

- BOEMK

. BEEK

s BARBHNZER

. MSTEHBAZER
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https://prestodb.io/docs/0.217/index.html
https://prestodb.io/docs/0.217/functions.html
https://prestodb.io/docs/0.217/functions/logical.html
https://prestodb.io/docs/0.217/functions/comparison.html
https://prestodb.io/docs/0.217/functions/conditional.html
https://prestodb.io/docs/0.217/functions/conversion.html
https://prestodb.io/docs/0.217/functions/math.html
https://prestodb.io/docs/0.217/functions/bitwise.html
https://prestodb.io/docs/0.217/functions/decimal.html
https://prestodb.io/docs/0.217/functions/string.html
https://prestodb.io/docs/0.217/functions/binary.html
https://prestodb.io/docs/0.217/functions/datetime.html
https://prestodb.io/docs/0.217/functions/regexp.html
https://prestodb.io/docs/0.217/functions/json.html
https://prestodb.io/docs/0.217/functions/url.html
https://prestodb.io/docs/0.217/functions/aggregate.html
https://prestodb.io/docs/0.217/functions/window.html
https://prestodb.io/docs/0.217/functions/color.html
https://prestodb.io/docs/0.217/functions/array.html
https://prestodb.io/docs/0.217/functions/map.html

Amazon loT Analytics A #5R
HEEE N E

+ Lambda Fix = FIEREK
+ Teradata B

Note

Amazon loT AnalyticsAmazon Athena FXX# A F E XM B (UDF = UDAF) RE# T FE.

Al Ia'l"l ~ "
HEEH SQL ERH E BB Amazon loT Analytics
AILAEA AT E SR F SQL ZiHI R : Amazon loT Analytics.
- ERVEES  FEZHBNLS 1255, FEMXMERSNEISEE,

Example =4l

SELECT 'O''Reilly’

« BRYTHE , AJAERRSISFHUTRILIT KB BEF6# I BHEER.

Example Rl

SELECT ~_myMessageAttribute™ FROM myDataStore

- ABFRUHEE  FESBRFNEEFHENEER.

Example R4l

SELECT * FROM "myDataStorel23"

- ERUREXET  BREXBFIREER. AXREZFELR , W . REXRFHNIIRESQL SELECT
EA.
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https://prestodb.io/docs/0.217/functions/lambda.html
https://prestodb.io/docs/0.217/functions/teradata.html
https://docs.amazonaws.cn/athena/latest/ug/reserved-words.html#list-of-reserved-words-sql-select

Amazon loT Analytics A #5R
Amazon Identity and Access Management

Amazon loT Analytics FHYZ 44

Amazon TS EM R e, R Amazon BF7 , BRMNERNFEASHZ BB WHERMITENE
B OMMEREPZ S,

ZeMRAmazonMENHERFE, XEXFEE  REHEEAFEERNZENNREMES !

« ZHREH-AmazonAFRRI EEZTHEMIZEAMazon P REAmazons. Amazonik EEIRHEAI R
2FEANEKRS. ERN Amazon EAEITTRIN—20 , BRIV L EENEREERRE=SFiTAH# TN
HMBIE, BT #EERAT Amazon loT Analytics WEHIMEITR , TSR EMEITREENH Amazon R
%,

- THRZREM-BHRAEHAMazoNEEANES . EEEENHMBRENS , IEENEENBBME. &
HANER AR ERANEEEN,

SRS ES B IR T MR IN{AITE6E A Amazon loT Analytics B S SRR EER, AT =B B A i &
Amazon loT Analytics ASETUEM R £ MM EH M B R, FREFES 0@ EHH hAmazon RS 7T #5 B & s 35
R &K Amazon loT Analytics &R

Amazon Identity and Access ManagementH iy
Amazon loT Analytics

Amazon |dentity and Access Management (IAM) 2 —# Amazon RS , ATLAZE BB I8 5 24 3% 8 3
Amazon ‘BFRHFE. 1AM BB R EHETIES BRRIE ( 2% ) RN ( EEXR ) REMA Amazon
loT Analytics BIR. IAM 2 — N FHFEAHN Amazon RFH.

Audience

4n4{al i Bl Amazon Identity and Access Management(IAM) & #& &) LAFE Fh i 1T Y32 4E T FAmazon loT
Analytics.

RS AP - MREFEA Amazon loT Analytics BRFRTRES , MENER R QN ERHEMBNEERN
fR. FEEIREYGEFAEMERBZAmazon loT AnalyticsThEEET R T/E , BAEEEFANNR, THNAERE
FE R AR B R M E R R EREBAHNR, MRETER Amazon loT Analytics FEIIIEE | BS 50 3
Amazon loT Analytics & 17 57 R 3 1T BUFEHERR (p. 101).

BEEER - MBHENTRFREE Amazon loT Analytics &R , NETTEEE A Amazon loT Analytics #95
2 ERR, BEREHELN R TAIFRPL Amazon loT Analytics BHEEM AR, AR5 , B4ME IAM B
R ERERAE RS AL NN, BEEZRELOESTEIAM WEXES, B7HEXEHNAT
WAFRF IAM 5 Amazon loT Analytics BEEANEZER , FZAmazon loT Analytics Z1{A5 1AM &
I4E (p. 92)

IAM BER-MRER IAM BER , BESE THAXEAUMAEERE IAM FE A KRN EAE
8,31 , H3Amazon loT Analytics T 58958 R4 (p. 98).

£ & 01T E BRI

SHRIEREERFHEIERSR Amazon 5%, BXERAEZNEZEEAmazon Web Services
Management Console , % #liam Console F1&FX R ETEIAM A Fi55.
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http://www.amazonaws.cn/compliance/shared-responsibility-model/
http://www.amazonaws.cn/compliance/programs/
http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/IAM/latest/UserGuide/console.html

Amazon loT Analytics A #5R
£/ H 0TS HRIE

EBAPHER Amazon IEFARAF . IAM AR AN IAM AL TEARIE ( %% Amazon ) o &AL
FHARNE —BFREMRWIES %, EZHA Google 5k Facebook & F, HEXEFERT , BHEER LLEI
£/ IAM ABRETHRESHRI, EEFEAXRBHEEABRANEILTE Amazon i, BRFHRKAT AR,

EE#EEZ B Amazon Web Services Management Console , & F{&H R B 1R/ 8 Fap 4t =R 1AM
AR, BuAFERARAFS IAM AP R ZHAURES RN E Amazon, Amazon B THF AT E S M
SITIE , IFALHNEENENERBITNELEE, MRETEH Amazon TE | MIAMETHERE
%, f£H Signature Version 4 ( ATX At APl IER#TRIERI NN ) TRIIRE, BXRIEBERNESE
B, BZH (Amazon —fix5¥E) FH Signature Version 4 L& fifz,

TitEAMM S RIS E , BUREESERMECZLEE, 0, Amazon BUEERZESHRIE
(MFA) R2EKFHZLME, ETHREZELR , H5HR (AM BFIERE) FM7E Amazon FEAZESHR
i (MFA),

Amazon Ik F 1R H

YHIEE R EAmazonIK 7B, R EANR — DMK FAABAmazon RS MERE L RN RNEIF
5. WEBFA Amazon IKFARAF | ERAGCIRK S B A B FERF bt BB EF |, ARG Z
5. BABWETEARASKITRERS  IEREEES. AR , BEFUEARA S CIZENE—
NIAM AFHRESE RAEEZEREFRASEIL  NACNHRTOBRKS MRS ERES,

IAM F P4

IAM Fi /= 2 Amazon I AR ENMA RN ARFEERENRN -1 F10. IAM AP AREEEKBEILE ,
PIA - MBBH—ABRER. BETHRIAERBRRS , BSREE AV AP0 RZHAEIAM AP
BE. N IAM AP ERILRBRAN | FEAREEH RERIFkey pairo BTLEMEERNMBETRHA. M2
WA BT 9 V5 R AR 3T o

IAM AR —MEE—H IAM BFH 0. EFRERANSHER, BAUERAR-IMENSINEFE
ENR. MRERERAF , FRAATUERIHERRFNR. 6, EREEE -8R 1aMAdnins B
B, HAZARTHRAEE IAM B,

RAP5ARTE. AFE—#SEMARINARFXE MAGEEULERCHNENARA. AFERX
ARKHEE , MAGRMIKNEILE. BETHRESES 525 IAM AP EERHMAGIE IAM AP (1
TRA® )

IAM A&

IAM A2 Amazon KPP EFRENRNEE, BRLUT IAM AR , EEREARTXEK. BB
A€ , £ Amazon Web Services Management Console FE R XA IAM B, B ELEMA Amazon CLI
% Amazon API BERFERBEN URL IR ARG, BEXFERAACGNEENESEER , B3H IAM AFE
M PHER IAM B,

BAIEREIEN IAM BEELATERITRER !

o IEET IAM A FARBR - IAM AP AT BUEME 1AM 86, LERRESTRNTRURITHENES.

- RESOAFBR-EEAUNERARE. NUBAFSHG , MAE IAM AR, MAIE IAM A/
Amazon Directory Service. &Rl AF B RH Web AR EE. SNHHNEKAE &4 . Amazonf @i
HEERFREINREN , FAREEHAFPEACGSHREMEE. AXRKEFVAFNESER , E5H , 18
SRS SMAFNAGEIAM AFERE.

o BW/AE - ZAER IAM ABUATTRKSPHENA (AIEERA ) HRIENKS FHER. A
EERFEKFHRANBHNEEAR , E20 , BSHIAM Be5ETHRNERBEMTEEIAM AFE
.

« AmazonfRSHE-REFABR—N IAM A€, REFEFZACUKRREELNKS PIRITRE, E1RE—
L Amazon FRSIFRER , BUTARFEXERANAGR., KERSACGHTNIE LRSS HRIFTENTER
FRAMazonEEEMNER. BRSACGERSMR , BERELAFERSERERNER , FSRSBAGTE
ERENR, BSAGREENKSNREFRINE , FeeATRFEEMKS RHRS TR , MTAEERN
K /= IR A RIABR |, T AEERIKF NRAGEIRR , TeeATF SaILM IAM eI, SR kR RS

90


https://console.amazonaws.cn/
https://docs.amazonaws.cn/general/latest/gr/signature-version-4.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#create-iam-users
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#create-iam-users
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_access-management.html#intro-access-roles
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B A R

A, flm, EAUBIE— BB AT Amazon Redshift f$&R &5 [E Amazon S3 78 , AEFZE
R YR IEINE E Amazon Redshift £8H, BXEZEL |, 5SH IAM AF BRI LIZE R Amazon
BREERNRHN AR,

« £ Amazon EC2 LZE{THNARF-ZALUER IAM BB EIEE EC2 4l EiE1T H 4lEM S AR R iEet
EiEAmazon CLIZEZAmazonAPl 53R, X% TF7E EC2 RHlFEFE#1HRZEH. BN Amazon AR5 HE
4 EC2 EHIHAFEEHMNIZEFINFIERARFETH |, B Liol2 — N nEISE AR Sl B 4, EHIEE
XHEERAE , HF EC2 26l LETHRFAEBREBIRREIE. AXESEL , H5H IAM AFERESD
HEA IAM BE5 Amazon EC2 32l LiETH R AR FEF IR,

ETHRERMER IAM A | HSRANERCIE IAM A6 (MARRAF ) IAM AFERE.
FAEREEEILA

BRI BRI E M IAM BB EiAmazon IR , MMEZRFHIAmazonFEI 1 E. FEERZAmazonH B
R EEEHREFEXEKN , FBELCIHONR. EENXE (BAF. IAM AFRS IAM B ) A HiE
Red , AmazonfFiF X EREE, REPWNRBEERAFERIELER, KESHEKEE Amazon F1EHE R
JSON 3 #4, BX JSON REEMEHNEHTNBNESZELR , E5H IAM AFERHH JSON FKEEHLR,

IAM B2 R 7] LAfE A SR M SR8 TE WRLE A P B 115 (8] Amazon FR , BAR A7) AT BARY iX L8 3 R0 T MR LE R 4 .

BN IAM KK (APHAS ) RIRBEANRR ®#E<2 , MRBERT , AR AESTEY , BEETEER
B CHZEB, BEAAPRTHITRERENNR  EERMITENREBHMEAS, & EERT
LLBRPAMEEATBNRNAS, SEEANENMMBETFHRNERN , ZARNSBAFFLIREXL
R AR

IAM policy & SURERIRIR , TR TEERA BRI ERITRE, HlH0 , RIZEE—NAY iam:GetRole
BRENKRE. BEAIZKEEMAF TEM Amazon Web Services Management Console. Amazon CLI 5
Amazon AP| IREXABE R,

ET B AR

ETHONRBEIAIMMEISMD (W IAM AP, AeH4E ) B JSON RREH XY, XLLERMBIZH &4 AE
TSR T B ZRNTHLERE, BETHNTOIRET S MK , 25612 IAM policy#IAM A =
EE.

ETHONRBITUR - FHXNNBRERIIEENRR. NBREREZBRARLIAS, ARAGH, KE
REE R T LAM ANE) Amazon IKP IV SR, ANABNMIM KK, EEXRKEIE Amazon FTEX K
MEFEEARE, BTHNAEEEARBNARKE ZRETERE , B0 1AM AFER dHEEES
REE S A BRR RS 2 B2 1TE R,

HeRmRE

AmazonXIFHIA, FAEAAKEAERE, XERKRBETUREFEANRBRBEGERTFHRAN
Ro

« NRLR - NRLAR—N SR, ATFREETSHNRBALN IAM RE (IAM AFRAER ) BT
HWE AR, BAIAEERENRLR. XEERNBERIENETSHNEREENRLANRE. &
Principal PFEEAFSAGHETRENRBTIZNRLARS, F—TREPHNENELFEEZAN
Y. BXANBRLRANEZELR , ESH IAM AFEEHH IAM EEH RN R,

« BRF1REIKIEER (SCP)SCP 2 JSON K , ATIEERMNALNSHELE U (OU) R ANBRAMazon
Organizations.Amazon Organizations2 — A F 7 A MEF EE S MRS A RS Amazon B LA
BN, tREHELAFZAFEINAE , ML SCP MAFENEMRAEKS . SCP REIK & MK~ &
EHEHNE , BFES MNAmazonik P RAF . BXHEZE S Amazon Organizationsf SCP , IS #SCP
) T fEAmazon Organizations i F 15 7.

« RERE - AERBESRER , EUREAIRNACERESHAFNRRN SFEN |, XEREFER
SHRHITRE, ERAFNNRRAFSAGHETSONRBNSERBORTE, NREATLRBET
BRNERE, T ORBPHNENELGEEZAT. BXESZEE , BSH IAM AAFERPHSIERRE,
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A 1AM

ZREERE

HSNRBPWRMAAT —MERN , ERONREMERMELERE, BT H Amazon MABEES RS
MEBRXBENREATER , BSH IAM AFEREHHRKITEESE,

Amazon loT Analytics 2MMA 5 |IAM i E T4E

EFEA IAM EE3T Amazon loT Analytics By E Z 80 , 4R T #EHILE IAM ThEERI 5 Amazon loT Analytics
“£E5FEA, EXHT# Amazon loT Analytics M Efh Amazon RF A5 IAM —&£EH |, 25 1AM AR
EEFHE IAM —E2FE A Amazon RS,

ATHE LR ER
» Amazon loT Analytics EF & 385K EE (p. 92)
» Amazon loT Analytics T & JRHVEKEE (p. 93)
« EF Amazon loT Analytics FREEIIZX (p. 94)
« Amazon loT Analytics IAM &€ (p. 94)

Amazon loT Analytics E T & 17 #Y 5K BE

£/ 1AM ET 508K | EUEEATRELHRENTFAR AFRIELBREN R, Amazon loT
Analytics XIFRENRE, BRMFMHEH. ETHREE JSON KEHPERANAMERE , 538 IAM A/
EBEHH IAM JSON KRB TESE,

1

ET IAM BRI RIEH Action TRMRZEEF AT RELHNBERE. KBRRHEBESKEKN Amazon
APl BRI B, XLRIEA T REEHURTFHRITRERREN R,

H #Y SR BE R EAmazon loT AnalyticsTEIRVERIERA AT BI4R : iotanalytics: il , AR AR T4
BNR |, LL8I2 —NAmazon loT Analyticsi@i&Amazon loT Analytics CreateChannelAPI ##4E | £}
‘@ffFiotanalytics:BatchPuMessageEfIIMBURPREITE) . KEGE QLI EIE Action
NotAction JTE., Amazon loT Analytics EX T BT H —HIRME , XEIRERR T IERZBRSHITHE
Fo

BEEENMBATPEESTRE , BRERESHENRT , TR,

"Action": [
"iotanalytics:actionl",
"iotanalytics:action2"

]

B LMERBERA () EESMNMEAE. Sl , EREELE T Describe FFANAARIE  BEEUATR
.

"Action": "iotanalytics:Describex"

EEEFFEAmazon loT AnalyticsiR1E |, ESRIRIEE L FAmazon loT AnalyticsTEIAM A FH5E.
TR

Resource TEEEEMENARENNR, BUXLMEE Resource B NotResource TE, EA[{FEH
ARN RIEERR , EABES (*) R ZBAERATMERR.

XL XA : Amazon loT AnalyticsBIEE R RFAE T ARN,
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A 1AM

arn:${Partition}:iotanalytics:${Region}:${Account}:dataset/${DatasetName}

BX ARN BRMWEZEE , 155 Amazon Resource Name (ARN) 1 Amazon fR5 a5 % 22/,

Hltn , EEIBEGHIEE Foobar BIEE , BEFEALLT ARN,

"Resource": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/Foobar"

EEERTREKSNAESRS , BEABES (%)

"Resource": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/*"

TR BERRHATREL Amazon loT Analytics 4 , 6l , AT RIBZERIVIRE, EXLEERT , EH4M
ERBEA (*)o

"Resource": "*"

—2% Amazon loT Analytics APl 2ES R 2 &R, Bl , createPipeline5| AERMENKIEE , N
£ 1AM I PP A FUR SR RN PR F B fE FSMB M BUIR S , NMIRBHERR T sEE BN BIRE, EEEA
BATEESMNRR , BEAES DB ARN,

"Resource": [
"resourcel",
"resource2"

]

EEEEFEAmazon loT AnalyticsBRER R H ARN |, S8 E X & REAmazon loT AnalyticsfEIAM F
Figm. ETRETEBLRERIEESNERN ARN , FS 5 Amazon loT Analytics & X HI124E.

ES R

1 condition L% ( B Condition R ) F , AILEEEANERNFMY. condition TREFIEN. BT
DRMRERFMZER (il , ETH0T ) BERERER |, SIERBPNERGSERPWEMETHE,

MREBHE-—MEIPEES Condition THE , WHEE condition TEPIEESZME , U Amazon &
2% aND EEIME TN, MRENENFARIEESZME , U Amazon AR or BEKITESEM. &
R EANNRZ BT BIUR BB S,

EIEEFRMGN  BEUANEASUFEE, fin, REEEA IAM A/ BHRIE IAM AP, BF R ER
FHRBERHNR,. BEXEZERE , FE5H . IAM R TE  TEMFEEIAM BFER.

Amazon loT Analytics N RME MRS ENRM4R  EX/EARLLRRMAR  BXFEARELRR
g, EELHAmazon2 BERMR | S HAmazonE BRMA LT E. EIAM AFiEE.

=~

EEE Amazon loT Analytics BT S K REENRA] , B2 Amazon loT Analytics EF 53 # KB R
I (p. 98)

Amazon loT Analytics & T &R #Y 5K B

Amazon loT Analytics FXIFE T RFNERE, EEFEANETARNERTEN RS , E5H , 55
EE R E T EREE R Amazon LambdafEAmazon LambdaFF & A R 3EF.
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BERSRENE BB

ETF Amazon loT Analytics FrRZHI T

B LUSARE M INE] Amazon loT Analytics &R 345 E R P i #nZ4%% F Amazon loT

Analytics, BEETHRZRHIGHE  BKEEZEPREGEEE  FETPREFRLEEXHTHERE
Fliotanalytics:ResourceTag/{key-name}, aws:RequestTag/{key-name}E

Zaws : TagKeys& ., BXRIFICHEZE EAmazon loT Analytics &R , SRR A NFRZEAmazon loT
Analytics & JR.

EEFETHONER (ATRERR LWRERBREXNZEZRNFE ) WRE , FSHE , FSHRESE
Amazon loT Analytics B EFR & 1T BIE.

Amazon loT Analytics IAM &£
IAM £ Amazon B i B 4 AR RBYSRAE.
FF it B £ 3E A F Amazon loT Analytics

B AFEAREIEHTRE S HESR , I8F IAM AEREEEKFAE, ZNER AARBIGENZ2E
iEAmazon Security Token Service(Amazon STS) API #4E , fflflAssumeRoleZE A GetFederationToken.

Amazon loT Analytics 3235 A Il B 1k .

BSHAXAG

ARS5#8% A & F ¥FAmazon BR S5 1 R AR S5 P Y B IR AR R BRI, RSEXRABEREEN IAM JK
P, HIRZBRSFRE. IAM BEER TUERETREERSHXARHNR,

Amazon loT Analytics T X FREHEXAE,
REAEE

WIEEAFRSAREBERS AL, RABATRSHRETRSPHNARARKRETKEE. RFAG
ERELEN IAM KSR, FRZKFARE. XEWKE , IAWMEBERTUERZAGHNR, B2 , XHFMET
REL T AR S5 A Th B

Amazon loT Analytics ZiFRE A€,
B RS EERER B

BERERER—NREMRE , FEFRERTNRNIFTRLIEEESESNRN X AT R
¥, % Amazon 1 , BERSBREI LS BEERERE., — MRS ( FURS) ARA%S —TURS ( BN
BRS5)Et , AIRERRAEBRSELL, TURMBFARSUERENERN S —MEFNRRETERE , BNiZ
RS FRAHRMRER. N TBHIEXMER , AmazoniZ AT #5 By IERY FT B BRSS =B RR TG RIK P A9 5
Ro

EANBWEHaws : SourceArnfaws : SourceAccount BRIFREHH LT X4, XPREI T LR
Amazon loT Analytics h BRI S —TRS. MRAFEARNL/BFA LT R, ER—K\EaHEA
Bt , aws:SourceAccount B aws: SourceArn B KK AMEREBRKS ID,

rIEREREBERBRERN A EZZEREERRTE Amazon Resource Name (ARN) £
aws:SourceArn £RFMH L TR, MREFTHNERFTHNTE ARN , REERES/NE
R, B ARN KRAZo EATEBEAF (*) W aws: SourceArn £/ E FXERM4R. 6l
W, arn:aws:iotanalytics::123456789012: %,

E3 1]
+ Amazon S3 HIBASEHE (p. 95)
« W S#ETREL CloudWatch B (p. 96)
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https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_GetFederationToken.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.amazonaws.cn/ IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
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BERSRENE BB

s BFIEREEEEENRERBEAMazon loT Analytics &R (p. 97)

Amazon S3 HIFHEAF

MBEEREFFEER Amazon S3 ZfAmazon loT AnalyticsEiE 124 |, M BRI BIER Amazon S3 76
BAAES HIUREL M EIF B,

5130 | Nikki Wolf A EF BN BN Amazon S3 EfEBrrrsrss. FHEBIEM LT E B2 Amazon loT
AnalyticsTE Z b X QIR BIEFHus-east-1. MIEE T —IBER |, %K 2 FAmazon loT AnalyticsE&E
WHI RS E ik pnnses# R M, Nikki WEIEZBRR2exerz22 N BECHIKF P RIE—NEELROEIE
£, Fitt , Amazon loT AnalyticsfRE 3T AR Li i1 7 Nikki B9 Amazon S3 7458 , RE Li @S itaY
K AT T &

R T LEIXFER | Nikki AT LAIEEaws : SourceAccount kbR aws : SourceArniR B P Rt xupnns#.

}EEaws : SourceAccount F M- LA T Z i 5 K A& R I8 E R BAmazon loT Analyticsk B Nikki IK /= B9 8 JR
(123456789012) Tl BATH [@] saswst##.

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "ConfusedDeputyPreventionExamplePolicy",

"Effect": "Allow",

"Principal": {

"Service": "iotanalytics.amazonaws.com"

Iy

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::DOC-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

1,

"Condition": {

"StringEquals": {
"aws:SourceAccount": "123456789012"
}

}{§Eaws : SourceArnFH-5{E& , Nikki AT LAEHaws : SourceArn$kff,

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
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BRSRENREREE

"Service": "iotanalytics.amazonaws.com"

Iy

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::DOC-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

1,

"Condition": {

"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-east-1:123456789012:dataset/DOC-EXAMPLE-
DATASET",
"arn:aws:iotanalytics:us-east-1:123456789012:datastore/DOC-EXAMPLE-
DATASTORE"

T 5z B9 FBh CloudWatch B&E
EFEAAmazon #TMER | ARG IETEEERERE CloudWatch B, AT RBREFREE R T {AFs
IEHIDEENEIFRA

« 2R%MH LT X#4 , aws:SourceArn
o XEXIHAE ; aws: SourceAccount BYREIAmMazonKF 1D
s B2 XBNEF & Rsts :AssumeRolei&ERAmazon loT Analytics

Replace ( #1# ) 123456789012 RIIAmazonlk = ID Mus-east-1 5 FTER # X Amazon loT
Analytics AT REIFHIIKF .

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Principal": {

"Service": "iotanalytics.amazonaws.com"
Iy
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:iotanalytics:us-east-1:123456789012:% /%"
Iy
"StringEquals":{
"aws :SourceAccount":"123456789012"
}
}
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BRSRENREREE

‘ }

BXRBANEE Amazon E Z{E B CloudWatch B , 2 fthe section called “B &2 F M
2 (p. 103).

B Ik RAEE R ERE R B PASEAmazon loT Analytics & iR

WRARIZFAmazon loT Analytics & B 1TIR¥EAmazon loT AnalyticsBIR , BRE TS BRI REL R F R
Fo ATBHIEHIVEERI TR , RO LABRSIR F A RAmMazon loT Analytics A T 2% R KB =61,
£

+ FBEAmazon loT AnalyticsfE B MBIEZM (p. 97)

o BFIEBRRSRAENRE R EAmMazon loT AnalyticsEIEE R R 2 ZMN (p. 97)

FBhAmazon loT Analytics{E B MBIEE M

B LMERA IAM A &R H AmazoniX &% HAmazon loT Analytics AT AR RIZF R A TR IERNAGRE
I PRI B9 B F B & |, 4R AT LAE FEAmazonlik P #E aws : SourceAccount LR MA ARNAmazon loT Analytics
FH & Faws : sourceArnBH MBI A BHET RPN TE,

EUTREIP , Bir123456789012FRMIAmazonk 7 ID Marn: aws: #####:aws-
region:123456789012: Channel/doc-example-Channe l{EFK ARNAmazon loT Analytics$JUE 5
BiEFi.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
Iy
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
Iy
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:channel/DOC-
EXAMPLE-CHANNEL"
}
}
}
]
}

ETHAEXBENREFMNEFTE S FRETINESER |, 5
HcustomerManagedChannelS3StorageMCustomerManagedDatastoreS3StoragefEAmazon loT
AnalyticsAPI $& .

By LE 8 AR 5508 B B B B BhSEAmazon loT AnalyticsBIBERN B 2 £ AN
IAM £ fAmazon loT AnalyticsfRIZIFHIEEE L RIR M4 Amazon S3 HAmazon loT Events AT ER

BERINBEIFRE, FFILERTEREREBEEE , EEAmazonlk F faws : SourceAccount TEFH
ARNAmazon loT Analytics® 9 & JRaws : SourceArnfERKi B B BN EERBNTE,

{
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IAM policy R4l

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExampleTrustPolicyDocument",

"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
Iy
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "123456789012"
Iy
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:dataset/DOC—
EXAMPLE-DATASET"
}

}
¥
]
¥

BXEERRERENBTD XANNESFMELR , FZHcontentDeliveryRulesfEAmazon loT
AnalyticsAP| &,

Amazon loT Analytics & F & 1589 5K #& R~ 4

FgERT , IAM AP AL EERIEHK Amazon loT Analytics RN, ©AETEER Amazon
Web Services Management Console, Amazon CLI =% Amazon APl #i1TE55. IAM B8 R A 82 IAM
policy , MENAFFMAGRFNRUNMENEERFRRITHEN AP B£1E. RE , EEAMXTITXLER
BE B N E) B EIX LA R IAM A R4,

BT B A AIX RG] JSON RSB ET B8 IAM i | HSREJSON LT+ E6IE%E
BEAEIAM B8R

ATEEHNES :
« REEHRIESSE (p. 98)
» fF Amazon loT Analytics &4 (p. 99)
- ATAPEFMIIBS KR (p. 100)
+ i7E—Amazon loT Analyticsfii A (p. 100)
« &&EAmazon loT AnalyticsiRIEFRE 3 1T8E (p. 101)

REERESKE

ETSMNREIEERK, SIEEEMNARSIUE, HEHMEREK S FE Amazon loT Analytics &
Ro XLERIETHESME Amazon IKF=ERAR, SRR REET HOHREN , EEBUTENMERIY

« AlTAmazonit & K EE-FF t5EFAAmazon loT AnalyticstR R , fEFAmazonfEEREE , HEK R TR F 1]
FIRNR, XERMEEENIKS PRE  HBHEFP NEHAmazon. BXEZEE , E5H IAM AFE
BT A E A Amazon FEE R KPR,

s BFHENR-YZ0ZEEKKER , ABRFRITESHAENTA,. EFBRIABTFRENR , RERESE
ERTFHENR. IHEMEE—FAREFEIFREANNEMEEZHRENRRAEENZL, BXES
B8 , B3 (AM AiFER) PHETFRENR,

« NBRBIRERSA MFA-AEREZ Y | EX IAM AFREAZSESHRIE (MFA) K RIBEZRIRS AP 2
. ETMEZER , E2H IAM AFERHMTE Amazon FERAZEFHRIE (MFA).

c EARBRZAREELLU-EYXATHEERN , EXETHHNRBERLER T AFFERIRT.

Fign | B REFARIEEERSARE AN IP HitSEE, BEaTURERYE , WENAFEER

98



https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_CreateDataset.html#iotanalytics-CreateDataset-request-contentDeliveryRules
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html

Amazon loT Analytics A #5R
IAM policy R4l

SR ESERAMNER , REERFEA SSL H MFA, BAXESES , 58 . IAM JSON FErITE
ConditionfEIAM A 8.

& Amazon loT Analytics #Z#| &

E {58 Amazon loT Analytics ##& , BATRE —HRENNR. XENBRALAAGFEIHMEFTERE
# Amazon Ik #Y Amazon loT Analytics BRHIFMAFEE. NRUEBLEMLENRENRENENET S
BRI , THMT ZREHEE (IAMAFRASR ) | REANEERMBEEET.

ERFRXESSAEREFER Amazon loT Analytics #2#1& , BT @ZEKMMT Amazon TE XK, BXES
EE , B2 1AM B8R SR AP R IR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iotanalytics:BatchPutMessage",
"iotanalytics:CancelPipelineReprocessing",
"iotanalytics:CreateChannel",
"iotanalytics:CreateDataset",
"iotanalytics:CreateDatasetContent",
"iotanalytics:CreateDatastore",
"iotanalytics:CreatePipeline",
"iotanalytics:DeleteChannel",
"iotanalytics:DeleteDataset",
"iotanalytics:DeleteDatasetContent",
"iotanalytics:DeleteDatastore",
"iotanalytics:DeletePipeline",
"iotanalytics:DescribeChannel",
"iotanalytics:DescribeDataset",
"iotanalytics:DescribeDatastore",
"iotanalytics:DescribeLoggingOptions",
"iotanalytics:DescribePipeline",
"iotanalytics:GetDatasetContent",
"iotanalytics:ListChannels",
"iotanalytics:ListDatasetContents",
"jotanalytics:ListDatasets",
"iotanalytics:ListDatastores",
"iotanalytics:ListPipelines",
"iotanalytics:ListTagsForResource",
"iotanalytics:PutLoggingOptions",
"iotanalytics:RunPipelineActivity",
"iotanalytics:SampleChannelData",
"iotanalytics:StartPipelineReprocessing",
"iotanalytics:TagResource",
"iotanalytics:UntagResource",
"iotanalytics:UpdateChannel",
"iotanalytics:UpdateDataset",
"iotanalytics:UpdateDatastore",
"iotanalytics:UpdatePipeline"
1,
"Resource": "arn:${Partition}:iotanalytics:${Region}:${Account}:channel/
${channelName}",
"Resource": "arn:${Partition}:iotanalytics:${Region}:${Account}:dataset/
${datasetName}",
"Resource": "arn:${Partition}:iotanalytics:${Region}:${Account}:datastore/
${datastoreName}",
"Resource": "arn:${Partition}:iotanalytics:${Region}:${Account}:pipeline/
${pipelineName}"
}
]
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon loT Analytics A #5R
IAM policy R4l

‘ }

X FREZEEA Amazon CLI 5 Amazon API AP , TENEHEMREEFHENR, Bk , AATFHEES
BT AP R ITE AV IR,

RTFAFEREMMNBECHNR

ZRBIEER T B REE , UAYW IAM AFRPEEMMEIERAF SONABRMNITENRE, WEBIFE
BH A LRI IRESE URES R EH Amazon CLI 8% Amazon API FREE IR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1.
"Resource": [
"arn:aws:iam::*:user/${aws:username}"

]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1.

"Resource": "*"

}

18 — N Amazon loT Analytics#i A

EARRYIG , BHRBEENKS RETF— IAM A F Amazonlk = 75 [l Nk 2 Amazon loT Analyticsi@
& , exampleChannel. A FE AR WA RN, FEEAMERIAE.

1L?dgl%a‘ﬁ:]“"iotanalytics:Listchannels, iotanalytics:DescribeChannel,
iotanalytics:CreateChannel, iotanalytics:DeleteChannel, and
iotanalytics:UpdateChanneli¥ PR, HX Amazon S3 BRSS [ A F 1% TR H 6 A6 & Mt X LAY R
WRBIES , BSE , BSRES A - AR KRN EEm IR,

{
"Version":"2012-10-17",

"Statement":[
{
"Sid":"ListChannelsInConsole",
"Effect":"Allow",
"Action":[
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https://docs.amazonaws.cn/AmazonS3/latest/dev/walkthrough1.html

Amazon loT Analytics A #5R
X 543 5 (R 3# 1T EFEHEBR

"jotanalytics:ListChannels"

1,

"Resource":"arn:aws:iotanalytics:::

ol

"Sid":"ViewSpecificChannelInfo",

"Effect":"Allow",
"Action":[
"jotanalytics:

1,

"Resource":"arn:aws:iotanalytics:

DescribeChannel™”

: :exampleChannel”

"Sid":"ManageChannels",

"Effect":"Allow",

"Action":[
"jotanalytics:
"jotanalytics:
"jotanalytics:
"jotanalytics:
"jotanalytics:

CreateChannel",
DeleteChannel",
DescribeChannel",
ListChannels",
UpdateChannel"

1,

"Resource":"arn:aws:iotanalytics:::exampleChannel/*"

}

& & Amazon loT Analytics B IEFRZ# 1TIEE

EALERETEONERPERAZRY , MEETHRZEFIIY Amazon loT Analytics BRI TR, LRAIE R
WA REUANREFESE channel, B2 , REEUTERTF AR FN PR channelif¥owner EHZ A
FHRAFEE. ZEBRELRFEERS S LERZIZIEFMENNIR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListChannelsInConsole",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "*"
I
{
"Sid": "ViewChannelsIfOwner",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "arn:aws:iotanalytics:*:*:channel/*",
"Condition": {
"StringEquals": {"iotanalytics:ResourceTag/Owner": "${aws:username}"}
}
}
1
}

AT LR Z R B B AN BN MK = Y 1AM AR, IRAF £ Arichard-roe=iA&E&EAmazon loT Analytics
channel , channel %i¥ridOwner=richard-roe or owner=richard-roe. &N , b fFHIE4L
WiEe, FHRER owner ILE owner Ml owner , EARBREBMTFIRDARNE, BXREZEER | ES
¥ . IAM JSON ZFHBEt3 : ConditionfEIAM A F#8m.

¥t Amazon loT Analytics 5 14 #1/ [7] # 1T 8 FE HE R

FERALTEE TR BEL WIS EE MR Amazon loT Analytics A AJAEBZIAY & W&,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html

Amazon loT Analytics A #5R
X 543 5 (R 3# 1T EFEHEBR

£
+ EFEAIE Amazon loT Analytics FHITIRIE (p. 102)
o EERINAT iam : PassRole (p. 102)
s REEZEFERMWIFRZEHA (p. 102)
- BREEAHAFEATHM AR Amazon loT Analytics (p. 103)
« RHBELAWTEKM Amazon K Z A A R 1AEFEE Amazon loT Analytics &R (p. 103)

FEFTANIE Amazon loT Analytics R ITIRME

MRAmazon BRI H A EIFE , BENPITEMRE , BUSABRRENEER T RAEB) , LREHEY ,
LERGH B, BNEERRENECREASBMBBAIIN Ao

TR RHIBIR K EEmateojacksonlAM AP 2 AR H S EE B Rchanne 8%
Hiotanalytics:ListChannelsiXfR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotanalytics:” "ListChannels™ " on resource: ~“my-example-channel”"

EXTERT , Mateo BRI EE R EHMEKE , SLAFMIFFImy-example-channe L R IRfE
Hiotanalytics:ListChanneligfE,

R IT iam : PassRole

MBEREEREL , BRREBITNIT iam: PassRole B, MMABKRRENER R TR, ENER
ARENEREAFENEBHBIAN. BREZAREFENER , MEARTFEFABEIEL Amazon loT
Analytics.

B Amazon RS AT ERANBEABKEIZRS , MARCURFBSACIRSHEXAR, Nt , BU4H
BB AGAEERSHNR,

HEZ N marymajor B IAM A =i FE A% A1 Amazon loT Analytics FITIRIERT , 2K E LT RHIE
Ro BER , RS MMEARSACHEFHORRST AHITERE, Mary TEEFAGEKZEIIRSHINR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform: iam:PassRole

EXMBERT , Mary IERBHEE ASREHHEKRE , LATFHBMIT iam: PassRole B1E,
REEEFERIA R A

EEIZ IAM AR ERZRARE B UEREFENTGRER ID. BR X EZBEREENRETREH. W
REEXRTREERR , WLMOIE N RBH,

BRIZRABRRNEBDAR ; HE %48 ID ( BlWAKIAIOSFODNN7EXAMPL) MAZR i B 247 (I
i , wialrXUtnFEMI/K7MDENG/bPXxRfiCYEXAMPLEKEY), SAFBMBRB—# | BLMEHMER B
4 ID MR IFEBHANERRTELRIE. GHAFENEL—& , KEBFRHEHHA.

Important

BAEAF=FRHGAZN , MERN TEPRIEGHITHS ID BF1T. MREXHEM , A6
SEFE ARG EE KB K AT R R,

Lol ZIFEkey pair B , RELRREFHEZEH ID MBRHRBARFE—NRENE. REHEESA
RELGERECH TR, MREXRTENBELREZESR  B450 IAM AP RINFNTHRZRH, ERSTHE
PMANERZER. MREAEWMGAZA , AT ER—Nkey pair , REFELIEMN TN, EEFUHA , &
S5 IAM P ERHRHER L REH,
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https://docs.amazonaws.cn/general/latest/gr/acct-identifiers.html#FindingCanonicalId
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey

Amazon loT Analytics A #5R
FigFMEER

BRREBEAHFEATHMANE Amazon loT Analytics

EARFHAMATE Amazon loT Analytics , BARNFEFRNRHNARARNARFLIE - IAM 4k ( A
FPEAER )., ENSERZEENEIETRR Amazon, RE , BLJUGKREEH NSS4 , LUETE Amazon loT
Analytics # B H 1% F EHHIER.

EEFBA , B2RUEENE— IAM ZRAFFEEIAM AFEE.

® t‘aﬁ)ﬁﬁﬂﬁ Amazon I P Z S\ A & G R FKEY Amazon loT
Analytics 7R

ZANGE-NAG , LERCKFINAFREALNNAR TUERZABKFRENRR. SERINE
EREFER  TURAAR, W TXHETHRRNVRBIIGEIEZH IR (ACL) RS , BRI NERIXLE
BEEAR R TR EHNEROFAN , MABFETHFRNRBERGAEFFIR ACL) MRS , MAXEET
RV R R RRHI TR

ETHEZELE  BZHUTHE .

- WEFE T #Amazon loT Analytics X IFX K IhEE |, S FWMAmazon loT Analytics5 1AM 1E 4.

« ETRMANERAEN Amazon IKF PR FREMAGFRMNER , ES5HIAM AP EEPR I SREH S -1
Amazon MK F#Y IAM A PR 4E 15 B AR

« BTHENAAE=7 Amazon K REEHERNFRINE , FSHIAM AFEERN hE=FHEN
Amazon Ik P IR E 5 R AR

- ETHRNMBYREFHRIEREHRARR , F2H IAM AFERTNIESALSORIEVES (BKE
SHRIE ) REHER,

c ETHEAACNETRRNRBHTERSBRZANES  FS5HE IAM BFEERFH AV 2258
THRENRBEFATE,

Amazon loT Analytics H iy B & 18 F M5 1%

Amazon RERET KT A F % Amazon loT Analytics WTE, BOLUEBEPN— LT ELFEHTIA
7B, " UTEZEEFHTM. BWERTREINERESEIL,

Bzl T B

BA LMER LT Bah{bisiE T B3RS Amazon loT H7E IS IRATIRE -

+ G CloudWatch BH&-¥#2, F#M 7 REN B E3XHAmazon CloudTrailsi & EiFE, BXESE
8, B2, 21 4LAmazon CloudTraills$® B &4 % CloudWatch A F#5/E.

+ Amazon CloudTrail B RS- 1K R X Z HEXH |, 1533 CloudTrail B33 X # & 3EFIR BB R X4
CloudWatch B, M Java RERELENARER , URBIEEHN A EXHEMH CloudTrail £ FR %
HEFR, BXEZEL |, H5HE . #£H CloudTrail A& #Amazon CloudTrail B P 1ER.

FuETE

154 Amazon loT 2 —MNEERT 2 F 4 # CloudWatch BIRAHENTE ., XERXEAE : Amazon
loT. CloudWatch & fAmazonfgF 15 &l &N FRIRRE AL at-a-glance EF B IRTAmazonIfig, BILEE
E#&EF Amazon loT Analytics L8 B &,

+ % Amazon loT Analytics 24| &8 &R :
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https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.amazonaws.cn/iotanalytics/latest/userguide/security.html#security-iam-service-with-iam
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html

Amazon loT Analytics A #5R
/A #H{TIA#EE CloudWatch A&

- BE
- BiEFEM
. BEE
o ZigK
. RE
-
o XEXiHAE : CloudWatch ERE R :
- HREBETRES
- HENREERE
- REETRR
A, BE T LAEE A CloudWatch HUT A TIR4E ¢
- Bl EE VR ERASREXOHNERS
o LHIERBIER , UHRREHFEEBE
s BRHAXKEFMEN Amazon BIRIER
B R 418 B R SUE A ok R - Y &8 &

{5 Amazon #1744 CloudWatch B&

Amazon loT Analytics 23 Amazon CloudWatch #1718 %, &0 LLZ A FMBEE Amazon
CloudWatch IE7£ % 3FAmazon loT AnalyticsiBIE ff fiPutLoggingOptionsAPI #4E. A5 B f0
{¥PutLoggingoptionsFAmazon Identity and Access Management(IAM) SRE & 1 /5 A L &
CloudWatch IEFE & FAmazon loT Analytics.

BX MEZEE CloudWatch B |, 2 5% CloudWatch BEFAFIER. X NEZEER
AmazonlAM , &2 8 Amazon Identity and Access Managementf FF {5 7.

Note

£ /8 A2 BiAmazon loT Analytics B KRiEFE A , iH5 4% 7 f## CloudWatch BEFEIN R, BRGHEE
AF CloudWatch BETUEFZNARER. BXEZELR , HSH . Amazon B 5B KIEF A
@32 % CloudWatch B

2IE IAM AellE A AFiER

E4|Z IAM BELUER Amazon 5 A B Ei2% CloudWatch

1. {EFAAmazonlAM 24 & L TR BRAmazonlAM CLI #% , CreateRole , AMEREEXREK (SEE
B ) BIZHFHN IAM B, EEEER Amazon CloudWatch Z3RK 2 FRENEBEZA R,

aws iam create-role --role-name exampleRoleName --assume-role-policy-document
exampleTrustPolicy. json

XEXIHE : exampleTrustPolicy. jsonXHBEUTAHAR,
Note

WROIBE—IM2RBEELTXEY , BTHIEEBERELREH

=i Replace12345678901251@&’9Amazon$ﬂﬂt’s)ﬁ' IDaws -regionf AAmazonf&HI X
HAmazonB RN ERH. BXEZEE , S H the section called “B RS R B (SR B 2By
B (p. 94)o

{
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/cli/latest/reference/iam/create-role.html

Amazon loT Analytics A #5R
/A #H{TIA#EE CloudWatch A&

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
Iy
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "123456789012"
s
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:%"
}
¥

e, ERAR , LR AEE ARN, Amazon loT Analytics PutLoggingOptions®i<o
{# A AmazonlAMPutRolePolicy ff iR BREEME ( arole policy ) RIEBELSE 1 FAIEN AR,

aws iam put-role-policy --role-name exampleRoleName --policy-name
examplePolicyName --policy-document exampleRolePolicy.json

Simple OolePolicy .json X EUTHAR.

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"logs:CreateLogGroup",
"logs:CreateLogStream"
]I

"Resource": [
"arn:aws:logs:¥ k"

]I
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:iotanalytics:*"
}I
"StringEquals":{
"aws:SourceAccount":"123456789012"
¥

}

}

]

}

A T 4 FAmazon loT Analytics[E]l Amazon CloudWatch 12 B RIZREHHNR |, FHiEH TS
CloudWatch & PutResourcePolicy.

Note

ATHPHERBIEEREZLEA , RINBIEIEEaws : SourceArnfERIVE R REEH
XPBRE T HENR , MR AFREEEKFHIBLER, BRXEEREBRNENESEE , B2
Ethe section called “BRRSS R ERE RIS (p. 94).

aws logs put-resource-policy --policy-in-json exampleResourcePolicy.json
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https://docs.amazonaws.cn/cli/latest/reference/iam/put-role-policy.html
https://docs.amazonaws.cn/cli/latest/reference/logs/put-resource-policy.html

Amazon loT Analytics A #5R
/A #H{TIA#EE CloudWatch A&

XLEXIHE : exampleResourcePolicy. json X EEUT EFERE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
e
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:iotanalytics:us-east-1:123456789012:%/*"
T
"StringEquals":{
"aws:SourceAccount":"123456789012"
}
}
]
}

REFEABATIEE

fFAPutLoggingoptions A FEEM S AL L #HM & T CloudWatch IEFE & FAmazon loT

Analytics. loggingOptions FEHH roleArn RAKRE L —THEIENAEH ARN, EFA LR
DecribeLoggingOptions W H R ELRMN HRICFEIEE,

PutLoggingOptions

REREHAmazon loT Analytics A Kid FiET ., MRREH TEMPELloggingoptionsFE , ER&HKZE
RE— DM THEEN. U, MBREERMMEEEroleaArnF R (fl0 , EFEBRXELMN ) , &K
SAREERSHNE , LERFEENR. BXEZEER , HZH PutLoggingOptions,
DescribeLoggingOptions

KRN YEIEEAmazon loT Analytics B RiEF &, BXEZELR | 5
¥ . DescribeLoggingOptions

WmEZEMR, BRNEE
Amazon loT Analytics¥ A FiE#RMA L G : CloudWatch 7 :

AR

Amazon/loTAnalytics

EBHR iR

ActionExecution BRAEBHALR.

BREHRGTER ZREBRER,
ActivityExecutionError HATE BRI £ R IR B
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https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html

Amazon loT Analytics A #5R
/A BT CloudWatch E4F

&R iR

IncomingMessages HABERNEERE,
PipelinE H# X H1Tit K ERHITHEBEINHE,
$®E iR

ActionType EEMTIRERR,

ChannelName EESMEEENE N
EENMBBIEEN BT
EREENNBBEEEN B

IEE S EEES A o

DatasetName
DatastoreName

PipelineActivityName

PipelineActivityType FEMUNEE TR,
PipelineName EEMANEENER.

£ Amazon #1742 CloudWatch =4

Amazon loT Analytics B 3 [0 & # % 47 5& 35 CloudWatch #f£Amazon Lambdas&zh. WEHEEEF
Y £8 1R B A R 7748 R0 B2 1Y BIE JH B W Amazon Simple Storage Service (Amazon S3) WRMF

o BALAER Amazon S3 A EFLEBRLEBWIMNEREE, BEXESELE , BSN . EFLESE
E5E E (p. 57) , StartPipelineReprocessing® #9 APIAmazon loT AnalyticsAPI ’}‘% Fft 4= Amazon
CloudWatch 44 s #9T0 B# CloudWatch B4 P #57.

B A LAEE /S A Amazon B B#5. CloudWatch &A@ &= REUE — ST EH, Hila
%3%%] Amazon Simple Queue Service (Amazon SQS) BA %l
3_:&13551%7(?7(1—: Amazon S3 X R R SE
N

BRI LAEA
, AFE A startReprocessingMessage
SHEM APl IL5# CloudWatch BHXRFSRBEMBEIR , MTFT

* Amazon Kinesis Streams

+ Amazon Lambda E#k

« Amazon Simple Notification Service (Amazon SNS) &
+ Amazon Simple Queue Service (Amazon SQS) BA %l

BXAXEHNERIER , ESETS# EventBridge BRI L% EventBridge F P i5/.

819 CloudWatch E4& R < B $r 47
XEZER ,FSH . RESKiET

R4 F Amazon ] B4 /9 X ZBiAmazon loT Analytics R H. &

LT R A B E P B Amazon— iR SE.

KIFEATLSEHEH CloudWatch H =17 B4 IR A Amazon LambdaActivity KA T3,

{

"version": "version-id",

"id": "event-id",

"detail-type": "IoT Analytics Pipeline Failure Notification",
"source": "aws.iotanalytics",

"account": "aws-account",

"time": "timestamp",
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https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.amazonaws.cn/general/latest/gr/aws-service-information.html

Amazon loT Analytics A #5R
/A BT CloudWatch E4F

"region": "aws-region",

"resources": [

"pipeline-arn"

1,

"detail": {

"event-detail-version": "1.0",
"pipeline-name": "pipeline-name",
"error-code": "LAMBDA_FAILURE",
"message": "error-message",
"channel-messages": {

"s3paths": [

"s3-keys"

]

o

"activity-name": "lambda-activity-name",
"lambda-function-arn": "lambda-function-arn"
}

}

RIEA :

{

"version": "O",

"id": "204e672e-efl2-09af-4cfd-de3b53673ec6",

"detail-type": "IoT Analytics Pipeline Failure Notification",

"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-10-15T23:47:02Z",

"region": "ap-southeast-2",

"resources": [

"arn:aws:iotanalytics:ap-southeast-2:123456789012:pipeline/test_pipeline_failure"

1,

"detail": {

"event-detail-version": "1.0",

"pipeline-name": "test_pipeline_failure",

"error-code": "LAMBDA_FAILURE",

"message": "Temp unavaliable",

"channel-messages": {

"s3paths": [
"test_pipeline_failure/channel/cmr_channel/_ dt=2020-10-15
00:00:00/1602805530000_1602805560000_123456789012_cmr_channel 0_257.0.json.gz"

]

o

"activity-name": "LambdaActivity_ 33",

"lambda-function-arn": "arn:aws:lambda:ap-

southeast-2:123456789012: function:lambda_activity"

}

}

B 5 b3k BV EE IR 2 @ & CloudWatch B4

HEFREEREEEANBENRBEENRN , REBRB R ER NIRRT E, EAWE
B, TBAEEdeltaTimeX FTHmBEQueryFilter HE I EHIEE B MAqueryAction ( SQL &
# ) o Amazon loT Analytics{BRAEEIEER B NEENEE , HELNBBENZENTE. EERERE
HIThEESE FlAmazon loT AnalyticsiBIY & %8 AL &% CloudWatch =44 4 BiE7E 18 B/t 8 2 /5 BERT,

BT LAUE A Amazon loT Analyticsi##| A& , APl. Amazon Command Line Interface(Amazon CLI ) , &
EAmazonFF A TEILERBRBERE EREBTERNL,

#EAmazon loT AnalyticsAP| , LateDataRuleConfigurationX RERKIBENBRBBEMNRE, X
R EDataset SR KCreateDatasetFlUpdateDatasetAPI #1E,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/
https://docs.amazonaws.cn/cli/latest/reference/iotanalytics/index.html
https://docs.amazonaws.cn/iot/latest/developerguide/iot-sdks.html
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/A BT CloudWatch E4F

S
IR BIRE QIR IR BIEH N BfAmazon loT Analytics , N AFIEEUTEE :
ruleConfiguration (LateDataRuleConfiguration)

BELERBEANNEEF NS,

deltaTimeSessionWindowConfiguration
SERENRLEEONERESENEN,

DeltaTimetg ERTEE R, EALUEN DeltaTime A EXMITRIEKRBEEHNKFEIEREES
AB. WF—flFpeltaTime , TS GIEEFEERTRE SQL HIFEE (CLI. .

timeoutInMinutes

—AetiE EfR. BAILAE A timeoutInMinutes SA{EAmazon loT AnalyticsA] At EB4b 38 £k
HITEERMIEREIEE A, Amazon loT AnalyticsE] &% —#ti@4 CloudWatch FEA+2¢705%
o
FR B
BRCEAE : 1-60

ruleName

HER BRI B & #Ro
RE: ZHFER

Important

f§XElateDataRules , HEE LM EADeltaTime L Mo
BLEIERHEAN (2HE )
LT ERERMAE EREENERBTEMN . Amazon loT AnalyticsiZH| &
BLE R B EA N

%% Amazon loT Analytics %4,
ESMERS , EBM, BIESE.
ERREED  ERERBES
ESMERD , EEN, FAEE.
EHEBEOIY , EERE.
EERBEBEEREIESED , RITUTERE

ERATHREAEREQD , GEEEntE.
SERTFOffsetdh |, WIAREER , RERB—NEBN,

c. EATTimestampH , MIARZER, XAURNBEHFTHRNEH , ALK EN SQL RiERX ,
BlEN : from unixtime####.

o0k wh =

BXUNARENRABREIRNNELEE , E5H. A5 EIREAZEERFRHPresto 0.172 344,
. ERTERBEEA , ERELTEDIRS.
e. BEATHEENEYP , WAER, EFCEEHN 1-60,
f. 1%&$%F Save (#RTE ).
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https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DeltaTime.html
https://docs.amazonaws.cn/iotanalytics/latest/userguide/automate-create-dataset.html#automate-example6
https://console.amazonaws.cn/iotanalytics/
https://prestodb.io/docs/0.172/functions/datetime.html

Amazon loT Analytics AP 55
/A BT CloudWatch E4F

UPDATE DATA SET

Configure data selection filter

When creating a SQL data set, you can specify a deltaTime pre-filter to be applied to the message data to help limit the messages to those which
have arrived since the last time the SQL data set content was created. Learn more

Data selection window

4

Delta time

Offset
Specifies possible latency in the arrival of a message

:

I

Timestamp expression

from_unixtime(time)

Late data notification

Enable late data notification to receive CloudWatch events if late data is detected.

Active -

=]
o
o
Y
o
3 I
m

loT Analytics will emit a notification if late data is received within the value below

I

Minutes

BB SR SR BUE AN (CLI)

fEAmazon loT AnalyticsAPl , LateDataRuleConfiguration¥ REXTRKEEMNBRPBEANZE, X
M &R EDataset SXRBEM I RCreateDatasetMUpdateDataset. MAIBAEAAPI, Amazon CLI , B
EAmazonFT A TESUERNBREEEERBBIEAN ., LT RHIEA Amazon CLI,

EOZEREEERBEANNBIES  EETUTH S, TR Edataset. json XA T [T H R
o

Note

A LAE A UpdateDatasetEH A BIFER AP,

aws iotanalytics create-dataset --cli-input-json file://dataset.json

XLEXIE : dataset. jsonXHFREEUTRE :

+ Replacedemo_dataff A B FrEIBE B Mo
*+ Replacedemo_data ##fEH B irBIEFHE B .
* Replacefrom_unixtime####BBNRABFRNEN , A HMNEL SQL XA,

BRUOMEENEBRERNNESER , E20H. AHSHERELAZEE/FHEIPresto 0.172 344,
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https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_UpdateDataset.html
https://prestodb.io/docs/0.172/functions/datetime.html
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+ Replace##BHNTF 1—60 Z[8,
» Replacedemo_rulesBE[EE,

{
"datasetName": "demo_dataset",
"actions": [
{
"actionName": "myDatasetAction",
"queryAction": {
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from unixtime(time)"
}
}
1,
"sglQuery": "SELECT * FROM demo_datastore"
}
}
]l
"retentionPeriod": {
"unlimited": false,
"numberOfDays": 90
}l
"lateDataRules": [
{
"ruleConfiguration": {
"deltaTimeSessionWindowConfiguration": {
"timeoutInMinutes": timeout
}
}V
"ruleName": "demo_rule"
}
]
}
1T F ¥ WOIE IR 22 & AN

W LATE R AIZHN CloudWatch TE S anfaI4b B & 3% B 3E 3R B E 38 &Y E 4 Amazon loT Analytics. faJBs
CloudWatch SB4ZBUBH , ©2RAMN FEXHEE B IRRE,

BB K 5 RE M CloudWatch ZE4H N
£ 812 CloudWatch FIE# M N Amazon loT Analytics , M RITAT#RE -

« BEHPNEH, ANFEFR, CloudWatch B4,
- PIBHAEEEFHZEA CloudWatch E4MN, AN TLBAFZXRENE R, Hla :
* Amazon Kinesis Streams
+ Amazon Lambda E#k
+ Amazon Simple Notification Service (Amazon SNS) &
« Amazon Simple Queue Service (Amazon SQS) RA %!

&K CloudWatch E4HN |, H BREBH B #r4 F Amazon | 2 &4 X1 Amazon loT Analytics & JREY
%A, BXEZER B3 . BESKET AFAEFAPHAmazon— RS E.

BXREZER | H5H . 214 CloudWatch =4 ? MF A FER T D% CloudWatch ZE 4 #y I 52
CloudWatch E#-FF#gm.
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.amazonaws.cn/general/latest/gr/aws-service-information.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
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HERBEBAEH
HEEBIEB AN B4 RAUTHEN,

{
"version": "O",
"id": "7f51dfa7-ffef-97a5-c625-abddbac5eadd",
"detail-type": "IoT Analytics Dataset Lifecycle Notification",
"source": "aws.iotanalytics",
"account": "123456789012",
"time": "2020-05-14T02:38:46Z",
"region": "us-east-2",
"resources": ["arn:aws:iotanalytics:us-east-2:123456789012:dataset/demo_dataset"],
"detail": {
"event-detail-version": "1.0",
"dataset-name": "demo_dataset",
"late-data-rule-name": "demo_rule",
"version-ids": ["78244852-8737-4650-aa4d-3071a01338fa"],
"message": null
}
}

B2 CloudWatch S4-M NI A T3 U AR 142 8 &0
LUTFERERMAELAHN. Amazon loT AnalyticsiEIR % #n #x3E & 12 Amazon SQS BAF,
#12 CloudWatch S4# M

ZEFE|Amazon CloudWatch 2 &I A&.

ESMBEPHNESHT , EFAN,

EF#HENRUCTTE |, %%, AIZAN.

EEH/R , EESHER.

ERXEEHES | UERRS. BoH , RITUTRE

a. EATRSEH , EFIoT Analytics
b. EATEMHERE , i%#RIoT Analytics BIFEE G EHIE.
c. EBREERREEEN , ARWMABRBEENENR.

6. TEB#R, EBFMER "

7. &ESQS BAF , RERITATIRME

ERTFRASI e | %% B FRBAS.
8. &# Configure details (B Ei*ME L),
9. EEMENSR2 EENANFAEENEL , MASHMER,
10. i5i%#® Create rule (BIZHN),

o bk wn -~

£ Amazon loT Analytics 123 Amazon CloudTrail
APl H A

Amazon loT Analytics2 5% R Amazon CloudTrail , 2#AF, A2RAPFARITEREENIEEZHNES
Amazon #J R$5Amazon loT Analytics. CloudTrail 3XK#9 API 8 FI#9 F & Amazon loT AnalyticstE R EH#
‘A¥ER B Amazon loT AnalyticsiZ & & F MK 8 A ZlAmazon loT AnalyticsAPl, MREEIZRER , AT
i CloudTrail %3%Z| Amazon S3 F# IS4 , @¥EAmazon loT Analytics. INREFEBRE , W{PBAE
CloudTrail ##|& P EHIER. A CloudTrail HEMNEE , BELAFER Amazon loT Analytics & H 7 1+
AR, RHERN P #hut, AAREHER, BROXEHNEAREMFEAEE.

112



https://console.amazonaws.cn/cloudwatch/
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£/ CloudTrail i2% API A

ET#AX CloudTrail WEZER |, 5519 (Amazon CloudTrail AF ) .

Amazon CloudTrail F# Amazon loT Analytics 1§ 2

808 Amazon IKFRY |, FEZIKF LB A CloudTrail, %5E3h & 4 fEAmazon loT Analytics , &SI
2R CloudTrail 731 AR HftAmazonH H fR S BH BHE K. BT UE Amazon IKFHEE, BRAMTHR
BHEN. BXEZFEELE , B2 . EFAEFEEM CloudTraill EHF1ZR.

EiF410% Amazon Ik FIEH (218 Amazon loT Analytics WEH ) |, FoIBRBRER. BEBEH
CloudTrail 3§ A& %1% 2l Amazon S3 8. BIAMBRT , EEFAFIEREN |, kBEMNATHE
Xig, WRERIEFRTE Amazon 7 XFIERAEXFHHEN , HHAEXMHEEZRIEEN Simple Storage
Service ( Amazon S3 ) Ff&#§. AL , BETUEEH BAmazonfRS |, #— S M EPRENEHEIREH
REUERE, CloudTrail B&. BXEZEER , B350 :

o SIZEIRERELN
+ CloudTrail X RS FIERK
+ A CloudTrail EZi& Amazon SNS &4

+ $ZIX CloudTrail 3k B ZMNXEH B & XA FIZU CloudTrail 5k B 24Nk B B E X4

Amazon loT Analytics X R A TR AEIZFNEH : CloudTrail BEXH :

» CancelPipelineReprocessing
+ CreateChannel

» CreateDataset

» CreateDatasetContent
» CreateDatastore

» CreatePipeline

* DeleteChannel

* DeleteDataset

* DeleteDatasetContent

» DeleteDatastore

* DeletePipeline

+ DescribeChannel

» DescribeDataset

» DescribeDatastore

» DescribeLoggingOptions
» DescribePipeline

* GetDatasetContent

+ ListChannels

+ ListDatasets

+ ListDatastores

+ ListPipelines

» PutLoggingOptions

* RunPipelineActivity

+ SampleChannelData
 StartPipelineReprocessing
» UpdateChannel

» UpdateDataset

113


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_CreateChannel.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_CreateDataset.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_CreateDatasetContent.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_CreateDatastore.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_CreatePipeline.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DeleteChannel.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DeleteDataset.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DeleteDatasetContent.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DeleteDatastore.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DeletePipeline.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DescribeChannel.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DescribeDataset.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DescribeDatastore.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DescribePipeline.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_GetDatasetContent.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_ListChannels.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_ListDatasets.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_ListDatastores.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_ListPipelines.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_RunPipelineActivity.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_SampleChannelData.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_UpdateChannel.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_UpdateDataset.html

Amazon loT Analytics A #5R
£/ CloudTrail i2% API A

* UpdateDatastore
* UpdatePipeline

BIMEARATRKEBTEAXRERBEROARGE. BOEEIRBEBENATAR

« EREFEABRAFEILZER Amazon Identity and Access Management f P &EIE4L HEY,
- BREGAACGERKESHAFNIRNZEEIER HN,
- EREAFHHET Amazon BF A H,

BXEZELR , 2K CloudTrail userldentity JT#,

T & Amazon loT Analytics BEX % B

RIRR—MEE , WA THSHEN BEXHEEBZIEEN S3 F#M, CloudTrail BEXH#HEZE IR
ZAAERE, —NEHRTIREEMEN—NMER , SEERFMBERORE. RENBPNEE, ERS
BEHENRFES. CloudTrail BEXHTRAMA AP HANEFHKRE , ALENT2REMKERFE
o

LLTFRBIERT —4 CloudTrail 3B createChannelaction.

{

"eventVersion": "1.05",

"userIdentity": {

"type": "AssumedRole",

"principalId": "ABCDE12345FGHIJ67890B:AnalyticsChannelTestFunction",

"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/AnalyticsChannelTestFunction",
"accountId": "123456789012",

"accessKeyId": "ABCDE12345FGHIJ67890B",

"sessionContext": {

"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:43:12Z"
o
"sessionIssuer": {

"type": "Role",

"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",
"userName": "AnalyticsRole"
}
}
o
"eventTime": "2018-02-14T23:55:14Zz",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateChannel",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.162.1.0",
"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {
"channelName": "channel_channeltest"
o

"responseElements": {
"retentionPeriod": {
"unlimited": true

o

"channelName": "channel_channeltest",

"channelArn": "arn:aws:iotanalytics:us-east-1:123456789012:channel/channel_channeltest"
o

"requestID": "7£871429-11e2-11e8-9eee-0781b5c0ac59",

"eventID": "17885899-6977-41be-a6a0-74bb95a78294",
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https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_UpdateDatastore.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_UpdatePipeline.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon loT Analytics A #5R
SIS UE

"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
}

LLTFRBIERT —4 CloudTrail #%BicreateDatasetaction.

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsDatasetTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/AnalyticsDatasetTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:41:36Z"
}l
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",
"userName": "AnalyticsRole"
}
}
}l
"eventTime": "2018-02-14T23:53:39Z",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateDataset",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.162.1.0",
"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {
"datasetName": "dataset_datasettest"
}l
"responseElements": {
"datasetArn": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/dataset_datasettest",
"datasetName": "dataset_datasettest"
}l
"requestID": "46ee8dd9-11e2-11e8-979a-6198b668c3f0",
"eventID": "5abe2l1f6-eela-48ef-afc5-¢77211235303",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
}

Amazon loT Analytics B9 & M M1 E

ERZA Amazon EMEIT RN —2B5 , F=FFZ A MFITFE Amazon Web ServicestI Z £ SEH M | 4l
i SOC, PCIl, FedRAMP #1 HIPAA,

ETHBIRSHEM Amazon Web Services EEEREAAEITREER , S RENEITIEERNH
Amazon Web Services, BXREHE L , S Amazon Web Services&HHEIT R,

BAILAER Amazon Artifact TERE=FFITIRE. BEXESZEE , HSH. 7 Amazon Artifact F TR

H
Ho

&4/ Amazon Web Services W EMMERARR T ERBENBRE, RARNESAMBRARERNER
EM. Amazon RELT HIFRABEFEZ MM
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Amazon loT Analytics A #5R
SRS R

c ZEMESHMREATEEIZEUEEAMEREANER - XEFBEEIHE T RMEEEM , FiEH
TEAmazon L HBIELR S HNEAHAMNEREREN SR,

« Amazon Web Services £ HIPAA Z& MM EM LRI ZIT- ZAREPNE T L AWAER Amazon
Web Services SIE&FE HIPAA tRENRARRF,

Note

##zz Amazon Web ServicesE & HIPAA BEXR, BXEZEL , BSHRE HIPAA EXRH

R&EZE,

« Amazon& MR - L FFMMEERMES TREER FENTLINTLE,

 Amazon Config 7F & A R 8/ i £ A AL T8 %R — 1tk Amazon Config BR &5 T & & H R BLE X P EBSE
B, TLEmRERAEBEER.

+ Amazon Security Hub : It Amazon Web Service 12t 7 Amazon FZ RSN LHEAE , ARBHERE
REFERSTUIMENRESEATE,

Amazon loT Analytics H Y #FE 1k & BE

AmazonZ ERE MR HE B SeAmazon XA A i X #E., AmazonXigiR S ANEYE i BiREsH e A
X, SETAXBESERK, FHESATRESHNEEREE—E, MATAKX , £ LU i FIREET
AXzBLhliit BT NELEENNARFNREE, SESNENHSMEEHOEMIZEMRL |, 7
AXEEESWITAYE., REENTT B4,

Bx Amazon KB H T AXMNESZEER |, 555 Amazon £EREMZHE,

Amazon loT Analytics PRI EAIZER 24

ER —TIEE RS , Amazon loT AnalyticsZ B|Amazon2 EME R 2B F , M FTRAmMazon Web
Services : ZENEMABAE B,

A LAER Amazon &R #Y AP B REN M5 R Amazon loT Analytics, BEFIRSAAZHERMERZSH
(TLS) 1.0 RESERA, BIEM TLS 1.2 AEBRE. BEFHRESAZIFEETLEERE (PFS) HEH
E# , flan Ephemeral Diffie-Hellman (DHE) = Elliptic Curve Ephemeral Diffie-Hellman (ECDHE), k%%
HURRE (W Java 7 REBRA ) BXFXEER,

AN, BBERFEEZR ID M5 IAM ZRAXRBKOBE L R BARTERBITER, RE , BALUEAR
Amazon Security Token Service (Amazon STS) £ R If it Z & FEIERXFRBITESR,
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Amazon loT Analytics BL&l

XEXFE : Amazon— xS E ISR HEMNERIAB B Amazon loT AnalyticsX} FAmazonaccount. SN
TP RS NEFE AmazonXiF, BEXEZEE , H5H . Amazon loT Analytics& s 17 R FEL
FMAmazon RS ELE I Amazon— ik S E K.

EZERESRSEH , EESupport FOEEIE, BREZEER , 551 (Service Quotas AAFIERE)Y F
BB R ME S,
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Amazon loT Analytics 1&4E

Amazon loT Analytics i &

THRAEX AP BENEER |, BRI EBAmazon loT Analytics , 2IEZ XM Web BRE ML RHIFER,
e 7 F 45 iR

Amazon loT Analytics 1

& SAfE FlAmazon loT AnalyticsFl TUREE, &38, FREMDHT IoT BB APl i S, BXEZEER , #5
B o 1731 ¥EAmazon loT AnalyticsH #JAmazon loT AnalyticsAPI 2.

XEXFA : Amazon loT AnalyticsZ8 % B9 Amazon CLITY 55 & il AAmazon CLISE AT LAE i BB MIRE
#IE T Amazon loT Analytics.

Amazon loT Analytics Z(#E

Z AT LAE A Amazon loT Analytics i FHATESESZI M Data API d5 5 Amazon loT Analytics
channel, pipeline. datastore, fldataset. BXEZEL , F5H . HIEFE T EHAmazon loT
Analytics F FI & Amazon loT AnalyticsAP| & .
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Amazon loT Analytics AP 55
WA EE R A EE R B EEH A ? Amazon loT Analytics?

HEBR Amazon loT Analytics B & &
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