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2 EE , REBEFERXEEIEN Amazon HITHERA. Amazon B4 A TEEHM Amazon CLI AT B
BEREBABHNIERIESR,
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MR fEMA Amazon Cognito EBNARFHPHAF F4, WRSLETLUERA Login with

Amazon, Facebook, Google B{Ef5 OpenlD Connect ( OIDC ) BN EREMEHRTAF LR
iE. RS, B LER Amazon Cognito IR FREE R ARF AT [ Amazon & HiEFREIE,
BEXELZ{EER , H5H Amazon B31E8%F EM Using the Amazon Cognito Credentials Providers

- BFHLM[ Amazon #ITHE B HRIE B RALA R SAML 2.0, MREFENHLAEEXRF SAML2.0 K
B REHUERF , BYEHEFEBENFER SAML, BLER SAML 5 Amazon KB EHKIEEER , #3K
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- #FHEME Amazon #HITHE SRR ERELREL M S HFE. URAFATUEALANTHITEHR
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£ Amazon FFRIZAF R BN AEF
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XEFEHEN, NETHRESEEMNTRUARRE , 1§28 Amazon Console Mobile Application,

BULERARHAZBRGAZARIBINARF. ENREXEK , FTEUERARAFTRZSR, ER ,
BAEBWEEBHRBE LR TEAZBRENRIBMEZIN |, ENOIE - IAM A7 RKEE Amazon &
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https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-getting-started.html#cli-environment
https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-getting-started.html#cli-environment
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
http://www.amazonaws.cn/blogs/security/how-to-rotate-access-keys-for-iam-users/
http://www.amazonaws.cn/blogs/security/how-to-rotate-access-keys-for-iam-users/
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
https://docs.amazonaws.cn/cli/latest/reference/iam/get-access-key-last-used.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
http://www.amazonaws.cn/cognito/
http://www.amazonaws.cn/blogs/mobile/using-the-amazon-cognito-credentials-provider/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_enable-console-custom-url.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_enable-console-custom-url.html
http://www.amazonaws.cn/console/mobile/
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_create-admin-group.html
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* Identity name (B3 &%) - MAREBINARFFETHHBEN. LEHFTEFESEN IAM AP
B
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Note
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WE , BRI ERBYRARF R —HIEEN TR

THREZER

BXHR Amazon KFRENREXKRNEZEE , BSAUATRR
« 1AM S&{EEE 2E& A XA Amazon Identity and Access Management ( IAM ) BRSS SRES BhR TP 129
Amazon FIRNEW
« UTFRERNIKE Amazon BHF & T ESF Amazon CLI BMER G RIZ4ARA THXIES.
« BXiH , i35 (Amazon SDK for Java FF & A RIER) FHIRE R TIF LK Amazon FEiEH X1,
{Amazon SDK for NET FFR AR IEFE) FHIEA SDK FE,
{Amazon SDK for PHP JF & A Ri¥§F) H#Y) SDK RMEil,
+ Boto 3 ( Amazon SDK for Python ) X#{FHE &,
{Amazon Tools for Windows PowerShell #5) 89 H Amazon &ik,
{Amazon Command Line Interface A /) HRIE B M EIE X4

o A IAM AERZFIHENE. iie6EH NET SDK HEMNTEFE Amazon EC2 34| £iE 178t a0 B 33k
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UTRBEXRSHEFNMEE Amazon FIRIEN , MERESLZEHESIRK,

S
« MEIRMITREFR (p. 10)
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/setup-credentials.html
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/net-dg-config-creds.html#sdk-store
https://docs.amazonaws.cn/aws-sdk-php/v2/guide/credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#configuration
https://docs.amazonaws.cn/powershell/latest/userguide/specifying-your-aws-credentials.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-getting-started.html#cli-config-files
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/net-dg-hosm.html
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/java-dg-roles.html
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« B Amazon IKFEIE (p. 10)

s &% IAM AF (p. 10)

o B IAM 4 (p. 11)

s HZIAM A8 (p. 11)

« BEFEH SAML F1 OpenlD Connect ( OIDC ) B9 IAM 27 (p. 11)
- WRBHNARR (p. 11)

+ ®# Amazon EC2 Z£EE (p. 12)

« ERZEMES P Amazon FBE (p. 12)
W53 Amazon IKF HREVESD (p. 12)

s BXREFHIAM KEEHIRTR (p. 12)

- THEZEER (p. 13)
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EUTRERT , BN ZFRENRLERE :
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- MRALQPRETT , LMBEAER,
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o MNERBIEMK P RIRINRMIBR T 4, tba Amazon EC2 41, Amazon OpsWorks #4%. Amazon
CloudFormation #iRERN A LK NARF.
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c UEREEEE, NTHEFIT (NEE ) XEEEE , HERA IAMA, — BB HRANHLNREK,
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https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html#root-password
https://docs.amazonaws.cn/IAM/latest/UserGuide/ManagingCredentials.html#Using_RotateAccessKey
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_manage.html#id_users_manage_list
https://docs.amazonaws.cn/IAM/latest/UserGuide/Using_DeletingUserFromAccount.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Using_AddOrRemoveUsersFromGroup.html
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2. EEABNGERE. BRENEZREARYE , AR THENTAKFRAFEEEBETZAR,

. EEAGHIHAER , MAREAETZACHNARTTEENNR , BSREXTFHZ IAM HEHRE
= (p- 12)0

B EFIEK SAML H OpenlID Connect ( OIDC ) B IAM
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MRECZBET IAM EHKES SAML 5 OIDC SR REEFEIEEXR , BRITUTER :

1. BIBRARGE A BV R AL

2. THHEES SAML RHEFEN Amazon THEXH , HARXEXHERTEHHLSZIER H
E , NEREZBIUEEXRMN SAML [dP FRERENGEH T BIE X |, H1E IAM FEFREE,

HRBHNARERF

MRECZBIRT @ Amazon REFBRNBINARRF , BHRITUTEIR

1. BRBINARFFTSERANGAEA (AFECIICTNEREES ).

2. BEMEARZE MR AP SRR AR FHIREHER, RAEBWEMER Amazon Cognito REE M
ARFETNAP SR, WRSIEETLUER Login with Amazon, Facebook, Google Si{E{d 5 OpenlD
Connect ( OIDC ) AN SR IZEMBHTRAF SHRIL. AF , BALEER Amazon Cognito FEiF R {#E
FREEMNARR AT M Amazon & HiEREIE,

MBEN BN AREFTXEFEA Login with Amazon, Facebook, Google SR{EAH M3 A OIDC H &
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https://docs.amazonaws.cn/IAM/latest/UserGuide/credentials-add-pwd-for-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/ManagingCredentials.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/credential-reports.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/credentials-add-pwd-for-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/ManagingCredentials.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups_manage_list.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Using_DeleteGroup.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_manage.html#id_users_manage_list
https://docs.amazonaws.cn/IAM/latest/UserGuide/Using_AddOrRemoveUsersFromGroup.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/roles-managingrole-deleting.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/roles-managingrole-editing.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/roles-managingrole-editing.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/identity-providers.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/identity-providers-saml.html
http://www.amazonaws.cn/cognito/
http://mobile.awsblog.com/post/TxR1UCU80YEJJZ/Using-the-Amazon-Cognito-Credentials-Provider
http://mobile.awsblog.com/post/TxR1UCU80YEJJZ/Using-the-Amazon-Cognito-Credentials-Provider
https://docs.amazonaws.cn/STS/latest/UsingSTS/STSUseCases.html#IdentityBrokerApplication
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SHEAD Amazon XKIFHITUTHE :

1. MIBRAKRERNRATEEL AL 2N A RFTHK Amazon EC2 XY,
2. & Amazon EC2 Z£4 :
- BIBRTBEHEERNREH,
- BIBRFTEHEEERNZLANN, BREJNENFTAZHFENATNED. HLF 1P #HusEE,

3 AUERHRUFZHER , RETRELAAAANAR BT R AN BENMEINEH, Fick , WREE
BE-AERHXRH , WEZXH LETHNARFTUERZASRTHNERRKIEE Amazon #iF.

4. BUERBR LS HBRYE TRALLANNARRHEA Spot KHI1ER,
5. & Auto Scaling AMEE. XAEAFBHEEENFIRIETRALAANENMNARENRE,

B E MRS HHY Amazon KB

EEFAETARHNRBI I EHMLZLNSNRSHNR, EE8MERT K BRAGBEFHILSERN
APMAGTHUFRRERESER , HEANBRERTFHANBREFRLSERHFZEER,

« &H Amazon S3 TFEFEREEF ACL.

+ &EF Amazon SQS BAFIZEE,

+ &&H Amazon SNS FHFHE,

+ &E& Amazon OpsWorks X R,

+ &&F Amazon KMS Z4A 5B,

52 Amazon ik Y ESD

EEEL TS Amazon SESIRIIES RN :

o IIFT/ANKFFH Amazon CloudTrail , AESNMNXEFNXEFFERE.
« EHIRE CloudTrail BEI . ( CloudTrail BFZ&ENE , ML REA T IEMM O AEHHNT

B, )
+ JBF Amazon S3 F#E R HILFE , WS aES /M FHBRENER,

« MBEBINAKFEIRERNEA , BRITBEMRBOIGEHES. MRMPER T BT ERFIH9IEEHEIE
BEERAENR,

- BASAKFHRHIKEER , FRERAHRE , MELTHERARTHEH ERERME,

BXREZ IAM XBEHRET

REEThRER A BEEAS , Bt , 2IHA THES I KERTHNRRERE, EFRBITBEERAAT AN :

< ENRERE , BREBEHNRA K mARENAR. IREMAFAAERE  FBRRETHENMGLZA
P REER,

- BRIAM AP, ARABNAEREHNR.

o ERIAM SRR IR XS Y A0 R A P A B9 SREE T AR

- Bk, AFHONREMEEARENER , EAFKEBERAFER. AXBNETRRNEE (£
Amazon S3 Zf&f. Amazon SQS BA%. Amazon SNS & Amazon KMS %L ), RENATH
FPHMERBIUARTHERFENAFHN —BENRREE,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#concepts-available-regions
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-key-pairs.html#delete-key-pair
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/spot-requests.html
https://docs.amazonaws.cn/autoscaling/latest/userguide/WorkingWithASG.html
https://docs.amazonaws.cn/autoscaling/latest/userguide/as-process-shutdown.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/s3-access-control.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/UsingIAM.html
https://docs.amazonaws.cn/sns/latest/dg/UsingIAMwithSNS.html
https://docs.amazonaws.cn/opsworks/latest/userguide/opsworks-security-users.html
https://docs.amazonaws.cn/kms/latest/developerguide/key-policies.html
http://www.amazonaws.cn/cloudtrail/
http://www.amazonaws.cn/cloudtrail/partners/
https://docs.amazonaws.cn/AmazonS3/latest/dev/ServerLogs.html
https://docs.amazonaws.cn/STS/latest/UsingSTS/DisablingTokenPermissions.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/monitor-charges.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/IAMBestPractices.html#use-groups-for-permissions
https://docs.amazonaws.cn/IAM/latest/UsingPolicySimulatorGuide/
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FHNKS HPAERRNRR, RRE  ToRREHEMMIAS, AB6HNARAUNEER
FREARR, BF , FT2AENEENAFRASRTFALELERIKS R ER IAM R, LLTHERS
BEENFARER IAM R

* iam:PutGroupPolicy

* iam:PutRolePolicy

* iam:PutUserPolicy

* iam:CreatePolicy

* iam:CreatePolicyVersion

* iam:AttachGroupPolicy

* iam:AttachRolePolicy
iam:AttachUserPolicy

. iﬁﬁﬁﬁﬁ&ﬁmﬁiﬁﬁﬁﬂﬁﬂﬁxﬁ%ﬂﬁﬁo filgn , WMREA Amazon HEX , EBEASKSPEEFER
By Amazon £ B R4 XHERERE RN RS 1. TR EEKS B EEEABL Amazon HEXER , 18
R IAM GetAccountAuthorizationDetails APl ( Amazon CLI @5 % : aws iam get-account-
authorization-details ).

- MBXRBEEFHAFE3 Amazon EC2 SEHIHNPR , S AJEERYF iam: PassRole #1E , BEURZ X |
CMIZBEY L AT AFEi%EY%S Amazon EC2 ;'—{@JE’J@@,

. FiEE#KEDIE * B Action W Resource TEMNTMEH, XE2NEFAFREENMARENERN
Allow HRINPRMRELK, ER , LT2TH :EAE%WF{EJ% WERRA :

- REEERTEERNR,

s AEELEN  BEAAT —AMLHVIRIE (HM0 , Describer ) , BERNUXFF S XS ANRENT
BT R REIRM,

s BEMFATRRI—EXBRERE—MNEFEREE (HIMW , arn:aws:iam: :account-id:users/
division_abc/* ) ""TM?ET:TE*&E%#TJD?E%U&%&“PFﬁﬁ’ﬁfﬁﬂ'ﬁfilﬂﬂﬁﬂo

* REREFTIFRRRNR , BRI —EFR

- RERBEMUBRERRT RN IR, Bl ,E""ﬁ’ﬁﬁ%%ﬁ'\—f RO AR, ERBEITREKRERT
TEAREANR,

THREZER

BXRERE IAM BRNES , BSHUTAR

{IAM B F3ER) Sy IAM AP R4,

CAM B8R PR RFISREE,

(AM B8R Bl IAM B ( ZERANEE ).
CERA 1AM RESIERIER) RPN IAM RESIELLES,

AKX Amazon EC2 Z2WEZER , BSHUTHRE :

GEAT Linux %6189 Amazon EC2 A #8R) FHIMEMZ 24,
« Amazon Z£18% £# Demystifying EC2 Resource-Level Permissions.

AR Amazon IKFIEZEER |, iS5 H re:linvent 2013 MISIER=F W ARER N
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https://docs.amazonaws.cn/IAM/latest/UserGuide/policies-managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetAccountAuthorizationDetails.html
https://docs.amazonaws.cn/cli/latest/reference/iam/get-account-authorization-details.html
https://docs.amazonaws.cn/cli/latest/reference/iam/get-account-authorization-details.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/roles-usingrole-ec2instance.html#roles-usingrole-ec2instance-passrole
https://docs.amazonaws.cn/IAM/latest/UserGuide/Using_WorkingWithGroupsAndUsers.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/PermissionsAndPolicies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/roles-toplevel.html
https://docs.amazonaws.cn/IAM/latest/UsingPolicySimulatorGuide/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_Network_and_Security.html
http://www.amazonaws.cn/blogs/security/demystifying-ec2-resource-level-permissions/
//www.youtube.com/watch?v=aGfKCmnmh5g

Amazon —f%5& £/
A Amazon BIRAIRE

Amazon &I&

MUT&TRMH T THBEMER Amazon BRHNEE.

B
+ 3 Amazon BIRA IR (p. 14)

* Amazon Resource Name ( ARN ) (p. 17)

AN Amazon BRANINIRE

AL B N T RBEUREN R 2B A Amazon Bif. BMIEHEHAFELHNBAEARNFE,
REAHEBEER, R, AR, ERAMEER. EAUGERE | AR, AL, BEREMIREN
BRBTHE,

BMNREEERNSD

o PRZEHE (I |, costCenter, Environment B Project ) . MR XD KNE,

o FREME (0, 111122223333 B Production ) . SIZER—#  REEXDKXNE,

BUERARE  BRR, AEE. MREREMRENRFRRETD K.

BRI Amazon FARMMBFEMANBRSFIE R R, W TFUTRS , Amazon #HEEHNERLEFR , 1)
BB EFHHEER XN THRICNEREL.
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+ Amazon CloudSearch

» Amazon Cognito Sync

* Amazon Data Pipeline

* Amazon DeeplLens
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* Amazon Machine Learning

* Amazon OpsWorks Stacks

* Amazon S3 Glacier Direct

* Amazon SimpleDB
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BERE (mWeb g EEILENT B rpsmExpws 0 OREERE
S%. OHER®E, & | WEW. FLRAR  xdpmlse,
B ) H9ThAE KBIAN BEERTRASEMN
- BE_RAZER - REME-BER BRER

EEH N NAREFR
TRHENRER B IRET
- R - XOFRA

R WML
TR

© BRA - BBIX 2 HIR
CAVNEEESE: TN

R, Flann#Z=E A
Amazon VPC i B

& BEEESNT
EREERIEE4A

- BF -RRRSEN

BRARMRSHE
EEF IR

Pr&an BRI ER

MENEEATERSBEMERER

. BNRRZZFUE 50 MRS IEHRE,

« Blaws: KRG OIRIRERRE 4 Amazon £/ , FERIT ARSI, BT ERBEIMERA aws: &
BITKHIPRE

s XTFENER , BIFERELARE—N , BIMFERBRREE—ME,
. RXEBEMIEE 13 128 4 Unicode % , FHLL UTF-8 XK R.
o MRZEMTEE 0 ZF 256 4 Unicode 7 , #HLL UTF-8 XK.

o RTFMFRFRA Amazon BRE MR, BT T LUE AL F R RIFICIEE Amazon REFWERIR , BSHHE
Xt BE , AFEANEFEETA UTF-8 XTNER., BFEMER , URUTEHF . _ .. /=+-@-
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https://docs.amazonaws.cn/ARG/latest/userguide/
https://docs.amazonaws.cn/resourcegroupstagging/latest/APIReference/
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_tag-policies.html

Amazon —#RSE SEERE
AR R

s MEBANEXDKNPE, REXEE , REFARSIWRBEHEME R REE P —BUbREIZRE, 5
M, RERMEH costcenter, costcenter &= CostCenter , AR REXNFENRZLERAERNG
Eo BRFMELHNRZATFIT—HWRFILIE,

AR R g

AT LA LT HRIC SR RE ES BHIR B MEE Amazon &R,

B

. BIREERZ (p. 16)
s HADEHFE (p. 16)
« BIELIRE (p. 16)
o THEHEHIFRE (p. 17)

HIRBEERE

¥E 21 Amazon Web Services Management Console 23 Amazon &RINIF S % . BRI SR ERSR
SERF-EER , AEWRFEHTEERENGIE, ££H Amazon Resource Groups fR% , BAUEF—4
REMRILERIP A IRLE Amazon BIFRE, BIETERTEATE Amazon CloudFormation 4% Hr 9 HIE
meIE4A, A Resource Groups MirEmiEEE , BANE—MIBEENEEHZ MRS, RRMXEHA
R R AR FH SR,

BN 73 B AR
Amazon Cost Explorer Fli¥ 48 #Y K & 3R & Al L IR XA 5 Amazon A&, BEBERT , BEALZIFE
( Bl A RO SEER], BFHME ) K Amazon BASERRA D BREEXBRER, B , RASE

HBEFTRETEEARE, XEEATURREERARRZLEE (HINEENAERF. BDEISAMKTE )
RERERK, UTREDRADEIREHRE,

Total Cost | ™ |user:Owner | ™ user:Stack ™ |user:Cost Center | ™  user:Application |-

0495 ChaAdmin Test 80432 Widget2
0.01 Chadmin Test 80432 Widget2
3.84 Chadmin Prod 20432 Widget2
G.00 ChaAdmin Test 78925 Widgetl
234,63 SysEng Frod 78925 Widgetl
073 Chadmin Test 78925 Widgetl
0.00 DbAadmin Prod A0432 Portal

2.47 DhAdmin Frod 78925 Fortal

NFRLERS , BOLEER Amazon £ createdBy MREHITRADE , LAEBZE B INR R E AT AT 8E
ADENRR. createdBy HEMNEATEZZEHN Amazon REMNER. HESTEEHETE API RiEHAS
HREBRNBIE, BXEZER , 2319 (Amazon Billing and Cost Management B #55) F#9 Amazon 4%
R A5 BARE

B3 LR
RRFHETRSHIREEEATEEFLEIHEFEER R, B ARERATERMASEEBA3LE

%, RRBEFE, EHNSMEBRNERNSERE. 6120, BALUZEITES) start 3 stop B | iXLEH]
AU EIETERRAXRATF KPR UBREAER, EXMERT , Amazon Elastic Compute Cloud (Amazon
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/aws-tags.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/aws-tags.html

Amazon —#SE SEERE
HERE

EC2) KPR ERAFAELFR H IR EN PN E LT E, N TFERMPERI A, SHFHIR Amazon
EBS REGHIMIAS , REBIRE T BUR AN BRFMHEE,

7 EEHIPR

IAM KB IFETHRENEN | EEREBRBHERIIRZEAR IAM R, fli0, IAM AR RAGK
RAATEERMY , SMREHERZR EC2 AP HARFIZSERE (HlOF L. WidHE~ ). AILEAMR
[E 8 R EIF API 8 A BR %9 45 E /MY Amazon Virtual Private Cloud (Amazon VPC) M4, X EFIREHER
% IAM SR X FRBETIREMN . FEAETFIHRENRMAFTHEERGIE | 5 5E LRSI 7 USSR
L. BXEARZES API Xt Amazon BRHNARINESEER , 28 (AM AFER) 905 IAM B&
A Amazon R

RIS

BB ERBEERAREMRE | AURESRNEBEET Amazon BIR — Bt MARE, LU ERARMR
MEHR 5 EREE Amazon FRE T HIHRE,

s RERUE Fﬁ?ﬁ?ﬁﬂifiﬁﬁ #iR4AFRIE API, Amazon Config Rules Hl B E Y A% T B FHEFRICH R
Re EFPERBR , BUUERATFSHFESFTFAKRLIRS,
« XU E A Amazon CloudFormation, Amazon Service Catalog, Amazon Organizations I FRE

D IAM FRFENRETER | UBRE IR TR AL N ARAECRE,

)40 | #& 7] LAEF Amazon CloudFormation Resource Tags BMREMA T RRERE, & Amazon
Service Catalog # , BRI LUANMEF BN BFIAETNNAT=RN~=RAESN~RIrL. BEFENE
HEERRXBFEHES, flin , B LU ERERAKRIC APl B3R Amazon SMERIRE | REZTHIA
K PR 5 S BRAR 12 T 24 B9 B R

THREZER

WRERM T HXFRIE Amazon BRI —REE. BXIFICHEE Amazon REFHRENESZER , 5SH
HY#, ATHRERUEEXRFRICHNEREERNRR !

+ &% Amazon Resource Groups Tagging APl WEZEE. |, B2/ (RRAWID API SEERE) .
s BXERTERESENEE , HS50 (Amazon Resource Groups FIFEREE) FHEARL5HES,
s BXFERARZEFX Amazon BRNHRINEEL , ESH (AM AFERE) RHER IAM FREE S E

Amazon Resource Name ( ARN )

Amazon Resource Name ( ARN ) ff—#R1R Amazon &R, HEFEEXE Amazon £FIFEH ( L IAM R
B&. Amazon Relational Database Service (Amazon RDS) #r& 1 APl @A ) BBAEE TR , &)
EREMA ARN,

RS ENSEFH T BT IAM KRR ERAR ARN,

ARN &=,

L)\Tm ARN By —f&# . BERIXIRTER. EFEAH ARN |, Bz XABRANBETERNER, BT
, RN ARN 28T X8, K, ID SR 287X ﬁ%o

arn:partition:service:region:account-id:resource-id
arn:partition:service:region:account-id:resource-type/resource-id
arn:partition:service:region:account-id:resource-type:resource-id
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/resourcegroupstagging/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/ARG/latest/userguide/tag-editor.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_iam-tags.html
https://docs.amazonaws.cn/service-authorization/latest/reference/

Amazon —f%5& £/
ARN HHYEE&ZR

partition
BEMENS X, 57X 2—4H Amazon X, S Amazon P WERE I —1MN2 X,
UTRXEFENIKX :
+ aws - Amazon X5
+ aws-cn - FEXIE
+ aws-us-gov - Amazon GovCloud (US) XiF
service
¥R Amazon =R RS A ZEE. B0, s3 & Amazon S3, EERRSHAZEE , BITHRSE

NZZ , IAZRSHNE , AEF - TPRIEEFRSNR . flm , LTXAERE Amazon S3
HHE—GH :

(service prefix: s3)

region

XA,

account-id

HWERRK Amazon IKFH ID ( FEEZRRF ) . fli0 : 123456789012,

resource-id
BRINAR. ARN X —H2 A2 & RAEBHE ID, AR RREEE (p. 18). il , user/
Bob &R IAM P | 5 instance/i-1234567890abcdef0 "R — EC2 £, FLEFFIRR

HFEIER AR (sub-resource-type/parent-resource/sub-resource) SR ERF ( HIANARAS ) (resource-
type:resource-name:qualifier),

ARN A& 2

BIR ARN AT LB 2B E, Bl , £ Amazon S3 F , BFIRIRFAR—INREHR , STUIERML (/) K
FREE. B, IAM AFEMNAR BT UEERE,

BREUUEE—NEERR , HES (). flW, HEERE IAM KR, AIURA T ~MERBEREAREE
BEREE product_1234 WA IAM AP :

arn:aws:iam::123456789012:user/Development/product_1234/*

B , B LIEE user/* RERTABAF , REEE group/* RETHEE , MUTREIFR :

"Resource":"arn:aws:iam::123456789012:user/*"
"Resource":"arn:aws:iam::123456789012:group/*"

BUFRBIERT Amazon S3 FF#H) ARN , EHFHN R REMITE —MEE

arn:aws:s3:::my_corporate_bucket/*
arn:aws:s3:::my_corporate_bucket/Development/*

T IEWRBE AR

BT BETE ARN EERREEN MBS EABERF , b IAM ARN H#) user —i, flfl , FATFHITUTER
.
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https://docs.amazonaws.cn/service-authorization/latest/reference/
https://docs.amazonaws.cn/service-authorization/latest/reference/

Amazon —fk5E SEZK®E
ARN HHYEE&ZR

arn:aws:iam::123456789012:u* <== not allowed
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Amazon —fkZ%E SEiEmM
T

Amazon IP # it E

Amazon Web Services (Amazon) A JSON #&X XA EZHeIH IP thit5efE, EEFHEE , H T
.json M, B FHRIDR , BFEEMAN . json MHFREERSE L, ERER LAREXHLRR
BREEY , BREYUXHHHERMEE , HEHE LRERF XG0 KA E# TR,

BB P ik (BYOIP ) 3 AZI Amazon #) IP BB R GEE . json M.

EE3

« T (p. 20)

- &% (p. 20)

+ &% JSON XX (p. 22)
« KhEH O#&E (p. 24)

« KA (p. 26)

- THMEZEER (p.27)

T
T % ip-ranges.json.

MRELURERARF R , EERTHRMUERIBRIERSFRERN TLSIEBZE , NARFIRTHR
Xt

BA

ip-ranges.json BiBZEM T,

{
"syncToken": "0123456789",
"createDate": "yyyy-mm-dd-hh-mm-ss",
"prefixes": [
{
"ip_prefix": "cidr",
"region": "region",
"network border_group": "network_border_group",
"service": "subset"
}
1,
"ipvé_prefixes": [
{
"ipvé6_prefix": "cidr",
"region": "region",
"network border_group": "network_border_group",
"service": "subset"
}
]
}
syncToken

XA Unix Lt RIS & AEE,

MR 1.0
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https://ip-ranges.amazonaws.com/ip-ranges.json

Amazon —#RZE SEERE

BE

ER . FHFHH
T~ : "syncToken": "1416435608"
createDate

KA BEAMETE , XA UTC YY-MM-DD-hh-mm-ss # 3,
KA . FHH
Tl : "createDate": "2014-11-19-23-29-02"
prefixes
IPv4 i 3ESEEIRY IP BI4R.
e i ]
ipv6_prefixes
IPv6 i 3ESEERY IP BT,
e i ]
ip_prefix

Al CIDR RREBENLE IPv4 #atSEE ., B , Amazon A EE E4EEE A2 /TR
Bl | TR R B 96.127.0.0/17 T2 96.127.0.0/21, 96.127.8.0/21, 96.127.32.0/19 H
96.127.64.0/18,

KR . RS
T~ "ip prefix™: "198.51.100.2/24"
ipv6_prefix

F CIDR RFRIERMATE IPv6 #ilssl, W% , Amazon A E SAMSEE A IR
% T

R : "ipve prefix": "2001:db8:1234::/64"
network_border_group

M&D RANEBHF , X2 Amazon B IP it A A X = Local Zones KM —5£4,
KH . FHH
5 : "network_border group": "us-west-2-lax-1"

X
Amazon X155k GLOBAL ( &34 ¥R ) o CLOUDFRONT M ROUTES3 SEE 2 GLOBAL,
K FRHB

B3{E : ap-east-1|ap-northeast-1|ap-northeast-2 | ap-northeast-3 | ap-south-1 |
ap-southeast-1| ap-southeast-2 | ca-central-1|cn-north-1|cn-northwest-1 | eu-
central-1|eu-north-1|eu-west-1|eu-west-2 | eu-west-3 | me-central-1|me-south-1
| sa-east-1|us-east-1|us-east-2|us-gov-east-1|us-gov-west-1|us-west-1|us-
west-2 | GLOBAL

R~ : "region": "us-east-1"
service
IP # it SEE M F5. N API_GATEWAY FIHA MR A H O IP bk, $E3E AMAZON AIZRBFTA IP Hbitk

WH (XBERESNFEHLE aAMAZON FEF ), BR , B IP i SEENTE aAMAZON FEH (XE
KEEINT2BEsEHMTFEP ).
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Amazon —#RZE ZEER
3% JSON 324

RE . FPHH

BB : AMAZON | AMAZON_APPFLOW | AMAZON_CONNECT | API_GATEWAY

| CHIME_MEETINGS | CHIME_VOICECONNECTOR | CLOUD9 | CLOUDFRONT |

CLOUDFRONT ORIGIN_FACING | CODEBUILD | DYNAMODB | EBS | EC2 | EC2_INSTANCE_CONNECT
| GLOBALACCELERATOR | KINESIS_VIDEO_STREAMS | ROUTE53 | ROUTES53_HEALTHCHECKS |
ROUTE53_HEALTHCHECKS_PUBLISHING | ROUTE53_RESOLVER | S3 | WORKSPACES_GATEWAYS

Rl "service": "AMAZON"

it JSON X

ZALTRG T TENAEBERELBCAMEERNER.

Windows

Amazon Tools for Windows PowerShell @& cmdlet Get-AWSPublicIpAddressRange BAE 5 #7itt
JSON Xt UTRBIBRTEHAE, AXEZER , TSZEH Amazon HAE IP thitSTEH Get-
AWSPubliclpAddressRange.

Example 1. 3REX 812 A &

PS C:\> Get-AWSPublicIpAddressRange -OutputPublicationDate

Wednesday, August 22, 2018 9:22:35 PM

Example 2. ZREVFE X E B

PS C:\> Get-AWSPublicIpAddressRange -Region us-east-1

IpPrefix Region NetworkBorderGroup Service
23.20.0.0/14 us-east-1 us-east-1 AMAZON
50.16.0.0/15 us-east-1 us-east-1 AMAZON
50.19.0.0/16 us-east-1 us-east-1 AMAZON

Example 3. 3REXFRE IP tthuk

PS C:\> (Get-AWSPublicIpAddressRange).IpPrefix
23.20.0.0/14

27.0.0.0/22

43.250.192.0/24

2406:da00:££f00::/64
2600:1£fff:6000::/40
2a01:578:3::/64
2600:9000::/28

Example 4. ZREXFRE IPv4 3t

PS C:\> Get-AWSPublicIpAddressRange | where {$_.IpAddressFormat -eq "Ipv4"} | select
IpPrefix

IpPrefix

MR 1.0
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https://docs.amazonaws.cn/powershell/latest/userguide/
http://www.amazonaws.cn/blogs/developer/querying-the-public-ip-address-ranges-for-aws/
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-AWSPublicIpAddressRange.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-AWSPublicIpAddressRange.html

Amazon —f¥5E $EiEE
Linux

23.20.0.0/14
27.0.0.0/22
43.250.192.0/24

Example 5. 3REXFF & IPv6 it

PS C:\> Get-AWSPublicIpAddressRange | where {$_.IpAddressFormat -eq "Ipvé"} | select
IpPrefix

IpPrefix

2a05:d07¢c:2000::/40
2a05:d000:8000::/40
2406:dafe:2000::/40

Example 6. ZSREVSFERSHIFTE P it

PS C:\> Get-AWSPublicIpAddressRange -ServiceKey CODEBUILD | select IpPrefix

IpPrefix
52.47.73.72/29
13.55.255.216/29
52.15.247.208/29

Linux
DTFRGIGEER jg TESH JSON XHH A EIAR,
Example 1. 3REX &2 A &

$ jq .createDate < ip-ranges.json

"2016-02-18-17-22-15"

Example 2. ZJREUSE X FHHEE

$ jq '.prefixes[] | select(.region=="us-east-1")' < ip-ranges.json

{
"ip_prefix": "23.20.0.0/14",
"region": "us-east-1",
"network border_group": "us-east-1",
"service": "AMAZON"

o

{
"ip_prefix": "50.16.0.0/15",
"region": "us-east-1",
"network border_group": "us-east-1",
"service": "AMAZON"

o

{
"ip_prefix": "50.19.0.0/16",
"region": "us-east-1",
"network border_group": "us-east-1",
"service": "AMAZON"

MR 1.0
23



https://stedolan.github.io/jq/

Amazon —#ZE SEERE

SKife O 22 )
}
Example 3. 3REXFTE IPv4 ithsit
$ jqg -r '.prefixes | .[].ip_prefix' < ip-ranges.json
23.20.0.0/14
27.0.0.0/22
43.250.192.0/24
Example 4. 3REXFiT A IPv6 bk
$ jqg -r '.ipvé6_prefixes | .[].ipv6_prefix' < ip-ranges.json

2a05:d07c:2000::/40
2a05:d000:8000::/40
2406:dafe:2000::/40

Example 5. SREVUSERFS W FTE IPv4 thaik

$ jqg -r '.prefixes[] | select(.service=="CODEBUILD") | .ip_prefix' < ip-ranges.json

52.47.73.72/29
13.55.255.216/29
52.15.247.208/29

Example 6. SREVUSE XZ P W ERSHFIE IPv4 it

$ jq -r '.prefixes[] | select(.region=="us-east-1") | select(.service=="CODEBUILD")
| .ip_prefix' < ip-ranges.json

34.228.4.208/28

Example 7. RESEM KL RANEE

$ jqg -r '.prefixes[] | select(.region=="us-west-2") | select(.network_border_group=="us-
west-2-lax-1") | .ip_prefix' < ip-ranges.json

70.224.192.0/18

52.95.230.0/24

15.253.0.0/16

SE e HH O 32

EXAVRKAIFE Amazon BRSS , AIEAANGIZEZSA | XLEMN RV HIERERG AMAZON FIRHH
CIDR 3 ( HEBRt7E EC2 FIRFH CIDR R ) o EC2 FIRHH IP #huk A LA Ee4e EC2 K4,

Windows PowerShell

BT PowerShell REIE R T S{ASREMYL T AMAZON SIRFEFM T EC2 FIRPHY IP sthut, SHIHAEHFGHE
RERE RN select_address.psl HIHF,
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Amazon —#{ZE SEER
iq

$amazon_addresses = Get-AWSPublicIpAddressRange -ServiceKey amazon
$ec2_addresses = Get-AWSPublicIpAddressRange -ServiceKey ec2

ForEach ($address in $amazon_addresses)

{
if( $ec2_addresses.IpPrefix -notcontains $address.IpPrefix)
{
($address).IpPrefix
}
}

BRI EMT AR ITHHA

PS C:\> .\Select_address.psl
13.32.0.0/15

13.35.0.0/16

13.248.0.0/20

13.248.16.0/21
13.248.24.0/22
13.248.28.0/22

27.0.0.0/22

43.250.192.0/24
43.250.193.0/24

jg

AT 75358 B 2RISR B F aMazoN BURAFETFLT EC2 FIRFH IP thut (S NAAERXE )

jga -r '[.prefixes[] | select(.service=="AMAZON").ip prefix] - [.prefixes[] |
select(.service=="EC2").ip_prefix] | .[]' < ip-ranges.json

52.94.22.0/24
52.94.17.0/24
52.95.154.0/23
52.95.212.0/22
54.239.0.240/28
54.239.54.0/23
52.119.224.0/21

BAT 751 58 BR SRR 45 RO R B — N X

jg -r '[.prefixes[] | select(.region=="us-east-1" and .service=="AMAZON").ip_prefix] -
[.prefixes[] | select(.region=="us-east-1" and .service=="EC2").ip_prefix] | .[]' < ip-
ranges.json

Python

BAF python MIZAE R T (A 3REVL F AMAZON BIRHPEFRNMNT EC2 FIFRHPM IP ik, EFMAHGHRE
BB N get_ips.py WX,

#!/usr/bin/env python
import requests

ip_ranges = requests.get('https://ip-ranges.amazonaws.com/ip-ranges.json').json()
['prefixes']
amazon_ips = [item['ip_prefix'] for item in ip_ranges if item["service"] == "AMAZON"]

MR 1.0
25




Amazon —#RZE SEERE
b &L

ec2_ips = [item['ip_prefix'] for item in ip_ ranges if item["service"] == "EC2"]
amazon_ips_less_ec2=[]
for ip in amazon_ips:

if ip not in ec2_ips:

amazon_ips_less_ec2.append(ip)

for ip in amazon_ips_less_ec2: print(str(ip))

BRI BRI T ARSI T

$ python ./get_ips.py
13.32.0.0/15
13.35.0.0/16
13.248.0.0/20
13.248.16.0/21
13.248.24.0/22
13.248.28.0/22
27.0.0.0/22
43.250.192.0/24
43.250.193.0/24

Y LRl

TRITAXIAmazon IP USEEK EH . RA1ESEH HENXEN M XHAB,

iR RIiTEH

?;ﬂu? CLOUDFRONT ORIGIN_ FACING BRE1R 2021 £ 10 B 12 B
INT ROUTE53 RESOLVER FRE1XH3, 2021 €6 A 24 H
iNT EBS RS, 2021 5 A 12 H
MY KINESIS_VIDEO_ STREAMS ARE K. 2020 £ 11 A 19 H
WINT CHIME MEETINGS A 2020 %6 A 19 H
CHIME VOICECONNECTOR BREZ A3,

AT AMAZON_APPFLOW FREAH3. 2020 F6 A9 H
BT XN MBI REN X, 202054 A7H
I0Y WORKSPACES_GATEWAYS FREAH3, 2020 £3 A 30 A
¥INT ROUTE53 HEALTHCHECK_PUBLISHING R | 2020 &£ 1 A 30 A
SR\,

WY API_GATEWAY RERE, 2019 9 A 26 H
0T EC2_INSTANCE CONNECT BREHR3. 2019 % 6 A 26 H
7 H0T DYNAMODB RS R, 2019F 4 A 25 H
%17 GLOBALACCELERATOR BRESH8, 2018 £12 A 20 H

MR 1.0
26



Amazon —fi¥&E SEEE

TRESES

iR RiTHH

0T AMAZON_CONNECT FREZ 3. 2018 £ 6 A 20 H
WINT cLoupy BRESREB, 2018 6 A 20 H
¥ copEBUILD BREAHE. 2018 % 4 A 19 H
WINT s3 RSRBo 2017 F£2 A 28 H
AT 3T IPv6 thibSEE B 2. 2016 £ 8 A 22 B
BHIRRMm 2014 11 A 19 H

THREZER

+ AMAZON_ APPFLOW — |P #it5B

+ AMAZON_CONNECT — i% & #& 19 W £%

+ CLOUDFRONT — CloudFront i1 & RS E85H9ZEM IP 1t SEE

+ DYNAMODB — |P b1t SEE]

s EC2 - 22H IPV4 tibik

¢ EC2_INSTANCE_CONNECT - 1%{& EC2 Instance Connect

+ GLOBALACCELERATOR — Global Accelerator il & RSS2 LB F IP b1k 5E Fl
+ ROUTE53 — Amazon Route 53 IRE85HY IP #tSEE

+ ROUTE53_HEALTHCHECKS — Amazon Route 53 RE25H) IP 5B E

+ ROUTE53_ HEALTHCHECKS_ PUBLISHING — Amazon Route 53 JRS5E5HY IP it 5B F
+ WORKSPACES_GATEWAYS-PColP MR E5
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https://docs.amazonaws.cn/appflow/latest/userguide/requirements.html#general
https://docs.amazonaws.cn/connect/latest/adminguide/ccp-networking.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/LocationsOfEdgeServers.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/Using.IPRanges.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-instance-addressing.html#concepts-public-addresses
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-connect-set-up.html
https://docs.amazonaws.cn/global-accelerator/latest/dg/introduction-ip-ranges.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/route-53-ip-addresses.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/route-53-ip-addresses.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/route-53-ip-addresses.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/workspaces-port-requirements.html#gateway_IP

Amazon —f%5& £/
AP| iz

Amazon API

L& T A Amazon APl B13EEBRNES.,

B
» Amazon FH IR E iR MIEHURE (p. 28)
+ %2 Amazon API 3R (p. 29)
« Amazon F#FF & TEBXF Amazon S3 &FFim % (p. 62)

Amazon 1R B 13 M35 BUE &

M Ry R BA M (6120 DNS FRSS3R. X#Al, ABBERS) BUREENMEEBEREGARFHE—R
THARB, ERMAES  SEXEERBEHNNEARRRERS NARFFRBER, LERATNRES
BIFITE Fr Y 7] SEAE FIBRAE T R A R BV BRAER A

B Amazon F AT EIHMLXKINBAZEiRXBHE. Amazon SDK for Java2 BH EIRER , BRI LUEH
ClientConfiguration EKEEBEHIRE. il , ¥ FAENERRAZKEBEEREHBEFEEHNMER , &
AgEeFEXAERBE. BASUMEMA clientConfiguration 2 , ¥ BN maxErrorRetry &t 0 X4
B, NIRERNFER,

WRIEXBER Amazon FRTES , NR X W EIARS 2R R 1R (5xx) HRFIF IR FHRFRNTER, B
B, BEPRER 4xx) RTEFENERETEFRTEY , 4EZAE , AEBER.

BRTRMBEEIRZHA , 849 Amazon SDK EXMEEHREIRE AR NI EFHRERH. BHREBNREENT
ELEREY  BREFERENERK, SNZXRERKEEARBMEATRAN. ZFREEBRMEAE
HABT—EREEE , F ANIBFEEERTHRENE A RE (HIWNEFIER ) #TRE,

REBIEHEREEZ2R ARG (EHER ) BFIEESN TR, HTEXEER TEH RSB RIS
2, Rt THEEALENHT, BR , MREAHREFF K , B3 THEPEEREEDMITER. BXES
B8, BSREZEEMA N HIEX.

UTARBERT —HERREERRAREN T E.

Do some asynchronous operation.
retries = 0

DO
wait for (27retries * 100) milliseconds

status = Get the result of the asynchronous operation.

IF status = SUCCESS
retry = false
ELSE IF status = NOT_READY
retry = true
ELSE IF status = THROTTLED
retry = true
ELSE
Some other error occurred, so stop calling the API.
retry = false
END IF
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Amazon —f%5& £/
%2 Amazon APl &R

retries = retries + 1

WHILE (retry AND (retries < MAX_RETRIES))

Z 2 Amazon API iF3R

Important

Amazon SDK , Amazon Command Line Interface (Amazon CLI) M & fth Amazon TE&FERE

ERETENEENLRZANECEE APIER, SEEAXLET RN , £F4TROALEFRX

L APl ER, U TXHEHEAT MAZLE APIER , EREATLAAEECHRABRRENZE

Amazon APl ERI1ER. BIEEA Amazon SDK S E it Amazon TER%#E APIER , AR

HREEHCHRE,
LIBT APl ERKEEIAmazonit , BEEZEBER , MEAmazonseBRBIKEEMNNWAF . SBFEREN
Amazon HRIZHARLEBER , ZAEZBATSHEESA ID MREHRIEH. BEERFTTELE , aFxX
Amazon Simple Storage Service (Amazon S3) K E & ¥R JA & Amazon Security Token Service ( Amazon
STS ) HHVER % API #84E ( 0 AssumeRoleWithWebIdentity )

AR EFE R

YHIRE HE LB API ERKREFAmazontt , IREESATEZERNARB, EARHTUTE
B SRANATZIRIE

s BEEMFEANREIESEENNN Amazon F X TES,
o BELEFTSEHFERLIEE Amazon BIH R,

EEH Amazon CLI SiE#H —/ Amazon SDK i , BEEZLEBER, XETEANBITEZSE , HEBERE
FHEGEE, LEBFERERMEHRERGE, EXAZHBERLT , eNEE8ERHINKRB, HEMEMER , o
BHIETF AR E S Amazon XEM N AEF.

N AZXEER
EERETUTHXRHDRPHR

- BIEEREN S5
FEUUBRBEREHENEBERGRABANAFREN. BXESFEE , HSH T HETIRIEDN

Amazon i (p. 3).

o RIPERPIHKIE
RTBIEERITEREER , — EERTENATIHEERNGS (BE) , SANKRFEFSIEEER
Fo £ Amazon BRESWEIERE , eREAMEREEITERS , FNESENERPIENREERTT
fl, MRETETE , Amazon [FELER,

s BFIEBENRERT

ERSBERT , BRYUFEFERFHE R 5 58 AEE Amazon, BN , Amazon FHELZIER.

XEIER

ENEREE  BRAUTHEBERNGE (BE), A5, EHEARFHE, KREBFRNEM-LEERUREHILE
BRER , TES - IMAIEE HRH. BTR , EUUBIATHR 2 —FERHFMEER !
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http://www.amazonaws.cn/tools/
http://www.amazonaws.cn/cli/
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html

Amazon —#ZE SEERE
LEBRE

o f HTTP Authorization ¥Rk,

c FEAFFREFBERF, EXF+5  ATEER URL -2 , BibX3E URL A TILER
URL,

X B R

Amazon ¥ Signature Version 4 ( SigV4 ) # Signature Version 2 ( SigV2 ) » FiB Amazon Web
Services X 18 HH£EF Amazon RS E X SigV4 , 1B Amazon SimpleDB B4k , EERER

SigV2, Amazon SDK ( @%& Amazon CLI ) £B31¥¥ Sigv4 NATXHENERS. NRFHEE AP
BR , BERITEENERE,

Amazon [E1E#H SigV4 BT B , AL BRI 4A ( SigV4A ) » LT BXEHZ R EZ I Amazon Web
Services Xig} FER, XRZBLZXE APl ERFASER , HlI0 Amazon S3 Z X3 i5[A =, Amazon SDK
# Amazon CLI %#f SigV4A , HEZEER AZIER,

Note

EfY SigV4A Bifrt R ZiE—RER (fHln , EEA IAM et ) |, B5HEEM Amazon
Security Token Service (Amazon STS) H ) XiFii% 2 3E RiG it EiE. FEFEMA Amazon STS
(sts.amazonaws.com) W2 FHR , ERRIAMERT , £RiRSNIEREIERER T SigV4A.
SR T LAE PRI Amazon STS B X 131 &0

Signature Version 4 L& 2

Important

Amazon SDK , Amazon Command Line Interface (Amazon CLI) M & ftt Amazon T E&FEAE
EEREEIBEMNEENHRZANELEE AP BR, SEEAXETER , BFL4 T BUOAEEX
L APl ER, UTXHEERAT NAZE APIER , EREATLAEECHRBRRENZE
Amazon AP| B REIER. BIEER Amazon SDK S H fth Amazon TER AL APIEXR , A2
HKEHSHRB,

Signature Version 4 ( Sigv4 ) 2% & @RS 2R MEES HTTP &£3%# Amazon APl ERMHERE. AT
T2l , KZHKLH Amazon WiEREBUAERHRIFALEE, HRIBASIEHRZH ID MRHHEE
8, IHENARBHABERNENZTLEILE. BXWMREEKSWEENFAES , BSHE 7 HFRIE
B Amazon &FiE (p. 3).

Signature Version 4 #) T{ERE

1. BIEABER,
2. FERAAEERNMHEMTHEERIEZHEBNFHS,

3. MEE Amazon MEGREZRHRESEEZNR. RAEFZEEERNEEL—SH BN FHRESEAR
BEER,

4. FERWEZRME HTTP BEROFXPHERNNERAFHFESH,

Amazon REWEIERE , FHITEERNERSBRITEERFEENLEZ, 25, Amazon 2FitEE
INZZELBEEBERPEENSEHITHR, MELZTE , WAEER, MREZEZAREE , MIELEXR,

BXEZEE , FSAUT BR

- ZEFREEERE , 57 A Signature Version 4 X AmazoniER#1TZ % (p. 32).
« BXRCEBERNRAE , S Signature Version 4 TEZEZ S RG] ( Python ) (p. 46).

« WREHFXT Signature Version 4 BIEE , IETE Amazon Identity and Access Management 183z & 1 i&
YR
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http://www.amazonaws.cn/tools/
http://www.amazonaws.cn/cli/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html#id_credentials_region-endpoints
http://www.amazonaws.cn/tools/
http://www.amazonaws.cn/cli/
http://forums.aws.csdn.net/forum.jspa?forumID=76

Amazon —fi¥2¥& SEEE
Signature Version 4 % 712

Amazon Signature Version 4 i3RI THE

BMNMEARAE 4 £EZH HTTP/HTTPS i R#L4MABE XL TE,

« BIRTTRAE

- B
« HENTESEH
- BH

« BHRIESH

Lim T KRASE

XIEEN HTTP/1.1 R Host #Rk. BIRKIEELREELEHERVITENA DNS B#5 , Hla

dynamodb.us-east-1.amazonaws.como

BRATE HTTP/1.1 B3R EE Host #rske FF HTTP/2 3R , B LAEMA :authority FRLE Host #5
Lo MEEA :authority WS HTTP/2 M8, HIFMBRS MR HTTP2 BR , R iERERS X
BT RiEMER.

KIETRBESERFEHNXE , BLIFXFHE A credential FHRUESHH —Ho. Filw, eu-
west-1 Xi##9 Amazon DynamoDB 4% =} dynamodb.eu-west-1.amazonaws.com, MREKRIEE
Xig , Web lRFFFEABRIAXIE us-east-1, MREFEANRFEALIKE —KIFHINERS (W IAM)
BEFEABRIAXIE (us-east-1) fEN credential EHRRIESHHN —Ho (MAEZTEEFIR ) o

BX Amazon XFWLRT AN TEIIR | BSHXE LT S
Y
W EEELEHFE Web IRESHITHIRIE , 20 DynamoDB CreateTable #{E= Amazon EC2

DescribelInstances #fF, EENBREBEEFRTEANSE. X TEW AP, KRER—API B
Mo XFEZM API ( 20 RESTful APl ) |, BSFIBRS XRELL T fR M R AR 1E

BN AIES I

LRREEERBENSH. Web BESFHENMNRMEBEE—ARATEX AP HRANLEZSHANTES
. API RABERLES . AXLFSBNTESHNWFAREE , WS HRS X,

B

XREBEHERN BHANE., EERTPEBEAHENTHEE=FELBENBERABEETRER., ZAH
f£/ 1SO8601 Basic #NBY x-amz-date #RLEL YYYYMMDD ' T'HHMMSS ' Z' HERNIEE.

S HRIESH
FBRENEMERBLATEUT —ASH , AmazonfE X LS BRBRFE RN HREANERM.

o BE, CAEZEEIR-HONBEEE, fl, MBEEMEH SHA-256 tlE2K % | EEHE aws4-
HMAC-SHA256,

o FIEEE. UFHUT () 2 BNFRE , BB FENFRIZEE ID MEIEEE A4 BERERME
o FIEEESEXRA YYYYMMDD #XMW B H, Amazon Xif, BRSEBHMISHN L L FRSE
(aws4_request), il , LTS ER/FE KRR us-east-1 cn-north-1 X1 H IAM KM credential S,

AKIAIOSFODNN7EXAMPLE/20111015/us-east-1/iam/aws4_request

AKIAIOSFODNN7EXAMPLE/20111015/cn-north-1/iam/aws4_request
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Important

BUMARE, BREEHNFHRNL LFZHRERNEZRH,
+ SignedHeaders EEZZHEEH HTTPHTTPS #rkM LD E (4) 2RHITIR,
o X —ANTAEFRBFHR , RNEFS 3 : 71 Amazon Signature Version 4 iTEZ A (p. 40)F

BERBERBE, BAREREE Algorithn SHIEENEER I BESE,
EEBEERIBZERER , S M Signature Version 4 TEZE TER R ( Python ) (p. 46).
KA Signature Version 4 3tAmazoniER#1TE R

AP AMABIRER HRFER MK L Amazonl) HTTP &R,

— A
-
A
A
GET
Create canonical request GCreate string fo sign Calculate signature Add signature to request
> [HX
ZELBB/E

EOEEXENER , BEXRATRE
+ {£% 1 : ¥ Signature Version 4 BIZZMBIER (p. 34)

FEROAR (N, BE FXF) AARNE (A8 ) KX, ATERRATUESEFHENEA
Z_o
+ {£% 2 : 6% Signature Version 4 HIZ L& (p. 39)

EANEERNFIOMER (FIMEE, BREY, REEENIEERNBE (6% ) ) IBEGEFH
B

» {£%5 3 : 3 Amazon Signature Version 4 ItEZ % (p. 40)
£/ Amazon REFEIZAER BB FRENTH , MERBH. XEMEBSMIT—RIIMBRHERE

(HMAC #4F ) , NTIREZE R, EMRESERAE  BINFEFHFERITNERFRERTES
Bo ERMENSEBHAENLRENRFENR,

o £% 4 FZEEZFME HTTP B K (p. 41)

EUEERRE  FHAMEERN HTTP RARNERFHEH,

Important

Amazon SDK ATLUH B BXEZITETRE , AKELTEFITREETR, BXEZER , F5
A F Amazon Web Services W T E,

H 7R
UTRELENATEEIEBNENAHE :

« HBAZNMAIA Signature Version 4 fREZ B Z4AR KA (p. 43). MTUERAMAIER
Java, C#. Python, Ruby #l JavaScript fR4EZEFH.
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+ Signature Version 4 TR ZZIEARHE ( Python ) (p. 46). XA Python RENERFIEHE T TEMN
LERERA, XERFIERT WMAFA rosT BR, FMAEBRELPEELEFEEMN cET HRUKF
AEEHFRFEREFLEEEFEEMN cET BRH#TER,

WReh i S F R
BTRELERT HTTPS R ( FHEMZREEL ) NEHE i K& EAmazonkt AT BERIH 7o

GET https://iam.cn-north-1.amazonaws.com.cn/?Action=ListUsers&Version=2010-05-08 HTTP/1.1
Content-Type: application/x-www-form-urlencoded; charset=utf-8

Host: iam.cn-north-1.amazonaws.com.cn

X-Amz-Date: 20150830T123600Z

EERSEAESZE , BREARIEEERMNEERF, BUBIRH SRR NEHRIEEE :
Authorization Frk

U {E M Authorization PR EMRIEEERMEERD, REZ HTTP #7k &7 Authorization ,
BXEZEEXRRLREATEHRIN , BREBEERA.

Authorization FRABEUTEER :

- AFZEMHEE (AWS4-HMAC-SHA256)
- ZISERE (EEENIBEREID)
- EZXERLANIIR

- HHEZHR, ZEEETENBEREE , HEEA Amazon BEFEIBHER. %EE A TME Amazon HIA
p<N: 0f g7 8

THHNTRARBESHNRERERTERMEERE Authorization Hk2fE , FIEMNERFERRM
4LHo

FEE , BXBRERD , Authorization FRAXERN —TELEN AR, NETHEE , TEAWRAESELIHK
Kimko

POST https://iam.cn-north-1.amazonaws.com.cn/?Action=ListUsers&Version=2010-05-08 HTTP/1.1

Authorization: AWS4-HMAC-SHA256
Credential=AKIDEXAMPLE/20150830/cn-north-1/iam/aws4_request,
SignedHeaders=content-type;host;x-amz-date,
Signature=d37af66cc90dc26bb2e27d2a97316b729b82589b5e4648flae34cb83a3f546cd

content-type: application/x-www-form-urlencoded; charset=utf-8

host: iam.cn-north-1.amazonaws.com.cn

x-amz-date: 20150830T123600Z

ERFHE

BN — MR 5 HRIEESRME HTTP ERRAFNERLE BN CAISEERFHEH, ENFH
FEEERNERS , SERENBHANSH,. BRUAREHRIEFES.

AT RGN B0R R OE T i) 777 8 R AE R & 4 IS B 5k 18& GET #XR,

(EXFRERT , ENFHRLE TN —TEENXAE. NETHIE , TEANRAELBRITHRIEDE
o )

GET https://iam.cn-north-1.amazonaws.com.cn?Action=ListUsers&Version=2010-05-08
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&X-Amz-Algorithm=AWS4-HMAC-SHA256
&X-Amz-Credential=AKIDEXAMPLE%2F20150830%2Fcn-north-1%2Fiam%2Faws4_request
&X-Amz-Date=20150830T1236007Z

&X-Amz-Expires=60

&X-Amz-SignedHeaders=content-type%3Bhost
&X-Amz-Signature=bbb7890b2172f0cccc6dld5cded4e690£f3e1dac299599547£3d1ceb50567e83d HTTP/1.1
content-type: application/x-www-form-urlencoded; charset=utf-8

host: iam.cn-north-1.amazonaws.com.cn

&1 API Y GET # POST &R

W ZAmazonRE ZIFMEH APl I AREN HTTP GET 5 PosST KXiER, (LM APl & |, EIFEEIER
FRURASKIER |, BIE API A& FHIE RESTful , Bt LUER GET, ) EN GET EREIEWEZHFEE
B, FTAElINKERSIN URL WBEAKE, MRERTEXRBEERAE (Hlmn , EATELL JSON #
X DynamoDB &R & KE IAM policy REEAKESE ) , MBEMEA posT B3R,
ARKANERNZELEMEE.

f£%% 1 : ¥t 3F Signature Version 4 1M 3B &R

EFREEIR , FRE-NFRAHE  Eha@akaig (A8 ) BANERBELR, XAHMR Amazon #
WEERITEENER SERUTEHNERAEE,

BRGNS REZEROIBHRE. BN , EHREEAmazonIt EF IR TE , BRFHIE
%,

BT RBER T IR AT E RE A RD,

Example #SEE R AR

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

FELAREH |, Hash RRERHERHENEE , BE R SHA-256, ( EZEEBENMEF , &
FEEEFANKBHEEL, )HexEncode XTNUNEZRENIREFEMN base-16 mBHIEE. #l
M , HexEncode("m") IREE 6d MR 6D MANE—NEZFTEHSARRIAFNTSEHEZR,

LERAE 4 FTHEELEAREZNTRBRYIBTERETHRB. A3, —& Amazon RS AIREFERER
B, BXREZREE , BSHAZRSHXH,

BT RELR R MARENSTERE IAM R, RIEFERENT P IR IEE Amazonad ATREER LA
T RAETBELERER.

Example i&3R

GET https://iam.cn-north-1.amazonaws.com.cn/?Action=ListUsers&Version=2010-05-08 HTTP/1.1
Host: iam.cn-north-1.amazonaws.com.cn/

Content-Type: application/x-www-form-urlencoded; charset=utf-8

X-Amz-Date: 20150830T123600Z

BIEMRBIERZE—N GET R ( A% ) , ©ME Amazon Identity and Access Management ( E£#l ) X H
ListUsers APl (84 ) BA. WIRERA version ¥,
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ERBRMTHER , BRUATRESNMNSROBOEREN —NFHS

1.

BHER HTTP %X 5% ( GET. PUT, POST %) , FIR#RITH.

Example &R A&

GET

AWIASE URI S8, BRRITA. A8 URI 2 URI WESTREI DK URI HIBARA |, A2 URI
H—40 - NHTTP EHBFBERFHFESH (WRE ) NRSFR (7)o

BHE RFC 3986 #RtE1L URI B8R, BRRIIRMANBERS ., BEFESNBDEYUMNE URI HBF
R ( Amazon S3 BRF\ , X URIRIB—IX ) o

Example fEA%HBHIASE URI

/documents%2520and%2520settings/

Note

BINER R , BORBERAAEH URI BERRH Amazon S3ER, film , MREHEITER
A my-object//example//photo.user XN REVFMAE , BFEMAZER, MEFZERE
FRE{L A my-object/example/photo.user , WELSHERAM. BXEZER , FSH
Amazon Simple Storage Service APl ZZH IS 1 SIEHTER.

MBLTIBERE , WEAEHL (). RO IAM BRSF , URI SHENDREEANE | BiOHH
&Nz,

Example #5¢ URI

/

ANMABERFHE , FRRTY. IRERTEFENFHS , FEAZFTHE (KHFLEZE
7)o ™PIEREBUTERZRS,

Example #SE & F & &

Action=ListUsers&Version=2010-05-08

EMEIEEAFRR , BERATSER :
a. BRFEHARBARUAFREFERNSHERRTER. EEEEZMNSENZER TR, fl0, LK

EFR FALNSHEHREEUVNEEZR b FLHNSHEHR 2,

b. BEUTRUNEBNSHEBHAEHT URI RS :

« 205 RFC 3986 EE MM FIEME £/ #1T URI w15 , XEZHFEHE : A-Z, a-z, 09, EF
(). TRL Q). 9 () MEEHF (~).

o A %XY WATEEMFRAHRITE D ERHD , HA XY R+ SEHFR (09 MAEFH A-
F)o fltn , ZHEFRLITURBA %20 ( TERELRIDHFRBPEFER ) , TR UTF-8 RSN
KA %XY%ZA%BCo

s NSHEFNEMAET (=) FHHRITNERB,

UHFENIRPE—NSHBEHRITL , HENCEAF/HR,

DRSS 251 Wﬁ@%ﬂﬁ ERESZH (=), B
HESRERTEHE, A1.0

35
e. EBNMSREREMNETH (&), JIRPERE—MERA.



https://tools.ietf.org/html/rfc3986
https://docs.amazonaws.cn/AmazonS3/latest/API/sigv4-query-string-auth.html
https://docs.amazonaws.cn/AmazonS3/latest/API/sig-v4-header-based-auth.html#canonical-request
https://tools.ietf.org/html/rfc3986
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Eif) API - EREFABERSBHAAERFHFES, HIA0, X Amazon S3 XH# A LA 2 T
% URL. Tin_ﬂl AT ACERFHEFRACGSERNSE , EXF OB ELERETEFEANS
o BHEE, RISE, BMACSERLBH.

TEHNRHRASE FHRIEEENERFHR, ZREPANETHEREMANTRTH , EEENKDB
F, EERFRMSRIELN — 17X

Example Ef)F A EHH F B RIESE

Action=ListUsers&

Version=2010-05-08&

X-Amz-Algorithm=AWS4-HMAC-SHA256&
X-Amz-Credential=AKIDEXAMPLE%2F20150830%2Fcn-north-1%2Fiam%2Faws4_request&
X-Amz-Date=20150830T123600Z&
X-Amz-SignedHeaders=content-type%3Bhost%3Bx-amz-date

BEXRENRIISHNESEER , BS £5 2 : 82 Signature Version 4 BEZEZERFE (p. 39)0
Note

AT LAE R Amazon Security Token Service (Amazon STS) 12K IS H#féﬁ%iﬁ%fﬁi&ﬁ
LH, HIREEAKHEIEER , EEZANEREERIEAFTRAEN , MARETH
AFANERSHE, SHEFN X-Amz-Security-Token , SHENR URI ﬁ?ﬂﬂﬁéﬁ )i
( EERBUGN RS E uT:H'J‘}\}\ Amazon STS WEINF=/HE ),

FNF—ERSE , BYUREAE (LR ) EAFKFEPEHE Xx-Anz-Security-Token Ef]Z
o X‘H:Eﬂﬂﬂﬁ% 1'1'%5&%721: BEELERERM X-Amz-Security-Token S8, BHx
ﬁéﬁ{%z 'lﬁ/ |ﬂ1¢(ﬂﬁ%m API 3%3{@%

AIAEIRK |, FRRTR. ATHRATFELBELTSESRERFHMAE HTTP FREH 5K,

FF HTTP/1.1 R , BUAEDEE host ¥k, FREFRSK (#0 content-type ) RWEMN, XTF
HTTP/2 &K , ‘*M\ﬂﬁ@% authority ¥r3k , AR host #rk. TREIMNIRS WaEEEH MRk,

Example #SE4Rk

content-type:application/x-www-form-urlencoded; charset=utf-8\n
host:iam.cn-north-1.amazonaws.com.cn\n
x-amz-date:20150830T123600Z\n

BRIBIEARATIR , BRI EMRERNNERRF R RS 2R NBREZERK, R ERLE
SERERNBENERE,

T A RBHER AR E TR LTI -

CanonicalHeaders =

CanonicalHeadersEntry0 + CanonicalHeadersEntryl + ... + CanonicalHeadersEntryN
CanonicalHeadersEntry =

Lowercase(HeaderName) + ':' + Trimall(HeaderValue) + '\n'

Lowercase R NFAAFHERNNEFZENES, Trimall HEMBRERNEHNSRERIFELE
BB R BN,

BERZHREBXY (IE) RKHF , REXNRLBRHTENRRE , RWBIBIRLTIR. REFEUT
AN FDE PR
- BINBRRLER , FRES.

BMZIRANENES SRR, BANESMENRIRITESEF.
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« BI—NEIT (“\n")

THRPINEERN —EHRLRENBTHERB TR !
Example FRIB#Rk

Host:iam.cn-north-1.amazonaws.comcn\n
Content-Type:application/x-www-form-urlencoded; charset=utf-8\n

My-header1l: a b c \n
X-Amz-Date:20150830T123600Z\n
My-Header2: "a b c" \n

Example #SEF R

content-type:application/x-www-form-urlencoded; charset=utf-8\n
host:iam.cn-north-1.amazonaws.cn\n

my-headerl:a b c\n

my-header2:"a b c"\n

x-amz-date:20150830T123600Z\n

Note

BMRAEERRITH , SERETREIRURTHER.
MNFRBERX , #1777 FHENR :

- MABHRERBRNPNEZH,
« A RFRRBHTHR
+ BEM my-headerl ]l my-header2 EHHIEREI S =& MEREZ
* X¥F my-headerl M my-header2 B , B a b c PFHIELZ *ﬁ%}ﬂj}i

Note

BT LAE R Amazon Security Token Service (Amazon STS) 1R RY IRt 2 &I B X FERH#ITZ
. BEREFEAKYEIIAR , B Authorization SAFEEZZEEN , MAN RS
SR HTTP $rsk, ARk BHH x- -Amz-Security-Token , FkERLESE (£
SEIRENIG B 22 4 EE R M Amazon STS KB FE&FE ) 6

AIEZRHFRL , BRETH. ZERLSESEIEIRLPIIRLSIR, BXRMERLTIR , 87
LAl Amazons JiE R Y RLLFRL RSB WL BEN —5 2 , UARERIEE 'J?ETAmazon—IL)\’?’W%"ZEEﬁ%
(B0, AREF AR IARL ) -

XF HTTP/1.1 3R |, host FRAMTENEBLEBIRLBIEEAN. XTFEE :authority FRkMFR
host FRLM HTTP/2 R , MMEBE :authority A ENBCZEIRL, MERSTFE PR x-amz-
date #rk , MEAMBIEECZEBRLIIRBPIIRL,

BEOBEXBMRAIER , BRAERABHERNPERR , BFHRBNERTHF , HERADSK
SRR B, UFHRBERNTNEEESFANIIR. Lovercase RRBAE THERA
NEFRNER,

SignedHeaders =
Lowercase(HeaderName0O) + ';' + Lowercase(HeaderNamel) + ";" + ... +
Lowercase(HeaderNameN)
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BENBNEFHFABEFOIRLEMRESHTERRE  HEREEARXNIIR, N TBRE&E—Mr
KANBMMRLER , BERKBEHREEND S ()  FEERENERLENRTRIT,

Example BZ & ¥Rk

content-type;host;x-amz-date\n

£/ SHA256 £B % (HE) WHMUET HTTP 5 HTTPS BREXHMN AR ARG ER S
{8, Signature Version 4 T EEZRFEAREFREBRIERARPHXAH#ITHRB, T, —&
Amazon RS TAERERERIE. BXRELZEER | ESHZRSH X,

Example 7ig 45

HashedPayload = Lowercase(HexEncode(Hash(requestPayload)))

HOBRFEZHRE  BEERTHERARRTHRFLENSRE L. flm, MREEANR
SHA256 , NIFFHEE AWS4-HMAC-SHA256 E R B E £, 2R FLENERARLIANNE+ Kt
HFEFREART.

MRARARENE , WERAZFHEENRFERNAA Eit IAM REIF , BRABENZE,

Example 23R HLENERAR ( ZFHEH)

e3b0c44298fclcl49afbf4c8996£fb92427ae41e4649b934ca495991b7852b855

ENETENNTER , BFRASINIROTEEARBIESNENFHE, WEMR , SMERE
DELRITHER. MREHITIRIEERHBRE , EEOIEERFEREUAT RHIH,

Example #SEE R

GET

/

Action=ListUsers&Version=2010-05-08
content-type:application/x-www-form-urlencoded; charset=utf-8
host:iam.cn-north-1.amazonaws.com.cn
x-amz-date:20150830T123600Z

content-type;host;x-amz-date
e3b0c44298fclcl49afbf4c8996£fb92427ae41e4649b934ca495991b7852b855

FRENBERARH TR HLENFIERANERELZRUENCERIFEE (BF) .
Note

EUEREZN , EERE 4 FTRELEABEZHRERNIEERRETHB. T, —&
Amazon RFAIRERBRERD. AXEZER , BSAZRMRSH I,

Z R HBLBENATERBFUNE+ARFFHRERART. AT ROETRTERA SHA-256 X3 REIH
SEERATHBLENER,

Example &35 H4EHH ST ER

c0f52cbaae2f5c43042257a73d9eafc6d42e3306a4ebab6d9235£391d££4d990

EES 2 : B2 Signature Version 4 FIEFEFAER (p. 39)% , AWK FHLENITERSEDS
LFHFEH,
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{£%% 2 : Bl2 Signature Version 4 X F /55
FEFRBEEEXEBERNEBELES 1 53 Signature Version 4 BIEHEER (p. 34) P 612
WAEERATER. BREAFEFHBNBEIEETS 3 71 Amazon Signature Version 4 iTEZ
Z (p. 40)F AT EBEBRZBMENMANBRNRELSE BH,

EOEAZTRHR  BUUTHRBAR , EEEXL. AHANE. SIEEENABERNEE

FEFZHREN

StringToSign =
Algorithm + \n +
RequestDateTime + \n +
CredentialScope + \n +
HashedCanonicalRequest

LT REEROAFERES 1 SIEABIER (p. 34)HFHWHERERBEFEFRFHR,
Example HTTPS &3k

GET https://iam.cn-north-1.amazonaws.com.cn/?Action=ListUsers&Version=2010-05-08 HTTP/1.1
Host: iam.cn-north-1.amazonaws.com.cn/

Content-Type: application/x-www-form-urlencoded; charset=utf-8

X-Amz-Date: 20150830T123600Z

PRREFAH

1. HEERBHITL , RRRTH. ZEREATIUHENTERBENKFE L, I T SHA256 , HiER
AWS4-HMAC-SHA256,

AWS4-HMAC-SHA256\n

2. BMMERBHE , FRHETH. ZAHE6H 1S08601 EAKRLL YYYYMMDDT'HHMMSS'Z' #& = £
x-amz-date FRAHIEEN, WEXRESEETEMESREDERNETE.

20150830T123600Z\n

3. EBMEIEEEE, FRRITT. MER—IFHE , @5 AH. BAKE. AERNEBESNNEFRHFE
AL LLFRFE (“aws4_request” ) o REHBESEMRFRABLIFEA UTF-8 3,

20150830/cn-north-1/iam/aws4_request\n

o BEAXAR YYYYMMDD R, EHEE , BT SEREE,
s FRAESEENXEGRENEREZINERXSE,

4. BIEIEIES 1 : 3% Signature Version 4 B1ZEHISEIER (p. 34)FRIBHFEERNBF, ZER
EARREITH, W RFC 4648 5 8 TAIEN , AWM FELENWHEERSLMNA base-16 HBH/NEF
Ko

c0f52cbaae2f5c43042257a73d9eafc6d42e3306a4ebab6d9235£391d££4d990

UTHXF/RHERE 2015 F 8 A 30 BX IAM iEK,
Example X F&F &

‘AWS4—HMAC—SHA256

MR 1.0
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20150830T123600Z
20150830/cn-north-1/iam/aws4_request
c0f52cbaae2f5c43042257a73d9eafc6d42e3306a4ebab6d9235£391d££4d990

£% 3 : A Amazon Signature Version 4 itEZX &

FEITELE 2, M Amazon ZHRZHREHEETH. BT REIBZHARETAH. RSAXE ,
AGERETESEENRY ., RBHAZATRAATHERBTEE. AEHLIERANEETS 2 0
# Signature Version 4 BFEF RS (p. 39)FRIENFXFREAEMBRHFHENEA. NBEBRHE
BERN TR HHFERBERRRLSR,

LERAE 4 TFELEAREZNREORNFEFHRRITHED, T, —L& Amazon RETREERER
B, BXREZREE , BESAZRSHXH,

TELESE

1.

MELNEERH. Mt , BEAECHRBETREZANE-RIETHHFNESSHRIEAB
(HMAC), HRBERENTHARBH , H HMAC(key, data) RS ZHHIRKIR E 5 HHY
HMAC-SHA256 B, SMeHEBHNERFEAN T — M EBHE A,

AT iREL R BAN AR

kSecret = your secret access key

kDate = HMAC("AWS4" + kSecret, Date)
kRegion = HMAC(kDate, Region)

kService = HMAC(kRegion, Service)
kSigning = HMAC(kService, "aws4_request")

BEE A WBWHEIRTAAERAN BN yyyyMmpp ( HlE0 , 20150830 ) , NEFERTEL

BRIUEBOIRF N EEEANREESEE HVAC 28, BEIRAIP , BARE-—INSE , B¥E (8
B) RE-ASH , BEERNRKAIBEATEIRFEEZAMKE,

EARBE (CHBENX) RIREZR, ASHESHEARTE_H#HABARE (BENHIHE ) +X
HERBEE (HATARERHE ) WER. REFHFTEEA-HIKABHE,

UTRRBIERT AT RESEZANWALURFIERNE L , H kSecret = wJalrXUtnFEMI/
K7MDENG+bPXRfiCYEXAMPLEKEY,

ZRBIEREES 1 MES 2 PFHERBENS K (2015 F 8 A 30 BX IAMBIER , LT cn-
north-1 Xig ),

DN

HMAC (HMAC(HMAC(HMAC("AWS4" + kSecret,"20150830"),"cn-north-1"),"iam"), "aws4_request")

BFROIERT I HMAC IR FREFFIERNIREL R ER. XUB TR -H#HLERAPENIFTH
TAR#BIRRFE R,

TIE R ZHA

3fa8337361355535220160ce57f4cb5b8e318209aa7bb03ecdcb9aaeec3d07a2

BXRUNAETFTRAREEBEEPRESEZANESEL , BSHEPWMET Signature Version 4 jREZH
ARG (p. 43)o

HHEE, BEIHELSE , BEARENSERANSGSITHREANEZRFEENEBA, EIHELS
&, R EERR N TR ERTER.

MR 1.0
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T AR SR it B H,

signature = HexEncode(HMAC(derived signing key, string to sign))

Note

WRAEBNIRFNEEEANRRIESEE HVAC 28, Bt RplF  BHRE-INSH
iR (R RE-A S, BEERNEK A U EIRFEE R A MKE.

AT REERTEAERES 2 PHENERZANSEFINELERNES ¢

RIE R

d37af66cc90dc26bb2e27d2a97316b729b82589b5e4648flae34cb83a3f546cd

155 4 HZEZARME| HTTP &R
EHEZEEE , FORMIER, BB TRARE —FEE RMEER :

« 7 Authorization M HTTP Rk
- BHFHB

BT BERIRTE Authorization FRAMEHNZHFEREZRLERER,
Note

BT LAE A Amazon Security Token Service (Amazon STS) 1R{EM I Z I BXFERI|ITER,
EEREFEAKBEIEER , EREEZLTHNTN HTTP RARERFZHES . RENSE
HRERNFZFESHN X-Anz-Security-Token , HALFESE ( EEFRIIGIT R & EIERM
Amazon STS WEINZ/E ) .

¥ x-Amz-Security-Token SEFMEEWFZHERN , " ERSFELFUSHEBEEAT (X
£ ) ERP. NTFHMES , BETELEZE , EEERERMILSE. BXFMAER , HSH
ZIREH APl &304y,

FZX R ERARIE Authorization ¥k

BEEMZEEZEERMEIBRRN Authorization B HTTP #rk |, AT EHEZZELR, IR kNBARERIEN
SBRIRITELSZZERIEMN , Fit Authorization fRkRBEHECLBIRLMNIIRHP, REMIRLER
Authorization , BXZEEXR AT EHBRIE,

AT thfB 3B Authorization ¥rkM &,

Authorization: algorithm Credential=access key ID/credential scope,
SignedHeaders=SignedHeaders, Signature=signature

THEHRFIEE —1TEH Authorization ¥Rk,

HER , ERFRERSP , Authorization #RAERA —TEZN XA, NETHEEE , TENREESELIHR R
o

Authorization: AWS4-HMAC-SHA256
Credential=AKIDEXAMPLE/20150830/cn-north-1/iam/aws4_request,
SignedHeaders=content-type;host;x-amz-date,

MR 1.0
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Signature=d37af66cc90dc26bb2e27d2a97316b729b82589b5e4648flae34cb83a3f546cd

EEBUTILR

o B%F credential ZE&EES, HER , SignedHeaders # Signature FAESSZHINERIT.

+ Credential EEAFEZ4A ID FFk |, BIRERML (/) , BEBEMLES 2 : 612 Signature Version 4 FI13F%
FRE (p. 9P UESENEILEETE, REBEHRABARATHZIERELEEH , ERTEEBEIER
RIENEBRERS,

HERERANIEAFRFH
BUMREFERACEOFHRREEMAERE  SELEER. XRANKITESE URL, RNEERE

N URL , EFEERNAAAmazonFiEEN —YI{E 2. BHETE Amazon S3 HEMA. BXEZEL , ES
% Amazon Simple Storage Service APl 2E /A ZE#HSH ( Amazon Signature Version 4 ) BilFiER,

Important

MBEBEHE—MER , EFFESHBETEEETRNEFRF , MEKKN URL R RELT HHIIEHN
AmazonigfE, Eit , MEFERK URL EERIFFREREIE—#HF/ DD BiIUEFER X-Amz-Expires
SHNBERIEBEERER T AT E,

MRERARXTE L, AEAFNSEE (LER) ) BHESENCERFZHES , ZZFERLEEELY
RE—ED (p. 34)PHENABTERN —H5.

UTHRBEALSESHMABERSENERNFHFEHHIE,

querystring = Action=action

querystring += &X-Amz-Algorithm=algorithm

querystring += &X-Amz-Credential= urlencode(access_key_ID + '/' + credential_scope)
querystring += &X-Amz-Date=date

querystring += &X-Amz-Expires=timeout interval

querystring += &X-Amz-SignedHeaders=signed_headers

EEZR (ERAEMERFNREFENTEN -2 ) 5, HRHZEREN X-Anz-signature SERN
HEWFREF :

querystring += &X-Amz-Signature=signature

TEHNRHRALFEERSBENEEEEBEREEENFZHRSHRPIIEREBREM LM,

EEE , EXFRERS | Authorization $RAERA —ITELN XA, RETHE , TENREELIHRRAE
B

https://iam.cn-north-1.amazonaws.com.cn?Action=ListUsers&Version=2010-05-08
&X-Amz-Algorithm=AWS4-HMAC-SHA256
&X-Amz-Credential=AKIDEXAMPLE%2F20150830%2Fcn-north-1%2Fiam%2Faws4_request
&X-Amz-Date=20150830T123600Z

&X-Amz-Expires=60

&X-Amz-SignedHeaders=content-type%3Bhost
&X-Amz-Signature=bbb7890b2172f0cccc6dld5cded4e690£f3e1dac299599547£3d1ceb50567e83d

BEBUTILR :

c AHEZE , ERFHRSBXTERBRONEESHIRFHERF , FEEHBEXTR UR HBHNE, 5
B{ESS 1 : & X Signature Version 4 BIEMSBIER (p. 34)FEX BN TERFRBNS R,

« FENER (X-Anz-Expires) RENEMERNRENRIETITAE,

MR 1.0
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#-# Signature Version 4 H#Y B 1

BESDEERFEAN AT EERNERNBHTE, ZUNASHAFEEARSBEEERD. BUUE
A date ¥rA R x-amz-date 5k , HEWN x-amz-date EREHSHREEERN, BXTHER , 5
[ Signature Version 4 SEEZH 3 EM R4 ( Python ) (p. 46).

NRBMSARA UTC R, FEHFLLT I1SO 8601 4= : YYYYMMDD'T'HHMMSS'Z', 4
# , 20150830T123600Z EEAMEB. EVENABRTEESED,

Amazon £ ER A B x-amz-date L HS, MR Amazon TEHKE x-amz-date WE , NFF K
date ¥5sko Amazon BREBNNBREZEZFEREANEIEEE , RABERNE (YYYY), A (MM) 18 (DD).
Bl | R x-amz-date FRAEN 20111015T080000Z , H EEUSEREAY B HIEE oA 20111015 , M
Amazon R B HRIES BT,

MR AHFEE , N Amazon IE4ER |, EIENABEESITEEFHNEHRREHV =02t Al
W, Amazon fHE4 H x-amz-date ¥rk{EN 20151014T2359597 BEUFSBESIEBH 20151015 MiE
R,

YW AA AN 7y Signature Version 4 fRAEZ B Z4A Y R~ B

ARUAZTRZES HBARA , MBWAR Signature AR 4 TREZZH4A. M ITE LA REIRE A a0 a5k
HZEHEA , ERAR Amazon EREETLEBN —Bo . BEXRHEABRNMIRNTH , EZSHSignature Version
4 TRELZEZTEMNRH (Python ) (p. 46).

Important

WMRER Amazon SDK 2 — ( &2%& SDK for Java, SDK for .NET, SDK for Python, SDK for
Ruby = SDK for JavaScript ) , BFRLFHRITRELSE ZATF S HRIUESRMEERN S
R, XERHEFRXIES/AERITILETE, XHBEELE HTTP L HTTPS ket , 7HE
BEHLEER,
=~

« A Java IMEZEZH (p. 43)

- £/ NET (C#) IMEZEEMA (p. 44)

« £/ Python fREZ R ZE4 (p. 44)

« £ Ruby IREZ B4 (p. 44)

+ fEH JavaScript (Node.js) fREZ A ZH (p. 44)

s FREMES RELSZZN (p. 45)

« BRYmBEEIR (p. 45)

£/ Java REZ B Z4H

static byte[] HmacSHA256(String data, byte[] key) throws Exception {
String algorithm="HmacSHA256";
Mac mac = Mac.getInstance(algorithm);
mac.init(new SecretKeySpec(key, algorithm));
return mac.doFinal(data.getBytes("UTF-8"));
}

static byte[] getSignatureKey(String key, String dateStamp, String regionName, String
serviceName) throws Exception {

byte[] kSecret = ("AWS4" + key).getBytes("UTF-8");

byte[] kDate = HmacSHA256(dateStamp, kSecret);

byte[] kRegion = HmacSHA256(regionName, kDate);

MR 1.0
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byte[] kService = HmacSHA256(serviceName, kRegion);
byte[] kSigning = HmacSHA256("aws4_request", kService);
return kSigning;

£/ NET (C#) MEXE EHA

static byte[] HmacSHA256(String data, byte[] key)

{
String algorithm = "HmacSHA256";
KeyedHashAlgorithm kha = KeyedHashAlgorithm.Create(algorithm);
kha.Key = key;
return kha.ComputeHash(Encoding.UTF8.GetBytes(data));
}
static byte[] getSignatureKey(String key, String dateStamp, String regionName, String
serviceName)
{

byte[] kSecret = Encoding.UTF8.GetBytes(("AWS4" + key).ToCharArray());
byte[] kDate = HmacSHA256(dateStamp, kSecret);

byte[] kRegion = HmacSHA256(regionName, kDate);

byte[] kService = HmacSHA256(serviceName, kRegion);

byte[] kSigning = HmacSHA256("aws4_request", kService);

return kSigning;

£ H Python IREZ R ZHH

def sign(key, msg):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

def getSignatureKey(key, dateStamp, regionName, serviceName):
kDate = sign(("AWS4" + key).encode("utf-8"), dateStamp)
kRegion = sign(kDate, regionName)
kService = sign(kRegion, serviceName)
kSigning = sign(kService, "aws4_request")
return kSigning

£ Ruby EX B %4

def getSignatureKey key, dateStamp, regionName, serviceName
kDate = OpenSSL::HMAC.digest('sha256', "AWS4" + key, dateStamp)
kRegion = OpenSSL::HMAC.digest('sha256', kDate, regionName)
kService = OpenSSL::HMAC.digest('sha256', kRegion, serviceName)
kSigning = OpenSSL::HMAC.digest('sha256', kService, "aws4_request")

kSigning
end

{# A JavaScript (Node.js) fRE X% 24A

AR RBIBER crypto-js EE. BREZER |, S HY hitps://www.npmjs.com/package/crypto-js F https:/
code.google.com/archive/p/crypto-js/o

var crypto = require("crypto-js");
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function getSignatureKey(key, dateStamp, regionName, serviceName) {
var kDate = crypto.HmacSHA256(dateStamp, "AWS4" + key);
var kRegion = crypto.HmacSHA256(regionName, kDate);
var kService = crypto.HmacSHA256(serviceName, kRegion);
var kSigning = crypto.HmacSHA256("aws4_request", kService);
return kSigning;

EREMESKELR BN

MRZEFERATRFRESIHILEE , RINEBENEEAETHNERNEZAREEENPESR, UT
Ruby REIEEZNEBNSBREEM hexEncode BHEH HER,

def hexEncode bindata
result=""
data=bindata.unpack("C*")
data.each {|b| result+= "%02x" % b}

result
end
mEFEAUTMIREA -
key = 'wJalrXUtnFEMI/K7MDENG+bPxRfiCYEXAMPLEKEY'
dateStamp = '20120215'
regionName = 'cn-north-1'
serviceName = 'iam'

BHRFHN getsignatureKey PHEERUTE, FiER , XEER ZHBIBIRN T AR B REBRTF
X BARG NP EEMNZR - HFER,

kSecret =
'41575334774a616Cc725855746e46454d492f4b374d44454e472b62507852666943594558414d504c454b4559'"
kDate = '969fbb94feb542b71ede6£f87fe4d5£fa29c789342b0£f407474670£0c2489e0a0d’
kRegion = 'f5e672e58cfl32b0a7ac38224ed20013b5f068e4e4de6ebc05d87£724508595¢e"
kService = 'e2569e3d090ed691c9ef28c5fb6afbea3f759699099ad1£f884a589aad97bf4ca’
kSigning = '2f93£fd817068852310c6054f85a5ffela23da3el587e39ba922f1fac469088da’
s =]
= YmAg R
ER{LENES , BRETIERRBER,
Tip

ERREEREA HTTP F RN ITEREE RIEL Amazon B HTTP B3R, XEFAER BN AR BRI
HABPE M FB,

« TEQEZRNRTY IS EELENNEFERIRITH.

s FEEZIEEAFERMIZE R HERN , EANEBEmFTR YYYYMMDD %3,

o BRISEFRK ML ZIRKPHIRLAEE,

s FEEHETHZANBEATRBANBE CBE). L—TNITEERRZH , MTAREE. FHAREX
MR NBRET , BRAEBIITFRES K.

- FPETREF-SEBAZANFHRAWSS, MRER for BARENRBFRIBBRARE , TE
SIEE RERNBHRER | UESEAWSS FRFH,

BXRUBENERNESEER , BSMEER Amazon £ERA 4 5% (p. 53)
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Signature Version 4 TEZHZSEHN R ( Python)

A B RA Python RENRHIER | XLEEFEBRIMMAEAmMazonH# A Signature Version 4, BATEEN
XERGBRFRESRESE (XEAKD Python HEEE ) , ETEERWMM T L BAmazoniERMTE
T

Note

MEEEHRE Amazon SDK 2 — ( 2% SDK for C++, SDK for Go, SDK for Java, Amazon
SDK for JavaScript, Amazon SDK for .NET, SDK for PHP, SDK for Python (Boto3) = SDK for
Ruby ) , BRLFHRTMELEZANFEORIEFEERMEFERNSR, LEHGEFLXIES
FAEHITXETE, NYEBEZLE HTTP 5 HTTPS B3Rt , T EELFHEBER,

EFRAXERHRESF  BFE

o TTEH EREHE Python 2.x , A LM Python 15 S3RER. XLEFEFEAMEA Python 2.7 3.6 Mk,

 Python i&3RE , REIMAFEALELRH Web iR, —FAER Python BFBRESZRFEA pip ,
T A M Python BF BRI EAKIEFE. RE , BULESDITLET requests RZE pip
install requestso

« MEFEHEZ N AWS_ACCESS_KEY_ID Hl AWS_SECRET ACCESS_KEY WiFH %4 ( hE %4 ID FMFLE
HEEHA ). BHE , BTN EZEXHPRFXLEE , RAENXEXHPIER, FARESE  BMN2
WEFBEERBFRAZIE. BXESZER , HFoRILIHERE—KRSZEFHNEEAmazonih B ZHH

RIEXEK.

DTRREIMER UTF-8 WHSBIERMNELZHRBITRD , IZBEE 4 FTETELEABERZHRDB, T,
—& Amazon RS AAERERERB. BXESZER , ESHZRSHNE,
=i

« &4A GET M Authorization #53k (Python) (p. 46)

« fEF POST(Python) (p. 48)

s EERFHRPLEEER GET MFHRIEFE L (Python) (p. 51)

#Z&# A GET M Authorization #53k (Python)

LAT RGBT iAFE A {E A SDK for Python (Boto3) &R T , £/ Amazon EC2 &ifj APl X HiER, %
EREH GET &R , ## A Authorization & HRIFE B X% FIAmazon.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

Important

The AWS SDKs sign API requests for you using the access key that you specify when you
configure the SDK. When you use an SDK, you don’t need to learn how to sign API requests.

We recommend that you use the AWS SDKs to send API requests, instead of writing your own
code.

The following example is a reference to help you get started if you have a need to write

your own code to send and sign requests. The example is for reference only and is not
maintained as functional code.

# AWS Version 4 signing example
# EC2 API (DescribeRegions)

# See: http://docs.aws.amazon.com/general/latest/gr/sigv4_signing.html

MR 1.0
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# This version makes a GET request and passes the signature
# in the Authorization header.

import sys, os, base64, datetime, hashlib, hmac

import requests # pip install requests

# kkkkkkxkkkkkx REQUEST VALUES *%¥*kxkskskkkkx

method = 'GET'

service = 'ec2'

host = 'ec2.amazonaws.com'

region = 'us-east-1'

endpoint = 'https://ec2.amazonaws.com'

request_parameters = 'Action=DescribeRegions&Version=2013-10-15"

# Key derivation functions. See:
# http://docs.aws.amazon.com/general/latest/gr/signature-v4-examples.html#signature-v4-
examples-python
def sign(key, msg):
return hmac.new(key, msg.encode('utf-8'), hashlib.sha256).digest()

def getSignatureKey(key, dateStamp, regionName, serviceName):
kDate = sign(('AWS4' + key).encode('utf-8'), dateStamp)
kRegion = sign(kDate, regionName)
kService = sign(kRegion, serviceName)
kSigning = sign(kService, 'aws4_request')
return kSigning

# Read AWS access key from env. variables or configuration file. Best practice is NOT
# to embed credentials in code.
access_key = os.environ.get('AWS_ACCESS_KEY_ID')
secret_key = os.environ.get('AWS_SECRET ACCESS_KEY')
if access_key is None or secret_key is None:
print('No access key is available.')
sys.exit()

# Create a date for headers and the credential string

t = datetime.datetime.utcnow()

amzdate = t.strftime('%Y%m%dT%H%M%SZ')

datestamp = t.strftime('%Y%m%d') # Date w/o time, used in credential scope

# kEkkkkkkkkkxk* TASK 1: CREATE A CANONICAL REQUEST *#******kkkkx*k
# http://docs.aws.amazon.com/general/latest/gr/sigv4-create-canonical-request.html

# Step 1 is to define the verb (GET, POST, etc.)--already done.

# Step 2: Create canonical URI--the part of the URI from domain to query
# string (use '/' if no path)
canonical_uri = '/'

# Step 3: Create the canonical query string. In this example (a GET request),

# request parameters are in the query string. Query string values must

# be URL-encoded (space=%20). The parameters must be sorted by name.

# For this example, the query string is pre-formatted in the request_parameters variable.
canonical_querystring = request_parameters

# Step 4: Create the canonical headers and signed headers. Header names

# must be trimmed and lowercase, and sorted in code point order from

# low to high. Note that there is a trailing \n.

canonical_headers = 'host:' + host + '\n' + 'x-amz-date:' + amzdate + '\n'

# Step 5: Create the list of signed headers. This lists the headers

# in the canonical_headers list, delimited with ";" and in alpha order.
# Note: The request can include any headers; canonical_headers and

# signed_headers lists those that you want to be included in the

# hash of the request. "Host" and "x-amz-date" are always required.
signed_headers = 'host;x-amz-date’
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# Step 6: Create payload hash (hash of the request body content). For GET
# requests, the payload is an empty string ("").
payload_hash = hashlib.sha256(('"').encode('utf-8')).hexdigest()

# Step 7: Combine elements to create canonical request
canonical_request = method + '\n' + canonical_uri + '\n' + canonical_querystring + '\n' +
canonical_headers + '\n' + signed_headers + '\n' + payload_hash

# Kxkkkkkkkkkxkkx TASK 2: CREATE THE STRING TO SIGN****kkkkkkkkk

# Match the algorithm to the hashing algorithm you use, either SHA-1 or

# SHA-256 (recommended)

algorithm = 'AWS4-HMAC-SHA256'

credential_scope = datestamp + '/' + region + '/' + service + '/' + 'aws4_request'
string to_sign = algorithm + '\n' + amzdate + '\n' + credential_scope + '\n' +
hashlib.sha256(canonical_request.encode('utf-8')).hexdigest()

# Kxxkkkkkkkkkkx TASK 3: CALCULATE THE SIGNATURE ****kkkkkkkkk
# Create the signing key using the function defined above.
signing key = getSignatureKey(secret_key, datestamp, region, service)

# Sign the string_to_sign using the signing key
signature = hmac.new(signing key, (string_to_sign).encode('utf-8'),
hashlib.sha256).hexdigest()

# Kkkkkkkkkxkkxx TASK 4: ADD SIGNING INFORMATION TO THE REQUEST #*#*#%%kkkkkkkkx
# The signing information can be either in a query string value or in

# a header named Authorization. This code shows how to use a header.

# Create authorization header and add to request headers

authorization_header = algorithm + ' ' + 'Credential=' + access_key + '/' +
credential_scope + ', ' + 'SignedHeaders=' + signed_headers + ', ' + 'Signature=' +
signature

# The request can include any headers, but MUST include "host", "x-amz-date",

# and (for this scenario) "Authorization". "host" and "x-amz-date" must

# be included in the canonical_headers and signed_headers, as noted

# earlier. Order here is not significant.

# Python note: The 'host' header is added automatically by the Python 'requests' library.

headers = {'x-amz-date':amzdate, 'Authorization':authorization_header}

# *kkkkkkkkkkkk* SEND THE REQUEST ***kkkkkkkkkk
request_url = endpoint + '?' + canonical_gquerystring

print('\nBEGIN REQUEST++++++++++++++++++++++++++++++++++++")
print('Request URL = ' + request_url)
r = requests.get(request_url, headers=headers)

print (' \nRESPONSE++++++++++++++++++++++++++++++++++++")
print('Response code: %d\n' % r.status_code)
print(r.text)

£ POST(Python)

LU /RBI5E B8 T 2RI 4E A~ A SDK for Python (Boto3) BY1E)R T , 8 Amazon DynamoDB &if] API & H
BER, ZERKE POST ERHEEREXPFHEZELEAMazon, FHRIUEFE S RBEN Authorization
BERIRLAZEN

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
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Important

The AWS SDKs sign API requests for you using the access key that you specify when you
configure the SDK. When you use an SDK, you don’t need to learn how to sign API requests.

We recommend that you use the AWS SDKs to send API requests, instead of writing your own
code.

The following example is a reference to help you get started if you have a need to write
your own code to send and sign requests. The example is for reference only and is not
maintained as functional code.

# AWS Version 4 signing example

#*

DynamoDB API (CreateTable)

See: http://docs.aws.amazon.com/general/latest/gr/sigv4_signing.html
This version makes a POST request and passes request parameters

in the body (payload) of the request. Auth information is passed in
an Authorization header.

import sys, os, base64, datetime, hashlib, hmac

import requests # pip install requests

# H* ¥ H

# kkkkkkxkkkkkx REQUEST VALUES *%¥*kxkskskkkkx

method = 'POST'

service = 'dynamodb'

host = 'dynamodb.us-west-2.amazonaws.com'

region = 'us-west-2'

endpoint = 'https://dynamodb.us-west-2.amazonaws.com/"'

# POST requests use a content type header. For DynamoDB,

# the content is JSON.

content_type = 'application/x-amz-json-1.0'

# DynamoDB requires an x-amz-target header that has this format:
# DynamoDB_<API version>.<operationName>

amz_target = 'DynamoDB_20120810.CreateTable’

# Request parameters for CreateTable--passed in a JSON block.

request_parameters = '{'
request_parameters += '"KeySchema": [{"KeyType": "HASH","AttributeName": "Id"}],"'
request_parameters += '"TableName": "TestTable","AttributeDefinitions": [{"AttributeName":
"Id","AttributeType": "S"}],"'
request_parameters += '"ProvisionedThroughput": {"WriteCapacityUnits":
5, "ReadCapacityUnits": 5}'
request_parameters += '}'

# Key derivation functions. See:
# http://docs.aws.amazon.com/general/latest/gr/signature-v4-examples.html#signature-v4-
examples-python
def sign(key, msg):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

def getSignatureKey(key, date_stamp, regionName, serviceName):
kDate = sign(('AWS4' + key).encode('utf-8'), date_stamp)
kRegion = sign(kDate, regionName)
kService = sign(kRegion, serviceName)
kSigning = sign(kService, 'aws4_request')
return kSigning

# Read AWS access key from env. variables or configuration file. Best practice is NOT
# to embed credentials in code.
access_key = os.environ.get('AWS_ACCESS_KEY_ID')
secret_key = os.environ.get('AWS_SECRET ACCESS_KEY')
if access_key is None or secret_key is None:
print('No access key is available.')
sys.exit()
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# Create a date for headers and the credential string

t = datetime.datetime.utcnow()

amz_date = t.strftime('%Y%m%dT%H%M%SZ')

date_stamp = t.strftime('%Y%m%d') # Date w/o time, used in credential scope

# kEkkkkkkkkkxk* TASK 1: CREATE A CANONICAL REQUEST *#*******kkkx*
# http://docs.aws.amazon.com/general/latest/gr/sigv4-create-canonical-request.html

# Step 1 is to define the verb (GET, POST, etc.)--already done.

# Step 2: Create canonical URI--the part of the URI from domain to query
# string (use '/' if no path)
canonical_uri = '/'

## Step 3: Create the canonical query string. In this example, request
# parameters are passed in the body of the request and the query string
# is blank.

canonical_querystring = "'

# Step 4: Create the canonical headers. Header names must be trimmed

# and lowercase, and sorted in code point order from low to high.

# Note that there is a trailing \n.

canonical_headers = 'content-type:' + content_type + '\n' + 'host:' + host + '\n' + 'x-amz-
date:' + amz_date + '\n' + 'x-amz-target:' + amz_target + '\n'

# Step 5: Create the list of signed headers. This lists the headers
# in the canonical_headers list, delimited with ";" and in alpha order.
# Note: The request can include any headers; canonical_headers and
# signed_headers include those that you want to be included in the
# hash of the request. "Host" and "x-amz-date" are always required.
# For DynamoDB, content-type and x-amz-target are also required.
signed_headers = 'content-type;host;x-amz-date;x-amz-target'

# Step 6: Create payload hash. In this example, the payload (body of
# the request) contains the request parameters.
payload_hash = hashlib.sha256(request_parameters.encode('utf-8')).hexdigest()

# Step 7: Combine elements to create canonical request
canonical_request = method + '\n' + canonical_uri + '\n' + canonical_querystring + '\n' +
canonical_headers + '\n' + signed_headers + '\n' + payload_hash

# Kxkkkkkkkkkxkx TASK 2: CREATE THE STRING TO SIGN****kkkkkkkkk

# Match the algorithm to the hashing algorithm you use, either SHA-1 or

# SHA-256 (recommended)

algorithm = 'AWS4-HMAC-SHA256'

credential_scope = date_stamp + '/' + region + '/' + service + '/' + 'aws4_request'
string to_sign = algorithm + '\n' + amz_date + '\n' + credential_scope + '\n' +
hashlib.sha256(canonical_request.encode('utf-8')).hexdigest()

# Kxxkkkkkkkkxkkx TASK 3: CALCULATE THE SIGNATURE ****kkkkkkkkk
# Create the signing key using the function defined above.
signing key = getSignatureKey(secret_key, date_stamp, region, service)

# Sign the string_to_sign using the signing key
signature = hmac.new(signing key, (string_to_sign).encode('utf-8'),
hashlib.sha256).hexdigest()

# Kxkkkkkkkkkxkx TASK 4: ADD SIGNING INFORMATION TO THE REQUEST #*#*#%%%kkkkkkkx
# Put the signature information in a header named Authorization.

authorization_header = algorithm + ' ' + 'Credential=' + access_key + '/' +
credential_scope + ', ' + 'SignedHeaders=' + signed_headers + ', ' + 'Signature=' +
signature

hr< 1.0
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# For DynamoDB, the request can include any headers, but MUST include "host", "x-amz-date",
# "x-amz-target", "content-type", and "Authorization". Except for the authorization
# header, the headers must be included in the canonical_headers and signed_headers values,
as

# noted earlier. Order here is not significant.
# # Python note: The 'host' header is added automatically by the Python 'requests' library.
headers = {'Content-Type':content_type,

'X-Amz-Date' :amz_date,

'X-Amz-Target':amz_target,

'Authorization':authorization_header}

# *kkkkkkkkkkkk* SEND THE REQUEST ***kkkkkkkkkk
print('\nBEGIN REQUEST++++++++++++++++++++++++++++++++++++")
print('Request URL = ' + endpoint)

r = requests.post(endpoint, data=request_parameters, headers=headers)
print (' \nNRESPONSE++++++++++++++++++++++++++++++++++++")

print('Response code: %d\n' % r.status_code)
print(r.text)

EEHZFEDESMHER GET MEHRIEEE (Python)

LAT RGBT G0MAFE A {E A SDK for Python (Boto3) R T , £/ IAM £if) APl X HiER, ZERKH
GET#XR , HEAEAFZHREESHNLEEER.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

Important

The AWS SDKs sign API requests for you using the access key that you specify when you
configure the SDK. When you use an SDK, you don’t need to learn how to sign API requests.

We recommend that you use the AWS SDKs to send API requests, instead of writing your own
code.

The following example is a reference to help you get started if you have a need to write
your own code to send and sign requests. The example is for reference only and is not
maintained as functional code.

# AWS Version 4 signing example
# IAM API (CreateUser)

# See: http://docs.aws.amazon.com/general/latest/gr/sigv4_signing.html
# This version makes a GET request and passes request parameters

# and authorization information in the query string

import sys, os, datetime, hashlib, hmac, urllib.parse

import requests # pip install requests

# kkkkkkxkkkkkx REQUEST VALUES *%¥kkxkskskkkkx

method = 'GET'

service = 'iam'

host = 'iam.amazonaws.com'

region = 'us-east-1'

endpoint = 'https://iam.amazonaws.com'

# Key derivation functions. See:

# http://docs.aws.amazon.com/general/latest/gr/signature-v4-examples.html#signature-v4-
examples-python

def sign(key, msg):
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return hmac.new(key, msg.encode('utf-8'), hashlib.sha256).digest()

def getSignatureKey(key, dateStamp, regionName, serviceName):
kDate = sign(('AWS4' + key).encode('utf-8'), dateStamp)
kRegion = sign(kDate, regionName)
kService = sign(kRegion, serviceName)
kSigning = sign(kService, 'aws4_request')
return kSigning

# Read AWS access key from env. variables or configuration file. Best practice is NOT
# to embed credentials in code.
access_key = os.environ.get('AWS_ACCESS_KEY_ID')
secret_key = os.environ.get('AWS_SECRET ACCESS_KEY')
if access_key is None or secret_key is None:
print('No access key is available.')
sys.exit()

# Create a date for headers and the credential string

t = datetime.datetime.utcnow()

amz_date = t.strftime('%Y%m%dT%H%M%SZ') # Format date as YYYYMMDD'T'HHMMSS'Z'
datestamp = t.strftime('%Y%m%d') # Date w/o time, used in credential scope

# Kkkkkkkkkkkxx TASK 1: CREATE A CANONICAL REQUEST ****kkkkkkkkk

# http://docs.aws.amazon.com/general/latest/gr/sigv4-create-canonical-request.html
# Because almost all information is being passed in the query string,

# the order of these steps is slightly different than examples that

# use an authorization header.

# Step 1: Define the verb (GET, POST, etc.)--already done.

# Step 2: Create canonical URI--the part of the URI from domain to query
# string (use '/' if no path)

canonical_uri = '/'

# Step 3: Create the canonical headers and signed headers. Header names
# must be trimmed and lowercase, and sorted in code point order from

# low to high. Note trailing \n in canonical_headers.

# signed_headers is the list of headers that are being included

# as part of the signing process. For requests that use query strings,
# only "host" is included in the signed headers.

canonical_headers = 'host:' + host + '\n'

signed_headers = 'host'

# Match the algorithm to the hashing algorithm you use, either SHA-1 or

# SHA-256 (recommended)

algorithm = 'AWS4-HMAC-SHA256'

credential_scope = datestamp + '/' + region + '/' + service + '/' + 'aws4_request'

# Step 4: Create the canonical query string. In this example, request

# parameters are in the query string. Query string values must

# be URL-encoded (space=%20). The parameters must be sorted by name.

canonical_querystring = 'Action=CreateUser&UserName=NewUser&Version=2010-05-08"
canonical_querystring += '&X-Amz-Algorithm=AWS4-HMAC-SHA256'

canonical_querystring += '&X-Amz-Credential=' + urllib.parse.quote_plus(access_key + '/' +
credential_scope)

canonical_querystring += '&X-Amz-Date=' + amz_date

canonical_querystring += '&X-Amz-Expires=30"'

canonical_querystring += '&X-Amz-SignedHeaders=' + signed_headers

# Step 5: Create payload hash. For GET requests, the payload is an
# empty string ("").
payload_hash = hashlib.sha256(('"').encode('utf-8')).hexdigest()

# Step 6: Combine elements to create canonical request
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canonical_request = method + '\n' + canonical_uri + '\n' + canonical_querystring + '\n' +
canonical_headers + '\n' + signed_headers + '\n' + payload_hash

# Kxkkkkkkkkkxkkx TASK 2: CREATE THE STRING TO SIGN****kkkkkkkkk
string to_sign = algorithm + '\n' + amz_date + '\n' + credential_scope + '\n' +
hashlib.sha256(canonical_request.encode('utf-8')).hexdigest()

# Kxxkkkkkkkkkx TASK 3: CALCULATE THE SIGNATURE ****kkkkkkkkk
# Create the signing key
signing key = getSignatureKey(secret_key, datestamp, region, service)

# Sign the string_to_sign using the signing key
signature = hmac.new(signing key, (string_to_sign).encode("utf-8"),
hashlib.sha256).hexdigest()

*hkkkkkkkkk*k* TASK 4: ADD SIGNING INFORMATION TO THE REQUEST *****kkkkkkk*k
The auth information can be either in a query string

value or in a header named Authorization. This code shows how to put
everything into a query string.

canonical_querystring += '&X-Amz-Signature=' + signature

# ¥ H

# *kkkkkkkkkkkk* SEND THE REQUEST ***kkkkkkkkkk
# The 'host' header is added automatically by the Python 'request' lib. But it
# must exist as a header in the request.

request_url = endpoint + "?" + canonical_gquerystring

print('\nBEGIN REQUEST++++++++++++++++++++++++++++++++++++")
print('Request URL = ' + request_url)
r = requests.get(request_url)

print (' \nRESPONSE++++++++++++++++++++++++++++++++++++")
print('Response code: %d\n' % r.status_code)
print(r.text)

BEBR Amazon L& A 4 &R

EFF &K Signature Version 4 B9HBET |, B REMIENIRBIAmazon ™ B EIEE IR, FAIXEERNER
%E%iﬁﬂzﬁ’gﬂﬁﬁFﬁﬁﬁﬂifﬂ%ﬁ‘ %ﬁﬂ?)ﬁi:ﬁﬁﬁﬁ TEEFH , RRIEEBEREENBETSENSH
iR

o BEBRFRAE(LAEIR (p. 53)

HERRFZULSTE 48 1R (p. 54)

HEBRZEAL B RIR (p. 55)

HERRFR AL ERIR
BUTER :

https://iam.cn-north-1.amazonaws.com.cn/?MaxItems=100
&Action=ListGroupsForUser

&UserName=Test

&Version=2010-05-08

&X-Amz-Date=20120223T063000Z

&X-Amz-Algorithm=AWS4-HMAC-SHA256
&X-Amz-Credential=AKIAIOSFODNN7EXAMPLE/20120223/cn-north-1/iam/aws4_request
&X-Amz-SignedHeaders=host
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&X-Amz-Signature=<calculated value>

MREFEB I EINTERIGEFRE , WRSHTHEERIESTFAK, UTRHIZAHBEIRED
B, BEABFHENRSUENFEZHR, BEINERENFHEENEFHEURBUEBTHNGEF
FFERBATIER , TUBREN T EE R,

<ErrorResponse xmlns="https://iam.cn-north-1.amazonaws.com.cn/doc/2010-05-08/">
<Error>
<Type>Sender</Type>
<Code>SignatureDoesNotMatch</Code>
<Message>The request signature we calculated does not match the signature you provided.
Check your Amazon Secret Access Key and signing method. Consult the service documentation
for details.

The canonical string for this request should have been 'GET /
Action=ListGroupsForUser&MaxItems=100&UserName=Test&Version=2010-05-08&X-Amz—
Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential
=AKIAIOSFODNN7EXAMPLE%2F20120223%2Fcn-north-1%2Fiam%2Faws4_request&X-Amz-
Date=20120223T063000Z&X-Amz-SignedHeaders=host
host:iam.cn-north-1.amazonaws.com.cn

host
<hashed-value>"

The String-to-Sign should have been

'AWS4-HMAC-SHA256

20120223T063000Z

20120223 /cn-north-1/iam/aws4_request

<hashed-value>"

</Message>
</Error>
<RequestId>4ced6e96-5de8-1lel-aa78-a56908bdf8eb</RequestId>

</ErrorResponse>

PERREIESE B R iR

Amazon FRAIKIEEITTEREER  RIESHATIEEERNRS. XEMAH, flw, UTEIESA
Amazon RDS fR% :

Credential=AKIAIOSFODNN7EXAMPLE/20120224/cn-north-1/rds/aws4_request

MREAMBEEIEFERRERZE IAM , SRS T HEIRE A :

<ErrorResponse xmlns="https://iam.cn-north-1.amazonaws.com.cn/doc/2010-05-08/">
<Error>
<Type>Sender</Type>
<Code>SignatureDoesNotMatch</Code>
<Message>Credential should be scoped to correct service: 'iam'. </Message>
</Error>
<RequestId>aa0da9de-5f2b-1lel-a2c0-c1dc98b6c575</RequestId>

RIEEMPIEEEBNXE, 60, IAM FEROUTRIEERBIEE T XEESH ( MABERLILE ) X,

Credential=AKIAIOSFODNN7EXAMPLE/20120224/us-west-1/iam/aws4_request

comma-separated<ErrorResponse xmlns="https://iam.amazonaws.com/doc/2010-05-08/">
<Error>
<Type>Sender</Type>
<Code>SignatureDoesNotMatch</Code>
<Message>Credential should be scoped to a valid Region, not 'us-west-1'. </Message>
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</Error>
<RequestId>8e229682-5f27-11e1-88f2-4b1b00f424ae</RequestId>
</ErrorResponse>

NREEARECEREEXSZANEMXBRIER , MWEFNS N XEHH Amazon 7= m R E AR REH
Fo 3R X 4550 KL o

FEUEXE A R 1Y AR S5 MR AR 3E E IE 8 RY (X85

FAEEPAEKID I BHSME x-amz-date PRk H B HAEEE, HlI0 , LT x-amz-date FrLBEEE
ZIGH credential S FERMNBEHETTE.,

x-amz-date:"20120224T213559Z"
Credential=AKIAIOSFODNN7EXAMPLE/20120225/cn-north-1/iam/aws4_request

MBEFEAL x-amz-date FRAFERAE , NSRBI TEIRBA

<ErrorResponse xmlns="https://iam.cn-north-1.amazonaws.com.cn/doc/2010-05-08/">
<Error>
<Type>Sender</Type>
<Code>SignatureDoesNotMatch</Code>
<Message>Date in Credential scope does not match YYYYMMDD from ISO-8601 version of date

from HTTP: '20120225' != '20120224', from '20120 224T213559Z'.</Message>
</Error>
<RequestId>9d6ddd2b-5f2f-11el1-b901-a702cd369eb8</RequestId>
</ErrorResponse>

HHNEZ b aTREE R IRIMAL, BN, U TERENEBETEEIH~EN,

<ErrorResponse xmlns="https://iam.cn-north-1.amazonaws.com.cn/doc/2010-05-08/">
<Error>
<Type>Sender</Type>
<Code>SignatureDoesNotMatch</Code>
<Message>Signature expired: 20120306T074514Z is now earlier than 20120306T074556%
(20120306T080056Z - 15 min.)</Message>
</Error>
<RequestId>fcc88440-5dec-11el-b901-a702cd369eb8</RequestId>
</ErrorResponse>

FRBALREIR

HTFAEBERESZZARFEAZBRAMS BN EREELER, FRMNESEFESZETITE, NRE
ERIIABFHBANEEFTHRLR  ILETEENERRIERUATHENEEZ — :

« BFHRFASHEIE credential SEHIEEMNHRIZE ID FEE,

. BHFRRRERBEERZ,

ERENERARRT SN RES ID EH , HAERAMAEREA ID ATEATIENEKE, —H5E2
5 Amazon SDK 2 —REERF , EREF R FEAEXIGRZ4] ID MR EFEHBAmazon X HE 215
Ko

EREENEZEARERBRELER , ETHEERINROIRERBETN L. BXEZER , BSHHA
n{Ary Signature Version 4 fkEZE AR R (p. 43).

Signature Version 4 RS EESE

ETREXEREN Amazon RELTXHEE HTTP B RANEBERH#ITEENER , BSEANTREHX
-
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* Amazon API Gateway

* Amazon CloudSearch

* Amazon CloudWatch

* Amazon Data Pipeline

* Amazon Elastic Compute Cloud (Amazon EC2)

* Amazon Elastic Transcoder

* Amazon S3 Glacier

* Amazon Mobile Analytics

* Amazon Relational Database Service (Amazon RDS)
* Amazon Simple Email Service (Amazon SES)

* Amazon Simple Queue Service (Amazon SQS)

* Amazon Simple Storage Service (Amazon S3)

* Amazon Simple Workflow Service (Amazon SWF)
* Amazon WAF

Signature Version 2 L& {12

Important

Amazon SDK ., Amazon Command Line Interface (Amazon CLI) & Amazon TE & RAE
EEEIEMNEENHRZHANEZE APIER, SBERXETERN , BF4 T HNALEEIX
APl ER, UTXEHEAT MAIZLE APIER , EREATELAEECHRABRRENZE
Amazon APl ERE1ER. BiUER Amazon SDK B E it Amazon TER K% API &R , MFE2
HREBCHRB,

MREBHFRE H D HARBREE Amazon APl 3R , iF# A Signature Version

4 ( SigV4 ) (p. 30)o

2 X FFRY XA AR SS

& BAfE A Signature Version 2 AR L Amazon Xig R L Amazon FREEE APIER, BN , L%
A Signature Version 4 RZZ API &R,

% # Signature Version 2 #J[X 13}

o RERE (FEFRIMIE ) X
- XEAES (MFABRLIE ) X
- XEER (RBRMN ) X

< BN (ZERZ) XE

c WARSE (R=R)

« WARE (FHIK )

- WARE (&EE )

- BENM (ERF ) KE

% ¥ Signature Version 2 B BRS

* Amazon EC2 Auto Scaling
* Amazon CloudFormation
* Amazon CloudWatch
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https://docs.amazonaws.cn/apigateway/api-reference/making-http-requests/
https://docs.amazonaws.cn/cloudsearch/latest/developerguide/submitting-configuration-requests.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/making-api-requests.html
https://docs.amazonaws.cn/datapipeline/latest/DeveloperGuide/dp-make-http-request.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/Query-Requests.html
https://docs.amazonaws.cn/elastictranscoder/latest/developerguide/signing-requests.html
https://docs.amazonaws.cn/amazonglacier/latest/dev/amazon-glacier-signing-requests.html
https://docs.amazonaws.cn/mobileanalytics/latest/ug/making-http-requests.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/Using_the_Query_API.html
https://docs.amazonaws.cn/ses/latest/DeveloperGuide/query-interface.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/MakingRequestsArticle.html
https://docs.amazonaws.cn/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.amazonaws.cn/amazonswf/latest/developerguide/UsingJSON-swf.html
https://docs.amazonaws.cn/waf/latest/developerguide/waf-api-making-requests.html
http://www.amazonaws.cn/tools/
http://www.amazonaws.cn/cli/
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* Amazon Elastic Beanstalk

* Amazon Elastic Compute Cloud (Amazon EC2)
 Elastic Load Balancing

* Amazon EMR

+ Amazon ElastiCache

* Amazon Identity and Access Management (IAM)

* Amazon Import/Export

* Amazon Relational Database Service (Amazon RDS)
» Amazon Simple Notification Service (Amazon SNS)
« Amazon Simple Queue Service (Amazon SQS)

* Amazon SimpleDB

# F Signature Version 2 B RS

+ Amazon Simple Storage Service (Amazon S3) — Amazon S3 E#1 - H#H SigV2
* Amazon Simple Email Service (Amazon SES)

Signature Version 2 & #iERA 4
Amazon BREAEENE 2 HRHESA HTTP % HTTPS BRERBIEUTHE
oy

WA HTTP BRI ENBD . XRERIEZEWERWITENHN DNS B, ©XNTEA Amazon X
=AEN,

BRE
BHE Web REMITHIIRME, XMERATHEEEFERFEANSH.
AWSAccessKeyld

JE M Amazonlik /7 Bt B Amazon7 K BB
XEH*E

ATHEZENETRAENNIN, EAURERTEAMA 2 9 HMAC-SHA1 5 HMAC-SHA256,
LRRAE

AmazonZ & LT AR AR .
ENETE

BEBEBERNEE, £ERERPEESLHEGHTHILEE=AEEENIEXR,
MHEMTIES I

B RERE—ARTENL AP BANMSESBNTIESHK.
EoS ]

TESHNE  ATHERESARMRKER.

THER—NXA HTTPS GET #ER#& XM R4l Amazon EMR EiffiE K.

+ RIFTT R elasticmapreduce.amazonaws.com 2ERIALIFET R , BERE FX 1T us-east-1,
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http://www.amazonaws.cn/blogs/aws/amazon-s3-update-sigv2-deprecation-period-extended-modified/

Amazon —fi¥2¥& SEEE
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+ ##1ER DescribeJobFlows , BIEREXR—ITHZMEESHRENEE.

Note

KRN ERFERFRBEERRIRITH, BRBEEXNIAT. THANRAELHTTERINRE , E
?ﬂﬂk*o

https://elasticmapreduce.amazonaws.com?
&AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE
&Action=DescribeJobFlows
&SignatureMethod=HmacSHA256
&SignatureVersion=2
&Timestamp=2011-10-03T15%3A19%3A30
&Version=2009-03-31
&Signature=calculated value

MAEREWFERNER

Web [RFERBER Internet £3% , BHE R, N THRRBERAEER , Amazon2tEZXE , LBEEEAS
HESHEEERARDIRERETER. AmazonERIBEEZERNEMERN—S

EFRARXNIZEREIT URI FiE. Flm , BERPNZERMEEN %20, 2R HTTP thiAEEE LT RE
BHEK | BEAKRBNTTLEENERFHSEEN. BOTEREBNNS (+), AR aSHE

Ro

AR EBRANE A Amazon Signature Version 2 ItEEEFENS T,

51 REEWERNER

EXNERERSEZH , HBFFEREEAFAL D) BR. IRERAXRATANARNREERERERNS
BETEN HUAC BB, EERHNBEHERBE D MTHER. 3 —Il«)\ﬁﬁﬁfﬂ‘\ﬂ’ﬂﬁ'ﬁﬁhrﬂAmazonﬁjﬂlﬁ‘k
TTEHAERNZEE,

BORGEFNE  CEEERTWIERAMH. THHRHNT Amazon EMR APl ALK FEZ/ R,

https://elasticmapreduce.amazonaws.com?
Action=DescribeJobFlows
&Version=2009-03-31
&AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE
&SignatureVersion=2
&SignatureMethod=HmacSHA256
&Timestamp=2011-10-03T15:19:30

Note

BIEERFNREEENSE ( M AWSAccessKeylD % Timestamp ) 8 R RIESH. 84
Signature Version 2 HR P HEEXESH., Amazon FREINKAEHREZERUARERETH
KR9I5 R PR

DRFEFRS
1. %RERAE (GETRPOST) , RERRTH. HETHR , RITFERTH \no

GET\n
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2.

AINER HTTP EHFRL (LR TR ) |, RERIRITH. BAMUBIRERD (HTTP %O 80 M
HTTPS it 0 443 ) , AIERIRAFE ; BAFMERD , MWFSZWARFEELE,

elasticmapreduce.amazonaws.com\n

A0 URI BN RESD BRI URL RIBIRAE (IR HTTP EHURK I EWF RS HIT KN RS FH/
(?) ZEINEBZHR ) , FENRITH. BARBATIESNEERD RO ERT (/).

EARBIR , RENBEERNZE , BFEAERT (/).

/\n

a. ANEAFFRAH , FH UTF-8 FAER , ©IM#HITT URL &8 ( + ARSI FRFSHAK
B ), BRAXNERPNNGEESFH (?) #1THE. BXESEE , S RFC 3986,

b. BFNINFNERNFHFEAMIETF. FRHINFXDKNE. AmazonRIERIEF T XX LEE 31T
B

g, THREWFARAMFNRBINF.

Action=DescribeJobFlows
Version=2009-03-31
AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE
SignaturevVersion=2
SignatureMethod=HmacSHA256
Timestamp=2011-10-03T15%3A19%3A30

XEENFHFRAGLEMALANUATIRF

AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE
Action=DescribeJobFlows
SignatureMethod=HmacSHA256
SignatureVersion=2
Timestamp=2011-10-03T15%3A19%3A30
Version=2009-03-31

c. BAFSFN (=) NSVENSSWESE  IESHENZBANL. EFREFR (&) 7RSHEM
BEX. FSHREEEZRAR - M KFHE , PEREER, ATSREATERE , B2RLAZ
URL mB& %20, EERENFRAEH , GRFH () KETHE L. RFC 3986 FAIAZRFMNFE
REFHN , bR HE#IT URL HHD,

Note

RFC 3986 ;& EI8EX ASCI BHZRF, ¥ EM UTF-8 ZRFLAK RFC 1738 TiEEHy E b
FREMLE, ATEAESTERNEZFRE , XEHMZFNZHTEIHEDH
%XY , A X MY AXREWN T+ #HEHZ/F. FEN UTF-8 ZHFRA %XY%ZA... BER
(TS ET ),

TEHNRHINEEOFHRAN  SHRAEFH (&) B, ARFVIRFHF.

AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE&Action=DescribeJobFlows&SignatureMethod=HmacSHA256&SignatureVer

ENERANTER , BRENTROMAAKBIESER. WTFAR , SMAKED BARITHE
B

GET\n

elasticmapreduce.amazonaws.com\n

/\n
AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE&Action=DescribeJobFlows&SignatureMethod=HmacSHA256&SignatureVer
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https://tools.ietf.org/html/rfc3986
https://tools.ietf.org/html/rfc3986
https://tools.ietf.org/html/rfc1738
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£5 2 IHEZES

BES 1 REEWFERAEN (p. 58)FIRGIBMBF &G , €£A HMAC-SHA1 5t HMAC-SHA256 1
WRIBETRFIEEFORIERB (HVAC) , RARITHEZER, BIUER HVMAC-SHA256 tHil,

EAGIF , EEREAUTACSFHENRERRAENNBSFRHEEMAMITER
« ARERFHS

GET\n

elasticmapreduce.amazonaws.com\n

/\n
AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE&Action=DescribeJobFlows&SignatureMethod=HmacSHA256&Sig

natureversi

© REREEE -

wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

T8 X B 29K F Base-64 i3,

191nKc4PWAt0JJIIAXwz9HXZCIDdiy6cf%2FM]j6VPXyYIs%3D

REENEEN signature SEORMBEWERD. ERFESBORMEERS , BLAGHEME MBS HK
— X S BT URI 4RiB, BALFE HTTP s HTTPS BAFEAEZEEHNER.

https://elasticmapreduce.amazonaws.com?
AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE&Action=DescribeJobFlows&SignatureMethod=HmacSHA256&Signa
%2FMj6vPXyYIs%3D

tureVersior

Note

BT LAE A Amazon Security Token Service (Amazon STS) £/ I Z I B FERI|ITER,
R EEAKHAEIER , EREREFERL2STHENAEMSE,

LUTERER IG5 R4 ID M SecurityToken SH,
Example EF gt R£ZIERN RHIFER

https://sdb.amazonaws.com/

?Action=GetAttributes

&AWSAccessKeyId=access-key-from-Amazon Security Token Service
&DomainName=MyDomain

&ItemName=MyItem

&SignatureVersion=2

&SignatureMethod=HmacSHA256
&Timestamp=2010-01-25T15%3A03%3A07-07%3A00
&Version=2009-04-15
&Signature=signature-calculated-using-the-temporary-access-key
&SecurityToken=session-token

BXEZER , FSAUT BR
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+ Amazon EMR Ff & A R {EmHEEH % Amazon EMR APl @ AKE LR,
« ZREM AP XHEFEEERBREERNEFEESHNES,
+ Amazon SHF AT ESRHEANEREBRBEREZHNEK, EEEFHAAmazon SDK for Javatld =4l |

BZHAMFER Java F AT ESLEEEWIER (p. 61)o
PEEERZ RV B
ABAERT BEFVNFARRABERLEUALBERFE RN TEFT RN —LERRB,
Web RS H# SignatureDoesNotMatch & % 51%
MR Web REFZHBEEMITELRERRIUEFERES , BEERNESHMBFERHSEREE , FiRE
LTERIER, X AEERRAAERZERMBERENE Web RELHT RHERH , EREBH (XHEX

BFERAWER ) , AERENERITEER. UATHREENELRERTRYHMIE T FEFHSE , 6
W, SIEX Amazon S3 BB HH N —LFRFHIT URL i3, 1T S (1) FMERML (/) o

<ErrorResponse xmlns="http://elasticmapreduce.amazonaws.com/doc/2009-03-31">
<Error>
<Type>Sender</Type>
<Code>SignatureDoesNotMatch</Code>
<Message>The request signature we calculated does not match the signature you
provided.
Check your Amazon Secret Access Key and signing method.
Consult the service documentation for details.</Message>
</Error>
<RequestId>7589637b-e4b0-11e0-95d9-639£87241c66</RequestId>
</ErrorResponse>

Web BRZ H # IncompleteSignature L& £41%
ATHRRAZZBRDEEIRITER,

<ErrorResponse xmlns="http://elasticmapreduce.amazonaws.com/doc/2009-03-31">
<Error>
<Type>Sender</Type>
<Code>IncompleteSignature</Code>
<Message>Request must contain a signature that conforms to Amazon standards</Message>
</Error>
<RequestId>7146d0dd-e48e-11e0-a276-bdl0ealcbb74</RequestId>
</ErrorResponse>

FH Java F AT EGLBEHIER

LU RBIER Amazon SDK for Java B9 amazon.webservices.common #4& 3k 4 B Amazon Signature
Version 2 EMERLER, ERIX—R , XNIBIRFE RFC 2104 ERM HMAC €. HX HMAC HE
ZEE , H28 HVAC : AT EESHRIENSEZH.

Note

Java RERBIKNE, &R AERAPMIENHIZIE S K HMAC EENEZEEMER,

import java.security.SignatureException;
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;
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https://docs.amazonaws.cn/emr/latest/DeveloperGuide/
https://tools.ietf.org/html/rfc2104

Amazon —fk&E S EER
Amazon B4 X T E @ Amazon S3 &FF imiN&

import com.amazonaws.util.*;

/**
* This class defines common routines for generating
* authentication signatures for Amazon Platform requests.
*/
public class Signature {
private static final String HMAC_SHA256_ALGORITHM = "HmacSHA256";

/**

Computes RFC 2104-compliant HMAC signature.

* @param data

The signed data.

@param key

The signing key.

@return

The Base64-encoded RFC 2104-compliant HMAC signature.

@throws

java.security.SignatureException when signature generation fails

LR I R R R

*/
public static String calculateRFC2104HMAC(String data, String key)
throws java.security.SignatureException

{

String result;
try {

// Get an hmac_sha256 key from the raw key bytes.
SecretKeySpec signingKey = new SecretKeySpec(key.getBytes("UTF-8"),
HMAC_SHA256_ALGORITHM);

// Get an hmac_sha256 Mac instance and initialize with the signing key.
Mac mac = Mac.getInstance(HMAC_SHA256_ALGORITHM);
mac.init(signingKey);

// Compute the hmac on input data bytes.
byte[] rawHmac = mac.doFinal(data.getBytes("UTF-8"));

// Base64-encode the hmac by using the utility in the SDK
result = BinaryUtils.toBase64(rawHmac);

} catch (Exception e) {
throw new SignatureException("Failed to generate HMAC : " + e.getMessage());

}

return result;

Amazon B4 X T B3 Amazon S3 & F i N

TRIE TESHEN Amazon SDK XN MBEELZFIIEE, BXRNMAEHSE SDK WIHgENEELR |, S
#iZ SDK M FF & A R IR,
MREBRVIRERMNE |, EFSH (Amazon MEZBRFMTERER) THBREMNES.

Note

Amazon Encryption SDK 23#3 F Amazon SDK HZEFIwINZRE. S ER MR EFE R i
IHENZBHEME. SEETIESH Amazon SDK 8 Amazon S3 IIBFFI%FE , Amazon
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https://docs.amazonaws.cn/crypto/latest/userguide/
https://docs.amazonaws.cn/encryption-sdk/latest/developer-guide/

Amazon —f%5& £/
AT Amazon S3 B ik INZ K Amazon SDK IZhgg

Encryption SDK fRE A BHEMNBE X FE , ©F 5 Amazon S3 48E , FFEE Amazon Web Services
e, AR TNESR B EARERNCEIE.

Amazon Encryption SDK #l Amazon S3 INEZFHAHRE , RN EMNEREEFRBERINE
X. B> Amazon Encryption SDK FIEZE R , 1§25 % Amazon Encryption SDK FF & A R 15F,

BT Amazon S3 EFim & H Amazon SDK ZhgE

E7£ 158 Amazon S3 Z I {EA Amazon S3 BFmMBEXNKIEFH TN , L4906 Amazon S3 1N
EFIRREHERE, SURHREFIREZ , & FMAXKE Amazon Key Management Service (Amazon
KMS) #9 Amazon KMS %4, Amazon KMS ZA[FER £ i bl EZMEEMBEZATBEMENL, FRXL
N ESELR , BiEER ey PR AR aEEE,

BXRNAEABERGHFRIETN RN FMAREE , FEAZBRHTRIEINTRARER,

ETRYP , -5 RIEEESHM Amazon Command Line Interface = SDK BEEXEZFE A iwnEZEAHN
IhEe,

Ihae Java NET Ruby v2 | Amazon | Boto3 PHP v3 | JavaScrip Go C++
CLI

Amazon | £ = = = B = = = =

S3 &M

I hn

Amazon | 2 = = = & = & = 2

KMS 2

A

BXIFZFHMERN v2 Amazon S3 INEZEEFHNEER , BZREIHEEE Updates to the Amazon
S3 Encryption Client,

B} v1 Amazon S3 INZEEFFIHENEZSEFAEE , BSRAUATHEEXE,

« ¥ Amazon SDK for Java HJ3i&f F Amazon S3 & F in ¥z &
+ {#F Amazon SDK for .NET # Amazon S3 #I%& F im & hn 2

 1£ Amazon SDK for Ruby & A T Amazon S3 HI& F if iN2%

+ fF Amazon SDK for Go INZ & F i

o HE[ C++ FAARK Amazon S3 INZE%E FixIl B # H

Amazon S3 IZFFimNZE %

TRIWT ERA Amazon S3 MEFFiwA , B MEEESH Amazon SDK X B # A M BIE R E LS
o

B Java .NET Ruby v2 | Amazon | Boto3 PHP v3 | JavaScrip Go C++
CLlI

®:

RSA-

OAEP-

SHA1
hr< 1.0


https://docs.amazonaws.cn/encryption-sdk/latest/developer-guide/
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#kms_keys
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#kms_keys
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#kms_keys
http://www.amazonaws.cn/blogs/developer/updates-to-the-amazon-s3-encryption-client/
http://www.amazonaws.cn/blogs/developer/updates-to-the-amazon-s3-encryption-client/
http://www.amazonaws.cn/blogs/aws/client-side-data-encryption-using-the-aws-sdk-for-java/
http://www.amazonaws.cn/blogs/developer/client-side-data-encryption-with-aws-sdk-for-net-and-amazon-s3/
http://www.amazonaws.cn/blogs/developer/using-client-side-encryption-for-s3-in-the-aws-sdk-for-ruby/
http://www.amazonaws.cn/blogs/developer/using-the-aws-sdk-for-go-encryption-client
http://www.amazonaws.cn/blogs/developer/amazon-s3-encryption-client-is-now-available-for-c

Amazon —f¥5E $EiEE
Amazon S3 & F i % &%

P23

Java

Ho

=2
%E
K.
AES/
GCM

£
KMS +
ETFx

ZE | #H
%

AES/

ECB

nAT  FH
At .

x

AESWrap

4R #A
I
RSA

4 =g
oI
KMS

AEM 2
.

AES/

GCM

AR | EA
=
AES/
CBC

il

BXESHRIENMNNBEINESEER

Encryption,

NET

o

i

#A

#H

|

A

il

|

Ruby v2

=
=

il

#R

#H

#H

#H

il

#R

Amazon
CLI

&)

|

|

|

|

ESFEE X E Amazon S3 Client-Side Authenticated

Boto3

o

|

|

|

o

PHP v3

|

i

|

|

#A

il

|

JavaScrip Go

& &
& £
& &
& &
& &
& #
& £
& #

C++

Ho

il

|

#H

|

#H

il

#R

MR 1.0
64


http://www.amazonaws.cn/blogs/developer/amazon-s3-client-side-authenticated-encryption/
http://www.amazonaws.cn/blogs/developer/amazon-s3-client-side-authenticated-encryption/

Amazon —f¥5E $EiEE

AR )

LT 2 Amazon R KRB E W EDRI B
WERRED (Ble 5. BRIE. SH. B XML TREMENRER)
KR XARAEUFE

Tl - java -version

ROIBIER (Bl ROHCTEFRA)
B PARRFONAR , RAFRFE

filgn

# ls -1 /var/www/html/index.html

-rw-rw-r-- 1 root root 1872 Jun 21 09:33 /var/www/html/index.html
# date

Wed Jun 21 09:33:42 EDT 2006

B FiET
KX HEL D BHXAE

Tl (start | stride | edge)
S

B XARARESER

T~ [-n, -quiet]
EX

B BRI

5 - Amazon Machine Image ( AMI )
BAR AR

B BRI

&%l : {Amazon Simple Storage Service fiFFI5E)
AFREFHTE

- W =1 SN

™ EEREXE. Bt
RPERA (AFRANXE)

B XARAFRZ

Tl W TFER, A my-new-resource,
PEEN SR

B o XK
f5izn -
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aws ec2 register-image --image-location my-s3-bucket/image.manifest.xml
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AmazoniaiL &

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p- 89) | F (p. 92)
| G (p-93) |H (p.93) [ 1 (p. 94) | J (p. 96) | K (p. 96) | L (p- 97) | M (p. 98) | N (p. 100) |

O (p.101) | P (p. 102) | Q (p.- 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |
W (p. 116) | X, Y, Z (p. 116)

BE NS

100-continue —REE, EEFEBEIGROEERZH  EERSF[RETUESZER, XTK
B PUT BRME , XA ETUENTENEMFREA.

A

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p. 89) | F (p. 92)
| G (p-93) | H (p. 93) | I (p- 94) | J (p. 96) | K (p. 96) | L (p- 97) | M (p. 98) | N (p. 100) |

O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |
W (p. 116) | X, Y, Z (p. 116)

AAD See Hftt B4 H B RWIFH BIE.

BRI ST ER Amazon ldentity and Access Management (IAM) (p. 78) By —IZhaE , BATLAGE
FAZIEERIRBIELAMK S P EABLEREN TR, REIFRESHE Amazon S3 &
RN IAM A,

See Also https://aws.amazon.com/about-aws/whats-new/2019/12/introducing-aws-
identity-and-access-management-access-analyzer/.

FREHIFIE (ACL) TE X BRLE A AT BAIA R4S T2 (p. 83) I RAI XA, Amazon S3 (p. 74) FIIE
AN (p. 83) M REE —N ACL. WXHE LT MEEK AP A LURITHRLE R
£, ME A FIEEX PR,

TIRIFRRAF See FilF.
IR 2 4R RIZ4A 1D (p. 67) ( HlEN , AKIATOSFODNN7EXAMPLE ) H FAH 5 [A 2

A (p. 109) ( fl0 , wTalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) V4R
&, FAMBRZAREEBEDE Amazon & HH AP E3R,

R4 ID 5 FAAEHRZA (p. 109) XEHIME—IRIRAT ; 7RZF4A ID MEZF G RHA —RE
A, IRARESRXH Amazon HRFITMHZE,
BEBARE —MBENER Amazon HR%4A ID RIEEREMN A ZE. BALERALAEBTR

EEFEAIERA,
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THRREES

T F=

T F= 5& 3

ACL

ACM

ACM PCA

ACM Private CA

action

EN A ERHAS

BERHAEEEA
Hit B4 50 RIENEE

EEEE

of
4

Amazon API Gateway

—f A TREIREMLE AEMLRMHT AILLER4EE Amazon &R (p. 106)H9 344
( BERRZEEE (p. 103) ) KBS,

5 Amazon WERXR , EEUATHERRXE :

o PR & B FHR 4 b 3t F1 2355
s WEHSFEEMT BN T RNRE
o WEIXLEFFEERXH Amazon SESIH R

Amazon Web Services Ik~ B EHFFE Amazon Web Services Il BIRNIT—
Mgk, XEHuser (p. 114)EFHER , AFRKFHFEBEHEHE,

ATEREANES Amazon FRBRMBANMIT., KFESTWE ML https://

aws.amazon.com/account-activity/.

See Th[AIIEHI5IZFR (ACL).

See Amazon Certificate Manager (ACM).

See Amazon Private Certificate Authority (ACM PCA).
See Amazon Private Certificate Authority (ACM PCA).

— AP ¥, BHABREREA. ZIEA (p. 104) BRHITHED ., BIE
2MRDERNERT , BBA A TJLX C 1T BB B, Bl , Jane £/
Action=ReceiveMessage [&] Amazon SQS (p. 73) KX EXR,

Amazon CloudWatch (p. 69) : BIRIRASHIZE(L ( FlENM ok ZEF ALARM )
SENEEN, RETNMARERHTFENMERAINBRRAESIEN , AERH
SetAlarmState BHRGIEHN ., BNERBAENEMSEE—I RS 3
. BHBERNRBITREECHEBRER , MeBMTRE—IR, ROIRESE
Amazon Simple Notification Service (p. 73) @41 , &&1T Amazon EC2 Auto
Scaling (p. 70) RE& (p. 103) , LA Amazon EC2 (p. 70) 354l (p. 95) =
L/ R E,

—ANFIR , EPFE R T & Amazon CloudFront F& FEENRS A #H T2 EHNEN T
EHHAA (p. 114) URBANRALHPW LB ID, CloudFront A LA X L 57
$AA PR AN B FEWIAE CloudFront &8 URL fZ#& Cookie HZ &,

BESHES AIEEAA (p. 68)o
ERETEMERNBNES SRR EM ET X HE,

Amazon EC2 Auto Scaling (p. 70) AITEEREE L R B =X ME BT %

4 (p. 75) BHE. REBIEELEM Auto Scaling ABEHFELUT &ML : &8
EEZTHSEG , HEXRBSSHIM RS 24 /et , BREXERE RIRKRR D
Bl

—MIE , HERENEBRASEZREMNMEIRH B3N Amazon SNS (p. 73)
topic (p. 114) 2#& Amazon EC2 Auto Scaling (p. 70) 8 (p. 103), MR
—MALEBENE TN BERNERERD TRE , NE3XLReE,

W4d 1AM (p. 78) W5 BIZEEE (p. 103)NMFAMAIGELE RS — ( B—1MRIE
45 (p. 88) ) » AP Amazon IR HFERAY , Amazon REFRAFHFHAER
FRIFMEER , RRREATFRIEL,

—MEERERARS , FRARTUERZBRS IR, KA. £, BEARPEM
M APL,

See Also https://aws.amazon.com/api-gateway.
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http://www.amazonaws.cn/account-activity/
http://www.amazonaws.cn/account-activity/
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/PrivateContent.html

Amazon —#{ZE SEER

Amazon AppStream 2.0

Amazon Athena

Amazon Aurora

Amazon Chime

Amazon Cloud Directory
(Cloud Directory)

Amazon CloudFront

Amazon CloudSearch

Amazon CloudWatch

Amazon CloudWatch Events

Amazon CloudWatch Logs

Amazon Cognito

Amazon Comprehend

Amazon Comprehend Medical

Amazon Connect

Amazon Corretto

— I EERENRLRKRS  ITRKENARFRAEREAF K MEFTEEXLNA
BFo

See Also https://aws.amazon.com/appstream/.

— MR EXERRS , LAIUERAZRSEET ANSI SQL 7 Amazon S3 H 5 HTE
. Athena BRTHRS=HBRSE , AHTEEEEMEHE, Athena 2BZT EES TE
A, Bt , B RELRDESNF R TBES.

See Also https://aws.amazon.com/athena/.

—IMEEREN. 5 MySQL RENXRMEEFSIZE , ©EE TEHRAREFNEEM
AR, BN ERTREEE RN R AR,

See Also https://aws.amazon.com/rds/aurora/.

—HZENXNE-BERS  ERNENSHME TET , NHFRSWHEE,

See Also https://aws.amazon.com/chime/.

NMARFHNZRRABERHSETY BN B RE#NRS.

See Also https://aws.amazon.com/cloud-directory/.

—I1 Amazon W& R MRS , AT BYEIR & W A M BT P Y 1 BE.
=38

See Also https://aws.amazon.com/cloudfront.

—I5E £ EE Amazon Web Services = FHIIRS , &0 LU 1% AR SS 9 W ok 50 A2
RARFRE, EENTRERERAR,

—I1 Web fRS , TR THENEESHER , ARBEXEERNBEREBERR
.

See Also https://aws.amazon.com/cloudwatch.

BES: R

—IN Web BRS , &7 LAE A IZBRS IR Amazon &R (p. 106)HZE{LAYED
R REEHREHE Amazon Lambda (p. 79) B, Amazon Kinesis Data
Streams (p. 71) FHIF. Amazon Simple Notification Service (p. 73) B,
HNE B R

See Also https://aws.amazon.com/cloudwatch.

—I1 Web f§S5 , BTMRENRE., NARFANBEN AEXHEREHNRENN
ARFHHTREGEE, BUAENE BEXHKEE CloudWatch Logs , HLUEF
R AR EEXERE,

See Also https://aws.amazon.com/cloudwatch.

—IT Web RS , B AR ZBRSH 83 A P BIEREE Amazon Web Services
=%, TEREAMNEHABHEETMEMIRE. SUUARENBIHAPERETR
Bl iE R ARF EIRTABERIRA. Amazon Cognito XIFERENITBH S HEE
MBERZ

See Also https://aws.amazon.com/cognito/.

—ERESLE (NLP ) RS , BINBFIRAXAHHRBRXR.
See Also https://aws.amazon.com/comprehend/.

—HIfFE HIPAA ERHBAREBSLE (NLP ) RS , BENRFIMEST XAFR
Ve 92 46 N

See Also https://aws.amazon.com/comprehend/medical/.

—HRSHRAR , RRAPEE , XBEAAENDES, PANBRNEF A,

See Also https://aws.amazon.com/connect/.

FFik Java FF R TEE (OpendDK) T, ZF &, EFRERD KW

See Also https://aws.amazon.com/corretto/.
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Amazon Detective

Amazon DocumentDB (with
MongoDB compatibility)

Amazon DynamoDB

Amazon DynamoDB
Encryption Client

ERAT Titan ¥ Amazon
DynamoDB %1% & i

Amazon DynamoDB Streams

B Amazon EBS-backed AMI

Amazon EC2

Amazon EC2 Auto Scaling

Amazon Elastic Block Store
(Amazon EBS)

Amazon Elastic Compute
Cloud (Amazon EC2)

Amazon Elastic Container
Registry (Amazon ECR)
Amazon Elastic Container

Service (Amazon ECS)

Amazon Elastic File System
(Amazon EFS)

—IRSS , ZARSMER Amazon BRREBSHER T AN MR L 2R ELR
FAEEINRARE, RUETHEBMT ATRCRR , TR EBETENRS
RBNERAEE , ATRERWAE,

See Also https://aws.amazon.com/detective/.

—MEEBEERS , TARERPRE. RENT ES MongoDB FRENKIERE.

See Also https://aws.amazon.com/documentdb/.

—FEEREEN NoSQL BIRFRS , RERETHMAIMERE , FeEREB KT TH
7B

See Also https://aws.amazon.com/dynamodb/.

—NRYE | AR BYRTE N R EIE &% 2] Amazon DynamoDB (p. 70) Z BRI &
Bz,

—AET Amazon DynamoDB EHEREA T Titan BEBIEFEMNFE /G, Titan 2%
WNEENERAREHTRICNTT REREEE.

See Also https://aws.amazon.com/dynamodb/.

—I Amazon Bg% , W F FEF{A Amazon DynamoDB & H iR R BEF IR
BT, ZRFSEXFXEFEFHEBEPER 24 NI, HAREAHE
AX , HEREN B SR EEFRN it EEMERWEERE,

See Also https://aws.amazon.com/dynamodb/.

—#h Amazon Machine Image ( AMI) (p. 72) , E3HI6EH Amazon
EBS (p. 70) volume (p. 116) fEAEHIRIRZ, FXTKBISNEHIEF
Ui (p. 95) BB MIKBIF TR , FEMER L6776 (p. 95) ERRIRZ.

—I0 Web BRSS , AIA TR FEE Amazon BIEF LA Linux/UNIX F Windows
Server 3=l (p. 95).

See Also Amazon Elastic Compute Cloud (Amazon EC2), https://aws.amazon.com/
ec2.

—I Web RS , TR TRIEAFEXHER (p. 103), HEREMZTRLE
= (p. 93)B 31 BB RL 1ESKH,

See Also https://aws.amazon.com/ec2/autoscaling.

—I1 Web fRS , ATA TRHEBIRBRRFMES (p. 116)HEF EC2 =4l (p. 89)#
EfEM.

See Also https://aws.amazon.com/ebs.

—I0 Web BRS5 , & LAGE A BRSS B 3 MEE Amazon & AU MEY Linux/UNIX
F1 Windows Server £41 (p. 95).
See Also https://aws.amazon.com/ec2.

—NELREER Docker FeREMEK , BUNER T EIMERFE. ERNEHE
Docker BE# &, Amazon ECR 5 Amazon Elastic Container Service (Amazon
ECS) (p. 70) #1 Amazon Identity and Access Management (IAM) (p. 78) £

See Also https://aws.amazon.com/ecr.

—NEEAT BHRIE B85 (p. 85) BERS , BUUAERAZRFET. FLEAE
H EC2 L4 &7 (p. 84) L# Docker B85,
See Also https://aws.amazon.com/ecs.

EAT EC2 (p. 70) =41 (p. 95)MI X 71 MRS5. Amazon EFS 24t A T 6l
BAEEXHRENAME. Amazon EFS 7 & & 2 BE& SN0 A M BR 3244 B 30 18
pIIENE A

See Also https://aws.amazon.com/efs/.
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Amazon Elastic Kubernetes
Service (Amazon EKS)

Amazon Elastic Transcoder

Amazon ElastiCache

Amazon OpenSearch Service
(OpenSearch Service)

Amazon EMR

Amazon EventBridge

Amazon Forecast

Amazon GamelLift

Amazon GuardDuty

Amazon Inspector

Amazon Kinesis

Amazon Kinesis Data
Firehose

Amazon Kinesis Data Streams

—IMEERS , B LERZRSE Amazon Liz1T Kubernetes , TE XSS 4
B E K Kubernetes 2 &I E R,
See Also https://aws.amazon.com/eks/.

—METFEZNEAE#IBIRS, Elastic Transcoder E— 1MNaEAVy ENIE , AT F
BAEXENERENER (REB ) ANESEFN. FREMH PC FigE LB
B AR AR

See Also https://aws.amazon.com/elastictranscoder/.

— Web f§S , Tt R ERTHE. RENT BERERER. ZRS AN
RENEEAFPEREFPRRELS  MEFZLMBTEERENE THANKE
B, \NMRE T Web MAREFHIMHEEE,

See Also https://aws.amazon.com/elasticache/.

—If Amazon & RS , A T Amazon Web Services = REE, #B1E

My &’ OpenSearch ( —MNFREEN D52 ) . Amazon OpenSearch

Service ( OpenSearch Service ) iRt T MET, SHAM. BEFA MUK
OpenSearch API B E#17 [E] X R

See Also https://aws.amazon.com/elasticsearch-service.

—IT Web &S , B AR IZERS SNt EXEHIE, Amazon EMR £
Hadoop (p. 93) e B % , HEEZ/ Amazon = RRFITUTEIES : Web
KRB, BEER, BEXHELT. HEEFEY. MEENURKELE,

See Also https://aws.amazon.com/elasticmapreduce.

—RERSH[BHEERS , TATENARFSXKESRHRRENBIREZELZX ,
X MR BB B 4% , H1H0 Amazon Lambda, RATLRE & BN K E & 1% 5K
FEHBE M | ENEES IR ERERNNAREFEME,

See Also https://aws.amazon.com/eventbridge/.

—REEREARS , IEASITANREIEEERSEREEY R F 5N

See Also https://aws.amazon.com/forecast/.

—MEERS , TRATHE,. RENTRETXENSTIRER.

See Also https://aws.amazon.com/gamelift/.

—MFEN L2 SRS . Amazon GuardDuty A& BhiR B Amazon HREHHIES
EHRMEENREENREEE,

See Also https://aws.amazon.com/guardduty/.

—MEEE2 GRS , BB TIRSIHER Amazon LN ARFENZEHEAM
., Amazon Inspector £ B3I iF E N AR FWREUARRE RESERNER. 1T
{45 , Amazon Inspector 24K — D iFANIRE , HP I SRME EIRFHES X
RSB,

See Also https://aws.amazon.com/inspector.

—NEME Amazon ERREIERF A, Kinesis 1214 7] LR ERI=E 49 ISk A 2 47 49 AR

o

See Also https://aws.amazon.com/kinesis/.

—MEERERNRS , ATRRKTEMEE Amazon £, Kinesis Data Firehose A
LR H B R BB gk 2 Amazon S3 (p. 74) 1 Amazon Redshift (p. 73)

o SR AIA R SIEIR T EM RS E AR TEIE S 24T, Kinesis
Data Firehose ATLAS#MHBELUHEHRIEFHEER  HALTEHTHEEE, ©F
T BATE INE 3R IE 2 B BB T HEAL B, ER A,

See Also https://aws.amazon.com/kinesis/firehose/.

—I1 Web RS , A THELES S RBEUEEEGERNEENNARE
Fo Amazon Kinesis Data Streams /M AT MNB+ TN RRELBIRMNZME S TB
IR,
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Amazon Lightsail

Amazon Lookout for
Equipment

Amazon Lookout for Vision

Amazon Lumberyard

Amazon Machine
Image ( AMI )

Amazon Machine Learning

Amazon Macie

Amazon Managed Blockchain

Amazon Managed Grafana

Amazon Managed Service for
Prometheus

Amazon ML

Amazon Mobile Analytics
(Mobile Analytics)

Amazon Monitron

Amazon MQ

Amazon Neptune

Amazon Personalize

See Also https://aws.amazon.com/kinesis/streams/.

B BAE A Lightsail B3 Amazon B MIEEELFAE RS ES. Lightsail 124t 7 1
HER HPOEBEELTARSEMEN—U , FERARK,

See Also https://aws.amazon.com/lightsail/.

—DBRFIRS  IEARREL RELNERBNRERNRETH , MER
BENBRR EWE 2 5T REFE .

See Also https://aws.amazon.com/lookout-for-equipment/.

— B FEI RS , AEATENNN (CV) KAl RFHEREB. Amazon
Lookout for Vision AILA K I Tl 7= @ AR KBV A4, EHREWIRE, £=%&
HRE K BEEREFSEREEXREENEMHASSYHNDNRIE,

See Also https://aws.amazon.com/lookout-for-vision/.

—MATEERSREEFRNEFES 3D HFREIE, EaLURIERS Amazon Web
Services = Wit EMFMMEREK , W5l Twitch LZEFERXE,

See Also https://aws.amazon.com/lumberyard/.

— NN EHES , T4 Amazon Elastic Block Store (Amazon EBS) (p. 70)
= Amazon Simple Storage Service (p. 74) F, AMI BYZHAER LT it EHIRIK S
BHER, ENOSRERSE  TUUSERGNNAREE  WBEERSSE. +
&4+ %0 Web FRE 28,

—NETENRS , ZRSEIEXRIFRIBEPHEXRCIZYRFES (ML) EE
SRJE 1L X L AR B AL 2 3 B0 5 A AR TR

See Also http://aws.amazon.com/machine-learning/.

—MZ£RS , AERNRZEIBHRIA,. DEANRF Amazon HEIBBREIE.

See Also http://aws.amazon.com/macie/.

— I EERENRS  ATEARTHFRERCIZNERTT BHXKREME,

See Also http://aws.amazon.com/managed-blockchain/.

—MEZLHNTLREIABBFETRLERS  EUAEAZRSNNER, XEMATRL
KESNBERRNZTER. BEMRER,

See Also https://aws.amazon.com/grafana/.

—IRS , TRTHARRERSETANZ2NEER KRR,

See Also https://aws.amazon.com/prometheus/.
See Amazon Machine Learning.

—MNARAIRWE, T, BHEF RN ERRBIEN RS

See Also https://aws.amazon.com/mobileanalytics.

—NRERRSE , UEANSRES (ML) RUTLNBFPHRET R, TEA
Amazon Monitron SEHEFUN 14 4 3 H @ 2 it KA E .
See Also https://aws.amazon.com/monitron/.

Apache ActiveMQ I —IEE RN EHERERS , BUNERAZBRESESTIRENE
fEHBRE,

See Also https://aws.amazon.com/amazon-mq/.

—MREXRBEERS  TATHEHETEASEEEREENNARE

Ko Neptune XEHENWEFERIES Apache TinkerPop Gremlin 1 W3C

SPARQL , ATt ZHEEN , SR KSEEERESE,
See Also https://aws.amazon.com/neptune/.

—MATERRES , TATURMATRNABTEE.
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Amazon Polly

Amazon QuickSight

Amazon Rekognition

Amazon Redshift

Amazon Relational Database
Service (Amazon RDS)

Amazon Resource Name
(ARN)

Amazon Route 53

Amazon S3

B Amazon S3 XM AMI

Simple Storage

Service ( Amazon S3 ) Glacier

Amazon Security Hub

Amazon Silk

Amazon Simple Email Service
(Amazon SES)

Amazon Simple Notification
Service (Amazon SNS)

Amazon Simple Queue
Service (Amazon SQS)

See Also https://aws.amazon.com/personalize/.

—MXFHIEE (TTS ) RS , TRHXFHRRIITERRE RN ARIES. Amazon
Poly RESZMESHHTHEEEE , ALEGTUMEEFSTRER/MXIZITH
XBETNWNAERF.

See Also https://aws.amazon.com/polly/.

—T B RIEE L 5 4TRSS |, R AEAZRSSRI TR, AT DT AR ARE
s MERHE IR 1T AL S5 AR

See Also https://aws.amazon.com/quicksight/.

— MR EIRS , MRAIEGIWIASEFAE, A XK, HF2NEH (28E
REMNAZA ). f&B) Amazon Rekognition Custom Labels , & A L8122 B E L H85
F3 (ML) BE | BURIEGFRETELSHN RN R

See Also https://aws.amazon.com/rekognition/.

—ANEELREMN PB RoHPHFELCERS. &8 Amazon Redshift , BRI ERILEH
WEER T B9 MdE.

See Also https://aws.amazon.com/redshift/.

—Ii Web RS , LAFHEBESTERMMIRE, BENT BXRBEE, ANA
FRE-NELFTER. BETANFSTLIENXRBERE , FEREELNEEE
EEES,

See Also https://aws.amazon.com/rds.

—F 5| Amazon# R (p. 106) ( I3 , arn:aws:iam::123456789012:user/
division_abc/subdivision_xyz/Bob ) BI¥REL 5 5%,

—I1 Web BRSS , #&EAEA1ZBRSS 012 % DNS RS S F A DNS RFEBEI=H,

See Also https://aws.amazon.com/route53.

E @ Internet K17, BRI LMER TR MEMVEE Web L FRENMKRESTHE
MBI

See Also Amazon Simple Storage Service (Amazon S3), https://aws.amazon.com/
s3.

See KPIFME S AML.

— 122, FAABRARENF#RS , EATHEFENKHEZN, BT EH
FRAERVEHE , BERAEEET ARG R, S3 Glacier & X TR
M BIER T (EEILDRRRE—RHEIE ) .

See Also https://aws.amazon.com/glacier/.

—IRS , ATLALE T ## Amazon BIRHIR£IRFS. Security Hub M Amazon Web
Services Ik MRESHFRERLERE , HEESTLRLBE | RAEA Amazon
HREFNRERIBHBEEHR LR,

See Also https://aws.amazon.com/security-hub/.

{X7E Fire OS EARBMAMFHN LARAMN T —HK Web X 5538, Amazon Silk EF—4
FH R (X9 E P Amazon Web Services = RIFNALE ) R , EEAIRE
R, EEENERNBINEER.

—ME N NARFNERNZT SR E TR ERG R,

See Also https://aws.amazon.com/ses.

—Ii Web fR%5 , NAERF. AFMRETESZERSANREMBZREA,

See Also https://aws.amazon.com/sns.

AN REERS , ATEEITENZEERES.

See Also https://aws.amazon.com/sgs.
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Amazon Simple Storage
Service (Amazon S3)

Amazon Simple Workflow
Service (Amazon SWF)

Amazon Sumerian

Amazon Textract

Amazon Transcribe

Amazon Transcribe Medical

Amazon Translate

Amazon Virtual Private Cloud
(Amazon VPC)

Amazon VPC

Amazon Web Services
(Amazon)
Amazon WorkDocs

Amazon WorkLink

Amazon WorkMail

Amazon WorkSpaces

Amazon WorkSpaces
Application Manager (Amazon
WAM)

AMI
BT R

E @ Internet M7k, BAILMER TREMMEMLERE Web LEHNRRESHE
B

See Also https://aws.amazon.com/s3.

— MR RERXRS , UBBALEALRHE, ESTNTEEEHTREESERENEA
1£%. Amazon SWF RYZhEE3E Ll F Amazon Web Services = FHYIRA IR ER2E FE

See Also https://aws.amazon.com/swf/.

—4HRATE Web LRIBHFHZ{TERE 3D, #EBIX (AR) MEBIMX (VR) AR
J-‘_E’JIRO

See Also https://aws.amazon.com/sumerian/.

—TATF BN E AR AMNBIEA RS . Amazon Textract B ZHEEIZ A IE
HENKZFRFIRS (OCR) |, i&ﬁﬂ«‘)\iyﬂ\%ﬂﬁiqﬂE’J—?—E’imé‘l«/l&ﬁfﬁﬁﬁqﬂ B1E

=]

/Bho

See Also https://aws.amazon.com/textract/.

—RHBRFIRS , TEABEHEFIRE (ASR ) RIBARMREFHRIRN XA,

See Also https://aws.amazon.com/transcribe/.

—MEZHEFRG (ASR) BRF , ATRETEFEXARE
MR ARFF o

See Also https://aws.amazon.com/transcribe/medical/.

—RHZMENFRBERS , TRERE, SRENNMEIENESHE.

See Also https://aws.amazon.com/translate/.

—Iﬂ—l Web HE% AT MELE N Amazon Web Services = I MEHN B
PRI ‘J%ihﬁﬁﬂﬁ IP #utSEmE |, Bl FW (p. 112) , AREEBE®EHA
i’%(p 107)$I1|>W%PW9€ M3 52 E’JJE?DAH*PWHF‘O

See Also https://aws.amazon.com/vpc.

AN INE] 37 FRE B A9 IR R

See Amazon Virtual Private Cloud (Amazon VPC).
— M HEEHARN L TN PEMIRE Web RS F A,

See Also https://aws.amazon.com/what-is-cloud-computing/.

—MEENZERI XHEFHNAZRS  EREEEMMR B IR,

See Also https://aws.amazon.com/workdocs/.

—NET VRS , T i0S FAHLARRMAN AEBMIEM Web RARFHR T
18
See Also https://aws.amazon.com/worklink/.

—MRENZELLBFEHRENAARS , ITXHFNARENBETHEES K

See Also https://aws.amazon.com/workmail/.

—MZEMRAERNEHEITERS , TATHREETENEEABAFRENYREZX
FREN X, NSABRFMER (p. 106)M 5 R RR,

See Also https://aws.amazon.com/workspaces/.

—I0 Web RS , A T3F2MEE WorkSpaces IR AR F. Amazon WAM &3
Windows SE R ARETaE BB ARFERSET , MRREIB, AR, &
HFEA.

See Also https://aws.amazon.com/workspaces/applicationmanager.
See Amazon Machine Image ( AMI ) .

Amazon CloudSearch (p. 69) : H#EFEENXASHER , EATXARFE,
BT R T2 BB EFRS|FHE L,

MR 1.0
74



Amazon —f¥5E $EiEE

application

Application Auto Scaling

RRAREFKE

N RARFELT

B ARFAEX

IVIEEEIE AT

AppSpec
ARN

mHE
FEXSRRINER
S5 IREHRF

RFitEhas
B

AUC

Aurora

ZSV gy oana: ohiik

S RIE
ke

Amazon Elastic Beanstalk (p. 77) : A#HIBBES , SEHE, RAFFER
B, MARFESS ERUT 4R,

Amazon CodeDeploy (p. 77) : B—FrREHREBHN N AEFNS
o AmazonCodeDeploy EA Lt ZEFHUBERIE], SBEEMNFBANERES
HBRESEHES AHBHE,

—I Web BRE , AT R Amazon EC2 EASEY Amazon &R ( 20 Amazon ECS AR
%, Amazon EMR £8 %1 DynamoDB % ) BB B3I R,
See Also https://aws.amazon.com/autoscaling/.

B EPEE MM E/ Amazon DevPay = mEVLE. Web #bit http://
www.amazon.com/dp-applications.

Amazon CodeDeploy (p. 77) : —MNBERAZR ( Hla0 , BB, W, TH
IXHFZBEIA ) RS AR — DR ARRFASEF (p. 75). BITFHE

1€ Amazon S3 (p. 74) 7Z&#& (p. 83) = GitHub (p. 93) FEEH. X F

Amazon S3 , {&iTHHE Amazon S3 WRBUK E ETag M/ IRAME—HRR. XF
GitHub , BiITHERER ID E—#FiR,

Amazon CodeDeploy (p. 77) : —4 YAML XX , BT HNARFBITF
AR ST BRET B3R B B W9t i SXFE AT A TR E BB SR B E SRR |, M
REEEBELIERNE NN BREESNRME LZTHHZA,

Amazon Elastic Beanstalk (p. 77) : BARFISERIZEN , ARG L—F
WAHEBNRARFRBE. —MNREERB—1 Amazon S3 (p. 74) R ( JAVA
WAR X ) , HFEERNAEFRB,

See NAREFAT .

See Amazon Resource Name (ARN).

Amazon CodePipeline (p. 77) : HEBRELE N 4R F LRI,
— M EI A fE A N A RFAAR INE (p. 90)F R

— P BEE (p. 83) , WIR U5 (p. 105) RAVEZ B FER4FBTIRE  BX
KREgRE |, MeREXTMER.
DynamoDB : #8=5iZ BN EEMHNEMF TIHEMBEAE RN S ZE.

—NEMBETR , TEH PP, &£ DynamoDB F , BHERZSHEEBEMT
HtbBIEERS P FRRI,

Amazon Machine Learning : BUEEMNMNEFH —WiIsEE S, EREHE (B0,
BIREFIESOBIE (csv) XK ) &, FIFBRRESE , MITEE8/ NEHEN
&,

B T AR XE, —MTlFgEER , BTG 860 RKEFIERNR

B, AUCNERENEIUTANESH S , ¥ TERERM , SR EBLN", X T
MERSG , EMRHEIRN". AUC IEFRIREM 0 B 1 HEE. #BIE 1 19 AUC EIET
SEABIHRZES (ML) BE,

See Amazon Aurora.

—MINE (p. 90)F X , MBREHCMBHENNZ L, BIETBEEN S HRIE
{%iEO

B REILA S TR,

RRZSNEERLCUSE B R E BA MER TR BRMEEMN EC2 £
I (p. 89)6
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ARKX :

Amazon Application Discovery
Service

Amazon AppSync

Amazon Auto Scaling

Amazon Backup

Amazon Billing and Cost
Management

Amazon Blockchain

Templates

Amazon Certificate Manager
(ACM)

Amazon Private Certificate
Authority (ACM PCA)
Amazon Cloud Development

Kit (Amazon CDK)

Amazon Cloud Map

Amazon Cloud9

Amazon CloudFormation

Amazon CloudHSM

Amazon CloudTrail

— Xi (p. 106) FRAFENE , ATEHMTAXNHERE , F@E—XE$
AV ELfh AT A KR BB AR, (REER B M4 2,

— Web RS , AI#BEBIARRABER LA IT 7= (SERSH. EEN. &
AREF. NARFRBIUAMEER L E) SRMKIZ Amazon HER,

See Also https://aws.amazon.com/about-aws/whats-new/2016/04/aws-application-
discovery-service/.

—NEEFEEN DAL GraphQL BRS , EAXNHBERLSNELREWEE.
See Also https://aws.amazon.com/appsync/.

—NE2RENRS , TATRELRRENEHNAREFH -2 AH B Amazon
BREABEDSYT R
See Also https://aws.amazon.com/autoscaling/.

—DREXNEOVRS  TATESFURLSBETEENBFHHITE Amazon RS
HBERD

See Also https://aws.amazon.com/backup/.

Amazon Web Services = ITE#ER, |, WitBEFMERS AR , AUREEERER
B, BRER (p. 106)EENKF TRIAHN , BREEI NI HXERFH~E
HRA, BEEEXHESXERRXBFENEMAMEFERAR (NBECARIBENTE
%) o

See Also https://aws.amazon.com/billing/new-user-fags/.

—IifR% , A7 Amazon EOIEMEPEFRXREEMES | filt0 Ethereum
Hyperledger Fabric,
See Also https://aws.amazon.com/blockchain/templates/.

—I Web f§S5 , ATHE., EBENBERLERFR/MEREZSM (p. 114)
(SSL/TLS) iEH LA ATF Amazon BRS.
See Also https://aws.amazon.com/certificate-manager/.

— M REALFIESARNEERS , TATERNBHELFRFILSD (p. 84).

See Also https://aws.amazon.com/certificate-manager/private-certificate-authority/.

—ANFFRRGEFRER , TR TERBARENENZEMREH BT Amazon
CloudFormation #{THEL & .
See Also https://aws.amazon.com/cdk/.

—IRSS , AT AT eIE M4 S8 R AR 7 TR B R i AR 55 M AR AVER & . £
Amazon Cloud Map , ATEAfEEF K I Amazon Web Services = &ifo
See Also https://aws.amazon.com/cloud-map.

— M miREKFT RIFE (IDE) , ATHRE, STHFEHRBE,
See Also https://aws.amazon.com/cloud9/.

—URS , TR THRERESFMEX Amazon #IR (p. 106) R —NEMA#H 1T EIR
F BR BV AR AR o

See Also https://aws.amazon.com/cloudformation.

—I1 Web RS , A3@3 4 Amazon Web Services = RERA T ANBEHLZ &R
(HSM) 8% , BB EFRREBEZLFENDLL, SAMUESAENER,
See Also https://aws.amazon.com/cloudhsm/.

—AN Web RS , ATiERWKFH Amazon APIiBA , #afKEBEX MK, iBRNE
EEEAPIBAENSH. API BRAMNNE, APIEAENR IP i, BERSHL
& Amazon FREIREI Y IE R TR

See Also https://aws.amazon.com/cloudtrail/.
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Amazon —

Amazon CodeBuild

Amazon CodeCommit

Amazon CodeDeploy

Amazon CodeDeploy X

Amazon CodePipeline

Amazon Command Line
Interface (Amazon CLI)

Amazon Config

Amazon Database Migration
Service

Amazon Data Pipeline

Amazon Device Farm (Device

Farm)

Amazon Direct Connect

Amazon Directory Service

Amazon Elastic Beanstalk

AWS Elemental
MediaConnect

AWS Elemental MediaConvert

—HEERENEEERRS  THRFRRD,
o

See Also https://aws.amazon.com/codebuild.

—HEeREXNREGRS , LRATUERAZRSRERLBESETY RWAE Git
.

See Also https://aws.amazon.com/codecommit.

—I A LA B3 BB EEERAIMNRS |, XLEX
EAR#ZEITHISES (p. 95),
See Also https://aws.amazon.com/codedeploy.

—MRHE , ERENIRG ERENEELRHEE , FXEHE CodeDeploy #5E H £
FZs=6l

— I A SEHRIE A Y B AR BT B RV IRSS

See Also https://aws.amazon.com/codepipeline.

—AMNATFEE Amazon REMAI FHATEBENSE—TE, N\
Amazon REHBELHA B HITXLERS,

See Also https://aws.amazon.com/cli/.

—MEELHEENRS , ZRFIRMET Amazon BIE (p. 106) 5%, BEEHHiZRKM
BEEERBHMNUREZEHEANEER, BAULIEMNK B34 ZE Amazon Config i2
K Amazon BIRMNEE.

See Also https://aws.amazon.com/config/.

—> Web RS , AIEBIGEW S 2 A0 E A BEE T REEF T
iR,

See Also https://aws.amazon.com/dms.

—I1 Web RS , AT HEEENNBERBAN , ETEH Amazon it EMFM# RS UK
i BRI BB BIE,

See Also https://aws.amazon.com/datapipeline.

— MR ARFNIRRS , AEFRARER Amazon EEMERX, SJEREYFHLMF
MR ER B L SB/Y Android, iOS 1 Fire OS &%,
See Also https://aws.amazon.com/device-farm.

— A Web RS |, ATiLIERIAE I MK E] Amazon BT AR EIERE, {£8) Amazon
Direct Connect , &AL Amazon SEHIEH L., PAEHENNEEHREZ AT
BEE,

See Also https://aws.amazon.com/directconnect.

—MIEERNRS , ATIF Amazon &R [ (p. 106)E#E FI I A /I A 15 Microsoft Active
Directory S Amazon Web Services = Hi& & MR MERTHIIE I B F.
See Also https://aws.amazon.com/directoryservice.

—If Web RS , I T 7 Amazon Web Services = P EMNEENARER , MEE
RiETXLENAEFNEMIZERS.

See Also https://aws.amazon.com/elasticbeanstalk.

—WRRS , IEENEASRNMR AR A T o it SRt MR ERE| Amazon
Web Services = # , #FH 2 % E Amazon Web Services = REBRAIHI SN E
7

See Also https://aws.amazon.com/mediaconnect.

—DET XHNMRERERS  TRECRRNEST BNEZRREN Internet |
B R ATE RS,

See Also https://aws.amazon.com/mediaconvert.

BT DA R A B R] L ER B RO R A

240 3E EC2 24 (p. 89) M

TITEEZN

AFEH
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AWS Elemental MediaLive

AWS Elemental
MediaPackage

AWS Elemental MediaStore

AWS Elemental MediaTailor

Amazon Encryption SDK

Amazon Firewall Manager

Amazon Global Accelerator

Amazon Glue

Amazon GovCloud (US)

Amazon IAM Identity Center
(successor to Amazon Single
Sign-On)

Amazon Identity and Access
Management (IAM)

Amazon Import/Export

Amazon loT &

AmazonloT 1-Click

Amazon loT Analytics

—IBARS , AR T OIRES T BHIRFE AL M K a5

See Also https://aws.amazon.com/medialive.

—TENTEMFRRS , TATAEES T RENSERE TR KA HHE
Ko

See Also https://aws.amazon.com/mediapackage.

—MENEFERCHNFHRS  RHEANEI NS NRFTURNTAEOERE, —
BENELER,

See Also https://aws.amazon.com/mediastore.

—DSARRS , TR TANEERHBHIMN & , FE OTT BN AEF+H
1%%}-‘_1§J\§o

See Also https://aws.amazon.com/mediatailor.

—NEFIRMERRE | & LA A% B 1T AR R B £ SR B SR IN 33 A R B B4R

See Also https://aws.amazon.com/blogs/security/tag/aws-encryption-sdk/.

—IfRS , 5 Amazon WAF £&FEATRELE SN KSR RIRN Amazon WAF
EEMLEI TS, FA Amazon Firewall Manager , £ R ERERHIBH X AN —
Ko ZRFLEBELHNIKSMAREBAMN , BRI T #7Ro

See Also https://aws.amazon.com/firewall-manager.

— AT ORMERNMER RS , APRFREEME Amazon £BME L HREL
W R, XWRSERIAMEAN Internet M FATEF 7] AR HEEE,
See Also https://aws.amazon.com/global-accelerator.

TEEEMEIN, ERMME (ETL) (p. 92)RSE , £ARTHKIERE FH MR
XEBMIBELUHIT O M. £B) Amazon Glue , BRILLE B EIE, FFRBMALUER
B B AR ERRSESHREREIT ETL £5,

See Also https://aws.amazon.com/glue.

—ANd 3B Amazon Web Services X1, , AT A THE=ZTWHBRB IERE , HHER
W ITEFEZEBUTHEATMSHMEER, Amazon GovCloud (US)XBIFA&XE
HEEREESER S %M (ITAR), BIBXEESZNEERITE (FedRAMP) ER, EHFHER
(DOD) =& 4 ERISR (SRG) REI 2 M 4 LR HETEELRS (CJIS) BLERE

2
/jz o

See Also https://aws.amazon.com/govcloud-us/.

—RETENRS , TEFEEREAFREX Amazon Web Services ik M= 2
FHIEE,. A LEE Amazon Organizations FFfE Amazon Web Services i
9 8 B i (R AX PR P AR BR o

See Also https://aws.amazon.com/single-sign-on/.

—I Web BRZ , Amazon Web Services (Amazon) (p. 74) & 7 B F 7 Amazon
REERPIMAFNR,
See Also https://aws.amazon.com/iam.

—TURS , AT & Amazon MEHEXFMHEIRE 2 AL R ABRIE.

See Also https://aws.amazon.com/importexport.

—IMEENTTE , FERRZBUTUABRNL L ERNARFREMRERE,
See Also https://aws.amazon.com/iot.

—IARSS , M REZ WA T/E3) Amazon Lambda B,
See Also https://aws.amazon.com/iot-1-click.

—HEEEENRS  TATXKE loT BIEESTERND.

See Also https://aws.amazon.com/iot-analytics.
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Amazon loT Device Defender

Amazon loT Device
Management

Amazon loT Events

Amazon loT Greengrass

Amazon loT SiteWise

Amazon loT Things Graph

Amazon Key Management
Service (Amazon KMS)

Amazon Lambda

Amazon E£ERAFH
Amazon £ E KR

Amazon Web Services
Management Console

Amazon Management Portal
for vCenter

Amazon Marketplace

Amazon Migration Hub

Amazon Mobile Hub (Mobile
Hub)

Amazon Mobile SDK

Amazon OpsWorks

—I Amazon loT Z£ k% , TATFINERMNEE , UBEEREZFURNRET
N, HREZEXE,

See Also https://aws.amazon.com/iot-device-defender.

—BATFAAEZ 2B, A, BRENZEEE oT REVERS.
See Also https://aws.amazon.com/iot-device-management.

—ME2EERX Amazon loT BB , BAILMERIZBESKRNKE loT £ RSN AR
FHRISE 4 H A MR,

See Also https://aws.amazon.com/iot-events.

— B4 TRATUZ2NAANERRBETABIUTE, HEKRR., BEEE. B
SHMHBEFET (ML) HEIHRE,
See Also https://aws.amazon.com/greengrass.

—MREEXRS , TATAITULRZHKAERE, AAMDTHIE.

See Also https://aws.amazon.com/iot-sitewise.

—IURS , KIARERE N Web RS MBI AT LER | UHWE loT NARF.
See Also https://aws.amazon.com/iot-things-graph.

—MNEERS , AiLERACIENZES AT MERBHINZE (p. 90)Z4.
See Also https://aws.amazon.com/kms.

—I1 Web f%5 , AATETRE , MAEMEREERS /. E/LFTUNEME
BNNARFRERBSETRE , MEFEE, SUULRENRERENBINE
ftt Amazon RS /B30 , MEEEMEM Web B RARFEA.

See Also https://aws.amazon.com/lambda/.
Amazon Key Management Service (Amazon KMS) (p. 79) 1 —fth KMS Z4H,
Amazon BIEZ MBI IAM (p. 78) EEHIEH (p. 98).

—MEERE , TRATERITHE, FHEANEMZEIR (p. 106),
See Also https://aws.amazon.com/console.

—I Web BRE , WA TESE VMware vCenter EE&EH Amazon &R (p. 106).
BRI P 4ER vCenter M RRELIER vCenter TIFH, REGF , BAILUF
VMware EIHLIEE E Amazon EC2 (p. 70) , 3 M vCenter REFEE Amazon &
o

See Also https://aws.amazon.com/ec2/vcenter-portal/.

— 1 Web 17, B FERNEENHETEREPE Amazon BEFEHFTHEHR
. AmazonMarketplace 2 —MNELRHEIE , IHBEF, IR, WERMIREZ 3
1£ Amazon EETHRHFFRS -

See Also https://aws.amazon.com/partners/aws-marketplace/.

—TRS , TR TRHEEAMIBLUREESZ A Amazon TEMEGENHEERT RN
EFBES.

See Also https://aws.amazon.com/migration-hub/.

— M ATHE, NEANENBHNARFHEKESES,

See Also https://aws.amazon.com/mobile.

— MG RIES , HPIENE. RBREIMXY , TR ENEED
iOS. Android, Fire OS, Unity 1 Xamarin FANSREBINAREF.
See Also https://aws.amazon.com/mobile/sdk.

—MERBEERS , UHBEER Chef REMBREIFIMNARFA, ErIHL
EMNMRABRFNERGNSNMMEANIE  SERHETZE. RERENFRESR
B (p. 106). EAIBAMRHERE, ABRFERBREHEIREFINTES
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Amazon Organizations
Amazon Resource Access
Manager

Amazon ParallelCluster

EAT C++ B9 Amazon SDK

EAT Go By Amazon SDK

Amazon SDK for Java

X Y2 Amazon SDK for
JavaScript

EAT Node.js K
JavaScript B9 Amazon SDK

Amazon SDK for .NET

Amazon SDK for PHP

Amazon SDK for Python

(Boto)

Amazon SDK for Ruby

See Also https://aws.amazon.com/opsworks/.

— Ik EERS , A TR 24 Amazon Web Services Ik BER|EEIBHES
EEWALH,
See Also https://aws.amazon.com/organizations/.

—TfRSS , ATARE Amazon Organizations A #Y{E{T Amazon Web Services Ik F°
RALHZHR,
See Also https://aws.amazon.com/ram/.

—AN Amazon XENFREHEETE | WHBIETE Amazon Web Services = H1EB
ENEESHEITE (HPC) £5,

—MNFRIEG , TREER[FZ Amazon k% (‘2 Amazon
S3 (p. 74)., Amazon EC2 (p. 70), Amazon DynamoDB (p. 70) & ) iy C+
+APl, XANATHMNE—H4BFEE Amazon C++ fE, REBBRHIFISCH,

See Also https://aws.amazon.com/sdk-for-cpp/.

—MFERIER , AT Go NAEFEEA Amazon REEHEK.

See Also https://aws.amazon.com/sdk-for-go/.

—MFRIES, AREEATFZ Amazon RS ( B+ Amazon

S3 (p. 74). Amazon EC2 (p. 70), Amazon DynamoDB (p. 70) & ) #§

Java API 21E. XNAITEHMNE —RHEIHFEE Amazon Java FE, K13 RFGIFISC
L=

See Also https://aws.amazon.com/sdk-for-java/.

—ANFERITES , BTFMR%EEHIZITH JavaScript R#Z17R Amazon BRS. EH
Web Bt & & 28 FET Facebook, Google 8 Login with Amazon X3 AP #1TH
BRIE, NNARFHEFEMEE Amazon DynamoDB (p. 70) 1, H AP XH&
Z%) Amazon S3 (p. 74).

See Also https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/.

—AMNFAITESE, AFM Node.js FH#Y JavaScript 7718 Amazon BRS .

It SDK 2 E [ Amazon BRS ( @3E Amazon S3 (p. 74). Amazon

EC2 (p. 70). Amazon DynamoDB (p. 70) #l Amazon Simple Workflow
Service (Amazon SWF) (p. 74) ) B9 JavaScript X R, XN TEHE—HKES
‘@& Amazon JavaScript FERI SR,

See Also https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/.

—NFRIESG , #HEER[ Amazon RS ( 23F Amazon S3 (p. 74). Amazon
EC2 (p. 70), IAM (p. 78) & ) B9 .NET API #E, AILUNLLEHF A T E Sk
A NuGet EZMNBETRSHEFES TR

See Also https://aws.amazon.com/sdk-for-net/.

— N AT ESHNFR PHP E , BT HEMN PHP RARFS Amazon RS (0
Amazon S3 (p. 74), Simple Storage Service ( Amazon S3 ) Glacier (p. 73)

F1 Amazon DynamoDB (p. 70) ) K.

See Also https://aws.amazon.com/sdk-for-php/.

—NFAIES , BT&EA Python iR Amazon RS , H1#0 Amazon
EC2 (p. 70), Amazon EMR (p. 71). Amazon EC2 Auto

Scaling (p. 70), Amazon Kinesis (p. 71) 2 Amazon Lambda (p. 79).
See Also http://boto.readthedocs.org/en/latest/.

—ANATFM Ruby 58] Amazon RS F X ITES, It SDK REHE TS
Amazon BR% ( 2% Amazon S3 (p. 74). Amazon EC2 (p. 70), Amazon
DynamoDB (p. 70) & ) #J Ruby 3£, XN FEHKH2HEE Amazon Ruby B
M,
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Amazon Secrets Manager
Amazon Security Token

Service (Amazon STS)

Amazon Service Catalog

Amazon Shield

Amazon Step Functions

Amazon Snowball

Storage Gateway

Amazon Toolkit for Eclipse

Amazon Toolkit for JetBrains

Amazon Toolkit for Visual
Studio

Amazon Toolkit for Visual
Studio Code

Amazon Tools for PowerShell

Amazon Toolkit for Microsoft
Azure DevOps

Amazon Trusted Advisor

See Also https://aws.amazon.com/sdk-for-ruby/.

—TURS , BRTREME, FENRREEENEMRSHNEIL,

See Also https://aws.amazon.com/secrets-manager/.

—4 Web k% , AT Amazon Identity and Access Management (IAM) (p. 78)
APRE#ITERRIENARF (BKEa50RF (p. 92) ) BREBERNEN G E
ik,

See Also https://aws.amazon.com/iam/.

—I Web RS , ATREBIALBIEMEE S HLEE Amazon LERAM IT REWE
Fo XEITRSAUBERERNSR , NELHEIREG, RSEH. RENRBEESITE
NWZEXRMARFEE—RNES,

See Also https://aws.amazon.com/servicecatalog/.

— RS , BT RS ER (10 Amazon EC2 3£, Elastic Load Balancing
15 39% 8. Amazon CloudFront 7Bl Route 53 & X1 ) %5 DDoS ¥

5. Amazon Shield BEI'@EER , BRT B Amazon WAF FEAth Amazon RS
HHTRAN , TEAMMEAE, 7745 DDoS HEHIREBMMRF , Amazon R T
Amazon Shield Advanced,

See Also https://aws.amazon.com/shield.

—I1 Web RS , IR A ANARFHEAHEN TR TERPH —RIISR
BT
See Also https://aws.amazon.com/step-functions/.

—%h PB HIEEBEEABRAIR , FATENREFAEHEBARBEH Amazon
Web Services =,
See Also https://aws.amazon.com/snowball.

—I1 Web f§% , TATHARHEZSETNFMEEREX, Storage
Gateway E{H QM AN IT BREF Amazon FEEMIEECENTEELZENE
o

See Also https://aws.amazon.com/storagegateway/.

—ANER T Eclipse Java £ FF X335 (IDE ) WIFREH , BB TERNER
Amazon Web Services FF X, HiHFEE Java NARERF,
See Also https://aws.amazon.com/eclipse/.

Jetbrains FA R MY E @ EKLTT KR ( IDE ) FFREHS , BB TEBNMER
Amazon Web Services FF &, BiAMBELRSFNAEF.
See Also https://aws.amazon.com/intellij/, https://aws.amazon.com/pycharm/.

Visual Studio ¥ & , BT A Amazon Web Services FF k. B MEE NET
NMARF.

See Also https://aws.amazon.com/visualstudio/.

& AT Visual Studio Code (VS Code) 4riB=stiFFIRIGH , BB TERA A
Amazon Web Services FF &%, BB ARERF.
See Also https://aws.amazon.com/visualstudiocode/.

— 48 PowerShell cmdlet , AIFBYFF R A R FIEE G M PowerShell AN EE H
Amazon BRS5.
See Also https://aws.amazon.com/powershell/.

RMETE VSTS MERMK B E X ARE Amazon RFEXREMNES.
See Also https://aws.amazon.com/vsts/.

— Web &S , TR EER Amazon K, ARHEXTTERE, REXSATAHAM
MHERE AR A BN S X R 2 RIR AR L,
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Amazon VPN CloudHub

Amazon WAF

Amazon X-Ray

B,

See Also https://aws.amazon.com/premiumsupport/trustedadvisor/.

SERARE AR ERRINERER ( XIRHRE VPC (p. 116) ) RIXFED XHE M
BUREBIE,

—> Web N ARRFHXIERS , BT RIEEEENFARAFHEL Web &

R, NG AR, B, S LURERLERERRBR IP bk K%L

TR, Amazon WAF #BiRY Web NARFREFE N Web IRRANKE , XLRE
FHNARFTAY, BEZeMRSAIZSHIR,

See Also https://aws.amazon.com/waf/.

—I1 Web fRSS , ATRERRNARFALEERNESE. X-Ray REATES.
FEMAREBIRARINTE , LRIARBHRCI S,

See Also https://aws.amazon.com/xray/.

Numbers and symbols (p. 67
| G (p- 93) | H(p. 93) [ | (p.
O(p 101) | P (p. 102) | Q (p.

W (p. 116) | X, Y, Z (p. 116

HA s
Heab 72

BGP ASN

HEFN

it 5
—HHES

—HH D RERE

HIER

RiEfFIRE
RIZ & IR
BE/ZEE

5| S1RIE

6 )| B(p.82)|C(p.83)|D (p. 86

96) | K (p. 96) | L (p. 97) [ M (p. 9

))|E(p. 89) | F (p. 92)
(p 105) | S (p. 107) | T (p. 113) | U

| N (p. 100) |
(p. 114) | V (p. 115) |

53245 5 D47 £ — X Amazon BEMNIEIR.
See X EHLALEE.

BRMAMILEARERS . WENKE—R% , AT BGP M. Amazon
EC2 (p. 70) X35 1 £ 65335 SEEAMFTEXNFT ASN /5 |, {8 7224 BRAL |, &%
mERMBRES.

Amazon Machine Learning : —XE (75 ) LBSMNAABRBEUENRE 5
SERNFNARE ?tl’.;ﬁ}'u’fi)’ﬁﬁﬁ/ﬂ]ﬂﬁmzHUT—IFﬁo
See Also S'Eﬂﬁﬁiﬂﬂ.

See Amazon Billing and Cost Management.

Amazon Machine Learning : —MNBM , TREEARNTENEZ—. BEXNIERE
R, y. yes, t #true. BRHHAEN 0. n, no, fH falsec Amazon Machine
Learning il 1 RNIEE , 0 KRB,

See Also [E 4.

Amazon Machine Learning : —MNAITUN BB RMIF[EIER | Hepal =
HEEEFXARTER, Hlw, FRA1H0", “yes"=Hno”, “will click”Z “will
not click' (B R EF —H#HBIBERNEB, —H#HFIDRERNERRER1 (X
Ftrue'REEER ) R0 ( W Ffalse’REEER ) o

—MNEHEE. Amazon EMR (p. 71) B ABHREA S K FE, BN TFERI -
$&3Rko Amazon EMR A EMERSE - ID , HEAKRFRBERERLE,

XHFEBEAPHERER, BRXIFEPREM ( 7k ) EABREN —HEFFREZ
/A AMI (p. 72) FSEB] (p. 95)MBREIEEHY |, EIEESKAIMERZNRIRE

CodeDeploy : —f#BEBF % , EkFZEH , BBHDPHEH ( REHE ) B—4AF
EIM SR ( BiRIRE ) Bk,

RAPEENRINS B E M , B Hadoop (p. 93) BRI BIEESRENIET
REBTHARNARERF.
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BRMXDWEBRGERS
1B = R4
EH

FHRERAE

w4

C

See BGP ASN.
—IRK B B FHB I IE 2R

Amazon EC2 Auto Scaling (p. 70) : BHAFRENBRE ( LRI TR ) BWE
Mo MEBFISLEMEIRK (MEHISEFBAISHFNEE ) , WETEERE2 ¥ BT
3 (p. 108),

Amazon Simple Storage Service (Amazon S3) (p. 74) : BT E#NEKNAS. &
M REEFEE—NEEBEP. 2HI5K%E , WREZHN photos/puppy. jpg HINRTF
7€ DOC-EXAMPLE-BUCKET 7@ , MR A~ ATLUBE URL https://s3-
bucket-endpoint/DOC-EXAMPLE-BUCKET/photos/puppy . jpg WHEIZN R,

£ Amazon S3 (p. 74) RIHER (p. 83)MMARAL, FiE Amazon 2iTE
Amazon.com FIE—IBEE—# , —NMEMBEREA - AP RALFE.

ATt Amazon Machine Image ( AMI ) (p. 72) WE BRI, HiFistlIE:4
B XIEH AMI (p. 95)0

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p. 89) | F (p. 92)
| G (p-93) | H (p.93) | I (p. 94) | J (p. 96) | K (p. 96) | L (p. 97) | M (p. 98) | N (p. 100) |
O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |

W (p. 116) | X, Y, Z (p. 116)
EEEH

EEREMRA

ZE5|BRA

ZETR

RETARE
ZESHA
ZERe4

&

PR T [R] SR B

PR

capacity

EZNMEFTR (p. 83) LPENEBER. EEERURENEARERENE
PR

BEPRMNEFESFIAA , MR FSMHA Amazon Web Services X
13 (p. 106) HiZEF B ME—FRIDAT,

EZET R EZETH Memcached BRSSHI AR,

BEKXD, MEEHFHNZE RAM X, SNEFET 2E8HZ21T—1 Memcached ¥4
X6, EHECH DNS EMAwO. IRFZHEFHTAKE | SHUTETEMXREK
Wﬁio

BTETEEFT R EC2 5E4) (p. 89)KE,
ANAT -1 HS M EEEHNEFIESRENRR.

—/NH ElastiCache ## W4 , TRATHAEBNEHIENNEETR |, &
FHETEIEHAE. API G STIEIBER Amazon EC2 (p. 70) &%
4 (p. 109),

Amazon Personalize (p. 72) : TPBHBRITRRAE ( I NEHNER ) , BEBFM
BENTAESERE  ATHENNARFRAFAESNEN, QIEEHE , BaUE
F getRecommendations ¥ getPersonalizedRanking ME{LERIEIREVE
Wo

See Also ##, fifR7T RIRA.

—NER BRI A TE (p. 83) M REVIR AT RIRHIR . HIATNEE : AR
W, AF%RE. 2F%E, 253 60KRIENIERE,

SRR N SRS (11 Amazon S3 (p. 74) ) TRBIMAR RIS R AT,

ENMaENBNTRUTENER. 80 B3 54 (p. 75) BELERPMEKIT
BAE, T EED (p. 108)2EEXNR/MENZRKEREMIERD BTE,
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HRRRLEER
HFRR

CDN

i

IVARE{: ko

CIDR 3%

L
b

CLI

Cloud Directory

=HRSRAE (CSP)

CloudHub
=<3

BEITERH

HEEHHFA

KRS

GIRZRIES

Code Signing for Amazon loT

®ik

— It EHF RN ERS, BHREEFREELERS,
MENERERHWHFEE,
See WA % £ M% (CDN).

—FEE |, R L Amazon 7= BB RX Amazon Web Services Ik (p. 68) 1/
FHITFHRIE, B#RMAE X509 iEH (p. 116), ZEILESHBEEHABNER,

FANAFERANNESRES, B Amazon ~RAk , BthE— L~ R,
{5140 , £ Amazon CloudFormation (p. 76) #4% (p. 111) &, E8IZ# Amazon

R (p. 106) 24 %R, EHRERBRTERAAR, EESM, #HRHEAE
B8, AIfEA &K Amazon Web Services fij#2 A ER AL ER AT ENER,

FTERIFEEHE. —F Internet Hilibit 5 B FEEBHRES Eo.
See Also o3 [E ¥ B on Wikipedia.

EER (p. 90)E L., EB (p. 103) (ERAMEBHEE ) X,

PEREI R —FfEE |, EES RERFEROIBME (92K) B —MRPEK K+,
BE , aXNoRRABEEUEMNFENNE (KB ) RIRB—NFP3E (KF ), XEHE
BRIHHDERBE, BRI LEHNRE (K5 ) HRBEHRESER 5K EE,
See Also it Hl 0 RER | LEF|HREH,

See Amazon Command Line Interface (Amazon CLI).

See Amazon Cloud Directory (Cloud Directory).

@I ERMEN Internet LREENITE, FREMNKRGRSHIHRBHLE.
See Amazon VPN CloudHub.

BEEEHI (p. 85)BEDE |, BAILFES (p. 113)REEHAF,

Amazon OpenSearch Service (OpenSearch Service) (p. 71) : =17 Amazon
OpenSearch Service ( OpenSearch Service ) H}R{EZEH OpenSearch Service 1
FIEN— MRS MNEET R, TRETAETINFHENEESA,

See Also IR =, TAET &, node.

—F KB (p. 95) , IREHR AR CPU LIREBMIMEERZMEE  FEFEET MR
& (HPC) NARFMEMSERNWNEAERNARF.

—ANEES (p. 5) 2 AIRHERIERNEHRIERMNBE HEITES
{5 (p. 84) 940,

Amazon OpenSearch Service (OpenSearch Service) (p. 71) : BEMNZITIRRIE
. REAUREE, HERLE, EOXRH , FERTAES XBoEAERH
FHTR BBRTIETESX , BRPERIEADX ; ABRTRED—NREINE
PRMBEED XKD B 5 FRERET REPRFS , MRSPRESRE 7 HERS.

FBEMICR, EBRE (DNS) P —MFIRICE (p. 107), ATEEZHERS
— M EEAENB B, BEME , ©R DNS RPN —1%EB , TATH -1 2£R
EHBRENZ —NMEHBNBE

—IRSS , A FXEHA Amazon Web Services ( Amazon ) XiFHE loT k&8I
WRBHTZER,

—FE4 |, BIFRAUE B FEREE IR A (p. 106)TE 8B FEB R P im A 2 o5 Mark
as Spam (PRI A BLRERHF) , B BEEXM RS IRMERE (ISP ) (p. 95) M Amazon
SES (p. 73) ZiE@EA,
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e
EE API
B ERAR

—BMRE

BHE
BAk:

AEEMER

MNED R ML (CDN)

LT uEE

e

S 301

Amazon CloudSearch (p. 69) : f#£/ Amazon CloudSearch £&#{t# RiEEIEE
SN ERFZGNERER,

IAM (p. 78) : BXRXRMEMBRHRIFMEL . ‘D EANERT , AL C Hh
T BBATHEER D,

Amazon WAF (p. 82) : Amazon WAF 1E£tXf Amazon %R (p. 106) ( &0

Amazon CloudFront (p. 69) 2B ) B Web iR RN—ABEM. K4
TFE Web BRIFEEMN IP it SERERFLTNE, REEENEYE , BT
Amazon WAF BL& A £ i FE LEAmazon&IRE Web &R,

See BLET,
Amazon CloudSearch (p. 69) : &R TFAIE, BENEEEREMN AP #HA,

—RHRBEX , BTENET Amazon F RS , LUE Amazon Elastic
Beanstalk (p. 77) AT LA IMETR B X L7 @ o

REARIUMESTAMNSG X, Hlin , TS RERFEFOLPSNMRESF[EEFHK
o
See Also &R4& —E 1.

See Amazon Web Services Management Console.

Amazon Organizations fi%5+ i F#& %1 Amazon Web Services I/~ B4 7RH
Ihie, EEIE— NI EEM Amazon Web Services Ik~ FIALR | HERHLNER
WP APMERAKSHORIA, BANEFHEHLHFAEKS 4K Amazon RAH
HEME , FAAUREENKF B FEDRAIRE

BT TS NARFABANATEERRBR RO RARER L,

AREENIEE T 5% Amazon ECS Liz1T &85 (p. 85) H<MFAFEE. Bk
B, ARENEETEFANSSMBURNRSIEMN CPU IREZFAEE.
BEEMNAERN Amazon ECS FEE Y (p. 113) W—H 2 EEEX,

BREEEPIR—IPBEITER EC2 L4l (p. 89) Hiz1T Amazon Elastic Container
Service (Amazon ECS) RS NEH OEMEI £5 (p. 84) ARSI ELL
Hlo BESSEHIAIEIETT Amazon ECS TEMAEMER R,

REIMRECHBSEMBNEEEES, — 1N RHIR Amazon Elastic Container
Registry (Amazon ECR),

—I Web RS , BIAEBEHRSIROHEIBEBHOARNMNE | IRREWAF 2 XBS
MEA Web RE |, HI#0 |, .html, .css, .js. WENHEMNEE G, HHFFRRSE
REN |, ZiEREEHATER (FEHE) RENHED L, MRNBCLEER&
SMAIE , CON FIENEEE, BN , CON FNERIEENRBLE (B , Web R
%258 Amazon S3 F#EB) W EBTRR, TLUBEIFELE CDN RPEZHNE , A
EREERAFPABESLD, UREEDOANRBMNEZEN HTTPS #E#, Amazon
CloudFront & CDN B —NR4l,

Amazon Personalize (p. 72) : BESH4 (flINEE ) KERKENEXAF XK
EFTF(BlINERANRERVE ) WREHRE. L TXaBBIURESHAFRNNE
AP IER M,

See Also X EHIELE, event.

—RBRHFRARER  BEZRERTUAHHE, WiAMEZRBESAER™,

See Also https://aws.amazon.com/devops/continuous-delivery/.

—REBRATFARE  BEiZRE , FRARERRABERSHIFREFEE , RS
Z1T B ELEAN I,
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A EDEY

BOT R

ERE
Bx

FiEEBRERF
FAE

BETK P 175 7]

X H

I EES

B EER R

EFE®HA (CMK)

D

See Also https://aws.amazon.com/devops/continuous-integration/.

—ERmtiEl , 7ELEEAEl Amazon EC2 Auto Scaling (p. 70) R AR B Amazon
CloudWatch (p. 69) &% (p. 68)WEMEBEME R B35 484 (p. 75) W
AR RN,

{# A Hadoop Distributed File System (HDFS) i&4T Hadoop Bi& MG RAIES H1F
fEBIRA EC2 524 (p. 89), Hadoop (p. 93)& T MMl =& (p. 99) &

B | [F&¥ Hadoop S D EEWRHLECIINRES. UL TRHEXSEH
EC2 IR H T EMESHEET AN BNER, BTFHOT RARFHEE ,
BRENESREFBREN. £ , EA L@ ERE BT S RRFNES KT
o

™ 0

T R T LUS1T DataNodes # TaskTracker X # ¥ Hadoop SFF 15
Amazon CloudSearch (p. 69) : B2 RHNHIENESR.

Amazon Personalize (p. 72) : —IUiT{4$8#5 , 8 Amazon Personalize AT &E
EEASWERNE -IE SREHRBENTN B BEEEBH L. EHWE Amazon
Personalize EZMNELZME , BEABSEIBRENER, EFME MK IR
MBS (BIMAF-MEL ) EFRERTEXKINEENE S ( FIIRIEE-ITH ) &
EEENEESE,

See Also 1B, VI MBIEE, KERESE, @K, AF-MECEA, BRITRE-I1TH
[P

Amazon CodeCommit (p. 77) : —FiEF , EEMA T EEENSIEHEEER
fEEER A Git X LEEIE, Amazon CLI (p. 77) 124182 CodeCommit 17
& ER AT Git WEIEHBRERF.

wFMEREELE 22 EE. EEORIENERF , REERE 1E5Euﬂ5‘aulﬁ7r£#t
TRARAHAARAERBATFIERNIGE., £ Amazon & | XEZIFERE R 70247
ID (p. 67) M FAF A B Z4A (p. 109),

A —1 Amazon Web Services ik FEIFH 3 % —4 Amazon Web Services ik
F (p. 68) AEYEIR (p. 106)BTER, ZEEAPNRE. Hl , £ Amazon
CodeCommit (p. 77) ¥ Amazon CodeDeploy (p. 77) 1, &7 LAEL B Bk

FiEE , L& Amazon Web Services Ik A YR P ATEATR R EBRIKF B BIEEHY
CodeCommit HFfEE. HEIKS A £ Amazon CodePipeline (p. 77) FEIZEHN
EETALAEAKF B 82/ CodeDeploy &R, £ IAM (p. 78) A, BELAE
Arole (p. 107)F 3 — M7 & user (p. 114)MIERHERIRERZEIE (p. 88)4 R

— NIk P R E R

—f A FERRE Amazon Web Services X1 (p. 106) J& F3Ert & HI BIEN B RS

E 38

Amazon VPC (p. 74) BEH VPN RBRESREH —mHN BB RRNERARR. &
FRXHAEEOEZEICHRENEPH — MRS MER, AEBEOBET VPN B2
BEBERE ERFREMX (VGW) (p. 115).

IBEIRHY Amazon Web Services I (p. 68) FRIEHEEMN IAM (p. 78) B
AR (p. 98)0

BNTBEAFTFEFHAR CMK, XERIEFRERN Amazon KMS key ( BIREE
X )MKMS ZH] (RERR ). BXEZER , BSH KMS Z4 (p. 97).

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p.
|G (p-93) | H (p.93) | I (p. 94) | J (p. 96) | K (p. 96) | L (p. 97) | M (p.

6) | E (p. 89) | F (p. 92)
8) I N (p. 100) |

@OO
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O (p-101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |

W (p. 116) | X, Y, Z (p. 116)
R HIE AR
BIE—HH

BRETR

BRI

BiEESIZ
BIRERW

dataset

RSN

BRI

BEEFUTESER
B R
BRI R BIARRRF

BiRESHA

BiEELZSE

BEERR

Dedicated Host

See FRFIZ1TIRR 12 HIER.

—MEE , WRRIIBEASREFHFREN T E LA RIEFTE Amazon Web Services X

i (p. 106) PEFHMELRIFERI AN NE, B2 , EYSEABIMEEHLESE
FEHR—ENRNE. A TXEER/BAREESR , Amazon DynamoDB (p. 70) E#Y

TR — BRI E — B IERE,

See Also TR — B, &4 —BUMEIREY, 58 — BUMEIREL

Amazon OpenSearch Service (OpenSearch Service) (p. 71) : —/MREEIEH 1T
NEFE & E KK OpenSearch £4l.

See schema.

RUNARFRBEEMENEENBIEE. XHRFHEE, flW , &£ Amazon
OpsWorks (p. 79) ¥ , BB R SIEHKEN MySQL EHH#EE M Amazon
RDS (p. 73) RS E ISR (p. 95). £ Amazon Redshift (p. 73) #
BERHNHBERE XA EEE Amazon S3 (p. 74) 18 (p. 83). Amazon

EMR (p. 71) B SREREEY ( £EF BN SSHIEZHRZEN ) F.

See Also HIEIR.

T BIEESS (p. 87) LiZTHYBIRE R4 MR

WAEERA] (p. 87) PRENBIEENER. —MNEEEXHTURES N EE
B, BR , B-—BEFEXHEENS —MURFEE LRSI NLRAHE—B R,

Amazon Personalize (p. 72) : Amazon Personalize Ff i #iE A28, Amazon
Personalize BHEEE=fELE . AF, MEAMRE,
See Also XRERIESE, AFRBESE, MnBUEL.

Amazon Personalize (p. 72) : Amazon Personalize A RS , SEHEE, =
HFERERES. MRFR, TRk, FIHNMEHEBLES, BEEANTRALATININ
£564% , At— MEEETHERT 2 IEMEMBIEEA+T N ER.

See Also dataset, EH IR R85, solution, S&3.

Amazon Machine Learning (p. 72) : 888X B AREN THIFENN R, Amazon
ML B ASKIE. TEEEMNERERITRE , AFRITHESEMNEMER
—RBEE A BRI RN —5, Amazon ML FERABERIIGMITEHEFIER
HERAETN,

See Also FHHER.

BTETRAINBRETEFEEH KD,

ERHETHRIBEERE, —MEEXRFATUNEES I NEAFIRNEEE.

AP RBIEELFIREMNFRIARF, £ Amazon Web Services X1 (p. 106) & , %
FRIRFIX Z A P AR — M,

BRAF—EHZ4 DB =41 (p. 87)NBEEFESIZESHEN B R,

— R BIN B AEEKA] (p. 87) WBRIMBRAV G E. BMINMERT |, X EHEF KA
MEFERRZEAN, WLL4A (p. 109)EERERER , XEANFTRATE
B R BR A9 FTR B AR A SR

HAREESRA (p. 87) WA BRI AR &R,

—NEAHAFT AN EC2 54l (p. 89)REN YRS 2.
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Dedicated Instance

TRAENTR

T ATE R

EPI

I B4R 12

f&ix

Eickc)

HEERE

BHEA

W
HEARME

%E

FFRI®IR

pal

DKIM

DNS

Docker % %

XA

—NEENEHR B YMEREHE VPC (p. 116) REBIHISEHI (p. 95)0

Amazon OpenSearch Service (OpenSearch Service) (p. 71) : —MUTEEER
FZETREHER S EIE E1£1ERH OpenSearch 3=4jl. Amazon OpenSearch
Service ( OpenSearch Service ) FATAEX T RRESEFHREML.

BRBRIE VPC (p. 116) BB T ARSI (p. 88)AE R B AREMMRAE
T

£ 8 — Amazon Web Services K= (p. 68) # : #F Amazon A/ (p. 114)%F
Amazon Web Services i~ IR (p. 106)H 1 A X PR

EM Amazon Web Services i 28 : ERERBFENKS (EEKS, ) EEEE
ERREFRNAFHKS ( SEEKS ) <EREEET.
See Also E1EF L.

FEBHANRAE D BEREBENBTHIR. BBRIT KA, Amazon S3 (p. 74) &8
S BRAR T A B RR AR HI Y 1765 48 (p. 83) o

BB F HBF e BIA BT B Ky b Y AT REME

E—BReEIR , 28 Amazon SES (p. 73) &3 , B BEWRSEERE
(ISP ) (p. 95) PTiEZUEZIEZ WM A (p. 106)MY BB FHBHELE

FEE (p. 103)IBAMLER , MIELRER , UEGTAF. AACHBRILRE
BiE, SRNELLEETERXAW (p. 68)o

Amazon CodeDeploy (p. 77) : SFE Hi8 H AR 5565 A # — 4H EB B A M LA K B Zh i 2%
JLESER

Amazon CodeDeploy (p. 77) : —HBIH¥RIZHISEH (p. 95)RE BT 45
4 (p. 75)% B9 EC2 =24 (p. 89) , REFIEH,

WSS 1 2474 — XK Amazon REIIER.

—NRMESE, BIR (p. 106), RFEEME. RFMHENEYE , THBHEER
Amazon CloudFormation (p. 76) iR T,

—NEBFMEX (I3, InstanceType=m1.small & EngineName=mysql ) , 8%
AFRREFHEMBER,

Amazon AP AT R AEARBBMRBAFEYINERF R THE , A ELS
Amazon #X#TRF. BXEZER , HZHAILDH=REILE,

R8RS 8 ( 20 Amazon S3 (p. 74) # (p. 83) ) & CloudFront (p. 69)
Bai D BRI 2 B EEE. SBIZ4EEE |, CloudFront BEBBIRBIBEME RIRS
2% (p. 101) FHX R,

WA BRI, RM4ARHBFEREMNEEFTANIRE, ISP ERAXLEZEER
W FEIHFREEZE. BXEZEELR , HSH hitps:/tools.ietf.org/html/rfc6376,

See BB RE.

YE Docker &5 (p. 85)MEMM 9 E XRS5 H#EMR. Docker UG AT B ERHFEMN
BEREINAEF.

Amazon CloudSearch (p. 69) : AIERNBRLERIREININE ., SN XEEBE—
FERES  XUEFRISTHERIBRENEHE, FRETURFZHR , LA UK
Fo BMNXHEXITIRERE - ID NED>—NFE,
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Amazon —#{ZE SEER

B i1
MRS API

MRS LR TR

domain

BERE

il gl

DynamoDB i

E

Amazon CloudSearch (p. 69) : X7 INFMPIBRIREMNE S, &0 LU A TR
% APl 2t E |, UEFHE RSP HHIE.

Amazon CloudSearch (p. 69) : A TR XH#AEUAFEFTIERIFEHHIEN AP
.

Amazon CloudSearch (p. 69) : #@ Amazon CloudSearch 18 & i X #4 & T iiE
EIN URL, BNMEREHAEE —NXHEBRSLRTR , XERFLHTRES
WEBAHRNRETRE,

Amazon OpenSearch Service (OpenSearch Service) (p. 71) : B Amazon
OpenSearch Service ( OpenSearch Service ) IR RN FFHIEH, B4R

#&. OpenSearch Service 132 — M E % OpenSearch & RS DR

. OpenSearch Service 135 £ %l T4 # OpenSearch Service &K 52K
i, BEEROFSIHE, SNRE, 7HEKEFTEHE

See Also 5##, Elasticsearch.

—IRS , B AEARMIHE ( HI10 www. example.com ) FERFEF IP ih
b (N 192.0.2.1 , iTEN AR AX L B AHZER ) ST ERMREHEHEIMN
o

—RA HTML mBHZRE , ©RETEER IRS TAIEA) 501(c)(3) IFEFIMHLRM
TREE, ZENERAR.

B % Amazon DynamoDB (p. 70) RHEMWIME EXNEFEER. HENKREAR
i , DynamoDB IR B X3 R W HIED B # TN B IS RN E .

See Also Amazon DynamoDB Streams.

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) |
| G (p-93) |H (p.93) [ 1 (p. 94) | J (p. 96) | K (p. 96) | L (p. 97) | M (p. 98

E (p. 89) | F (p. 92)
I N (p. 100) |

)
O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |

W (p. 116) | X, Y, Z (p. 116)

EBS
EC2
EC2 34
ECR
ECS
BEIER
EFS
RENE

See Amazon Elastic Block Store (Amazon EBS).

See Amazon EC2.

Amazon EC2 (p. 70) BRE FHIITE =/ (p. 95). H# Amazon RS ERARIE

EC2 KAIX 70X LKA 5 H T iFH SRS,
See Amazon Elastic Container Registry (Amazon ECR).
See Amazon Elastic Container Service (Amazon ECS).

—ANEIEF L, Amazon RSATRITRE T RS HERE, 6

i, CloudFront (p. 69) AL REFHNAENELX , REANBEEEENA
P, BT RHNBEEML , B UERBZZENS. Route 53 (p. 73) EALL
U SRS 20 = DNS 2= if #Y I BIREE

See Amazon Elastic File System (Amazon EFS).

—REHFRERAE (B8 OpenSearch, Logstash, Kibana # Beats ) 89227 ,
XU R MEMRREBIE R ER, STz,

Amazon OpenSearch Service ( OpenSearch Service ) 2—I1 Amazon &R R

% , A A F 1 Amazon Web Services = HEE., B®EMY E OpenSearch,
See Also Amazon OpenSearch Service (OpenSearch Service), Elasticsearch.
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Elastic Block Store

M P Myt

NS E

HMEM&ED

Elasticsearch

EMR
puik-

@ ETRX

endpoint

FERE
T

See Amazon Elastic Block Store (Amazon EBS).

$&TE Amazon EC2 (p. 70)& Amazon VPC (p. 74) o B H K hn =52

5 (p. 95)NEE ( BEAS ) IP ik, 384 IP st EEMNKF ( MIEHSESES ) 4
KBk, ZRIAMEAHM , RRAEATRESRNEESEib DB, HEX. BUEE
RMBHREN. SEEERS P it RE , FA®MY IP it , ZAUREFENLE
IP syt EHRTARST B H ML NTIEZSZAIBMESRTAX : (p. 76)H &,

—I1 Web RS , TRTHEARBDEIIFNIRZA EC2 554 (p. 89) 2@ , M
mitE N ARF A%,
See Also https://aws.amazon.com/elasticloadbalancing.

ATHEEHE 6] (p. 95) MMM EED., ¥ERMFEASE-—INTERLE IP it

ft, —AMRSMNRERE IP b, —DEME P #uk (k) . — MAC ik, 35
LA (p. 109) PR KRR, —MNMERUR —NF/ B ERID, S0
—NEMMEED  FEMMNE-MEHE  AEFEEXMSEBMMES —%
Bl ko

—ANFR. ENNSAERNERNOMEIZ, AT2XXER, £{LERTY
#. OpenSearch H Elastic 22 T %o

Amazon OpenSearch Service ( OpenSearch Service ) 2—I1 Amazon &R R
% , A A F 1 Amazon Web Services = HEBE. BEMY E OpenSearch,
See Also Amazon OpenSearch Service (OpenSearch Service), X5ERMZE.

See Amazon EMR.

BEBFEEEREBNNAS (p. 114)EUBRBBIE. MEBE N TR AR
T—RIEE (PINBARNED ) , FEXEHBEERREEFRERS.

—AREN , HHEEE Amazon Key Management Service (Amazon
KMS) (p. 79) EEBXBKHEME LR,

BEERNE— Web REAARWENMKEOHN URL. B Web RS ERBIE—
MRIFTT R KEM Amazon = REHEEKFLRT R, UINRERRE.

Amazon ElastiCache (p. 71) : 17T & (p. 83)k9 DNS & %5,
Amazon RDS (p. 73) : ZIEELHI (p. 87)K DNS & #5.

Amazon CloudFormation (p. 76) : 348 HTTP &R RS E5HY DNS B#5=R IP
Hko

Amazon ElastiCache (p. 71) : BFT R (p. 83)FAMNRKAS.
Amazon RDS (p. 73) : $iEBE=HAI (p. 87)ERAMIKOS,

EAERANBEZAUEBSE LRI EE. TRARTNENRZHREZSR , &
BEEREARTNEBENBERZRESRS

Amazon Elastic Beanstalk (p. 77) : application (p. 75)M4& EiE1TEHl, ZM
AEFHEBREIER , HESRBNABRFRANMBENEE (#RBMIATHEXR ),

Amazon CodeDeploy (p. 77) : B/& BRI BHNMNEN, FE/EZDBETH
i, SBBBEHFRAERNIGAR. EHBLERN , FBARFRTEPHTFILE
o

—HESPHAEE , XESPBNEEATELHEREIEXBRORESLSR.

See KBITFHE.
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£t

ETL

ac
FEHBER
event
EHRERER
BRE Bt

exbibyte (EiB)

EXEBTR

EXEHHNR

BE#ERE

expression

MENENEHRBEH. XTASH Unix K& , LR 1970F1 A1 H,
See ZHL, MM (ETL).

Amazon Machine Learning : #i&#88% > (ML ) RN HEEHNTRE,
S5—REHE ML BEITEREAEEMERNIREZT.

Amazon Machine Learning FA R iF(& 41858 S & B A TN E 1 Bz

Amazon Personalize (p. 72) : #1253} £4&2 %] Amazon Personalize X B ¥z 5%
MAFES) (s, WESATNE ) . BUNURNEIMIZRES , LT EIL
FHM LSS,

See Also dataset, X B HIEE.

Amazon Personalize (p. 72) : ARMIZFNEHHEREEEMKRESLESA, HEX
RHiEREHN , EERHELHBIREMN ID , LUE Amazon Personalize T & A4biR
gz,

See Also #EE4A, event.

Amazon Web Services AISRSRI ST AMNF L. XATEEF R TE Amazon BIEH O

FENREBRESHTE. EAREFRHEENRE Success , MAAEHFERIAY

BEFEH., B2 , ENBBEABIFEEEVESERR —ENNE. BRERANE
—HH , BEXENEMARERaRMREX—FE, BF , E/LRHHENTEI — Bk,

See Also HIE — 3k, &L —BUMEIREY, 58 —BUESEL

PN N XFREHEETEFLERRIENEAGEENIRIEE, B2 , MREE
EREEEERIER , WNRLTREZKHTHVEIE,
See Also HIE— 2k, & A& — B, 78 — B HEIREL

CloudFront (p. 69) EXM RS H 2 BIMILE U = (p. 89)MIBRFT REVIRE, MR
D& IE S RARIRBINEMIER , CloudFront ATAES R ZXN&BH (EXN R
B ABIBRI R ) MERNEE BT RE HZEE,

BZZ-#HZTFHHEERN. 1 XFF (EB) 7 260 &% , Bl
1.152921504606846976 HIZIZF ¥ . 1 exabyte (EB) 33 10M18 F¥5 , B
1000000000000000000 F¥5, 1024 EiB 3 1 zebibyte (ZiB) (p. 116).

3} F CloudFront (p. 69) 817 ,  CloudFront % 1 e R £+ X3 X3 SR &Y A 7B SR
AtE. MBERFEAIRLR CloudFront 7 EL (p. 88)iIRERIEEX R 15
& (p. 89)FHRERTE , MXNRFGE 24 MTERH. AP TRERSIHH
M &RAET , CloudFront &¥FiEREKXER (p. 101).

Amazon Personalize (p. 72) : #F 37 %] Amazon Personalize XX B #IEE N
EIARBEENIA 5K, FRETRIESR ( Amazon Personalize B hikE R R
), BUUEREEEXERTEENTE.,

See Also ##H, REBREE, RTEHE, BXRT.

FEF45E Amazon Web Services I (p. 68) B9 Amazon Machine
Image ( AMI) (p. 72) BEh¥d,

—MEEENERZ R CAEFFNEUEREREARH EMESERRID TN
KHE, Pl , EFHNARFIRERAE-REANKRSEFF 400 EZW , F-X
ERRZEF 1600 BY , FEZRERRZEFRF 6400 W (648 ),

Amazon CloudSearch (p. 69) : AF#HERGHLEREFFRHUBERIER,
BOLERABETER. HMHEERER, XHENRIAEXES B, REREZER
EBRE Amazon CloudSearch Rz, FH sort RTEERIERPIBERE
XA, FHNEBMERGPERTHZERER , HRBEERERXBIEGHER,
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RE, FHRMME (ETL)

F

RTEERESNMENBENERE, WREEHE (RE) , FEEZRIESHER
(Fet) FHRBEBEABRBERE () LBT2HNER,

ETL TEHA TX=MIEERESHEHFHEMN—IFERH TS —IF
¥, Amazon Glue (p. 78) 2— M2 EMN ETL RS , AT AIMAMALEIE,
HRBEAFEETATERNS .

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) |
| G (p.-93) |H (p.93) [ 1 (p. 94) | J (p. 96) | K (p. 96) | L (p. 97) | M (p. 98

E (p. 89) | F (p. 92)
| N (p. 100) |

)
O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |

W (p. 116) | X, Y, Z (p. 116)

2 E
BRZE
FBL

gk

BKEEM0EE (FIM)

KE5HAF
BRE B RRIE
RARFEIR ( FBL)

Amazon CloudSearch (p. 69) : —1M&RE|IFE& , RERATRILMIFEERLERN
%50,

Amazon CloudSearch (p. 69) : — Mt FBREAPEESITENRS|IFRIE
I,

See RIRETEIR (FBL) .

Amazon Machine Learning : MEHRBAZEMETANHEESHMARTERS T
BB MEE BRI BB M EI FZ LA NS EI SR, WFERERIR S

#it,

ARENMABEFEANMERRS , EAMRNEAS N AZIEHRREME LN
BiE. EB) Amazon FHN B MRERARIE , HASEM (BERAF ) AR £HE
Amazon Web Services K= (p. 68) YR (p. 106) , M AHBIE IAM A

P (p. 114), XEABHBARERB LR H 0776 ( 20 LDAP = Windows Active
Directory ) SRE =7 ( ¥ Login with Amazon, Facebook = Google ) . Amazon Bk
A% XEF SAML 2.0,

See REHMEE (FIM) .
See REHMEE (FIM) .

BRASIZMERS (W BB RS IR (ISP) (p. 95) ) $F WA (p. 106) By #
i (p. 84) A& K4 A (p. 109) BIHLH,

FERNE NAFREBRFSIFHEANEERE, FRNEZHBEXARFRHH CETN X
B KB B HRREE,

TR gﬂtﬂﬁi#ﬁm Amazon EC2 (p. 70) %R (p. 106)8t , BIEEH A TIRHEILRH

TR EH —MEEBRERMANERIT D MEEF=EFRN AN, B Amazon
CloudSearch (p. 69) £q S¥IEE.

FIM See REHMEE (FIM) .

Firehose See Amazon Kinesis Data Firehose.

BIARA See BRIE X ARA.

iz See FF X 1L1z.

B See WEPEEK.

hr< 1.0
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BMER —MERIE AR (EMTE ) RUERAFRRIHEH RN L EREN,

G

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p. 89) | F (p. 92)
| G (p-93) | H (p.93) | I (p. 94) | J (p. 96) | K (p. 96) | L (p. 97) | M (p. 98) | N (p. 100) |

O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |
W (p. 116) | X, Y, Z (p. 116)

B ER — T ERANZENSEREENTEREECEANN S RETHFHEREN,
¥ (GB) FR-HFFHHREERLR , 1GIB KN 2/30 F , B 1073741824 F1i, 1

gigabyte (GB) 7 109 %5 , Bl 1000000000 F3, 1024 GiB 3 1 tebibyte
(TiB) (p. 113)s

GitHub £/ Git #HITARAZEFIWET Web HF#E,
ERZHREI —MERURERPTIEAN T XENEFRORE. ER-ZRREIZAUAKRIERE ,

XREAANZESI LHNEWABEMES X , WERPHFEHRE.
See Also A —41 & 5.

B¥ Amazon Key Management Service (Amazon KMS) (p. 79) : A F# 5 Amazon
E (p. 104) KBRS KMS BHABHLH,

RFTH —MIRRRF , AFET (p. 93) PN RIENERK,

EARKERMER H|ES (ML) BRIIGSRHPEANNE , B EBNEREME. Zil%MLE

BUMNEEHENE  AANEEERISZEXANNEEHEN R XEFE
B EM B T EARKERER .

group IAM (p. 78) FIF (p. 114)M9EE, WA IAM AR A ESNAFEENEEN
FREVE 2.

H

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p. 89) | F (p. 92)
| G (p-93) | H (p. 93) | I (p- 94) | J (p. 96) | K (p. 96) | L (p- 97) | M (p. 98) | N (p. 100) |

O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |
W (p. 116) | X, Y, Z (p. 116)

Hadoop BEERAEEMEENAEEREEEANABEN D HRLCEN G, BXEAEE
&7 http://hadoop.apache.orgo
B [ iR 44 BAMN B FIRAEIERY , flaRETRFE, ”
B4 VPN Internet EETFEHH IPsec VPN E#,
BT E # & Amazon EC2 Auto Scaling (p. 70) A F SN EFIRERRNRZER,
ERES T4 B ANARENENRERERN L FEE. NTENBGEATS , BNENSYER
HE , EATTRERERN. TREIAE, WE. FEERESE.
RHEHE R Amazon CloudSearch (p. 69) : B RERRENHE , eMNERTERALEN
TE R ST Y R A ST AR (B
BRARBER Amazon CloudSearch (p. 69) : —/MEFE Y CE IR E RIEKRS| FERIE
T,
hr< 1.0
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Eeheat
HMAC
REXY
HRNN

HTTP &if)
HVM E#l{t

ERRERPEENIERTREN Y, WHRERRER,

ETHRENEESHBRIERB, ATIHEEESHRIEARRE (MAC) WEEHESR
MBERFERSBHANAS. ZULEFEATRNBABENZTELEMERNES
. Amazon FERAVENINZRFHE L (20 SHA-256 ) itE HMAC,

Amazon Route 53 (p. 73) EEKEIRIZHE (p. 107)EENEES. S4&%H DNS X
HXHERL , REXERRELE—FETH —EENCRES.

Amazon Personalize (p. 72) : —fp BRI GZMENEZZIELE , BTHAR
TANELER  HTUAFREMNAKENARFPIESZXENT A,

See &if].
BHREENELL. AFHTEELVOREREE4FE L—H#E1T, E—FTREANR

MAFEREEEML (PV) MEMFHEIEFIRS R,
See Also ¥ E#Mt.

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p.
| G (p-93) | H (p.93) [ 1 (p. 94) | J (p. 96) | K (p. 96) | L (p. 97) | M (p.

6) |

E (p. 89) | F (p. 92)
8) | N (p. 100) |

o ©

)
O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |

W (p. 116) | X, Y, Z (p. 116)

IAM

IAM Identity Center
IAM 44

IAM policy simulator
IAM B &

IAM A

Identity and Access
Management

BRI (1dP)
IdP

BXETR

BREHE

See Amazon Identity and Access Management (IAM).

See Amazon IAM Identity Center (successor to Amazon Single Sign-On).
See group.

See RERIRILZR.

See role.

See user.

See Amazon |dentity and Access Management (IAM).

—NEEEXRNS S B REFH TBIEN 1AM (p. 78) Kk,
See S RMRE (1dP ) .

See Amazon Machine Image ( AMI ) .

1€ Amazon S3 (p. 74) L2 T H BN,

—FiR% , @& F X Amazon Import/Export (p. 78) d{AILL BRI EIBFME
B,

Amazon Personalize (p. 72) : BN AEFEAFETNEE. TRTERXE
R ( FHIZRENET ) , Amazon Personalize BZI N #HEERRIRERTR
To

See Also ##=, BTR#HE, EXET.

Amazon Personalize (p. 72) : SAF SR EYRETRE (Hlnsgd, MERY
X)), ZEERRNY@SIK. Amazon Personalize {R1EFA F LR RZMEE —)
MR | AR RBEITERNY N A S EX .,

MR 1.0
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i ERE

index

#REIFER

R B|IEI

MER R B

B ABE

et

ESEST

KB4

KPIEE B XX

% Bl 7

KPIE I AMI

EVES:

REHEE

BHERMM X

BEERMARS 1247 (ISP )

I EB R 2K

IP ih it

See Also Z R E R, BXET.

CodeDeploy : —##E5 % , MFLBBAT MR LHNARSF , RREHH
BARFETR , REEHHBIENARFIMRA, B SUERERAHDERSR
UEEEHEHRICEERENIE , RAEEDETHEULERERS.

See # 3R %5

‘A &7E Amazon CloudSearch (p. 69) &R 5| P ZHEN . R3IFETETEXAR
RHEHE. ABHRUE.

TE X Amazon CloudSearch (p. 69) H#E 5| F &, MAKE MR BX LR F
BUARMAFEARSIFROEERE,

BRATEEA IAM user (p. 114), group (p. 93)role (p. 107)F
IAM (p. 78) ZKE& (p. 103).

Amazon Machine Learning : # & Amazon Machine Learning 32 t#9 F SR I Z: 50
fEHBR 3 SRR B H A BTN M 2R

1£ Amazon Web Services = FERE B IR ESZ1TH Amazon Machine
Image ( AMI) (p. 72) B EIZA,

ERFRE CPU REDREA SEHI2E (p. 95) 24,

8 Hadoop (p. 93) EHIE— M EXRFIE (HFHE - ETL (p.99)) .
—MEORHIAE (FHE NS ZOT R (p. 86) ) M—NALER £5T
A (p- 113) KHIA (TUEBEEEBENESFTTR) .

—NERZHEHT IAM (p. 78) role (p. 107){E B A% 4 EC2 241 (p. 89) A
250

Ll XERE EC2 24 (p. 89) MENMWBEFME , M EBF S ZRHIEE
HEREH, HXNFILIER , KEIFE#EPHOATAERESBREX,

—% Amazon Machine Image ( AMI ) (p. 72) , E3:24] (p. 95)EH KHl1F
fi (p. 95) volume (p. 116) fEARIZEZ . FLLEHI5H Amazon EBS (p. 70)
SR AMI BB SEFIB (TR |, & A Amazon EBS BERRIRE

EXATE, CPU, FREBRBUKEA (p. 95)EAMANMNT, FLXFIXBEER
THAEMARRF , M —LUNERT CPUEEE, NERERENARF.

Amazon Personalize (p. 72) : ATREMNAFNYR (HFAEHR ) 2EHNREF
WENREHRBENEZNBEHAR. REBFETUSEERERBEN LT X TikE,
See Also dataset, event, B ~REIE, £ T X oz,

FFM&EE R Internet, BRI VPC (p. 116) BAAAEY IP #bat AR 288 B 3
Internet M%<,

AT ER A Internet TAIMI LN El. 2 ISP thREBFEIRMEE (p. 98). HBFERM
ARt ARME ISP, BMEA AR IR HERFEARSS

Amazon CloudFormation (p. 76) iR H — 4S5 IR1E , TRESBRABERET
RFAHNEM. XEEBER Fn:Attribute #3, , HI0 Fn: :GetAtt, NIPEK
WSHAIURERSH. BEUSHBRE RSP REEMNE .

—ANEFiak (5130 192.0.2.44 ) |, HEXMIR R KBS Internet WX (IP) HHEE
§. 81 EC2 £4l (p. 89) EEFIRTEME DB T HA IP bt |, BNFAE IP it

( & RFC 1918 ) MAE IP st , BATIET MKk ##r ( NAT (p. 100) ) BE
EHEBS, VPC (p. 74) hEFIHEFI R 28 THE IP ik, FERIA VPC £
P BB —NFAE IP it —NAE P Hbit,

MR 1.0
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IP PoHe St

ISP
RmE

item

YD X 58

Y mEMEELE (SIMS) Bl 7

M RBESE

J

Amazon WAF (p. 82) : —/METE Web ERIFEE /Y IP bt s IP it ut SEE M E
M, BIFEEN IP it , ALUF Amazon WAF BEJ A MR L4 3 Amazon &
& (p. 106) ( #0 Amazon CloudFront (p. 69) %'Et ) # Web &R,

See EEM ARSI (ISP ).

RERE (p. 103)URFER (p. 106)RMAR. £5F (REX ) BEHE
BRWMEE. Amazon FR¥F Amazon SQS (p. 73) AP R HEN E R
BEKE, R John EEFRREE , MALMIEIMEBH RN ZERREFNER
B , Amazon 2% John B & 333 1TIAE.

—HEM  XEEMHTEFEHAMINE & E## T —#8R. Amazon
DynamoDB (p. 70) FHTIE ERZSHEHRLTFHOBBEEREFHNT, BFR
Joé,

Amazon Personalize (p. 72) : Amazon Personalize f Fi% A EW B #E# S

B OEERERRAERIREBENE R THENDE , HTHRAFPHRIE, &
RIESES R BN ER AP -MECEL S QI Z R AR5 RARAEBEY M K.

See Also ##, &3, AR5 R, AFR-MELE .

Amazon Personalize (p. 72) : — RELATED_ITEMS B4 , FAXREHIBEEF
HBBEBRIEUTEEYRNYREREN. SMSEAFBREAFSYRH}ITIENS
AMFARCEYRTHE (MMERBR ) iTEHELUE,

See Also recipe, RELATED_ITEMS B/, REHIEE.

Amazon Personalize (p. 72) : A TR EYW@RMEXTHEE ( flnnig, HERTH
%) WA

See Also dataset.

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p. 89) | F (p. 92)
| G (p-93) | H (p. 93) | I (p- 94) | J (p. 96) | K (p. 96) | L (p- 97) | M (p. 98) | N (p. 100) |
O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |

W (p. 116) | X, Y, Z (p. 116)

EERE

£% 1D
E5a8%

JSON

B SRR A S K

K

Amazon EMR (p. 71) : I8EENHIFERITAAIE AN — MBS NE
B (p. 111)e

HAANFRARNFRRFFRHE | BTHE—#RRAKREM Amazon Import/
Export (p. 78) F1& &, Amazon KX H4E% ID RIAK. CREATE JOB B FHBH#n
PN

T o

—ANAEFERFSR , AFERMNE Amazon Import/Export (p. 78) BEX &K FF L
RMIEERBNREENR,
See Also B4,

JavaScript NREKRE, —MHMEEFBERGEEN. BETHREZSHX JSON /1
B, B2 http://www.json.org/o

ATHRESMFERMAELTENEN B FHRFNMULE | XLB FERER 28 AWSF
A (p. 106)B W #+58 , BRT AN BAFATR . thFRME ST B FER4F (p. 111) SR#tt
BXX#H%,

il

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p. 89) | F (p. 92)
| G (p-93) | H (p. 93) | I (p- 94) | J (p. 96) | K (p. 96) | L (p- 97) | M (p. 98) | N (p. 100) |

MR 1.0
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Amazon —#{ZE SEER

O (p-101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |

W (p. 116) | X, Y, Z (p. 116)

key

FA%
B

kibibyte ( KiB )

KMS

KMS #4A

L

¥RiR Amazon Web Services = (p. 68) & Amazon user (p. 114) B&EIE ( I
i Amazon FAEHRIZ4A (p. 109) )

Amazon Simple Storage Service (Amazon S3) (p. 74) , Amazon

EMR (p. 71) : RIEM (p. 83) NI —FRRAF. EHEBANESINTREELR
BEE—NME. BETEHEFBNE Bl — iR EN IR , Rt Amazon S3 M
N—MEEE + BENRKESRINEARBIEMRS, F Web RSKRBT R, BHEE
EMNBASE R AT —F 1t Amazon S3 FHIENXR , HIIE http://
doc.s3.amazonaws.com/2006-03-01/AmazonS3.wsdl H , doc 2FHEEN
H#, 2006-03-01/AmazonsS3.wsdl 2%,

Amazon Import/Export (p. 78) : Amazon S3 X R E#. B©E— Unicode
FHFS| , H UTF-8 RIBTAERT 1024 NEH, MERE (40 logPrefix + import-
log-JOBID ) #3¥ 1024 NF¥ , Amazon Elastic Beanstalk (p. 77) iR El
InvalidManifestField $5iR.

IAM (p. 78) : £ ZKEE (p. 103) A, #EBRFI V5 6] B8k A4S E4FAE ( 40 = 5 A 8]
RIEREH P bk )

FRIEER  —RERNRE (p. 113, THIELUTEEANRESENZES, 5
o, BAREE —MRZER Owner FIFRZER Jan B EC2 3£4l (p. 89). BE&S
AILAEA 10 MEEX#RIE Amazon &R (p. 106) HIEFFE Amazon BIRER A H
R,

—ARATUEFFRNIEANMAFHHNRLEL, ZANETSNEEANLEEH,

FRERNKBEVNTE , NE-IZ/HTTH. IRTUREERKE , REKAMNR
REMHRAKE (1024 F ),

FRH-HFFHTHNHEERR , 1 KB H 2M0 F3 |, B 1024 F3, 1 kilobyte (KB)
103 =¥ , B0 1000 =¥, 1024 KiB ¥ 1 mebibyte (MiB) (p. 99).

See Amazon Key Management Service (Amazon KMS).

Amazon Key Management Service PRI EERR, BE , KMS ZHTLE KMS &

B, FAMBIR. KMS XFFNHMIENT KMS BEAATMENLEEL ., KMS

ATLREFEEN. Amazon TEN SR Amazon FIENZH, BXEZEER , 5
¥ Amazon Key Management Service FF &% A & ¥§FEFH Amazon KMS keys.

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) |
| G (p-93) |H (p.93) [ 1 (p. 94) | J (p. 96) | K (p. 96) | L (p. 97) | M (p. 98

E (p. 89) | F (p. 92)
I N (p. 100) |

)
O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |

W (p. 116) | X, Y, Z (p. 116)
RICHVEIRE
BHEE

B RR

EHBRZEI P CHEHBERT EBWERNEE.

— AN S , BT & Amazon EC2 Auto Scaling (p. 70) &3 R IZ2#THY EC2
241 (p. 89)0

BE¥ A (p. 75) BFBshFH EC2 RHINENR., BaEEEE Amazon
Machine Image ( AMI) (p. 72) ID, SEfIRE, ZEAX., Z£4 (p. 109), ik
ZEMEURAMEBEREZFEE.

— AR B3I AMI B9 Amazon Machine Image ( AMI) (p. 72) B 1.

MR 1.0
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a8

EwmEARRE
e AES

IR

i R 3R 5|

BEEN

M

BEE BT 44 (p. 75)FH EC2 K4 (p. 89)My A dr ARIRTS ., EC2 KHIE
HAGARPREZESRE AP aBEESS. EEET. EELLMBLL,

—/NATH Auto Scaling EEHERAE , SIIEZHLLE EC2 K4,

FT# Auto Scaling B3I & 1k EC2 RGIEFHEFEHITHRE , WEESRSIRLT
FARFS BT B E SURE.

SE—@iEO4EEEHAN DNS 87, Bil— BN BN AREFNFIEERERT
—/NBR, AFHLERTRRESEE X (p. 106) FEAN THK : (p. 76)
FHZBARAEFES, AR TEBEERFS Amazon EC2 (p. 70) S£4|
#—4 Amazon Web Services X AR ZMNTAKX, B2 , AFOEHSETEES N
zjiﬁo

—frXBERTFHMEBEEFRERTHTRENES|, RibZRERS| 2R
RAE , RRAZRSINEN D XHEEHBREENEGHER S XBENEKD X,
See Also At =41 & 5.

FRRER (p. 106). BRET (p. 98). S M HEH Amazon

CloudFormation (p. 76) RPN —MX o5 K/NENHE—FR/FEH, £ Amazon
CloudFormation #ixH , NS, RIR (p. 106), B, BRETA M HESLMA—
N —HBEBENFH, HEMEMA Ref MHBUHS| XL |, EEHBBE T

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p. 89) | F (p. 92)
| G (p-93) | H (p. 93) | I (p- 94) | J (p. 96) | K (p. 96) | L (p- 97) | M (p. 98) | N (p. 100) |
O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |

W (p. 116) | X, Y, Z (p. 116)
ERAFAE AR (MTA)
ERFE SR A

HR RE AR L3R

ERBR

E TR RE

AR

AR &

FRid

BYEFIR- RS FRWFETFHREN—BUTEIERAES — ST ENNRYS.

R FEHIBIEERSHAL, MR MUEERT BIHELR MRS 2
(ISP ) (p.95), BM{EALAI{IR IR FEIRSS -

— A FERFubat |, A FNIRETF Amazon SES (p. 73) W FEREREN AR
F, MAEERKGEALEB TR, SNETFEFmtARE—BES S (HlmE
EERFERIRIR ) , HERBE T2 SWARIER,

{E{IETEY VPC (p. 116) subnet (p. 112) A FEEBAMERIAR AR (p. 107). &7
DU F M EEZERNTRERBHRXBER, BaUERENEZRARNEHEK,

—NJIIHY IAM (p. 78) KEE (p. 103) , ATHANZE] IAM IKF (p. 68) FHHI %

AP (p. 114), 4 (p. 93)MAE (p. 107) FEERFMHATLE Amazon EE
KIZREE ( B Amazon BIEFEE ) RAFFEEBH R ( BTE Amazon Web Services
KE RRIEMEE )

URFEBEBRES BRURTESEARS HBEN | BEEEMEFTRH A H
FHEREHNES, BENXHRE—T YAML XX , BTEENMEE#EIREN
Amazon Web Services = 2 A& ##iE.

Amazon Machine Learning : A TRt EFTNH X, FEXHEFENEABIEX
HEEXBRNIETN L REXRK, ©FHTE Amazon S3 fHME,

— MRS BHER T Amazon CloudFormation (p. 76) #iRP K 5%, BE
AR H AER Mappings B IEEMS , HEMA FN: :FindInMap RBR RAEN
=

See 7 WHRIC.
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Bl 25 TR P AI%HER

mebibyte (MiB)

R BR

JHEID

TR

EBiR

EiR

ERAH%
MFA

&t

MIME

ML fRE

MTA
ZHAXEE

1£ Amazon Machine Image ( AMI ) (p. 72) LizafTHI#E , ARBEREZ LT A
HEST RTRETE,

ABEH—NRENZMEES (p. MNABZFHRSNE. NRENERENET
L Hl Spot MM#& (p. 111) , HFEFHZEZMIRE , M Amazon EC2 (p. 70) 2K E
Ba=Hl,

A Amazon SES (p. 73) BRI LXMW E TN R AR E.

Amazon Personalize (p. 72) : —BUTEER , BT IR E G HE RE#ENE
X1, Amazon Personalize FE5 T FT B HEE RIVET 25 NMEE R REXWHEERT
BBt , AN FIEEE T E B,

See Also f8%x, H#H#E.

BA-HEFTWEELR. 1 KFT (MB) 5 2220 = 1.048576 BEAF
¥, 1 megabyte (MB) 1 10°6 =25 , Bl 1000000 3, 1024 MiB % 1 EF¥
(GiB) (p.93)s

See &R.

Amazon Simple Email Service (Amazon SES) (p. 73) : ' BLAFI A EHNEHBEF
R B I — PR IR

Amazon Simple Queue Service (Amazon SQS) (p. 73) : & ERAFI &35 B AR
B FRIRET

BXHEHMBBERINRHELR. £ Amazon Simple Storage Service (Amazon

S3) (p. 74) F Amazon EMR (p. 71) # , TEHIERX A HFHRIT R B HEXTH

ER. ERBFERIATKE (W LRISHBH ) FFRAHE HTTP TEIE (10 Content-
Type ) « AFEAUEFHENRMNIEEBENL TEHIE. £ Amazon EC2 (p. 70)
B, TBIESIEE KX EC2 E41 (p. 89)EIE , ZRHI TR RIXEHIELUBHIAG F
W%, RIS, 1P b,

— AN EFHBETE , B— DB ZE (p. 100), —MERBHMBE+NEE
WHE—EEENL. NEESHMERNSITEIER Amazon CloudWatch (p. 69) B9
Eat,

Amazon Personalize (p. 72) : Amazon Personalize 1 &)l 448 2 B 4 B A9 1R (G 3R
B, ZAUERERTEEENME, SEEIMRIREENRR , UAREREA
MENGBEEEATEER S CIENBRERZEANER.

See Also solution, recipe.
FENERRIRE , 5 58 ZE (p. 100) MALE4EEEEFER.
See ZEHHIIL ( MFA ) .

—fh EC2 X4l (p. 89) , MRERBREHES CPU WES) , MIEAZRELES
C

See % A& Internet BREY E (MIME).

ENEEY (ML) F , REESEHERERENRERTAN OB ZER, Amazon
Machine Learning X#F=fhXBEPHEFEST (ML) BE . —#HHIHE, ZRFHE
MER, BFREFNEDR,

See Also —# #l 9 1E R, LRG| HRER, EHEE,

See HRHHEHRE (MTA).

—NE BIEERS (p. 87) , EFEM AAKX : (p. 76) HERSERAEIR. X
AR B SR BT AR ] A X[ 5 B I Bl E A RIS

MR 1.0
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LRBDEER —HENETERN., MEXHAFEENENHSRFIER, fim, 2
B, ERERRE?"
ZEEHWIE (MFA) — R AIIERY Amazon Web Services Ik (p. 68) &2 IhEE. /5 A Amazon MFA

&, Tt AetiiR =R £/ Amazon MR E Amazon Web Services Management
Console (p. 79) , BT BB REIEZH |, BELTERE— DA —RER
B, BNYEREN S HBRIERZ PIHREUL — R,

See Also https://aws.amazon.com/mfal/.

ZERY EEZNMENE®.

P& —fIheE , AR TRENMNNREN—HD B L&,

ZRIE Internet BB R —FERMRE , AT REFEAMUAEEIE ASCH XARMENATER ( W0H
(MIME) )

Multitool —MANEEAAREERHEMEAGSTRAENEBRNARER.

|7f:|<

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p. 89) | F (p. 92)
[G (p.93) | H(p.93) [ 1(p.94) | J (p. 96) | K (p. 96) [ L (p. 97) | M (p. 98) | N (p. 100) |

O (p.101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |
W (p. 116) | X, Y, Z (p. 116)

Az (A —MRBHEMERTE (B, BARARESLA ) WLETFOHERVLT ARG B ZE
HHEETE 2 U BRES,

NAT Mg s, —FpEE  HPYUHBEOBRRERAREERTT— RSN IP it
HERETE S — IP ik, LERBEER A TFRASHEEHN Internet BIE H L&
Hj;ﬁaic
See Also W4 ik 353 MR R, NAT FI3<, NAT =45

NAT F5% —fh e Amazon FEE® NAT (p. 100) €% , EFABsubnet (p. 112)RHRITRE

Hhh R DR A BB MR E ., NAT Mo<ERT R NAT i O dbik ik,
See Also NAT 245,

NAT 3241 — A EER NAT (p. 100) 8% , 7 VPC (p. 116) 2
$Hsubnet (p. 112) 1T R &K ittt 3 LUR I A TE Internet 57
See Also NAT R,

LEo

& ACL —ANIERER | AERAEERESE Hsubnet (p. 112)MFHE. —PML
ACL (p. 67) IXEBZNMNFR , BERE—Z , — P FMNAXBE—PME ACL,
] 2% ttb 1k 55 36 R IS S iR (NAT (p. 100)-PT) RFC 2766 H 7E X ) —ft Internet MR,
See Also NAT 324, NAT M2%.
n JTALEE R — bR n TR RS,
See Also n JTi#.
n JTHIR Amazon Machine Learning : —f# B ITNAFZRAE M ER. n THIREN

THAFNAZERERANBEZRS  EXELABHARPI I n MINED (A
P nEAPEE ) HRHANA n MEDNENBRAZFE, fl0, HEEQ KD
N 28 n TEEFREMA 2 MEAASUKABENEGE,

NICE Desktop Cloud —ERAPAEAR | ItAR R thERIIE RS HERSELREENRERSE
Visualization 3D NARERF.
node Amazon OpenSearch Service (OpenSearch Service) (p. 71) : —4 OpenSearch

KB, TRAURKERGIRNEAESKH,

MR 1.0
100



Amazon —f¥5E $EiEE

NoEcho

K (5/10/25) BitR AL T IR 1T
#3% (NCDG )

NoSQL
ZEXR

fBiE IR

O

See Also TAFET A.

Amazon CloudFormation (p. 76) S —NE 1 , AIPE LR EERS BB FA
B (BRIAMTHREIRE ) o 78 NoEcho BN SH cfn-describe-stacks R FF
FENRETHESRESHE.

Amazon Personalize (p. 72) : —IUT{&1ER: , EA TEREETHEE RSNV HEENE
XM, BHf K 28AK/, B15, 10 = 25 M EE. Amazon Personalize 3BT
FRITERE : BRE#EEHERIRTNNBNIEIENE , Hh SN MEEHEER
IBAT—EWNFN (ATRENNE ) . KITRELITHNRiITESBENRFHESR
RIENEESIRPHERSNESHELEEXEER.

See Also 15T, HE.

EETAN., T ENFECHNEMERTRICNEXRRBEERS. A3 TFXxK
#A | NoSQL #iEEE ( 1 Amazon DynamoDB (p. 70) ) R &R ER TR
T, HlInE-EX X TFE

ENREZHEHRAK ID HENNR, SEEBEORAZERS (p. 115)E =8, Amazon

S3 (p. 74) &M% # (p. 83) FFRM—NEH R, W TFEFEHERBHPNTMNME , TaE

RE-1MENR.

¥ Amazon Machine Learning {52 F3 18 [E B B 3E 18 R RIS HL88 F S R AV IR B

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) |
| G (p-93) | H (p. 93) | I (p- 94) | J (p. 96) | K (p. 96) | L (p. 97) | M (p. 98

E (p. 89) | F (p. 92)
I N (p- 100) |

)
O (p-101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |

W (p. 116) | X, Y, Z (p. 116)

object

MR E

MR

operation

R

HR

iPAE R

R & 4

RARSS 25

Amazon Simple Storage Service (Amazon S3) (p. 74) : Amazon S3 FRIFfEHE
AL, NRENKBEMTBEER. BIEH 3 Amazon S3 RFEHAM.

Amazon CloudFront (p. 69) : A[#@X HTTP 5 RTMP ARAS2 LAY 344,

Amazon Machine Learning : Amazon Machine Learning (Amazon ML) B 3RJIZ4
B SRR B an AT UM =R A A TN B AN BB SR, Amazon ML S ABIEXX P E
MTER—1PE,

B DH (ED 60 258 ) WEITEREZR AR Amazon EC2 (p. 70) EMiE
I, TEME KBRS,

_¢ API Fﬂ_g&o m%ﬂziﬁ'ﬂ;o

—MER  ATHRREEFNIEEENIIRBEMABR. XIF Amazon
DynamoDB (p. 70) , Amazon SDK 2 =M B i,

Amazon Organizations (p. 80) : Z8IEA TESMEEEH Amazon Web
Services K BISRfE, —MNAE—NEBEKFURBINRSIREAKS .

Amazon Organizations (p. 80) : A4 iR (p. 107) HHIKF AR, — MR
# {7 (OU) TESHM OU.

FE OAl, %fEA Amazon CloudFront (p. 69) 124t Amazon S3 (p. 74)
1 (p. 83) ERRHANAR |, E—TELSM , ATFERAFES CloudFront
URL T 3JE Amazon S3 URL IR AR, BE AT CloudFront AE MW

& (p. 104),

Amazon S3 (p. 74) 1§ (p. 83) WEENIR , @ELREN CloudFront (p. 69)
RN B BAERBRAE,

MR 1.0
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FRIBHE CodeDeploy /4 Eh B IT tA BT S B 4 Y 324,
OSB i EXBER iR, NSEZI PN —FER  AISBBHTXAZHEIN , HEZEn

TR BN, OSB EHEMBEEUTAREMK : BHIXEAEFHKNA n MIWED
HEmHEEBEOFRNE—NMANESN LR,
See Also n JTHEHE.

ou See AL E 1.

wWHVE Amazon Machine Learning : Al TF##t 2N 4% R Amazon S3 &,

P

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p. 89) | F (p. 92)
| G (p-93) | H (p.93) | I (p. 94) | J (p. 96) | K (p. 96) | L (p- 97) | M (p. 98) | N (p. 100) |

O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |
W (p. 116) | X, Y, Z (p. 116)

vl BEUSAN2IMH /N IRE — AHLIE R APl ERAEE, 2 RAEATER
TE%E
s BERHNEARNREEREREN — NN T EIEERBE.
s BSEE—MNMNTFERERBMWBRIAZKREEFEE.

FEXS API W RI3EAT 2 TUAY |, ARSI LOE A BB FHH — MM A EFHM—MERSA
ERAANS AHRIE. FREFILS THFEEEEEE AP ERD | FARSFHRE
T-ERFHEENERL, LREFASE  BEERSEEEMIKRFRENENERA
FUHRIE , XIEREREPREIER,

2 ¥R —MER AP MM EEAMIBRPHEMCRTENIRIE. BEFIRTUESLE API B
RPBEEPIRBURRT —MERTFE , EEREZSAEEMERFEENBRLERE
PIHIE , XIERELAEFMBEIER.
See Also 7' 1.

5% AMI 1€ Amazon Marketplace (p. 79) £ HEL H A Amazon EC2 (p. 70) AFH
Amazon Machine Image ( AMI') (p. 72).

HERL See ¥EHML.

part DB EEBERPONRBBEIELZI D .

7 —NMEEEE , A—NEM (HRERFEMY ) B
See Also 7 X, HEF .

PAT U Ot 3k 3R

pebibyte (PiB) FRZ=#HFTHHRERR , 1PB J 250 % , B) 1125899906842624 F

T, 1 petabyte (PB) 78 1005 F7 , B 1000000000000000 F¥5, 1024 PiB 73 1
exbibyte (EiB) (p. 91).

B See R EH.

k) FEE (p. 103)FF R RIEL R4S EER (p. 106)WiBA, BAIEETA
K FEBAEEER : “A has permission to do B to C.”#l#ll , Jane (A) HM John K
Amazon SQS (p. 73) BAF (C) IREUE A (B). Fit Jane fEt[E Amazon SQS &
EGERA John WIRAFIMER , ZRFSHLREMERTEENR, ©EH —SREER
BB HRE John ERPRPIZEMZMF.

MR 1.0
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BFAESE
PERSONALIZED_RANKING

recipes

MEL-BERE S

KB

SRS AR 2R

KBRS

REEIOIE RS

RERE-1TBES

K (5/10/25) RS B

prefix

Premium Support

MEHE URL
EX:

— BB FEBRAR  HP |, BBEEBRARIFTE, Amazon (p. 74)
FHIETTEHE : Amazon S3 (p. 74). Amazon RDS (p. 73), Amazon
DynamoDB (p. 70) f1E RS,

Amazon Personalize (p. 72) : #R3EFH P TN B IZEES N FF 12 41 R EE T
Fo
See Also recipe, ##, MEL-HERE S, RIEE-ITHES.

Amazon Personalize (p. 72) : —ff PERSONALIZED_RANKING Bt 77 , {R1IE4SE
AP EB RN R U — RN mETEES. EAMEMC-HERE S To2E
HNBFERAFP MUY RREFERLERVBESIR,

See Also recipe, PERSONALIZED_RANKING recipes.

BIRBHER (p. 1112 BEEENEIR (p. 106)8 Amazon
CloudFormation (p. 76) By —#5%, F L Amazon CloudFormation 3333k
HEFAE --physical-name SHME,

Amazon CodePipeline (p. 77) : B XM EFENHFG4ER LSRN ITERES
L

1 R INE (p. Q0)MIER ( EHEX (p. 84)HXY ) o

IAM (p. 78) : EXRIATAF. AAGKNKRII Y ; PR mHEE A Al
£ Amazon FRITHERIE, REEEE R (p. 68) RS ERE , TELERENA
WXHEERIR (p. 106) ( Hlan , EC2 34 (p. 89)8 Amazon S3 (p. 74) 7%

1 (p. 83) ) #ITIR . REEEATLAE NIEL (p. 88)iAHE,

Amazon EC2 Auto Scaling (p. 70) : F#BHRE L BT BASZHIFAEREEN
HRo BITEZRBASEEFBHHLLE, BULUEBEE (p. 68) LA Auto
Scaling &,

w

IAM (p. 78) Amazon Web Services Management Console (p. 79)#y —f T
8 | HEPEEEERE T RETHRPHTTERERFER (p. 103),

IAM (p. 78) Amazon Web Services Management Console (p. 79)F ) —fh T
B | AEBEINEEE (p. 103) TN RMBEHER , UELEEEFERBESRTR
AT ER

IAM (p. 78) Amazon Web Services Management Console (p. 79) iy —fh T
B aREINA IAM PR (p. 103) ABREI1FE |IAM policy i83%.

Amazon Personalize (p. 72) : —# USER_Producation BJ5 , A F#ESIH I A
PRERZHYE.
See Also recipe, USER_PERSONALIZATION B¢ 5.

Amazon Personalize (p. 72) : —IUT&EFR , B TRTF\HAEARKDPK (5, 10 5
25) MNfEE | SERNEENMERM, Amazon Personalize FHERBU T A AT &
AR BT K MEEFWAERHEERERIU K, ER KR 5, 10 =K 25,

See Also IE#F, #HE.

See &K AI4.

A one-on-one, fast-response support channel that Amazon customers can
subscribe to for support for Amazon infrastructure services.
See Also https://aws.amazon.com/premiumsupport/.

—NMEAESHFERFEEMBRIE (p. 105)89 Web bt

— ANRAMEM , AHE—HRIE Amazon DynamoDB (p. 70) RHAKEANME |, LA
REZEFNTETEGHBENE.
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FHK
EREA

HEAR

B IP thyt

HEFM
7= m s
B

BN

& I0PS
B2

A AMI

NEWESE

NE IP it

NEFW
HEBL

Q

See Also 7 X, HEF4.
See 7' 5.

IRIBERE (p. 103) P EX MR B user (p. 114), BREHIKF (p. 68)s EFEA
2ABRF CHITBIBEAFH A,

Zif# A Amazon CloudFront (p. 69) 2#t5L Amazon S3 (p. 74) #& (p. 83)1k
RNRHNBEE , - ANBEIERAFPFEALSEN URL REZHEIXNABNHENS
‘o ZEM URL AIARHE Z 71 B BRI B R F/RERIR 1P ik SeREIA - iFE,

—NEAEBFHuE (5130 192.0.2.44 ) , HEXFIRE KB Internet X (IP) #HE
BfS. 81N EC2 36l (p. 89) EB B EM DB T HA IP sk |, BDFAH huk (&

& RFC 1918 ) M A |, BATAEE N &5 ( NAT (p. 100) ) BEHEE
BR&T, IS : 7 Amazon VPC (p. 74) hBZHEHIR 2B EFE IP ik,

—%h VPC (p. 116) subnet (p. 112) , &L FFEEMEBM 157
AmazonfE S5 MR 3 E Amazon Marketplace (p. 79) BHR M FRIAAT,
See HIRE M.

—HRFE JSON (p. 96) MIFRICHRAE , AT B Amazon
CloudFormation (p. 76) ¥R FHIE 1. BRET R4 HE.

—ANFHEEI, A TRERE, TR —%8 /0 ik, mREEIEBIEES
fIRtHEE IOPS JE® | Amazon RDS (p. 73) &1 BB ESL IR £ o A B fl B 1%
IOPS &£,

—MFRENIRE ( W0 AWS : StackName ) , FAFEBHEIAI#E Amazon
CloudFormation (p. 76) #iRFER., EAFEAEASHNEMAE , MILUER
EESH,

P8 Amazon Web Services Ik (p. 68)¥98MNE 3 Amazon Machine
Image ( AMI') (p. 72).

—RRBELNEEEE , TEEEESE Amazon Web Services = FHI N AR

Fo Amazon BN EFHELAETHIESE | 5HM Amazon RSEL, ARRFERAE
NABRFEANTENFEHXGRA, XEBEELSNIFEALERATL. £E
AO&EZE., Wikipedia FH AbSRRAIEIE

See Also https://aws.amazon.com/publicdatasets.

—NAEBFHbE (5130 192.0.2.44 ) |, HEXFIEEABEE Internet MY (IP ) #HE
BfE. 81 EC2 LMl (p. 89) EENIEM OB T A IP that , BIFAE it (&

f& RFC 1918 ) M Atbit , ©IIEN M &bl 5 ( NAT (p. 100) ) BiEHE
BRET, BISL : & Amazon VPC (p. 74) REHMEHIR o B EFLE IP i,

AIM Internet 15 B B KBl subnet (p. 112),

¥Et, AFEEEDWESERKIET BREINZTEEHM CPU EHMLE X
RS LEZET. HTHEEIMLEFYETARERAEGEN R L UNIRIERS , Bt
To R AEA AR IhEE ( INERM KSR GPU X ) .

See Also HVM E 1.

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p. 89) | F (p. 92)
| G (p-93) | H (p. 93) | I (p- 94) | J (p. 96) | K (p. 96) | L (p- 97) | M (p. 98) | N (p. 100) |
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O (p-101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |

W (p. 116) | X, Y, Z (p. 116)
T L 3 5 FE e i

EWFREFHRIE

queue
BA%I URL
[ingi

R

Amazon Machine Learning : RAAMHA ( —MNEZEN—IMME285" NS
W) HaHENTENTR, NoUBSBREENSFIEREBERKETEY
ENENBOMEMEEME , REIATED RKPHIFFEL ML,

—# Web RS , BE/E URL £/ GET 5 POST HTTP &M — a5
BHFHFR,

See Also REST.

—I Amazon TheE , A FE HTTP BREBWERFBEFRM A RIEAuthorizationbrk
FHRESHARIEER , NTTZEXNIE (p. 83)FHFRITETF URL B9i5HE.,

REEGNEEDPESEATCENEERTISHNES,
AT H—RIRFIE Web bk,
Amazon Web Services IkF° F&R, BREMTENWERKE.

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p. 89) | F (p. 92)
| G (p-93) | H (p.93) | I (p. 94) | J (p. 96) | K (p. 96) | L (p. 97) | M (p. 98) | N (p. 100) |
O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |

W (p. 116) | X, Y, Z (p. 116)
range GET

JR 34 & FBR 4
RDS

HigkElA

SERS I

recipe

HE

BERaw

23,057

RTEETHREZERVBEFTEENER, IRNRBKA , BINETRES
NMEE GET #XR ( 81EE GET EETREM GET F1EE ) M THRERESTAET
BB AR,

— % sendmail ER , THFIEE B FHBH4FRLF MIME 38,
See Amazon Relational Database Service (Amazon RDS).

Amazon RDS (p. 73) : 5 —8IEFERPIEES BIA, FHEESSG ENEZBE
ExEFA MySQL 5.1 REMNEHIZhEE S 5B R A BIBELH.

Amazon Machine Learning : [&25 4 B £ AN RIER R TN .
See Also #tEFM.

Amazon Personalize (p. 72) : —#Fl%&E E# Amazon Personalize &% ,
ATHNAFPRE2#HITRENTE (3T USER_PERSONALIZATION &
%), RHESAPRTBXENSEDN R RLNEE (X T RELATED_ITEMS
B ) , RERBREA TN NEBX FIREN —RIDE#HTHE (NTF
PERSONALIZED_RANKING Bl % ) o

See Also USER_PERSONALIZATION &2/, RELATED_ITEMS Bt 75,
PERSONALIZED_RANKING recipes.

Amazon Personalize (p. 72) : Amazon Personalize iUl /i P39 5 2 32 B YT
B3I&R. BIEFEMK Amazon Personalize Bt 5 , ETUEYMRFIE ( £H
USER_PERSONALIZATION B2 5 #1 RELATED_ITEMS Bt ) , b A R ERIRHH
— XY mEIEER ( £ PERSONALIZED_RANKING B ) o

See Also recipe, &3l R ERA, USER_PERSONALIZATION Bt 75,
RELATED_ITEMS B2/, PERSONALIZED_RANKING recipes.

Amazon SQS (p. 73) : MBAFIEBUE BB IR G RIFRIRRF. MBASI A il BR5E S 53
HENTRMENHTERN , BATREZIRIAR,

BERTER WA (p. 106) BFERAERMIRENME RS, REFRIBKAISTE,
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s A
Redis

5| A

X

EFER
(EPEE
EML

RELATED_ITEMS Bt/

BRINE

Ao X

Bl & A

RIBMERSHB
B

B

ERE

G RCDRREN

reservation

Reserved Instance

88 245 Marketplace

TR

Amazon Simple Email Service (Amazon SES) (p. 73) : #U e FHRHAI A TRE
. Bl , e Fif4E RGN FERPRRHB A,

—FPRIE, TR, AFEFHR-ERESEEFE. Redis iF —ABRANRNEPIRES
1, AL ARBRSIZEMEEXNARRF.

— MR E M — N Amazon &R (p. 106)A AT R — Amazon BRFHF %,
B0 | & LU Amazon EC2 (p. 70) 4 4R (p. 109)/E 7 AZ Amazon
RDS (p. 73) &

B —i#hIE X H 8 Amazon &R (p. 106)8E, —PMXEEDHFE AN H
X (p. 76)4H Ko

Amazon Machine Learning : {E{tH288 % S AR E BB RN LB RILES,
—RTAEE (FW , FRAEBRBENE ) HISREIEE,

—MBEFES (ML) 28, TRBLSHBRRESRE ML R, EAEBTLE
ML BRI EEBBEROIMFR T HOMZCRANES (HMESENS ) . £
ERESGREN , e (ML) BREEEESISGHE  EFERESITEHR
.

Amazon Personalize (p. 72) : #EXRUTEEYRNYRNE S , Sl mE
(SIMS ) B 5.
See Also recipe, Y1 mEIMELLE (SIMS) Bt /5.

1£ CodeDeploy ¥ /4 Eh 8 5 1 S B 4H P 134,

See 7 Fr.

B E S B 7 HR AR R TRt . R TFIREEEZE (p. 107).
See REST.

1. —fh Amazon SES (p. 73) #6#5 , S REFRBEETEREB FHb4 , H4K1E
N EIREHRF (p. 83), #iF (p. 84)MEMIBERHEER,

2. —MNMEBERFEMNIER , IR EERMARSREMRE (ISP ) (p. 95) IMEEKSE
FERHEY 1P ik 943 88 FHRAF (p. 111)JRAY E At SSAHI B

M Amazon RFEFERURITHERENAR (BHRAEF ) o Amazon IEERAE ,
CEHAGBERENIRABERT AT ERENTERRE (WRER , W FER
B IR (p. 106) ) o

—¥p Amazon S3 (p. 74) ThiE , AFFEEBIAEZE (p. 83)BEIBERIHE4E
EE (p. 83) PN R EMAMAZFHRBEEWMANBRER,

ERMERBER - BEIH EC2 324 (p. 89)EE . TELE Reserved
Instance (p. 106) J&i&.

EC2 5fl (p. 89) —NEMMIEI , AN HEIEESHHKAIRIETE (p. 101)6E
RERARMEE, EFIXEANBMNIRNSR , TieF P EAXANER 0T,

—MELRS , TREARHETEEENNMERENR A EEESRURTNETEN
KREEEER. NE=ZFRHFMENTNEZEE (p. 106)NWRIRIRE T BN
HRETURBIRANTARANKHE. CARILEERANAMER , BHXLE
ﬁﬁﬁgﬂﬁ]%ﬁ%?zﬁﬂﬁ?ﬁﬂ%iﬁio M Amazon KB T IREHRTE ZHIETT
—ﬂin Eﬂio

AP A LATE Amazon AR |, Hlan EC2 3= (p. 89), Amazon
DynamoDB (p. 70) Z&. Amazon S3 (p. 74) #& (p. 83). IAM (p. 78) B F
= Amazon OpsWorks (p. 79) 3% (p. 111).
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RREME

FIRiC R

REST

RESTful Web AR%

EREE
RERRE

&7

role

R
RIRE S

b3 E
THIRE

AN

S

1€ Amazon CloudFormation (p. 76) 4% (p. 111)F“@& Amazon &

IR (p. 106)NFIEWNE, BNERFBIUNE IR NEHS2KEK, flm, —1
AWS: :EC2::Instance BIRAIH —/ UserData B, EIMERFXEEM , it
HE Amazon CloudFormation iR =B —PMNE M5 .

wHMERRIDRE, HE RS (DNS) FHEREETE,
See Also & R4t on Wikipedia.

RRERSER, —ERNTIRDSEN , BEBEN HTTPS/TLS 217, REST 58
W, RREEH—2EWIAF (URI) |, AEREMARSER (Flin HTML, XML =
JSON (p. 96) ) B , W ERFEWRETURTENY , AR ERGERAE R L
UK. EKFFRLE , XBEESBREHRESR,

See Also &1f], WSDL, SOAP.

R RESTful APl, —¥i8fE REST (p. 107) ZB#FR &M Web FRS . API 4%
MEATMER HTTP 3% , A% 22 URI F4£% XML, JSON (p. 96) X =%,

Amazon CloudSearch (p. 69) : —MNEBRERHPIREFBREMN RS FERIED,

REEBEN , FH TR, RERFERBE FHBERLFEE. BF
RAFEEEZ (p. 106).

Amazon CodePipeline (p. 77) : XRBEFEBHRHITHER , Hln , F
RRHIEEF GitHub (p. 93) FHEEREH ZARAIEHIH Amazon S3 (p. 74)
1 (p. 83) PHIX M,

—AIE , BTEFX Amazon Web Services I/ (p. 68) 1 Amazon &
IR (p. 106) 89 I B 175 [R) A PR

BREZRIEMNREMZBTHIRE , H130 Amazon CloudFormation (p. 76) #

# (p. 111) SHEMRXNFAE AR (p. 106)EERBELMWMER. XF Amazon
CloudFormation , A A E 1T L --disable-rollback EIMREBEE 1T
Ho

Amazon Organizations (p. 80) : ALK W R AR, WREF RS2
FEE (p. 109) NATR , ©FNATARFNEN HEE4 (p. 101) MK,

5 Amazon Web Services K (p. 68) A & XN H B RIEES,

—/N volume (p. 116) , EFBEATFE3N =4l (p. 95) IR (R A BIE
%)o MBRBMEBEHIFM (p. 95)ZFHH AMI (p. 72) BIEH , WA NFH
1 Amazon S3 (p. 74) FEVER BRI S BIFE M volume (p. 116). WREMHA
Amazon EBS (p. 70) X## AMI F313541 , MM Amazon EBS tREB IR
Amazon EBS %,

—HEBEAN , ATNEFSEBARTEKNEREsubnet (p. 112)WRERF 1THEH,
BUURAR—NEARKKSNFH , BREREN PN FRXBE—NEHE,

Amazon Machine Learning : S ABEFHN—NEYE , TETEHERTNE L+
SR LME F RO TN S0 SR B

Amazon WAF (p. 82) : Amazon WAF TE4tX} Amazon &R (p. 106) ( fil40
Amazon CloudFront (p. 69) 28 ) B Web &R E RN —A R4, LT
InEl Web ACL (p. 116) , ARRFEESNMNANEEREAYEZM L Web iR,

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p. 89) | F (p. 92)
| G (p-93) | H (p. 93) | I (p- 94) | J (p. 96) | K (p. 96) | L (p- 97) | M (p. 98) | N (p. 100) |
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O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |
W (p. 116) | X, Y, Z (p. 116)

S3 See Amazon Simple Storage Service (Amazon S3).

EEEEH FETATE LAY IS4EatiE (30 — 24P ) , Amazon CloudWatch (p. 69) EZfaitbatE
HHE—REHTHE (p. 111),

»a HERTHNARFIENZHURVE (FLWEF, FERARME™R ) .

Amazon SES (p. 73) : AIMF XA R AT UM ITERSHRE, EhEHR , &
i Amazon SES API WFFE A FIAXPR , 1B R A8 643 56 1E B e, BB 44 tth 1k 1 BB
EBREREFHE, BEEFAE , BH4ARBFEFHREHERE, DEHKSH
FIEBRE (p. 109) BETF LK,

28, M BT F4E (p. 75)F BB EC2 K4,

T E 1§ EC2 SRBIAME] BT 484 (p. 75).

rRRR KT BT RASMAEZT B B30 A (p. 75) AN THR(LH T REOH
Sji:aoe Also 4R, 7 &.

¥ RES — BN RLUERFIRER BT FELE (p. 75) K/, BERDPEWHE,

it RIRF BTFRES (p. 113)BEBEERZEFM (p. 85)FHH %o

schema Amazon Machine Learning : RSB IEHENMABBENAENER , SEEML
ENRE D ENWBERENSHRE LS H.

PREMWE Amazon Machine Learning : —#$l2EERBE M F O M1 2EH 9. EH

ERNEDEN 1ER 0, BULLUER S KRERBME , Amazon ML 2FEED
HBHATHR. HERET 187, MU BS TEMENNE ; HEHRET 06,
RN 5 BUR T ERTHER M 2,

SCP See [R5 12 HIRRE.

B & API Amazon CloudSearch (p. 69) : AT EE R (p. 108)IRRIERIERM APL,

B xR Amazon CloudSearch (p. 69) : & T A RBENATLEERERWER
£fl, FEEZFENENTRANFEEBEESREL MM Amazon CloudSearch
o

BREEE Amazon CloudSearch (p. 69) : BHIRBIEI, D HE (p. 74). TiX
X (p. 91). BIWFESE| (p. 112), HREIREELARY B A MR,

BRABXR Amazon CloudSearch (p. 69) : —MEFZERHIBETHIE RN RS FRIET,

BRAKRTR Amazon CloudSearch (p. 69) : E18 R KX ERBERNFHEEN URL, 84
Amazon CloudSearch & HEK —HWERARTR , ZBRARTRAEZENEG AR
ARETFE,

BEERL Amazon CloudSearch (p. 69) : —fETHRE, HBREERLRNTEREERT
}BI o

BRI Amazon CloudSearch (p. 69) : AT R5IBEMLBEERERNITER

IR (p. 106)s —“ Amazon CloudSearch HE —MREMNEREH , BNEHIES
—EEM RAM ] CPU #iR, MERBEENEK  THBESNERIFRNEXRN
BERXIH, LTERSIHKE. UEXE , RSI2EHIESMERIFIR DX, EEE
RERERENEMN , BMERIX2E8FHEH , URHFAANLESE,
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BRER

BRAER
A RER

EHA
KA ID

RIEPRE

KA
AR S5 515 N3 (SSE)

B 55 #22 1 SR B

BRSS4URT R

RSB T RR Z S E AR

BR S5 BREA

REAE

SES

session

SHA
ah

HZ AMI
KRAERE

Amazon CloudSearch (p. 69) : %3i%%| Amazon CloudSearch 198 R&IH T R
DENEREERZMH RN RSIKREIENER,

Amazon CloudSearch (p. 69) : SEREREEMNH, BHREERGHER,

5 HRZ4E ID (p. 67) —RATXEESF XN Amazon FRBTNBZENER
. WERBITEBARRKES |, HHLEBEREE R, BTN EH Amazon
Web Services Ik (p. 68), #A4N IAM AF (p. 114) MG A &5 4 R FR G B2
.

AN —EHBAMMEIERE, ( Amazon VPC (p. 74) R EZ L AT TIEH
WhEEXE. ) S NT2EBI M. KON IP HUEENIIR. T2ATNA
FE2AERH, SAMETEREE—DEH,

R B FHRAF B A TSR A,

SPF (p. 111) B Microsoft I HIM AR, BFEHF S HRIENRKERSE, Bxitt
A IDWESER , HZH Wikipedia P8I EZ 4 A 1D,

58 Amazon SES (p. 73) Mk XBREY &£ IEELEN (p. 109)F & K &£ IR
£ (p. 99)o

54 24 IR ETEUER Amazon SES (p. 73) &% 9 &8 FHB 8 B A E L

ERSE B[RS BIEFH TN (p. 90)o Amazon S3 (p. 74) ZIF=FRE

BRIR IR ME XK : SSE-S3 ( Heh , Amazon S3 EIE#4f ) . SSE-C (Hep , B
EEF4 ) M SSE-KMS ( HAF , Amazon Key Management Service (Amazon
KMS) (p. 79) EEB®4 ) -

Amazon Organizations (p. 80) : —fhE FREEIZS , TEEEAF A TR
SPRHISREE (SCP) S2MmAY K /= = 4 F B BR S5 F 12 4.

See endpoint.

8 RE% Amazon RS A FAHRAHES ( H4H ) MR, WIEREERLT http:/

status.aws.amazon.com/,

—TRS , AIFERE Amazon TEMFENIERKEN, AABEHEENEERD, BH
W R RE | 2ETLLTEE Amazon Web Services K H 8| 2 & K& R,

— 1AM (p. 78) role (p. 107) , A AT @ Amazon PRS- R TR AEH 6B 15
& Amazon %R (p. 106). MINZIRS A EH RIS HERS TR Amazon &
TR SA R A 4 A I LB BRI IT RV IR 16,

See Amazon Simple Email Service (Amazon SES).

Amazon Security Token Service (Amazon STS) (p. 81) 12 IR AT & £ EiF o iF
518 Amazon Web Services i/~ BIHAE .

ZEWFEL, SHA1 BREARANE L , Amazon EFEBZIRN SHA256,
Amazon OpenSearch Service (OpenSearch Service) (p. 71) : &I FHHT/E L

X, I —NREFEIERSANDF , EMNABEEIH (RBDF ) XS A
(EDAWHEIR ), BIERD FREAREBIEE, XERKE K NRETEXSFNESH
FTREAM , BIEADFEBRARNEDH. BIEAD AL ERER,
FEARHEMBALAMAGERN Amazon Machine Image ( AMI) (p. 72).

Amazon EMR (p. 71) : BaIHIAR ( ERLEESRZBHTHRIT—RIGS ) B
ENE|IS#HBE.
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ZH EHERFEE  IE—HHIAKFEEESMNEELR. Amazon EAZE K
R EEBIFRN] Web REHIBER, BREZER |, 55 https://aws.amazon.com/
security,

LEH Amazon Import/Export (p. 78) : BEFIBIE#IEZRE TP XMH. ZXHEE
£% D, BEXHNZLE,

Signature Version 4 FAFRIE4 X FTE Amazon Web Services Xi3 1 Amazon BRSSHI A s APl iER
A Mo

187 B A 4% B T See SMTP.

187 B8 3 R 1 [ fh See SOAP.

Simple Storage Service See Amazon Simple Storage Service (Amazon S3).

SIMS B &
BoaF

B0 B X B AR Rl

BHEEER
SMTP

snapshot

SNS
SOAP

IR EBR 4
B4 VPN

solution

BRR 7T BRARA

BRRF

g

See ¥ FmEIFELLE (SIMS) B 5.

—HEHRIESFR , ATAPER—X, LIRS MRARFMMLE, Amazon
Single Sign-On BREEFIAEHN Amazon IAM Identity Center (successor to Amazon
Single Sign-On),

See Also Amazon IAM Identity Center (successor to Amazon Single Sign-On).

HMBE—ANTAX : (p. 76)HIcE (FEZTHKX ) BIEESS (p. 87), S
—ANTARXFEEZ AR,
See Also Z T X I E.

EERCAFHEER ST AN CENEERR.
IR R I FISRAE ELBR P 4L [F) 32 H6k B F- B 4 A fE 2 17 B P MR X VAR
i:

Amazon Elastic Block Store (Amazon EBS) (p. 70) : & (p. 116)& 1 , 176%

1£ Amazon S3 (p. 74) H, &0 U IX L 45 B8 A 4E5 Amazon EBS &2 = , =2
X LR BAAP BB AT I H S At

See Also ZIEFE R,

See Amazon Simple Notification Service (Amazon SNS).

FENRIFRBIL. —NEF XML BB, TRATFEIFEDN ( Flw HTTP =
SMTP ) ENARFZBXIREL.
See Also REST, WSDL.

— Tt B BB B A RO K MUER | BlInEEANHR RS IR

B Internet SR E F AR ZH VPN EE,

Amazon Personalize (p. 72) : TR FERHEENE L. BEXSBANAZS LN
B (BRARRE),

See Also recipe, fi#R7 A, #HE.

Amazon Personalize (p. 72) : #6583 Amazon Personalize f#R75 R — &5 622
HAS SRR, B LEEZ P EBHRRS RRARUER#EE,

See Also solution, &30, ##E.

Amazon CloudSearch (p. 69) : = MNRBIFZBRE , ZEMEZHFERA —NFEX
BRERBTHR.

—NMNATFHEAETRBIN P XEHTHEFNEYE (LHESERBM ) -
See Also 7 [X#, T#.
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RIBARE

B3R B F HB A

spamtrap

SPF
Spot =45l

Spot #M1&

SQL JEAPLE R4

SQS
SSE
SSL

HE

ST BE

wF
BT

step

o2 B3]

UL

— T4 , ATRIE EC2 =4l (p. 89) RAERECARNFIERENR
DREEBNFMERENRLBR. ROER , KEEATRIEKGFRERPHR
B, RABERT , 2BAR/BEHRRE. XTREMXHESG , 0 VPC (p. 116)
NAT (p. 100) 3£4l , XRBRF/ B E,

REFRHHE B FER4F,

M anti-37 3% B FER4F (p. 111) SRR EAVEE FHERAFibab, LLEBFERAF BT A T8
5, MBEERZERNWE TG, SHHNERE.

RN REEAESE, BFERHFRIUERE,

— % EC2 3= (p. 89) , FATLAHMARIARERAK Amazon EC2 (p. 70) &

=

EEMIEERE Spot 3241 (p. 111) WM&, MREHNESNHETHaNE , HE
FHEENERS) , W Amazon EC2 (p. 70) &R KRB B B34,

Amazon WAF (p. 82) : —NE 1 , 8% Amazon WAF \HKEEE SQL K1BH
Web &K% ( WIRLHEAFRS ) . BIFEENSRML , ATLUF Amazon WAF B
B R A LS Amazon &R (p. 106) ( 21 Amazon CloudFront (p. 69) %

%) B9 Web #FXR,

See Amazon Simple Queue Service (Amazon SQS).
See [R5 ERIm N (SSE).

REEETE
See Also & HifE T2 (TLS).

Amazon CloudFormation (p. 76) : #E8 —MNEAGIZFMIBREY Amazon BRIV E
A

Ho

Amazon OpsWorks (p. 79) : BEFEEBN—AXRH , BF , e EEXRNA
&, Bk PHP NARFRERS. HRENTHRER , ATEAMLEEA TS
BIENES , flnERNARFMEIEL,

Amazon CodePipeline (p. 77) : AIMAFHIT— MR LS MRIENE B TERNI
o

Amazoni& LR —MUE |, #EHY Amazon Import/Export Z3E M IZ 1 B £ 5 BB 17
EIRZRMIZIRZEHBNZVE,

HLHLTE RFFH (p. 108) FRXMENIE M EBZ— XERKE

Maximum, Minimum, Sum., Average #l SampleCount,
—HMAXAHENBAREFFHH.

FHRRARFFLARFFHIRE, ZEIRIEE—MNINTREETE., Fiin,
# % horse” A BEfF horses”, “horseback”H“horsing” A K “horse”™/E 1 LB IR
B, Amazon CloudSearch (p. 69) X #FE T 17 B FE T & & RIBEVAR

Amazon EMR (p. 71) : TEESRE (p. 0)FRATHRENENEHE. FIED
BRI EMARESRE,

Amazon EMR (p. 71) : E—MNERAFTHM THEMKE, SWREENBEETR ,
Bl EIEM Amazon S3 (p. 74) BZE Amazon EC2 (p. 70) M Amazon
EC2 Z Amazon S3,

EMEEISE (p. 90) ARMIERN— MR , TATRAFPNSEHRET B ERN
RAEFXA, XUELSERRERRERAFNREERLEEEBRNNAREFXH,
BAFIERRAFR TREMEREMBHII AR PWNAEF KM,
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stopping
IEFRE|F

AL E

=Pkl

3

Jl

-~
<!

FRE BB SR

98— B IREL

ZLEin

STS

subnet

kS|
B zRsl

By

T AMI

SWF
PYEAVIIES

5 2538 [ #R 4

@ i

MRBIHBRIERPIFILEIFRE|IZHIRE,

AmHRBINFRE , SEPIMNEBRERFFHEER , FNTFERIAEL , FOaFit
EQFAERZEER , NTISBRRERTHIAARSZSERAT,. FREIZRESHEE
f9,

Amazon EMR (p. 71) : Hadoop (p. 93) MTFHXATE , WA FEMIE Java
18 S FF & MapReduce AT #F,

Amazon CloudFront (p. 69) : SREHE AR IEE D (XTI MRS 25 AR
EROEREH ) -

EASERE B AR (RTMP) EER M REA SN — T RERN 5
e (p. 88)

See Amazon Kinesis Data Streams.

FEITE HVAC (p. 94) EHZH , BAEZENCBINF CRLAFNAN. MEMZD
FRHERELENFHNSR,

Amazon WAF (p. 82) : —/NBM , 8% Amazon WAF £ Web BERHIERNFH
B (MIRAPHNEREAFTHS ) . BEBEENFRHSR , ALUF Amazon WAF &
R AR LS Amazon &R (p. 106) ( @1 CloudFront (p. 69) 2% ) B Web
BR,

—MNMEEERE  EAROEARHEENTN, ERERMKREFRFEZTHERIEA
BENEN , EXEEXX,
See Also BUE — B, &AL — M, AL —BMHEEEL

A Amazon CloudSearch (p. 69) £#{L EMESEENBERESZYL. BIFERSE
MILERES , IAMEERASAEREMHERATRZERSHSMERRENE
A&,

See Amazon Security Token Service (Amazon STS).

EC2 324 (p. 89) ATHEEE M VPC (p. 116) B—EX IP #bitSE . BAMUBRER
2HMZEERUBEFRIEG DA,

—/NHTML FBZEE , TRTEMREES WEER R,

Amazon CloudSearch (p. 69) : #8E—1&5|FE , A TRM B EEEN ML
W, SMERLAS AEM TR S E NN R AR

TE BWES (p. 112) EENFEHI I ERFT AR CETA X, Amazon
CloudSearch (p. 69) BIXBEXH ID MM XENFTRE. ERACTHED ,
FRELDINFEFLEFERNALTE.

Amazon Machine Image ( AMI ) (p. 72) EELF 1$2 AMI (p. 102) , FRIZ4:
EREEHNEFEEECH AMI PERNE MR A RRS KR,

See Amazon Simple Workflow Service (Amazon SWF).

NERAFEZHBMNE (p. 90)0
See Also FEXTFRINZR.

— T BEER (p. 83) , 2 &AM A (p. 109) M W T (p. 105) KB FERHARSS
BREEBENRE,

—NER5|FHAREZE, EERBERPIEENTEE=EHRLERNFIA, Fin, 8
F“Rocky Four"=®“Rocky 4" ] 8EiR [E 85U EF Rocky B8, BRAILUBREE four
4 & 1V WESGAREHR, FMARESHEN.
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T

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p- 89) | F (p. 92)
| G (p-93) |H (p.93) [ 1 (p. 94) | J (p. 96) | K (p. 96) | L (p. 97) | M (p. 98) | N (p. 100) |

O (p.101) | P (p. 102) | Q (p- 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |
W (p. 116) | X, Y, Z (p. 116)

table BIEES. XUTFHMABIEERS , DynamoDB FHREEMERTP,

¥ B E X H 2 B 2 Amazon %R (p. 106) ( 30 EC2 324 (p. 89) ) B TR,
HIEFFE Amazon ERETRMIRZ,

¥rid FRBEIR : FIRZ (p. 113)RL AT Amazon &R (p. 106).

Amazon SES (p. 73) : ¥ RWEHRE, —FHRE REEZ (p. 107) B

FER bt XA FEEN BN RGAEETRREBRN AR, B
EAFRIEXHE VERP (p. 115)o Hilt0 , 213 Andrew B —MB#FI% |
T LAE R E B8R andrew+recipientl@example.net Hl andrew
+recipient2@eexample.net , IXFEM AT LA E B — & B FHRAF 4R [,

BirE Amazon Machine Learning (Amazon ML) : A BEF S EHWERNE
. Amazon ML /A BAREMSE T BINAITRNFEHIE. flw , MREHNERTHUE
BHENMEHER  NWEFEEEANBERHEENE (£T) %

SR E:N Amazon CodeDeploy (p. 77) : B L& B F#EH BB R B A P L HIH R
ARFBITHERRE, REZ , S EHOBENWNARFRE, Xt2FNB3hE
EREINBIT,

task EAEEEH (p. 85) LBITHESEN (p. 113)H9E 1t

EEFENL EESMIER, I8 task (p. 113) B, 1T, BEEX (p. 85)H
volume (p. 116) 58,

FEETR —AN EC2 524 (p. 89) , 54T Hadoop (p. 93) M MBRIES |, BERFEHK

B, BT RE ET A (p. 99) BHE , FEF Hadoop £5 7 BT KA KEEA]
HPRS. HEESRESTHE , EULENREDES T RNEE, BAEITFHE
BiE  TUMNESRERFIMABE , AALTUERAESTREELENESREMRE
FfY EC2 RHIRE , HMAREULERERR , HEZBERLBE,

E£%1 2{NETT TaskTracker Hadoop S+ 12 F.
tebibyte (TiB) FTZ=#4ZTHNHEERR. 1 KFF (TiB) 7 270 =¥ , Bl 1.099511627776 71

{ZF%5, 1 terabyte (TB) v 1012 F35 , B 1000000000000 F¥5, 1024 TiB 5 1
pebibyte (PiB) (p. 102).

ERAE R AR Amazon CloudFormation (p. 76) ##RiZiITEIMRA , A THERT AT, MEER
FERE T AWSTemplateFormatVersion 284 , W) Amazon CloudFormation ¥
ABFERRE,

EARIIE #iAfE Amazon CloudFormation (p. 76) &R JSON (p. 96) 1%

BHERE, EBALER cfn-validate-template R RIEFTA Amazon
CloudFormation 4%,

I B = 4 S E Amazon STS (p. 81) &AM STS APl 2ERIREMN S HRIEFES. BFIHEE
71D (p. 67). FABIARIZEA (p. 109), session (p. 109)FR18H B A E],
(] BIEFE-NESNRERAZRFS A E IR, S, WRENNARE (B

FERRBTREN—ARARRF ) 2ERUAS T2 FRHEFEREMNS S HIR
B |, M Amazon Kinesis Data Streams (p. 71) ¥ %84, Amazon
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A 8] - S B

timestamp

TLS

SRR

L2308

EHWEREM (TLS)

EIERRE

API Gateway (p. 68) {8 5 f kBRI £ /NK P IV ERARE RIEZR, Amazon
SES (p. 73) EARGIIEL 221 &% K IR (p. 109)H B F BRI R AE,

ERIERN — B0 RANEE, SEENSZEHINBENE. ER2 Amazon
CloudWatch (p. 69) WEARELS , KR THEL/N R EITFE. E7UFEREK

ERAME CloudWatch F , H/ERES AN EFIEFRFEENFERARRI TIXLEHR
ERBSTBEE.

ISO 8601 #&=\HY H /8t R F/F & ( BARY , #XH YYYY-MM-DD )

See RRIEZ M (TLS).

BEAUARNNER (WERREFR ) FXARDFBFRTEPHIE,
REHEMTABANERFRE. eHhRXAENAFHEEIREHRT —MEAR,
—I1 Amazon VPC Zh&g , &0 SAfE %2 8EE 6 Amazon EC2 SRy s8 MM 4420
FHMERE, AEFZMEARERXZIFTAZLNEREZRBETABTRE. A
YRR R HERR

See Also https://aws.amazon.com/vpc/.

—MNEHER , E8E Amazon Machine Learning A FUIZRH85 % ) B LU HH 75
ME Bz

Amazon CodePipeline (p. 77) : NITEFRF I — B RS LR ITE S — M BREY
BEEBITRE,

BT Internet KWBFREZ SN MED L. ENIHEFRLZELEETFTE (SSL).

IAM (p. 78) 58 (p. 103) , 2 IAM role (p. 107)WEIBERIT D . EEEKE
EATBEZRAERAG,

Amazon CloudFront 22484 , CloudFront A LA FiX te 2R 4A4H P Y N B B4R AE
CloudFront £& URL f1Z % Cookie & H,

BESRTEZHALE (p. 114),
BEEE AMI (p. 72) IEBERZER | UHEEMMIZEIT F5 7K. Hadoop (p. 93)

A Internet REZBBEMET QNAEMEREAREH. BEEANBENRZEMH
W (M PPTP ) KErIEREBELT N ARAT REHEE,

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) |
| G (p.93) |H (p.93) [ 1 (p. 94) | J (p. 96) | K (p. 96) | L (p. 97) | M (p. 98

E (p. 89) | F (p. 92)
| N (p. 100) |

)
O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) [ S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |

W (p. 116) | X, Y, Z (p. 116)

5

BAr

EARKE

user

BESHRENXBTZREXBHRE, £ WSDL (p. 116) # , EENIIREHK
#ERB ( HlA maxOccurs="unbounded" ) AR EEAIE.

ERIBIRBIRIR LA Amazon CloudWatch (p. 69) WEMIREEEEIR. Bua
B, “Bot, “FE, CEA. B, FH/E. R, HBEIRET.

—MNERITHFE Amazon BRFHFERERK Amazon 185, &AM https:/
aws.amazon.com/usage-reports/ £ R T & FE A ER IR

Xt Amazon 7= @ 1T APl AR K (p. 68) THARFENAREF. £ Amazon
Web Services IkKFF A , BN NAFEEHE-—WAFREN—HALTEEHMARPRAENR
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£EUF, XEEUMTF Amazon Web Services Il &2 EiF, 8MNAPEE
Amazon Web Services Ik B 5 —/Nik F < Bx,

APREES Amazon Personalize (p. 72) : BFREAFHEXTHE (flNER, HH2R
BwE) WA
See Also dataset.

AP/ NME{eE A Amazon Personalize (p. 72) : —MEF HRNN # USER_PERSONALIZATION
R, TATANAFREZRENTIBE. AP-MEHEES TAEAYEINBFER
BRERERFTYRNOHE,
See Also HRNN, recipe, USER_PERSONALIZATION EJ5, ¥ @3, B REIE, #
=

USER_PERSONALIZATION Amazon Personalize (p. 72) : ATHEH#ERSENE S , ZREREBEIERE

[i9z] £ NBARESENAFPBEEPRENBETINAFSZXENTE,
See Also recipe, AP -MEILEL A, BRITRRE-1T 5B A, HRNN.

V

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p. 89) | F (p. 92)
| G (p-93) |H (p.93) [ 1 (p. 94) | J (p. 96) | K (p. 96) | L (p. 97) | M (p. 98) | N (p. 100) |

O (p.101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |
W (p. 116) | X, Y, Z (p. 116)

ISF See ERIILE.
& WMBEM (p. 75)EA] , B FREPWETHEK, —NEHTUEZME,
HRIEERER  —MSENRZ (p. 13)E , IR HHIEET ( B4R ) PRERA,

Blan , BATBEE — MEE A Owner MIFFEE N Jan B EC2 =24 (p. 89). &B&
LA AR 10 MBEXHRIE Amazon &R (p. 106). HIEFTE Amazon B RER AT

AR INFRE
ARFEHIBERE See VERP.
Wi WINEEERATWAR B FERFHY B F R bt SIS T 72
VERP AEEHEERE, BFHERENARRFITFEE (p. 83)ERH ST E X BN

it ( AN FNMEAER TR BEEE (p. 107) MSBOREERA ) #E1TICERY
%%, VERP BE A THRSI&R, E88) VERP , WH AR B FER it ub iR AR E
BRERR AL | Lt RIBEIERFFTREINME, X , TUEHLEFMNREEF
ERMF , MAFITITREER ( IR ERB LEBRAE ) o

KR A2 1 Amazon S3 (p. 74) F BN REBE —NMEM —MRA ID. F4AMEEERRZA ID
TRNNRAFEMEER—F (p. 83)F. RAEFIRERMEBZEER PUT Bucket
MRS ThBE /S Y

VGW See EMFLAEMRX (VGW ).

E#E REZNEFEUY (VM) EENBRERSZEZT. BEELLER  ZRELNTE

FNEH LN —NRZANERB LIE1T.
See Also ¥ E#l{L, HVM E#Lb.

Virtual Private Cloud See VPC.

ERFBEMX (VGW ) HIPFERER VPN EEE (p. 116)89 Amazon ik, ERlERAMXHAZEZOEY VPN
R R SR VPC (p. 116) ASBIEOERET| VPN iERE , X&5IimEFN
X (p. 86)o
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QRS A5
VM Import/Export

volume

VPC

VPG
VPN CloudHub
VPN &2

W

—EBetE , ENARFACMAIIFRECESE | XEBRERRIZE SN MNARFER
Bo AT, ERAEERRE , HRIEENAHBERLEESR , REFEMA
DI ER, XaBESMALER—ER.

—IRS , BT HELNN (VM ) BEMNRENELLIES A Amazon EC2 , RfE
B&E,
See Also https://aws.amazon.com/ec2/vm-import.

Eh (p. 5) ENEEF#E, HBRRTHBETH , BAUESNERS (p. 852
B ZEHEHRBEREEZDH5M (p. 85) L.

Virtual Private Clouds —MHEEHRRMNZSHMEEMENEMIGE, LAMNARE
FREE M58 MM 4,

—ILUZh&E , ATAF1E VPC (p. 116) S HAh Amazon RS Z B BIZFAEER |
THEBESEBRM, NAT (p. 100) 3241, VPN £ (p. 116)5 Amazon Direct
Connect (p. 77) #1TiH R,

See ERIFAEM < (VGW ).
See Amazon VPN CloudHub.

Amazon Web Services (Amazon) (p. 74) : VPC (p. 116) MEMEAMNR L ( Hlzn
A FHTEH L, REMEHEHITEIRE ) <EH IPsec E#E,

Numbers and symbols (p. 67) | A (p. 67) | B (p. 82) | C (p. 83) | D (p. 86) | E (p. 89) | F (p. 92)
| G (p-93) | H (p. 93) | I (p- 94) | J (p. 96) | K (p. 96) | L (p- 97) | M (p. 98) | N (p. 100) |
O (p. 101) | P (p. 102) | Q (p. 104) | R (p. 105) | S (p. 107) | T (p. 113) | U (p. 114) | V (p. 115) |

W (p. 116) | X, Y, Z (p. 116)

WAM

Web 5 [E1#2 %512k ( Web

ACL)

Web BRS#IRES
WSDL

X, Y, Z

See Amazon WorkSpaces Application Manager (Amazon WAM).

Amazon WAF (p. 82) : —#HHM A , & X Amazon WAF F£4+3 Amazon #
R (p. 106) ( # Amazon CloudFront (p. 69) 2% ) 89 Web FRP B RH%F
. Web TA[RI#ZHIZIR (Web ACL ) EEER AT, FLEERERNERH#ITITE

See WSDL.
Web BREERIEE ., —FEES , ATHR Web RS THITHIRERIREERAIG

NHEZE.
See Also REST, SOAP.

X.509 iE#

yobibyte (YiB)

zebibyte (ZiB)

X B A

—MNRFXRY , FA X509 AEZARMIEE (PK ) iRERRIEAEZAREET
IEH (p. 84) FHHIRHYSRAR,

ZZZ=—#EZFHNRBERR. 1 %FT (VYiB) 7 2080 =% , A
1.208925819614629174706176 1Z1Z4ZF 77, 1 yottabyte (YB) A 10724 %7 , Bl
1000000000000000000000000 ZF ¥,

TRZZ—#FNFTHREERR. 1 FFT (ZB) R 270 7 , A
1.180591620717411303424 +FH1ZIZF T, 1 zettabyte (ZB) 1 10°21 =15 , Bl
1000000000000000000000 ¥, 1024 ZiB 71 1 yobibyte (YiB) (p. 116)o

Amazon OpenSearch Service (OpenSearch Service) (p. 71) : —HEE , A7
BRE-XEHENATAX (p. 76)ERF BT R, N /MBEEHOHIAK
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Amazon —f¥5E $EiEE

PR, KISRA AR L BEEAHBEAEEEEENRE, MREATX
R, WESEAIT P X AERHEE NBESS , FEEMXHEER Amazon
OpenSearch Service Bl & API & # OpenSearch £ S HIEIE.
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