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T EH AN EEERAMazonX B RS AmazonlAM, Amazon Directory Service for Microsoft Active
Directory, Amazon WorkSpaces, Amazon Key Management Service, flAmazon CloudTrail.

FSx for Windows File Server &R : X4 &R&%. &40
ML=

T D% FSx FHNEBERBEHRENE D, TAREREENBE AR RGOS, HREH—A
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12. REFAFIRSD , ERENFAFTNNNERE, WEME , %F Refresh ( BlF ) MEFIRDPEEFZ
H,
13. E#F Next:o 1%,
14. (Wik) BEURENWEXM IR RE AP RNTHEE, §XE IAM A EARSNESEER , B
IAM A 8RR EFRIC IAM SE4F,
15. 1% Next, FRUEFERMIFAFNAKARENIR,. MRESERIFHRE | Bi1LF Create
user (BIZAF ),

© ® N

BAMERX—HRNRREESANALS |, HFAUFEN AP E Amazon Web Services Ik iR, BT
BAXERAREREA X EE Amazon BIRNNROEEL |, ESH A EEZMROIERK,

ELUE IAM AP SR EZR , BEMEEAmazon Web Services Management Console. SR 5 AL
T URL , HAF¥RH _aws_count _id2REIAMazon T BEEFZHFNKS ( Sl , MEZH AmazonlkS
H1234-5678-9012 , #AIAmazon Web Services IKFID £123456789012),

https://your_aws_account_id.signin.aws.amazon.com/console/

MAZRIGIEN IAM AFENEB, BFE , SHMEETR your_user_name@your_aws_account_ids

MREFFHLEENEFZIE URL EEERAmazon Web Services K ID |, RETLABIZIKFBIZ, AL | &
M IAM EBHERFP |, ERCERFBBERABTRANSR , SIUNEBHNLATER. EECAEKFINEEES , B
AL URL,

https://your_account_alias.signin.aws.amazon.com/console/

EREHKFEIE IAM AP BB AR | BT 1AM #2515 HEESIE AR Amazon Account Alias (Y 5 #
SRFEKFBIR) THITRE,

T—%

FF#41EH Amazon FSx (p. 7)



https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_billing.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_billing.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_tags.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_examples.html
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F15: CIBENHRE

tos

5

5 E F Amazon FSx

ETkR , BT BUNAFEER Amazon FSx. ATEI BEUATES R,
E3 ]
c F1S BEXHRE (p.7)
« 25 FENXHHERFINZEIT Windows Server #J EC2 3E41 (p. 10)
« BIL FBBEAXHHE (p. 11)
c Ba4L BHXHRLE (p. 1)
« 5% FRANXHEME Amazon FSx for Windows File ServerAmazon DataSync (p. 11)
« E6k EFE AR (p.12)
+ Amazon FSx XHREVRZ (p. 13)

15 QlEXHGRES

E |2 Amazon FSx MRS , BA4MEIEEH Amazon Elastic Compute Cloud (Amazon EC2) SE4IA
Amazon Directory Service B 3, MREBEEFRBIZIRE , BTSRES 1 - FTFHREAVKXREMH (p. 145).

BBRENE - XMHRE

MITF Amazon FSx ##l & https://console.aws.amazon.com/fsx/.
ERHERLE  ERUEXHREUBINHREVNEA S,

ERBRXHREXEBTELE | %8 FSx for Windows file Server , REERT—%$., ERVIEBSHRE
TH,

4, EXHRZFMAEESDD , NMENXHRERHB—INEH. DEXHRAR , BUUERRHERM
BEEM]l, BRZALUMER 256 4 Unicode &, ZHRMBF , UREKRERF +-=, _/

5. &AM TFDeployment type (HBBEE)EFRSATHRELEATHK.
Note
SHARXNHRGEFRE (IR ) KEHPFATH.

 ERZTARUSERDTRAXTATRANXHRS, WIATIXE SSD MER 7.

 ERBETAXBEREERNTARPHNGHRS. AKX 2REH —RNETRARKNHRES , X
¥§ SSD # HDD f#fi&.

BREZRER BN THMERAN B TARMZAAXXHRE (p. 18).
TEHERTHAANMERELEN. XHREFEHT .



https://console.amazonaws.cn/fsx/
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10.

File system details

File system name - optional Info

MyFSxWindows file system

Deployment type Info
Multi-AZ

© Single-AZ
© Single-AZ 2

Single-AZ 1

Storage type Info
SsD
O HDD

Storage capacity Info

2000 GiB
Throughput capacity Info

© Recommended throughput capacity

Specify throughput capacity

EATEHERE , SR LUERE—EESSDELHDD.

FSx for Windows File Server 12t E7E& (SSD) MBEARZNEF (HDD) 77K E, SSDEFE#HRITAT
BEEMENSRBRBERNITEAR , S BHEREE. BALEB I EAZENBESFRARERF. HDDEFIR
AT Z2HIEAE , 8BEER. AFPFANSIIXHRZEURNAERRSE, BXEZER , 55H
FEREEEREEIERZE (p. 21)0

ERATEHBEY BAANHERENEHERE (LGB AN )., MBEEEHNR SSD 744 , FHA
32—65,536 2 EHEZERR. MREFEANIBEEEM , B A 2,000 B 65,536 2 BHEZEH. 4
BYXYHREGE , BN REEESNEFEHAE. BEXEZEE , BoH EEBEHEAE (p. 112).
REGHERERENRERE. FUHEREERE XK REHN ARSI EHIEN ISR

B, XEXGE . ENFUHEREREETRERNEHAE, NREEZSEERLEUNETHLRE ,
BERIEERUHERE , RABEERE—ME. BXREZEER , 1851 FSx for Windows File Server 1%

BE (p. 141)

Note

MREBAXMHHRER , WBHERE 32 MB/s RESHELE, AXESEE , B2 &if
M (p. 89)0

BIRNGRGE , BRULENBRESESCHUETLE. BEXESELE , BFSH EERHESR
£ (p. 122),

EREZERE2TBAF , ERESXHREXREKN Amazon VPCo NTFARANITELY |, BikBERNBRIERH
[E— Amazon VPCAmazon Directory Service B &K Amazon EC2 3£,

BEATVPC 224 , EHEIA Amazon VPC WENIAZ A SR MBIRE & PR ARG, MRER
BEARIANZ24 , FERARFUTANFNIATAEINZLAF

a. AIIBAT AR AN AV ER B T iR O,
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F1F HEXHRS

1.

12.

o
UDP
TCP

%0
53, 88, 123, 389, 464
53, 88, 135, 389, 445, 464, 636, 3268, 3269. 5985, 9389, 49152-6¢

ANEEMP IR XA RGN E PRI ESSGIXERN 1P it L £4A 1D,
ARSI A A VPR AR BEEEMAXHRLER Active Directory, Nt , EHATHATHREZ

<

« AFHWERE
PE E

« RVFHIER

ES
Z|
=

Note

| SIEMRBE R 24 IDAmazonitE AD B %o
|5 B8R EEH Active Directory IR HI85 B EY IP i,

EREEBERT , BaEEE % T B M N Amazon Managed Microsoft ADZRINIZ BV Z 24,
MRR , FRRKLZLEAEEMENAEAN , BLAFRE Amazon FSx XHREHWRE.
BXRFAEAUMANNEZELR , 5 Amazon Managed Microsoft AD %t 3R 54+ # #9 Amazon
Directory Service BB 5.

BXEZELR , B5H A Amazon VPC #TXXH RS TEEEE] (p. 163),

MRERZURAXEE (BESASRS5) , FAREEFRNEXHFRSENENRZHFMEZ A XHRS
BFNE. ZTARBER - NMEXHRSENEAXMRSH  SMNESHBEECHTARNTH
o

BT Windows S IIE , A HITUTIERE

MBS HERZEMABREEN Microsoft Active Directory B Amazon , #E#AmazoniE& Microsoft
Active Directory , R/ EEHAmazon Directory ServiceFIRFPH B R, BEXEZER , HSH &
FSx for Windows File Server H £ Microsoft Active Directory (p. 22).

MBEREFXHERZEIMA B REER Microsoft Active Directory 15 , 5i%1% B BIEE M Microsoft Active
Directory , # REHES B RIEHRUTEAEGE,

+ Active Directory HI5E£REF B

Important

FWFETARKX 2 MFEZTHRXXHRS | Active Directory BB TAEBE 47 MERF. R
H3E A FAmazonE E M BHITE R Active Directory A,

Amazon FSx EEEEEZER NI REZEM DNS IP ik, FX3EEiS BB M M <#t1TiE
¥, Kk, BFEH VPN, VPC & HE, EZ Connect 2 H 3 M%< <Bk,

+ DNS ARs585 IP sthut— 3849 DNS BRSSE58Y IPv4 st

Note

249 DNS RS 28475 A EDNS ( DNS B9 BHl4I ) . 1R EDNS WEA | LahTE 0l
# Amazon FSx MX#XR %,

« [RE K AP E— IA Active Directory FIREIK A FZ, Y2888 0RRER.
- REKFZEB— RSKSNEB,

- BIARBE— RSKFHEB,

(i ) HLAEN (OU)— EMANGRGEHNAL RV T HBRSE,

(T ) BRIHR
R

RE

R 4A— Active Directory FAI A EEBE X4 REWAN B RIAAR “HE

9


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_getting_started_prereqs.html
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F£25  HEHNXHLZMAT
1Z1T Windows Server #J EC2 3£

13.
14.

15.

16.
17.

18.

19.

2%

FFME , ERE aws/fsx (RERE)NWEREREMZRHEE,

ERATIMENER , MAMBERT , ZBAXKHEFIT, BXERANEEXHHTEEZNER , S0
BEXHRENBRAX4HEER (12FE ) (p.92).

ERTIHRMR-TES , MAESEXHREXKNWAE DNS 3|8, XTEENIBEERNITLRE
W% (FQDN). BXEZELR , BSH & DNS 5/E (p. 82).

& FBackup M-k , REMINRE,

ERTHRE-TMRNF , SARNELERSRAMEENXHRE, RERBHEERE, HiENERXH
RENX D KNEHREXN,

ﬁ#¥ NeXt ( —F_ZE ) o

REVNBMHRENEHLERNXHREERE. FIRVUEXHRERTUBHNIHREIRE , U
2%, %% Create file system,

£ Amazon FSx Bl X#HREE , EXHREEFER. #FEAttach , HEBXHRENTE2RES
B, BREFENIRPEERT,

 F IR A HEZ G 2= 1T Windows

Server By EC2 =4l

WMIE , B LU D% FSx X REHEFRBEMET Microsoft Windows 9 Amazon EC2 SEHIIAZ!
Amazon Directory Service B &, XHHENBEMREXHRENBEHTE.

f£H GUI £ Amazon EC2 Windows 4 LB ST H =

1.

2R

1£ Windows 3l EEH XU REZE | SHE T EC2 3546 34FH tn A F)Amazon Directory Service for
Microsoft Active Directory. E#{TE1R4E , iHMAmazon Directory Service B2 15 :

« T MA Windows EC2 3£

« FZIA Windows £l

EEDNEHEN, BXESEL |, BESHERT Windows 2489 Amazon EC2 A F iR hEEEH
Windows 3£l

EER, TAXHRREES,

ESMBEED , ITANLETY (AT REMEARGEEFBRETMEIRIER.
BEFRIER BV IR B 85 2 R Drive.

WA LAE A Amazon FSx 7 ELEYERIA DNS AR A B 2%EFH DNS 5l & RS XM RS, AR

NBEFABRIA DNS BRRE XHHE, MREFEH DNS FIBMA XM RE | ESIESL 5 £/ DNS
BBRBRXHERE (p. 152).

ERTXMHRSD , WMAXHRS DNS EHRMAZTER, RIANWL D FSx HEMH \share. BAILUE
Amazon FSx $24I& F#E] DNS &%5 , https://console.aws.amazon.com/fsx/, Windows X#RE 28 >
MEM L L0 , REEMB F CreateFileSystemZE L DescribeFileSystemsAP| &%

« NFMARNETAXXHERGEAMazonEEWEEZI B , DNS B TR,

£fs-0123456789%abcdef0.ad-domain.com

+ XFIAZBE Active Directory By £ Al FIX X RELURAEMS A AR RE , DNS BT AR
o

amznfsxaallbb22.ad-domain.com

BN | WA \\fs-0123456789abcdef0.ad-domain.com\share,

10


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://console.amazonaws.cn/fsx/

Amazon FSx for Windows File Server Windows B P15/
F£3%5  HBEEANHGHRE

7. BERRBNEZHENHERNENER  AFEEFinish.

kk ’i“liﬂiﬁl—ﬁ'lj{q:/\?

ML A ZRET RIS, T Windows REPMEMEME X —HEAXHHE,

HFIEER XA RESR.

ENARRESRFE—LRANR, M : world Hello, World!
Pz REIENXHERLZN R BER,
FERAXHRREESE , SN RAZHRIINRTFN IR,

3 B XHRE

D , LEBHLMER Amazon FSx XHRGEREXHLAE  TUANERTER. MABRT , BAEHS
EXHRGN 30 2HEHEOMAEHR, BE  SULBNURASBEDNED. BHAFESLX
BHENRE, BXEAENNESEL  #SHEN.

Mzl B eIZXHRENZ D

MITF Amazon FSx #84i) & https://console.aws.amazon.com/fsx/.

EEH SRR |, ERERARET BN XHRENET.

MEBERIET+ |, R XHREGBERD.

EREZE AT ANNEESD , EHZONEH. LBHKRSZSAEE 256 4 Unicode 8 , BIFZ=HK.
FRUTHERER : +-=. _/

i%32 Create backup (BIZE&11).

6. EEIRPEFEMEZND , UMEREXHRESBMEBRER , BEBER.

Pobd -

Ao bd -

o

MR o RRSHRENCZERCIRNEES, XTRER/LOHNNE. HFHATATERAN,
ERABIFER N AR,

-2 . S 15 5 E] Amazon FSx for
Wlndows File ServerAmazon DataSync

NEMLEELE TERT Windows XHBREESH) Amazon FSx B IEHRE , &7 LU Amazon DataSynctt
WA RS S Amazon FSx for Windows File Server 2 [8]4& #i 3 44

Amazon DataSyncREiEE MRS , UL, BRI MRERMFEREZ BB NE FIBEOLE
FMAmazoniEF Internet ¥ 1THY 174% BR % 5 Amazon Direct Connect. DataSync B LAME#I R B9 ST SR AR
MHRGEHBE , fi, AN, REBRIEERR,

' DataSync B, [LEX T Amazon FSx for Windows File Server & , & FSx for Windows File Server #J
Wi B, AT BUAE Amazon FSx for Windows H6 BRI B AL 4 T2 M0 10 B 2 B (5 W S0, 28 T R 2%
B8 , %% Wﬁﬁﬁ {37 i& B Amazon DataSyncH P #5/.

5 A BRSS 855 B3k (SMB) 1Y , DataSync for Windows File Server i & FSx for Windows File Server. &
&3 B &1 DataSync #24]A = Amazon CLI.

11


http://www.amazonaws.cn/fsx/windows/pricing
https://console.amazonaws.cn/fsx/
https://docs.amazonaws.cn/datasync/latest/userguide/working-with-locations.html

Amazon FSx for Windows File Server Windows B P15/
FABTHI AR T

TTIRBIRY R T

NTUIR , RINVBREEERUATRE :

o BADMNERERXHNRLE, MRILRR Amazon EFS X#HRE , MEZ A LUEE NFS MZA 3, iR
R4 H 41 FEZRXHERSE, ROIXARGIEL TR EBEPONNHRE, ATEEBRRRXHFR

2 F1 Amazon FSx for Windows File &4z,

s XHEHENER XHRE, ™MIXGRESEMNTABBEREP OGRS, BEEERRHXHR
£ Amazon FSx for Windows File &%, M&R3%4H\ FSx for Windows File Server X# &% | iHolE—1
XHRE, BXEZER , BSHE FHEER Amazon FSx (p. 7).

+ %2 DataSync EXR, ETHMEZEE , 53 DataSync HE R P Amazon DataSyncfl F 5.

MREEFHENANET , BAIRN TR 858,

A DataSync ZH XN ERTSR

EfE M DataSync FXHNRUEEHIT BARUE , FRITUTEERSR !

« ERWIRRRTHEABENR , RERE.
- BIEHEERMERUE,

- BIEHEBEES.

< BITHRES  BXANRERE B AR,

BT #F A ST MELE AR i ST R 2B FSx for Windows File Server , 1§21 A"l DataSyncH
#Amazon DataSyncfl F #5F2.

WE T B S NIE =ik X R AEH B FSx for Windows File Server , {52 B2 DataSync JF4%
EERE S Amazon EC2 5|9 Amazon DataSyncf PP 5 E3.

Yaray . E=E pL/ BN
Lo BB AR
SERALGI G , BRHITOT SR EE S AR H 153 429 Amazonaccount.
BREIR
1. 1£ Amazon EC2 #£#l& £ , K ILBHXHl, BXRELZELE , ESHE . KIEEWHIHHNERT
Windows SE#I#9 Amazon EC2 F 1§,
2. 7£ Amazon FSx ##l& L , MIMRXHRS. FIEEZROENFESIMER. B2 , BNAZTEMBRF4
BHEM. TESBETHIRE

MITFF Amazon FSx 2l & https://console.aws.amazon.com/fsx/.

ERHEERFHERP , ERENEET BN XHERENER,

33F Actions , 3% Delete file system.

ERBRXHEREET AN EES , RELRSEUBRRAZMN. WRXH#MY , BARAZHIREM
—NEM. F11 B30I 2H &5 TR,

Important

R

AUBE &R RSE, ENREREK , RINBVWECRRLEH. OIRERN
E—BREREAEET , WU R &OMEMFhIROZ M0,

e. HEHRHARRREXAAREH IDXHRE D,

12


https://docs.amazonaws.cn/datasync/latest/userguide/requirements.html
https://docs.amazonaws.cn/datasync/latest/userguide/getting-started.html
https://docs.amazonaws.cn/datasync/latest/userguide/ec2-agent.html
https://docs.amazonaws.cn/datasync/latest/userguide/ec2-agent.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/terminating-instances.html
https://console.amazonaws.cn/fsx/

Amazon FSx for Windows File Server Windows B P15/
Amazon FSx X#REIRA

f. IREMIBRARLS.

9. MHRSUNEHMER  EEMERDCRSESINRERD. BRXHERSE  ©RT2BHIAEES
EIAR F

h. ZE , BABBIBRAI X REFHENEMAEH. EEMNSMP , EFEZHD.

i MERHERS  ZREERERONEARE0XHRE IDENERIBRIXHERS , REEER RS
1.

.o XEXEE  BERFZFOITAXNERE. RIFETPMERZD ID NERE , REEFNERED.

B9 Amazon FSx XH RS MR K B o1 Z P 1E S 41 ER.

3. MR{REIE T Amazon Directory Service IR W BFIEL 1 FFIAEAM ERE M (p. 145) , &
ALUEEMER. BXESER , H25H . HIBRE FHHAmazon Directory Service BB ER .

Amazon FSx X4 RSIRS

ZALAE A Amazon FSx 12 HIAEFL D FSx XU RS RSAmazon CLIT A X HREHEF APl
fEDescribeFileSystems.

XHRGRTS iR

AVAILABLE NHRGATEERE , TiERBRER.
CREATING I 5i#h FSx IEFE 6 — M X RS,
DELETING Amazon FSx [EFEMIBRINE X4 R 5.
UPDATING XHRGEERITEF RENER,

B EHIR BT Active Directory IRER £ , XHREELL

FERRRS. BN XHRELHTTARNEIRE
KAAMHRE , FOTELTERY . BXRE
AAMNER , BE2RAXHRSGATHEREER
A (p. 195).

HIREE _TAH BT Active Directory SRER &£ Tl , XHREY
HAAH. BXMETAMNEER , BSAXHR
G T HIREBERE (p. 195).

FAILED o XHRECKM , Amazon FSx TEMREE.
o BB SIHRSET , Amazon FSx oI EHH
XHRE

13


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/simple_ad_delete.html
https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
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TENHERF

Amazon FSx for Windows File Server

MNXIFNEFT . HEGEMNRE

BOULERFRE PN EZ I IFNEFIRMA LT\ Amazon FSx X#H R ZiAmazon A R AN IR 48
3

s XEWNEF (p. 14)

 XENHRAR (p. 14)

- XEFHIER (p. 16)

XENEF

Amazon FSx XM EMITERFIFIRERGEZT BN NGRS, CENZHESRS ST HER (SMB) th
W (2.0 F3.1.1 KR ) #ATHERSEDIX — B4R

AT AmazonX #FitE= 615 Amazon FSx —i2fFF :

+ Amazon Elastic Compute Cloud (Amazon EC2) 3kl , X LK 5@ FEHREX Windows, Mac. Amazon
Linux A Amazon Linux 2 35fl, BXEZER , BEH HEXHFEE (p. 49).

+ Amazon Elastic Container Service (Amazon ECS) B&§. BXEZEE , HSH . FSx for Windows File
Server & H Y Amazon Elastic Container Server Jf % & $5/.

+ WorkSpaces £l — ETHEZER , 52 HEAmazontE&E i 7IF FSx for Windows File Server 5
Amazon WorkSpaces &&# .

« TS AppStream 2.0 56l — BEBTHESEER |, B3 HAmazoniBE i F4¥ Amazon FSx 5 Amazon 4
& AppStream 2.0.

+ £ VMware Cloud HizfTH E A HlAmazoniiE — BETHEZEE |, 55 EAmazonfB &M 7 VMware
=HERA FSx M A ZEA T Windows 4IRS 85 H X4 AmazonhiE.

YL TRERSLZS Amazon FSx && 1A
+ Windows Server 2008, Windows Server 2008 R2, Windows Server 2012, Windows Server 2016 #l
Windows Server 2019,

+ Windows Vista, Windows 7, &/ 8, &F 8.1 1 Windows 10 ( 2% WorkSpaces K Windows 7
Windows 10 RE&ER ) o

o Linux , fEfAcifs-utilsT &,
* macOS

X FRIEIR A
WA L AR 7 8 535 F 75 %5 Amazon FSx &6,

fE A BRIA DNS B R B AR RS

FSx for Windows File Server I8N X4 RGiRMIHE RS (DNS) B, B SIEA L DNS B ITE S
il £ B3R 3 25 A RFR ST E| Amazon FSx XH#HZ | LUiAE FSx for Windows X RFBF|ENHRG. ETHE
ZER , FSR FEAME Windows XHHEE (p. 49),

14


https://docs.amazonaws.cn/AmazonECS/latest/developerguide/wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/wfsx-volumes.html
http://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
http://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
http://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-with-amazon-appstream-2-0/
http://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-with-amazon-appstream-2-0/
http://www.amazonaws.cn/blogs/apn/storing-and-sharing-files-with-amazon-fsx-in-a-vmware-cloud-on-aws-environment/
http://www.amazonaws.cn/blogs/apn/storing-and-sharing-files-with-amazon-fsx-in-a-vmware-cloud-on-aws-environment/
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5/ DNS BB mE X HRE

Important

R IR A HLER DNS /E BRIk DNS , M| Amazon FSx XA X R Z5EM DNS id%k. MREEA
MRE%E=7 DNS , MK Amazon FSx XHRLEFZHZE DNS £ B. AXEBRERATXHRSE
WIET IP it MER , ESFIREUA T DNS (WIEH RS IP ik (p. 46).

EEHR DNS E# ¢

« B S FSx BFIEH , EBEXMHRE , AREFRFMAFEL. TF DNS EMMEXNRZLEH D,
« & , EEE FEECreateFileSystemE ADescribeFileSystemsAP| T3

NFMEETRAXEXHRS , ZMA T AmazonEEMEESN HF , DNS BRI AT
7~ fs-0123456789abcdef0.ad-dns-domain-name

X T MABE Active Directory AT B R ] XX HREUAREMS AAXEXH RS , DNS H#RW A

7~ : amznfsxaallbb22.ad-domain.com

5 DNS £ #H T Kerberos & 78 iE

BINBEWEEERANERFET Kerberos B & MR IIEFINZE S Amazon FSx —#2# A, Kerberos J1/E XX
HRENEFPHEEETELZSNEHRII. EH SMB 2iEFEBAE T Kerberos Y B3 1E 7 hn 2545 % -h A 2K
& , {5 A Amazon FSx REM 4 RS DNS BT E SN XHRE.

MBLRERZ BB B T S\ EBE FAmazonfE A Amazon FSx Remote F£& Microsoft Active Directory 171
Active Directory PowerShell 55/ Kerberos & IE , BUAER P EAIMERINFE BEA A RE, §
REZER , B2 . BLE Kerberos HMIEZRINF (KFSO)FE Microsoft X#4H,

£/ DNS BB HRXHFRSE

FSx for Windows File Server RIE T LLAR BRI X HRENENXHREIRM DNS B, BETUBES
F Windows X RS8R EM FSx SEM BB K /Z AX Amazon FSx B9 DNS Z# VG RINER , M2
Amazon FSx |2 #Y ERi\ DNS &

£ DNS 315 , WA LU Windows X4 HERERN B L S FSx , REUEFEHIE DNS BFRiGE
Amazon FSx LHI##E. DNS BB EAUFBEAEENNEN , N ER M EE T EMMNARFEEE
Amazon FSx X# X%, BXELELR , 5 H B DNS 514 (p. 82)

¥F DNS %1% 5 Kerberos 5% iF4 S F A

RNBWEEEALEDFTET Kerberos B & B IIEMINZE S Amazon FSx —#2#E A, Kerberos J1iE X
BRENEFRERTELZSNSHRIE. ERNMEH DNS 3185 Amazon FSx & i3 H Kerberos &
BRWAF | BUTTRINE Amazon FSx X4 % £E Active Directory 1T E ALY R L&Y DNS BI& 5 R BRS 145
# (SPN),

&I Active Directory FIREBEU TAEMII R (GPO) , B LULREFIFEH DNS JBFE X4 RENEF
U1 f Kerberos SN

* BRI NTLM: R NTLM JRE & H BIx 2 IR S5 25 A L R R B AT R L REF M T EALENZ 1T Windows #
ERENEMZRRSFNEE NTLM RE,

o BREI NTLM: 33 NTLM BERINEER SR HIA-FERAL R EEQRBA TR IR EEZMEHA NTLM 575K
FHTTR RS ERMBIANGIR |, MEMELL  BRE&I NTLM: 5F NTLM REE H BB RES B O R BEF KR
B,

BXEZER ,BESF BL 5 £/A DNS BB THESXHRLE (p. 152).

15


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN

Amazon FSx for Windows File Server Windows B P15/
& A FSx for Windows File Server X4 % £: %1 DFS @4 228

. . P
{#FH FSx for Windows File Server X4 %% DFS #p
% Z2[H]
FSx for Windows File Server 5 ER M2 MR XH4HRS (DFS) B ZEH. B LEA DFS W58 2=
BN RE LN XS RAZALARN - MNATHRBINXHABEENBEAXHRED (HBEE ) F. B

£/ DFS 5% 22 (B P B9 B FRR 15 E] Amazon FSx XAFREE , AR H 4 B AR BN XA R5H DNS &
. AXEZFER , S £/ DFS i B ZHXN SN XHRGE#HITOA (p. 131)0

- = v
> Ry PRI
BALMNEXHRENTE— VPC FHBRRBFRIXHRE, BXRELEEMFEMHR , ESFEESL 1. K
fERR TRREZH (p. 145).

R UMNAE T RMTE VPC FEIFRTIF 2019 £ 2 A 22 B2 /RAIENXHRE , AmazonlkF |, &
AmazonXi, TR T Amazon FSx XM BN RFHRFEF R AINIRE , BEBRT XHRS

R e N
WF.. R Wi 2019 £ 2 A 22 AZ RGN/ 5 2020 £ 12 B K1 2020 & 12 A
RE 17 B2HIBIBN X 17 HZREEIENX
B2 B2
EHEFBESIHR
b v v v
BIBXHREN
VPC K93 CIDR #t v v v
BB HREW FAa IP it EF,
Y#%B) CIDR BRFC 1918
VPC H#8h BREC1SIB0 gy
T CIDR $35
H At CIDR X% + 10.0.0.08 B3 -
HER % . 172.16.0.0/12  198.19.0.0/16
. 192.168.0.0/16
Note

EREFRT , BUESEFERAIELE P tuSEEMNAHTER 2020 F 12 B 17 B2 a8l H
XHRE, Atk , EMNXHRENZOFER—IFTN XGRS, BXEZEE , TSR F£AF
% (p. 71)o

BTXR , (ROUUKEEXRMANAREFTRE VPC 5 RI{REY FSx for Windows X IRS88 MR EHE
B, AmazonlkF , siAmazonit:[X,

MZ 15 8] FSx for Windows File Server X% 4:

FSx for Windows File Server %334 FlAmazon Direct Connect® 4Amazon VPN LA {E M s #h 11 & 2477 8] 32
H-FR %, HxX¥FAmazon Direct Connect® , FSx for Windows File Server R REH M2 th IR 38 & 53 & F M
FEIEFE X RS, B>x%iFAmazon VPNH | FSx for Windows File Server {48 B 2 NGB
BN IR F 778 X RS,

ST RIE RIS Amazon FSx XAERFXHE VPC 2/ , BALUEA DNS B3 DNS & HHE
MRS (RIXE BB VPC PIAYTHEESSHIARRE. 3% Amazon Direct Connect NESEE , H5H
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http://www.faqs.org/rfcs/rfc1918.html

Amazon FSx for Windows File Server Windows B P15/
MNE—/NVPC. tkF=hifFE FSx for Windows
File Server X % %tAmazon Web Services X 15

Amazon Direct Connect Fi FF1ER. BXIREMNE %S S Amazon VPNIEEE | S VPN EZH A Amazon
VPC User Guide.

FSx for Windows File Server i& X3 # ] Amazon FSx XM SRIZMEIER . Tobs th M A b i+ Z S 45375 7]
=M FSx for Windows File Server X#HHZM vSx, BXEZER , B2 . T Z# FSx XHMxAF#E
3]

M5B —4 VPC, k= i5E FSx for Windows File
Server X% 4:Amazon Web Services X 15

IBELAMTE VPC T E =S5 R FSx for Windows File Server X% 4. Amazonl ™ |, s{Amazon3k
BESNXGEREXBENXE, Atk , SALUER VPC NERESRFEMK, #H VPC W EEESHPEN
XREE VPC Bt , —N VPC FEITESRFIF LG R 5 —4 VPC HfY Amazon FSx X#R &, ElfE VPC B
FTREMKS , HEBEE VPC HEETFRMEK, A |, th A LA Tk 5 [E Amazonit X,

—AMNVPC NEEZERFN VPC ZEIMREERE , B LEAFAE IPv4 2 IP FRZ 6 (IPv6) tutE@H A VPC
ZEBHRE, BUUEA VPC X EREEAmazonXF = 2 BlAmazonitt X, Ak VPC HEMESER |
BESRT LR VPC X4 ? HAmazon VPC Peering Guide.

hEMX BMEFHEPL , BAIAEREE VPC MA# Mg, BXERA VPC PENXNWESER | FS
%) 35 < A [T 5 Y Amazon VPC Transit Gateway.

RE VPC NEBEHEAMMRERES , BT UERAE DNS BHBRNHRE, REEXEK VPC AWITE
KB RATRIRE—#E,
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https://docs.amazonaws.cn/directconnect/latest/UserGuide/Welcome.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpn-connections.html
https://docs.amazonaws.cn/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://docs.amazonaws.cn/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://docs.amazonaws.cn/vpc/latest/peering/Welcome.html
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-getting-started.html

Amazon FSx for Windows File Server Windows B P15/
ERBETARSSATARGREIE

AAAEEFAY  BEAXNZ AR
X3 R

Amazon FSx for Windows File Server 2 iFMI X HREHNBRE - B ARMZUAK,
Note

ZAARXHREETE (4R ) KEPFRTHA,

EFERA AXWNE A A XX HFRGEE

NFEATARXXHRS , Amazon FSx 2B ETARX (AZ) REHEWEE , URFPBIERSHFHREN
¥, sk "“EE#HI‘" HEHIHENEDEREMEMAGH, ETAX 2REFT—RNETARXX
HR% , ¥ SSSSD M HDD 7. £AAKX 1XHREXHE SSD 7. Microsoft Z AR REE H
(DFSR) AR fEFA BENX DNS %, EXMH4RG4YF . EiRA4ERBRURTAXTTAN , £TH
XX HREFTATH,

SHARMHREXFRETARXHRENAEATRESHA MR, W, SN EERBEFENKIE
TR, MEEXHRGER. ERENAFERRANRTARFTANGENL, £ TAKSE

# , Amazon FSx 2B EFARTARXPREMETF ZAXHFRS R, EABHXHRETNHENEME
WFETARESEHEEAK, MRHTHRIGBIREP % &K I ES R Amazon FSx B3
HERBRRHE X IRS SR  EERBENRITF THRER T REHRBIE.

NTERHAE Windows XHHFEEESTAMNASHESTHEAR  BEUERSTARXARSE, WTF

FEZUARBRARNSTAMH BEBEEANTUNEHRNO X REZHPREN THERR , £TH
XX HREAUREEBEONL. RINMERT , Amazon FSx BRBFZHAIE XH RS

BRI 5 R

T&R¥EE®R T FSx Windows File Server BIEF B A .

Deployment SSSSD HDD 7% DFS DFS &4l BEX CARE
type (38 F 2= [H] DNS &%
FBRH)
BAAKA v v v v
BUAK?2 v v v v v*
ZAAKX v v v v v*
Note

*BREANESTAKX 2 XHRGELEIE CAXE | BRI SQL Server HA HBH 2 ATAX A
%thﬁﬁﬁ CA /\?-0

FSx or Windows File Server

MREIMATE-ER , ZARARXERGER BN EE RS SRR RSB R RAXFRS R
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Amazon FSx for Windows File Server Windows B P15/
Windows & i E fU R EH# B AR

< AKX
© BEXARSBHRENTTM.
© BENXHRSBRITIRINES,

YN RS BRI FENIRE S — AN XA BRSSBRET |, FEES XA RS BR 2 B T AL AT A XA RS

MIRBER, HEEFNHINRRTAN , Amazon FSx 2 BB EI it F WP BEE 4RSS SR, ME
SEH XIS R LR BIMEE & A RS EmARNEDRS , HERBBEEE 30 AT, EIEFR
BMEAARXEERAUETS 30 WHRBERTR , HAREEEEFRNIHXHRIFTLMERTT 2K

%,
ENHREHTHERNEINELEREAR , /0O TEESEF , Amazon CloudWatch 45 7] B2 & B A A
Mo

Windows & i L SR B K50

HM =N BRSS SRR IR BN 5 — N X BRSSERET | #RYES RS 2R 2 B3 T 1AL T E X REH
REFER, BEFRPNFRAARE , Amazon FSx & B3 EY)H B 7 MR B % RS 2R BT X4
REH DNS EMERFAE , R HETHRX Windows NARFRERAN , XENARFLEALTMEAIT
RE X HRGRIE, NEED ARG/ ERNFHEDEAXHRSFARIEDRS , HERBEEHE
30 MMM, ETIRIRMKSATAXEE AT NERE 30 WHNEATR , FEREEEFRPHXGRS
REEMERT2KE,

Linux & im £ SEHE B4R

Linux FF iR AXFET DNS WEZ B R, Fit , EHEXBHNR , SN0 ERIZRAXHRS
o HZTARXHREGEHEREDNETEFMINXHRSRRE , ©IFEIMEXHRERAE,

T X R G £ R Y4

BUUBESERZTARXHRENELRERNZEREEE, YEESAGRENETHERE
Bt , Amazon FSx 241 X4 R AN XHRSER. STARXHRASENHERBIHEIRSES
M Amazon FSx £ A B EEN RSB/ XGRS . RS, XM RELBEHHRERERFHERS
8% , Amazon FSx F& BB S 4IRS 85

BRI LATE Amazon FSx ##1A. CLI F1 API PR FHEREFTMERNHE, EFRUITRE , XHFRE
HHEVRIMNERS S , HEERETEHRSHE. EXBAGRENETLRENLNBEREENESE
B EZRAEEFHERE (p. 122).

FAETAXANZSTAXNGRSE TR
7

LEBIE VPC B , ELBEZXEHINMETAK (AZ), TARX 2RI N T LAFERE Hib o A XAV HEN
TRAMNE, FRl8 VPC 2FE , BUUESNTRARFRFIM—NRZINFH. BRI\ VPC EENTARFE—
NFR, BNFRBYUATENT—INTAXZA , TEHEESSINTHARX, S22 THKX Amazon FSx XX #
RER , BREBEAZNBREEBE—INFW. BRENFNELTEEDNEXHRENTHER,

HEZTRHXXHRSEN , BEERNFN , —MNATEEXHRSSE, SERARNDNFRLAMTFR—T
AXAFHFRETRARXFAAmazon X1,

X F in-AmazonM AT , BMNBWEESEEXHRSHERNTARTEHE K , ARARERDE
B,
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Amazon FSx for Windows File Server Windows B P15/
XHRSEMEMEED

MRS EMEMEED

L& Amazon FSx B} , Amazon FSx £E — /N2 3 14 M 2% 3 0 Y Amazon Virtual Private Cloud
(VPO)ZREEHW X HREXEKN. MEZEOATENE S FSx for Windows File Server R4t %M &%

A# M ATE Amazon FSx WIRSSEE AN , REZZHNIKF M VPC W —E89 ., SWARNXHREER N #EE

MEED , BNXHERFZBNRE—. BHHXXHREE —{elastic network interface.

Warning

BABERBMBREEN X RERRNBENEE D ERIMBEMBEOTELKSBKARZKR
1EH VPC MIGH X H R &2 R ERE,

THRCET FSx for Windows X RGN HR AT BRAEM FM, elastic network interface Hl IP itk %
R

NHRGERBRE FRNHE EMEMKEONKE IP sth it ¥x
BOUAKX 2 1 1 2
BAAK 1 1 1 1
ZU AKX 2 2 4

BIENHRGE  ERRXHRSE 2z, B IP it FEER,
Important

Amazon FSx X EMNAHEBRMIFRINHRE , U RA XN G RERERE N H Internet, MR
P etk ( TNEBMIGEMNAE IP ik ) EEFXH RS elastic network interface , Amazon
FSx 2B FESE,
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_ElasticNetworkInterfaces.html
https://docs.amazonaws.cn/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.amazonaws.cn/vpc/latest/userguide/what-is-amazon-vpc.html

Amazon FSx for Windows File Server Windows B P15/
ROEHIM IR IR FHANELE

£ AL 5% FSx fL{L BN

FSx for Windows File Server 12t 7 ZTIh&E , AI&BHERIBR AREFEREICEFERERE (TCO), &H
DUERF#ER (HDD =% SSD ) , AR NARFHRAAFN ST RWELFH, ZUURTHEIELE
SE#AESTIERE , BMMLRAE, o\, BUERAEEREHRIEE , B ERXHRE LN TREE
REACEE R A

E3 ]
s RFHMIZFEFEMELE (p. 21)
s BALTFHERA (p. 21)

RBMIM Y AR FENELE

8B FSx for Windows File Server , A UM VEEXHRENERIETHLERE, XFEEREY R F I
EWRP AL S, fln , BALUEERS (BEREEY ) IEAHRBRRAEF#EIENRINEL
BE, UVETHRENFLERLR, HE , FABS—NIF , BAUEBRAENBRONEHBAERHUAES
HAEE, FEMNALERERTEXHRSELEFNNFEES. BAIUFAXHRS S LHREEFR
{LEZHFHEBTERIMERE, BXEZEE , 1S FSx for Windows File Server #8E (p. 141)o

TR LA EMRBE L EHERE , NTAFEETH T HEEREMRREYE. BXEZELE , ESRE
ERAHERE (p. 122), BIBEXHREE , EUNLENEMEF#HTZHE, BXESERE , BEH EB2F®E
2 (p. 112)e

IR RSN
B LEE Z AR EA Amazon FSx {E{LIE KA , I T ATk,
FERF#ERBEACRE

FSx for Windows File Server 2t fhR B 176 — EA 2T (HDD) MESES (SSD) , FEEEB L
RAMEREAHE R TEARER, HDD ZHZITATI ZHNIEAR , 8FEXER. ARANITHAEUARA

AEBRS, SSD #MRITATREHANKBBERN TEAE , BFEREE. BEELEIEAZNKE
PHMMARERF. BXEZELR , BS . LR (p. 141)MAmazon FSx for Windows File Server E4.

{55 F B & IR BROL 1L 776 B AR

AREBFEEEEEATREE , XEMTHREFREER, fiW, AP XARZTUERE-XHHNS I EIE ,

HENAPF#E. RETRAZTTUESWS SR | REZHHIXA MR IR &0 BUBE T 7T R
BREKBEFERANESHRENRY TENXHRS, ERAESRERKRDRERS  ESHERNRRERE X
BEENEEHRD , N BIRDBHBRITREE. AXESBIERFRAR MAEHE A Amazon FSx X4
RENEZEER , ESHESHEME (p. 104).
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http://www.amazonaws.cn/fsx/windows/pricing

Amazon FSx for Windows File Server Windows F FF {55
f£/ Amazon Managed Microsoft AD

1£ FSx for Windows File Server &
1 Microsoft Active Directory

Amazon FSx 5 Microsoft Active Directory (AD) &4 , 52 A Microsoft Windows IR E# T
Ao Active Directory £ Microsoft B &R , AT HE#EXMEZLNRNELR , AFEEEANAFRBNER
MEARER. XENKEESFERAZRE , flMXHRSER. WEAFMITENKS,

f#  Amazon FSx BB X R &Rt | B LUFE N A Active Directory B LAUREF P B 318 IF LA K X F13C
HREBHEES, RE , EH AP ALUER Active Directory FEIE R 54X B S #THHRIEHF
B Amazon FSx X %%, AP ERIE S B REHI EANXHFXHERN TR, ik, BaLUEHR
B R AR X I B 2215 R 5IR (ACL) Bl BEF R Amazon FSx , M EEEMAEH,

f Amazon FSx for FSx for Windows File Server X# %4 5 Active Directory &M : £/ Amazon
FSxAmazon Directory Service for Microsoft Active Directory (p. 22)#1F Amazon FSx SEEXEHEH
Microsoft Active Directory £&& 1M (p. 30).

Note

Amazon FSx X #Microsoft Azure Active Directory g5 , #REJ LA AMicrosoft Azure Active
Directory.

RAXHERSEBIED AR Active Directory BLBJE , BREFHUTEY :
- RSAPEIL

+ DNS Ar$:E8 IP sthit

BT REE AR A Microsoft AD A T B 14 -

+ DomainName
+ OrganizationalUnitDistinguishedName
* FileSystemAdministratorsGroup

B2 , RUMNZRRIBFHN XGRS , REEZXHRKEH Microsoft Active Directory SE R B iE A & X
EEH, BXEZER , BSH ESL 2 NEHEIBEXHRSE (p. 148),

Note
I B # FSx R #FrActive Directory ConnectorflSimple Active Directory.
ES1}
- £ Amazon FSxAmazon Directory Service for Microsoft Active Directory (p. 22)
+ ¥ Amazon FSx 5 B X &M Microsoft Active Directory &£& M (p. 30)

£ Amazon FSxAmazon Directory Service for
Microsoft Active Directory

Amazon Directory Service for Microsoft Active Directory(Amazon Managed Microsoft AD) E =R T L
KE. SET AKEER Active Directory (AD) B . B E TEREIPEFFEHXLE AD B =,
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https://docs.microsoft.com/en-us/azure/active-directory-domain-services/overview
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/directory_ad_connector.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/directory_simple_ad.html

Amazon FSx for Windows File Server Windows B P15/
SR

N R ARV LA LR IE £ 5 FH Amazon Managed Microsoft ADEEE &4 M18% |, HA1E WL Amazon FSx 34
F 45 Amazon Managed Microsoft AD. B X # , /RATLUIRE —MER Amazon FSx HIREARBRE R
Amazon Managed Microsoft AD.AmazonZ - BRI RFWEE. 2E. SR, AHEHE, ZR2MNTEE
R, EEEB T ETAERMIZEA SN IR,

EFIT S % FSx 5#&#Amazon Managed Microsoft ADI& BTG , &R LA Amazon FSx #2#l&, 1124
& BBl FSx for Windows File Server X R 4Rt |, &FAmazoniE & & EWindows R RIFEH S, &
BALUEAREFERANBEER. BXEZEE , BSRA F£1 5 : SIEXHRSE (p. 7)o

BELA T BERTE B REEM Active Directory i8] ( Rt =H ) LEE SRR, MERIXE , B LlF
Amazon FSx X REEZMAZMENBEREEN AD 8, BXEZEEL , 28 fF Amazon FSx 5B =
S Microsoft Active Directory && A (p. 30).

o BETURRERENNAFEMBEREE FR5E, FUHERG | SR LUFEHE Amazon FSx X#H RS
EANARBEESAFPIEN LI AD HF,

Important
NFEMARX 2 MAEZWTAXXH RS , Active Directory 1Bl & R e 47 MNER.
AN
Fo R
1E 8172 FSx for Windows File Server MR &2 81 , EMAAmazonFHEREVUNEHIRBEUTNEEE :

« ERATVPC 224 , BHIRIA Amazon VPC MIBIAR LA B RMEES SN XHRSE, FRRERSD
B FSx XHRGHN FRMZEHM VPC M ACL AiFin O LR TEPFREHEATHRE,
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Amazon FSx for Windows File Server Windows B P15/
SR

FSx for Windows File Server port r
You need to configure VPC Security Groups that you've associated
along with any VPC Network ACLs and Windows firewalls to allow

TCP Ports 88,135, 389, 445, 46
3268, 3269,9389,49

UDP Ports 88,123,389, 464

TCP Ports
UDP Ports

TCP Ports 445
<
FSx for Windows
TCP Ports 59856
<

TRBETSMNRONAE,

24



Amazon FSx for Windows File Server Windows B P15/

FTRFMH

7Y
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FTRFMH

2%

TCP
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Amazon FSx for Windows File Server Windows B P15/
FERRFREMIEESER

2% A

TCP 9389 ™

BR
%, PowerS|

TCP 49152 - 65535 RPC
)
IS
B
%
O

Important

BUAR 2 MFEZTWARXHREHEHEEAY TCP w0 9389 LW HIERE,
Note
MBSBFERBNE VPC M ACL , NEMFAATFRE FSx XA REMTIAIK O (49152-65535) £
HHERE.
o MBREEFTDE FSx XHRSIEREE AmazonfE E b VPC SIKF & Microsoft AD , REHR

Z VPC NEEHF BB XHREN Amazon VPC 2 BIRIEE. BXEZEL , 51 £H Amazon
FSxAmazon Managed Microsoft ADER[E VPC K 4 (p. 28).

Important
B Amazon VPC K& HERNERB M REMN H @ EITFiKD |, 8 VPC M ACL ERixH
ERANF@E LT,

FERTE Tk FSx PRI T & (p. 28)BARIE S Active Directory 332 250,

S = B = 1
FHREMBREEDR
PRAF ST Z 8500 A BlAmazon Managed Microsoft ADIR B, A5 #REE I 2 [6) FF K 1S £ < RAmazon Managed
Microsoft ADSZBIZMEURMEMNBREE AD i3, XF Amazon FSx F ) Windows B RIE , BAFEE
BEERMEE , EPAmazonFE EMEEL FEM,
BHATERINESEEEMNAR , Amazon Directory ServiceFE EHAIBEEEHN AR, 2TRIINEMHER

IEERRER—NFEEESCEEAH , AFQTEFNKFEBERESPFRENERETEORIE. EXR
BRT , Amazon FSx (NEREHHITRE., AR , REEF S HRIEEREEIEH LT,

M1z Active Directory Fi &

EBI2 Amazon FSx X RE 281 , BABIUESER Amazon FSx MK T ERiF 5 Active Directory 13
BHEISBNERE., BXESEER , B2 RiE5S Active Directory 12 HI25HIE 1 (p. 28).

THEXERESERANSEFLEFABY | Amazon Directory Service for Microsoft Active Directory%t3#
Windows File Server fff FSx :

+ ft 4 2AmazonDirectory Service® fJAmazon Directory Service & B {55
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/what_is.html

Amazon FSx for Windows File Server Windows i #&
{# A Amazon Managed Microsoft ADIEREI# VPC =ik = e

« B|EEHAmazonitE AD H ZHHIAmazon Directory Service BB 18R
o ARt Bl EE< RZ I Amazon Directory Service BB I5R
- JEZR 1 JTIRERAMN EIREMH (p. 145)

{# ) Amazon FSxAmazon Managed Microsoft ADFE A
B VPC 20K/

BT LA FSx for Windows File Server U4 % 48 il AAmazon Managed Microsoft ADER VPC & HIE |
NTE—KFATRE VPC R E F, &L XHRE A Amazon Managed Microsoft ADF[EIRY B 3
AmazonfEF B RHEZkKF,

X % 82 A E|Amazon Managed Microsoft ADETRE VPC HIRIESRIUT SR :

BB LKW EIRE,
 HEHSHNE R,
B REMAREZR R,
BXEZER , B5HR . =M E FZFHAmazon Directory Service B i5H.

EiRBMEIE | EA LA Amazon Transit Gatewayst Amazon VPC , ARG 812 VPC W &EERE, i,
ERREAEFFN VPC ZBEHNMAERE.

RERE BRMGREHD | AT AEREE VPC NAMM%, HE6EMA VPC mEMENESES | #5
B R A TR B Amazon VPC R xIER.

VPC WEiE#E 2R VPC 2B MEEE. FHLEE , BB FEATA Internet AR 4 (IPv4)
2 Internet HXARZR 6 (IPv6) thitt , EEMZREHARE. BUUER VPC NEREZVLTHRN
VPCAmazontE XiF sk 2 [flAmazonitt X, Bx VPC WEEENEZFEL , BSRAMTLR VPC XWE 2 H
#Amazon VPC Peering Guide.

XRS5 A E|Amazon Managed Microsoft ADL F S X HREFRNIKFFHE F. METESZ—1
ik = H£ZREY Microsoft AD B F. EHITIIRME , BRI AEAAmazonEEMEESN B R B ZHEEE
ETHEZER , BSRAREZEM E ZH M Amazon Directory Service B IR I5R.

I0iF 5 Active Directory 1212 &l 25 BV & #2

EBIZ A F Active Directory B9 Windows X #BRSSEE X R &2 51 , EAEA Amazon FSx 5&3) B ZRIE
T ERIEE Active Directory iR ERE, &0 SUEA MR F FSx for Windows File Server 5Amazon
& Microsoft Active Directory Sk fi B R EE M Active Directory BLiE, IR HIZRMLEZN R ( Test-
fsxadController Connection ) T &3 H PN ESNGRFIBEZTLEMNSEERE, HR , EHLENERIN—
HAFTE MRS BRE T MR ERIL,

IIE S Active Directory 13i{2 #2589 E 32
1. TER—FMHFE3I Amazon EC2 Windows 3= , ¥ BEEAZSATF Windows XHRS B XHREH

FSx 8948 Amazon VPC 244, WTZARAKXEERE , HEREEEN X4 RSHRN TN,

2. ¥ EC2 Windows EBIMAZMEN B R, BXEZEELE , 5H . FMA Windows i
#)Amazon Directory Service B {ER.

3. EEIEMEC2:Hl, BXESER , BZHEAT Windows EHIH Amazon EC2 A ERHRINIERE
&8 Windows 3£,

4. #FFED PowerShell BA ( EAZTEER 517) £ EC2 kbl L.
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_setup_trust.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-getting-started.html
https://docs.amazonaws.cn/vpc/latest/peering/Welcome.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

Amazon FSx for Windows File Server Windows i #&
I$F 5 Active Directory 1312 485 H i #2

MR EFEZEAT Windows #97E3) B KHER PowerShell BR% , EEAU TN RSB T,

PS C:\> Import-Module ActiveDirectory

MR EREEIR , BEARTHTHITRER.

PS C:\> Install-WindowsFeature RSAT-AD-PowerShell

FERAATH T TRMNERIETE,

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/samples/
AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

FERAUTHSEIT zip X,

PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

4% AmazonFSxCAD BiF R INE L a1 &F,

PS C:\> Import-Module .\AmazonFSxADValidation

iZE Active Directory 24125 IP it & , REFEAUTHETERNS

$ADControllerIp = '10.0.75.243"
$Result = Test-FSxADControllerConnection -ADControllerIp $ADControllerIp

UTRGPER TR AL | ARRDEEBEN LS R,

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success True

PS C:\AmazonFSxADValidation> $Result.TcpDetails

Port Result Description
88 Listening Kerberos authentication

135 Listening DCE / EPMAP (End Point Mapper)

389 Listening Lightweight Directory Access Protocol (LDAP)

445 Listening Directory Services SMB file sharing

464 Listening Kerberos Change/Set password

636 Listening Lightweight Directory Access Protocol over TLS/SSL (LDAPS)
3268 Listening Microsoft Global Catalog

3269 Listening Microsoft Global Catalog over SSL

9389 Listening Microsoft AD DS Web Services, PowerShell

RTFREIERTETURHARESRMBER.
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PS C:\AmazonFSxADValidation> $Result = Test-FSxADControllerConnection -ADControllerIp
$ADControllerIp

WARNING: TCP 9389 failed to connect. Required for Microsoft AD DS Web Services,
PowerShell.

Verify security group and firewall settings on both client and directory controller.

WARNING: 1 ports failed to connect to 10.0.75.243. Check pre-requisites in
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/self-managed-AD.html#self-manage-

prereqgs

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success False

FailedTcpPorts {9389}

PS C:\AmazonFSxADValidation> $Result.FailedTcpPorts
9389

Windows socket error code mapping

https://msdn.microsoft.com/en-us/library/ms740668.aspx

 Amazon FSx 5B =B M Microsoft Active
Directory &&1#EH

WAL BESTE B REEMW Active Directory ( A=A ) LEBEFHMIRE, MERXHE , B

fF Amazon FSx XHREEEMATNENBEREE AD 5. EFLS# FSx 5& M Amazon Managed
Microsoft ADIRE 5 , &R LAEA Amazon FSx ##l& . ERHIA R RIZEE FSx for Windows File Server XX
HRER | EEBITEEMN Microsoft Active DirectoryfEWindows S 3 IIEE 7. REBTEEMN AD KL
TEHEAER :

- BEXrEEHEZNELREES
Note

HETBRXAL L (SLD) 3=, Amazon FSx BB A% # SLD i,
Note

FNFRAARX 2 MFEZATARXXHRS |, Active Directory 13 T e 47 MNER.
- H# DNS fREE8HY IP thaik

DNS fRS587 IP #sk, AD SIRHIER IP tut ME P ImMESATREATER ¢

XTF 2020 F 12 A 17 B 2RI eI BHY XM RS XF 2020 F 12 A 17 B 2GRN XHRE
FEY IP i itRFC 1918%AF IP b SERE - 121 IP #3tSEE , {8 :
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XTF 2020 F 12 B 17 B ZRieIBMY RS WNF 2020 F 12 B 17 B2 E0IBN X HRE

+ 10.0.0.0/8 « B S# Web BRSFHFAR IP ik ZREY IP it
e 172.16.0.0/12 iJJ:AmazoanﬁEo §U§Amazon?§ﬂblz?)ﬁﬁﬂ’9 IP

itk | FSEAmMazonlP it E.

« LN CIDR X#SEEMAY IP shil -
198.19.0.0/16

* 192.168.0.0/16

Note

W AD IR HIBR A A B,
« AD BRSSP AR BMEL | 4 Amazon FSx RXHRSEMA AD 3
o (WE ) EMAXHREHIGHIEL RN (OU)

o (Wit ) EMHERNBUEXH RS EHTERIRENEA, Flan , igidE T EE Windows X4
=, EEXHARSERIXHRLEN ACL, REUHFMXHRNFIENRSE, MREZEREELA , BRIABER
T , Amazon FSx It RRERSA AD BAFMEEERR A,

BXELZ{ELR , HSH A Amazon FSx XHFREE (p. 39).

Important

SR (AR DNS 4 ERIA DNS ARSS |, W Amazon FSx X R X R 55t DNS idH. HRE
ERAMNEE=7 DNS , MEEEHE Amazon FSx X ERZKEFERE DNS &8,

UERNXHREEZNAZBREEN AD 5, #EY FSx for Windows File Server i1 FE— AD # ( &
=, AFMITENN AD BEEFRINENZERS )  H5AFPNMEER (2BNEER ) TFE— AD
B RS ER).

Note

MREBMNFRMEEEL N Z 2, FHER P | FFRIR (B4 Amazon FSx XHRE ) REES
RAFPEREIME AD PR, T SUEERR X HRSEMAEIAmazonEE AD H B #EMEEXR
AmazonfZRIBMREE SNIAENEREEN &
E3 ]

« R BITEEMN Microsoft AD Y IR (p. 31)

« f¥ FSx for Windows File Server R4 A B E M Microsoft Active Directory H#I R 1ESREE (p. 35)

+ B Active Directory EtiE (p. 36)

« A0 Amazon FSx X# &% (p. 39)

-« JREXAI T DNS WY IEB I HRE IP bk (p. 46)

- FEIBEITEEMN Active Directory BE (p. 46)

FEHBTEER Microsoft AD BY £ RE M4

EolEIMA BREEMN Microsoft AD B Amazon FSx XHEZ 2Bl , FRFECHEHEBEUTER ;

+ Amazon FSx MHRAEMAM A b E b B IR EEM Microsoft AD , EELTERE :
o AD 133 #2393 ShBE S BN Windows Server 2008 R2 S E & iR A,
« DNS BRS585 IP st Rl AD 35324185 IP it i~ |, EFEUR T XHRENGIZERE :
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T 2020 F 12 B 17 HZRIQIBZN XHRE T 2020 F 12 B 17 B2 ERIBN XHRE

Y IP #3ERFC 1918FAF IP tbhtSEE : 12477 1P 335/ , 18
- 10.0.0.0/8 « 55 Web IRSHED IP thub A IP ith
e« 172.16.0.0/12 iJJ:AmazoanﬁEo @JﬁAmazonEt&E?}ﬂﬁE’g IP

bk | ES B AmazonlP it SEE.

+ LUF CIDR X#RSBEE A IP it :
198.19.0.0/16

* 192.168.0.0/16

MREEER 2020 £ 12 B 17 A2 eiEAERLE P it SEE 61219 FSx for Windows X IRSS
BXHRE , NATNBESERX4RENERRUBTHNXERGE. BXELZER , BSH FAZ
1 (p. 71)o

o FRH X (SLD) BAMEB. LEF FSx FXi#F SLD B,
s WFEAAK 2 MAEZAAXXHRS , Active Directory 138 REEHE T 47 NFEHF

« WMRIEEE X Active Directory ¥ 5 |, RN FIEIRTE Active Directory 35 S #& Amazon FSx X R &KX
BB VPC RENT FM , ¥ H VPC FFRESEHE ML S F i FRZ B RFEAR,

« UTHEERE

o EEREXHREMN Amazon VPC SEEHEEM Active Directory 2 BIELE TiERE. BAILEREEE
#EAmazon Direct Connect, Amazon VPN, VPC X& HjE , 5lAmazon Transit Gateway.

« BATVPC Z24 , FBHHIA Amazon VPC BBRIAR LA SR MEZFI AT NHRE, BREEH
FOIE FSx XHRENFMHN LA VPC M ACL ¥R A LUK TR RN EAPHRE.,
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FSx for Windows File Server port
You need to configure VPC Security Groups that you've associate
along with any VPC Network ACLs and Windows firewalls to alloy

TCPPorts 88,135,389, 445,
3268, 3269, 9389,

UDP Ports 88,123,389, 464

TCP Ports
UDP Ports

FSxa

TCP Ports 445
<
FSx for Windows i
| TCP Ports 5985
<
THERETEMEONAR,
P #% 0 ae
TCP/UDP 53 H% %% (DNS)
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BREEN AD KREHF
73 % O y=:1=:)
TCP/UDP 88 Kerberos & 13301E
TCP/UDP 464 ERREHD
TCP/UDP 389 R F FIF R (LDAP)
UDP 123 M £& B B S (NTP)
TCP 135 D AR I B E /I RS8R ( DCE/EPMAP )
TCP 445 B %R SMB XHHE
TCP 636 ET TLS/SSL R EH B FiH R (LDAPS)
TCP 3268 WHEKEF
TCP 3269 SSL LRI £ KA F
TCP 5985 WinRM 2.0 ( ERAEZRERE )
TCP 9389 %k AD DS Web B&%5 , PowerShell
TCP 49152 - 65535 RPC Ry it Bt i O

Important

BARAX 2 MFMEZTARXHREHEHEEAY TCP O 9389 LW HIERE,
Note

MREFERBR VPC ME ACL , NEMXTMAFRE FSx XHREHF IR A (49152-65535)
LR HIERE,
c BRIXEFEAN BRGTERTEAN AD HIZHIZ7. DNS RSFER. FSx FFHRM FSx BER BN
¥,

Important

RE& Amazon VPC Z2ABERNEZFIMNEREN S LITHIKO |, 8 XZE Windows Bh Xtk
F VPC P& ACL #ERi%OX @ o

gﬁﬁﬂﬁﬂjiﬂ‘ FSx BB EFRIETE (p. 36)EHHFXH4REMABREEMN AD Z AT IX LMK
BHo

BEFITENMA BN ZERNBRN B EEE Microsoft AD R RE K. —PMREKFREREEN
Microsoft AD H EZERELEFHAF K.

EORBFEEEMANHREH OU FHE RSk RF U TIR :

£ B E &0

o REWSBR FItk BV B A SR

- ERIEE A DNS EHA/AE

- BERIEBARSEHETIEE

o RABIZ T BRIT E LT KAV R HIX

- BIBREMKFREIHEE

X
A
X
A

XERFBFITENITRIMA Active Directory FTEHNRIENRE, BEXELER , S Microsoft
Windows Server X#4F 8, Error: M FE RGN IEEE R A S G ENMA S RHIERR | g

BB, 34
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BHREEWN AD SESE

ETHAEXMEESIBESRNBREKFNEZER , TS HNEZERAEN Amazon FSx REIKF
(p. 35).
Note

TS5 FSx EEMIL S# FSx XHREMNBEMN A NBERERMRSKS . Amazon FSx 2%
MEBERATEEENHREHINTEEEUCEMAFER A AD HHES , FlanEik HISER
X RS EEHR B4 Windows Server i, EEF Amazon FSx RIF4H Active Directory BLiE ( 2
RSk EIE ) BE#. BT HRNMIRE , BSEER Amazon FSx fRIFEH Active Directory Ft
BEEH (p. 36).

Note

Amazon FSx EREEE AD REFRMFTEEIEFIEE. NREBESNGEFE |, FBREAFEEES
BHFRELRER | HEAXN RS KA W I M ERESE BRI FrEEEFEE, S ERT D% FSx
EHEZRIETE (p. 36).

BN RiX 248 E % fE B AmazonFl FSx for Windows File Server , BS M ER 2 AIHTIREB, BXESELR
BESH ZE (p. 5)o
Important

BIEXHRGE , BAB3) Amazon FSx 7 OU HEIZMITEHIN R, IHEMFSBXHREGEE
H#iRo

& FSx for Windows File Server &N B EEH
Microsoft Active Directory i &{ESEE

1£4¥ FSx for Windows File Server R4 N A B B Microsoft Active Directory B , #BRiZE R T ZiIH
BN, IR HEFAXEHEENRESR , BT2H4EN,

SRR ZERE 1B HY Amazon FSx IRk

TR 6E A PTR B B K AR BCE &80 Amazon FSx REHIBRS MK tEAL | FALR B (OU) EH ARG
B2 FF

Eff Amazon FSx XHREMALEHIE , FHARS K EEZRANE. B9 R Domain Adminsél g 2%
FIRRFITHES . ERBREHESSK , EEANEGRTIHBEMENKRDMBENERIZK,, UTHERE
SER T WASCF A Amazon FSx X4 RSFTEN N R EIRSG S8,

EEMAZR B FHB %% Active Directory User and Computers MMC B2 # Ty it EHl TSR,
# Active Directory 13 & 2 AR 55t /=

H{RIZ LA Active Directory SifVIEEE R 8 7 & R,

$TFF Active Directory i F it EHIMMC EE# 7T,

EESEED , BAETR.

BREHITFEEHN OUMLET (FRETG) X8 REERBEZEEH.
EFEENEHZEROSERIE, T—5.
EERAFNBEAFSSEAEENAFMARR K REERET 5.

£ Tasks to Delegate (BEZRA1ESS) ME L , 1% Create a custom task to delegate (B|ZEZ R H
EXES) , RIGIER Next (T —%).

8. BEERMNEXMHRPHIUTHNRER , AFikEComputer W K.
9. EBEXMNXHERAPOERFMEN RIMRESXHERPHFAENR. REERET —%.
10. EFA FPermissions (X PR)i%&F LT EI -

- EERD

Nooas~eNh -~
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o EEHME A BREls
- BERIEEA DNS 415
- ERUBARSERSEN
1. BET—5 , REERTK.
12. <] Active Directory i /= M1t E#H. MMC BB % T,

Important

BIENHRLGE , E2BE Amazon FSx 7 OU HRIEMITENXN R, ZIHMHSBEXHRERE
iR,

£ Amazon FSx fR¥F2H Active Directory B & F #

AT #BBHMR Amazon FSx XM REMIFLE, TRIMNATAMY , BEERBAREEMN AD RERFER EH X
HREMEE Active Directory (AD) Eti&.

Flan , BIEEW AD FRETHRANEBEERK, EXMELT , —BEERB , BSHFEH Amazon
FSx EHBRS K ZE, itk , FEAL D FSx #4lA. TDE# FSx APl S Amazon CLI. E# , 1R
Active Directory 15/ DNS JRS5E5 IP it K EF R , —BEREFER , I ENEEA Amazon FSx E#T DNS iR
%85 IP ihit, B, A Amazon FSx ##241&. API 5 CLI #i1TILiR4E,

LIREFH Amazon FSx XA RSN BERERE AD BEN , XHRSEHRSFMAvailableZl IE 72 5 5 & 6t 57 A
EH, RIERBREUREF AvailableAEFHE — BEE , EFUREE/LoHTEETR. BXESE
B, B5H EHETEEM Active Directory BLE (p. 46).

MREFNEREE AD BEEFEERE , WXHERSRSFHRAEEHEIR. WIRDTEZRFIA. API # CLI #F
X HREFERZDE REREEMNBNNUTEER, EXBEUNYEEERES , BIIXXHEREHRSRL
FE N Available.

EFATHNTHETRNEREE AD BEHIR , BZRAXHRELA THIREERS (p. 195).

ERLZEARS VPC ARNRE

EREEMUAES (VPC) FHINERE |, B LE VPC FREHR/NMMBHEN, #S2 , BN
RAEIR SN AT BN R/ MUR. At , BEARSENN, ETHESES , %58 Amazon VPC &4
4 (p. 163)o

NXHRENMEEOCE BT 2ARN

NTRELZLY  FEZREHHEREANGEERSEH, IEANNIRATFHERBEREZIBAREEN
Microsoft AD HiZ4ISsH FMREL AN, FtL2ENA TS Amazon FSx X R LM elastic network
interface XBXM VPC, ETHRESZEER , 501" £/ Amazon VPC #HTXXHRGEHRIES (p. 163)%

EF Active Directory Bt &

EBIZ A F Active Directory FSx for Windows File Server X#R 281 , BATBIUEME A Amazon FSx
Active Directory 3&iFf T B8 iF#&# Active Directory Bl .

IF Active Directory BiiE

1. ER—FMHE3N Amazon EC2 Windows %=l , 3 BFEAEEAT Windows XHIRSEXHRERN
FSx KI#8[@E Amazon VPC &£ 4., EHR EC2 £ EBFIFEAmazonEC2ReadOnlyAccessIAM X
PRo ZAILAER IAM REEARIZRIIE EC2 RHIABNIR, BEXELEELE , SR . FH IAM FEEERL
gt IAM KBS IIAM AP 1SR,

2. fF EC2 Windows EfIMAZKESE F. BXESER , 50 . FaMA Windows 3=l
#Amazon Directory Service B2 5.

36


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html

Amazon FSx for Windows File Server Windows i #&
IS Active Directory Eti&

EFERIEHN EC2 £fl, BREZER , BHSHEAT Windows E4HI8 Amazon EC2 A F i8R HIE#E:
#89 Windows 3241,

IIFED PowerShell EO ( FRETEERR H13) £ EC2 =4l L,
iz BB FEEERT Windows BYES) B FAER PowerShell &% |, HHEAUTMH G S,

PS C:\> Import-Module ActiveDirectory

MR EREHIR  EEAR TR STRHTRER.

PS C:\> Install-WindowsFeature RSAT-AD-PowerShell

EAUTHS THRMERIETE,

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/samples/
AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

FERN T TRIT zip Xt

PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

7 ilAmazonFSxADValidationfEHREIHFTLFE,

PS C:\> Import-Module .\AmazonFSxADValidation

ENEUTHH P ERENHSKREFBOSY

« Active Directory 3% (DOMAINNAME. COM )
« HE&s$Credential AL TEIZ — , FNRA T RS K- HE,
s BURBEHFREHERENR , BEAUTHS,

$Credential = Get-Credential

o AL REREITRAMazon Secrets Manager’® | , EHEAU TGS,

$Secret = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$Credential = (New-Object PSCredential($Secret.UserName, (ConvertTo-SecureString
$Secret.Password -AsPlainText -Force)))

+ DNS fRr58% IP #tbik (1P ADDRESS _1, IP_ADDRESS _2)

o IRIEEHRBIE Amazon FSx XHREM FM ID (SUBNET_1., SUBNET 2 , {3l
W , subnet-04431191671ac0d19),

PS C:\>

$FSxADValidationArgs = @{
# DNS root of ActiveDirectory domain
DomainDNSRoot = 'DOMAINNAME.COM'

# IP v4 addresses of DNS servers
DnsIpAddresses = @('IP_ADDRESS_1', 'IP_ADDRESS_2'")

# Subnet IDs for Amazon FSx file server(s)
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9.

10.

1.

SubnetIds = @('SUBNET 1', 'SUBNET 2')

Credential = $Credential

}
(T ) IRBALBEY, ZREEFA. domainControllersMaxCount , iR BEEH README . md X #2
Eﬁ)g B_L.LIEI,—\O

Note

AEDomain AdminsRBERZFREX , WANEHTR, Hla , ZAHS
HAdministrateurs du domalneTj_:/iEE%s{’E% ZARAH, QU%TFE{E TERIA
{EDomain AdminsfEAARBH , MERECIE RN,

ﬁ%ﬁtﬁ'ﬁ \_/_%.LIEIRO

PS C:\> $Result = Test-FSxADConfiguration @FSxADValidationArgs

BUF R AR I i RA R Bl

Test 1 - Validate EC2 Subnets
Test 17 - Validate 'Delete Computer Objects' permission
Test computer object amznfsxtestd53f deleted!

SUCCESS - All tests passed! Please proceed to creating an Amazon FSx file system.
For your convenience, SelfManagedActiveDirectoryConfiguration of result can be used
directly in CreateFileSystemWindowsConfiguration for New-FSXFileSystem

PS C:\AmazonFSxADValidation> $Result.Failures.Count

0

PS C:\AmazonFSxADValidation> $Result.Warnings.Count

0

BUF 2 8 R 45 R AV R B

Test 1 - Validate EC2 Subnets
Test 7 - Validate that provided EC2 Subnets belong to a single AD Site

Name DistinguishedName
Site

10.0.0.0/19 CN=10.0.0.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-ad,DC=1local
CN=SiteB,CN=Sites,CN=Configu...

10.0.128.0/19 CN=10.0.128.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-ad,DC=local
CN=Default-First-Site-Name,C...

10.0.64.0/19 CN=10.0.64.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-ad,DC=local
CN=SiteB,CN=Sites,CN=Configu...

Best match for EC2 subnet subnet-092f4caca69e360e7 is AD site CN=Default-First-Site-
Name, CN=Sites,CN=Configuration,DC=te

st-ad,DC=local

Best match for EC2 subnet subnet-04431191671ac0d19 is AD site
CN=SiteB,CN=Sites,CN=Configuration,DC=test-ad,DC=local

WARNING: EC2 subnets subnet-092f4caca69e360e7 subnet-04431191671ac0d19 matched to
different AD sites! Make sure they

are in a single AD site.

9 of 16 tests skipped.
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FAILURE - Tests failed. Please see error details below:

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac0d19, subnet-092f4caca69e360e7}

Please address all errors and warnings above prior to re-running validation to confirm
fix.

PS C:\AmazonFSxADValidation> $Result.Failures.Count

1

PS C:\AmazonFSxADValidation> $Result.Failures

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac0d19, subnet-092f4caca69e360e7}

PS C:\AmazonFSxADValidation> $Result.Warnings.Count
0

MEEZTRIETENRIBERER , FSARITIEIHISHHELRIEE
( TROUBLESHOOTING.md) flAmazon FSx #EHERR (p. 187).

PN Amazon FSx X &%

HRAIBER T Windows XA RS EFHIHT FSx XM RGRT , /RATBUELE Microsoft Active Directory 55X ,
DMEE AR EREERMEL Active Directory 13, 1tk , ¥ HMicrosoft AD IR TEE. :
+ ZK##9 Microsoft AD D Directory K52 £ R EE A

Note

W 5i#h FSx B Bl A X #F8 —+r&HE (SLD) Ho

+ A DNS FRS 2549 DNS ARSE5HY IP et
o ZS3#5AHY Microsoft AD D D D D D B RS i FARY4EIE, Amazon FSx X EZIEMA BN B REE
= -3

Ho

HE , BUULEEATAR

« &% Amazon FSx X RS MARBE AR EALLR LA (OU),
« AMARTF Amazon FSx X REGEEEMRRIVEE N Ao

EBEWNERE , Amazon FSx AR MEN RS KA ENH XHREMATIBREEMN AD 13,
Important
RETEEMASHRSER AD S A Microsoft DNS 4ERN EiA DNS & , &% FSX 4R iZ3XH
RREEM DNS 12%. MELERANEE=H DNS , NEEENE N REZF N Amazon FSx X4

REFHEE DNS B, BXNXNHREIRIFIER IP it ¥MAELR , FSRIREAET DNS 1
EWSH RS IP #iilk (p. 46).

FIaaiH ER T/E

BRAREESTR T EHBTEERN Microsoft AD B 5B REM (p. 31)1EHF Amazon FSx S EEEER
Microsoft Active Directory £&1# A (p. 30).
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B2 FSx for Windows File Server X R4 ( #2#& )

e nh =

MITFF Amazon FSx ##| & https://console.aws.amazon.com/fsx/.

EERHERLE  ERBRXHREUABIXGREVEBS,

1% $EFSx for Windows File ServerfARiER T —%. L ROIEXHRSE WH,
NERXHRERBEH. HZWHEMA 256 4 Unicode 8., ZRMHKTF , ARBHFH
" Z . RN AR

- - LR S NS Y TR TR S S SRR AR S

ERTE#BET  AAXHRENEHEE (LGB 2 ) WEMAE (LGB &y ) MREE
FERAME SSD 174k , BHA 32—65,536 SEEANNEEER. NREFEANREREFM , BHAA 2,000
—65,536 SEE AT AR, SIEXHRERE , EULENERREEENE#EE, BXEZEE . &
S EEFHAE (p. 112)

REFHERBRENRERE, FHBEIREARIMARENIHFRS REHBBENFEEE, X

EXEE  BWFUHEREEREETREARNEMERE, NRESENFEBIBEUNETHRE ,
BERIEERHEREE , ARERE—ME, BXEZELR , BSH FSx for Windows File Server %

BE (p. 141)
REBENHRER , BULERBRREESCUEHERE, AXEZELE , B2 EEFHER
£ (p. 122),

ERESZNXHREXEN VPCo HTAANEINER , EiFEEEH VPC HEER VPCAmazon
Directory Service B ZFAmazon EC2 £,

EEESETAXMFM.

BATVPC 24 , EHEIA Amazon VPC WERIARZ A SR MBRE A PR XHREH, FERREE
EHPOE FSx XHREN FMHNZT2HM VPC ME ACL AFin AMAMBRE , MT BT
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FSx for Windows File Server port
You need to configure VPC Security Groups that you've associate
along with any VPC Network ACLs and Windows firewalls to alloy

TCPPorts 88,135,389, 445,
3268, 3269, 9389,

UDP Ports 88,123,389, 464

TCP Ports
UDP Ports

FSxa

TCP Ports 445
<
FSx for Windows
TCP Ports 5985
<

TRIMTEMNRONAE,
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s w0 |
@
TCP/UDP 53 b

=
ES

&

(DNS)

TCP/UDP 88 Kerberos
5
1
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E

TCP/UDP 464

TCP/UDP 389

ES TS AR B R
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UDP 123 2
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A FSx A BITEEM AD

P A

TCP 445

SwEBAD BB

TCP 636

T %]

KE O
2o

H

SF I S X 1 K

<

W
(LDAPS)

TCP 3268 Microsoft

TCP 3269 &
ﬂ:

TCP 5985 WinRM
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A FSx A BITEEM AD

3% prpu|

TCP 9389

TCP 49152 - 65535
Important

BAAXR 2 MFMEZTARXHREHEHEEAY TCP O 9389 LMW HIERE.
Note

MBEFERRR VPC ML ACL , MBS AR BIEH FSx XHREH O
(49152-65535) LM HHILHRE,

o HIEAN , AFFFEFREREESBREEMN Microsoft AD HH DNS RS SSFEIL 4188 <M IP Hh

e BREZFEE , BSH . WMHKTNIEDE ZBFEEER XEH .

- BRZXLTEAN GHEKEERTEN AD HIRFI2R,. DNS RS, FSx B imM FSx EE A

Kig ko

Note

MR EE X Active Directory ¥R , BUAFURIE Active Directory ¥ R 58 Amazon FSx 3
HRZEXBN VPC AEXT FR |, 3} B VPC F W FREEE s S b i F W2 B EEF

Z8, BAILAE Active Directory 3 R fIfRSS MMC BEE S T EFENESUXLIRE,

Important

2R Amazon VPC Z2ABRIAERHNERENFEITF RO , EAXZSE Windows B X iE

M VPC M4% ACL #BERW @ FTFFiw A,
10. EATWindows HRIF | EFBHITEEM Microsoft A.
1. R BAETLREHE BEER Microsoft ADDDDDD

Note

HETE RN EIRZ (SLD) #3X. Amazon FSx BB+ SLD #H &,

Important

WFETARX 2 MBS TRARXHRS | Active Directory Bl & TEEBT 47 MNERF.
12. H...WAELALAZBIEEEMN Microsoft ADDDDDD
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https://support.microsoft.com/en-us/help/179442/how-to-configure-a-firewall-for-domains-and-trusts

Amazon FSx for Windows File Server Windows B P15/
A FSx A BITEEM AD

Note

BRERHNESKS EERRSBELLIEEN OU HEIA OU ( IRKRIEE OU ) HIR,
13. WAEL—A (FEEFEA ) KEDNS RS IP it B EEE Microsoft AD DD D D D

14. R WAFZHERERSKFAFEBETEERE AD SiHhMtkF | flilserviceAcct. LG ¥ FSx A LL
AP A MARE#E AD i,

Important

BNBEHB L (corp.com\ServiceAcct) WIFELR (ServiceAcctecorp. com) T4
ABRSKFERAFE.
BEDEWM ARSI HF & (CN=ServiceAcct,OU=example, DC=corp, DC=com).

15. H.. WAERSKFFBATEEE AD SF MK, . WD FSx AL ZG ARSI AD H,

16. EFNMABBUERINED.

17. BRATERXHRGEERYA , BEEDomain AdminsAFHENB RN XA REEERAE (W
REtlE) ., CEENANEREXHRE LMTERESHEN. MRKREHE , Amazon FSx

FEANENDomain AdminsA ), FEE , W% FSx FX#Delegated file system
administrators group ( EARDomain Admins‘ASEIEMNBENL ) M THRAERSEH,

Important
MBEARRERERXHGREEERA , MIABERT Amazon FSx 22 iR FA AN EMNDomain

Admins@A M TEM AD Hp, MRUANEBEANEHEER , ELEEFERAEARTHE
B, WA LA N B REZE R

Important
BN EHBIER (corp.com\ FSxAdmins) SiH/E 4 (F)SxAdmins@corp .com) 124 £ S5
it o

BN AERME—H 5B (DN). T2 HHAE TR RHIZ CN=FSxAdmins , OU=example,
DC=com,

#l2 FSx for Windows File Server X#R%t , ©INABHEXE AD (Amazon CLI )

LA =562 FSx for Windows File Server X#F R 4iselfManagedActiveDirectoryConfigurationH
Flus-east-27 AKX,

aws fsx --region us-east-2 \

create-file-system \

--file-system-type WINDOWS \

--storage-capacity 300 \

--security-group-ids security-group-id \

--subnet-ids subnet-id\

--windows-configuration
SelfManagedActiveDirectoryConfiguration="'{DomainName="corp.example.com", \

OrganizationalUnitDistinguishedName="0U=FileSystems,DC=corp,DC=example,DC=com",FileSystemAdm
\

UserName="FSxService",Password="password", \

DnsIps=["10.0.1.18"]}"', ThroughputCapacity=8

inistrators

Important

BEBXHREE , BABS) Amazon FSx 7 OU HEIZMNITENN R, IHMLSBXHREERE
iR,
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FREVFHTF DNS WIEB X RS P it

SREVA T DNS W IET X4 RS IP ik

R EAE AR DNS /E5 BRIk DNS BRSS , Tl Amazon FSx {7 X4 REEM DNS i2%k. MREERANR
S5=7 DNS , MIFEEN Amazon FSx XHREF3IRIE DNS % B, ANFNEMRLFFFHFH XM RENN
FI DNS /1 , M{AISRERE A EWE RS IP ik,

W{A3REXA T DNS A ZRE W XH RS IP thik
1. FEhttps://console.aws.amazon.com/fsx/H , EF EIREN IP it U8 R HREFMEENEHNXMHR

&

2. EMSZNRLETRRTUATREZ—

- WTREATAKX 1 XHRE :

- EFMERD , ERTHERH elastic network interface M 412 O LT FF M 484 0 Amazon EC2 12
HEPHRAE.

s EFAMNETAKX 1 XHEREW IP it NEEFE IPv4 IP #iitcolumn.
s WFHEAARX 2 RZTAXEXHRSE :

o EENEFMEMRD , BT HERM elastic network interface M 412 0 LT FF M 4842 0 Amazon
EC2 #H| AR .

s EFANEETNE IP it & REHBIFAE IPv4 IP ik column.

+ 7£ Amazon FSx&Z A FMERTF , BT 5 ERH elastic network interface P £§4% O LUIT T M 45 42
AAmazon EC2 &AM TH,

- EFANZHE TN IP it B RIEHBIFAE IPv4 IP #iitcolumn.

EHBITEER Active Directory ELiE

&7 LLfE Fl Amazon Web Services Management Console, IF 53 FSx API , BiAmazon CLISAE RStk
FRAFBFMZE IR BE Active Directory Bt &/ Active Directory DNS RS5238Y IP tthiib, & 0] LARERY
{# FlAmazon Web Services Management ConsoleAPl, CLI 1 APl, EXEZER , HSR LI EN
Active Directory B (p. 47).

BB EEEH Active Directory BB (124 5)

$TFF Amazon FSx 3 &l & https://console.aws.amazon.com/fsx/.
SEMEIXHRSE , RAEEBREFHEEEE AD BEEM Windows X R %,

EMEZMRLET+ , AFIEREHIT )DNS RS P it , RBFKSAAFE , EARRATRE
E#THY Active Directory & 1%,

. ESRHOXEE R AT DNS FRSSES IP it s A AR S ik £ 4.
5. %EEFEHFLUF 3 Active Directory Bt B E#.

WAL EHHE (p. 47)E FAmazon Web Services Management Consoles;,&Amazon CLI.

EEFHBEEEEM Active Directory Bl (CLI)

«  EFEH FSx for Windows File Server X+ R4 # B =B Active Directory L& , & FHAmazon CLIdE
TENXHRE. REUATSH
¢ ——file-system-idB%REBEFEHHXHREMN ID,
+ UserName BE AD Rk HFAF B,
+ Password BE AD Rk VBB,
+ DnsIps BE AD DNS fRSE5HY IP #hit,
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https://console.amazonaws.cn/fsx/
https://console.amazonaws.cn/fsx/
https://docs.amazonaws.cn/cli/latest/reference/fsx/update-file-system.html

Amazon FSx for Windows File Server Windows B P15/
FHETEEN AD BE

aws fsx update-file-system \
--file-system-id £s-0123456789%abcdef0 \
--windows-configuration

SelfManagedActiveDirectoryConfiguration={UserName=username,Password=password,DnsIps=[19

2.0.2.0,192

MBEIIBREKD , NZREZFLEKER HTTP 200 MR, XL£XiHAE : AdminstrativeActions a5 F

HEBBHERTERRERS. BXESER , BSH BIZEBEER Active Directory BH# (p. 47).

Y BFEER Active Directory B3

&7 LA Fl Amazon Web Services Management Console, APl {Amazon CLI.

RS A R R E A

EEHEPHEDFXHREEEEQS , B LNEESHNERLEN 10 MRIEEH.

Updates
Q

Update type v Target value v Status v Progress % v
Storage capacity 154 @ Completed

Throughput capacity 64 @ Completed

Throughput capacity 128 ® Completed

Storage capacity 140 ® Completed

Storage capacity 122 @ Completed

5 F B EEEH Active Directory B3 , B LIEFUTER.
kil

TEFWRAMT

+ DNS fR%527 IP it

- BRZMk AR
Target value (B #5{H)

BXHREBRUEEMINAMEE. EATRSKFELEESN , RETAFE , REKFEBXZR2E

BELFERT,
R

BN YIRS, I TFBAEEEN Active Directory E#7 , WREMNEMT :

+ Pending— I &% FSx EWREIEFHER , B RFHBRLE,

o EE#TH— TDiE FSx EELBEHFER,

- BRA— XHFREEF R TR

c BAM— XHREEFHAK, EFES (?) ABBELXMBVIFAE S,
BE%

MNHRGEFHEETHNTRED .

Request time

2020-05-22T12:14:58-04:00

2020-05-22T12:14:50-04:00

2020-05-21T13:55:58-04:00

2020-05-21T13:55:30-04:00

2020-05-18T11:36:33-04:00
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FHETEEN AD BE

&R et E
T 5z FSx U B E 57 i /B8 SRV Bt (8]

58 F§ Amazon CLIF API

BT LAE A RS2 3R 4 Amazon CLIG <3 #DescribeFileSystemsAPI 24E, XL X1
B : AdministrativeActionsPEFIFIE T ERHEEREREMN 10 MRIEEHRE,

AR RBIR R T 18 R 5§ Fdescribe-file-systemsCLI i S E RF N B REEHN AD XHREEH.

"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM UPDATE",
"RequestTime": 1581694766.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"SelfManagedActiveDirectoryConfiguration": {
"UserName": "serviceUser",

}

"AdministrativeActionType": "FILE_SYSTEM UPDATE",
"RequestTime": 1619032957.759,

"Status": "FAILED",

"TargetFileSystemValues": {

"WindowsConfiguration": {
"SelfManagedActiveDirectoryConfiguration": {
"DnsIps": [

"10.0.138.161"
]

}
+
"FailureDetails": {
"Message": "Failure details message."
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https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html

Amazon FSx for Windows File Server Windows B P15/
BRI HHE

&£,

Bk Windows X #FH =

Microsoft Windows X K ER X RGP FEX MR, CRIEZXHERN TR |, BT LUER BRSS 25
HEBIR (SMB) thil @) 1T B KB R %S AR F XK. ARV REFTHRRIAR Windows XHHE |, &
Ashare. BAILMER B A H Windows EZAF RE (GUI) TEAIEZMERESHENH A Windows XX
HEHAZNHR.

R X HFHE

EiFRIXHHE | B LER Windows Map Network Drive ThEgRF i+ &S24l - HYIK 5 88 & RFR 5 2] Amazon
FSXx XHHZ, FXHAZMFRITE RS LHRZNBAIRHAIZEPLnux FRXHRE, EERRLT

EXINEBRNBEREMR. BENHRZERE , NARFENAF TGRSR E EAXHNXHE | 7
BEMN R SRR —#,

DT REFRZFNITESSG P XU RZHNTRE,
£
+ 7£ Amazon EC2 Windows 34| EBRE ST H Z (p. 49)
 1£ Amazon EC2 Mac 3=l EEHXHHE (p. 51)

* 1£ Amazon EC2 Linux K6 ERFHXHHE (p. 52)
« TERMA Active Directory B9 Amazon Linux EC2 &4l £ B ZhiEE X4 = (p. 55)

£ Amazon EC2 Windows 324l F RS St =

A SAE A Windows X4 REBESRF M TR TAE EC2 Windows 354 EBUE SXHHE,
TS24 HZ ST E] Amazon EC2 Windows 3241 ( #8&|4 )

1. JB3h EC2 Windows EHIH G HEZEFEMA T Amazon FSx X#HRLHIHHER Active Directory, it |
¥ MAmazon Directory ServiceBE 5/ :
« FTHMA Windows EC2 =4l
« FEMA Windows 3=l

2. EEFEM EC2 Windows E4l, BXEZER , B2 G&EFBTF Windows E4I#9 Amazon EC2 A
5 FREREEH Windows R4,

EER , BIAXHRREER:RS.

ESMBERT  ITHANETX (AREE) FEME , A ERMRE KRR,

B T Drive , BRI EFE T

BERATXHRF  MAXHRSEH DNS BMBE XM REXREKN DNS 318 , URHAZEEMR,

& T LA#EAmazon FSx 24 & @33 & B Windows X4 Server, W& & 4. HE , B ERMN B

e fCreateFileSystemZE A DescribeFileSystemsAP| 4, BxEH DNS JIBNESEL , F5
#, B DNS 35 (p. 82).

o WFMARWETHRXHRSEAMazonEE MW EESI B , DNS BHUM TR,

2 e o
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://console.amazonaws.cn/fsx
https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
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£ Amazon EC2 Windows =4l EBUE X H=E

£s-0123456789abcdef0.ad-domain.com

* XTMAZBE Active Directory £ A XX HFRFEUREMZAAR MRS , DNS BFM TR
To

amznfsxaallbb22.ad-domain.com

Blan , RERETAXXA4HREH DNS B, HHXHX.

\\fs-0123456789abcdef0.ad-domain.com\share

EFEAZSTARXNHRLEH DNS £/, B8 AT XHX.

\\famznfsxaallbb22.ad-domain.com\share

EFERAEXHREXEN DNS 318 |, B XHX.

\\fgdn-dns-alias\share

7. BE-DRDEBZNENEE  RIXHARAERENESRNENER , RFEEFinish.

£ Amazon EC2 Windows £f|l LRI XHHE ( T RIRRE)

1. J33h EC2 Windows 3EHIH G HEHEFEMA T Amazon FSx X #HRLHIHHER Active Directory, Jiit |
¥ MAmazon Directory Service B2/ :
« T4 Windows EC2 =4l
« FEMMA Windows 34l

2. BLAF &1 Connect E| EC2 Windows 3= #lAmazon Managed Microsoft ADB &, BXEZEL , S
¥ GERATF Windows SEHI#Y Amazon EC2 FIF1ER) FHERZEH Windows £,

3. EEE, BAASSRRFED.

FERZERNRF[ERF. XHREN DNS EMAHAZTEMRERHHRE, RABEAAMazon
FSx ¥ & B &R Windows X4+ Server, W& & £ RE , LA UEMRNFREE
flcreateFileSystem®E ADescribeFileSystemsAP| #1E,

o NTFMARKETHXXAREGEAmazonFEEMBUESN B F , DNS BFHM TR,

£fs-0123456789%abcdef0.ad-domain.com

* XFTMAZBE Active Directory £ A XX HRFEUREMZABRXIAFRSE , DNS BHM TR
Ro

amznfsxaallbb22.ad-domain.com

THRERXFRAZEN RSB,

$ net use H: \\amzfsxaallbb22.ad-domain.com\share /persistent:yes

MR ZEnet use@® , Rt AT AEAEMZXIFH PowerShell S8 T REHXHHE,
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://console.amazonaws.cn/fsx
https://console.amazonaws.cn/fsx

Amazon FSx for Windows File Server Windows B P15/
£ Amazon EC2 Mac Efl EHER XHHE

£ Amazon EC2 Mac SEfl L HEH XH#H=E

WA LAFEE A Active Directory A M AHK Amazon EC2 Mac 26l EERXHHE, MRZHIRMAERLH
Active Directory , &% % # A EHIFTER Amazon Virtual Private Cloud (Amazon VPC) i&E# DHCP 1%
I, LABFEEM Active Directory 13 DNS B RS E5. AREFBIEH.

£ Amazon EC2 Mac 3£l ERZBEXHHEE (GUI)
1. JB3) EC2 Mac £6l, At , HMERTF Linux £46I8 Amazon EC2 AF 8w :

o FEAEFA B3 Mac £
« #EAB2zh Mac 3=flAmazon CLI
2. ERAEREMEITE (VNC) Connect ) EC2 Mac k#l, BEXEZEE , ESH . A VNC IEZEREH

KB,

FESEA T Linux 24189 Amazon EC2 A F 5.

3. £ EC2 Mac =6l Lk |, E#EFEH Amazon FSx XHHE | TR :

a.
b.

e.

$TFF Finder , &% %] , ARF%EEConnect | Server.

TEConnect | ServerfEER , WANXH R DNS BMBES X4 RS X<EH DNS 518 , LUk
EE M. RBIEE Connect (EHE) .

& LAEAmazon FSx 24| & @& B Windows X Server, W& & 4. H& , B LERMN H
#E|EfCreateFileSystemE A DescribeFileSystemsAP| 4, BX<H DNS JIBNWESZEL |
#2, & DNS 3% (p. 82).

[ J Connect to Server
[smb://amzn!sxw4anmybn.example.com/share{ n
Favorite Servers:

e TG

ET—1MREEL , ®#FEConnect (E#)A4E 4L,

# A Amazon FSx IRtk P 89 Microsoft Active Directory (AD) &4E , A T RHIFT R, RSk
Connect ( E#)

Enter your name and password for the server
m “amznfsxwdanmybn.example.com”.
Connect As: Guest
© Registered User

Name: admin

Password: ‘uuun.{ I

Remember this password in my keychain

Cancel m
TNREERT , LA LE TEEZ Amazon FSx #ZLocationsfE “i5ix” A4,

£ Amazon EC2 Mac =4l L EHXHHRE (o51T)
1. B3 EC2 Mac 3Efl. Rt , HMEA T Linux EHI# Amazon EC2 A5 :
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch-cli
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-vnc
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-vnc
https://console.amazonaws.cn/fsx
https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
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7£ Amazon EC2 Linux 2§l L8 it =

« FERAEEE B3 Mac 241
» EAB 2z Mac 3=4lAmazon CLI

2. FERELIMLKITE (VNC) Connect B EC2 Mac 324l, BXESZEL , 51 . FH VNC IEEIEW
26, EERT Linux 32618 Amazon EC2 A ER.

3. ERAUTHTERXMAHE,

mount_smbfs //file_system_dns_name/file_share mount_point

YREIBAFEAmazon FSx 24| & @i EEWindows U Server, M & 2. H& , B AEM R 32
EflcreateFileSystemZEADescribeFileSystemsAPl #24E,

o WFMARMETHRXHRSEAMazonEEWETESI B , DNS B TR,

£fs-0123456789abcdef0.ad-domain.com

* WTMAZBE Active Directory £ A XX HRFEUREMZABRX RS , DNS BHM TR
To

amznfsxaallbb22.ad-domain.com

LSRR ERAR mount 85T 1ELA E R H QAT A TR E

+ //file_system dns_name/file share— IEEEBEH N4 REH DNS EHMHEE,
« mount_point— BRBEXHREHN EC2 KHI LW EF,

£ Amazon EC2 Linux 3£l ERH TH#HH=E

BT LAE B I Active Directory SR i1 AR Amazon EC2 Linux 3£ _E 2% FSx for Windows 344 IR %585
MHHE,

Note

UTaaMRIEESH , fln SMB i, EEUREEZE PR K/NMEARH, Linux HSHIE
FBoifs T HUAREAH Linux ABRAFTBES 8% P ik M Amazon FSx XH RSt 2 B M &R EH
BFHEBNER, AXESFER , B . cifsBIEEMEAM Linux TR/,

£ A Z Active Directory B9 Amazon EC2 Linux SE#|l EHEH XHH=E

1. MRMREEENIEEETH EC2 Linux =40 A EFREY Microsoft Active Directory A |, {55 F 3N A
Linux 3£ # #9Amazon Directory Service BEEBIER A It , HIR BRI REE.

2. Connect 8| EC2 Linux 3:fil, BXEZER , HSIERAT Linux =68 Amazon EC2 AFIERFIIE
ERER Linux 3241,

3. BITUTHRUTHOREEcifs-utilsBEFE, HHEHFE Linux EHEFREW Amazon FSx 2
KM E KRS,

$ sudo yum install cifs-utils

4. BIEEZHSHEFR/mot/fsx. BREXEBEE Amazon FSx XH RS,

$ sudo mkdir -p /mnt/fsx
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch-cli
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-vnc
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-vnc
https://console.amazonaws.cn/fsx
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_linux_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_linux_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AccessingInstances.html
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7£ Amazon EC2 Linux 2§l L8 it =

FEAL TSR kerberos ¥ 1T & 11T,

$ kinit

ERAA TS THERXFHRE,

$ sudo mount -t cifs //file_system_dns_name/file_share mount_point --verbose -o
vers=SMB_version,sec=krb5,cruid=ad_user,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache
file-server-Ip

=none, ip=pr

YRE] BAFEAmazon FSx 24| & @i EEWindows U Server, M & 2. HF , B AEM R 32
EflcreateFileSystemZEADescribeFileSystemsAPl #&4E,

o WFMARWETHRXMHRSEAMazonEEWETESI B , DNS B UM TR,

£s-0123456789abcdef0.ad-domain.com

. X_‘H:b[llﬂ BE Active Directory R TARX MU REURFMLAHAXXHRS , DNS BRUTFR
Ro

amznfsxaallbb22.ad-domain.com

ReplacecIFsMaxBufsize BENBRATHEARE, ST TS U TS UREULE,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

WHEREAEHRXA/NA 130048,
BREETUATRTRIXHREREEERY , T IUREEE Internet X RS (CIFS) REMXHR

%

$ mount -1 -t cifs
//£fs-0123456789abcdef0/share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=krb5,cache=cache_mode,username=user1@CORP.NETWORK.COM

,uid=0,nofo

BRI (£ mount S 1E 4 N AR AT A T R4

//file_system_dns_name/file_share— ISEEERMN XM RS DNS BMHFHE,
mount_point— BRENXHREH EC2 R4 LB F.

-t cifs vers=SMB_ version— FFMHREMNERIEENR CIFS M SMB MMURA, EHAF Windows
XHRFBF|HL D FSx XiFH/PNEMI 2.0 F 3.1.1 B,

sec=krb5— IEEM A Kerberos iRZA 5 #1TH BRI,

cache=cache_mode— BRBEFER, CIFS EEMLIRT AJEES MR | ERIIZN LR EFE
EARMIERS ( HESF Linux X8 ) o EMstrictfnoneR2#HEN , BN looseH FIHUENRE
¥, TELXSHEET -3,

cruid=ad_user— FEREFFEEN uid RESH AD BEXREER,
/mnt/fsx— ¥ETE Amazon FSx XHHE7E EC2 L4l ERER A,

rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize— FREBMMEBEA R P X K/PEEN CIFS tHi fo

FHERAE, ReplacecIFsMaxBufSizeBEHAKAYFNRAE. BECIFSMaxBufsizeBNIETHU T
P
T o
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https://console.amazonaws.cn/fsx
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7£ Amazon EC2 Linux 2§l L8 it =

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default: 16384
Range: 8192 to 130048 (uint)

BMEHERREAREHRX KN 130048,
s ip=preferred-file-server-Ip— fFBE¥r IP #iHE BN X REBIEXHIRSEEH IP tbit,

BRI T ARRRNH RGN EE RS P it :
« EALDE FSx 2FlA , ENE & RENRTFXHREHER.
+ ZZERiFdescribe-file-systemsCLl SR RE M@ S DescribeFileSystemsAPI T H

EARMAES B FM Amazon EC2 Linux 2l E RE XHFHE

LA 3249 Amazon FSx X#HHZREZR ALK Active Directory (AD) B9 Amazon EC2 Linux £,
3F EC2 Linux SEBIRMASES BRiE , ReeEAEAE IP #hutEE FSx for Windows 4IRS 88 3044 #t
. RALAMEMAAmazon FSx ##Hl & , EME & RLIETF , BIEMN 4IRS ES IP thit.

WRGIER NTLM B4 RIE. ZHITIRE , B BMERE A FSx for Windows X RS2 XHREH
Microsoft Active Directory il R B A P ER 4R % ARKFWEIEESRE EC2 324 EAIEBM XA
B | creds. txt. EXHBERFWAFE. BEAE,

$ cat creds.txt
username=userl
password=Passwordl123
domain=EXAMPLE.COM

BaFMEE Amazon Linux EC2 34

1. {EHAmazon EC2 2#l&. BXEZELR , B5W . Ba=HFHMERT Linux =418 Amazon EC2 B
Figr.

2. Connect &) Amazon Linux EC2 3£4l, BXEZEER , HZFEA T Linux =418 Amazon EC2 AF 15
B HEEZSIEH Linux 3240,

3. BIUTHRUTHOREZERcifs-utilsBFE. LHHFEHATIE Linux LERE W Amazon FSx 2
KM E I HRS,

$ sudo yum install cifs-utils

4. SIBHEZH S /mnt/fsxxBITRIEMEES Amazon FSx XH RS,

$ sudo mkdir -p /mnt/fsx

Bl creds. txt FHEIE X /home/ec2-user B % , FAZBE RHER.,
RiBcreds. txtXHNR , WEREL (FIEE ) IUBIETU TR XERITEE.,

$ chmod 700 creds.txt

ERX RS

1. SZALAEA Active Directory FIFAE IP ithuitEEZ R i A E| Active Directory B XX =, {RATLAEE
B Amazon FSx #|& |, EME & RELRTF |, £ &% X4 Server IP Hbiit.

2. ERAUTHTERXHRS :
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Amazon FSx for Windows File Server Windows i #&
EARMA Active Directory B9 Amazon
Linux EC2 245l L BZhER XHHE

$ sudo mount -t cifs //file-system-IP-address/file_share /mnt/fsx
--verbose -o vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-user/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none

ReplaceCcIFsMaxBufSize EBNZATFHERARE. BITUTHSHU TS REUtE.

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

B RRAREF X KN 130048,
3. BEETUTHAIRIEXHRERECER , ZHHIUEE CIFS XHRE,

$ mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi,cache=cache_mode,username=userl,domain=CORP.EXAMPLE.COM

B FE AR mount 85T TELAE R B KRBT TR

s //file-system-IP-address/file_share— ISEBERNW XM RSN IP it FIHE,

« -t cifs vers=SMB_version— fFXHREMERIEEHN CIFS Al SMB HihRA, EHTF Windows
NXHRS ML S FSx R/ pEMI 2.0 E 3.1.1 RAR,

+ sec=ntlmsspi— IBEMA NT FEMNEEERZ L Support BEHEFED (NTLMSSPI) 31T HHRIE,

+ cache=cache_mode— REBEEFEN, CIFS BEFEMNILIET AL ITMELE , B ZNRHLEERE
EARMIERT ( HESE Linux X8 ) o EstrictfnoneZ2#HEN , BN looseH FIHUENRE
, TESSEBET .

+ cred=/home/ec2-user/creds.txt— IBEEWEIREAFELRE.

« /mnt/fsx— ¥EE Amazon FSx XH4H =% EC2 36| LM ERH =,

* rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize— fHEMFAMEAEHX K/NEEN CIFS thil o

YRR AE, ReplacecIFsMaxBufSizeEBARAKAYNRAE, BECIFSMaxBufsizeBBETU T
A
To

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default: 16384
Range: 8192 to 130048 (uint)

WHERFAEHRXK/NA 130048,

FEARBOA Active Directory B9 Amazon Linux EC2 =4
FEFEZRHEHRE

HELEHZIM Amazon EC2 Linux SEBIEFSS) , B AT LL B3 5B fSx for Windows 4IRS 88 S0 4F
#HE, Ak, BRKERNE/ete/fstabHE EC2 E£HlL, Jetc/fstab XHAEEXHREMNE
B, Z@Tmount -a , EXGIZHREIT , ATHEE /ete/fstabX .

X FARIA Active Directory B Amazon Linux EC2 324l , 2 ReEERAFAE IP bk #EE FSx for Windows X
HRSBEXHRE, RUBERAAMazon FSx 2515 , EME & TL2ET+ , BikMXHHRSER 1P thit.
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https://console.amazonaws.cn/fsx

Amazon FSx for Windows File Server Windows i #&
EARMA Active Directory B9 Amazon
Linux EC2 245l L BZhER XHHE

LT3R A NTLM S4B 1RIE, 124ER Microsoft Active Directory IR RN AP EH XSRS, @™
FSx for Windows File Server REEMAZE . XAXHEFRETAFPKFNERcreds. txt. UWXHEE
AFPWAFE. ZBHNE,

$ cat creds.txt
username=userl
password=Passwordl123
domain=EXAMPLE.COM

FEARIIA Active Directory B9 Amazon Linux EC2 £fl E B EHXHHE

BB FEE Amazon Linux EC2 4

1. fFHAmazon EC2 Z#l&. BXEZELE |, E5H . BaI=FIFMERT Linux 32418 Amazon EC2 A
FigmE.

2. EEIENES, BEXESEE , BSEERT Linux EHI6 Amazon EC2 A FH5R F HIE T 81
Linux SE4,

3. BITUTHEUTHSRELEcifs-utilsBFE, HHEHFE Linux E3EZREW Amazon FSx 2
EHME B RE,

$ sudo yum install cifs-utils

4. Bl /mnt/fsx BF, BFEXEHEE Amazon FSx XHR5,

$ sudo mkdir /mnt/fsx

5. fl#creds.txtFHEIENH/home/ec2-user B R,
6. WREXHNIR , WEREE (FFEE ) TTLUETIETU T IEEs 4.

$ sudo chmod 700 creds.txt

B ERXH RS

1. BELAERA Active Directory AR IP it B R R A ZE Active Directory B9 F, &AL
MAmazon FSx ##|& |, EME & BLETF , BENXHRSES IP it

2. EFEANHHEENASE P it BFHERXMHHRE  BFUATITRMNE/ ete/fstabX o

//file-system-IP-address/file_share /mnt/fsx cifs vers=SMB version,sec=ntlmsspi,cred=/
home/ec2-user/creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none

ReplaceCcIFsMaxBufSize EBNZATFHNERAE. BITHU TR T o5 IREULE.

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

BWHERRRERX KA 130048,
3. M fstabBIFEHAmount® “fake” MMM G55 “all” # “verbose” LML S FEH

$ sudo mount -fav
home/ec2-user/fsx : successfully mounted

4. EBERNHHE  BEFHE3N Amazon EC2 K,
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Amazon FSx for Windows File Server Windows i #&
EARMA Active Directory B9 Amazon
Linux EC2 245l L BZhER XHHE

XEIBRTAR , FESETUATHTRIENAREREEER.

$ sudo mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB version,sec=ntlmsspi,cache=cache_code,username=userl,domain=CORP.EXAMPLE.COM

AINE/ete/fstabfE TR HH XA EL ER LT TR

» //file-system-IP-address/file_share— EEBEREMN Amazon FSx XHREH IP thik
MHE=,
« /mnt/fsx— ¥EE Amazon FSx R4 EC2 24| EHES <.

» cifs vers=SMB version— NXHREWERIEERN CIFS f SMB HithkA. EHF Windows
X HARS B S FSx /Bl 2.0 E 3.1.1 fRAR,

+ sec=ntlmsspi— ¥EASA NT LAN Manager &% Support 2415 S ERMER NTLM FRi8-18 5 & 4
Wi,

+ cache=cache_mode— REBEFHER ., CIFS EEFMIEINATAES L MMAEE |, BAZN XML RER
BEABMIEAR (HESE Linux X8 ) . ETstrictfnoneZHEEN , BN looseH FIMUE
MREN , TELSBHEET .

+ cred=/home/ec2-user/creds.txt— EEEEMEFRIA L ERE,

+ netdev— ARERGERXHRENTEENKIFRIMNIZE L, FRALETEIESSFAERXHR
& BIEEFRLERTNERS.

s 0— RRNMAZMNHERSdump , MRERFEE, WTILDF FSx, tLENNO.

« 0— BEIRFEsckBHRREXHRS, NTF Amazon FSx XHRE , WWERHoRKP£sck TR %
ERFIETT,
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Amazon FSx for Windows File Server Windows B P15/
fF 3443 F % 2 FSx for Windows File Server

HIAE X HFE TR Amazon FSx

FSx for Windows File Server EEI8E, MEEFNFRAMY  UHEBEBRNEADLSAEFHFEHERE
Amazon Web Services Bl =, iT#E| FSx for Windows File Server B3R AIEU TS5

1. FHEH X ER 2 FSx for Windows File Server, BXEZEE. , S FIA XHF#IEBE FSx for
Windows File Server (p. 58).

2. JEN B HZEETE FSx for Windows File Server, BXELZEER , BSH F XU AZRETZE
Amazon FSx (p. 62).

3. BRI ER DNS AFXREN Amazon FSx X R 5K DNS 3l&. BEXEZELE , ESH . ¥ DNS 3|
£ 51 3% FSx 38 (p. 63).

4. Y32 FSx for Windows File Servere BXEZEER. , S Y AL % FSX (p. 65).

BUBEATETRIBXREFENINSTRNVFHAES.

E i
s FUMBXHFHITBE FSx for Windows File Server (p. 58)
s BXHHEERETHE Amazon FSx (p. 62)
« 1T% DNS EiEAfE AT S FSx (p. 63)
- YYAL D% FSX (p. 65)

HIAB X148 ZE) FSx for Windows File Server

BN A X T E FSx for Windows File Server X RS , BATEWAEAHAmazon DataSync , X2 —
DL BEAMRS , EERL. BaCRMERD, EHXEHRENIE , HNRANEHREHENTE
AmazonZf#EfR%. DataSync i3 Internet & #IE#E = Amazon Direct Connect. fEA—MZELFEERS |
DataSync TEHEMEUBMARE. FEAHASLEBEMEE. EXEZEL , BSR EAAToSNNE Xt
1% FSx for Windows File Server f§ FlAmazon DataSync (p. 59).

ERERBRER , /RILUER Robocopy 5 Robocopy , 5% 25&MHF Microsoft Windows BIfi 51T B &
MXHEHTHE, BXRUWAEER Robocopy X #4F & E# 2 FSx for Windows File Server B 42 |
HZ A Robocopy A X HIEB E| FSx for Windows File Server (p. 59).

A XM IERB E FSx for Windows File Server #Y
=] s O

E{ESRER

ER PN AKEBIETEE FSx for Windows File Server , EFAEE T EASER (SSD) 17 # Amazon FSx
XHREZ, IBERE , BAUERABEREREES (HDD) F# FHIEB3IE Amazon FSx XA R ( tIERX
EREAEHNRARFNBRAR ) o

EHIEMER SDD F#H Amazon FSx XHREBZNE HDD Fi#% , BULUKITUTER. (BF
E HDD XHREZVE2TB WEHBE , NEDEERRNTEEREHBE, )

1. %10 SSD XH-RSG, AXESFEE , BEMA IZAFBEINEZND (p. 72).
2. fEf HDD FEFEHERIIXMHRE. AXRESER , BSHA EEEH (. 75)
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Amazon FSx for Windows File Server Windows i #&
& A X% X Amazon DataSync

FRU TS [IE X4 EER FSx for Windows File
Server £ Amazon DataSync

KA WUE F Amazon DataSyncfE FSx for Windows File Server X4 R 452 Bf£ #i#k#E., DataSync —
MBEE RS , TR, BIRTRFMRER U FHERESH MAmazonBE Internet SAmazon Direct
Connect. DataSync Al MERIBN X HREREFNABIE |, fl , FrER. SR FRNR , flm, FE
X, B E B AR

DataSync X#F& % NTFS 1 HZHIFIR (ACL) , EXFEH XM FZIZHES ( B NTFS RE1hHEE
#FI& (SACL) ) , ERRAFEAXEEEREFHAFZH BRI XA FZAKRIER,

B ELAE A DataSync B FSx for Windows File Server X RSz RMEH X |, FHRBEBEBIBRREAX
HRE DN H R L Amazon Web Services X5 E 4 Amazonaccount. &R LA A DataSync £/ FSx for
Windows File Server X# RS FHMES, Bl , BAILMT—AMERETE , EHENS AR ITERE
WEHHBE  URZESHUXABERF 5RE.

InAmazon DataSync , afiEfor FSx for Windows 3 iR 5588 FSx for Windows File Server Bt =, &7
LATE FSx for Windows File Server WU BSHMXHRENNEZ AEHX 4. BRETHEXER , BS
24 A {7 & A B9 Amazon DataSyncf Fi5w.

DataSync 5/ iR S5255H 23t (SMB) M AR &K FSx for Windows File Server. EfRZEFREENAF
£ MLk # 1T & % IEAmazon DataSyncii#l & 5 Amazon CLI.

TR

EHKIEIT B E Amazon FSx for Windows File Server I B , BEE— A REB/AMMEH L DataSync B
R, BETHEEZEER , HSHM 3R DataSyncHh B Amazon DataSyncH FiE.

MR EEMEM HDD 76 , FENMEA DataSync , RATE ST E SSD . BXEZEL , TSR N
A 14 T8 E) FSx for Windows File Server B & {ESEE (p. 58),

L {RE DataSync EXREF|I , BRI RBUT T BER.

FERAEBXHMERLS IR DataSync

ERAFRMNERXHENRUEERRE BB , ERAEAFRMEMEA DataSync, HITH TER SR

- EENHRRRTRADENE , REHE.
- BIEHEERMERME,

- BIERABREES.

« BITES  RXAEMNRERE B,

WMET AT STENIE B A3 S RS 4E 5 R FSx for Windows File Server /|, &2 , 2 REER
EENEENZBEmEIEAmazon, 71 SMB 8124 E, MR Amazon FSx for Windows File Server 8|Z{
i F#YAmazon DataSyncH F 5.

WME T BN STENIE T S R 4£ 5 F| FSx for Windows File Server , 25 |, 55 MR EHLE
#PE 7 Amazon EC2 = flH#IAmazon DataSyncH FI5E.

£ Robocopy I A X 41X ZE| FSx for Windows
File Server

SERAT Windows X IRZ 8589 Amazon FSx EF#{%k Windows Server 12 , B NN EREERTS
EBEMWDE FSx MHEREH, BTSN ENHE, SETUEIBFIERANXHTEHE , 2R
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Amazon FSx for Windows File Server Windows i #&
i B Robocopy &3 44

%, RHEZ., HEEHEYIER (ACL). FIEEEENFTFRKES, BHXMLEMNIEREZIF , Amazon FSx A 5L
FETF Windows B9 T4 i £ Rk X L X 4 5048 £ 19 B A 72 12 B FAmazon Web Services Bl =,

UTEEESETRESNANARENTR, ERTHEH  SRRERE A BIE+H U5 Amazon
EC2 L A EEBNHRS RN AA X T B HE.

FTRF M
Fria 2ol , BHRRECHITUTIRE
o B MKIERE (BN EAAmazon Direct Connectsl & VPN ) £ R A tth5EZH B RMEBEE F oI

Amazon FSx X R 5 VPC 28,

* 1£ Active Directory D8I ZEBFITEANMABNERNR , IBBRESKSF. BEXELZER , BEH . F
PR 2R 45 18 1Y BR S5 1K 7 7R 89 Amazon Directory Service B X157,

« BIE— Amazon FSx XHR % , MEMAZIEER ( 4<#th ) Microsoft AD B FH.,

« IBTF{IE (I, \\Source\Share ) XA HE ( KihREAmazon) , EH I ELREHFE Amazon
FSx WILHE 3L,

. E-Fﬁilﬁ ( B3 , \\Target\Share) , BFEBN I B XHEMEIR Amazon FSx X RE LRI H

=
o

TREET=MHIEBAFHRKRRNNFEXHREN B4 RE T HREEER,

TEBAFHRER R ARG A R ER B #% FSx X4AR
SERAIpEMER
B/ ENRER AFREEEDONETR ARELEZEENETHR
SRR ER/R WXHNIHREFE
EUAXBR (NTFS ACL), AR (NTFS ACL).
ATEZGRR APFEERAH Active Directory AP %52 Amazon FSx X
#9217 /3E RN BRAE B #9Backup BRIER AR | HRENRREERA",
HF /b 1% 5 RoboCopy. HF /o #5% 5 RoboCopy.
BRI RINRNEE AFEERNEHEBED P @442 Amazon FSx X
BR (k) NRER BERMEEEREANRR HRENRZAEERA",

H4¥ /b $3E 5 RoboCopy

Note

*NFEMAN X R EAmazon BB E AD , L E# FSx XA RS EE R A 2AmazonE ik
B FSx EE R . BIRETEER Microsoft AD 1 , Amazon FSx X #R &K EE R 4 £Domain
AdminsHECER A REN N EEIEENBEE LA,

w5 Robocopy MM E X4 EB B Sk FSX
B LAE R T 3R R E XHTEEE Amazon FSx.
FIME X4 EBE Amazon FSx

1. ES5TL%H FSX XHEREHERKLD# VPC F /53 Windows Server 2016 Amazon EC2 3£,

2. HEEDEK Amazon EC2 3£, BXEZER , HSHER T Windows L4618 Amazon EC2 A F#g
BEHRRIEREEN Windows SE41,

3. IAGSREIAHIEXHEZMSFRIME 4RSS L ( AibsEAmazon) HARSIERS ( Fliy)
MTAR. EREFN—E89 , BEERNRNEFEEE Active Directory IR R IZHEREEE R A ),
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/prereq_connector.html#connect_delegate_privileges
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/prereq_connector.html#connect_delegate_privileges
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Amazon FSx for Windows File Server Windows i #&
i B Robocopy &3 44

C:\>net use Y: \\fileserverl.mydata.com\localdata /user:mydata.com\Administrator
Enter the password for ‘fileserverl.mydata.com’: _

Drive Y: is now connected to \\fileserverl.mydata.com\localdata.

The command completed successfully.

F Amazon FSx X RE LW B RXH R ZEME BT RINEIEES ( Hlin , zEEH Amazon EC2 =4
EER  ERERN—Ey , BEERNE T A4 Active Directory BV EE 7 4AF Amazon FSx X# %R

SHEBEREARANAPKFRHEETE. X TEMANXHRSEAMazonEEHE AD , %4 RAmazon

Delegated FSx Administrators. FE/RERKEEM Microsoft AD F , iZ# 4 Epomain AdminsD
FRBXHRENANEREENBENA,

BXREZER  BEZAREXHREMER ARG AT AIEER (p. 60) R LRSS (p. 60).

C:\>net use Z: \\amznfsxabcdefl.mydata.com\share /user:mydata.com\Administrator
Enter the password for 'amznfsxabcdefl.mydata.com': _

Drive Z: is now connected to \\amznfsxabcdefl.mydata.com\share.

The command completed successfully.

BEERIUEER FHETMNLETXEE L, ITHAGSERFEALWindows PowerShell#iz1T LT
Robocopy i X HMNRREZSEH B BHrEE,

XL XA : RoBocoPYcommand 2 — PN RIENXHEHERAER , EES METURESIRELHT
B, ERRMROBOCOPYIFIITH , MEZHHIFTAE MM B ZE NS HZE Amazon FSx BFrit
Z, BIRAREGMIHERNY NTFS ACL, B, /a8, EEEENTXRES,

robocopy Y:\ Z:\ /copy:DATSOU /secfix /e /b /MT:8

HIE RIS EAL T TENER

« Y — B F A& Active Directory # mydata.com FHREE,
o Z— BT D% FSX L& B #RA#0\ amznfsxabcdef1.mydata.com\ £ %,
 Jcopy — EBEEEHINUATXHEY. :

« D—data
s A—EHM
o T— mEE

+ S—NTFS ACL
- O—FBEERER
- U—®itER.
* Isecfix —BETAAMXMANNHREY , BEERBRIH XY,
c le—EHFER, BEENTER.
* /b — % Windows A& B HEFRRBREH S , BMEEIR NTFS ACL 1548 =51 A 7~ IR,
« IMT: 8 —EERATHITZLEEFNLENKE.,

Note

MREBEDS EE N I EAEREBIASM , WA LUER/zbik B Srobocopy & /bt T, EAER
BAT , MBAXAHEREPHT , WA Z BT EPRNITREE Robocopy #RIE , MASMKIF
BENEHEAN G, ERATERERACREREELRZEE,

61




Amazon FSx for Windows File Server Windows B P15/
EBRNHHERE

X HHEER ETREZ| Amazon FSx

BAUERAUATE RSN E XSGR EZRBETBE Amazon FSx, EHEREF , EX4RSELLEGH T H
/\;Eﬂﬁ F# %) Amazon FSx B4 ARE S8,

Note

EIBXHRZEEREB2H , BANXHTIEE Amazon FSx, BEXEZEE , Bl FIEXHE
fi& ¥ % 2| FSx for Windows File Server (p. 58)o

FMAE X HETHE FSx for Windows File Server

1. ERXHBRESSHEL  ERUEERSMEITMETXESE L, FTFFWindows PowerShelfER EE R .

2. NRXHERSSBHNHEHLZSHIZB NN X Esmbshares .xnlBE A TR SGSmon oMo I®
S PowerShell. FARGIFH F: BRAENPSHXGAZN XGRS HF LHRIES.

$shareFolder = Get-SmbShare -Special $false | ? { $_.Path -like “F:\*” }
$shareFolder | Export-Clixml -Path F:\SmbShares.xml

3. imEsmbShares.xml X , FFEXN F: (ZBHNRIERS ) WsIAEHRHA D:, B Amazon FSx XH#H

SKERED: L,
4. FIMBENXHHZEEE FSx for Windows File Server #, E’E*Xlﬁlﬂ Eﬁ‘ Amazon FSx X RS R
HRESHENEFHL  SFRENIHRZEEE, BIUTHS FEF  FAUTHEH,

$shares = Import-Clixml -Path F:\SmbShares.xml

5. AU T®IZ — AR FSx for Windows File Server £ 82 R ZFRENEREN R,
EURBEARERERENR , BEAUTHS,

$credential = Get-Credential

18 F 4 R AEIRE I HRAmazon Secrets Manager’® | , AU TS,

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

6. ERANTHAFHHLZEETBEEN Amazon FSx XHIRSER.

$FSxAcceptedParameters = ("ContinuouslyAvailable", "Description",
"ConcurrentUserLimit", "CATimeout", "FolderEnumerationMode", "CachingMode",
"FullAccess", "ChangeAccess", "ReadAccess", "NoAccess", "SecurityDescriptor", "Path",

"Name", "EncryptData")
ForEach ($item in $shares) {
$param = @{};
Foreach ($property in $item.psObject.properties) {
if ($property.Name -In $FSxAcceptedParameters) {
$param[ $property.Name] = $property.Value
}
}
Invoke-Command -ConfigurationName FSxRemoteAdmin -ComputerName
amznf SXXXXXXXXX.corp.com -ErrorVariable errmsg -ScriptBlock { New-FSxSmbShare -
Credential $Using:credential eUsing:param }

}
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Amazon FSx for Windows File Server Windows B P15/
I DNS ELELAE AT S# FSx

T8 DNS B & LA 5% FSx

FSx for Windows File Server I8N X4 RGRME—NEBRIANIEE RS (DNS) B, B ERZEHRIHE
XHRE ENBIE. B HE A DNS BHEE N Amazon FSx X4 REH DNS 31% , B aLFEAEC®
WM DNS EMIFRIXHRS,

{&£B) DNS BIE |, EEXHRETEMAELTBE Amazon FSx B , A A4kEE (E AT A DNS & #K i
F4E7 Amazon FSx IR, XEBFEITHEE Amazon FSx N EEEHTAFE AL DNS EHHN T E
RHUAERF, EUEFXARGURNZ DR G REN |, BT LU DNS 318 5MA FSx for Windows
File Server X REMFK Bk, BAILAERFHRZ 50 © DNS BB EXHREXEK, BXEZELR , H3H
E¥ DNS 51& (p. 82)0

DNS B BXTHEATER :

o ML AELREESE (FQDN) , i , accounting.example.com.
- AINEEFERFFHANEFTR ().

s FEUEFRTLILERE.

- AAERABEFEFL,

T DNS 5|# , Amazon FSx @ FFZRFZHFRENNEFE (a-z), TREBEEFHE#ENAEFS, NE
FRERK NBHNNEF R,

LUTERBNE WA ER Amazon FSx #2414 . CLI # API ¥¥ DNS 31& 53 A FSx for Windows X 4R 25
XHRGEXE, BXERUEBFIXHRES (EENEZ 0B HRSE ) it<Bt DNS JIBW#AER |, 5
N BIZEFH TH RS AF<E DNS 315 (p. 83).

9 DNS BIBSIMEXHREXE (BHAE) (2HE) (2HE)

1. MITH Amazon FSx # &l & https://console.aws.amazon.com/fsx/.
2. SMEIMXHRSE , REEEZFES DNS 35 <BH Windows XH#R 5,
3. EE#ENMENRZELETF L, %%Managed 7TDNS 3I& LUITH & DNS 3| & X FE.
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Amazon FSx for Windows File Server Windows B P15/
I DNS ELELAE AT S# FSx

Manage DNS aliases X

Associate new DNS aliases

transactions.corp.example.com|

&)
Specify up to 50 aliases separated with commas, or put each on a new line.
Associate
Current DNS aliases
Q 1 ®
DNS name A Status v
financials.corp.example.com ) Available

If you associate or disassociate DNS aliases, your file system will experience a temporary

loss of availability.

EXRBRHFANBED , B AEXEE DNS 318,
EEAssE X RERMBI B o

AT LS NI R FE 2 BT B B liste 2R E R NAvailable , MBI E EX4HREEXEK (XM RTEEE
K& 259%),

¥ DNS 318 5B XHFRLKE (CLI) (CLI)

fffassociate-file-system-aliasesCLI @S AssociateFileSystemAliasesf¥ DNS & 53 A
XHRGEREKE APl B1E,

AT 5RMAN 58 SEEN X RGEXEK,

aws fsx associate-file-system-aliases \
-—file-system-id fs-0123456789%abcdef0 \
--aliases financials.corp.example.com transfers.corp.example.com

W BIE 7R Amazon FSx IEFE & X REER BRI 5 & BRTS

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
}
{
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YDA 5 FSX

"Name": "transfers.corp.example.com",
"Lifecycle": CREATING

}

ESBRERERBKNEBHIRE |, BFEMAdescribe-file-system-aliasesCLlI @85
(DescribeFileSystemAliasesZ MM APl 24E ) . fillfLifecycle MR 5 E{E N AVAILABLE , N7
DERERARXHRE (LIREZSEE 25 5484 ) .

AL S #h FSX

E ) E) FSx for Windows File Server XRS5 , BEERTUTESR , BRITUTSR -

- HEEHH,

o B SMB EFHSRE X4 RERNEE.

s RITRANXHENXHRZERERS,
o AIBH Amazon FSx XM RGE B RS E 4B (SPN),
+ 3% DNS CNAME 2R [ BN D FSx XH R,

BINSBRAPITUTSROTRE,
£
o RYREITW D FSx MAER (p. 65)
+ 7 Kerberos F1AELEH SPN (p. 65)
o B D# FSx XRS5 H DNS CNAME 23 (p. 67)

AR EBI 5% FSx MR

EHZ T Amazon FSx XHRE |, BATMITATERE -

- MIFFEBEARKRXHRENE iR,
o FRARNITRANHRE S Amazon DataSyncsl# Robocopy. BXELZELR | ESH NG X HFEHITED
FSx for Windows File Server (p. 58),

c BITBRANXHRERERS, BXEZER , BESH FXHHEEETBE Amazon FSx (p. 62).

A Kerberos B BELER SPN

BATEWIZIE Amazon FSx R EAE T Kerberos B9 B RIEFINE, Kerberos 115 E XA RS E FikiE
HELLHNEHRIE, ENEH DNS 518 5B Amazon FSX & Fi% /3 A Kerberos K |, BATUR
& Amazon FSx X# R4 Active Directory ITEHII R L# DNS 5 43S R HY AR S 4B (SPN)o

5t Kerberos & BIFERMNHEMN SPN,

HOST/alias
HOST/alias.domain

AN F  MNRFBRfinance.domain. com , NS ER SPN 1 R,

HOST/finance
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A Kerberos H7ELER SPN

HOST/finance.domain.com

SPN Bt RBEE— Active Directory it BT R KBk. MRNEHIXHFRSH Active Directory THEHLITHR
LB HY DNS B#HIZEIAE SPN |, AR Amazon FSx XA RS 612 SPN & B iF EMiBR.

AT RN B IR 8K Amazon FSx X R 4iHY Active Directory It EH N RERFEMIE SPN, HiprE
MR BIZHH SPN.

REFTEM PowerShell Active Di

1. BRZMAEH Amazon FSx XA RSN ARIES B % Windows E41.
2. FTFF PowerShell fEREER
3. &% PowerShell EAMU T &

o
AL DO. A DA ~ A A DA DA DDA DD DD DD DD DD
e HSEAA TG eI oM AN IR I om oSN

Install-WindowsFeature RSAT-AD-PowerShell

EHRMMIERRE X R SR Active Directory iHE AL R EHYIAE DNS 518 SPN

1. FERAUTHSEREMIEH SPN. Replacealias_fodnfEfSXHRLEXBKHN DNS 318 iF% DNS
i B LA A Bi#h FSx (p. 63)

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fgdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. FERUTRAIAHRER E—FFREIHNIME HOST SPN,.

 Replacealias_fqdnfEfAEXHRERERRTE DNS 515 T8 DNS Bl & LA AL S %
FSx (p. 63).

+ Replacefile_system DNS_namefEFl R XRS5 DNS &,

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[0].Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[0]) ${FSxAdComputer}.Name

3. XWEHHMXHRSEXBKNEN DNS AIBEEXELSRER DNS BELAEA L D% FSx (p. 63).

£ Amazon FSx M # R Zi#9 Active Directory it E#HI3I R £i&i& SPN
1. BEETUTHSAEN Amazon FSx XHREIZBHEY SPN,
+ Replacefile_system DNS_nameffF Amazon FSx 2 Bl4h X REH DNS B#5.

E1E Amazon FSx ###l& LER XM RSH DNS B, BIEBRXHRE , AEEFREN
XHRGE, ERENENZEXHRFFAEERNEMER. RETUERRFIRE DNS A
FrDescribeFileSystemsAPI 1#4E.

* Replacealias_fqdnfEAEXHREREXMITEE DNS FIHEH DNS B & LA L 5%
FSx (p. 63).
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## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system_DNS_name"

$Alias = "alias_fgdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')[0].Name.Split(".")
[o]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-AdditionalDnsHostname"="$Alias"}
SetSpn /S ("HOST/" + $Alias.Split('.')[0]) $FSxAdComputer.Name
SetSpn /S ("HOST/" + $Alias) $FSxAdComputer.Name

Note

MBFRANHRENITENIN RN AD F1£7E€ DNS 51E 8 SPN , A Amazon FSx X#H# %
SIRE SPN FERM, BXREHRMBPBRIMAE SPN HEE , BSRERANNBRREBXHERSEN
Active Directory It EH3T &K EHIEA DNS %J#& SPN (p. 66).
2. FAUTRAMARIEZSEN DNS 5| BEE TH SPN, BERMMNFIERD HOST
SPN , HOST/aliasfIHOST/alias_fqdn.

Replacefile_system DNS_nameffFi Amazon FSx 2 EL4AIRHI L RS K DNS E#5. EE Amazon
FSx 4l A LERNHREN DNS B, BEBRXHRE  ERENXHRE  REEENENZE”
BN TXH4REEAEETEL.

R th AT LAFE E B FREX DNS & #RDescribeFileSystemsAPI ##4E,

## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[0].Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

3. WEHNXHREXRBKNES /) DNSHBAEELLHDNS 38 , EELRSBHITHE DNS BEUFEHTL
I# FSx (p. 63).

Note

I 7E Active Directory Fig BUATAREENR (GPO) , AILMEREFiHMEA DNS 5B EERI M4 R
Sy 72 58 BIHAT Kerberos & 3 EM N :

« BREINTLM : MIZFRARS2[4E H NTLM RE
« BRHINTLM : J3 NTLM 5 3 RAUE 7N iz 72 AR 55 8551 S

BXRESZER , ESH . FA GPO BHIIT Kerberos BBIIE (p. 157)1EESk 5 : 5 DNS
BB [ A R

BT D FSx X HFR 4Ry DNS CNAME g%

RAXHEREEWHEE SPN 5 , B LUHERTIRBXHRENE DNS IBZBHRNENT A Amazon FSx X
HREHBRIA DNS Z#89 DNS i2% , M t1# 2 Amazon FSx.
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ZEFTER PowerShell cmdlet

1.

LLEH DNS EENENAR RN S HEFZIIMALN Amazon FSx X4 R LM Active Directory B9
Windows 36 ( AmazoniZi & REEIEEE R #£AmazonE EMicrosoft ActiveDomain Adminssl & 1E B
2 EEM Active Directory FZEk T DNS BEEMN R EMA )

AXELZEL , HSHEERT Windows SEHI#Y Amazon EC2 A P HgRE Y E SR Windows SE4,
$TFF PowerShell fEREE R,
XLEXIHE : PowerShell EEF A DNS BRESBERKHMITHERHNRA, FRAUTHTRET,

Install-WindowsFeature RSAT-DNS-Server

E#HIAR DNS 3 BICFH LR

1.

LUTHIAEHAEIN A DNS CNAME i2Falias_fqdnR#EHI Amazon FSx X R &M it &M
Ko MBRIKET , M4ALF DNS 3IZ 61— N#EH DNS BB i2FRalias_fqdnB LT HEM Amazon
FSx X RZHIBRIA DNS B F5o

EETHA , BRITHUTERE

» Replacealias fqdnfEAEX#HREXEKH DNS 5lH,
» Replacefile system DNS_namefff Amazon FSx B2 B4 X H R KK ERIA DNS B,

$Alias="alias_fqgdn"

$FSxDnsName="f1le_system_dns_name"

$AliasHost=$Alias.Split('."')[0]

$ZoneName=( (Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name)[O]

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName $DnsServerComputerName
-HostNameAlias $FSxDnsName -ZoneName $ZoneName

FNEFHAXHREXKNENDNS FJIBEELLSWDNS 518 , EE LSBE, T8 DNS BELUEAT
I FSx (p. 63).
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¥ FSx for Windows File Server &
Microsoft

=7 A (HA) Microsoft SQL Server ¥ 2B Windows RS S ERBRE (WSFC) A EAMNKIEEY
RE, ST RIEAILGRIRZXHFE. RALUEIFT S RIF FSx for Windows File Server F{E=S 7T A
# (HA) Microsoft SQL Server BN R Z76 : AEEIHIEXHNFHZEIFEN SMB X4 HZNIE,

Note
B, WI% FSX A XiF88%k SQL Server IFI ( BIBS STH#03R1E ) ThEE,

BUCHESEREFEAT SQL kSR, SSD FRETAMRERS. EEKBBNTHERR (BERERE )
®ito

BxfEH Amazon FSx F#{K SQL Server 5T AMHENERMNRENELR , TS HAmazonEEIEE :

« {Ef5EM T Windows File Server 8 Amazon File Server & Al FI £ Z5&
« Rt & AT A SQL Server EFE R R A<Amazon
» £ AmazonLaunch Wizard 1 5 FSx

£ Amazon FSx B T7&3) SQL Server ##E X4

Microsoft SQL Server T LAEF SMB 34 H Z4E 1 5E 3h SR ST 17 A DU T30 8 ., Amazon FSx £33k
It , BEXHFHEFETA (CA) XHHE | 7 SQL Server BIEFEREMUAZEM, XENGERAZTETRAEETHM
PBRIAZEXHEHIEN SQL Server 2 EM N ARFMIRIT. BARABALUELETHKX 2 WHERSE LB CA H
=, BXFFrE SQL Server #f8 , TRREE VAKX , #EEXESATARXHRSE L6/H CA HRE,

BIEFETHNEE

EBALE LERARATEREEEMN Amazon FSx CLI 812 CA #£ = PowerShell. Bl ERZRNBLETANH
Z | EFEANew-FsxSmbShare f-ContinuouslyAvailableit TR B N $True. BT BEXBIER CA
HENEZEE K BSHAVEFLETANHEE (p. 88).

& SMB BRI E

A FHRFSX or Windows File Server (p. 18) , ZAAXKWHEZBMELTI ATELSH 1/0 E&F , BEE 30
PHRTHR. &K SQL Server NARFXBIEBENRBETETE , EABRTHEBAH K.

B LLAE SMB B IREESEEN , MARENNARFNSITARXHRGHERBER®M, &1
UBSERXHRENELRTERNANARFELERBHREANTH , XHE3BIHEDRME,

£ Amazon FSx fEy SMB XX = 0L

Windows RS ESSHMERBHENBETLIE SMB XHEHZNIF , U4 BHERFENTR, RiFx4st=
REBLEEMEEEE. Amazon FSx X4 R A A Windows RS ESHERBEHEIEN SMB XXHH
ZENiE,
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XHREMRE

¥ FSx for Windows File Server &
Amazon Kendra &4

Amazon Kendra 22— S E 4B EHENERRS. ERT Windows XH RS XHR SR FSx ATAE
Amazon Kendra EIER , A ERSINEERHREDEHNIRPEENER.

« B3 Amazon Kendra WEZEE | ST 42 Amazon Kendraff B9Amazon Kendra FF X & #55.

o BXRUMAFEXHRERINA Amazon Kendra BIBRNEZELR |, SR, FEER Amazon FSx #IER
(#4l& ) PHIAmazon Kendra FF % & 157.

+ B3 Amazon Kendra BIBEIREE. | 55K Amazon Kendra M.

o BXRUMMAFERH Amazon Kendra R X HRERES |, 155, FH Amazon Kendra #2857
Windows X # R & E Rt ERIFEMLEIE , LIREUER F Windows 4RSS 859 Amazon
FSxfEAmazonMachine Learning {8%.

MRS ERE

L IBNF FSx for Windows File Server RER A EIEIRAT , Amazon Kendra £ EMN B L MBMENHR
SRR | B4 HIERRE], (BAUUERLERNERBLME, ) Amazon Kendra
IS ESESEEXHEREER , RUTEEEN ITEAR B R XHRERED,

BRXARGEET EBHHEER  UREHN THEARMESIZE, B4KE | WRETRIHNKEX4H RS
Rl , RIMNBWERESR SSD FRERENXHRE , ZAXMHARETNEEZETRFEESNBEREHESHHRA
HFHEH IOPS &5,

BX Amazon FSx SIBRHNEZEL , S HFSx for Windows File Server #£&E (p. 141).
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FEAZHR

fiE

1R

4\

iOESEE

1%, B EIARNENE SR

L.

BRT B EHXARENBREIBREFAMZI , Amazon FSx ERERAU TR , Lt — SR 17654
EXHRE LHHIE

+ Amazon FSx R4AZ X #FETE Amazon FSx FHZ R REMEMNLER,

+ Amazon Backup#) Amazon FSx X#REHNE MR ET X BB BHERS RN — b5 Amazon= i M4
1 AR S5

. Wlndows BB A PR BT 3 & R B LA RT B9 AR A SR R WABUE S4B U LE R ST RR AR
+ Amazon DataSynciZit XIf# Amazon FSx X RESEHIFE N XY RE AT REHBB R FMIKE.

E37}

. ERAZH (p.71)

« EABEER (p. 76)

» {FAMNERPEE HIAmazon DataSync (p. 79)

e =17

&7 Amazon FSx , &7 file-system-consistent, S EMMA, &, A THEXHREN —B1E , Amazon
FSX E#3 Windows £ T HHEFIRS (VSS). A THRBIFAM , Amazon FSx H%ﬁﬁ'—?—ﬁ%"(ﬂ?lrﬁ
#Simple Storage Service (Amazon S3) /i,

Amazon FSx R REEZ D , TLREASABIZNERASBINEMNUERER . XBWEREXHF
RELREFERFZOEEXANRE. ATEREFHRE , XFRAREREUEZOMENNBNTER
A, (FIE, MRNHREGTNEENEER , ZHEZOERETREAATXHREHNEAEHER
B, ) MEREH , ARRZZHR/ENEE,

&/ FSx for Windows File Server ZMEBENEZ R EIBM X G REFTENFIEEE , NMBEMHIE R
point-in-time X# RS HRE,

AXHERGANEENZHRE —TPHREXE , L% Amazon FSx for Windows File Server X 34 R & 1T
ME 4%, Amazon FSx %fﬁﬁﬁﬂ?xﬁﬂ"‘ﬂﬁ%fﬁﬁ%*ﬂAﬂ’l’i?ﬂﬁo 5 Amazon FSx &3 IEE M2 | Lit
RUBZM. 5860, NEOEEHREERWEREZ5.

i

- ERERBEESR (p.71)

- ERAFBINED (p. 72)

« £ Amazon Backupf HAmazon FSx (p. 72)
« 8% (p. 73)

o BIREH (p. 75)

« MIBRE (p. 75)

EHBEBExEH

BINERT , Amazon FSx BRAFZBHENXHRES, XEFHAEHEHRETUEXHRENBEN S
AEHEAN, EEAEONRTNENNZ , B3IEH /0 TEELENBEEF# /0 BETILY), X
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FRARAFEHNER

BERSAZRMNEN , BNBIUEER—KRDP A ENRE, X TFEAZXHREHNNBARERKE |, WatE
BRIFHE H IE ¥ TAERTE .

SHEFRHERE—BNE , MREH, SEEHZHNRIANRER R 7 X, BUUNREHIEENE
0-90 X2 E, FREMWPEEN 0( T ) X&xMNEBREDIEM. HBRXHREE , MRS EHRHG.
Note

FREBIREN 0 REREKZT2EHZDENNMHRE, RINBURYEN EFEARFIHX
RUBENXMHREEATHEHED.

& LAfE FlAmazon CLIREEH —Mmazon A TER XK RGN R DB Z DREHMN SDK, &
FAupdateFileSystemAP| #ERupdate-file-systemCLI a5, BXEZEL , BSW EE 3 EF
MBEXHRLE (p. 149).

ERHAFESNESD

&Bh Amazon FSx , BRI ARER Foh R A XHRS . BRI LMER Amazon FSx %A . APl 5Amazon
Command Line Interface(Amazon CLI), A /318 Amazon FSx XHREZHBKTEH , RELERE
XEEM , EANRMAIUER. BIERRTERANNERSE , AFRINEHEARE. BREEIFER
Amazon FSx #2%|&. API = CLI HiBRAFBaIN& 7. SITKIERL% Amazon FSx Baiiikk,. BXES
8, BZH MRZD (p. 75)

MREBUXMARGR (HINEEFFHRERRAREXHREET R ) BRD , WEHBERFHANR
3, AEFEDERERE.

IEAFEHNEH
ST ES BT Amazon FSx 2818 H N XM RGHRA S BDHE B,
IR B REE D

MIFTF Amazon FSx #24| & https://console.aws.amazon.com/fsx/.

MEH &R AREAEEAS , EREZHNWIHRENER.

MEBRE | ERER D

EREZEHANEESD , RHZONEN. Backup BMBEZALEE 256 4 Unicode 5 , BIEFH,
=i, BFENEKRFEF, +=_/

5. #%3$ Create backup (BI2%& ).

S

#E , BEUENHREZMN. BLIE Amazon FSx 2H &P R EIFMARMONER , HERERZOEAN
SR, BAMBRRAZHRENEN , KIFEFANEREENE R,

HERBUITEFIRAIBZAF BN E SR , HEHNHUSER _INITIATED , ©ECREATINGIRE , BEIER
27 A,

{8 F§ Amazon Backupf# FiAmazon FSx

Amazon Backup—f £ BLFERNHE , TBEE R Amazon FSx XH RS RRF BRI

. Amazon Backupfi —& MRS , EERMLZANEIE, £, REMPIER , ArtiREIGENRENT
#o, Amazon BackupRJ A B R EEZMMET L SMEFEEFRNZ 6. Amazon Backupthib R
RS AMazoniBHEFR N BILLBTRUTIRE , NTELIFEHES. BEENXHRSE

s BEMTFITAmazonEZ R ER.

s ITXIEED.

« RERE KK,

+ ¥ % B AmazonX 13 #1#% X i Amazonlk F°
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EHEH5

- BEFFAERIENED. EHMERED,

Amazon Backupff Amazon FSx B & A IhaE. &3 EAmazon BackupiZild EHF 5@ Amazon
FSx #HI A HITHZHHEBERA N XH4HRE —BHEMMEE U R ERKEFIET, wREHEEHAAmazon
BackupEEEIXEE M , B LURBHMINEE , AINTRAZT RTINS MR —RERNZDNEED. It
4%, Amazon BackupBMEMIBR 7T IR X4 RE , E R RBFAEMNZH. X#E A 2P LEZA B Z MR,

% 10 HAmazon Backup# M A AF BN E M , Hit A Amazon FSx AF B3N R B EH. EANEFH
& R Amazon BackupfE Amazon FSx ###|&. CLI #1 APl /., B2 , &7 % MIBR% 9 Amazon Backupft
Amazon FSx ##|&. CLI 5 APl i, BXRIMAERNE Z{E 2 Amazon BackupE& 18#) Amazon FSx X
HREG , BSREATL D FSx XH RS Amazon BackupFF X A R IEE.

£ %l 4

BT LAE R Amazon FSx 1£ @ — A H F 31 £ $1% 17 Amazonik F 3 F) 5 —Mmazon X i ( BXEEIA ) =
B —Xig M AmazonXiF ( KA EIA ) . RRBEER—NXE RN &4 X5 Bl 4 AmazonPartite £ ] LA A
Amazon FSx ##| A 8I1ZRAF B3N EMEIA , Amazon CLI , 5 APl, SIZRAFBINEMOEIARN , ¥R
NUSER_INITIATED.

838 7] LAE FA Amazon Backup £ % 3 Amazon X 13 71 X il Amazonlk F° . Amazon Backup2—Hl£ %
ENZNEERS , " ETEBNZMIUTRRET —NhRiEO, SHEKSERE , SUNLBAHEAZHE
B 5 4H 40 PO B9 K P R PR &40 1R

EXESEARAN FEREREREXEINER, EHTROFFEEHTE —MmazonXig , LEELE
RENEEEZEAmazon X , BAALUMNEZEBPMEHES —MXEREWRE 7 A EAmazon X1, &k 0] LAfE
AZAEIRE XA BREEREST S —MmazonXFRER — MK HAmazon X8, RER—MEEFER
B EIARAmazonMk F~ ( BEXEHXEA ) /8 Amazon FSx #&|& , Amazon CLI , SR i# FSx APl, &%
A BAfE FlAmazon BackupITIRERE T REMNZ B I,

BkFZOREIANTHERESOEFEIRIkFHZABMNEERFEEER. SRR THRANBERT
B, UEB I EAREERBREHR. EXERIEEAMazon KMSHR, BKFEOZEBRA (F&24H
FRAHZHEH R —MUNZHEIERKS ) MIEE (CFZFHN—NERFESIE L NE T E 5 B4k
F)e

SR T LAE A B 2 BTk P % 49 Bl AN Amazon Backup#Amazon Organizations &, B P BIZA<HI K 7= 52 R B

Amazon Organizations . BEXxMNEZEL , #HAmazon BackupZ#EEKFZ D EIA |, S H6ESZ
3 BlZ~Amazon Web Services Ik /7 # # Amazon BackupFF & A G 355.

Backup &IZ<FR
BHE G | FENT R ;

- BXEZORIAMNEEERNIELRZAZ X HFAmazond E (4R ) MGE ( TE ) Xzl , URE
Amazon GovCloud ( US-East ) flAmazon GovCloud ( EEFEER ) XiE , BT AL HIX &L XEA,

o ERMARFTRZFEXTEZ AR,
o PRE]LATE R 3t 75 I 4E X 33 N % 12 Bl AR Amazon X i3,
o BEOHRS SR NAVAILABLERGIRTBEE 4T,

- MREEEHREZH , WEEREMER, BRZ2OTANATENRRZOZHATESEEENER, W
REWAMRRZ G , MAIESELIER,
« BEZ LR #HTEIE — BN BN &0 A E RAmazon B K X,

5 X 3% 17 &l A

EAILAER IAM RSB aRFHITR 0 EFIRENNIR. 5EEREEEAmazon X iEEE R ¥ XiH% 4 &
K, BERE (IAM AR IAM BF ) 408 ERIREE 9 FFEAmazon X i,
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EHEH5

BT E A SRR R F PR copyBackup & 0 & HlIREMNIRIE, BERBIPIEEZIRFACtionFE , HEREK
BResourceFE , 1T EK RBIFTRo

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fsx:CopyBackup",
"Resource": "arn:aws:fsx:*:111111111111:backup/*"
}
]
}

BXBXREX IAM RBNBXNESEE | IAM FHERBERNR, FHIAM AFERE.

TENEEREN

MEDEHIEMAmazonRBERZHHXE , F—PEIFRZBZHELX. EE—NE0EINE , AR
ZZHEIATIE—BHRXENAERE B AR X Amazonlk = R EEE | AR R0 AR BRZ X5 5 LA ET & #l
WFIEEH , FE—EEERAEENZHAmazon KMSE, MEFRNMRGEHTHER , WEHRELERTE
(3FBE ) FHER.

EREHEER-K/, ( BXEHXERA ) PEHED

MIFTF Amazon FSx #4| & https://console.aws.amazon.com/fsx/.

ESMBEED , %% Backups.

ERHAR, ERESHNEH , AREREHFZ0.

EREHDH , AT TERE

- EEHRXKEIERF , EFE-NENBANazonEFEREH TN X, BIRATEEES — MmazonXiH
(BEXEES ) E—XEHRAmazon X ( REREH ) o

© (WNE ) EREHRIRENRERDEFE EREN . NREEEEFHIREHESR 6 PIRIIR
X, AR H.

5. SEATME , i%i¥Amazon KMSHIZZ4BARMNBEHINZ 0D

6. EATHZ- LA ARNELRNEFNE MRS, MREELLRIIREH BEERE T EHREE
E45H RERLEBFEH,

7. i%&# Copy backup (E4I& ).

e

PRIV B 1248 & $EI[E — Amazon ik / 2k E A Amazon X 18
/A CLI ER—KkF ( BXE:HXEA ) P EFH&E 5

A copy-backupCLI @552 CopyBackupAP| BRIELE Hl% B Amazonik ' , EL B —/NAmazon X i
HAEAmazon X,

LTS E4 ID AHEPbackup-0abe123456789cba7R B Mus-east-1XiH,

aws fsx copy-backup \
--source-backup-id backup-0abc123456789cba7 \
--source-region us-east-1

e 57 % R 8 & 4

EELATE Amazon FSx 12 #| A RUURE A R HEHdescribe-backupsCLI g3 H i DescribeBackupsAPI
®’%E,
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EREEH

R % 17

BULER AR ORGUBFOXHRE , NMBARIRE point-in-time 3 — M XHREHRER, BT LUE
REEIAERED , Amazon CLI , EEHP —PMAmazonFF R TEE, F&DIRE B X REFTE AR
B S0 2 X HERENEEMEE. NEOERNBEEEMRIIXERES , FUHEE , SFBEHSHE
B,

NERAFPATUSEFRIEMENHRS , ERREEERERNHRGEKIKH Active Directory 5 5 R4 #
FREiX}ERH Active Directory HE[E , HEZRIRXH RSN AD HE1E. HXEX Active Directory HXxH
EZ{EE , £ FSx for Windows File Server #{§ i Microsoft Active Directory (p. 22).

UTEEERESENAERZEFETREEM , LABFHXHRE,
Note

BRENEOERIEFREXHERHRNERENFREAENXHRE, ERENXHRETH
5, BAUMENEEREE. AXEZER S EEFHEE (p. 12,

NZ &R R

. MITFH Amazon FSx #4l & https://console.aws.amazon.com/fsx/.
2. ERFEEFERT , EREHNENSHE.
3. EBREMERZREZFMNR, AREEREREZN.

BEEMEIT A4 RGAUERS. KOSERAENGRGAUERSHERE , RTE RDeployment type (&b
ERINEHBECKE , TEER. BR , BAUERFUHRE, XEBKH VPC MEMIZEURFH
KA, FHERERBRNSSSRIMERLT , BETUHEERAHDSEUTERET
s XHREBEXRANZTARELETAKX 2.
- FRBAEZEADH 2,000 GiB,

4. BUBHXHRER-—HEXES.

5. 1%4% Review and create,

6. BEEFHEN Amazon FSx XHRERBHNIEE , KRB ERCIEXHRE.

LENZHHPRE  RNEEEQE-MINXHRSE., SERSEWNAVAILABLEXHRE , LA LURERE
RAX RS,

il B 2 £2

MIBREZ 0 R —TUKA MM, TARENRE, HBRAFHFNFERELSENBR. BRIEBEEHfuture T
BEZZEHD , SWEIRRZER. BT EMRBRAIERN % BAmazon Backup , HHFZEE AmazonF
#Amazon FSx ##I&. CLI 5 AP,

il R % 42

MIFTF Amazon FSx #24#| & https://console.aws.amazon.com/fsx/.
ERHERHERT , EEZ2ONEN S,
ERENZDRMER , AREERRED.

ERBRZ AN FES , BIAZD ID FFREEM R Z 1D
FIAER E R ERI BRI Z 17 3T R Y B IEAE,

EFRIIBRE 1D

ok owbh=

HE , ENEONME SN RERFEKIMER , BFTRE.
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IR ARN

ERBSZEIAR

Microsoft& & 2 Windows File REEE/NITE KLMRE, SASEEIARE , AP ALIE Windows X #
RREEBIBRNEFENTERRHRBHN AN HFH TR, Y#MEFHF'—IU\%V BUHE U H LR S
MRA, £ Amazon FSx M2 B2 & A LLE M ZHEE A Windows EHi & #EE R ElZ PowerShell 55

FEASXHRENBE—EFE A2 SAXHRENEHETE. BR , BXEANEAXHEXE
PUERER, FREXHERETNFESEEABLSETHRENE B,

Note

BB AR R TFSx for Windows File Server WBRIAE . EEXHRE LZTEEAILR , ¥0EH
ERIA  HEXHKHRSLIZBESZEFNER, BXESZER , B5H ﬁﬁiklhxl_lxﬁﬁmﬂ
K (p. 77)o

Note
BERAXATHEERZN. NRBASEES  TRRUERITENRS,
£
S EIAEEBLR (p. 76)

- FARANRERESFER (p. 77)
o EREANIHRIMHR (p. 78)

L EIABEBR

BT LAE A Windows TE X RS LB AT RIE#SE S %) PowerShellAmazon FSx EX M@ T, B
HEESEHMRE :

- BRAIRTUEXHRE LEANBRAF#EE
< (R ) BEMHNEMER (WEX, SANEA ) SIESFELNNER

EEENER , #MNAHRERS A AFM 500 MEEEIR, BIWERFE  BUEZN T -IMESERFE
REBNEBHEIER, B HRIEABKELFREN , FHER— ARSI RIENEREIER , LENT—
NEHEEE R B EEEN,

BRUMAEARRIA Amazon FSx RERIZES AMITERELEHNES  BSRERMNZERESTE
A (p. 77). AXRMABENLSBEREIFRENFEEL , BSRETEIZE (p. 107).

DEESZ RN FHENEIZEN

BYEIARRE LRBF EJZIKL)\%FJHESIE’JI#EE&E’JH&,&EJ$Q BN TLWES  REHER. Rt , %

AIRANXHEBEF SR XA BASHNEF#ZEE, FH:FEEKE’J% 2 [H & AR .IﬂEﬁﬁkﬁﬁﬁo LE.88
et , BREREANFEZHRRTENTERR. FREENERAEFIBS O FEZMEN , NERT
R TR G AR,

BRSBZEIARN , TUEESHEIARTEXHRE LERANZAFHEE, ?ﬁlﬂﬂ%ﬂﬁ 10% MRS, MR
BHAFBEFMBERTS  RNBUARERS, NRTLRHEEEAN , THASENBRIANS
EZE RN LT RS Db T

B LSS RIAEHIRERN unboundlng (set-FsxShadowStorage -Maxsize "UNBOUNDED"). {8
2, ERFANEETRELSSEABEBXALSASHXEREFE, XUESSHENITEABRIEEYH
FHAE, MRRETELREM  BFRRAEXINSZ LRGN BFERERE. AXHEHALFREENR
BHEXNRERAKRPHEE 'I-E;}Bﬂiﬁlﬁ SEIARTFM (p. 107).
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FEABRINREIRESE IR

BRABFAARE , G UNEEEAREANEEZRE, BXEZEE  BoH E5ENEEEILRE
% (p. 108),

SR XA RSTEW

UTREREXAFNIHREEN,

s BREXHRELNIEAHERMBZBWMEERE, WD FSX 24 T H2%K Windows Server 2 #)
BEBIAEE, Mgt LY |, BB EERIE copy-on-write FERIZFEARIENEE S H SLUKRNE
W, EEIXA copy-on-write SEF AIBES BN XHBEARERZINIT= 1/0 B, R Windows Toi%
BRES® VO BENEARER  CURESSBEESTAABEMER , RACETEBEEIUNTARNEFSE
/817 copy-on-write. HItt , XFMAXGRE LN THEAREREBEBHN /0 HESE (BEXHRS
B0 MENBEUREHE , LURREFME /0 MENTFEEXENEE ).

s RNBEEWEESALSYEANERERET SSD F# M2 HDD EHMNNHRS , X2FENR
Windows EEE S/ 1/0 MAEREFBEEZA , A HDD F6# 7 110 BIERENEERERR.

s RTEBNBRABERIAEFEHAEN , ENXHRAERZEDE 320 MB AT ZEE ( MaxSpace)o
wm, MREHET 5 GBMaxsSpace N FEFEIAR , BRT 5GB 24 , BN XHRENKLEDE 320 MB
B ] Fl Z8 [BlMaxSpace.

Warning

EEARS TN  BRAETERERTNETEEREERELNFERHSTEH., £]
HST R GA TR MRAR |, NREARES, EXREAENSHEHITUNES  BEHE
BE YA EHINEE (p. 109).

EARANRERESEEIAR

BULERASREIAF#NITUNERIARE , EXHRE LRERESRELR. RANEBRALFH#RER
WHBHEARSZ SRXHREN 10%. MRENXHRENEFERTE (U EIEXERT ) , WHFD
ENSRELFHETEHE M,

RAt R R EEEA—, =, A=, AEMEARLN LS 7:00 MITF 12:00 B3 FIESZEIAE.

REBF BN TN IAR S

1. EEINSXHRZEEMEConnect B Windows 1T E 341,

2. DUXHREEERAKRA B DEFE Windows itEE4Hl, InAmazon Managed Microsoft AD , #B4H
EAmazonZE kA FSx EER. R B REER Microsoft AD A | iZ%E#4A EDomain AdminsZ;1E & & X
BRENHNEBEENEENH, BXEZELR , HSERT Windows E£4I# Amazon EC2 A #g
B AE SR Windows 3461,

3. FAUTHRIRERIANSHEME, ReplaceFsxFileSystem-Remote-PowerShell-
Endpoint{Ef Windows 121225 PowerShell EEE N X H RSN KR B LIFKE Windows 1ZiF
g% PowerShell &1 K £ Amazon FSx BHlAFMEANLZENHREFAEEEONT S , RE
fEDescribeFileSystemAPIl &1E,

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowStorage -Default}

e B & SR 5 AT AL

FSx Shadow Storage Configuration
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https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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BB MK
AllocatedSpace UsedSpace MaxSpace
0 0 32530536858

BIERMINBREHIT X
« BEBRAUTHSRRERANSZES L.

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowCopySchedule -Default}

e SLRF B R B IR B HY BRIA TR

FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday,Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday,Friday 1

ETHHEMETMNNEAELEXEFR , BSRACEBELSZEFNEE (p. 109).

W R AN S T SR

# Amazon FSx X RS LRESZEIAG , SRR AT URIERE £ H RN TRIRAE . XA
AUEMREF#AERZEAHRE LN ERRUE LB X4, MAERERE LA BAXRITIERE
EEEEAME ., IMEBRSFERS T TEXERHBL TEEITEE,

AP ERAZER Windows XH R REE R A E RN XHEERBIUMNRE, BEXRXH , FEEEERHX
#, REERERPHRA(ARED) REDH,

|| = | July-2019
“ Home Share View
« v 4 > ThisPC » share (\\fs- » Documents > July-2019
A Name Date modified Type Size
s Quick access
B Desit |= staff-minutes07092019  7/30/2019 1:57 PM Text Document 2KB
eskto
F | staff-minutes( o lent 2KB
= n
[ Documents 5] staff-minutest -~ lent 2KkB
4 Downloads Print
=] Pictures o B3
Sh
July-2019 = e
Open with >
& This PC Restore prewous\le{sions
_J 3D Objects Send to >
== Con ot
u
[ Desktop
Copy
[E| Documents
J Downloads Create shortcut
Delete
B Music
Rename
=] Pictures
1 Videos Properties
iy Local Disk (C)
= share (\\fs-
Documents
| Juty-2019
| test ¥
3items  1item selected 1.19 KB

RIE , AP AT AR & F FIE R LR RR AR S5 B MR A listo
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=]
ERHEH
—————— X
General Securty Detals Previous Versions
/T Previous versions come from shadow copies, which
) are saved automatically to your computer's hard disk.

File versions:

Name Date modfied

~ Today (2)
[5] staff-minutes07202019  7/30/2019 1:52 PM
[5] staff-minutes07202019  7/30/2019 1:30 PM

Open |v | Restore |+

OK Cancel Aoply

ETHL2EBHTEN PowerShell BT&ME FSx for Windows X4 REBHEZE FHNEEAIEANSGS |, BSHS
E/RIZ (p. 107).

£ A # B 28 & FlAmazon DataSync

#&1] BUE Fl Amazon DataSyncitXlI# FSx for Windows File Server X R EMEHE 4T RITE =X
HRE, WIEEATXENNEXSHE. ETHRESEFL , BSRAEAL TGS FINEXHTE FSx
for Windows File Server {# fAmazon DataSync (p. 59) 438 & # 9 2t iE /% Sl Amazon 1z & iR 55 F B Amazon
DataSyncf F{5/.
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FreafE A

I}

=R N HRE

A LME R B E UERE R EE N FSx for Windows File Server X#F R4 PowerShell % , REER
L1 T A Microsoft Windows — AHLE A - RE (GUI), ETXH , B UKRIIFTE B E KA
PowerShell 8N AN X REBEEXFIFHTS,
&

« FFIAfEA Amazon FSx CLI #{TiZFZ2E 2 PowerShell (p. 80)

« E DNS 3|5 (p. 82)

o MHHE (p. 87)

o BITXHIAE (p. 89)

o APSEMITIFH XM (p. 101)

- EEHBIEMIBR (p. 104)

. TFAEEET (p. 106)

« BFEIZ (p. 107)

- BEELHPINE (p. 112)

- BEEGHEE (p. 112)

- EERUHEBRE (p. 122)

+ ¥Ri2 Amazon FSx &R (p. 125)

s FEATSEH FSx £ ED (p. 127)

« B Amazon FSx XHREMBESRE (p. 127)

a6 Amazon FSx CLI {72 & 18
PowerShell

AT ZEEEMN Amazon FSx CLI PowerShell AN REAEBERATFNAFEAXHREAETE, BoERES
PowerShell FSx for Windows File Server XRS5 LM AE |, B EHEBREUT EREH
o BEERER N4 RSB MEEERN Windows TTE LS,

s UXHRAEERALARRA S 10E%E Windows iTE A, InAmazon Managed Microsoft AD , R4 2
AmazonZ ki) FSx BB R, EHREEM Microsoft AD 1 |, ZARHERBRREVNERH RS HERE
EENBENA, BXEZEL , H5H BREEM AD HEE (p. 35),

- BRXARSNREEAGAN RFIRDO 5985 LHRE,

Z4eMMAFIZREEERN CLI PowerShell

ATZREEMN Amazon FSx CLI PowerShell fEFH N T R4 IhEE -

« FAPEFEEH Kerberos &1 IF# T HHWIE,
. BEAFEBEMEA Kerberos #H T,
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E LA CLI #TEREE PowerShell

ELEHEA CLI #HITIZEEE PowerShell

BRI LB Wi A N TE Amazon FSx XHRAE LETEREEG S, RAIMEN — /MR EZETHIZE
PowerShell & FHELBERETH T, RF , BHALIE R Invoke-CommandfE A& M KA EZITHY
Remote E’J%/RTLU$/I\$%:Q$’I\ﬁ‘%i9& PowerShell &£iF, MREBRBETEH FEENSEEBAEE
EEGT , WEEFEHInvoke-Command.

Note

NFZTRXXARS J@R‘E‘EEqu:%defJ:ﬁEJ&K#HE’*%LET{EH@ Amazon FSx CLI #1T
ZREEE. AXESELR  BEH TAMERAM  ETARXMSATAXXHRE (p. 18).

EETIXERS , BAHEWindows I PowerShelif R M N HE RS, ERIIMLKHT S, HHITAT

1. MITH Amazon FSx %l & https://console.aws.amazon.com/fsx/.

2. EBRENXHRE, EEEENRNESZS®RINF L , HFIWindows ITFE PowerShell £imTH & , 1T
T Ro

Network & security Monitoring Alarms Maintenance Backups Tags

Network & security

VPC KMS key ID
Default VPC | vpc-6296a00a [4 arn:awskms:us-east-2: i:key/ddaf42e2-740-41b4-be09-
4ba639e10de7

DNS name

M d AD directory ID

fs-Obb6d6baacdb3caec.my.example.com anage recory
d-9a67352b29 [4

IP Address

172.31.23.206 Type
Managed Microsoft Active Directory

[\'\/mdcws Remote Powershell Endpoint ]

fs-Obb6db4acdb3caec.my.example.com

BENEIREE PowerShell BN B RE LNEFE

1. UEBEBRNHRENERNERFSx EERARAN B MEEISENXHREEGMEConnect B
&AL,
2. FFBEF PowerShell &0,

3. FALUTHSE Amazon FSx XHRE LT FEELTE, ReplaceFsxFileSystem-Remote-
PowerShell-Endpoint{#H Windows 218§ PowerShell EE BN X H#HREWLHT <o

PS C:\Users\delegateadmin> enter-pssession -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FsxRemoteAdmin
[fs-0123456789abcdef0]: PS>

MRIEHKBITET Amazon FSx AD H , RESHERHE OFRREMAAFKIE, IREHKEIE
A, MASERERMIES.

BB A LAFE E3Z 1T Amazon FSx CLI #{TiE2 E 2 CLI PowerShell IR % E a5 Invoke-
commandcmdlet , FTEIITAR,

LATF ROIE R Invoke-Commandcmdlet PowerShell FSx for Windows File Server X4 R % E W6y

PN
T o

PS C:\Users\delegateadmin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -scriptblock { fsx-command}
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DNS %1&

EI DNS 35

FSx for Windows File Server AN X4 RERE—PBRIAWIH B RS (DNS) B, BULUERZBHRIER
XHRSGE ENBIE, SETLERECIEEREH DNS BB IHRIXHRS., £8) DNS 318 , EXHREEME
M 5F# E) Amazon FSx Bt |, B AI A& A DNS B iF R F4E7E Amazon FSx EHI¥iE , MEAE
EHEMAIESNAREF. BEXEZEER , B5H FIE X4 E# T E Amazon FSx (p. 58).

Note

E£ERHIIE 2020 F 11 A 9 BHF 12:00 2 FHIRIER T Windows 4IRS B3 RGH
FSx L3247 5 DNS 514 BySupport. BAEZREBETE 2020 & 11 5 9 B R4 12:00 2 BRI X
RGP DNS 31 , WHATEU TR -

1| NOAXHRERITED. BXESEL , #EH EARSEDNER (b. 72).

2 HEOEREFNL ARG, AXESEL , WM EHEEH (. 75).

—BHXHRETR , ERUUEARTHERNESFEA DNS 3B RIBRT.
Note

AL IR E BB EMSR T LT Active Directory R T4 | H BB AIES DNS 22 EF. £=5
DNS R HEARELSHENTR.

REELSMAXHERSR AD =6 H Microsoft DNS fE 9 ZRIA DNS Bt |, IS FSX F RN ZXH
RESEM DNS iF. MREFEANEE=7 DNS , NEERCBRXE RSN Amazon FSx X
REFHREBEDNS KB, BXAANNHREERER IP i ¥ MEE , HSHKEUHET DNS W
EEXHRE P tbit (p. 46).

ELEFTXHREURNR D CIEFT XH RSN |, Ba LT DNS 318 53 A FSx for Windows File Server
XHREHKE, SRR FH% 50 DNS 38 SXHREKE,

BRTfF DNS BB EXHREXRBIN , EET S IRMEMA DNS 3| B EEBIXMARE | EATHRIT A TRE

+ 7 Kerberos 535 M 1N 2 B & RS EHBFR (SPN).
o WA Amazon FSx XH-REMERIA DNS & #r69 DNS BIHi2%E& & DNS 3& 2%,

BXREZELR , BB EL 5 £H DNS BB HEIHRSE (p. 152).
DNS BB STHERUATER :

o BN NTEREFE (FQDN),
« THLEEFRBFFHNETH ()
« PRUEZFFLXILER

« AERBFITL,

TF DNS 3|# , Amazon FSx 2 FBZHEFENNEFE (a-z) , TREEEFHE#NAEFE, ME
FEEE R LB PN NF &,

MBEBBRAKXHKOEXHREXRENIE , WAL EEAEE, MEE2HIENEEXHRELEXNX
HZREHXEL | N Amazon FSx & LU RMIE R RE BB,

Note

4 Amazon FSx EXHRE LFAMBMB BB e | EENEFIRASE R ITTER | HISEFIERE

BIXARG, EMTEENBRFIBELETA (3F CA) AENFFIRITTFNEMX4HBLAET
FIRER T
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¥ DNS 518 5 Keros S UEFE A

£
+ ¥ DNS 3B 5 Keros HHWIEFEA (p. 83)
- BEESNHREMEMDREK DNS 31E (p. 83)
« DNS BIFIRZ (p. 83)
. BIBF SRS <EX DNS 518 (p. 83)
. BEBUE RS LR DNS 515 (p. 85)

¥$ DNS 51 5 Keros S35 Uk £

BATEWIZIE Amazon FSx R EAE T Kerberos B9 G RIEFINE, Kerberos 7115 E XA RS E FikiE
HRERLHNEHRIF, EREA DNS 31EiFRIERN Amazon FSx XH R LM E %2 A Kerberos 514K
i , 8 AMEE S Amazon FSx MR 4k Active Directory ITEHLXT R A DNS BB X MRS E4H
# (SPN),

WMREN 5 B4 Active Directory it BN R LHI S — N XA REH DNS ZIBEE T SPN , A5 E MR

XL SPN , SREFEEN SPN RIBIXH RGN ITENTR. BEXEZELE , BSR ELSL 5 : A DNS 3l
BIBRIXHRE (p. 152)0

BEEENAREMZ D RER DNS 3l#

BT LAMER Amazon FSx BHAER LT EXHREFEZ M XEKE DNS 3l&AmazonCLI , LIRS # FSx
APl MI#-FF AT E A,

EERESXH RS XN DNS 31F |, BHRITUTRME

« FEAEHAE —EBR N XHREUNEBEXHRAEENEH, EREMESRLETNFUEEDNS 5IE.
« {£/ CLI R APl — fffldescribe-file-system-aliasesCLI @ DescribeFileSystemAliasesAPI

B’
EEEE5ZMXER DNS 318 |, BITUTERE

- FEREHE —ESMEED R0, AREREEENEMN,. EHE B+ , EFDNS JEFERF
REIMFAIESRE,
« fM CLI 5 APl — fffldescribe-backupsCLI #i$ & DescribeBackupsAPI #&4E,

DNS 58 IRE
DNS BB AgEEE THIE2— :

« A A — DNS %l%& 5 Amazon FSx X # R M < Bk,

« IEFEBJE# — Amazon FSx IEfE8I2 DNS 318 ¥ HEXHRFE XK,

+ HiBk — Amazon FSx IE{Ef#BR DNS 3% 530 # R &9 < BL H I E M B
« BIE KM — Amazon FSx F345F DNS 518 5X#H R 5K,

« HiBR&MK — Amazon FSx FoiEfEER DNS 385X HREHXER,

I X R Srt Bk DNS 3%

EMETT BRI X REINZ D IR RGNS , ATKER DNS 3l&.
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BIEF S RS AT <k DNS 38

ERIZEFH Amazon FSx X 4R Giat<Bk DNS 318 ( #5515 )

1. M3 FF Amazon FSx ###] & https://console.aws.amazon.com/fsx/.
2. REBRPMANUEBFINGRENIBHTRES 15 SIEXHRSE (p. 7) AT —THE,
3. EHRNER-TEN T2 CEXGRERSH , MAZSEN XA RGEREKE DNS 314,

v Access - optional

Aliases
List any custom DNS names that you want to associate with the file system

financials.corp.example.com
acctsrcv.corp.example.com
transactions.corp.example.com

Specify up to 50 aliases separated with commas, or put each on a new line.

4. HXHRGHAvailable , M AT LUBES B BRS EEBH (SPN) AR EFHRAIZEHIEH DNS 518
1BRREHA DNS BB IERRBEE. BXEZEL , HSH EL 5. £/H DNS BB HEXHR
2 (p. 152)0

EOIZEFHY Amazon FSx X REiatkEX DNS 3% (CLI)

1. ERIEFHNXHRSR , £A5EEMSCreateFileSystem$¥ DNS 3 & S# X HREXIKH API
o

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 2000 \

--storage-type SSD \

—--subnet-ids subnet-123456 \

--windows-configuration Aliases=[financials.corp.example.com,accts—
rcv.corp.example.com]

2. HXHRGANAvailable , W AT BUBY ELEARSS E4AEBF (SPN) AR B3 632 5% 89 DNS 5|#&
IBRKRMEM DNS B BIEFRKBAE. BXRESZELR , BSH &L 5 - £/ DNS BB HRXHR
4t (p- 152)0

EMNZ G EIZFHEY Amazon FSx XH RS BREBUE X Bx DNS 51 (CLI)

1. NAEXHRENZHFP BTN XGRS , BAIUFEREEM
5CreateFileSystemFromBackupAPI #&4E# FFF R :

- RARRT , B2 OXREKNAE & BEM X REHEXE,
- ROBXHREMARERDTNEMSNE , EEMAALliasesBEREE-IEES,

EXBEM DNS 5% , HEMALiasesE , ARS8 5&DXEBKANRKE DB MEXBKNIB .

BT CLI e S H N 51& 5 Amazon FSx B & 17 012 89 X4 REAE X BX

aws fsx create-file-system-from-backup \

--backup-id backup-0123456789abcdef0

--storage-capacity 2000 \

--storage-type HDD \

--subnet-ids subnet-123456 \

--windows-configuration Aliases=[transactions.corp.example.com,accts-
rcv.corp.example.com]
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BENEXH RS LK DNS 515

2. HXHREHAvailable , WATLUBE B ERRS EHE R (SPN) IR EH X AIE 5] EH DNS 518
IBRKMEH DNS FIBIERKRFEE. BXELEL , HSH EL S5 £/4 DNS 5IBHE 4R
2 (p. 152)0

BEEMA X4 RS LR DNS 714

EAUENE ARG LR MAMRSE.
EREXHRS LEE DNS 315 (1244 )

MIFTFF Amazon FSx 2| & https://console.aws.amazon.com/fsx/.
SMEIXHRE , AREBREEEHRM DNS 31H M Windows XH R4,
EEHENMESERLIRIMF L | %#¥Manageh TDNS 518 , EREE DNS 3 & 3 iEHE,

Manage DNS aliases X

Associate new DNS aliases

transactions.corp.exa mple.con‘ﬂ

v
Specify up to 50 aliases separated with commas, or put each on a new line.
Associate
Current DNS aliases
Q 1 ©
DNS name 'y Status
financials.corp.example.com © Available

If you associate or disassociate DNS aliases, your file system will experience a temporary

loss of availability.

o EXER DNS Bl8 — EXBFBIBEDR , MAZXEH DNS 5lH. &R Associate.
« HUHXBX DNS 518 — EHFBBIRF , MBEHERRBKNEIE, EBREUEREK,

RO EREREEENBRSH Bliste BIFIRUEIRS. F3EEXHREXBKIBUER
REZEE 25 7H,

4. ZHIFERAvailable , A LAEMA DNS BB HRIXHRSE , FEREEBERS EAAF (SPN) HE
HEtl2 5 Z/M DNS CNAME i85k, BXELZER , BSH ES% 5 £/ DNS 5B HRIHR
2 (p. 152)0
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BENEXH RS LK DNS 515

F DNS 718 S BRI 4R LR Ek (CLI)

1.

fffassociate-file-system-aliasesCL| @SB AssociateFileSystemAliases}¥ DNS 3|& 5ME
B X REGKEREY API #R1E,

BUF CLI R 5 & S EN X REEXREK,

aws fsx associate-file-system-aliases \
--file-system-id £s-0123456789%abcdef0 \
--aliases financials.corp.example.com transfers.corp.example.com

M9 R 7R Amazon FSx IEE 534 RS R BRE 3B BIRTS.

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
Y
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

ffAdescribe-file-system-aliasesCLI @ (DescribeFileSystemAliases 2 &M APl #24E ) X
Y5 IR IE T2 R BR Y B B RYIRAS

HLifecycleMI{EN AVAILABLE ( ZEBRZFE 25 24 ) , WAIBEIEBRS E4EBFH (SPN)
UREFHRLIZESAM DNS BB IEFZKEM DNS BB IERRBRIXMHRE, EXEZELS , BSH E
2 5: £/ DNS BB B XHRLSE (p. 152).

fEBR DNS 3% 53X # RS9 <Ek (CLI)

fffdisassociate-file-system-aliasesCLI @ EDisassociateFileSystemAliasesAPl #4E |
F T4 DNS 318 NI B W XM RGRRRER,

BT a5 R BR — N 31 B B XA R TR KB

aws fsx disassociate-file-system-aliases \
--file-system-id £fs-0123456789%abcdef0 \
--aliases financials.corp.example.com

| 57 & R Amazon FSx IETE 5 X RS #EBRISBRHY 5 B BUIR S

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": DELETING
}
]
}

ffFdescribe-file-system-aliasesCLI 8% (DescribeFileSystemAliases 2% MK APl 21E ) |
ATHRERERS. HRINEHZSEE 2.5 74,
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XHHRE

NHEHRE

BRNERNHHEHRITUATES.

- BIEHMHNNHHE
- BUXHHRE
- BRXHHE

BRI LAME R Windows R4 X Z 0442 GUI M1 Amazon FSx CLI #TiZf2 & PowerShell ¥ FSx for
Windows File Server X R4 FHXHHE,

Warning

Amazon FSx ERR G A BT 2R HIX £ 02 SMB XHLZHNENX4RH NTFS ACL X
R, EZERAFNHRE NTFS ACL IR , BAXEMEELN X LZRAHH,

£/ GUI EBNHHE

EEHE Amazon FSx XHREG LN XHHRE | B LUERARZXHR GUI, XEXHX GUI HEE
Windows fRS528 LMV FT AR EXHREHR-T — MR OvE. ATREFANE T MAEERLNXHHE,

PMHEXKIEEES FSx XMHRE

1. BEHEH Amazon EC2 =24l , HFHIEZREA Amazon FSx XHREFTMANBETEN B Fo 7
It , #HMAmazon Directory Service B 15 :

o FTEEHNA Windows EC2 SE4i
« FEhiA Windows 3241

2. UNHRSEEAARRA G B Connect BHISESH, InAmazonfEEMEEZ B X , XMNAHEFH I Amazon
R FSx EE R, £ HREER Microsoft Active Directory |, It HEHERE R RIEELIETRE
FIREANEERENBEENEH. BXESZEL , H2HEERT Windows 3E4I#9 Amazon EC2 A
MR EREER Windows 3£,

3. IABHEEHETsmgmt.mscEALUEE R BT ITHRESITHAFRAEXIHR GUI ITE,
. SERT#EE , ®&EConnect E—AITE.
5. BERATE—&iTE#HH , A Amazon FSx X4 R MR RZ (DNS) &% , 4

Wamznfsxabcd0123.corp.example.com.

E1Ef Amazon FSx #84lA EER X4 RSH DNS B , FBEXHRE | BEHNXHR
G, REEFNESZLIY , CTXHREFAEEREN. RETTSEMR FHIRE DNS &
#rDescribeFileSystemsAPI #&4E,

6. EFEOK(HE). RS, Amazon FSx XHREMNFZBEFHINEREZXHRIEMIIERF,

W, AZEXAREEETEN Amazon FSx XHRS , BAILEENHRE LK Windows XHHE, X
INHE#MH \share. IMITUTHRERMIIX-K :

s BIEFANHRAZE—F HEXHR TES | EBRAEELEERPET LN Amazon FSx XHRSHE
HAE, HRIHEHEA HRALIHR 0F.
HRMERBAM IR | RETREQERFTHXHRE, THITUTRR :
s FAREXHRIE  EEARXHRERNES XK, AREE QIR SIEA 4
X,
s FERMEIT:
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https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html

Amazon FSx for Windows File Server Windows B F 1§/
£/ PowerShell EEX# =

New-Item -Type Directory -Path \\amznfsxabcd0123.corp.example.com\D$\share\MyNewShare

« BUXHHZ— £ Shared Folders TEF , EAMBERPIT A LEE RN XHAHEN LT (FRED)
KB REEEEM SUEMHERAE.

« BERXMHHEZ— % Shared Folders TR , EAMERPITFEEM RN XA HZN LT (ARED)
K& REEREFLHAE

Note

WFRAARX 2 MZAARNHRSE , FAREXHR GUI TERBRXHRERERGFRE

( BEEFHNR, AFREFMEMEY ) REEEEEIfsmgmt.mscfEA Amazon FSx X 4R 51
DNS &7, MREFEAXHFRSEHN P ks DNS BIZ#HITER , MHZEXHE GUI TEFX
xR,

£ PowerShell EE X HH=E

FZRUERAEEZREEEN T REE XA HLE PowerShell. X5 Al AR BN E B A\ BB AT U TE

% .

. FUAXHRSE S LN HEETEE Amazon FSx
o A XHEHEZEAMmazon KR E XI5
s UREBEFAEEBRETHERNXHRE | SINEANRNXHEZERE

BT BEUMAEE A Amazon FSx CLI B 1TiIZBE® |, 158 PowerShell , 55 R FF A A Amazon FSx CLI 3
TEREE PowerShell (p. 80).

SIEFZATHNEE

B LAERATEZEEEMN Amazon FSx CLI AI2IFL A A (CA) H= PowerShell. 7 FSx for Windows X

HHRSBZTAXXHRE LUEN CARZEGRENFIAMNSTAM. Amazon FSx EATRARXMH#R
SGRELATRABELWEN, At , EETRARNHRELUEN CARZEERENEAM , BTRAMET
Bo FANew-FSxSmbSharef S -ContinuouslyAvailableit ik BN sTrue MIEERERNFFLET
AHHEE, UTE8E CAHEN AT

New-FSxSmbShare -Name "New CA Share" -Path "D:\share\new-share" -Description "CA share" -
ContinuouslyAvailable $True

B LAMEH -ContinuouslyAvailable A MAEMN B4 HE FFASet-FSsxSmbSharefifo

LUTREENLEREE PowerShell A A ERAN® .

HEEEDHD iR

New-FSxSmbShare BIEFAXHHE,
Remove-FSxSmbShare BRXHHE,
Get-FSxSmbShare KRERABXHHE,
Set-FSxSmbShare REZXZHEM.
Get-FSxSmbShareAccess REHZHIHREFIFIER (ACL),
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TR
HEEEGD iR
Grant-FSxSmbShareAccess FEZRANATFHRESSKE (ACE) FINEREN L HEHRFSD,
Revoke-FSxSmbShareAccess MEENZEFIREF PR ERZIEANFTAE allow ACE.
Block-FSxSmbShareAccess FZREANIEL ACE RINEIRENZLITHREFH,

Unblock-FSxSmbShareAccess MNEEZNZEEIREFTHRERZIRANFTEIES ACE,

B THBRNBBRETHESTRINSE, BEHELAE , HETHT-2 , HlfNew-Fsxsmbshare

_'?_

FiE B L% LS New-FSxSmbShare

IRA]BARHE B 4%3% 45 New-FSxSmbShare X RF AIMERETERGEZR B LFTAHE , MAXKEBRHBE
ETE PN

ER LT %1 2z — & 1E FSx for Windows File Server FOIB X4 HEFMENZEN R,
s BURBARNERERIR , BEAUTHS,

$credential = Get-Credential

« A REREXRAmMazon Secrets Manager&iR , HERAUTH R,

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

o SN
1T 3R (]
EAT Windows X4 REEEH Amazon FSx XIFTRHRAR P X X4, XHRMX4AZHH RN, R
AR TFITE4ATRARA —AFENEtAmazonZHER, LB, EHME~MES, KEBHMA
RBENRS , U — SRS EE R,
£33
o NXHH R ERELR (p. 89)
 WREHBEBFR (p. 90)
o BWRSUHER ST R 9 1 R BR (p. 91)
- BEEXMHIHETIL (p. 92)
- EBEHRIES (p. 96)
- EFEHBE (p. 96)

AU B) B AR A

BEXAHETL , ETUBEEEYHFIHREREZSLAAANEN S, XERNTERZNIHRN
BR. FitiE&lth#R NTFS R4 iFER4I5I% (SACL), MBELREEZW A XHHIBIRE T FitEs , W
LLEE I —/NFTHY Amazon FSx for Windows X4 BR S5 88 U R & H T B IRk R B ST 5 19 F %o
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EZEBEHBAEER

Amazon FSx 3§ Windows X4, XHRMXHLZIHRREHNUTFITSEH

o WFXHHE , ©XE : 2, Traverse XHR/MITXMH. PIRIGFAZIHE,. SREUEH. SIEBXH/
EABRE. SIEXHREMKE. EABKE. MEBRFXHRMHE, MER. SREUFR. FUX R MIREFT
B

« NTFXHHZFHR , ©X#F : Connect BIXHHE,

EXH, XHERMIAHAZIHEF , Amazon FSx XFRRAUWEIR ( HINER R RRI A K HRX
HHRXHHE ) . KEZEHAIRERE

AR ERNN XHMIAR, RYNHAEERFERTHRAFZ. BETURENICRBLERENT
B (MBRATNZIR, RAMEIRAHMERME ) o b A BURERS <A XI5 R =,

Note

XHAFREIHRIERELAFHRAEAEANE, UREY , XFHRERTREREAXHT
R EZ R ENKRER X, XHEXNXHRZHREINFEZEFAT,

XFNFRFHEFNESERNEY 5,000 MEA, FTNSIHERMNBEARELERTRTITES
MRESN XA THIERE (FIWAF R, FTHAIMBRA ) ER—RBRFITEH,

HEFEEER

BHE , X4iF R T &I AE AL BAmazonAmazon FSx FHEITE4 B SR IEZINES. EFEREEHEE
B4 MR TE CloudWatch £ B &7 12 %2 CloudWatch i2 & B &4 5} Amazon Kinesis Data Firehose
BT, BATLATEBIE Amazon FSx for Windows File Server X RN R 2 G BE EHMZ N REERFRT
BEHBEENR. BXRESZER , B8 EEXHFHRTEI (p. 92).

UTR-ETRANTERERZERBNFITEMHASBEIRNEW

+ #%£$F CloudWatch AERBERT Lz b7, EFEMNEZFTITEH HE CloudWatch #2#|4& |, FAX H
FI&{TEW CloudWatch i &N H % CloudWatch 3R, Lambda B,

s MREFEHFLERAEME Amazon S3 FHI1FEME. Amazon Redshift FEIBIEEMT S |, Eik
# Kinesis Data Firehose OpenSearch fRs5 , & Amazon A Tt — S oS EMREBRE R ( Fla0
Splunk = Datadog ) »

ZRIAER T , Amazon FSx 502 3 A ERIAE CloudWatch FEKFA P ASAICFNTFRESHBEE
¥ro MREBFHLEMFEHABEN CloudWatch HEBEARAMEA Kinesis Data Firehose ENTFZEHBHEBF ,
LTREFEREHAEEEMNEBHANUBENER

+ B9B CloudWatch B & B BB ML /aws / £sx/prefix. MREZEIME CloudWatch i2F B RAERE
B LBIBREH N RER , Amazon FSx AT BAE CloudWatch B& /aws/fsx/windows BEH, MR
BAEFERARIAEEL , BE Ul AFEEIE—/ CloudWatch E124| A8 LB EHM XA RERNIERKA R
4,

+ Kinesis Data Firehose & i i #9 & Fr A Fi Ll aws - £ sx—prefix. MR EXEIEM Kinesis Data Firehose 1%
BR, WA ERH SRR ERGFRERIBR -1,

+ M Kinesis Data Firehose & #iREL B N FADirect PUTHENEHRR. BRELFIEM Kinesis
ERAER RO BER.

- B#r (Zi®R ) CloudWatch 4 FRE— HELA R Kinesis Data Firehose & i+ ) Amazon
X , Amazon Web Services X1, f1Amazon Web Services M 4ER B8 Amazon FSx &4,

BO LN ERFITEABEBSR (H1 , M CloudWatch fF B 12 % E Kinesis Data Firehose ) » #1471t
B, FH IS4 B X EIH B 5.
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B S R STAF SR 19 7 8] A BR

RAOFTSEHAERN

BE  FUEHESERE/L2HAXRN , BN IRERTERNNE, ERPBELT , FREHFAEIL
AR, IRENEARFIFZERENEL (HH , BRABRFEEMF ) , BWSERIT THEREN
XBRAEAFMAB A, S AET HAE MR LN XX HREHATRRIRH B

B % SR A SO SR B9 T R A BR

BEENEFITRAFBRZRAXHFGFIZEFITRG, FIHREEHRN NTFS R EEEHsIx
(SACL).

AT LAE A Windows R4 GUI EE S EARRE S XEH Windows Bl & it 4] PowerShell 5. IREH
HE  NBEBERIZEEZICHTRNBENRE 4R ERETIHES,

£ Windows GUI i% & F#17 [a X bR

EEA GUI REXXHM R TITES , HEA Windows XHRREER. ERENNHHXMHRE
fT7F Windows X #REERR , REEEREEM > T2 > 8 > FIHATF,

MUTFHFIHRHRATITXHEROEDESF. REEER AP RDRRZTH , K Windows B4 B &SR
Bo

Advanced Security Settings for Users O x

Name: C\Users

Qwner: SYSTEM Change
Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access  Inherited fro... Appliesto
a Success  Admin (i 1] Read MNeone This folder, subfolders and files :
Add Remove Edit

Enable inheritance

[] Replace all child object auditing entries with inheritable auditing entries from this object

Cancel Apply

REXEE  REFREREFRPLRE, FUFERENRDIAN TFITRINZE | FalF it KMH=
o, REEWFITADMEBH =

BAERAETROESIEL  WH N Ao 5 5 A E A w B SR,
£ PowerShell iIRE & 1T RINENGTS

BT LAE A Microsoft WindowsSet-Ac1 @S EEMXHHXHR LIRBEFit SACL, BXITmSHER ,
&2 MicrosoftSet-AcX 4 ) o

BT REM—R5 PowerShell 8 T HIZEBRRERDZ RN FITHRNR, B IHRXLERGIGSUHR
NHERENTER,

$path = "C:\Users\TestUser\Desktop\DemoTest\"
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EENHHREIT
$ACL = Get-Acl $path
$ACL | Format-List
$AuditUser = "TESTDOMAIN\TestUser"
$AuditRules = "FullControl"
$InheritType = "ContainerInherit,ObjectInherit"
$AuditType = "Success"

$AccessRule = New-Object System.Security.AccessControl.FileSystemAuditRule($AuditUser,
$AuditRules, $InheritType, "None", $AuditType)

$ACL.SetAuditRule($AccessRule)
$ACL | Set-Acl s$path

Get-Acl $path -Audit | Format-List

BEXHERIE LT

BT LAIE B2 #T Y Amazon FSx for Windows File Server X4 RGBSR T, HEM Amazon
FSx ##H A B XHRAR , BMAMBRT , XHFHRFZLEFXARS,

EEERAXMFEREENAENARE L , BUUERXALRFEFZRE , BFERXFNXFRZHRL
HREARB LR FITENH BEB IR, B LUERA Amazon FSx #HI B MITXEESS , Amazon CLI, &
APl

Note
XNFEHELERN 32 MB/s iE S Windows XHRFZERXHRE , R B Amazon FSx F XX H1H

BE#&. MRBATXHHRTEK , WL EERREHREFLENT 32 MB/s IXHRE., BRI
HENHARERREMMEXETLERE. BXESZFER 2N EEFHERE (p. 122),

IEXHREREAXHILRTR (12F 4 )

1.  MITHF Amazon FSx ##2#l A& https://console.aws.amazon.com/fsx/.
2. REPMANBFNGRENIBHTRES 15 SIEXHRSE p. )E AT ET A,
3. IAEER-AESHD. BRIAERT , ERAXHHRFH,.

v Auditing - optional

Log access to files and folders  Info
Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as
Systemn Access Control Lists or SACLs).

@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [

Log successful attempts
Log failed attempts
Log access to file shares  Info

Log successful attempts

Log failed attempts
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4. BEERANREXHFHRER , BRTUTERE,

« EATEERBEXHNIGRD | ERRDA/BEAMERNIETR. WREEHTER | XHEMXHEX
BRI TR,

c EATREENNHHENHE S  ERRDA/BZEAMSIRNIETR. WRETEHITER , XHAEF
HAAXRIER.

- ERTRETRESHABEZBFR , #ECloudWatch Logs (CloudWatch B &)E AKinesis Data

Firehose. RF BRI E HEREWHRRYUEFNR. JHTF CloudwWatch HZE , Amazon FSx aJ LA TE
CloudWatch B& /aws/fsx/windows BE&E4H,

UTR—AXHHRTFIHEEN TG , ZEESFIUTRAAPNXMH. XHRAMXHFHLZRIIF LK
HipR=id, FitSEH BT EXIERBRIAE CloudWatch B & /aws/£sx/windows H 4 B #F,

v Auditing - optional

Log access to files and folders Info
Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as
Systemn Access Control Lists or SACLs).

@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [

Log successful attempts
Log failed attempts

Log access to file shares  Info

Log successful attempts
Log failed attempts

Choose an audit event log destination

O CloudWatch Logs Kinesis Data Firehose
View and search audit logs in the management Continuously stream audit events to 53, an Amazon
console and run queries on logs using CloudWatch Logs Redshift database, Amazon ElasticSearch, or to partner
Insights solutions such as Splunk and Datadog for further analysis

Choose a CloudWatch Logs destination

Jaws/fsx/windows v

Create new [

Pricing
Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more E

5. HERENHRSCIRESH T —HD.

HXHRGL FAvailable , BA T XHH R HEIEE,

B4 RS at /B A XA R & % (CL)

1. RIEFHXHRSEE |, EEMAAuditlogConfigurationE#f= SCreateFileSystemA T8 A# 4R
SIS HIG R A AP IRYE,

aws fsx create-file-system \
--file-system-type WINDOWS \
--storage-capacity 300 \
--subnet-ids subnet-123456 \
--windows-configuration
AuditLogConfiguration='{FileAccessAuditLogLevel="SUCCESS_AND_FAILURE", \
FileShareAccessAuditLogLevel="SUCCESS_AND_FAILURE", \
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AuditLogDestination="arn:aws:logs:us-east-1:123456789012:log-group:/aws/fsx/my-
customer-log-group"}"'

2. HMXHRGLATFAvailable , BRA T XHH R EKIIEE,

ERXH LR FEZREE (#FE )

MITFF Amazon FSx ##| & https://console.aws.amazon.com/fsx/.
SEMBIXHRSE  ATERBFRESEEXMHHRIFZE Windows X#HRE,
HEREERITF,

EFEENTERX4HRERT | EEManage.

Network&security | Monitoring | Administration | Backups | Updates | Tags

> e n =

to files and folde Audit event log destination

Logs tempts: © Disabled None
Log failed attempts: © Disabled

5. EFFENEEMABRTFRRENEES  EYRHNRE,
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Manage file access auditing settings X

Log access to files and folders

Amazon F5x can log successful attempts to access files and folders, failed attempts to access files and
folders, neither, or both. Once enabled here, audit logs are generated for files and folders on which
audit controls (also known as System Access Contel Lists er SACLs) have been configured.

Log successful attempts

Log failed attempts

Log access to file shares
Amazeon F5x can log successful attempts to access file shares, failed attempts to access file shares,
neither, or both.

Log successful attempts
Log failed attempts

Choose an audit event log destination
Amazon F5x supports access audit logging to one of the following audit destinatiens. If you change
your audit destination, events will no longer be published to any previous audit destinations.

© Cloudwatch Logs Kinesis Data Firehose
View and search audit logs in the Continuously stream audit events to
management censole and run queries 53, an Amazon Redshift database,
on logs using CloudWatch Logs Amazon ElasticSearch, or to partner
Insights solutions such as Splunk and DataDog

for further analysis

Choose a CloudWatch Logs destination
Use a default CloudWatch Logs log stream created by Amazon FSx, an existing log stream, or create a
new log stream.

Jaws/fsx/windows v Create new [4

Pricing
Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more [7]

- BATRSHRXFNXHRS  EERDA/REKZRANIE R MRGEHTESR , XEMXHR
8BS IEFHEER,

« ERTREERNXHFAZENEEF , ERERDA/BABZHNIERK, IREXFRTESR , XHHER
ERABATIEF,

s BRATHEETEREHBAEBN , ®ECloudWatch Logs (CloudWatch B&)ZE ZKinesis Data Firehose.
REERNE AEREHMRRIETTR.

6. 1&# Save (R%F ).

B HihE s &EE (CLI)

+  fFRAupdate-file-systemCLl S HREM M B UpdateFileSystemAPl B4E,

aws fsx update-file-system \
--file-system-id £s-0123456789abcdef0 \
--windows-configuration
AuditLogConfiguration='{FileAccessAuditLogLevel="SUCCESS_ONLY", \
FileShareAccessAuditLogLevel="FAILURE_ONLY", \
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https://docs.amazonaws.cn/fsx/latest/APIReference/API_UpdateFileSystem.html
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IR FEREE

AuditLogDestination="arn:aws:logs:us-east-1:123456789012:log-group:/aws/fsx/my-
customer-log-group"}"'

TR EZES

MREEZXKNNE HHIFRE T FitiEHl (SACL) , MATSAAIE Amazon FSx X4 R G H FHEIT BRI
X HRE. RAZEIEEHAAmazon DataSynciFEIE B SACL & HiEIRH Amazon FSx X R 4.
ERBERBRAR , {RULEA Robocopy (BBANNHEIER ) , BEXELER , BEH FHNEXHEFHET
# %] Amazon FSx (p. 58).

EEEHAR

£ Amazon FSx A A A EITEH ARG , BULEEFHESFAL. EFEASNNENARBRTEITE
HEEBR:

« IBALLEF CloudWatch B # Fi2 & B & CloudWatch #4414 , AREBRBEFIIEHETIREINARER

AMBER. BRESZER , FE5H . EFXEIH BEHIE CloudWatch HEFRMIL S5 CloudWatch
AERAFEE.

B LAER CloudWatch 123 Insights AR E A RERM O EN AERE. BXESERE , BE ., &
A 2 BEEE CloudWatch BEMA# , I Z# CloudWatch BHEF FIER.

BT U FZEHAESHE Amazon S3, BXEZER |, BEEH . FHEHKES HZE Amazon S3
W EFT D% CloudWatch BEA .

BT ETE Kinesis Data Firehose EEE®ITEHBE., BE , B LUF Kinesis Data Firehose B & %
BEH KA UMP IR BFR. B2 Amazon S3, Amazon Redshift, Amazon OpenSearch fR
SMNEEMNEERGZE , HlI0 Splunk # Datadog , BXFMELR , FSRILE B FrF MAmazon Kinesis
Data Firehose JF & A R #5.

FREHFTR

EHNBTHFUHBHATFHEERARFITEAHHTA,

LA 2 Windows TitE4 AR FERAVIEE,

EventldR B E LK Windows B4 BEEH ID. BXUATER | 5K Microsoft XRS5 =
ML ZEHS.

FEAFRERITIHRRRHNAF.
objectNamelg BEH B B3, MHRIXH4HE,

SharenNameEA T AXHHEHRMERNEH. Sl , EventID 5140 REHFRIMBELEXNRETEK
89,

+ IpAddressiE N XA EEHBHEHNEFIF.
o XBEW , WRTH , BSRXHHRRRIEREM, NFRINFRE , ZEFFH0x8020000000000000.

T RMEHE , EH0x8010000000000000.

TimeCreated System Time2IEERFEF EREBHH L <YYYY-MM-DDThh:mm:ss.s>Z 13 & RAIATE
Computerfg X & 589 DNS & % Windows Remote PowerShell &4 = M 7 B FAMR X4 RS
Access Mask ( 1R ATH ) RIEBWITH XM HRER (0 ReadData, WriteData ) o

HRFIREFERIBZFNNRKWHGRNR, BXFMER , ESE T R Microsoft X4 ( =14
4556),
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-system
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-system
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-share
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4656
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4656
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BEESHAL

e k2 &
ERBIERIIRE R 0x1 %%4416
BRESRRIN 0x2 %%4417
BMBEERRFMT B R 0x4 %%4418
FRY REMY 0x8 %%4419
EAVEEY 0x10 %%4420
HiT/Traverse 0x20 %%4421
1 BRF 4% 0x40 % %4422
59 132 1 0x80 %%4423
=YN-§: 0x100 %%4424
il B 0x10000 %%1537
it ACL 0x20000 %%1538
EA ACL 0x40000 %1539
EAREE 0x80000 %%1540
GE7 0x100000 %1541
iHR&R 4 ACL 0x1000000 %%1542

LTRHE TN —LEXBEMH, FEE , XML RE THRAUETHIE,
E4F 1D 466011 BrX REPRERIZT R,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-

A5BA-3E3B0328C30D}'/>

<EventID>4660</EventID><Version>0</Version><Level>0</Level>
<Task>12800</Task><Opcode>0</Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime='2021-05-18T04:51:56.916563800Z"'/>
<EventRecordID>315452</EventRecordID><Correlation/>

<Execution ProcessID='4' ThreadID='5636'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x50932f71</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='HandleId'>0x12e0</Data><Data Name='ProcessId'>0x4</Data><Data
Name='ProcessName'></Data>

<Data Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data></EventData></
Event>

B 1D 46598 B FMIBR X HHIER

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>

<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-
A5BA-3E3B0328C30D}'/>
<EventID>4659</EventID><Version>0</Version><Level>0</Level><Task>12800</Task><Opcode>0</
Opcode>
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<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime='2021-0603T19:18:09.951551200Z"' />
<EventRecordID>308888</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID='5540"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/></
System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device\HarddiskVolume8\shar
\event.txt</Data>
<Data Name='HandleId'>0x0</Data><Data
Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccessList'>%%1537

%%4423

</Data><Data Name='AccessMask'>0x10080</Data><Data Name='PrivilegeList'>-</Data>
<Data Name='ProcessId'>0x4</Data></EventData></Event>

EH ID 4663FEF RIMITH EREFNITHE. UTREE RN FEIREIE , TAMAccessList %%4416.

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-
A5BA-3E3B0328C30D}'/>
<EventID>4663< /EventID><Version>1</Version><Level>0</Level><Task>12800</Task><Opcode>0</
Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime='2021-06-03T19:10:13.887145400Z"'/>
<EventRecordID>308831</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID='6916"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/></
System>
<EventData>< Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113< /
Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device\HarddiskVolume8\share
\event.txt</Data>
<Data Name='HandleId'>0x10lc</Data><Data Name='AccessList'>%%4416
</Data>
<Data Name='AccessMask'>0x1l</Data><Data Name='ProcessId'>0x4</Data>
<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data>
</EventData></Event>

UTRGIERTINXHEHDEANMINEIE , TLAMAccessList %%4417.

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-
A5BA-3E3B0328C30D}'/>
<EventID>4663</EventID><Version>1</Version><Level>0</Level><Task>12800</Task><Opcode>0</
Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime='2021-06-03T19:12:16.813827100Z"'/>
<EventRecordID>308838</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID='5828"/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/></
System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device\HarddiskVolume8\share
\event.txt</Data>
<Data Name='HandleId'>0xa38</Data><Data Name='AccessList'>%%4417
</Data><Data Name='AccessMask'>0x2</Data><Data Name='ProcessId'>0x4</Data>
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<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data></EventData></
Event>

=M ID 4656 R RIBER THRMBFEHEMNR. EUTREF , ESF3NEEER ObjectName “permtest” H
BEAMAZIR , M0x8010000000000000.

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-
A5BA-3E3B0328C30D}'/>
<EventID>4656</EventID><Version>1</Version><Level>0</Level><Task>12800</Task><Opcode>0</
Opcode>
<Keywords>0x8010000000000000</Keywords><TimeCreated
SystemTime='2021-06-03T19:22:55.113783500Z"' />
<EventRecordID>308919</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID="'4924"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/></
System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a%9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device\HarddiskVolume8\share
\permtest</Data>
<Data Name='HandleId'>0x0</Data><Data
Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccessList'>%%1541
%%4416
%%4423
</Data><Data Name='AccessReason'>%%1541: %%1805
%4416: %%1805
%4423: %%1811 D:(A;O0ICI;O0x1301bf;;;AU)
/Data><Data Name='AccessMask'>0x100081</Data><Data Name='PrivilegeList'>-</Data>
<Data Name='RestrictedSidCount'>0</Data><Data Name='ProcessId'>0x4</Data><Data
Name='ProcessName'></Data>
<Data Name='ResourceAttributes'>-</Data></EventData></Event>

A X X

EH4 ID 4670 EN RN R R EFE R IEFK. AT ROIERAF “admin” 8 7 LHIRBR ObjectName “¥F A"
[@ SID “S-1-5-21-658495921-4185342820-3824891517-1113” R it fR., BX AR BENENEZ(EL
&2 Microsoft 3744,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-
A5BA-3E3B0328C30D}'/>

<EventID>4670</EventID><Version>0</Version><Level>0</Level>
<Task>13570</Task><Opcode>0</Opcode><Keywords>0x8020000000000000</Keywords>
<TimeCreated SystemTime='2021-06-03T19:39:47.537129500Z"'/><EventRecordID>308992</
EventRecordID>

<Correlation/><Execution ProcessID='4' ThreadID='2776'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device\HarddiskVolume8\share
\permtest</Data>

<Data Name='HandleId'>0xcc8</Data>

<Data Name='01dSd'>D:PAI(A;OICI;FA;;;SY)
(A;OICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-2622)</Data>

<Data Name='NewSd'>D:PARAI(A;OICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-1113)
(A;OICI;FA;;;SY)(A;OICI;FA;;;
S-1-5-21-658495921-4185342820-3824891517-2622)</Data><Data Name='ProcessId'>0x4</Data>
<Data Name='ProcessName'></Data></EventData></Event>

E4 ID 51408 R T A X HHERNBLRIER,
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<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-
A5BA-3E3B0328C30D}'/>
<EventID>5140</EventID><Version>1</Version><Level>0</Level><Task>12808</Task><Opcode>0</
Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime='2021-06-03T19:32:07.535208200Z"'/>
<EventRecordID>308947</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID='3120"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/></
System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-2620</Data>
<Data Name='SubjectUserName'>EC2AMAZ-1GP4HMN$</Data><Data
Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2d4ca529</Data><Data Name='ObjectType'>File</Data><Data
Name="'IpAddress'>172.45.6.789</Data>
<Data Name='IpPort'>49730</Data><Data Name='ShareName'>\\AMZNFSXCYDKLDZZ\share</Data>
<Data Name='ShareLocalPath'>\??\D:\share</Data><Data Name='AccessMask'>0x1l</Data><Data
Name='AccessList'>%%4416
</Data></EventData></Event>

B4 IDS14SEXHRERFIEL G E ISR, TENREERT 7R ShareName “demoshare01” #
B4,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>

<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-

A5BA-3E3B0328C30D}"'/>

<EventID>5145</EventID><Version>0</Version><Level>0</Level>
<Task>12811</Task><Opcode>0</Opcode><Keywords>0x8010000000000000</Keywords>

<TimeCreated SystemTime='2021-05-19T22:30:40.485188700Z"'/><EventRecordID>282939</
EventRecordID>

<Correlation/><Execution ProcessID='4' ThreadID='344'/><Channel>Security</Channel>
<Computer>amznfsxtmn9autz.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517~

1113</Data><Data Name='SubjectUserName'>Admin</Data><Data
Name='SubjectDomainName'>example</Data>

<Data Name='SubjectLogonId'>0x95b3fb7</Data><Data Name='ObjectType'>File</Data>

<Data Name='IpAddress'>172.31.7.112</Data><Data Name='IpPort'>59979</Data>

<Data Name='ShareName'>\\AMZNFSXDPNTEODC\demoshare0Ol</Data><Data Name='ShareLocalPath'>\??
\D:\demoshare01l</Data>

<Data Name='RelativeTargetName'>Desktop.ini</Data><Data Name='AccessMask'>0x120089</Data>
<Data Name='AccessList'>%%1538 %%1541 %%4416 %%4419 %%4423 </Data><Data
Name='AccessReason'>%%1538:

%%1804 %%1541: %%1805 %%4416: %%1805 %%4419: %%1805 %%4423: %%1805 </Data></EventData></
Event>

MREFEH CloudWatch B3k Insights B R AEEE , BUUNEHFRETENR , M T REIFR :
- SHEHESEHID:

fields @message
| filter e@message like /4660/

- REWEREXHBEENFTESEMS

fields emessage
| filter @message like /event.txt/

A X CloudWatch Logs Insights EHEE , BZFEA 247 H E%3E CloudWatch BENLAF |, LS #
CloudWatch BE A 8.
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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AP SEMT T84t

AP

1% M ¥ T RY S AF

BOLERREEXHR T EGECEZN AP 2EHE FSx for Windows File Server SR 4 EITHF X
B, “HEXHR TEREET NP RUEREMEEZIIXHRE , URBLXHEBITHMBETF. &
AR T ERITATIRME -

o RE X BUE ST RN PR o

s MIFFRAFSEERE  XNXAZAFTFHRE XS,

A LAE A Windows [JR4EHRZ 4% GUI TEF Amazon FSx CLI #{TiZf2EE PowerShell EEH 4
& F1E FSx for Windows File Server X4 &4 T F 304

A GUI EERFNAE

AT SR i# 4588 T 207 Amazon FSx X4 R4 L BB AP 2FMNITF 304,

BHREXHRTE

1. BzhEH Amazon EC2 24l , HFEEE R Amazon FSx XHREFIM AN BEGES B . I
It , #EMAmazon Directory Service B ISR |
o &M Windows EC2 £4i
« FEHMA Windows L4l

2. UNHRSEERARRA HHConnect IBHISES, InAmazonfEEMEEZ BH & , XMNAHEFH FAmazon
R FSx BB R, £ EHREEM Microsoft Active D|rectory o, AR iE‘Z‘”‘iEJ\ REECENE
FRENEEGENBEENEH. BXEZELR , TS RERT Windows 3E4I#9 Amazon EC2 AR
B EREER Windows 3£,

3. ITABHELEHZTsmgmt.mscEHARun As Administrator. MITHRERITRAREXHFZ GUI T

>=<o

ERTiEE , %EConnect B —AITEL.

5 ERATIZ—AIEN, flm, A Amazon FSx X#HREH DNS &
#rfs-012345678901234567.ad-domain.com.

6. EEOK(HWE). RE , Amazon FSx XHREMNFBEFHAEREXHRTENIIRF,

EERAFAIE

T HEXHFR TEA | EBRAFEFIEEE FSx for Windows File Server I#%\AE’JFEEFHF'%W&EO mg
FHF:YJ“FHEFIET:EWEJ"‘E’J Amazon FSx XHRE LW XHRE | WEESE THREEREAE, BLL
BEUATARMTFLENERE (ARET) F& |, RERBRALIE.
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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A GUIEBRAFNAE

g2 Shared Folders - O X
File Action View Help
o= HE G|
2| Shared Folders (F5-0CCB|| 1)ggr - Computer Type #0g
33?_ Shar.es S}Admin EC2AMATZ.. Windows 1
g3 Sessions % _
#i| Open Files Close Session
All Tasks ]
Refresh
Help
£ > £ =

BEMFAET TN ENERE , BT context (ARET) REQE , ERMFAME2EER , HHEIAMRHY
T3,
g2 Shared Folders

— | >

File Action View Help
&= 5E 6|

2| Shared Folders (F5-0CCE.
| Shares

User Computer Type g
2, Admin EC2AMAZ.. Windows 1

g Sess . .
5 Ope Disconnect All Sessions
2=

All Tasks >
View ¥
Refresh

Export List...

< Help

Disconnect all sessions

BT B XX AF

FOHEXHR TEH , &FOpen Files ( FIFFNXH ) EERS LYFIL THFRESNAEXH. ZAE
EERWPER I T XK, ESEHTEREEMASTETFRELEXANRRE, ETXHE
ARAPIFNXY  AFEFIRFHFERXMHFEN LT (FREE) K8, RFEFEClose (XM ) .
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£ PowerShell B2 f P &EMITIF 4

g2 Shared Folders — O >

File Action View Help
e 2E 6= HE

2| Shared Folders (F5-0CCE. Open File Accessed By Type
.'-!&.. Shar.es \srvsve Admin Windows
3&; ;ESS'D;_T Dh\shareMarket... user 2 Windows I
B Ve s Close QOpen File
All Tasks >
Refresh
Help
< >« ’

Close this open file

BT XHRERAREIFNXAM , BEALTX (AR ET) K% Open Files ( ITFFHIXH ) REEFMIT
BT RIS | BRI,

g Shared Folders — O et

File Action View Help
e 2@ 6= HE

2| Shared Folders (F5-0CCE. Open File Accessed By Type
SL Shar.es | |hsrvsve Admin Windows
31;- SGES‘S’":'HS . Di\share\Market... user_ 2 Windows
& Vpe Disconnect All Open Files
All Tasks #
WView »
Refresh
Export List...
" >
Disconnect a Help

£/ PowerShell E¥ A £ iF T 34

WA LAEA Amazon FSx CLI BEESEZ AP BN A XM RE LW XX , MERE L#TR
FZE 1 PowerShell. ET B EA L CLI , ST A R Amazon FSx CLI BTIZiEEE
PowerShell (p. 80).

UTRAATRAFQENTFXHEENDS.
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BESBERR
CEED) iR
Get-FSxSmbSession KRBEXRYBEXHRENREKRE P iR 2 [ 2 3 Y RS 35 0H B3R
(SMB) £EME L.
Close-FSxSmbSession 423k SMB &1,
Get-FSxSmbOpenFile REEXFERIXMGRENEFHITTFHXHHER,
Close-FSxSmbOpenFile KR SMB RSB EF — N E IR ITIF /Y 304

BB THBRNEBERTHAEGSETNSE, EHELEL , BETmS-? , HlIGet-FSxSmbSession

-?.

B8 BRI ER

REBFEEEEEATREYE , XEMNTHREFERS, S0, XTRAPXHRE , SRS TUE#EE—
XHEHSNEIRTRAR. N TREFROHR , S -HFH XA EHNEZARETE.

FBULBE N X RGE A ESHRERN R ERBEBEFERE, EERENKRESRFRBEENES
B —XARKBLIHRTREE. AERAT , SEERAEERENRN , 2ERAREES  BIEESEHK
EHREEASEE K H-PRIREFEE. EEREERENFEHEET , BEAFHHENLILENX
R, FEANEHRAFNERNEF RREHN,

FEAEERERRTUATESOFREZAERTRIEENMER , @ EBEX4FESLES., —BRAEXH
HERHHBBTARTIGN 50-60%, EHFEERN , TEHTHMNEFXEN 30-50% BRAF X BIEERN
70-80% ~%F, ULl HAMeasure-FSxDedupFileMetadata@ M AR,

BENUBENEEBERRUBZFENFHEER, fl , ZUURESHEEREE N REREE X4
BT, S MAEBENELRER,. BTESEREERELSEEXHRSEETR , BtRMNEBWE
FGet-FsxDedupStatus@H M T AFR,

BEXRESHENRNEZFER , S H Microsoft T ## E 5 HEMIBR X AEH ) o

Note
MREERNETESBIRERELFEREE |, ESHES BIERBREEHERR (p. 201).
Warning

TREAES BIERBRIEEET R L Robocopy @6 , B JiXan 6 AT E & RN KR 176 H9 Bi i
TEM, BXEZEE , HZ5 Microsoft =S HIEMIBR EIREMAEF ) o

5 P B 8 2R B

BT LAE A Amazon FSx for Windows File Server X £ Z 5 A E S BIEM BREnable-FSxDedupi© , M
TR &Ro

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {Enable-FsxDedup }

ERESHENRE , SeZRUANRRNEE. SUEAN TSR, SRR EaRNEE.,

FER , SIBEFNBELESBIEERELHERTSEZIMBRABTHIRIALL. EOREENESHRE
HEREML 28], MRFFEMRIMEL , WRREREEATE,

ZA LA EADisable-FsxDedup@m TEMNHRE LT EAES BIEHER.
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https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/understand
https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/interop
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Note

LB HERENEHEBER , Amazon FSx 2 FHBEM A#EEIBIHFNE RHEENEHERL
EERBHECETENES IR EMRES. FHHE , optimizedFilesSavingsRatefEH 0, 7
HAREBEMELESTRE , Amazon FSx [HREEE HFEM R, BXEMEFEHIENRILEED
EEEE BSREEEHBE (p. 112).

HEEE B HERITR

REBIANTRIEAZSHIER T HEEEE I/E , BET L FEANew-FsxDedupSchedule®® , M AR, E
SBERBRITRIER UTC BEl,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {

New-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days Mon,Wed,Sat -Start
08:00 -DurationHours 7

}

TRE , LSRR - NNt customoptimizationE EM—, EHM=MEHPRNET , FLES
RLEF 8:00 (UTC) B3 , &EIFEMEN 7 et , MRELDEEZT , WERZE , FlFEL,

B EE B EERIT X

BHLERERIENEE TN BRIT X set-FsxDedupSchedule@® , TR

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {

Set-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days Mon, Tues,Wed,Sat -
Start 09:00 -DurationHours 9

}

oSBT AN CcustomoptimizationitXEEH —ZEH=MEHANERIE!T , EEXLEF 9:00
(UTC) BahfEil , sx#FLEnfEn 9 /Mat , MREELDBEETT , MIE 2 ERHE LR,

ZERRCAINREXHRFHRIRE , BEEMAset-FsxDedupConfigurationiif,
b i) aul)
BEETENZEE

ESEENETESREERTEANUMATRE |, EFMHcet-FsxDedupStatus®s , M FFTR.

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FsxRemoteAdmin -ScriptBlock {

Get-FSxDedupStatus } | select
OptimizedFilesCount,OptimizedFilesSize,SavedSpace,OptimizedFilesSavingsRate

OptimizedFilesCount OptimizedFilesSize SavedSpace OptimizedFilesSavingsRate

12587 31163594 25944826 83

Note

UTSHWGasRNETERNERTRE , BFRFERIXLEE : B8 , FreeSpace., UsedSpace.
UnoptimizedSize, #1 SavingsRate.

EEE S HIEM R

BT LAER Amazon FSx CLI BEEXHRE LN ESHIEER , LUERE L#TZEEE PowerShell. ET f##
WA ER L CLI , ST A A Amazon FSx CLI #{TiZi2EE PowerShell (p. 80).
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A& E A
LTRAUTATEEHRERBRNG S
ESBUERIBRG S R
Enable-FSxDedup EXHRZEISRAEEREER. BRESHEMNRE  RWABHE
SRREERENBEES.
Disable-FSxDedup EXHHE I EREEREER.

Get-FSxDedupConfiguration RESEBREEREESE , BEA TR R4 R NFER,
FE48 1% B AR HEBR Y SO S BV ST 44-3R

Set-FSxDedupConfiguration EREERFEEREERE , /RPN DFECER, EHKR
B UA R HEBR A ST S RV ST 3R

Get-FSxDedupStatus RREEHFEHEBRRDS , AEEREEM , XEBEHRT XHRS
FHRAETERS, HEARXHERE LHREELHZERRS.

Get-FSxDedupMetadata KEEEBIEERACTEIE,

Update-FSxDedupStatus HENRREFNESHREERTEER.

Measure-FSxDedupFileMetadata | U & 3 # RIEMIBR — A XM R G AT M E XSRS L BN B EFH
B, XHBEGEEHMXGRZARZENXR , EEBEHERSIZ
SUEHBLXRZME /Y, G X BRI ER .

Get-FSxDedupSchedule RERYIELNEE R ERITR,

New-FSxDedupSchedule BB BENESHIEHERITRI.

Set-FSxDedupSchedule ERHNEEEREERITVNEERE.,
Remove-FSxDedupSchedule 10 BR B 2 B BR i &l

Get-FSxDedupJob IRERZ Al [EE BT REEBAM AT B EE SR HREL KRS FE R,
Stop-FSxDedupJob BUE— N RS MEEMN EEHIEEBRIEL,

BB THBRNBBRETHESTRINSE, BEHELAE , HETH5-? , HlMEnable-FSxDedup -?.

BUNEXHRGE LRERSFRES , URHASIAEANKEFEE. RERHE , BUURREHR
RENEZREATRAEE A AR BEER#R,

B M BN PR AR SN A - EAF# ZREREHRITERSR. BENTERN  BHEFNAS2KRE
‘HEZRTR HIRER.

BALNEFREREATHE :

c BE ATREAFRERSESEEBEHESRSE , NSREHEX,
o Limit-FA P RANZEEE RS,

BUARENATIHRXHRENHAFNRAES , URNATEREAFRANRINES. EETUAEE
BMAPRAEERRSOERZRARANREESRANRSE
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RAPRANFREREBREIHMERETREN, FHEREREAZEXHXNPMIEN , MFRXHS
RBKEBRMEF#ZE, ERBEEANARREAS FHEEHR,

EMESMNAFPNESREENESMNAFET—IR update i H , REFXLEAFARE - MNP HEHZEAN
BE#

EEMFFHEEHR

BRI Amazon FSx CLI EENH RS LWAFFHER , UEE LHTEZREERE PowerShell. E7 #
WAL CLI , ST A EA Amazon FSx CLI #{Timi2EE PowerShell (p. 80).

LTRULAREEAFFHEIANT S,

R FERSASS iR

Enable-FSxUserQuotas AR BIK A~ FREH , AFERMEZ.
Disable-FSxUserQuotas 15 1L 3 F P 17 BB Y IR ER M58 0 AT o
Get-FSxUserQuotaSettings REXHRENYAFFHETIRE.
Get-FSxUserQuotaEntries RRNHRGLENMNAFNEAN S AP FRETRE.
Set-FSxUserQuotas NEANRAFPRAREAFFHEES. UFTHEUEEERTE,

B THBRNBBRETHESTRINSE, BEHELAE , HETH5-? , HIMEnable-

FSxUserQuotas -7?.

BERAEIR

fERA—4H B EN PowerShell 555 |, A LUFE FSx fFSx for Windows File Server &4 F B AR AR
BHHHE.

£

- REBEEIEREFME (p. 107)

- EEZRNBTEIREM (p. 108)

- HIBRBEEIEAEFME., ITIFPAESFEIZ (p. 109)
BIEBENBEFEFINTEIRE (p. 109)
EELNBEZEHITR (p. 110)
iR+ E HlntiE & (p. 110)

- BIEEFEIE (p. 111)

- EFUNEMEZEIR (p. 111)

- HIBREFEIZA (p. 111)

REER BT

FRALATUBRESEEIANE— B'Cﬁ::%,;d:ﬂ’]ﬁ-fﬁ ZlE, BBEFERIARETME , BRI Aset-
FsxShadowStorage BE X PowerShell i . BRAIAERIEESERIARTUEKENHZERK -
MaxsizeB & -Defaulti kT,

fEf-Maxsize , BAILENE FRIAFM , TR :
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s LFTT B : set-FsxShadowStorage -Maxsize 2500000000

c BUFFWH, KFN., TRFTREMEM AL | Set-FsxShadowStorage -Maxsize (2500MB)E
ASet-FsxShadowStorage -Maxsize (2.5GB)

s HEFMEEMNE DL | set-FsxShadowStorage -Maxsize "20%"

o MFEHMR : set-FsxShadowStorage -Maxsize "UNBOUNDED"

EA-Defaul t BB FHIRE ﬁﬁi%ﬁf-ﬁ 10% MRS set-FsxShadowStorage -Default. E
THREXEARANLINESEE , E5H. EAMARERESZAIL (p. 77).

i% & FSx for Windows File Server X4 &5 LS RIS FHEE

1. UXHRSEBRREARANEMEREISZNXHREEEMEConnect BI1TE L], InAmazon
Managed Microsoft AD , #B4H 2AmazonZ ki FSx EE R . FERE KEEH Microsoft AD F , %E
44 2Domain AdminsRECIBEN NG RENNEBREENBEENL, BEXEZELE , BSHERT
Windows 3£y Amazon EC2 F F 18R HVIEEZR Windows 3£,

2. ¥FEF PowerShell” B,

3. FAUTHETFRE—MEES PowerShell F£8H Amazon Fsx X4 R& L4
iFo ReplaceFSxFLIeSystem -Remote-PowerShell-EndpointfEf Windows &85 PowerShell
EEENXHERSERRS, B E Windows 121285 PowerShell &% {7 F Amazon FSx #2414
PFHREERLXHRGFAGEEONE S , iEEDescribeFileSystemAPl 1,

PS C:\Users\delegateadmin> enter-pssession -computername FSxFileSystem-Remote-
PowerShell-Endpoint -configurationname fsxremoteadmin

4. FEAUTHFTRIEREXHRE LEESHEIRETH.

[£s-1234567890abcefl2]: PS>Get-FsxShadowStorage
No Fsx Shadow Storage Configured

5. ERANEXFHERENBHN 10%-Defaul tit,

[£s-1234567890abcefl2]: PS>Set-FsxShadowStorage -Default
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace

0 0 32530536858

BRI R N7

EBALUERAUATHSEE NG RE LSRR YT S ANEEEGet- stShadowStorage&ﬁ%ﬁqﬂﬂﬁunn
PowerShell B X HR5 LW, BXEaNERSBNIA PowerShell BRI XHRE LMW SE , BSETT
P{# A Amazon FSx CLI #1TiZf2 &2 PowerShell (p. 80).

[£s-1234567890abcefl2]: PS>Get-FsxShadowStorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace

1619869696 14417920 32530536858

WMHERTBRFMEE , TR :
+ AllocatedSpace— XHRE - LD EABH RN EFHE (UETHEMN ). R, KER 0.
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MIREERIARFMHE. ITRFMFAEEFEIR

* UsedSpace— BB AR EANFHE ( L)lf?“—ﬁﬂjiﬁ ) o &#, WEN O,

+ MaxSpace— H T FHUEKINKRAERE ( TREN ), IRENEENESEELEF
% (p. 107)Efset-FsxShadowStoragefto

éUsedSpaceﬁ;L Jﬁﬂﬁﬂﬁﬁij(%ﬂ'“uzlxﬁf%;(MaxSpace) NEBHT —NEERINFERE
HRBHEIR, WRETEEXRZIBNEFRAR , %H’ﬁu%?“wﬁ{% U RE 2B FHEZERTE
FNEHEA, MREEEELEMH , "‘\E.U'XﬂﬂU@fF'ﬁE’J% BIZ (p. 111):32%*”17!]3;7#%%%?/5 A7
& (p. 107).

Note

A FHUREEERN , EMN2NERENEXAILERERAFERRG . BXAETERALE
REY AT 1264 2818 CloudWatch FreeStorageCapacityfs¥rfEN FME PR &,

MR BERIAFE, THNAEEREE

BULRBREREIARE , SEMBRAENSBEEL , UREHLEH T, Fi , BUURKRXHRE LW
BREIREME,

A, iﬁﬁjARemove—stShadowStoragei%}?E%%':F‘E’Jun T PowerShell #&# X4 R &% L &1iE, ﬁ?%
BEEEERME A PowerShell B XA RE LN AT |, SR HEER Amazon FSx CLI #ITIZEE
PowerShell (p. 80).

[£s-0123456789abcdefl ]JPS>Remove-FsxShadowStorage

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowStorage" on target "Removing all Shadow Copies,
Shadow Copy Schedule, and Shadow Storage".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y

FSx Shadow Storage Configuration

Removing Shadow Copy Schedule

Removing Shadow Copies

All shadow copies removed.

Removing Shadow Storage

Shadow Storage removed successfully.

2l B E X B & et E &

S8 H1TXIE A Microsoft Windows A YT XI1ES At & 283 RI8 E MM B o HIES RIS, ?%J"ll‘i‘ﬁlJ—I
LA’E%A%Z{%% EXABREMTRANNBLZEREHE, —XREE—NEE E%UH'TIETJ%%T?EQ ERIESS
SHINARZE , BUAERBE SR RFHE (p. 107).

H{RZE1Tset-FsxShadowCopySchedule@mwht , HEZFMNENELE HE K. MRENFFKIT
EHATF UTC BHX |, NIRRT BASEA Windows B X H-TimezoneIdit W, HX Windows IHX %X |, E5H
PR ZRIA BT X AR E Windows B PR RFLETUTH S : tzutil /1. ETHEAEX Windows {E5f
RENEZER , H2H, T5AKSEERE Windows FF & A B /03X,

"\“ﬂ_ﬂ,—ﬂ)\ﬁﬁﬁ DefaultEMIRFRBERIANEZEFINE R, ETRESER , BEH FARARER
R (p- 77)o

HEBENEEEFNER

1. BIE—4A Windows ITXIEFAIARE , AENEBEESHITNFEEELE AN E, FAnew-
scheduledTaskTriggerin B 1E PowerShellT:T:ZFi&ﬁﬁmtlﬁE%Aﬁﬂﬂi%ﬁo

UTRGIBIEZET —MEELSBHEERIUY , ZIHNERRENESE-ZAEN LF 6:00 T F
6:00 HTBHEH. RINERLT , MERA UTC , BIEEI IR Windows 1HEI1ES MK 55 s rt
X
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PS C:\Users\delegateadmin> $triggerl = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 06:00
PS C:\Users\delegateadmin> $trigger2 = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 18:00

2. f{EHinvoke-commandiz{Tscriptblock@T. XHEMARE—NHA | ZBIAEAnew-
scheduledTaskTriggerRNINI B2 M{E. ReplaceFrsxFileSystem-Remote-PowerShell-
Endpoint{ff Windows #3225 PowerShell EEEBH X HRENHR. EAILKRE Windows B2
2% PowerShell £i% 15 KL TF Amazon FSx I EFHMES T2 NHREHAGEEONS D , &
fEDescribeFileSystemAPIl &{E,

PS C:\Users\delegateadmin> invoke-command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {

3. EUTHNERAUTIT>>RREARESTESINAIRset-fsxshadowcopyscheduleffo

>> set-fsxshadowcopyschedule -scheduledtasktriggers $Using:triggerl, $Using:trigger2 -
Confirm:$false }

g S B REE X RS LEEN BB,

FSx Shadow Copy Schedule

Start Time: : 2019-07-16T06:00:00+00:00

Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday
WeeksInterval : 1

PSComputerName : fs-0123456789abcdefl

RunspaceId : 12345678-90ab-cdef-1234-567890abcdel
Start Time: : 2019-07-16T18:00:00+00:00

Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday
WeeksInterval : 1

PSComputerName : fs-0123456789abcdefl

RunspaceId : 12345678-90ab-cdef-1234-567890abcdef

ERENESEEHNTX

EEFNMHRELIBENEEEFITX , H7EIRRE PowerShell BRI X HRE LN STE. ﬁ?&F‘z;’JJ%
BRI B PowerShell ML RS J:E’Jéﬁ SR BEA Amazon FSx CLI #{TIZRRE
PowerShell (p. 80).

[£s-0123456789%abcdefl]PS> Get-FsxShadowCopySchedule
FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday,Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday,Friday 1

il B 22+ & &l 8t (8] =

EMBRXHRELMENETEFITR , BET *E PowerSheII ENXHRELNAE. BXB3HE
2R B8 PowerShell !&?E’Jj&#%%uiﬂ’ﬂ%ﬁ , B R AE A Amazon FSx CLI #{TiIZREE
PowerShell (p. 80).

110




Amazon FSx for Windows File Server Windows B P15/
BIEFFREIK

[£s-0123456789%abcdefl ]JPS>Remove-FsxShadowCopySchedule

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowCopySchedule" on target "Removing FSx Shadow Copy
Schedule".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y"): Y
[£s-0123456789%abcdefl]PS>

ﬁlj}l_ﬁl/ IEIEIJZ'K

EFHUBRBEEIA EEL& PowerShell B X H R LW AE, BXBE2RERNH PowerShell &
WXHRZELNAE , BSRFAEER Amazon FSx CLI #{TIZ2E 2 PowerShell (p. 80).

[£s-0123456789abcdefl ]PS>New-FsxShadowCopy

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} taken successfully

EENANBREIR

EEENHRELIANEBEEIARE , BFHEZRE PowerShell B XHRE LN AE, BXEEHEREM A
PowerShell X #HR S5 LW SF 1ﬁ§l§ﬂﬁ#“ﬁﬁﬁ Amazon FSx CLI #1TIZi2 E ¥ PowerShell (p. 80).

[£s-0123456789abcdefl ]PS>Get-FsxShadowCopies
FSx Shadow Copies: 2 total

Shadow Copy ID Creation Time

{ABCDEF12-3456-7890-ABCD-EF1234567890} 6/17/2019 7:11:09 AM
{FEDCBA21-6543-0987-0987-EF3214567892} 6/19/2019 11:24:19 AM

l BR &2 &I 2

B AEARBREHXHRE LN — I RSN ENEHEIR, Remove- stShadowCopleSJ_?"“Eﬁ':FE'Jnn
% PowerShell j@\ﬁlgi{q:%\dbtm%lﬁo AR BINEMLEEMNIREE PowerShell B XHRELNAE | BS
B FF 18 A Amazon FSx CLI # {TiZf2 & PowerShell (p. 80).

EAUTARET . —EEZM RO BREIZ

« -OldestMilRZENBEEIAE
« —ALIMIBRARBE BN B EEIE
+ -ShadowCopyIdiZ ID MBR4FEM B A,

Ea TR REER —MET. MRREEEMBRNBHER, EETSNEXEE ID AEEET ERNER
A ID, MaREHIR

ERBRXHRE L RIBNEREIA |, BEEERE PowerShell B X H#HRE L SE,

[£fs-0123456789abcdefl]PS>Remove-FsxShadowCopies -Oldest

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing oldest shadow copy".
[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} deleted
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EMBRNHRELNEESHEIE , EHEIZRE PowerShell BRI XKL LB 21E,

[£s-0123456789abcdefl ]PS>Remove-FsxShadowCopies -ShadowCopyId "{ABCDEF12-3456-7890-ABCD-

EF1234567890}"

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing shadow copy
{ABCDEF12-3456-7890-ABCD-EF1234567890}".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y":>Y

Shadow Copy \\AMZNFSXABCDE1l23\root\cimv2:Wind32_ShadowCopy.ID{ABCDEF12-3456-7890-ABCD-

EF1234567890}".ID deleted.

B IE A% T R N &R

YRETLAE R —E B E X PowerShell #4I7E FSx for Windows File Server 4R &M 5 o i 2 (845 5 P 3R

2R, & USRS B AURBR &1 X X3 SMB IIZBE % , LUE data-in-transit 384 1%, /5 FR
HLAINER data-in-transit , TR X3 SMB 3.0 BN EFRHRXHRENBEASEEHREZANEZEN

XHHRE,

BB T LA HIMIINZ data-in-transit EXHHZERF , MARXHRS R, IREXEETSHBHE

HXHHERERMTERTNNE , HATRERAFPHREMXERE | WA LERXHEER S0 NZFEE
HER—IMXHRELREEANBMAMBHAXHRE, REH[BENNBZREETRZERNER, MREH

TERME , WL EEERHERAFEERTHMNE,

BT LAER Amazon FSx CLI BEEXH R LHAFERMP NG , EE LHTEREEE PowerShel. ET
BAEAE AL CLI , FS B A ER Amazon FSx CLI #{TIZZE E PowerShell (p. 80).

UTRAATEXHRGE LEERFEATNZNG T,

EEam s mNE iR
Get-FSxSmbServerConfiguration | #ZRR$E8H 2R (SMB) RS H[EE.
Set-FSxSmbServerConfiguration | Lt AFRMNET T A TEEAH PN

+ -EncryptData $True|s$False— BRASRXAEMPEIEINE,
+ -RejectUnencryptedAccess $True|$False— AFHEITS

B 32 R IR B B P i

BN THBRINEDRETHEGTRINSE, BHRLHED  HETHS-?, HlNGet-
FSxSmbServerConfiguration -?.

EEEHAE

HATEZEFNEHEEE , AL FSx for Windows File Server X RE LBEBNEHEE, SULFERAT
S FSx ###l &, L S# FSx APl Amazon Command Line Interface(Amazon CLI).

Note
BREENMXHERENEREER ; TRV EREE,
Note

EBNFERETERT 2019 F 6 A 23 HZ A tIEZNXHRERMNET 2019 £ 6 A 23 HZHi¢l
BOXHRENZHERN 4R,
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YIBIEZ AN Amazon FSx XHREMEMEBER , Amazon FSx 2HEN X HRERM—EFHN, EX
MR, BN ERERATEER. YFNEFEHAIETRAN , EREAFTNEFEHEBIENR,

Amazon FSx /R BB TE#EMALRE , LERAFXNRHEENBUETBIFTNEANEE. ¥ TASHX
HRE  FRACERLMNMEELR , N ITHEABRMENHEFEERD,

TEE/RT Amazon FSx E8MX HREFHBENFEANENETES R,

Step 1: Storage capacity
increase request to 800 GiB. Step 2: Amazon FSx adds the new, larger disks.

" -
3 L
[ ! ‘ e S—
e N— — s S
— — — — S |
— — ———— —— —
e S S—
200 GiB 200 GiB 800 GiB
Storage volumes Storage volumes
Step 3: Amazon FSx migrates data to larger disks. Step 4: Amazon FSx removes smaller disks.
FS:{D :11111 E“‘“ E
‘ ——— ——

. —— N — =1 =
—————1 | S—— =
——— [ R —

200 GiB 800 GiB 800 GiB
Storage volumes Storage volumes

ZRTLABERY B2 Amazon FSx %A . CLI Ml API RERFRA(CHE. AXESEEL , FEH LREFREE
BI380 (p. 115)0
£

- WIEHAENZEEMNENEER (p. 114)

- WEEMNFEEE (p. 114)

. FEBREMATHEREMEEE (p. 114)

o WAEINFR-BE (p. 114)

- BERTFHAEMIEM (p. 115)

« ZHAI I FSx for Windows File Server X REMZ B E (p. 118)
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BNEERENEEANENEER

WNFHEAENFEENENEER

UTRENEFHBENTEEEEN/INERSW

« NEI— BRERNXGRENFREE | TRV FREE,
- BMEN— BRENEFERELAZLNXMHRELBFEBTEN 10% , RAAFEN 65,536 GiB.

- BONEHEBRE— RENFHEETE  XHRENREFLBEXLIN 16 MB/s. XRANFHMLCLTERR
FHEREHNIRE.

- BRZAWNNE— EERKE-RBMGE 6 MINREFRICIBRER A , BAEEXHRSE Lt -8
MEFERE , DR ENE FEECTERERLNMINEIRSTBETER. N TRAREBEETHK
FRAECPIRNENE , RNBNEENFREBECHENXHRENELERE (EFET BERE T
HNEHRE)  AEREKINERTENEEBENHRE,

(CERE:-pIIEEREF

ENHRENTHAERBETEN , BENMXHRENEHEETE. FfHFreestorageCapacity
CloudWatch A F#ZEXH4RE L ATAN AT AEHZRIENER. SIS S# CloudWatch & 37 LtiE
HREAHER , AEEREREREUATHKREEHN, BXELEL , 2 £/ Amazon CloudWatch ¥ 1%
(p 134)0

LURERHAEERTEENREN , EUUANENXHRENEFEETE. EHAmazon-FF R BE XL

Amazon CloudFormationt &Rk B Bt BRI RIFENFELYE. BXEZEE , BHSR 5=
FEHBE (p. 118).

S ERMAN RS MERE

REBITHEABNEEENEER D , T Amazon FSx BEHFRAEBAARERABTEEMR{ILER. B8
REFHBRERENBEAREENABRF IRSLENBRESE-FNEA LR, X TXERER , BAUE%E
MXARENELEREBUNENTFREE. XECRBASRUEBLINELE  LUARNAEFHME
BERER. BXEZFER  B2H EEFHERE (p. 122),

MAE MR E

BRI LAE R Amazon FSx 241 & RN 4 RENFE A EAmazon CLI , ETLS# FSx AP,

BNXHRENEREE (2F8)

TE$TFF Amazon FSx ] #& https://console.aws.amazon.com/fsx/.
SMEIX4REARTEEZEBMEFEBEN Windows XHREE,
ERATERE, EREHFR. IE , EREERT , EREFNZSUN XS REFHEE.

XEXEE  ENME#ETELNERED,
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Update storage capacity X

File system ID
fs-0257922e39ff24649

Current storage capacity

100 GiB

Input type
© Percentage
Absolute

Desired % increase
10 %

Minimum 170 GiB (10% above current); Maximum 65536 GiB.

New storage capacity: 110

4. ERTAARE GHREIHUASHAEMENEIERCAATEZERE , RELEREXI GB I

A5 AFTE.
5. WMAFIEE#AE.
Note
FEREESAELLEEFEK 10% , &XAXEN 65,536 GiB,

BREREMAG S FREEERN.
BULUEXHREFERE , FEMERF.

BINXHRENFHEEE (CLI)

E 8 hN FSx for Windows File Server X RSN FHBE , iEFEAAmazon CLIM T EHLHRLE. RENT

S

o ——file-system-idE/BEEHHHREH ID,
¢ —--storage-capacityZALLHFIEKX 10% HIE,

BT LAME I Amazon CLISS SR X R 45, B, administrative-actionsEHH T,

BXEZER  BSH . EERE

BEFERENE N

BT LAEF Amazon FSx #2414, APl 5Amazon CLI.
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RS & R N
EEHE  BAER Y AREATEO S | ATAEESOEFLR 10 MOEER.

Updates

Q 1 @
Update type v Target value v Status v Progress % v Request time A
Storage capacity 154 ® Completed - 2020-05-22T12:14:58-04:00
Throughput capacity 64 ® Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 ® Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00

HTEREREY  ATNEENTEL.
ke i

XENRLAFEFREE. FHEAL NFHERE.
Target value (B #x{H)

RXHRENEFHEABEMNNAEE.

RS

EFNHEIRS. NTEHBEEH , TENEN TR
 Pending— L B# FSx EWEIEHFHER , B RFHRLE,
o ERE#TH— TS FSx EELBEHER,

« EHLIL— Amazon FSx T XA RENFHETE. FRACIEIEEERXHRGEHERE
MEBRAHE £,

- BERB— EHAEEMNERITRK.

s BAM— EHAEEMAR, ERRAE ) REFEXEHEHNAMERNEFAESE.
HE%

FEHEECESENEEERNTRED L.
&R et a)

I 5% FSx W B Fig /e RAVASEl,

W5 7= BB 7& Amazon CLIF] API

& SAE A HE IR U R 58 Amazon CLI & FDescribeFileSystemsAP| #24E, XL
XigE : AdministrativeActionsfEFIFIH TEMHEEREEREMN 10 MNRID
FHIRE, SRENNHRENFEEBIER , AdninistrativeActions®ERK :
aFILE_SYSTEM UPDATEMSTORAGE OPTIMIZATIONaction.

LAR R R 7 0 SISk describe-file-systemsCLI . XHREMEFEHARENRN 300 GB , EEFHMITEE
BAEEINE 1000 GB HERIEHE,
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"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
Iy
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "PENDING",
}

Amazon FSx At ¥BFILE_SYSTEM UPDATEH EIR{E , MHHNB AN EFEHEERNEXHEREF., HFHE

ZREAATXHRER , FILE_SYSTEM_UPDATEIRASTFE N UPDATED _OPTIMIZING. FHA=ET
RTHEE RMNME , Amazon FSx FF A4 B STORAGE_OPTIMIZATIONTTHUIRE, U THRZRERTIX—
& : describe-file-systemsCLI 5%

XLEXIHE : ProgressPercentBHEREMENMIRNHE., EHAENCIERIITRK
J& , FILE_SYSTEM UPDATEIREE N NCOMPLETED , LA STORAGE_OPTIMIZATIONZIEFREBHI,

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 1000,

"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "UPDATED OPTIMIZING",

"TargetFileSystemValues": {
"StorageCapacity": 1000

¥
}V
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "IN_PROGRESS",
"ProgressPercent": 50,
¥

MREFEAREIEMAM , WFILE SYSTEM UPDATEIREE N ANFAILED. XEXIHA : FailureDetails/@
HEETHEXBENER , AT RAMTR.

{
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"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"FailureDetails": {
"Message": "string"

e
"RequestTime": 1581694764.757,
"Status": "FAILED",
"TargetFileSystemValues":

"StorageCapacity": 1000

]

BRBRAMBRENER  BERFHEATLEREETMLM (p. 199).

A 18 h0 FSx for Windows File Server X4 % £ B 76k
RE

ZURAFRAERTEENRERN , ATAER A T#RRG R I FSx for Windows File Server X R4t
HE#BE. ZAmazon CloudFormationt# i B BBEN TAFRBERBEMENFIEELYSF. ETHE
B/ Amazon CloudWatch ¥R LA & Amazon Lambdai# , a8 MX 4 RENEEEE.

EZMRARLBDBEMERENAMN , ARAUTSH

s XHRLZID

- TAGEHBERE (BE)

- TERNY (ADL[BIAl R GB)
- BINGEHEBENEDL (%)

* SNS 1T 8 #9 &8, F i 4 tth 31k

- AEERRE (R/E)

E3 7}
- ZRIGBLR (p. 118)

» Amazon CloudFormation #&#R& (p. 119)
+ B33 B 31 E8EAmazon CloudFormation (p. 120)

R BER

BB It R R 5 RIFEAmazon =,
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Parameters:
-FSxID - ”
- Free storage threshold =

- Adjust Alarm Flag
/[

. Creates;
o~ . \\\‘\\
_Amazon !:Sx for “/,z' »\\1
Windows File Server CloudWatch Alarm Amazon SN§

F $x Reports
Free Space fo Tﬁé;i?:vi};pm O \ o. EMAIL_]
CloudWatch ~rrrrrrr
—-—} ? H 1
D TR
I |

1
Expand Adjust Alarm
File System Threshold = Yes

]
A

Lambda

TERUBTUATIR

1. XL X1HHE : Amazon CloudFormationtE R & CloudWatch Bk , Amazon Lambda k. Amazon
Simple Notification Service (Amazon SNS) BA %I A & 7T & 24 & #9 Amazon Identity and Access
Management(IAM) &, IAM A& F Lambda EEIHH Amazon FSx API #2/ERIRER

2. YN HRENTHEEBSEETEERERN |, CloudWatch £ & 2R , 7@ Amazon SNS BA 5 &% H
2,

CRE, ZERAFRLMEITELE Amazon SNS B Lambda B,

. Lambda HBRBEEN B LB KETEFN XG4 REFTHEE , HEREFN G REFREE.
. Lambda BB AT LU R M AR AFHEERE , FHET XM RENEFREENEER S .

. & ## CloudWatch Lambda B8R R BHRAR S M 45 R4F & 3% 2] Amazon SNS A,

(o206 B - OV ]

BRAEXRER B MNITHIRAENEA CloudWatch B3R , Amazon SNS 7L BRIT B # 1A 8B F R4

Amazon CloudFormation &4k

LR R 75 265 FHAmazon CloudFormationA B 2188 F T B 313850 FSx for Windows File Server X R 517
BREWNAG, EFEMALBRITE , B TEHE M FSX X/ Amazon CloudFormation, i,

ZEREASHNERNT . EERRSHBRHERANE , ARREXH RSN TENHATER.

FileSystemld
TRINE, EAFEMFEBTEN RSN D,
BEUTRABEFEESERE

TBRIAE, HEMAERABIENERENEZHIENTVRTHEERERE , UL GB IXHRE
LAFEHBAENB I (%) BE. MRUBESHEFXERT , Ml CloudFormation EAREFHITEE GiB ML
Pt CloudWatch Z4Ri& &,
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BARENEHEE

BEUTABEFEEERESLT

BRINMEN%. BEWN LM LowFreeDataStorageCapacityThreshold , BA GiB NN HFFHEE
WEZ L.

EiREEHA

RINENR. WRIRER ‘R, M LowFreeDataStorageCapacityThreshold , ¥ LbH)ig
InPercentincrease A FRENERBE.

Bt , 4+ ALBHM&RPercentIncreaseiRiERN 20 , 3 B AlarmModificationNotification IRE X “=” , A
T FAZ A {8 (LowFreeDataStorageCapacityThreshold) X TGN EHAEEMES |, £ GiB
FIEER I 20%.,

EmailAddress

TRINE. IEEMAT SNS ITHR B Fbdithat | R ERNFREEREER.
Bt

TERIAE, EEENFHERENRE A UHHFRAENA I LRT.

B B3 ZB2EAmazon CloudFormation

IS E EFMEBEAmazon CloudFormation34k LA B 338 i FSx for Windows File Server X 4 R4t 1Y 17
RE, BBRAUEFE 5 58TE

Note

KRS REEXNHXWAmazonBF. BEXEZRER , BEAXERSHENFAFERE,

EFRZE , BUREEN Amazon FSx X4 R4 HIZ1T1E Amazon Virtual Private Cloud (Amazon VPC)
FIZ1THY Amazon FSx X4 RS IDAmazonaccount. Ex 812 Amazon FSx BIRNEZE LR |, HSATHA
fE A Amazon FSx (p. 7).

B3 Bl Infr iR AR R T R

1. T#IEH FSX K/ Amazon CloudFormation. ##k. A< 812 CloudFormation 1k , TS
Amazon CloudFormation #2#/ & 8 Amazon CloudFormationf FF#5E.

Note
Amazon FSx B BIMXESEE R T AT AAmazonitt X, #RUAFIEAmazonIl Ii# FSx A A #Yits

X, BXxESEL , #B588 ., Amazon FSx &ifx¥ S M # P Amazon— xS,
2. INBERBFMAEESR , AABIEEBEEMBRLENE,
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Specify stack details

Stack name

Stack name

FSxWindows-Dynamically-Increase-Storage-Capacity

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

File System Parameters

FileSystemld
Amazon FSx file system ID

fs-0123456789abcedef0

Alarm Notification

LowFreeDataStorageCapacityThreshold
Low free data storage capacity threshold (GiB or %)

200

LowFreeDataStorageCapacityThresholdUnit
Specify the Storage Capacity threshold Unit (GiB or %)

GiB v
EmailAddress
The email address for alarm notification.

mmajor@example.com

Other parameters

AlarmModificationNotification
Would you like to adjust the percent increase for the next FSx storage increase event proportionate to the requested increase?

Yes v

PercentIncrease
Provide the percent increase for File System Storage. This value should be between 10 and 100

30

Cancel Previous m

AR BT

ERT2H , BFEERRNSEABRBEXHRENEENHH#TER. REERT -5,
MATMETIARZBRENEENBRARNRE , AGEET—F.

FERATER , EEHBIABERARRE, BULFEPHIAERCIZE IAM TR EERE,
E£$E Create (8122) LIEREHEK,

N o o s~

& BULE Amazon CloudFormation &I A K Status (IR7) FIh EEHR RS, BREINRSAE
_COMPLETETERY 5 B8 H,

ERTHERR

BT , BUERAERNERANSHERTEREN KR, BXEZELR BN, BEEEHH
#% B Amazon CloudFormation i P #874.
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Amazon FSx for Windows File Server Windows B P15/
EERHIERE

EEELBRE

Windows File Server W8 FSx X4 REMEFEVNBRNHRENBRENTHERE, ETUREZERR
MMERXHRENEFLEBRE, FHERREREXH RGN MRS F[REHBENREN —MEE,
EENAHEREXRERESNEY /0 B4 (IOPS) ARATEFXHRSHR LHBENESHNEF, AXE
258 , 25 FSx for Windows File Server H8E (p. 141).

LB RENFTLEN , ERG , Amazon FSx 2N HREN XHRSH/. N TFEATAXXHR
%8 , £ Amazon FSx {1 B X RS e ME B XA RSS20t , E2SH AN HEIRNHFERE, WTE
THAXRE , EEHEY RUE , XMHEREFE/L2HRFTTR. XHRSEATARE , BEEENFHNELES
WERZE Ao

Note

ERHHTHPREDRR , REBH (HIONELENISH ) THEAQER, £F THESBIXEE
BHERAFIE ZI T — S,
£}
s ARHERELERE (p. 122)
s MAEHELERE (p. 122)
- BIEFEHERETAL (p. 123)

AR EHERE

Amazon FSx & Amazon CloudWatch £ , FEREEB MRV RENEEFUHEFRAKTE, BRTXHRE
HNEHE, ERAENEMEERIN , B EXHREFRIIPELE ( FHEF IOPS ) BURTFHREIE
AW, B EAERA CloudWatch ATHRENREEMMEEREFBNEENIER, BXEZER
&5 £/ Amazon CloudWatch 32 (p. 134),

NFSUTARXHRE , EHET BESBANKERMHBERE , M Amazon FSX IR EE X HIRS 2
MBI XA RRSS A8  WHRNEABEEABEZENHBSHRBEDS, FLBE , B RERFHE
A, BRTHEERRERSHFENE , RINBUEAEXHREAER M ZABRSHELERE,

MAERELERE

BRI LAE A Amazon FSx | AR XA RENFTLERE , Amazon Command Line Interface(Amazon
CLl) HE L S# FSx APl

BRXHRENEHERE (2H8)

1. TEUTNEHFF Amazon FSx ##l & https://console.aws.amazon.com/fsx/.
SEMEINHRE  RREERERMEHEREN Windows XHRE.
ERATHRE  EREHALE E , EREERY , EEEFZULN XK RETHERE.

REXFHE  ENMEUHERESE QRFHI,
4. GERFEFHLEREMNIIRF,
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Update throughput capacity X

File system ID
fs-013771f0571a83e02

Current throughput capacity
32 MB/s

Desired throughput capacity

32 MB/s v

Your single-AZ file system will experience a temporary loss of availability as Amazon FSx
switches out the file server when you initiate a throughput capacity update action.
Learn more [

Cancel Update

5. EBREHUBHEUHEREFTH.
Note

ZUARXHARSGEENETEY RIYETHENRNKERE , AT TH, EEHRY
B, BURARXNHREZLA TIHEEENNEFTA,

6. ZLAMEXHRFFENE , EEFMETF,
B LAE A Amazon FSx ##1& ( Amazon CLI , AR APl, BXELEER , Sl LRFUHERET
1€ (p. 123).

BRNHRENEFLE (CLI)

ESRAXMHRENELHERE , EFEMAAmazon CLIG P EHNLHRE. RBUTSH :

« ——file-system-id%RNEEFHHXHREHN D,
s ThroughputCapacityBEFXHREEHENAEE,

BETLAE R Amazon FSx ##|& ( Amazon CLI , A% APl, BEXEZEL , FSH LUIEHERET
1t (p. 123)a

HEREHERETI

BRI LAE A Amazon FSx ##1&. APl #lAmazon CLI.

ARG REEEHERETIL

EEMETFHPAXHREGEREOTR , BUUEEESTHEIFREREN 10 MNOEEHRE,
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Updates

Q 1 &
Update type v Target value v Status v Progress % v Request time A
Storage capacity 154 ® Completed - 2020-05-22T12:14:58-04:00
Throughput capacity 64 ® Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00

NTELEBREBEMRE , BUUEREUATEE.
ERE

TRENEEE FHESE. EHEE, NE#it.
Target value (B #x{H)

FNHRENEFELEEINNAHRE.

RES

BEHNHIRS. WTEULERE , IENENTAHR

« Pending— L5k FSx EREIEHER , B RFHBRLEE,

o ERE#TH— TDiE FSx EELBEHER,

- ERf— BHEREEHEHAITR.

s BAB— FUHEREFFAK. RERE ?) AEFEEXFTHEFFAKNRERNFAEE.
T SRe i

W Sk FSx W B EHiE RAVETE,

{55 A W #2 ¥ dtAmazon CLIFI API

SR B LAE A R 24 R S5 CLI #5 MDescribeFileSystemsAPI #4E, X & X1
£ : AdministrativeActionsPEFIFIE T HERHEEBREREMN 10 MRIEEFIRE. HRBUIHEREH
FUHERENR , FILE SYSTEM UPDATEC 4 R E IR,

LUTRRHERT — BRI FKdescribe-file-systemsCLI 5. MHRENEFHERN 8 MB/s , BIirE
2N 256 MB/s,

"ThroughputCapacity": 8,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemvValues": {

"WindowsConfiguration": {
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"ThroughputCapacity": 256
}
}

]

X Amazon FSx BINALEBIRIES |, RS E HCOMPLETED. AR5 , XHRETUEAFTNELERE , H8E
RTEThroughputCapacityMi=, A TR RE R T —Ndescribe-file-systemsCLI 5%

"ThroughputCapacity": 256,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM UPDATE",
"RequestTime": 1581694764.757,
"Status": "COMPLETED",
"TargetFileSystemvValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
¥

]

MBEHEREMBHUEAW , MPRASNENFAILED , A KFailureDetailsBHEHETAXAMNWER., &
REBREVIBENER , BSAEHEEHEREFTHRRAM (p. 199).

¥rid Amazon FSx ‘&R

NTBHEEEXHREMEM Amazon FSx &R , BABEIIRZEHNERAENERSELHEE. LWk
BEZFARAE (FINAE, FIEERIFE ) X Amazon BR#THE, XELEEHRRENRSERNS
BREA—EUURES AR ERFRNRSREIRAZEIR, RNEBNHIRZ A NASIEIRZ,
E3 ]

o BAXRIFEMERAR (p. 125)

o HIERH RIRMFZ (p. 126)

- RZMRS (p. 126)

« BPRFFRZ (p. 126)

BRIFENERAR

RERA Amazon HRDEKIRE. BMEBLSEELH—ME M- ARE,

REML SR RIE (GIAR, FIEESHIE) X Amazon BIR#HT DK, Hla , BRISUAKS HH
Amazon FSx X RAE X —HIRE , JRERSNKEIRFTE & MR R B

RNBWEHNEEBRRIZIT—ANRE , UHEENEE, FR—4EEENGRZE  EBEARNSEM
B, BuBRERNNRSERMNEERR. BXNMXRENNERINCKRBNESER |, 555
Amazon B B BIriCHERE,

PREXT Amazon FSx R BEMBEUE N , N RRFASEHITEN. B, REF2AH 2 EEEN TR,
ZA BB RANE | & 7T LARER I BRFDRMARE . BRIRRENERNZNZHE  BRTRN
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Amazon FSx for Windows File Server Windows B P15/
BB RIRINFRZ

HERZEE, IREFMAIRENESEZES EAERENERRE  FNERSBERIBE. NRBIBRER
HIRBFT AR th 24 M BR.

WMEEEHR R Amazon FSx API , MAmazonCLI AmazonSDK , #& o] LA fE i TagResource i R A
DNIMERER APl B4, A, FEFFURBEATECEVNERRENANERERE., NRTEERRL
BHRANARE , RECORBRUEREE., IHTHRELSIETENRINER , ELBXATRERE ,
EMEMEHRE T S BIB HE RFFICH AR, EXEQEMIFEER , EAZTEERRAUEEZITHE LIRICH
T, BXAFAFELEMFECRTNEZESR , B3R EAELRHEFIRICERNE (p. 167)0

LR RIRIIFRE

BT LARRIE K P R 1R TERY Amazon FSx RIR. MREFEAH R Amazon FSx #2H1E |, W AT LA X B IR F
B LK Tags (FrZ) M N B FRENARS, AI2EFEN , ATLAERENA Name 8 , th Al IE QIR F X

RENNA B CERBENIRE, 24514 TEERTE Name (BF) iR EFRH#ITAHL |, BEFRZEI Amazon FSx
BREEEEMENLE L,

N F ZFEOZ AR ICH Amazon FSx API #4E | BT LUIE IAM REEH N AE THREN T RENER , LA A
EOEMNARCE RN A MAXEEARE. EHRFENBFRSZIEINR — SEL VA TEN
BIR , R FRERANEMETIREN TRRRESILBIER, 7 SAE AT X & A R 1T RER A
B B SABBIXFRREAIRIS , AT HREX R IRIREPLEIRERNE,

BB A LU RIRR PR R A FragResourcefMluntagResourcebrit IAM KEEH A Amazon FSx AP #
£, URHENABRRREMBLATSENE,

BFXABRERBUAEBTUHRNESEL , 528 Amazon Billing AR 8RR E 8 A5 BAR %,

1 5 PR
TERERTHRENEARS -

s BMNRFRHREH LR -50

s NFBNER , BIMESBBLTEE—N , BMSEREE—ME,

. BABKE — 128 4 Unicode 214 ( %A UTF-8 =)

« RRAEKE - 256 1 Unicode & (kA UTF-8 &)

« RUER Amazon FSX IS FREFE . AIERA UTF-8 XN FR., BFMERURUTFR : +-=.
@

- RERNEX D KNE,

« aws: BIBREIFE M Amazon EH. MRENMZEETHERGZRE , WELEREZINZIHESE.
BH aws: BIBNRERITTASNR RIS LRS,

BRREORBERIHRRIR ; XDIUEERFHIRRR, Flan , EMREAEZ NNRSRBRIEHXHRE ,
BEITUTHS : DeleteMe , HFifEfDeleteFileSystemBEE XH RS ERIFRAFRVIRIE | Fla0
fs-1234567890abcdef0,

VMBANERAZTTERNFZN |, £ BRI Amazon Web Services I F; 5% 8 HAmazon
Web Services Ik PR ERGEIXERE, A THHERFHTETIRZNIGRIES , Amazon Web Services
Ik P2 A0 B B Y — AP SRR HI3 FIRE U7 8]

R APRE

BXELZERNFRIZ Amazon FSx BRIFFTENNRNESEE , ESRAEEIER R FIRISHE RN
PR (p. 167). BREARZREIT IAM KBEH Amazon FSx BRHNTENEZER , FSREARSEE
Xt Amazon FSx #IR#VIEE (p. 170).
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“E3 B B

FERT D FSx &3 & O

EAT Windows X #ARSS BRIV D i#h FSx 9 ©E MK Windows RS EBR MR MATHITTRAHER . 447 Rd
RERHBRHEINERF — BB - RN EHH 2,

BIEFRILEE , BEB/LARIT K. BIMEFRNZRAFE 30 7HNEPNERN— 9. EX/LS
R, BRNZBEETMARXHRSFATA , A BZTARXH RS T B THRENRANKERE.
BRI ECIRXHREHEEREF R, NREENERE , Marii—/ 30 2HHERIAEDO,

Note

RN TR LT SESHIE N HIE T M | Amazon FSx for Windows File Server 24 FF A 2 B 5T
RN FEEXHRENEREHSNEMFLEEARE,

AT LA Amazon FSx B2 4]A , Amazon CLI, AmazonAP| , iEH B —PMAmazon T E R X HRE
B 4E 3P B BY®Y SDK.

TERGALP R (2 )

$TFF Amazon FSx 3 &l & https://console.aws.amazon.com/fsx/.
ERXHREEEMNSHES,

EREFUBALEPRBNNERE, NERXA4REFHAFENH.
EREBEERXHAREERRETR.

EREHEREREPNBRED.
RMAFLERALYT BRI R B BRETE,

1%## Save (R1F) MRFEMER. FNEFFHRNEEREEERE@R.

N o o~ 0N

EfEA CLI AP ERERLFPHE , BEAENNHRARE  BSHREL 3 EFNEXHR
2 (p. 149).

B Amazon FSx X RS R{ESSE

Amazon FSx 12 T ST haE , BB EIHREEBXHRENREME | 81T
o fRILIEfEEEE

o FERAR PR S XHFIRE B LLETH

o AFFEEEE P IHEEIER

1£ PowerShell EEAELT Amazon FSx CLI TIZREE R | EXHRE LR EX EKEME.
EETXERS | BN T #BWindows i£12 PowerShell KT A N BN XHRE, EERNHAET S , &
WITUATSE -

1. TELATR{ZLEITIF Amazon FSx #2#l& https://console.aws.amazon.com/fsx/.

2. BRENNHRE. ERHEFEHNNESZEEFF , #£E|Windows Z# PowerShell i< , 1 FFR
Ro
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—RMEERETS
Network & security Monitoring Alarms Maintenance Backups | Tags
Network & security
vpC KMS key ID
Default VPC | vpc-6296200a [4 arnaws:kms:us-east-2: J:key/ddafa2e2-7f40-41b4-be09-
4b4639e10de7
DNS name
fs-Obb6d6bdacdb3caec.my.example.com Managed AD directory ID
d-9a67352b29 [4
1P Address
172.31.23.206 / Type
Managed Microsoft Active Directory
Windows Remote PowerShell Endpoint
[fs—Obb6d6b4a(db}cae(.my,example.(um ]

BXREZER , BSR EEXHRS (p. 80) M FFafEA Amazon FSx CLI #{Timf2 B
PowerShell (p. 80).

&
. —RMBEERBEES (p. 128)
- BENHRENFEEETS (p. 129)

—RXAMEBIREES
U RET AN TR E RIS,
BEFMER

EAUTHTEREXNHRAFHZRERE,
- BEARATRIEAEESREER , BETUATH T,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FsxDedup }

HE , FAUTHSEXMFREUAEXHF EETEEREHER , MAREEMREXHFHR.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FSxDedupConfiguration -MinimumFileAgeDays 0 }

BXREZEE , BSH ESLUEMER (p. 104),

« EAUTHSE BRE BEXTERAAFFZHES , ZEXNXATREED , MFARATRHRNT.

$QuotaLimit = Quota limit in bytes

$QuotaWarningLimit = Quota warning threshold in bytes

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FSxUserQuotas -Track -DefaultLimit
$Using:QuotalLimit -DefaultWarningLimit $Using:QuotaWarningLimit }

BXEZER , BSH FHEH (p. 106).
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RN HRENSEERES

T B BIA SAE R L B 8B R SO I STHF SR MR &8 2 BART BY AR AR

EARINNEER (FRAREL7 RAGF 12 ) AFELEE , WTFAR.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowStorage -Default }

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowCopySchedule -Default -Confirm:$False}

BREZEER | BSR EFEIZE (p. 107)

A& a1 72 Fh 58 AN

BAT a5 3 E B A R ET R B P imaa ) hn 2

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxSmbServerConfiguration -EncryptData $True -
RejectUnencryptedAccess $True -Confirm:$False}

BUUXAFREHTNSE | FER NS L eERNE iR EMERE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Close-FSxSmbSession -Confirm:$False}

BXREZER , BSR EEAATME (p. 12) M AR &FMITFFHXHEF (p. 101)0

BRENGRGHNSEEERES

AT EERTHES IHEPREREXARENEEFERRER. AESANITTH X,

SR E W ERRS

BERSEBERBRRS , BB EXHRE LXUANTER , MTHAR.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FsxRemoteAdmin -ScriptBlock { Get-FSxDedupStatus } | select
OptimizedFilesCount,OptimizedFilesSize, SavedSpace,OptimizedFilesSavingsRate

BERAPRFHEER

REAEXLU AP FREAZENKRES  SBRGITERNZRBURMMNREER T REMNESHE.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Get-FSxUserQuotaEntries }

3 2 M1 < PR 4T I B9 324

BEERCIT AN HAXACIRERIT TN, EAUTHTRET T4,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Get-FSxSmbOpenFile}
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EAUT S SXATIFH X,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Close-FSxSmbOpenFile -Confirm:$false}
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& DFS A EEUANSM G REHITHA

| DFS s B Z BN SRS H
paE|

EAT Windows X #BRS5EREY Amazon FSx XFEAMBE 5 AR XA RS (DFS) & ZEH,. BTLUER
DFS B ZHFENMNNHRE LN NHHAZLAF —NATHRENXAHBIRENBEANAREH (FEZ
[ ) 1, DFS a3 & (A T U RA[ANE - BS N XHEREN XL ZHNTHFENR, DFS 58 ZHEET
UEBT RXABEF#EZE , BHSMNXHRENAENABERNZIFEE (64TB) , RS TEKE
PB.

DFS ie B ZRIUN S NN B RE#1TOA

BRI LAEA DFS i B ZEF SN XM RED AT — B ZBT. ETENRAP , EFSNGEZHE
(example.com\ corp) REM N n & ZERSER LAIEN , BE T EMESZ D Amazon FSx XHRE (M
%, EY. HE. home B ) LHXHHREZ, XAYENAFEAEAGAEZRAHRXEREE, £Tit,
AT EENREXMHHENE NG REEEXH RS DNS &,

Note
ToE I S FSx A HNE DFS HEREMNR B R,

XESREESEER MDA ZERSELUBENmRZE ( example.com\ corp ) » & A LAfEan & Z2 (8]
TREONMNXHHE , SMEHUERASFXRAFEEQEREETRE Amazon FSx XHERELEHWHE,

g o

Namespace Server 1 Namespace Server 2
(Amazon EC2 instance) {Amazon EC2 instance)

FS}o

Viexample.com\corp Ws-012345678%abedef example.comifinance

I FSXa

Ws-98768543210fedcba. example.commarketing

l__' - \marketing
0 FSxa

— ‘sales

Clients
{Amazen EC2 instances)

\Ws-abedef0123456789.example.com\sales

FSa

6543210, comihome

— \home_directories

FENXMREH AT — LB DFS HEZ

1. WMREERiZ1T DFS B ZEE RS ES , W AT LA EE-dfsn-Server, &4k Amazon
CloudFormationTemplate, &% IZAmazon CloudFormation##% , &5 R L 6l EH4 Amazon
CloudFormation # 4%l & ##9Amazon CloudFormation i Fig™.

2. DAAF &1 Connect BIE L —X 5 Zz1H DFS B ZE R RS EHRZ —AmazonZREBEAAH), BXE
ZEL | EHSEERT Windows SIS Amazon EC2 AP IERHMIE SR Windows 3241,

3. {TFFLLIAE DFS EEiEfl&. ITHBMARFEITEEdIsmgmt.msc. iIXfFITF DFS € GUI T &,
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https://solution-references.s3.amazonaws.com/fsx/dfs/setup-DFSN-servers.template
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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%& DFS B E R AN SN XHRGEH TS

10.
1.
12.

13.

14.

15.
16.

BBRREARARHRERT  BALHEEHNE— DFS R ERRSENITENBHRSSRAEIE
BT—%.
EATEYN , BAREERIBNGRZE (4, Corp)s
ERREREHBRBEENERIEEEYNNR, EFE Next ( T—F ).
REBINEETHMN BT EIERIET |, FHREB A Windows Server 20083 2t , RFIRET —
A

Note

Windows Server 2008 =X 2 7 £ Z= [A] Y & % 7 I T
EEWBEEIKRE HiEE Create.
ETEHERTHOURNGEZRAWEZRESAES | ERRERR NG E ZE Server.
BMALZAEZHHE =/ DFS B ZE RSB ITEN B Hdn & =8 Server.
ERREIRE , RECNEREETLHNNR , ARERAEE.

ITHRINCIZNGRZRMN ET (ARET) F8 | %8, FiXXHER , BAXHFRHNER (5
W, financeATEH , RAEERAE.

BAFE DFS MBERIXHRLL UNC BRIBEEHNXHHEZR DNS BF5 ( Fi0,
\fs-0123456789abcdef0.example.com\finance) ¥ F 4K B #rhy g+ ?’U‘ﬁﬁfﬁm.

MRZHFAFE

a. ZEERRSIZE.

b. MEIEAZNEEF , EEH K.

c. ETHRFRIANHRX , FETHE-PXHXDS , RAEEFHEE.
d. REEIMHENR A RREREE.

METSLRIIEES | EREE. HFXERFEREZE T,
NTEER-—HEZRAPHAENEMNAR  EEKREENTRK,
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BiETE

L

532 FSx for Windows File Server

Y532 2 {R$E Amazon FSx &K Amazon FSx IV RIS, TTRAMFMENEERT, AmazonfERAR. R
MiZMRO Ao W E S EHIEAMazonBR TR , MEERMFXHIAN S AHE, T3 , BFKRY
# Amazon FSx 28 , BN HE—MNERITRIHAEIT P EZ TS RE

- BERANRMFL?

« BREREPBLRR ?

o BERIXERIRAITR MM ?
- BRERAPLEETR?
© WARRITHREES?

- HIEIRNAEAS ?

T—% , BREFENBEMTEABFZETUEMERE , FENFRFHEIIEE Amazon FSx HRENEE, &
2 Amazon FSx it , SN EBF# AL BRHE, LERBENCRASIMERERTLERNER B
EEEMEEANERERE , URIRITRRABN S %,

flgn , BEF Amazon FSx , BRI MEMEFHE, RE /0 MAHBEREURXHRENTRAEREE, W
RURETEMELNEE , WEJRFEEEAXXMHREN AN, EHN THEARBICIH RS,

BRVEE  BEONERIUTEM

 XHERGHNEELE,
- BAXHRERENT TR, @FRERR. BEBANTHBERE.

N 1
HEITE

AmazoniB AT LLA RIS Amazon FSx I TE, S EEHPMN —ETERNEHITUEES , B
FETEFEEFHTH, BUERTEINLRES A,

BT E

BRI LMER LT B3t bis1E T B3k I5#E Amazon FSx FH1E H IR IR HITIRG

« W33k CloudWatch Alarms— 532818 ER AT R BRIV 2 NERR |, HBEEAN TAERENEREES
FadEIBRAINIT— IR ZTRME, BIER—NKIEE Amazon Simple Notification Service (Amazon SNS)
FFH Amazon EC2 Auto Scaling RESHEH, CloudWatch BiRFT&ERERE , B XLEREL
FHEERS , ZRAXTAEHEEERENTRABRAN—BERE, BEXEZEEL , BHS0 FH Amazon
CloudWatch ¥53% (p. 134),

« G # CloudWatch BH&— %2, F#Mi5E BEXFAmazon CloudTrail i E MR, BEXESELR | &
S . T4 Amazon CloudWatch B ? AR T# CloudWatch BE A 8.

» Amazon CloudTrail B &% E— KB HEZE BESEF |, 12 CloudTrail B [ 304 & 1% IR RT & F X
# CloudWatch B, £/ Java FEHFLNEBNARERF , URRBIEEN B EXHREER CloudTrail &
EERREFENR, BEXFEZER | ESH . £/ CloudTrail BE34H#IAmazon CloudTrail B P iEE.

FuETE

#542 Amazon FSx B9 % — NEER T 2 F 51442 Amazon FSx BB M. CloudWatch BIR N SEER.
T 5i#h FSx. CloudWatch FHE fiAmazoniZ#l & M RkMRR M at-a-glance EF BRI IRSAmazonfE, B
REEENHRE LW BAEH,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
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{8 CloudWatch #1745

o BALAM Amazon FSx B HI AR EIXHRENATIE :
- RBEFEHEE
s REME (FT/R)
. X I0PS (1B#/®)
« XLEXIFE : CloudWatch ETTE R :
o HREBEFRE
- HBENRFRERE
s REETRR
AN, BT BUER CloudWatch T THRAE
* CreateiZ | HR KR EFERNRS.
- LHIEGRER , UHREBEXFFEES,
- BRHAXNKEFTEN Amazon &BIRIEIR.
- BIBENGEBEEERAXRBNE,

& Amazon CloudWatch %z

& LAE A Amazon CloudWatch S#2 X#% 4% |, itk T E T M FSx for Windows File Server W RIAEIE |
HFEHIBLE N B ENIL FRNIERR, XESITHENRE 15N , NNFEZRESBRAEER , HEE
BEFH T RERN Web NABRFEBRFZHNETHER. BIAMBERT , Amazon FSx for Windows File Server
B EBIEN B3 &% E CloudWatch £ 1 ¥ HlE]. B> CloudWatch WEZ{E LR |, ST L2 Amazon
CloudWatch ? FRYIE &3 CloudWatch 18R,

Amazon FSx CloudWatch 184N RIGIERIRE N FT. FHRF LS AR +HHIH =3t & 2 E K.

Amazon FSx for Windows File Server % LA T 545 : aws /FsxCloudWatch Ry as B Z=H, X F&ENE
¥5 , FSx for Windows File Server 808N XHRZE L H — MBS,

¥R iR
DataReadBytes XA RGEIURIEN T T,

XEXFE  sumG I HER ZNBENSREBUREXBRNEFTTR, EitER
MIBERNHEEFELE (BRFETH) , B sun T BERAZNENT
.
By FY
BREITEHE : sum

DataWriteBytes XHUREBEARENFTH.
XEXFE  sumE I BBERZMNBRAEEAREXBKNEFTH, BEITEER
MTERANFHELE (BYFHH) , B sum KT BIRERZEBRHY
.
By P
BREITHE : sum

DataReadOperations | iEREUR/ER,

XEXEHA | sumSt it BIER LN BRREIRERER, BUHER N RANF
BIRERER ( SYERER ) | B sunS I BERIZ RO HITE,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/CloudWatch_Dashboards.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
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FSx for Windows File Server 4 E

EFR iR
BB
BREITHE : sum
DataWriteOperations BAREH,

XEXEHA  sumS T BIERZNBRRNEARER, BEIHEENRANF
HEAREYR ( SVERAER) , B sunS I BIERIZN RN HITE,

B IR
BREITEHE : sum
MetadataOperations @ JTEUIEIRIER.

XEXEHE : sumS it BIERZN ERATHERENITR. BIHEEN R
A TRERER ( SYREYR ) |, BisunS it BIERZNEROYHITE.

B H

ARG HIE : sum
FreeStorageCapacity | AJRAEFE#HAZHI KNI,

B FT

BRSITHIE - Average, Minimum

FSx for Windows File Server 4 E

FSx for Windows File Server I8#rfEArsxmBZERH N ENEEIRMIEIR , FileSystemId. fRA]
LA A #5 S 4 % 55 Amazon CLIgE S 8iDescribeFileSystemsAPl &4y, XHRE ID EAULTH
X : fs-0123456789abcdefo.

v/ . . )
A fF FSx for Windows File Server 3g4+r{E A
Amazon FSx R ENERERETESITEARNSTWES, UTHRE TR TXEEIIN —EELRR, XL
EAINEY , #T£MH,
WA E... P

BONXHREH IOPS?  H IOPS = SUM ( BiIERR S &1 + DataWriteOperations + JT¥ R 1E ) /B H
(AR REL)

RN GRENELE ? | SUM ( datareadBytes + DataWriteBytes ) /EHA ( SARD R B4 )

Note

BN2WEHFEELEFARREFE 50% AT , MBREEBNZAELBRERMN TR
HENEE | UREMEE Windows FEIRME (RS, EEBENBRIELEE )

18] CloudWatch 18#x

RO AEF L E¥ FSx ¥R CloudWatch B T AR
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https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html

Amazon FSx for Windows File Server Windows B P15/
BIBREIR

- WG FSx B4 &,

XEXEA : CloudWatch #Z#l1&.

« XERXIHE : CloudWatch CLI ( ®H1THRE ) o
XEXiHE : CloudWatch API,

LUTEREENFT A HIXLERE I EiRER.
f£F Amazon FSx 24l A EE IR

1. M3 FF Amazon FSx ### & https://console.aws.amazon.com/fsx/.
2. NSMBE®SD , BRNHRS  RAREEREEFEHENN XSRS,
3. EEBRFEARLEEEFFAEFE.

4. EFHENRBEREL , EREENEFEENXHRENER.

£ BEHIEH CloudWatch #41&

$TH CloudWatch #2#l &,

ESMBEED , HEF Metrics (1EFF).

EIBFSXT A ZEE

(k) EEFENER , FEBRFBRPEAHENR,
(Wi ) EREERIE | §%R FileSystemld,

o~ wh =

M Amazon CLI i [RI¥EFR
o fEAlist-metrics@BEA--namespace "AWS/FSx"MBAZEH., BXREZEE , iHSH Amazon
CLI s 55&%,

f£F CloudWatch API

M 5 EI3ERR CloudWatch API

+ @M cGetMetricStatistics, BXEZER , TS . I Z# CloudWatch APl 2.

£]Z CloudWatch 432 Amazon FSx

SBR[ LABIR CloudWatch BiR , UEBRATIRASET K% Amazon SNS SHE.. BiR&BRE—BRERE (BEE
E) ME—MER , HRBEXN TAERENERESRE TANBRRRNIT —MRNSTRE, BER—1NK
=% Amazon SNS /=, Auto Scaling SRKEEHYIE A,

BERAFARERITHENRSEE, CloudWatch BIRAFALMURE N TRERSMIBAERE ; ZRE
MMBRER( , HEEERBHEEERARFZRS, ETUMLD# FSx #5 A5 CloudWatch 2!

i

Ro

UTERNE T A4S &5 Amazon FSx 824K , Amazon CLIFI APl
f£F Amazon FSx 124 51k B &R

1. M3 FF Amazon FSx #3#] & https://console.aws.amazon.com/fsx/.
2. MNSMERTD , EBRNXHRE , AEERENHNBEERN GRS,
3. ERRBREXE K ARLEREFFHAEE.
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https://docs.amazonaws.cn/cli/latest/reference/
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BIBREIR

© ®© N o g -

10.

11.
12.

EFMENFEREL |, EFAlarms.
%% Create CloudWatch B1R. fE /5 Z G4 EE @ ZE CloudWatch ##l A&,
ERIERIER , AREERT—%.
EEREE S |, EEFSX.
ERXHREGERP , ERENHEEBRRWIER , REEERE, EFIER.
E&HSoS , EBRREENEREZY , AREET 5.
Note
B ARXXHRGEH XM RGET BE TRET 2R MIER. EHLEFXEMRSENERIR

B, ARBERUFEHAEBBRHAELANEES , BSHEE SR CloudWatch ZR 4L iR 5k
HIEPMIL S% CloudWatch A5,

MR CloudWatch EE BHRRSAKIRER @ EKIX — B FERHEL SNS BA , HHEH L BRR
ST, .

ERATIESE SNS =FH |, ®BF—NIE SNS £H, WMREER Create topic (RIEEM) , AL T
AR B FEAHITRAYIRIZEE R M B FpfFiut, WIKFRETRACENFRNERFRFETRE
ﬁ%o ﬁ?¥ Next ( -F_i ) o

Note

ME B Create topic (BRI E ) 62 — N7 Amazon SNS £ |, BB 88 F i 1 FE 32 UK
BAZHSTELEIE, HEREABRRSH , FLKFE D TR, MRS FHf4hits
HZBBERRSRETENL , MACNFTXEREEA,

BEEZ#. W, MWheneveristrfifE , REERET—F.
EE#ENCEMENGEREL  SEENENBNER  RR%E, CIBEIR.

fE & BER CloudWatch &l &

1.

6.

% E|Amazon Web Services Management ConsolefR/5$TFF CloudWatch ##l & fEhttps:/
console.aws.amazon.com/cloudwatch/.

BERUEEREHUBRERDS.

BEFFSx 3845 , HR3) Amazon FSx ERUKRIERNH REBIRWIER. EELENEFEPNRER
Amazon FSx IE15 , B RXHRENXHRE ID. ERBERBEBIRNER  RBiEE, T—5.
EEE#SHRH Name, Description 1 Whenever &,

MREIE CloudWatch BEEARBIRRBNABEE—HB TS , EATHNER , ERRE2ER.
NFEEFBHME | ER—NUHE SNS =B, MREEIFE Create topic (RIEEE) , BALBTM AT LN HE
FHMFITRSIRIZER A B FEBrthut, IRFRFTRASELRVBERFEDPETER,

Note

MREFEM Create topic (RIEEM) B — T Amazon SNS R/ , ABA & FHB 4 1t 11k 72 524K
BHZ A SIBARUE, HBEHRHEABRRSH , FoLREDFHRY, MRS TR it
W2 BBERRSRETEL , BATNF2EREEH,

BeRY , BRI X N SR E RN SRR IEZN B, 1£8F Create Alarm ( BIBREE ) .

£ Amazon CLI IR EER

A put-metric-alarme BXREZEE , 55 H Amazon CLI Command Reference,

fE A iREEHR CloudWatch API

M PutMetricAlarme BXEZER , TS . L% CloudWatch APl &2&.
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
https://console.amazonaws.cn/cloudwatch/
https://console.amazonaws.cn/cloudwatch/
https://docs.amazonaws.cn/cli/latest/reference/put-metric-alarm.html
https://docs.amazonaws.cn/cli/latest/reference/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/

Amazon FSx for Windows File Server Windows i #&
f£ 8 Amazon CloudTrail #{TBEidH

£ 12 5 FSx for Windows File Server API &
Amazon CloudTrail

I 3% FSx 5Amazon CloudTrail , #AF, ARHERITRENIEREHERS. Amazonill & FSx H#Y
BR%5. CloudTrail ¥ Amazon FSx BFFE APl A RERSHER. HBROBAA3FEXRE Amazon FSx 24!
&/ AR Amazon FSx APl 2 /EMRIBE R,

MMREHIZIBE |, MR LAE CloudTrail — Amazon S3 FSx B4 , &% Amazon FSx WE#H. MRETR
BERER , WAE CloudTrail #HAEH4H L. BEFEA CloudTraill WENEER , THABEEX Amazon
FSx ZHMER, RUUAELR LERWIE IP ik, ERA. BERGEAREIFAES,

ET#EAX CloudTrall WEZEE , 558 (Amazon CloudTrail AF#ERE) o

CloudTrail F#J Amazon FSx E &

EIEBIZE Amazon P BT | F1EZK P LB A CloudTrailo 2 Amazon FSx &4 API SEFIET | iZ5EZN I
3X1E CloudTrail &z AR HEftAmazonF RS EHEHM L. WA LE Amazon IKFHEE, BRATERR
HEH, BXRELZER B8 . FAEEZM CloudTral E4HEL.

EFSIIRENESFAmazonESI B RERIZS ( 23F Amazon FSx WEH ) . —MNRIEZ A CloudTrail 3%
HEXHEEZE Amazon S3 7. MIRERT , E2RH AP OIZEBIREN , RN A FAE Amazon
Xig, LEERERIERRE Amazon 2 KHFHFTE Amazon REMNEH | HFAEXHEEERIEEN
Amazon S3 Fi&#f. b4k , FE A AE B H tAmazon RS A T it — 5 2 A7 1 PR S HBE H X EUE I
CloudTrail B&. BXxEZEL , H2 M Amazon CloudTrail 8/ R TEA -

o DIZERERELE

+ CloudTrail X#FHIRS MERK

»  CloudTrail &it @ Amazon SNS &4

I CloudTrail ZAMXEFHH BEXHRMNZSNKF UL CloudTrail B &4

P8 Amazon FSxAPI A B CloudTrail iB3. il , McreateFileSystemflTagResourcelREFE
CloudTrail B&3 4,
BN EARBEREBETEEXERBERNWAREGE. FHEEUHWEREUTHES :

. EREFEABRAFEILZER Amazon Identity and Access Management (IAM) A P 4&EIEL H#Y,
- BREGAACGERKESHAFNIBNZEEIERHN,

« EREFTHET Amazon RE % H.

BXRESZELR , 52 Amazon CloudTrail FF#EREH# CloudTrail userldentity T3,

T f## Amazon FSx B &M H4%H

—MERER—FEE , AT REMAERN BEXAHEEEEBIEER Amazon S3 7. CloudTrail H&X
HBE—ANHSNMBERE, ME ACL MREA AV (F L ATEEEH KA 89K E ping HEHRTKE
EMRA—MER , BEAXRAMERNRE, BENBHMNNE, BREBESFHEMNELS, CloudTral BE
XHFRAR AP AANEF#ERRE , REENF2EREMEERFE R

RTFRHIERT CloudTrail HBiTagResource NI HI & 7 XH RS I BIRERNINITERNAE,

{

"eventVersion": "1.05",
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
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"userIdentity": {

"type": “Root”,
"principalId": “111122223333",
"arn": "arn:aws:sts::111122223333:root”,
"accountId": “111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE”,
"sessionContext": {

"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2018-11-14T22:36:072"
}
}
Iy
"eventTime": "2018-11-14T22:36:072",
"eventSource": "fsx.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": “192.0.2.0",
"userAgent": “console.amazonaws.com”,
"requestParameters": {
"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-
abl2cd34ef56gh789”
Iy
"responseElements": null,
"requestID": “aEXAMPLE-abcd-1234-56ef-b4cEXAMPLE51”,
"eventID": “bEXAMPLE-gll12-3f5h-3sh4-ab6EXAMPLE9pP”,
"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
"recipientAccountId": “111122223333"

LR RHIERT CloudTrail i BiuntagResource MIZHI & M BR S4 R SRS R IRITIRME,

"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principalId": "111122223333",
"arn": "arn:aws:sts::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T23:40:542Z"

I

"eventTime": "2018-11-14T23:40:542Z",
"eventSource": "fsx.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789"
T
"responseElements": null,
"requestID": "aEXAMPLE-abcd-1234-56ef-b4cEXAMPLES51",
"eventID": "bEXAMPLE-gll12-3f5h-3sh4-ab6EXAMPLE9pP",
"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
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"recipientAccountId": "111122223333"
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B

FSx for Windows File Server £ 8&E

M8

FSx for Windows File Server f2t/% 2 & f 4 REZ RN H RS . U TR Amazon FSx XHR L RERI R
R e T TARNMEENEL BT R B AR R,
E3 1]
% (p. 141)
. HEEAES (p. 141)
o FERNTHZEBEMBE CloudWatch 38#R (p. 144)

NHRGMHERBTHIER, HHENEY 1/0 BAEH (IOPS) KEEMN.
iER

BT Windows File Server X#BR5 28 FSx EAREANFER , NEHLRNBERN - BN LED LR
MR, WTAEAFEFFHHE  DERBELEREFHESE LT 10 RERBIXHEME , Amazon FSx
BEESREER (SSD) FRRMATZEV R XM RMELR |, £AEERE (HDD) BHMIBEVHNER
o

HHEAN IOPS

Amazon FSx X R GIRM SR GB/s WEHENMBE 1+ 7K IOPS, BN THEAFAUEXHRSE LRFIH
BHEFHEMN IOPS HRTXHRENEUHBRENEHRERE , URIEASHNMER , 8/ ETEEN
K,

BEFHERE

£ Amazon FSx , B LB TR XHRENENEF RRENNHFRENEBELERN IOPS K

5l Amazon FSx /NIl ZRE. IHEEFETREB N TR BN XHERENENEFIRRESEHRGB/
st EFELEMB 1+ FHIOPS, SMB Multichannel R ERZEFiHFMRS AN Z MNMEEZERREMNET
R, UBRAREESFAE,

FER

B T #R Amazon FSx MHAEIER! | RATLAEE Amazon FSx XU RENEMAH, BHNEPIRITESH |
T BAEE FAmazonsi A&t , EiTelastic network interface (ENI) ARG X RS, WMEEONTH
X #HREXKEKHN Amazon VPC H, RS ENI HEFR Windows XHRRSER |, © BT M4 @ 7 7 344
RENEFRRHEBIE, Amazon FSx EXH RS LRHRENFER , NEBESEIHREIEN L. X
HIRFSEFHRRENHREBENFHERNWE .

THEEBAIX LA,
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FERAEXN NN

FSxa

= B In-memory

"/"E,J\"‘ cache Windows

N4 Network ﬁ 0000 ﬁ file server
[ — File system throughput/IOPS

ENI
—= Disk
Clients throughput/IOPS
Storage volumes

EXEEREAH (MEED, AIFSENFHAE ) X R E FSx for Windows File Server X RGH =
DN EEMUREEE , CIRET EAEFULERN IOPS i,

o W10 HaE  BEFHRMXHRSSEZAERNELE/IOPS (RE)

s XHRSB|LONEFEREXD  AIBRKNATEENED TEEH KD

o BEE 1O MR . XHRFSB|MNFHEBZAIE RN ELE/IOPS

AMAERRE T BN XA RGN LML . FRABNECHNEARENTLRE, AWM MERRIE (M
% 1/0 MENREZEA)D ) c2HABUHERERTE , ME=NHE (#E /O it ) AFEUBRENEFHER
BHAERE,

ETXANITEARBERREN  HERES IO MAEMER , MARKZEAERENZEFME. AT
XEBETEAR , BRT XHRETUAEXIREFNEEEES , Amazon FSx ERMH T £ —EREFE AN M
2 1/0 MBE /0 BRERBEESREMINAE, Amazon FSx EAME /10 RO WHIREFHRARI RS
HEMIOPS — XHRGEEFHEMN IOPS EABKTEERFINERNS |, 7 BT AERNIT /0 RIEIE

REERS,
TR EX e T

FRABNRBNBEBLTMNARENME, CREREXHREMFNFHREEXRBENTE  UENE
0 THEABREAMEN RS,

B REATLUR BN R AHE FHEN IOPS R3I R THEHBRIER :
« BRXHRSFREENHEERERS , ETENXHREERNEULRE
s HENNHREEENFREERBENTERUNUEHERS

BOXHRENFEREREATRAO#HEEFLEN I0PS :

gk BERULE (5 TB F#HNKE | Bi#E IOPS (& TiB FiEH
) IOPS )

SSD 750 3000

HDD 12NEE ;80 MRE (BAMNXH 12 1MNEL% ; 80 MNRE

REBK1GBls)
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FHEREXNHENIH

A S RN ERAR. BXESEL  BEH EREEAE (. 112).
B o3 B L] /
HEHEREXNHEERN 22N

81 Amazon FSx X REMELEUBNH RGN EENFLRE, FHEREBRE T ME /0 HEEHK
B, EEY  FECHXHRENXHRSEFEIMEE LR EHNESRERXHBRENEE, ESRH
NEHAREAHEERTEXHRSE LEFRENESRE R4 RSHEIFNESRBI#EE /0 #

4L
BEo

LI Amazon Web Services BB HI A B XH R LR , Amazon FSx 2 RELIEBNEHIESD
RENXGREERBUNELRERT. BABENTHRENZEUBEASHIEAE , BETL®
BREEZBUHEREENTHRERIRFBENAEFNER, tIEFUHRER , B LBEMMENRELF
HBE, BEXFEZEL , B3N EBEFUHESE (p. 122),

TRERTEUHRENSENBUAREENRERFURNARSHLONFE (TATEENATHRITE
EBEMBRANBEERNEFEFINAE ) .

Note

TRETRTEEMER Amazon FSx BHIARNAXHRAEREHREN AT LUERN —HIET, 24
EAEA Amazon FSX API 5 CLI i , BRI A EH B EEFRRIESK S (8 Mbps = 16 Mbps ) , {8
FidfE , 8 Mbps #l 16 Mbps K BIEA FMIRMA L TEAR , MAREFTEREK., 8 Mbps #
16 Mbps W BEHBRER X HXHHRIF I,

FSx & MEFELARE (Mbps) ML M7 (GB) W& FIE (Mbps) Ri# IOPS

HARE I0PS

(Mbps)

-9 Burst ( & -9 BR (B8 B BR (8

REFL£) X 302 X305
o) ) )

32 32 600 ¥ 4 32 260 2K 12K

64 64 600 BtH 8 64 350 4K 16K

128 150 1,250 8 128 600 6K 20K

256 300 1,250 1% il 16 256 600 10K 20K

512 600 1,250 32 512 - 20K -

1024 1,500 - 72 1,024 - 40K -

2,048 3,125 - 144 2,048 - 80K -

™ FRERRENELRE

LT REIEAT FERENTLERSNAIE 4R,
BEH 2 TiB HDD 7 A2 32 Mbps EHRENNHREEBUTELER S :

- MEFMLE — 32 Mbps EHFMEF 600 Mbps REAFHE (S AFL

- BERMHE — 24 Mbps EEFHEM 160 Mops REFHE , XRNHBRSBIFNUEATLEKFE 32
Mbps E AR 260 Mbps RXEHE (ETELAE ) AR 24 Mbps E£ (12 Mbps /TB ) F 160 Mbps
%K (8 TB 80 Mbps ) FHBIKE*2 TB ) ZEMBEX .
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ER LT B EMEE CloudWatch 3547

Rt , 895 [ X4 R TERBCREED ) XHIRS B AFERE R FH EE TR NEERITHXHRER
BEIE 32 Mbps WEERLEN 600 Mbps HIRIEFMHE , N TRENTHXXMHRAE  EEFHERSTE
24 Mbps # 160 Mbps HYRIBFMHE—EEIWE , S0, ATEFEX.

FERLUT A EEHEMEE CloudWatch F8#r

PRELAEAT S # CloudWatch MIEFM KR HRENFTHEMN IOPS, BEXELER , BSHWMAE FSx
for Windows File Server ¥/ (p. 135).
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TELR 1 FFRERN AR

Amazon FSx J&E%x

BT, RARKEFSEHEESHESL , ESRERERRE.

E3 ]
« VR TFREAMN LR REH (p. 145)
« EE 2 NERRIEXHRE (p. 148)
« VB 3 BB XHRSE (p. 149)
« B 4 EL D FEATSE FSx AppStream 2.0 (p. 150)
« JBZK 5 : £/ DNS BB IHRIXHRE (p. 152)
« JEE% 6 RS R RMEE (p. 157)
o JEL 7 NEHEFIERE —NEHAmazon Web Services XiF (p. 159)

ESR 1 IR RIRF M

EZRAMNGEI 28, BLREFET Microsoft Windows B Amazon EC2 £4Ii0 A E|Amazon Directory
Service B %, BB ZNEE R A, 58S Windows IS EMMUEZEEA, U TEKHATH
fAIRATIX L LMY SR FZ R AE,
£

« 15 REFEIEZF (p. 145)

« % 23 : £ Amazon EC2 & /33 Windows 3= (p. 146)

o E 3L EEFNEHNEH (p. 147)

o 5B 4% FREVSEHIINAYREI Amazon Directory Servicedirectory (p. 148)

F15  REFBIEX

f&Bh Amazon FSx , A LI ETF Windows B TEAREZITEEREN XM FM#. EH , Amazon Directory
ServiceRMtELEMBE R , MEEITEAEBEPER MREERZTIEN L E AD HAmazonft £ A
EC2 RHIMERFAE R (VPC) F , ZAIUBHAETHFHNSHRIEMIGRESH, At , BUUESRHNELR S
BEIVEERR. AmazonIEEME AD MR AT, 3T Amazon FSx i Windows &3 1KiE , BRE
EmEBMEE , HPAmazonFEEMEFEL TEM.

ARSI IEZEEEMNAR , Amazon Directory ServicefE EEAIBETEN AR, 2IRIEINEHR

EERAER - N AEESzEER , ATFQREFRKSBEEESEFHAZNFRRTHHRIE, X
BT , Amazon FSx REREH#ITRE. RE , FEHNSHRIEEREZEIENLRE,

Note

SR T LA ERE £ B 5 Amazon FSx &8RRG EZEEE.
& Active Directory £ 4 24513 AR B Amazon FSx X REZ S HM A RIR.
Bl Amazoni@ A T Microsoft AD ¥ B RS

« WMRIEERH , FEHAAmazon Directory ServicelZAmazonfE & Microsoft AD B &, BEXEZER
B . tI2ENAmazonfEE R Microsoft AD B A #Amazon Directory Service B2 15 7.
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% 2 % : £ Amazon EC2 4| & /535 Windows 3245

Important

BEEIRAETEAAFNED  ERANAIBEEETE, NIRTETED , UEEEEX
53] Y S TR A FTY Amazon Directory Service B RMEE R A M.

- MREEIME AD , EEEMNAmazonEE M AD MMRAEN &, BXEZER , BSMH . [ANCIESE
f£2< ZHHIAmazon Directory Service B 1ER .

5 2 % : £ Amazon EC2 ##I& #5831 Windows 324

A LA FH Amazon Web Services Management Consolefll SA T3 R2ATiR, X B R BIIERIEZ I E — K
Bl , AT EEEPIE AT, BEXBRETMNESFEL , BSHAE =0,

SRSt

1. BT MULITH Amazon EC2 #8#|& : https://console.aws.amazon.com/ec2/o

2. NEfAEHERE , EREHE6,

3. Choose an Amazon Machine Image (AMI) TTE & R —4A#8 Amazon Machine Image (AMI) B9 B A HL
B, (ENZHEHIRENR, %EBERT Windows Server 2016 Base B AMI 5 Windows Server 2012
R2 Base, #/EE , iX& AMI #Ri2 7 Free tier eligible”(FE RGN R REER),

4. 7£ Choose an Instance Type (&R XHIEE) TE L , BALUEERLHINEHEE. %EF t2.micro 3
B (MgER THER), FIEE kX BRETAEREE,

5. i%# Review and Launch it AS A EBERECEERE,

6. EEMENREXRFBINE, TMEL4E , FETASAZBHERNTLA, AINERLZS
H A MRRUATSREZCERENUEBNREA !

a. 3% Edit security groups.
b. £ Configure Security Group WE L , #{R Select an existing security group & F % F IR 7S
c. MNUBRLAJKRPEREENTLYA , A/Fi%£#E Review and Launch,
7. & Review Instance Launch JTE L , #%#% Launch.
8. YRSIEREMBART , IF Choose an existing key pair , REEFBEERITIREN CIENBRHEX,

BH, B A LB BRI, &R Create a new key pair , HIAZRHEXNHN B , ARFiEE Download
Key Pair, XRZEBRELEZAXHNE TS , ARSSHEEHTTH. FAERAXHREERZS
NE. HEEHXEEN , BRFERUBZANNEN ;| HESIEEDIHIR , ZFEEREMEBHFA
BEH.

Warning
BOEREEXEZHANNERL TREET, MREBHWEFUEEEAX , RTEERZENZE
B,

HZREFE , EPEINEIEE , RBIERE Launch Instances,

9. WIATTHASLEZNEBCHWEHF 2B, %R View Instances B ABIATTEHIREZEFIA.

10. EXHIREL  BULEFRHIRS. BIIXZFARERENE, B34t , EHBRRESR
pending. KHIFFE , HIREEN running , B LWKEI—122%E DNS E#i, (2R Public DNS
(IPv4) BIBRaH , E%BAEAS LA ShowHide Columns (HHREHR) , RERHR Public DNS
(IPv4), )

1. BEOERIFSH] , MEREEERZDEH, RELNEFIRETEE TIRARE ; BT LUE Status
Checks JIFEFILEE.

Important

BTEFLRPIN RN RLEN ID. HEE Amazon FSx XH RS , BRFRRES.
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_setup_trust.html
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/launching-instance.html
https://console.amazonaws.cn/ec2/
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F£ 3L EEDENEH

MEXNGIEREZ , ERTLUEEI BRG],

£ 35 EED AR SEA

EEEET Windows K6l , BUTRRNBERRARD , AREEATZERSEERZINAREELRZD,

EERAKFNEHREURTRIEREMIBES . HlIn , HiEHN Administrator , %1& Administrator , & BN
A Administrator, BXEZEE. | 55 Microsoft TechNet Wiki 8 Windows &3 & K 7 B A #th {0 & o

R EIF SR AR |, N AT LA R R E P E LY IEEIE E R B A SR fl, Amazon Directory Service. TEiT
ERAERREL , TEFAXHITENEHTERNEB, ik , BEAEERANTERERF Stk
FH#ZB, RPI2 corp.example.com\Admin,

HTEEEMN , Windows Server RS (OS) WIFANEAFRINFETAMEREE. EAT Windows
Server WFAIE T EEEM Windows SEHINEHR, MREFERNHFTHNALNZRERE , W4T
XzRKRHEES (RDS) FHif. MEERE=ERE , i8R, BEXEZEE  B5H . REEEANT
B B IR .

£ RDP &/ imiE# %] Windows &4

1. 7E£ Amazon EC2 &l & |, EFLH] , AAFIERE Connect (E#).

2. WEEEIEHEZOINEESR  RRRNED (BREXGBEH o842 ET R ).

3. 1% Browse HSMELRB RGN FIIBNFAE BH XM, EFXM4HERE Open () , MMEFXH
H£HRNAEHZE Contents (IR FE&.

4. %8R Decrypt Password, ## & REEZEREHXNGNEE  FEEERIRNEDB ZHAXGELE
o

5 RBERTRAEEAZED , SFHEMNFBER, FEEHLBEEEZSM.

6. %3 Download Remote Desktop File, BRI/ RREHTFARMRTF rdp X, FREFHITLU, T
R , A BUEEClose EffE E T EM KB EE,

o MREEITH rdp X , &FEF Remote Desktop Connection X iF1E.
s MRERE rdp X, FEMETHEF , REHIF rdp XHUEREZIEE,

7. BUREFEDN-RES , BHZREERMERA, BRUSESEZEZRNEM,

8. HUKARAZEREN , FARERENEEAKFANZZHIERRAEFN BB EFZIEM. MEEN
Remote Desktop Connection (EFRREEE) CRRETERRKF, , BWAEEEILRE Use another
account (EREMIK/) %I , ARFHRARFBMED,

Note

BNEHMMEUERN A TSR RIE, WREEEZMIBE‘Password Failed (FH3 kW) 45
%, BEEFHRAEB,
9. HTEXBIEPNEAERMY A LURHESFIN KBS, BELTERIEZZ2IUEH, BEAATSRRIE
ZERITENNIRR ; HF , MREBEEZIER , WEEEE Yes (£) 2 Continue (4K4E) LA LELIRE,

a. WRBIEFEM Windows PC i Remote Desktop Connection , &% View certificate, f1R&EIE
1£ Mac £ Microsoft Remote Desktop , iFi%1% Show Certificate,

b. 1%#% Details (FAER) EW+ , H@E TR E Thumbprint (JEL) % B ( £ Windows PC L ) =
SHA1 Fingerprints (SHA1 $§40) &8 ( £ Mac L ) . XE2ZEEITENM RSB/ — 2R,

c. 7£ Amazon EC2 Z#|AH , EFEIZEH , &R Actions (B1F) , AFi%E Get System Log FRELR
B A ).

d ERZESHES , EHIRICH RDPCERTIFICATE-THUMBPRINT KI5 B ., MR ESIEHHIEL
T |, MR REESRIE 7 Z I ENNIRR,

e. MWMBMIEEM Windows PC {f Remote Desktop Connection , i&iRE 2| Certificate X & 4E 3k
£ OK, MRMEIEFE Mac £ Microsoft Remote Desktop , i5iRE 2 Verify Certificate ik
Continue,
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%45 FRESESIMALRE

Amazon Directory Servicedirectory

f.  [Windows] ¥ Remote Desktop Connection & 0 ik Yes EZ R R4,

ML EEEEIESF , TJEAFEHI 0 A BlAmazon Directory Service B %,
£ 4 & FYREYSEHI I A YREYAmazon Directory
Servicedirectory

ARS8 8 7 a0 Amazon EC2 Windows 3513 3 i1 A ElAmazon Directory Service B .

$F Windows SE41 il A Amazon Directory Servicedirectory

fF A EMNERE R ENLE P T E D6,
ESEBI EITFF TCP/IPv4 B HFTELE,

a. 3T Network Connections,
Tip

BARIESE EMWN SRS ERREEITUTHS , EETI Network Connections.

%SystemRoot%\system32\control.exe ncpa.cpl

b. HFEMERAMKEZEN LT (GRS X8 , RAREREN.
c. TEEEEBHXEESD , ITFF (W) Internet Protocol Version 4,

(Wi ) EFRAFEALUT DNS FRSSastbtt , Fok &k DNS BRSSE5F1% A DNS BRSSES/Y IP ik Ay sttt
Amazon Directory Service— #2fit DNS R , RAEERFHEHE.

ITHREEMEN TR FEE , EBUTENSHETF , ARERT
Tip

BRI ELG EMNG S RRFEZETUT@S |, $TFF System Properties Xt iE1E

%SystemRoot%\system32\control.exe sysdm.cpl

ERAES |, EFBEHHP |, WATLREMNBFHAmazon Directory Service B F , REEBRAE.
URZRREMASEERNBHANBZEE , WA Admin Bk R P B 3L,

Note

BE LM ABNTEERERN , WAL A NetBios name , BRI (), RAERAFSE (K
HIFR)EER. Hli0 |, corp.example.com\Admin 5 corp\Admin,

WRREIMABEEE G , EFBKBIEERER,

¥ RDP EFNEZZENG , ARERENAF B NEBEFES, Amazon Directory Service B &
WEEBRMAF,

MERGIEMASE , BATLLEIE Amazon FSx XHRSG. RE , (RATUSETHEANEI PHEMBES. &
XEZEE , BSREIFHREA Amazon FSx (p. 7).

2 NERBIENHRS

f£F) Amazon FSx , BALME BOIRXH KRG, MITIHEREN , TUERATEETR , UEFHE N
IR R G R
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ELEE 3 EFUMANXHRE

- TFfEERR

- RHERE

« VPC

« ATHK :

- FH

- VPC R4

« Active Directory Bt &
« Amazon KMSINZ % 4A
- SR EZR O RRE
- BRA4%FNE

ATHRHESEERAMNE AR XHRENTRE, ERZNHREZH , EXAREIAEZH. BxX
ESELE ,BEBM. EAZH (p. 71)

MNIRB&DRIRXHRE

MITFF Amazon FSx 2§ & https://console.aws.amazon.com/fsx/.
MNEMB SRS , EEEZHG.
MUERR L FREP , ERERATUBRFHXHGRENED.

Note

BARNEVERIEFRAZDEEHRERBTEN MRS, BUTNERENXHRET
REEMENFREE. AXESZRER , BEH EEFHEE (p. 12),

1%#F Restore backup (ER&Z ). XA BLUBRBXHREE S,

%EE%%%I#%%EE&H’\J&EO EERAIZEBRSSDRINERT , BN EFE R IHDDEUTIE
N

s XHRGHBEANZTARELETAKX 2.

s FHAEZEDR 2,000 GiB,

ERTEAREUETUER NS REZETENIRE,

& Create file systems

WE , LENNEE G RO R X4 RE,

3: BN BEXNHRS

BUUFEARNEGSPNSRETN=AEE, IUEHFNXHREFNAEEMITE , TR ARITIER
B, XESERIZMREAMazon CLIFERBITEN LZRHEEN., BXEZEL , TSR . TEMEEF
#Amazon Command Line Interface fl P #574.

+ AutomaticBackupRetentionDays— B H LB RN REBE X4 RE B Z MBI K.

+ DailyAutomaticBackupStartTime— At S af (UTC) RRWEFES A BHZ MBS E. M
XAMEERRBFE , EON 30 2%, ERNBETRESEALEFEANBRES.

+ WeeklyMaintenanceStartTime— B & 24P R RN —ARNNE,. £1 XA2EH— , 2228 =, &
BhERH#E, NXMEENEFIE , EOR 30 748, RNBETESEEAENEZHNRESR,

LA 3 #2 8538 7 47] 5 F§ Amazon CLI.
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https://console.amazonaws.cn/fsx/
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https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-getting-started.html
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EL 4 ELDE EEATE D% FSx AppStream 2.0

EHRNHRENEFZDRESKITH

. EHEN LIRS TRRIFRL IR,
2. BITUTHS , BXHARE D BRAXFREHN ID MERE B3R RE

aws fsx update-file-system --file-system-id fs-0123456789abcdef0 --windows-
configuration AutomaticBackupRetentionDays=30

EMXHRENEBHZNED

. EUEN LTSS RRFRLR,
2. BTUTHS , BXHAHRE ID BRAXHEREHN ID ARFHE QKA E,

aws fsx update-file-system --file-system-id fs-0123456789abcdef0 --windows-
configuration DailyAutomaticBackupStartTime=01:00

EHMNHRENFEET TR

1. EHENLITFSSTRRTRLIR.
2. BIUTHS , HXHRLE ID HERNXEREN ID ARIFTHE O# B AN E,

aws fsx update-file-system --file-system-id fs-0123456789abcdef0 --windows-
configuration WeeklyMaintenanceStartTime=1:01:30

4 : £ S E{FEAT S FSx AppStream 2.0

B RS EEE R (SMB) Y , EA T Windows X #ARSE85349 Amazon FSx XM Amazon

EC2. VMware Cloud Ei5[RIRHI X R ZAmazon, Amazon WorkSpaces F1iL Si# AppStream 2.0 N3E
ffl, AppStream 2.0 REL£RENNARFREGERS. SELETFEESHRMARRF AppStream 2.0 ¥
eiRE AR RMEMITEY LA KRS, B AppStream 2.0 , FSFIT L7 AppStream 2.0 EEIEE.

ERLESGERNIER , THRNMEER Amazon FSx AppStream 2.0 A FHENAS : ABMNAFPRHNAR
ATFEZRE , AERF ZRREE R RBER XS,

AFTHFRENMAFAFHE

BRI LAE R Amazon FSx RALRHHEN A FIRHE— N F#IE3NEE AppStream 2.0 FieaiE. AR REHE
EXHRONR. BHBLERRNERSE A RN ENES , FEFNREHB XS SN R ERN AR
SEZRABEHRE.

ERHLES , BRERIT=NERE.
£/ Amazon FSx NI A @ E XK

B2 Amazon FSx XH#RE%., BXELZER , HSH AR Amazon FSx (p. 7)o

2. BENHRETAR , AENMIGIEB—NUFR, AppStream T S#h FSx XHRSEHE 2.0 MNAF, B
TROERAFWEBRAFBERERXHRNERR, XHEMERSETFER Windows FREZT 2R E X
HHZH UNC B, MERNWB S %username%.

3. FXENHARFHENXMERAENRAZEXHRX, BEXESEFER , BSH XHHHE (p. 87)
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AP ZEERHEEZ 4R

BN A E ] AppStream 2.0 B4 X 25

X F| AppStream 2.0 ##|& : https://console.aws.amazon.com/appstream?2

BREREENSMEEPBE—E R Config R, BXEZELR , B3 . I Active Directory &
L&A AppStream 2.0 I 5% AppStream 2.0 EEH5R.

ERMG, REBERE , REB— NG ERES.
BEERERGERBEIOSHZHAENEREENR |, FEEEREFMA Active Directory 13,

£ 5 Amazon FSx X REMEN VPC Rz MEGITERE. BREBRGHNERSHRNEGYESR
K BtAmazon Managed Microsoft ADS&#Y Amazon FSx MRS EMAK B xR, SMGHEEREXEKN
VPC &£ A AP A G B Amazon FSx XHR%.

REWERTRE  ERIRGUERACRAZEERKSER,
RRNMARF.

L S #h FSx X Z 453 F AppStream 2.0

1.

R

ERGHERET , FANATHSEMLENA  RAEFEFEEESHXHE ( Fl : C:\Scripts
\map-fs.bat ) » AT RBIER S: ERIEBI 2R E FFRREG Amazon FSx XHRGE LM HRZEXHR, &
AT LA BB AS 8 ] Amazon FSx X4 R 48 DNS B RS REXBKE DNS 318 , B UM
Amazon FSx 12 & 0 X 4R FAE B ME R REZE o

WMRIEE R XA RS DNS B 75 ¢

@echo off
net use S: /delete
net use S: \\file-system-DNS-name\users\%username%

MREFERNREXHREXEH DNS 514 :

@echo off
net use S: /delete
net use S: \\fgdn-DNS-alias\users\%username%

$T7F PowerShell R R HiZfTgpedit.msc.

MA P BB % EWindows iR B R BB .
SMEFELTBHOE-SHUBRHOBLERE , REERT,
MITEHEE |, &R Windows EEER, K&, REAKKE.

EERREESFMALR. BERAKBARONEER. MREFYTHREAFBHIRNEMERN
M EMAAT R P B FRAR,

BIRRVE R HFH D ELLE AppStream 2.0 BASI, HRIRBINIA AppStream 2.0 BAF 548 TR 1922
E3HI R — Active Directory 18, 7E Amazon FSx X#RAEFERNRE— VPC FE3IA. BERAFIERH
VPC Z 2 A AFIRMHIT Amazon FSx X RS RN R .

/8 SAML SSO Bai&Hiaik. EEEIA Active Directory BB %I | & SAML EERFEE
BAERBEEHRIE. BXESER , HSM . HRE & FIGRE AppStream 2.0 A SAML 2.09
BYIE D% AppStream 2.0 BE{ERE.

&) Amazon FSx XHHEME B R RSFRMN S: WHR[ERF

ERF 2 RRERZNHFX

BT LABER Amazon FSx BAAHTHAFRHAZTIMHR, HEXHXRTATEFMERFAENERXMH
( BIEmERM M. RBBRH, HAFMRE )



https://console.amazonaws.cn/appstream2
https://docs.amazonaws.cn/appstream2/latest/developerguide/active-directory.html
https://docs.amazonaws.cn/appstream2/latest/developerguide/active-directory.html
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JEZR 5 ; £ DNS BB HRIXHRE

EERMES , BEERIT=ATE,
f£F Amazon FSx BIEHZ X #4%

1. Bl Amazon FSx XRS5, BXEZEER , HSH FFIAEA Amazon FSx (p. 7).

2. BIMBERT , 81 Amazon FSx XHRAREBE —NMHENXHR | B UFERABa\#### DNS # H
= | B \FODN-DNS-##\ MREFEHNZE DNS 318 , B0 E, Bul\FARANRESSEZEMAEL
Hr, BXEZER , B XHHEE (p. 87)

B35 AppStream 2.0 BRI&4 X 25

1. M AppStream 2.0 ##A , BEIFWREGERESRIEZI I EHNRGEHESS, £ Amazon FSx XHR &
FANRE— VPC FEsHMGHESS. SHERESRXEN VPC ZLA XM AR Amazon FSx XH#
RE,

REWERTRE , AEERRAF B EZIIREIESR,
NERREDRRAENNARRF,

w N

FHZ 4k EE3EZE AppStream 2.0

1. RIEBHAEMA (M E—ERBHIR ) , WMEEAFBIRQENENEFEHEZXNR, ETHEA
BEENHREH DNS BEMRE XA RS XEH DNS 518 ( A LA Amazon FSx I A X4 RE
HAEEMEPIRE ) UEATFIHRAZXHRNER.

W RIGHER A REEHY DNS & 75

@echo off
net use S: /delete
net use S: \\file-system-DNS-name\share /user:username password

MREERNRE X REXEH DNS 315 :

@echo off
net use S: /delete
net use S: \\fgdn-DNS-alias\share /user:username password

2. DIERARMUESRAFBERMNNTHMCERA, ST0RR E—B2 PN BHMEE R BRITRE,
3. BIERARNREHFHEIEAIREIER,
4. BIREE. BE, ERNZBEIREXHREHRE B R[E/.

5: {6/ DNS Al BRI XHRE

FSx for Windows File Server A B8N X4 RGIRE—NRIANITE RE (DNS) B , B LIERZBHiHE
XHRGE ENBIE, SETLERECIERH DNS BB HRIXHRS. £8) DNS 318 , B XHREEME
M H#3F B E) Amazon FSx B, 8 AT LASk&E A IIA DNS E#/ 5 R F6E Amazon FSx EHEIE K MEE
EHEMIESNAREF. EuLUERN&EZ 50 4 DNS 38 53X 4 R5EKEk,

ZE{FH DNS 3B iFHEER Amazon FSx XH4RS: | BHATHITUT=ASE

1. 45 DNS 3| & 5EEMNL T# FSx XHREREK.

2. AXHBREWITENHNREBRS EEBH (SPN). ( XZFE# A DNS 5B 1H R X4 RERIRE
Kerberos B BIFFFAEN, )
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%1% : ¥ DNS BEBELNWITTF FSx RS RE

3. X R LA DNS 5| & E# A/ DNS & iER,

E3 ]
« 1% . DNS BB EZNTLD# FSx XHRZEXEK (p. 153)
- 5824 . 7 Kerberos BLE& RS EMAEB TR (SPN) (p. 153)
- E3L EFHBEXHRSH DNS CNAME 23 (p. 156)
+ {£f GPO &%l 1T Kerberos B4 RIIE (p. 157)

£ 12 : K DNS 3| & 5EML S % FSx XHREREX

ERBHXH RSN , AR Amazon FSx ##|4&., CLI #1 APl NZ A EIEFT X4 RER |, B SUF
DNS %% 53 A FSx for Windows X4 RF BB X4 REMKEK. MREFAEMBACERNE , BRWALA
(BERE ) AREKBIE,

LN BEREA Amazon FSx ### & SIEH X4 R A an{AI5< Bk DNS 3168, BXfF DNS 3BE 5B H
REXBNER , URAXEA CLI M API WiFAE R , HSHEE DNS 31E (p. 82).

TE O XM RSt Bk DNS 3%

1. MITFH Amazon FSx &l & https://console.aws.amazon.com/fsx/.
2. REBAUBFXHREWIRITRE , MPFMRE 1 5 SIEXHRSE (p. 7)AlT —WHH,
3. EHR-TEN BINEXGRERSH , MAESEN XA RGEREKN DNS 318,

v Access - optional

Aliases
List any custom DNS names that you want to associate with the file system

financials.corp.example.com
acctsrcv.corp.example.com
transactions.corp.example.com

Specify up to 50 aliases separated with commas, or put each on a new line.

$E7E DNS 7| B rHEIELL T AR :

o MBI AZTLBREEE (FQDN)hostname.domain , 5l , accounting.example.com.
- AEEFRBFFHMEFH ().

« FEREFFTFARER.

- ABAERBFIT L.

T DNS 81 , Amazon FSx £ FBFHERNNEFE (a-2) , TR ERNASTE,
NEFRERE BRI N,

4 ERTHPRE  WAFENEIAER.

RS- TR FNFENEMRE  AERET—5.

6. REUBYARANALETHIARAME, HEEHRAORIT RS

LN REZ N AR, BRESRK 2,

88 2 & . 9 Kerberos BELE RS EMEE T (SPN)

FEAVBIWIEIE Amazon FSx REAE T Kerberos I H B RIEM TR, Kerberos NiFRINHREHNE S iRE
HELZLNEHRIL,

i
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%8 2 % . 71 Kerberos BLE RS EHEE TR (SPN)

Z A DNS Bl& AR Amazon FSX H%& FifJa Al Kerberos SARAE , BABURMNE Amazon FSx X
HREM Active Directory iTEHIXI R E#Y DNS 5 & A R A RS E4E#R (SPN). SPN B REEE—1
Active Directory it EHLIT KRB, MREFHNRHENHEREHN Active Directory THEHX RELEHR DNS B #5
MIAE SPN , 2450 515 E M BR o

Kerberos B3 IIEEH N AER SPN :

HOST/alias
HOST/alias.domain

MRFLEEfinance.domain.com , L TEFEPMHER SPN :

HOST/finance
HOST/finance.domain.com

Note

£ Amazon FSx X #F 5 Active Directory (AD) T E X REIE#HH HOST SPN 28 , 8%
EMIkR 5 Active Directory itEH.IT R EH DNS F|EXN M FTEIAE HOST SPN, R AD 777
DNS BI& K SPN |, M22is N #EH Amazon FSx X R SR E SPN F kMK,

UTEENA T WaHhAT AT RE

s EFRBXHRER Active Directory iTEHLX R EEHREMIAE DNS 58 SPN,
. MIBRILEIMIAE SPN (WREF ) .
« JIEH Amazon FSx X#E R &MY Active Directory iTEHX RAIE#HI DNS 318 SPN,

ZEFTER PowerShell “Active D
BEFEMAER Amazon FSx XA RSN ARIES) B F# Windows SE4I,

—

2. #TFF PowerShell ER EE R,
3. &% PowerShell Active Directory #ERER L T Ho

Install-WindowsFeature RSAT-AD-PowerShell

BRANMIBRERE X RER Active Directory 1T EHX R LA DNS 314 SPN

1. FEAUTHSEREMIEMN SPN, Replacealias fqdnfEREEHRHI XA RS REN DNS 3185
1 (p. 153).

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fgdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. FERLTRAIAHRER E—FFREIRIAE HOST SPN.

* Replacealias_fqdnfEABEREXHREXKNTE DNS BB FER 1 (p. 153).
+ Replacefile_system_ DNS_namefEF R XRS5 H DNS & .

## Delete SPNs for original file system's AD computer object
$Alias = "alias_fgdn"
$FileSystemDnsName = "file_system_dns_name"
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%8 2 % . 71 Kerberos BLE RS EHEE TR (SPN)

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[0].Name.Split(".")[0]
$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[0]) ${FSxAdComputer}.Name

NEPHXHERERKNEN DNS BIBEE LRSTWIE 1 (p. 153).

£ Amazon FSx X# R &M Active Directory iTE X R LigE SPN

1.

BEETU TS REN Amazon FSx X RSIRBEHE SPN.
+ Replacefile_system DNS_namefEF Amazon FSx 2 Bi4A X RZiHI DNS B #5.

E7E Amazon FSx #HlA EER XA RS DNS B , BREXHRE  GBENNHRE  RE
BEMENZEM ERUTXHREFAEERE L,

PRt T LATEIE B2 R 3R B DNS % #rDescribeFileSystemsAPI #4E,
+ Replacealias_fqdnfERABEREXHRERRNTE DNS BIB L 1 (p. 153).

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fgdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')[0].Name.Split(".")
[o]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-AdditionalDnsHostname"="$Alias"}
SetSpn /S ("HOST/" + $Alias.Split('.')[0]) $FSxAdComputer.Name
SetSpn /S ("HOST/" + $Alias) $FSxAdComputer.Name

Note

MBFRBXHREWITENII RN AD #7127 DNS 51E# SPN , 3 Amazon FSx X#%*
£ B SPN kM, BEXxEXRMNMERIAE SPN HWEE , BTSRERIMRREBLHREH
Active Directory ITEHIT R _EHIILA DNS 58 SPN (p. 154).

FERAUT REIMARIERE R DNS BIBEE TH SPN. BRMHITERN HOST

SPN , HOST/aliasMHOST/alias_fgdn , WA 2RI E K R ATR,

Replacefile_system DNS_namefffl Amazon FSx £ AKX REH DNS &#5. EE Amazon
FSx 24 LERH RSN DNS B, BEBRXHRE  ERENXGRE  REEENENZ S
W ERNTXHREFAEEE L.

YRt ] LAFE I B P 3R EX DNS & #iDescribeFileSystemsAPI #4E,

## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_ dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[0].Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

NERHXHREXKNEN DNS BIBEE ERSTWIS R 1 (p. 153).

B %t &1 P i fEE 32 3] Amazon FSx X R &etE A Kerberos S RIFMMBNER |, S EH
GPO 38 #|#1T Kerberos & KIE (p. 157).
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£ 3L BEHRAUEBENXMHRSEH DNS CNAME g

% 3L EFOAIENHFRSER DNS CNAME 183k

ANHGRFEEBWEE SPN 5 , BULUEMBTERBAX4HREHE DNS IBZ B AT Amazon FSx X
HZREHBIA DNS E#589 DNS i2% , MtI# 2| Amazon FSx.

XEXIHE : dnsserverfllactivedirectoryB T AT HF N AN HHEE Windows R,

LZEFTER PowerShell cmdlet

—_

LLEFE DNS EEBREHNAER RN FHBEFZIMAERN Amazon FSx X#HRSEH Active Directory 89
Windows 3£l ( AmazonAmazoni# & R4 £ £ EHE & £AmazonManaged Active DiDomain Adminsz;,
EEESEEM Active Directory A&k T DNS EENRAVEMA )

BXxESEE , B5EERATF Windows 3269 Amazon EC2 A FERHHIEZEH Windows 324,
1TFF PowerShell fER EE R,
XLEXIHE : PowerShell DNS R EMEBEHITANEHANHAFRSLEN. FAUTHSRETS,

Install-WindowsFeature RSAT-DNS-Server

EHSRAEER Amazon FSx XHREHBEEN DNS &#

1.

LLEFE DNS EERRHER R B FHFF &1 Connect 889 Amazon EC2 £ ( AmazonE B REERLE
12 & £ AmazonManaged Active DiDomain Admins= &7t B 2 B EH Active Directory H &R T DNS &
BRI HEME ) .

BXxEZEE , B3EERATF Windows 3269 Amazon EC2 A FERHHIEZEH Windows 324,

EHTRIET , BITUTHAR, A REMINER DNS CNAME iBxZEBEER Amazon FSx
XHERG, MEKRFKE , NM4&A DNS BB IZE—PHHH DNS 3R i8FRalias_fqdnE BT RHEHN
Amazon FSx XH RS K ERIA DNS & Ffo

BT, BHATATRE

 Replacealias_fqdnfEABEEXH RS XEHK DNS 3l&.
» Replacefile_system DNS_namef{f Amazon FSx B2 B4 4R 5K DNS .

$Alias="alias_fqgdn"

$FSxDnsName="f1le_system_dns_name"

$AliasHost=$Alias.Split('."')[0]

$ZoneName=( (Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name)

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName $DnsServerComputerName
-HostNameAlias $FSxDnsName -ZoneName $ZoneName

NERHXHREXKNES N DNS BIBESEL—STWIE 1 (p. 153).

D , BEMEA DNS BB NS5 FSx XHFRLEAFM T DNS B BiERE, BIMA LA DNS 318 R &
HBHE

Note

S # DNS CNAME 12REME A L BIIE A 5 — N XA REGEM Amazon FSx X R G , & i Al 68
EENBALESXHREERE. HFFK DNS EERIFE , ©NNZEEBER DNS 5B #1TE
¥, BXEZEEL , BSH TEMEH DNS 3B HRIXHERS (p. 189)0

156
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£ GPO E#lIH 1T Kerberos & 1IE

£ GPO 2@ &3 1T Kerberos & A1 iE

EIHRIXHRER , ATBUBR7E Active Directory iR BE LA FAKREEX R (GPO) K& HIH 1T Kerberos & 175
i :

« BR#EI NTLM: EzfERS 55 H NTLM FE-F I R uE & BIE4 R TR M ITEHEZE 1T Windows RER
S IERERS £ H NTLM &S,

« BRHI NTLM: 53 NTLM 543 3378 h0izm 2 AR 55 25 I 20- 62 A b SR S iR B 6 22 A VPR P iR iRZER NTLM &
DRIERZRRSFBFROPIATIR , MEMERE: BRE NTLM: @ZRRSH[EE NTLM RERBRECE
B

1. BFOIASESN B M Windows £ , 889 Amazon FSx X RECUBE R M MAZSEHl, R
MIEER B HREER Active Directory , IHXESRERENHTES B .

BERD  GEEEIE  ARERARKEE.
EERAREXR.
MRENARBNRIENEFE , BAISGRE,

KEMEHME L2 RE NTLM: BIZRRFSEH[EH NTLM REBEK, ( MRREANERE , BRI
EHFRME, ) EAMTERERTF , T LT (ARED) X2 AGEEREM.

TS ERIEL.
BEFEApPlyRELZEIRE,

ENFLHNBEZERSEEN NTLM ERREN | FRIMNE R E: RE NTLM: R 0zE RS 355
4\

Al

HALETX (68T X8, AREREMHPN A Z S RERTF,
9. HMAERMEIBGIATIRNE MRS B
10. EEApplyREZEIRE,

6 : RIAS KT RIEAE

EAT Windows XHRFERMIT L7 FSx XIFFERAMRI AR MRS (DFS). BIEEH DFS & =M
B LUBEE S Amazon FSx XU RS ABXHRERT Bt (REAEBA ) BURS 110 BER T
g, AN, EPATUELARGEETE TAONARFEISE—UE, LERSESREXHHEIND IR
PBESE  IEBAHTFCNEEETRNXHEREP. MNSAEE)T R SR R AR F 7 OB H 1715
MENXLES FREIME K parallel B HEEE,

LN TEARFBENNARBEBHRTHIDFHR/BIHER (HlM , SMHERFEE R XA BIENTEER
o) B, BA LSRRG R,

RiE DFS B ZE A UASRIE LY R M aE

LTI R1ESEHE Amazon FSx L6812 DFS RA R , UKIE@Y BIMaE, HIRAIF | 76k
FEcorpmBZERRFBIAFHITD Fo BIEXMH ‘A-F'. “‘G-M" M “N-Z" BEHEFRHXHHLZF, BIF
BARRA, /0 KPH /O HRER | BRZREMAES NN R ZEZRRFED FBE BREITIER
WAIENHRZEZREIDE IO WS AT, it , S a2 EHZIFSIE 50,000 M HHLEREK
B PBHIEHERE.
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iRE DFS s R = RILARIIE R Y B EAE

J U

Namespace Server 1 Namespace Server 2
(Amazon EC2 instance) (Amazon EC2 instance)

FSxa

\\example.com\corp Ws-012345678%abcedef.example.com\A-F

- FE M
A0
| L—| —\G-M Ws-9876543210abcdef.example.com\G-M

L L e

Clients
(Amazon EC2 instances) F \(
S/ 0

\\fs-abcdef0123456789.example.com\N-Z

REEYT BHAEIRE DFS & % HE

1.

10.
11.
12.

13.

14.

15.

WMREEKZ1T DFS i B B RS ET , WA BAE A% E-dfsn-Server, 14 Amazon
CIoudFormatlonTempIateo ﬁ*ﬁUEAmazon CloudFormation##% , St L 8|Z #HAmazon
CloudFormation 2% & A #9Amazon CloudFormationf F#5r.

J«XFHF'E{@ Connect B E— 5 H 33 DFS R EE RS EFZ—AmazonZR BB RAF), BXE
ZER |, HSERA T Windows SE6IH Amazon EC2 F 8RR HYE AR Windows 324,

A DFS EEREA, THEFETEEHIETdIsmgmt.msc. XIFHF DFS BE GUI T &,

BREREREFHEZRF , BRALNEZHNE - DFS B ZHRS[NITEN B HRSHFAGE
BT—5.

ERTEH , BAREEQENGRZE (HlI, Corp)s
ERREREHBBEENERIEEEYHNRE, EFE Next ( T—F ).

RERNEETEHN R ELERIET | HRE S A Windows Server 2008 #RiEM ik |, REik
BT—%.

Note

Windows Server 2008 & 3\ =2 i % 22 [8] #Y £ i 7] £
EEW R AR E H%kZECreate.
ETEERTHEBENGRBERAMEEZRESHAES | EBRERR NGB ZE Server.
MALRNEBHNE = DFS BRI RS EBMITEN B HH R A Server.
HEREERE , BEEREBEUNNR , RAEEE. BE.

THANRIGIZN G EZRAN ETY (FRES) X8, B8, FEXHR AR -2 RHXXHERNE
(Bl , a-FR T B , REEFEA.

LLUNC B ARE D R XL ZH DNS B (fila, \
\£s-0123456789abcdef0.example.com\A-F) X F X 4K BRI RA G EREE.

MBE BT -
a EERROIRT.

b. MOIEATXHE , BEAY

c. ETEBAEXMR , RETHEYR— IR, DS, AREERTE
d REBUNATRE  KEEEBE

IR 5 KRN T AR B | LERE.
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
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EE T FHEAEHEE 1T
f3Amazon Web Services X5

16. NERMEE-—HBEZHNEMD A EEREEI SR,

BT HRAOEHRS — 1R BAmazon Web
Services XiF

£ Amazon FSx , I8 BAfE R — N & B+ & HF A% 1 Amazon Web Services Ik F| % — /1 Amazon Web
Services X1 ( E’él:ﬁﬁ%ﬁmmﬁ ) SRE#HHI % 198l AAmazon Web Services XiF ( REBIRZBEIAE ) .

UTERFESETHER - MR BEIANIEE. Amazon Web Services IKF. FE Q2B R EIRZ AT , 24
MPERNERD. BEXESER , BSH E£HRZHD (p. 71).

S4IE—NIERBAmazon Web Services Ik ( BXIiZ =R XA )

oM~ wbd-=

MIFTF Amazon FSx #24#|& https://console.aws.amazon.com/fsx/.
ESBE®KS | % Backups,

ERHARTD , EEESHNED.

1%3% Copy backup (EFI& %), XHBKITHEHNZH@S.

EBHREES RS |, %% B #ittAmazon Web Services KiFF& B E 412, BirAI8E7E 2 — 1 Amazon
Web Services X135} % 7£ [F# £ 38 B )Amazon Web Services X1,

( Tk ) EREFREFFRENRZHEFZBIREZMD. NMREEFREFIREHESR 8 RIRMERE
FRAREEREH.

SERATMNR , kB Amazon KMSINZZ4ARA T INBREHNEZ 5.
BEATHZE-T® , ARNEUNEFHZDRINRE, MRFEXEFNFREH AR ERET EFREE
S®oeH , TERSENEH.

#%#& Copy backup (E#I%4).

RIAE B I E #IE — % 9 Amazon Web Services Ik | 5% — /1 Amazon Web Services XI5} & £ B ##
KY3E B MAmazon Web Services X15.
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BiEN®

Amazon FSx &4

Amazon T EM =R 2. R Amazon BF |, BRNERNBERSHRZEBRBE LN ERMITENHK
B OMMERY R Z 5,

Z2ME Amazon MEHHERE. TEHEEIFEFERNCNRZEMNEFHR LM

- THERLM-AmazonATEFZEITHERM R EAmazonAmazon Web Services ZHHI RS . Amazonik G
FBRMUATZEEANRS . ER Amazon @M EITRIN—32 , BE=FFRARGFEHNZNBIEZSMHE
AN, ET#EERT Amazon FSx for Windows File Server BI&M TR , T & MAmazon&M it
XEE R ARS.

- TPHNREN - BHREHEEAH Amazon RERE. EEFTENHCEREAT , BEENHRENBR
., BRTRHERURERREREN,

ZTREE BN IR T FR AN AE 5 Amazon FSx SE A T Windows X4FBRSG e AFEREER, UTEHEH
BB 4N/ EL i Amazon FSx AEIEM Z = M EAM B IR, BB FE S M H HtbAmazon&E Bh &S 15
{£37 Amazon FSx for Windows File Server &R,

BAILAE T X PRI EXEH Amazon FSx WE 2 EEMH A,
E3 1]
« L5 FSx FEIEME (p. 160)
« £ Windows ACL #4732 M 3244 R R 15 R 42 &l (p. 162)
« fEF Amazon VPC BT RS A REES] (p. 163)
« FA IAM 3} Amazon FSx 3t T & REE 15 E32 %] (p. 166)
+ AmazonAmazon FSx BV EBE XK (p. 175)
* Amazon FSx for Windows File Server (p. 182)
+ Amazon FSx for Windows File Server ## 1A VPC &% = (p. 182)

I b FSx ARV ERAE %2

Amazon FSx for Windows File Server XEFMEXNXHFRENE RPN EENZNESNR, XN
FHRGTTE X SMB thiX 3.0 REFHRANITTELF LW XHRE |, TFEFERPHOBERTMNE, 61
Amazon FSx X R &R |, BB ABSEENE, HEBHRXHERSER , Amazon FSx &£/ SMB N
REFMBEHRPNEE K OEEEINARRF.

] B5f {52 A 027

MRENALN N AU ERBERBSMBLRBENTEE  RNBUECIZMBN X RGERERE
AR HBRENBE X4 RE,

BXfEA Amazon FSx % Windows X RFEBHENESFEEL , BN THEXER -
« BIEERA T Windows XRS5 88 X R4 Amazon FSx (p. 7)
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BAmnE

+ Amazon FSx API X [R : #1E, BRIRMZHSE (p. 168)

1]
. BASME (p. 161)
- fRHEIPINEZ (p. 162)

A ME

FiE Amazon FSx X ¥ RE#it THASINE , 240 HAmazon Key Management Service(Amazon KMS),
EFBREBEARNARGEZA , FEBNEH#TNE , FERMEN AZIHE. Amazon FSx FEHL X &g
7, Bt B2 EREHNAERF.

Amazon FSx ATl #r/# AES-256 INFREEBASMNE Amazon FSx BIEMTHE. EXEZEL , BS
B . INZER AR EAmazon Key Management ServiceFF & A G $5/.

Note

XEXEHA : AmazonZ A EEEM IR MM A B IBE S ERHE (FIPS) 140-2 #LERN INBRE %, 12
EiRER & X E B RFESHEARTZEE (NIST) 800-57 Eil,

Amazon FSx fN{Al{&£ F§ Amazon KMS

Amazon FSxAmazon KMS3 FZ4A &, Amazon FSx {# FlAmazon KMS keyX X RZE#ITINER, 87
DARATMHZNBREIHRS (SEREANTHIE ) W KMS B4, £UUEH. ZARMEYNZ KMS &
FARRN I KMS ZHEAURUNTHERE S — -

+ Amazon HEXEHR— XR2HMINN KMS B |, AR BEA.

s BEFREZH— XREARRTHKMS ZH , EALTUREEBARBARNSNAFRRSRBER
o BXUBEFREZANESEE , ESHEZHAPH Amazon Key Management ServiceFF &K A
RiEF.

WREERAETFREBAEN KMS BAUNBNFEZHBIE , B AEARHR. 8 ARARE
B, Amazon KMS B8 FRE—XENEH, A, FREFARESRH , BUUEMERANER,. &
MER. MERIWEEN KMS ZHNTHENR, BXESZEE , B2H . E¥%Amazon KMS keysH
Amazon Key Management ServiceFf & A R 355 B 58 —MNRA.

BANMAZRSNENBZEEBHLEN, B2 , Amazon Web Services P 4EET I D FSx 1Y ID 28 7R
TE{&H Amazon CloudTrail#H3< /) B FAmazon KMS1T3h,

I 538 FSx xR Amazon KMS

FEAREREEN KMS ZHRFEANEES Z. BXFHRBNEZELR , BSRER LT 4R EEAmazon
KMSH #JAmazon Key Management ServiceJF K A R 38/ W& — N4, THEHRISIRNE T FiEAmazon
KMSAmazon FSx X #F4 X 525N Z X4 RE MM R -

 kms:Encrypt— ( i ) FHANXMBA BN, ZNRTEERIAZHARES,

+ kms:Decrypt— ( #%5F ) BEFE N, ZXEUNMENAN, ZNRSTEERIABHEE S,

* kms: ERMNE— (A& ) AN KMS ZANBRS SRBNVESE , MALTFEFIROBIEAN [
BHE REEFNE, ZNRESERNEARRT,

« KMS: £ T RBANANBERE— ( XF ) BRERE KMS BHAMBHNBEMNEZSR. ZRRITEERIA
FAARBE K kms:GenerateDataKey* T o
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https://docs.amazonaws.cn/kms/latest/developerguide/rotate-keys.html
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B

£/

« kms:CreateGrant— ( #4%F ) N BHARMBERAEEBLAFLPTUEALAZETEAER. BUREAERR
HERNRENG . BXBENNEZELR |, BFSREHARNPBAmazon Key Management Service F & A &
B NE—MERE. ZRREBEERANBHREF,

+ kms:DescribeKey— ( % F ) REEXIEE KMS BN FMER . ZNREEERIAZHERE S,
+ kms:ListAliases— ( A% ) ZIHK P PNAERANE. HEERRHEQENENXHEREN | ZNE
FHEFR KMS BASIR. BINBNEFERAZNRUARMSENAF 4R, ZNRIEERIAZAREF,

1& % 7R 0

3T FEREFIE X35 SMB WX 3.0 REFHRAMNITESRF LNV 4 RE | I¥ENEATHIRERTNR, X8
FEM Windows Server 2012 1 Windows 8 FFIREIFFE Windows kA4S , AR FrE#H A Samba B ik 4.2 5
FEERAH Linux F /%, Amazon FSx for Windows File Server £ & &350 X4 R SaH{EA SMB N2 B 3h
mZERPNEE  METEEINARRF.

SMB tN#EEA AES-128-GCM B AES-128-CCM ( MR E P ik SMB 3.1.1 , Mi%#E GCM &k ) tER E
MEZREL , HENEA SMB Kerberos 2FEFAR TSR REMBIERREME, Flwn , BEXMMEN SMB EES
FIAST RS , £ AES-128-GCM A # R BRI AR S 2 1%,

RNTHRBRAMBARPHEENEAMER , B LUEXHREHRRH AN AGFHE XS SMB MENE
Pk, BEUUBSAREAS N XM HESIENMNHRENERPNE, ZATEER—XHREFRES
AMZMRNBHONGREZ, THEEXEENESZEEL encryption-in-transit EXHREESD |, FSREELH
RNz (p. 112).

Windows ACL 3 1T 34 F1 344 2 4 175 [a] 422 &

EAT Windows X RS 85K Amazon FSx X #FE3E Microsoft Active Directory i3 R 55 8558 23R (SMB)
DIHTETEONEHRIE, Active Directory £ Microsoft B RS , BTHE#EXNE LNEKNES |
HEERAMAFBMNERNEAXLEER. IENKBEESERAZTRR , HIA0XHRSIH[UKRMEH -
ITENNKFS, BT A% Amazon FSx 1 Active Directory XIFMEZER |, S FSx for Windows File
Server H{# A Microsoft Active Directory (p. 22).

BB E KA LAE R Active Directory &E3& 15 F] Amazon FSx XHHE, &R LUERFR#E Windows
TR REIFIR (ACL) HATHEMEY XA RIS R KT R E]. Amazon FSx X#REt4 BRI RIET R XA RE
AR A PR R SR BT & Windows ACL.

NI DE FSx XM REEMIH —NERIAK Windows X H ZEshare. hHZX4KH Windows ACL BLE
AARWEAFRITIR/BHE, BAERHEX Active Directory FEIRNEE R AR T2 , ZARER
EXHRE LRITERRE, MRFREFXHRESAmazonEEHIK AD , XNMERAmazonZEik#Y FSx &
BR, MRRENXHREEAREEN Microsoft AD REFEK , MHEATUREEER., & , EAUR
BHEUBXHRENEENAELEREERH, EERACL, BULLRAZTRFNZREER AR A
FO

Warning
M Sk FSx B3R SYSTEM AP B T2 EHIN X4 RS P ATE XXM NTFS ACL iR, %

ERMRAFEXHR LR NTFS ACL R, XEMAIMEXHAZETERR , AR ILEXHREE
A Ao

PSS

T4 =RAmazonDirectory Service ? F#JAmazon Directory Service BB {5/,
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/what_is.html
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£ Amazon VPC # 1T XX R &5 Rl

£ A

- QIEZEH AmazonFEE Microsoft AD H 5 #Amazon Directory Service B X2 15w.
o {aEt Bl E{Ex Z M Amazon Directory Service BB E.
< JBREK 1 FTIRERAR KEREM (. 145).

Amazon VPC # 1T X 4R % 15 R $2= &l

A LUETS elastic network interface 1518 Amazon FSx X4 R %, ZMEEOMNTFELFES (VPC) F ,
ZMEEOETEESEN R EREE Amazon Virtual Private Cloud (Amazon VPC) 8%, &id Amazon
FSx 15 & BRS5 (DNS) B FRIE#EE] Amazon FSx X R4, DNS ZFMETF VPC AR S elastic network
interface FIFAE IP ik, REXRE VPC AW AR , 518 VPC &EEM & JRAmazon Direct Connects
VPN, REWNE VPC A ERAT G RI X RENMNEEZED, BXESEL , 56 . Amazon VPC 211
£ ? HiYAmazon VPC User Guide,

Warning

TEBE RN RS R EXE elastic network interface. SR BHMERMEZIEZEO TEELSTK A
EXRBH VPC SEBH RS 2 B HERE,

FSx for Windows File Server X# VPC HE | XFEREEBEER. IR, SHMBPIRS — VPC HEETH
B &IRAmazonaccount. BXEZEE |, 21 Amazon VPC AFER PHEHA X E VPC,

Amazon VPC &4 4

Bt — SR EET VPC R R elastic network interface B RE |, B0 LAE A 24 A SRR SI3 S04
REWHR, —PMLLERBERSHAE , BTFRF#ESERBRANEZZONTRE, EXMERLT , %
BRENGREHMEED,

EFERAZEAREHEX Amazon FSx XARSW A , ERMASRE AN, AERANZHEARE , Hk
MNZEMNEHHERGEELNRE, BRENZSAPEEBHNEREMN , LAER Amazon FSx X #
REN N HERF B ZTHFNITE R LA XHR,

BXZ2AANNESEE , FSRLZ2ANNFHEAT Linux X189 Amazon EC2 AR,

3 Amazon FSx Bl & 24

ELL T E3TFF Amazon EC2 #2414 : https://console.aws.amazon.com/ec2.
ESMBEEH |, %R Security Groups.

%% Create Security Group.

NEREHEEBHANER,

ERATVPCH |, i BEEH X HREXKIKH Amazon VPC BUIEi% VPC HBIEZ £ 4,

S N

ARINBA T AN 7 A R iw O ERY ISR 4R E -

a. BEATVPC 224 , £HMIA Amazon VPC MBIAR A B RMEIZS & hHNEH RS, BB
REHPOE FSx XHRENFRHNELLHEM VPC ME ACL im0 LR TEFTRE AP /Y

R —1
;ﬁaio
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_setup_trust.html
https://docs.amazonaws.cn/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.amazonaws.cn/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-sharing.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#security-group-rules
https://console.amazonaws.cn/ec2
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Amazon VPC &2 4

FSx for Windows File Server p
You need to configure VPC Security Groups that you've assoc
along with any VPC Network ACLs and Windows firewalls to -

TCP Ports 88,135,389, 44
3268, 3269,938

UDP Ports 88,123,389, 46

TCP Ports
UDP Ports

TCP Ports 445
<
FSx for Windows i
TCP Ports 5985
<
TRBEETEMNFONAE,
Y 0 ae
TCP/UDP 53 H% %% (DNS)
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Amazon VPC &2 4

i ¥ O At
TCP/UDP 88 Kerberos & 13501E
TCP/UDP 464 ERREHD
TCP/UDP 389 R F FIF RPN (LDAP)
UDP 123 M £& B B 1S (NTP)
TCP 135 D AR I B E /I [BLETE: ( DCE/EPMAP )
TCP 445 H %R SMB XHHE
TCP 636 ET TLS/SSL tWREH B FiH R (LDAPS)
TCP 3268 Microsoft £3k B %
TCP 3269 SSL LK £ KA F
TCP 5985 WinRM 2.0 ( AN BEZEERE )
TCP 9389 %k AD DS Web B&%5 , PowerShell
TCP 49152 - 65535 RPC Yl B i O
Important

BURAX 2 MAMAZTRARXHREHERZRAY TCP 3wA 9389 LW HIERE.

b. WRXLREMN BEGEERTEN AD HIEFIZF. DNS RSS2, FSx B WM FSx BEEAM
Bh Xt Eo

Important

RE& Amazon VPC Z2HERNEB ML REN A LITFHIHO |, B ASE Windows
By A 3EH] VPC 4% ACL ZRE K% O WM @ 7o

Note

MR BB E Y Active Directory 3h R, BATERIE Active Directory 3 E 5 Amazon FSx XX
HREXEN VPC RENX T FM , 8 VPC A FMEEH ik a ih iy F M 2 B 75+
3R, B LAEA Active Directory ¥ S RS MMC EE & iEFEME X LIRE.,

Note
EREBRT , EBAEES SR T MM Amazon Managed Microsoft ADZRIAIR B R L £ 4,
MER  FRRLLZSAEEFMENAWEAN | BLAYFRE Amazon FSx XHREWRE.

AXFMEAUEANNEZEL | HSHAmazon Managed Microsoft AD 5t R &4 # B Amazon
Directory Service B 5.

MELKCRAUNBTZEA , LUFE S Amazon FSx X RS M elastic network interface <Bki2 3K,

FRLAEHEMN Amazon FSx X R &Gk Bk

1. TELATMUEITHF Amazon FSx #2#1#& : hitps://console.aws.amazon.com/fsx/.
2. EEHFERL , ERENXEREUAEFHFHAES.
3. RN & RekllF , ARERXHREHNMELED ID (a0, ENI-01234567890123456),
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_getting_started_prereqs.html
https://console.amazonaws.cn/fsx/
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Amazon VPC M £& ACL

A A

4. ERTRE, LERERR24.
5, HEEURLANWEES  AREFANZEEA , AEEESave (RE ).

BibmE R

EENZILFAERF RN X REHTREHR , S0 HBRS X #H R4 elastic network interface <BxBIFR
BZedl , REREEAL/HEANNAZEREN],

Amazon VPC M4 ACL

BEX VPC AXHRENFRZEN S — AR EEIIMEHREH SR (HE ACL) ., MK ACL 524
HAnF , BEEFECHIIEE , ATEUR VPC HEVERAMFINAZE R, BXME ACLHNESZSER |, TS RN
2% ACLAHBJAmazon VPC User Guide,

IAM X¥ Amazon FSx #1T& R E 8 i o) 12

B Amazon BREBAE A Amazon Web Services Ik Ik P FFE |, SIZE SR 15 B 4 TR A AN R A BR SR B # 1T
EE, KHEE R T EAmazon Identity and Access Management(IAM) &4 (B : A, ANA®), B
BRS ( #lEN Amazon Lambda ) 3& 3% 33 6 %8 IR B D0 BR SR A

Note
KREER (REERAAF ) REFEERANBRNAF. BXEZERE , 28 IAM AFEREPH
IAM FR1ESRER,
ERFRN , BEREBRRENR , RENPLRFHNR , UREALFNIX LR FHRITHEEERE,
E3 1]
+ Amazon FSx for Windows File Server & RFRE (p. 166)
o THRIRFIE (p. 166)
s ERENESPRFHICRFRR (p. 167)
« BEEX Amazon FSx ZFiREITFHA (p. 168)
+ ¥ Amazon FSx ERRSHEXAE (p. 172)

Amazon FSx for Windows File Server &R 4

1£ Amazon FSx for Windows File Server |, TE&® R 2R 4. Amazon FSx for Windows File Server i&
TEHREMFARRE, 260 FRECIEXHRSEERNCERZD , IEESEFNEZHRLUERZD,

XEFE RN 7R FEESHXBKMME— Amazon Resource Name (ARN) , #1 R &R Ro

Amazon FSx 2t —HIR/ERARALE Amazon FSx &R, X7 AREMNFIR , FSHAmazon FSx APl &
Z

s/—, ‘\ —
T HRTRRFIAEN
Amazonlk PN EZK S TN B REBENR , MERERFENARRE. EAWME , BFRMEER

NAFRCBEREITHFORIENZEASE (BRKF. IAM AFZ IAM € ) BAmazonlk P AT RE
YT e TIERE -
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https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/fsx/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/fsx/latest/APIReference/Welcome.html
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Amazon FSx for Windows File Server Windows B P15/
ERBESRES , RERPIRE

- MRFEAEHRKFEILEAMazon B HRENKF , Amazonlk P H 2 Z A RNAEE (£ Amazon
FSx # , RIEMRXHRE).

o WMREFCE IAM AP Amazonk F HEZA LR TFURXHERENRR , MZAF ISR HRE,
BR , BHAmazonk~ (BNZAFPIEHNIKS) A ZXHREER.

- MREPCE IAM ABAmazon EEXHRECIBRNRMIKS , NEEB BT ZASHNERMARTUGEX
HBRE. EHAmazonlkF (BIAGHEHNIKF,) BEZXHRERR,

ERIENEFR TSR RNR

R REIZE Amazon FSx AP R EAR BT R R REHEERE, BUUERRRFERINETEMEN
REH (ABAC), BAXEZER , BSH . {T4= ABAC WA EAmazonFHIAM A FiEm.

NEAFEBEANEN I RFERINGE , X TEEFERAURZRRNRE (W
fsx:CreateFileSystem B fsx:CreateBackup ) WXIR, MRERFLRBEFEETHRES , N
Amazon &3 fsx:TagResource BERTHANEN , URIEAFEETEZUBRHRSNNR, Eit , AF
EVMEEMHER £sx: TagResource BENERXNR.

flan , TENREATFAFUBRXHAREHEREXH RGP CIEBRIE XM RENARFRE, Amazon Web
Services M 7.

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:TagResource"
]l
"Resource": "arn:aws:fsx:region:account-id:file-system/*"
¥
]
¥

B, THNRBATAFERSEXHRE LUEEOHEES O MR EZ0NAEARE,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"
]I
"Resource": "arn:aws:fsx:region:account-id:file-system/file-system-id*"
}l
{
"Effect": "Allow",
"Action": [
"fsx:TagResource"
]I
"Resource": "arn:aws:fsx:region:account-id:backup/*"
}
]
}

NEAFPERFROIBREPNA THEN , RET LWk £sx: TagResource BF, EIL , MRREUIER
FIEEEMRE , NEANERENR (RESEHFIEEY,) WAFPTEERFEA fsx: TagResource B1E
BIPR, B2 , MEAFTEZMEH fsx:TagResource BENNRTM iZESIEHHASHEE , NERG
KMo
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https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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EEN Amazon FSx &iREY i [l

AX#r1E Amazon FSx RN EZER , S RIRIC Amazon FSx &R (p. 125). BXERARZEHFT FSx
RRNHENELER , BSRAEAREEEX Amazon FSx BRI AE (p. 170).

S} SN
EIEY Amazon FSx &RV H]
PR RBEHE I TG RIBERE, T —FH N FE BN R R 87 HED,
Note
¥ 318 w{a 7£ & A T Windows File Server B9 Amazon FSx SERREA IAM, XEREMHAEX

IAM RESHiEAER. BXTEMN IAM XY , i52H IAM AP BT L2 IAM? . BX IAM
KHEENMEENER |, 525 IAM AP Amazon IAM E#S#E,

MinZ 1AM B RBFMERE T 54 REE (1AM RER ) |, MIMBE RN REHERETER K
#. Amazon FSx for Windows File Server R #E T 5K (IAM KB),

Amazon FSx API #X[R : ##{E. BRMFZHSZE

EIRBEHRZEFHHRETHME IAM BHONRRER (ETESONKRE) i, IFEAUTARR  EhsE, X
EXigE : 19 Amazon FSx AP| 1E, BB FRITZRENNRNX MEME , Amazon&iR , B
FRR, B LATERIEH Action FERPIEEIXEIRE | HEKRMKH Resource ZRIPIEERRE,

&) BAfE FAAmazon FRiE &R E B Amazon FSx SREEHE RE&M. BX Amazon SEE A
HENTEIEK 3% (IAM BF#E) hitps://docs.amazonaws.cn/IAM/latest/UserGuide/
reference_policies_elements.html#AvailableKeys # 89 7] FH 8.

EIRERE , B API BEBMZEIER fsx: A% (I , fsx:CreateFileSystem), BIUIRIEEEH
F# A Amazon FSx X#H X% , i5ER FHAmazonlkf~, EANZHHEE FAmazon Web Services K F.

RER DX BIEX LEIREFTEM Amazon FSx B R, EMMNRAmazonE A —ERIEZEERERS.
Amazon FSx AP| 24 & HY RN R

Amazon FSx AP #&4E FTEERER ( APl 321E) BIR
KERXHFRGH B fsx:AssociateFileSystemAliamms: aws:fsx:region:account-

id:file-system/file-
system-1id

BUEBEEREES fsx:CancelDataRepositoryTaskn:aws: fsx:region:account-
id:file-system/file-
system-1id

COPYBackup fsx:CopyBackup arn:aws:fsx:region:account-
id:backup/source-backup-
fsx:CopyBackup id— B&1D
fsx:TagResource arn:aws:fsx:region:account-

id:backup/*— B#rX1g

arn:aws:fsx:region:account-
id:backup/*— EZR M EIRLE
HISR BB E

CreateBackup FSX : BIZE&ZH arn:aws:fsx:region:account-
id:backup/*
FSX : BIB%& 1

arn:aws:fsx:region:account-
fsx:TagResource id:file-system/file-
system-1id
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https://docs.amazonaws.cn/fsx/latest/APIReference/API_CopyBackup.html
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EEN Amazon FSx &iREY i [l

Amazon FSx AP #&4E

CreateFileSystem

NEZ B IR

DeleteBackup

DeleteFileSystem

DescribeBackups

IR RS R#

DescribeFileSystems

BUB KRR R G5B

ListTagsForResource

FREINBR ( API #4E )

fsx:

fsx:

fsx:

fsx:

fsx:

fsx:

fsx:

fsx:

fsx:

fsx

fsx:

fsx:

fsx:

CreateFileSystem

TagResource

-
"R
arn:aws:fsx:region:account-

id:backup/*— EMZH L6
EFTE

arn:aws:fsx:region:account-
id:file-system/*

arn:aws:fsx:region:account-
id:file-system/*— FEXHFR
S LoIERE

CreateFileSystemFromBadump: aws: fsx:region:account-

id:file-system/*

CreateFileSystemFromBackup

TagResource

DeleteBackup

DeleteFileSystem

TagResource

DescribeBackups

DescribeFileSystems

arn:aws:fsx:region:account-
id:backup/*

arn:aws:fsx:region:account-
id:file-system/*— FEXHFR
K EBERE

arn:aws:fsx:region:account-
id:backup/backup-id

arn:aws:fsx:region:account-
id:file-
system/filesystem-id

arn:aws:fsx:region:account-
id:backup/*— WRE/IE , M
FEERARH LUEBRE

arn:aws:fsx:region:account-
id:backup/*

:DescribeFileSystemAliasam:aws:fsx:region:account-

id:file-system/file-
system-1id

arn:aws:fsx:region:account-
id:file-system/*

DisassociateFileSystemAlriassass : fsx:region:account—

ListTagsForResource

id:file-system/*

arn:aws:fsx:region:account-
id:backup/backup-id

arn:aws:fsx:region:account-
id:file-
system/filesystem-1id

arn:aws:fsx:region:account-
id:task/task-1id
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https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystemFromBackup.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DeleteBackup.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DeleteFileSystem.html
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EEN Amazon FSx &iREY i [l

Amazon FSx AP| #4E FrEERER ( API321E ) B’IR
TagResource fsx:TagResource arn:aws:fsx:region:account-

id:backup/backup-id

arn:aws:fsx:region:account-
id:file-
system/filesystem-1id

arn:aws:fsx:region:account-
id:task/task-1id

UntagResource fsx:UntagResource arn:aws:fsx:region:account-
id:backup/backup-id

arn:aws:fsx:region:account-
id:file-
system/filesystem-1id

arn:aws:fsx:region:account-
id:task/task-1id

EFNXHRS fsx:UpdateFileSystem arn:aws:fsx:region:account-
id:file-
system/filesystem-id

FERAFZEEI3T Amazon FSx &RV A 8]

ERFIX Amazon FSx ERMEEERER , 7 LUEAAmazon Identity and Access Management(IAM) &
FIREH KR, B LMEAM T LR atES

1. #B3E Amazon FSx iR £ BIFRE IR EIX X L2 % R B9 1 9] o
2. I LAE 1AM B3R &4 P 1EE R,

B WA AR 6158 15 B Amazon®IR |, B R E AR5 R FHIAM AP ER. BxEel
EAA Amazon FSx BIRRIFENELZEER , BSREELBEFREFHRICARIR (p. 167). BXRE
ARENESZEE , HSERIE Amazon FSx &R (p. 125).

BRI R R LR H5 R

EEFAFRASTLN Amazon FSx HRMTHRE , BRI UERZAR LORE, flm, ETEFER
BXARERRLENVFENREN AT HIELN ZHFRRITREN API B4,

Example T HIKE — EREBFEFENE LB XHRS
WEBEATAFPNEFEARENRSZHENFEX G RER T ENEHRE , EARHF]

A , key=Department, value=Finance.

"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
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https://docs.amazonaws.cn/fsx/latest/APIReference/API_TagResource.html
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Amazon FSx for Windows File Server Windows B P15/
EEN Amazon FSx &iREY i [l

"aws :RequestTag/Department": "Finance"

Example RIKEE — REEBRBERCHXHRE L2EZH

HERBEATFAFETEZHENGIEN X RE LR Hkey=Department, value=Finance , RE
FEARZ A EZ W Deparment=Finance.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"
1.
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/Department": "Finance"

}

"Effect": "Allow",
"Action": [

"fsx:TagResource",

"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:region:account-id:backup/*",
"Condition": {

"StringEquals": {

"aws :RequestTag/Department": "Finance"

}

Example " HIKEE — FAEERENLENEHUREERENRSHN XSRS
LR AFAFRIRIRE AN X4 RS, Department=Finance{{K B#riCH&

{Department=Finance

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [

"fsx:CreateFileSystemFromBackup",

"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {

"StringEquals": {

"aws :RequestTag/Department”: "Finance"

}
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"Effect": "Allow",
"Action": [

"fsx:CreateFileSystemFromBackup"
1,
"Resource": "arn:aws:fsx:region:account-id:backup/*",
"Condition": {

"StringEquals": {

"aws :ResourceTag/Department": "Finance"

}

}

Example T HIKEE — BIBREBRFERZIH XGRS
R R A AP BBRFRIE AN SRS, Department=Finance. 1RSI T RLZH , WAXSTE

AlDepartment=Finance.

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:DeleteFileSystem"
]I
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/Department”": "Finance"

}

"Effect": "Allow",
"Action": [

"fsx:TagResource"
]I
"Resource": "arn:aws:fsx:region:account-id:backup/*",
"Condition": {

"StringEquals": {

"aws :RequestTag/Department": "Finance"

}

}

¥ Amazon FSx EF RS MHK<AE

Amazon FSx for Windows File Server {§ i Amazon Identity and Access Management(IAM)fRS5 < & &. IR
SHAF/BE—TINERAERN IAM B , ©5 Amazon FSx E#ME%, BESHEXAEH Amazon FSx E
X, A2 ZRSAAEMEACENMENIR. AmazonfiEFERRE,

REMAARA T EEFRIHIRE Amazon FSx , BR BT SLFERMSERNNPR. Amazon FSx EX HR
SHABEHNE , RESHAENL , EMRE Amazon FSx IR AZAE®, ELHNRASIEESERERIN
PRIREE , AR TEEM INEMEME T IAM SRR R BE

REEEERBREXERE  FREBBRRSHEXAE, XFRPEN Amazon FSx IR , BRET2EES
) Bk X 288 R B9 5 ) AR o
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BEXIERSHEXACHETCERESNER , BSEMER IAM B9 Amazon JRS HZE#, Service-Linked
Role ( (REHEXAE® ) IFETRA Yes ( B ) RS, Bk Yes SEFZBEHNRS X A G AAEE
.

Amazon FSx HY RSk B &R

Amazon FSx 8% 7 RS % A& EAWSServiceRoleForAmazonFSx— TE R K~ chin TR s 4E | B
WA VPC R X HREeIEB MM LED,

AeNBRER R Amazon FSx WA BRI KEE TR TRE | Amazon&iR :

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudwatch:PutMetricData",
"ds:AuthorizeApplication",
"ds:GetAuthorizedApplicationDetails",
"ds:UnauthorizeApplication",
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DescribeAddresses",
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVPCs",
"ec2:DisassociateAddress",
"route53:AssociateVPCWithHostedZone"

1.

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1.
"Resource": [
"arn:aws:ec2:*:*:network-interface/*"
1.
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
Iy
"ForAllvValues:StringEquals": {
"aws :TagKeys": "AmazonFSx.FileSystemId"
b

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": [
"arn:aws:ec2:*:*:network-interface/*"

1,

"Condition": {
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"Null": {
"aws :ResourceTag/AmazonFSx.FileSystemId": "false"

}

"Effect": "Allow",
"Action": [

"ec2:CreateRoute",

"ec2:ReplaceRoute",

"ec2:DeleteRoute"
1,
"Resource": [

"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {

"StringEquals": {

"aws :ResourceTag/AmazonFSx": "ManagedByAmazonFSx"

}

"Effect": "Allow",

"Action": [
"logs:DescribeLogGroups",
"logs:DescribeLogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/fsx/*"

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-fsx-*"

}

MREENR , £F IAM R (AR, AHA6 ) 812, REIRBRBRSHEXAE. BEXESZRER 5
B 1AM I P8R R Y AR S5 48 55 A AR

A Amazon FSx BIZRZHERE R

EEFHCERSHERAR, HEEPYUBRHRERAmazon Web Services Management Console, |AM
CLI = IAM API , Amazon FSx @R BB RSHEXAE,

Important

MREHEEMEA A STIFO RS PEREMRE | WIRSHAXA ST L IE LR IK
F. BETRESZER , BSAREN IAM KF FHIHAE,

MEBERILRESHEXAR , ARFEBXRUE , TUEAHRREERKFAFEFUELAR, HEIEXH
REA , Amazon FSx BXRESIBRRESHEXA G,

YREESEA T Amazon FSx RS HXA R

Amazon FSx & ¥ #8454 AWSServiceRoleForAmazonFSx FREGHEX AR, BIRBESHEXARSE , §X%
EXRAEEN , ENTRES N SAKS AZAR, BERTLUER IAMBEACHE, BEXEZEL , H50L
CIAM BFIER) HMRERSHECAR,
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Amazon & K

HBRSERAF Amazon FSx RS XA G

MRATBRECARNTERSEXACHUERIRS , RNBWEHRIZAC, IHERIBERRES K
BRREFHREALE, BR , EXTENRAAEXHRENZS , RARFERFIMBRRSHEXEE,

Note

RIS EIMIBRFIRES Amazon FSx BRFEEERIZAR , NRBRRETRSAK, MREEX
MiER , BER/LOHEER,

£/ 1AM FEMBRRSHEXBE

fER 1AM #2414, 1AM CLI 5% IAM API il Bk AWSServiceRoleForAmazonFSx BREHXx A, BXxE %1
B, BEZ0 IAM AP EERHIRRESEx AR,

Amazon FSx lRF KX AR HFH X1

Amazon FSx X HEZRSUTRANMERBHERRZSHEXAR®, BXEZELR |, S0 Amazon XIiFHL

Ll -
U T R

AmazonAmazon FSx BVt & X K&

il

EQAf., ANARFINE , SEACHEERKMEL | 8 Amazon TERMERE, SIEMUN AR
ENRN IAM EFREEXRBEERBMZWENR, BHIEA] , BOLUERARIN Amazon EE XK, X
RSN FE AR, ATESRE Amazon Web Services i F{EH, B3 Amazon EERXFERNES
E8 , B2 1AM AP igm P Amazon E XK,

Amazon Web Services AR MEH Amazon HE XK, BT EER Amazon FEE R K FHINR.
RS 1B/RAM Amazon EE X RPN RUSZIZH AL, EEFHFLEMMNKBNIESH (A
P, AFAR )., HENFNEERFRETRAN , REZRETELSEH Amazon REXNKE. BSTaM
Amazon EERXFEBHHIBRNE , ALFEBEFTSHWIREHNIENR,

A, Amazon XX IFE SRS TERENTEERN R, W, viewonlyAccess Amazon EER K
EE IR XY 1 2 Amazon Web Services BRSS &R RiTH QN R. HRSFHFIWEER , Amazon A
BAEMERERNRIENR, X ITERERBNIIRFEE , BH5H IAM AFERTHNERT TEIREN
Amazon £ & F .

AmazoniEE K g : AmazonfXX MR RS 45 A E 1)
PR

BT BERF AmazonFSxDeleteServiceLinkedRoleAccess MiMBIBE TR IAM 324k, R ERSHE
KABNATZRSHWRSHEXAG, BTEEMM. 28, SHBMBRLERE, BXESZEL , HFSRE X
Amazon FSx A RSHERAE (p. 172).

LR IR T EENR , AT Amazon FSx fiIBRE A F Amazon S3 THRIMNRSKEKAE , ZABNH
Amazon FSx for Lustre £/,

MEREAELE
HREBIFEPNRiam Y Amazon FSx &, MIBRFIZEE Amazon S3 5 RIEY FSx ARSSRBX A @A HIBR
KA.

{
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"iam:DeleteServiceLinkedRole",
"iam:GetServiceLinkedRoleDeletionStatus",
"iam:GetRole"
1,
"Resource": "arn:*:iam::*:role/aws-service-role/s3.data-
source.lustre.fsx.amazonaws.com/AWSServiceRoleForFSxS3Access_*"
}
1
}

AmazonItEFKBE : AmazonFSxFullAccess

BT LU AmazonFSXFullAccess i INEIERY IAM 354K, Amazon FSx BN 1t SR BB A2 2 F Amazon FSx
REEWNTRENRS AR,

PRI Amazon FSx #9582 17 B4 BR A 177 7] #8 < B X R Amazon fR S5 o
MERFEMAES
WEREEE U TRER,

o fsx AW ERATZTEIHENIR , LHITFIE Amazon FSx ##1E.

+ ds— RIFZEIEAEEHE>*Amazon Directory Service B &,

s iamAWRERNARAFZE Amazon FSx REXBKAR, XEM4FEN , SUELS# FSx AT LAEEAmazon
"RERKAF.

+ logs— RYFZERACBRBETL., BERHAFEHEABER. XRLEN , MERFTUBES NFITH
B A E&IEFIREE FSx B Windows XH RS 85 X R 4151 CloudWatch B o

+ firehose— R ZEFE A B Amazon Kinesis Data Firehose EAIRH, XE2SEWN , LEAFLALIES M
Kinesis Data Firehose & A& #18 A &R FSx #9 Windows UHHBRSS 88 KR &5 1R,

c ec2— AT ERAEEERH T OERE,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"ds:DescribeDirectories",

"fex k"
1.
"Resource": "*"
I
{
"Effect": "Allow",
"Action": "iam:CreateServiceLinkedRole",
"Resource": "x",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"fsx.amazonaws.com"

]
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"Effect": "Allow",
"Action": "iam:CreateServiceLinkedRole",
"Resource": "x",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"s3.data-source.lustre.fsx.amazonaws.com"

"Effect": "Allow",
"Action": [
"logs:CreateLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/fsx/*:log-group:*"

"Effect": "Allow",

"Action": [
"firehose:PutRecord"

1,

"Resource": [
"arn:aws:firehose:*:*:deliverystream/aws-fsx-*"

"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": [
"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {
"StringEquals": {
"aws :RequestTag/AmazonFSx": "ManagedByAmazonFSx"
Iy
"ForAnyValue:StringEquals": {
"aws:Calledvia": ["fsx.amazonaws.com"]

}

AmazonitE X BE : AmazonFSxConsoleFullAccess

IRAI LYY AmazonFSxConsoleFullAccess R NEE IAM 514,

WERBERFERNR , RFT2HR Amazon FSx H 15 RIFERXRR. Amazoni@idAmazon Web Services
Management Console.

RRFEHES
LR B E L TRR,
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fsx R ZEIEATE Amazon FSx BRI & & R ITRI AR E,
cloudwatch— RFZEIEAEF CloudWatch Amazon FSx EEZHI A PHER.
ds— A UFZEIE A H A %<Amazon Directory Service B .

ec2— AWERAERBARLOERE, JHMKEND, BEK, 224, FMUKRS Amazon FSx X#
REKRERH VPC,

kms— RIFZEIE A H B1H Amazon Key Management ServicefA .
s3RWZEFEATIH Amazon S3 FHEMPHN D HEIIR (HZ 1000 1) .
iam— BFNRUBBRSXEKAE , ZAB ALY Amazon FSx K&K FHITIRE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudwatch:DescribeAlarms",
"ds:DescribeDirectories",
"ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"firehose:ListDeliveryStreams",
"fexi*x",

"kms:ListAliases",
"logs:DescribeLogGroups",
"s3:ListBucket"

1.
"Resource": "*"
Iy
{
"Effect": "Allow",
"Action": "iam:CreateServiceLinkedRole",
"Resource": "x",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"fsx.amazonaws.com"
]
}
}
Iy
{
"Effect": "Allow",
"Action": "iam:CreateServiceLinkedRole",
"Resource": "x",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"s3.data-source.lustre.fsx.amazonaws.com"
]
}
}
Iy
{

"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,

"Resource": [
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"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {
"StringEquals": {
"aws :RequestTag/AmazonFSx": "ManagedByAmazonFSx"
Iy
"ForAnyValue:StringEquals": {
"aws:Calledvia": ["fsx.amazonaws.com"]

}

Amazonit & R :
AmazonFSxConsoleReadOnlyAccess

BT LA AmazonFSxConsoleReadOnlyAccess REEHINEE IAM &5,

MR BEFEF Amazon FSx KX KM RIENFEAmazonRS , LAME A F e LLEEAmazon Web Services

Management Console.

RRFHES
LR E L TRUR,

fsx— R EFEATE Amazon FSx BRI A hEFH X Amazon FSx XHREMELR | AR
®

3o

cloudwatch— R ZEXAEEF CloudWatch Amazon FSx B2 H| & FHER.
ds— fYFEIE AEE HF*Amazon Directory Servicell Di#h FSx BB A FH B F.

ec2— RIFEFEATE Amazon FSx EERFHI AT EEE Amazon FSx X REXREHMEZED, ©2
4, TR VPC,

kms— RFEIEAEF H B FEAmazon Key Management ServiceAmazon FSx BIE2 & & R E4A.
log— ARFRKIERT L% CloudWatch IBREAXHERNIKFA KB AEH, ZRATELEF FSx for
Windows File Server X RSB XM B TREBEMYLEN.

firehose— AW ZEIXABRE L HiERHKF<BH Amazon Kinesis Data Firehose X 1. ZEEAT
LA&EF FSx for Windows File Server X RGN IME 4G R FZE BRI A EN.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudwatch:DescribeAlarms",
"ds:DescribeDirectories",
"ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"firehose:ListDeliveryStreams",
"fsx:Describe*",
"fsx:ListTagsForResource",

"kms :DescribeKey",
"logs:DescribeLogGroups"
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1,

"Resource": "*"

}

Amazon¥E & K B& : AmazonFSxReadOnlyAccess

BT LAFF AmazonFSxReadOnlyAccess REEMIINBE] IAM F17,
LERBER FEENR , A1FX Amazon FSx #17 RiEiGE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:Describex",
"fsx:ListTagsForResource"
]I

"Resource": "*"

}

Amazon FSx E #TAmazonit & KB

BEEBXEMWIEHAE S AmazonAmazon FSx ( EMEFFBIRERERLR ) WRERX KK, ERBEXLR
EEHRBEZIET , BT Amazon FSx £# RSS SR #47 £i2% (p. 211)7.

B i B8 =1
AmazonFSxReadOnlyAccess (p. 18Mh3ERE & FXIFTE Amazon FSx | 2022 2 A 4 H
B 5 RERK R BRAR SHKXBRNEAREN

HRikiG R,
AmazonfXX MIkrIRSFSHEEA T | HEBRFEENR , AF 2022%1A7H
BAR (p. 175)— EFBIREE  Amazon FSx MIBREER T
i3 Amazon S3 A KRS K< BL A

=
AmazonFSxServiceRolePolicy (p. 1 MBE:3# FSx RN THMNE , &£ 2021 F9H2H
T B KA E R WIS FSx B Bk FSx /Y

MLEHELE NetApp ONTAP M4 %K

5o

AmazonFSxFullAccess (p. 176)— | Amazon FSx N 7 #T AR | 2021 £ 9 A 2H
NI B RN ERN Fo¥F Amazon FSx £ EC2 R &
EOIERLS U ITERE T AR,

AmazonFSxConsoleFullAccess (p. MEB:E FSx FRiN T #AINPR , &£ 2021 F 9 H2H

OE =R ok 0 33% FSx 9 NetApp ONTAP

LA RAXXHRE,
AmazonFSxConsoleFullAccess (p. Btiazon FSx N T HEVER | 20219 H2H
NI B RN EH f¥F Amazon FSx £ EC2 BB &

EoIRRE LR TEE T AR,
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REEEH

EX

Ui B8R

AmazonFSxServiceRolePolicy (p. 11BE3# FSx R0 T FHIRR ,

JHYLE SR B B E R

LAV D FSx #R MBS
CloudWatch 2% BE R

XE2NEN , UMERFTUER
CloudWatch B &,

AmazonFSxServiceRolePolicy (p. 1TBE3# FSx 0 T FHIR ,

XA KBGO E R

AmazonFSxFullAccess (p. 176)—
PEIE SR TSR )

AmazonFSxFullAccess (p. 176)—
MNIE KB EH

AmazonFSxConsoleFullAccess (p.

JHYLE SR B E R

AmazonFSxConsoleFullAccess (p.

XA REEH R

ARTFLDE FSx R HEESA
Amazon Kinesis Data Firehose
AT

XEMERN , MERFTLER
Amazon Kinesis Data Firehose

#& & FSx for Windows File Server
XU REH XA E TR AL,

Amazon FSx 0T #HYR

PR, MAFERARRAIE
CloudWatch i HELA., BER
HFEEABEAEER.

XRUEN , MEZFEATUE
F CloudWatch B,

TS FSx AT HENR , i
FERARRIBRHAFEREA
Amazon Kinesis Data Firehose,

XERMEN , MERAFTTUER
Amazon Kinesis Data Firehose

& & FSx for Windows File Server
XHRGH XA E TR B R,

Aimazon FSx 7N T HHY A

PR, AATFZEEAER Amazon
CloudWatch 12 &5 % HiER#I Kk
PREMBRA,

XESEN , LEEEATN®
BIAEM CloudWatch Xt FSx for
Windows File Server X+ R4
X E R, iERBEE,

B2 FSx 7807 FHIR |
RTERAERE L HEROK
P REXH Amazon Kinesis Data
Firehose X4 Fo

XESEN , LEENERT
Windows X4 RSES X REM
FSx BB R F#&AT , £
AFLUEERI AR Kinesis Data
Firehose £ %o

B
20216 A8 H

20216 A8H

20216 A8H

2021 %6 A 8 H

20216 A8 H

20216 A8H
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SRR
BE¥ A =]
AmazonFSxConsoleReadOnlyAccedaiazdd HSx v N 7 FHIAX 20216 A8H
M B KB E R R, RATEFE AR Amazon
CloudWatch 125 & HiER# K
FRBRM B EA,

ZEIEATLUEF FSx for Windows
File Server X REHIME 4

e ERE BT AR
AmazonFSxConsoleReadOnlyAccedl B FOx-7 N T #EVAR | 2021 ¥ 6 A8 H
NIE R ER ARTFERAERE R HIE R K

P RBXH Amazon Kinesis Data
Firehose X4 Ho

ZFEATLLEF FSx for Windows
File Server X RSB X4
T8 B EPT A E Y,

Amazon FSx FFIRRERE X Amazon FSx FRIBERHEMNER 2021 F6 A8 H
Amazonit & KK,

Amazon FSx for Windows File Server

ERZATEN—ED , F=AHFIiTAF1¥E Amazon FSx for Windows File Server &2 £ MEM
. Amazon&#MMit%l, EAEFE SOC. PCl, ISO. HIPAA %,

ﬁ?&‘ﬁEA?ﬂﬁﬁﬂ,ElWE’J Amazon BREHIR |, HSREEMEITRIEE NE Amazon S, BXEAE
, BS B Amazon& MR,

BRI LAE R Amazon Artifact TERE=FFITRE. BEXEZEE , SH T Amazon Artifact FE RS

B EA Amazon FSx R EMMFE RSN BENBRM, ZLRNENNEBIRARERIERENR
Eo AmazonfE A SR AU T RIRKA BRI S -

« ZE&MEEEHM Quick Start IEFR S EE MM Quick Start 187 - XLEIPEREITE T REEEM ,
HiRft T Amazon EHBETRZEMMEAMNEHATEN SR,

o (RIS HIPAA ZEMMEMMERNED) AES - LARBNRLFOFAERAAmazontIBZHFE
HIPAA ¥REM R AR F .

o Amazon& MR IR - Ll S FMAMIERMESAREERTENTLANE.

 Amazon Config FF X A 5 355 R Y 52 F AL PR %2R — 1tk Amazon Config AR S5 Ik #8892 IR EL B X PO BB sE
B, TLEmRERNEEER.

+ Amazon Security Hub — tt Amazon BRERMH T Amazon FZ RSN LEAR , THBERERSHS
ZE2TURENRESKE,

Amazon FSx for Windows File Server #1# 0 VPC
4R i

VANNY

BT LU Amazon FSx BRE RO VPC KinT 2B HE VPC L2, BT VPC AR {HIE
HRE X Amazon PrivateLink , AR X IFEFATHE Amazon FSx APl , MEEZEEBRMMK, NAT &
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Amazon FSx #0 VPC KT S EEEM

% . VPN iE# 8 Amazon Direct Connecti®$, VPC FHYSEFIBNGE & BN HE IP ik th 5[5 Amazon FSx API
#ITEE. VPC M Amazon FSx Z AINREFR 2B AmazonM 4%,

FMEO VPC KT REBAFRARN —IRESMNEEMZIZEORT. MEZORE—AFAE IP it |, thith
31t 7 FA4E Amazon FSx APl B A O &,

Amazon FSx ¥ 0 VPC KXixT S =EIM

£ Amazon FSx RiE# O VPC KixT a2l , BESEFED VPC KinT 2 E MR & FAAmazon
VPC User Guide.

BT LA VPC 8 B {Ea Amazon FSx API #£4E, I , FSx for Windows File Server i3 i
CreateFileSystem VPC R APl, 3% Amazon FSx APl IR %5I%K | F25 Hi2/E1E Amazon FSx APl £
EZ/,

VPC N&EREFTEEM

B LAMER VPC MEEEESEN VPC KigT FHM VPC E#E VPC, VPC WEHEEREF/ VPC 2
B MEERE, ZALEECHTEAN VPC ZBE VPC W&iElE | SiEEBACH VPC 5H{E VPC 2 A&
M EEERE, Amazon Web Services Ik . VPC t2 8] LA 8 BN R EI#IAmazon Web Services X i,

& VPC 2 BN REREEAMazonME £ , FEFHELAEERMN, BINE VPCARTREEERE , M
AN VPC R ( &1 Amazon Elastic Compute Cloud (Amazon EC2) 3415 ) AT l@3EH b —4 VPC
KT SRR /Y2 O 5 R Amazon FSx AP,

N Amazon FSx API #1310 VPC Kim T &

BELAE R Amazon VPC #41A = Amazon FSx API #12 VPC 4% ¥ sAmazon Command Line
Interface(Amazon CLI), BEXEZEEL , TS . €120 VPC LixT S ##Amazon VPC User Guide.

N Amazon FSx 82#0 VPC KixT = , BEAUT®RI <z — :

Ll o

+ com.amazonaws.region.£fsx— J1 Amazon FSx APl IR{ERIBR LR =,

+ com.amazonaws.region.fsx-fips— 5§ Amazon FSx AP| 812 RFE LR T KX E B IBE B EFR
% (FIPS) 140-2.

EFAFAE DNS £ , X9 FenableDnsHostnames MlenableDnsSupportiRH VPC HE M. B
BZER | BSH ., EEMNEHRHX VPC B DNS 2 #9Amazon VPC User Guide.

ExcuteAmazon Web Services KIBEFRE , MRENLKIHT RS HFE DNS , WA LU EHERIA DNS B
AT Amazon Web Services Xi , flilfsx.us-east-1.amazonaws.com. X FHE (bR ) MFE (T
& ) Amazon Web Services XiF , A LAFERAT 5B VPC KinT KA H APl R fsx-api.cn-

north-1.amazonaws .com.cn¥l fsx-api.cn-northwest-1.amazonaws.com.cn, o

BEXEZELR , B5H ., BIEO VPC LinT S5 RS BIAmazon VPC User Guide.

A Amazon FSx €& VPC K ix 7 S KBS

Ei — S EI3T Amazon FSx API B4 BIAXBR |, & A] BL%E T ilAmazon Identity and Access
ManagementVPC £ %1 S8 (IAM) KB, LERBEEUATHE :

« THATRENERE A
« AHATE R,
© AIXNHERATREN TR,
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fRA] SR N EY B

B 2

S8 A LAE T XX K 2 7E Windows File Server i{#F Amazon FSx BRI B &,

S
o YRAETLUEINAVELER (p. 185)

s BIXHRENRREH (p. 186)

- HEXEZEI (p. 186)

o $EETFHE Windows BIELER (p. 186)

R 0] LA H0 B Bo

LLTR 284 Amazon FSx for Windows File Server BYELET, Amazon Web Services Ik , #Amazon Web

Services X137 , fREJ LA M,

HiR
Windows X &%t

Windows ZHERE

Windows HDD &2

Windows SSD & &

Windows & 1%

ERESESR

1. fFAmazonZHFOLRE , BF (MELE) , RERFECIRREM.

BIAE
100

10240

524288

524288

500

2. ERATOERM , ERKSMKE XS

3. HERFIATHERBMANTRE :

- ERTREEEKS.
o SERATRAEZRHE MK RS

P

BT LA LK P R B SER T
Windows Server X4 R H K
Amazon FSx ¥,

LIk P AR FFESE A F Windows X
HREH Amazon FSx fRiFHI &
FHE (L MBps REAL)

LIK P o AR FRE Amazon
FSx &R T Windows X4 RS
BNHRENRAEZEHERE
(A GBRENM)

LK P B R FRE Amazon
FSx &M F Windows X RS
BN HREMNZA SSD EHREE
(LA GBREMN),

ERLAVE LK RIEEN A
Amazon FSx for Windows File
Server HREWAFBHHHRK
1.

« SR FSubjectiii A\Fsx for Windows File Server service limit increase request.
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Amazon FSx for Windows File Server Windows B P15/
BNXH RSN & REE

- RHEFAEFESGEBAMRNER , 28 :
- MREH , RIBEF MY FSx BE , ARMFBEEMVNE.
« REREMEFHNERER,
« BEREMB BN XHEREHHRS ID MXEH,
4. RHEFRIBRRETARFIEFRER.

BN RERY TR EC AR

LA 2 Amazon FSx RENXH R LR Windows File Server BRREER , Amazon Web Services X35,

R BB R R
BRARIREH 50

B RN HRKREHR 90 X

BAKF EERTRE - BRKENSAEHEHERE, 5

RIEFEEBE , SSD XHRE 32 GiB
BB E  HDD XHRE 2000 GiB
BARFHAE, SSD M HDD 64 TiB
BNEHERE 8 Mbps
BATUHERE 2,048 Mbps
BAHLER 100000

Mo 33 =2 E
=) E\E_EIJFI

s, FEEUTER

« {RETLAE A S Amazon Key Management Service(Amazon KMS) Z4A& % 125 4 Amazon FSx X # %

8o

+ Bx%|&Amazon Web Services KB AT LIBIR X HREMME |, 55K Amazon FSx KigT R MELE A
B Amazon—ixSE.

- BANEAELMIEST (VPC) 8 Amazon EC2 SEHI#YIE & RS (DNS) BHRF NHHE,

4 E T8 Windows BY Big 2

BXEZEER , B5H . NTFSHEK Windows FF & A & HUNEI R
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PRI LSRRI S R 5

Amazon FSx #EHERR

A LA T 58 78 BhHES& 4 ) Amazon FSx B8 8Y R,
WMRIBEMEA Amazon FSx FHBZEIBA T RS HE R |, HEiREAmazon FSx 1£1z.

E3 7}
o PRFEEGRRINIHRS (p. 187)
« Zid 82 Amazon Fsx XHRZE XM (p. 190)
o MHRZLTHEREERS (p. 195)
£ FSx for Windows File Server - F 2 BRI\ Tt 1T EEHERR (p. 197)
s BEZESTAXRETHK 2 XHRS LEE DFS-R (p. 198)
s GRREULEREFHTAM (p. 199)
s MERDIFFEEIRETRE HDD £ (p. 199)
- BEEIRBFEHERR (p. 200)
- EEBIERIBREFEHERR (p. 201)

{RITEG R XA RS

SELEFRXHRENEERRERS  SHREBEACHIHE TR,
ES 7}

« X FLelastic network interface # SR HRMIBR (p. 187)

« EHIBREE INEI S K Sielastic network interface #958EME IP ik (p. 188)

s NHRZRLARDAIBHAERHIERN, (p. 188)

s HEXFINZLARDPAFENHIEAN (p. 188)

o THESRBIKRMAES B (p. 188)

« XHEHETREFE (p. 188)

+ Active Directory FiF" (p. 188)

o RUFMIBRSE £ 4] NTFS ACL X R (p. 188)

o TEGARME iR R X4 RS (p. 189)

« R7E DNS HEM#FXH RS (p. 189)

. Fo3EfER DNS BB B ESHERS (p. 189)

X F Sielastic network interface 445 ok =k 1 B&

B BE U EMIBR X RS MY elastic network interface, 1EHERMIBRMEEZEOTREL S BK A EXREN VPC
MXHREC ENERE, QBRI XHRS , TEE XM R Amazon FSx elastic network interface, B
E%EE , B5E #H Amazon VPC # 1T X4 R & HRIES] (p. 163)0
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2 M BRE AN ST R Sielastic
network interface BY38 1% IP bt

2 1 BR B AN B 3245 F Sielastic network interface Y38 1t
P 3t

Amazon FSx XM A L BBM G R XH RS, Amazon FSx & B340 B Mt hn 2 X 4R Sielastic network
interface BRI IP st |, Zitat REATMEBRM G RN NG IP hit, BXEZEER |, i3 Amazon
FSx for Windows File Server (XM EF . hiE A EMRE (p. 14),

NHERERZEHRDFAFEN AR E AN,

BEEPEENAWEMMAMazon VPC Z24 (p. 163) , HAREEN X4 REXRBN T2 HEEHNM AL
M,

TSI R 2 AR S

BEEREENHEAMMAMazon VPC Z24 (p. 163) , ABRREUTERFIXEBKN T2 HEEHBAY HIEM
e

TTESRFIR I ATES B %
W T ESRAI TR R IEB M A LR B A3 B Active Directory 2 —
« XEXIHE : Amazon Managed Microsoft ADX # R SR I A K B o

« —“ Microsoft Active Directory B %% , ©5Amazon Managed Microsoft ADB &+, »

BREVITEXRFIESMAFHR B ZRPHN—F, —fEAH 2 Amazon Managed Microsoft AD X R £ il A BY
B %, B—H#3AE Microsoft AD B , ©5Amazon Managed Microsoft ADB &£, . BXEZELR | iF
28 A Amazon FSxAmazon Directory Service for Microsoft Active Directory (p. 22).

NHREREFRE
R 5 AR Windows X fF T E,

MREBEEERANAN AT, BRREBEE T XHRS DNS ERMAZEHR, EEREHN AR
E , BSRAXHHHEE (p. 87).

Active Directory A F

BIEFE T R X ER Active Directory B F R D A BRI 1 8] X R o

BRI EZ M RANR A ZTHRA Windows TR H IR (ACL) A YFFEE R RIZXMHFRE Active
Directory A P #E1T151A,

AIFMIBRTE £ %] NTFS ACL R

MRERBBRAVTELEHSYSTEM BN B ZH MR NTFS ACL RARELEZHRZAE , FAM
Mt ERITHEANHREEDETRITEER.

BEEEMVRIZNHNARE, BEXESER  BSH XMHHLE (p. 87), EMUBRXMHXRILER , &
A LABR S 2 A 1T E SL B B Windows X HE,
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TEERRE P iRiE R XA RE

To R R AT P w1 A S RS

R IE A A H#th Amazon FSx 4 &£ Amazon Direct Connect@ VPN |, 3 B R IEfE A th %= i {E FHIEFA
B IP #huSEE,

Amazon FSx {XXHF7E 2020 ¥ 12 A 17 B2 RRIBZNNXHRE LERFELR IP it WA E P iR#t 715
o

MREEEI[E 2020 &£ 12 A 17 B2 wiERAEFE P st SEE 022/ FSx for Windows File Server 34
RE , WALBEEREXHRENEORGUEFNXGRSE, BEXESEL , BSH FAZMD (p. 71)o

RIE DNS ROEMH XA RS

STF A BEEER Active Directory B X4 R EE , Amazon FSx £ 8B X4 %4 DNS iE&EEME , AR
B METEA Microsoft DNS,

MREHREEASE =7 DNS RS A2 Microsoft DNS , WE# FSX 27 DNS M #RE. £
MA Amazon FSx X REFHHIXE DNSA KEH, NTEATAX 1 XHRE , BFEFM—1 DNSA %
B, NTETAX 2 MSURARXXHRE , BRERMNMAD DNS A &B. ERAUTIRIRMF350 DNS
AZBENEFERNXHERES P ik,

1. 1Ehttps://console.aws.amazon.com/fsx/f |, EFEEIRE IP it X HRE , LETRXHRZHFHAES
TH.
2. EMZRFEETMFHITUTREZ—

s WTFETAK 1 XHRE :
« £ FME4Relastic network interface %1% M £ O LAFT FF #9 W £54% 0 Amazon EC2
s EFANETRAKX 1 XERSEH IP it EREFEEFE IPv4 IP IPcolumn.

s WTFETARK 2 RZTARXXHRE :

o EEIRFMERD , EFOT A RMelastic network interface M &4 O LT 7 B M 4842 0 Amazon
EC2

- EFEANEEFME IP it & REHBIFAE IPv4 IPcolumn.

+ FEAmazon FSx & B FWEMR T , %F T Fr/RMelastic network interface P £54% O LT FF B9
O Amazon EC2 24l AHRHTTHE.,

- EFANZHFMH IP thit 8 REFHBIFAE IPv4 IPcolumn.

FoEE R DNS Bl BRI X RS
WMRIETEER DNS BB BRI XHRE | FEAU TS EARZAE,
1. BRATUTE-IRRBIEFNEREEXHREMEREK
a. AL FSx #H 88— RREZRBRANNHRE, EFE#ENXARSERE L , AIDNS 3

BETREMBERGETFR, .

b. f#H CLI = API— {ffdescribe-file-system-aliasesCLI 5
M DescribeFileSystemAliasesAPl 14 , B TR ZN I EXHRSEREN B,

2. WRARFIH DNS 5E , WATFEEXHREXRK, BXESFEL  BSH ERAEXHRE LW
DNS %% (p. 85)o

3. MR DNS BEEXHREXREK , FHINEGERE T A TH4FM

« Bl T 5 Amazon FSx X HR 5 HI Active Directory THEH IR E# DNS 5l & HHXS R RS EH BT
(SPN).
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XHRE

BEXEZER , BBE £ 25 : 7 Kerberos BERS E4EE T (SPN) (p. 153)0
« RERHAN Amazon FSx XHRLHERIA DNS & #REY DNS Bl i2FK6IE T DNS BB 2.

BXELZER , BZHA F£ 35 EMRNAEHRSM DNS CNAME 123% (p. 156).
4. MBEHERTHEMH SPN H DNS CNAME 2% , BRIEEFiKE DNS REEEEMIMEEBXHRS
# DNS CNAME i2%.
a. 1ZfTnslookup AHINZICREFEH BTN X4 REMNEHRE DNS &,

b. IR DNS CNAME ## 3% — M XHRE  EEEFF KA DNS ZERIH , AEBAKE
CNAME 2%, B AERL T SRIFE S ImA DNS &7 , MR =,

ipconfig /flushdns

5. #0R DNS 3| EIZFKEEMN A Amazon FSx XHREHERIA DNS , H ERFRMITEHL FZXHERE | &
SRIRTTE MR S RSE (p. 187)A T REMHELS R,

28 812 Amazon Fsx XRS5 kW

MHRGRBBERAY , BESHENRRE , MU TIH PR,
£}
o XTINAK XX R Gt T FEBEBRAmazonMicrosoft Ac (p. 190)
o XHREMABERE B RNERMRE (p. 190)

XF 0 A B9 3 R St 1T BE HEBR AmazonMicrosoft Ac

R T 5 # BhHE & 223t B 2 FSx for Windows File Server R4 A B &EEH Active Directory
Directory,

VPC ZEA MWL ACL REAHENZTEABIE

BREAKENLTLEBERE VPC Z24EAMMEK ACL, BXESREE , S, tIEFsx 224 IR

6 (p. 163).
XHREMABEEED) B XN REERE
£

- W FSx TTiE1A R B R EEM AD DNS RSz fles. MHREUWEXM. (p. 191)
- BTRSKFAERTN , TTEERES Microsoft AD HIZHIZ (p. 191)
s BFRSKFANBRERR , WEE FSx FToiEEEE Microsoft AD 1Hi2 I8 (p. 192)

+ Amazon FSx FoiEiEREZ] Microsoft AD 12 #188 , R N IRHM RS MK - T EB /R EMITENMNAZ
1 (p. 192)

« Amazon FSx Foi£E#Z Microsoft AD FHi2#Igs , RNEENHLRVAFERLEHM (p. 193)

« Amazon FSx Foi£R A Microsoft AD BLE , R A XU REEE R AT FERRS K/ TEAR (p. 193)
» Wi FSx &N ARMMEES B ZEE, (p. 194)

s XHRGUERK, REMERSKF T XHREMAZIEGEEAL LN (OU) B (p. 194)

« IS FSx FT3ETEIEER Microsoft Active Directory FREIB X RS, (p. 195)
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W 5% FSx ToiATR R B EREER AD DNS RGeS IHEFIZE. X
HRZBIE KM,

BIEIA BEIE Active Directory FIXXHRERW , HETRUTHEIRESR

Amazon FSx can't reach the DNS servers provided or the domain controllers for

your self-managed directory in Microsoft Active Directory. File system creation failed.
Amazon FSx is

unable to communicate with your Microsoft Active Directory domain controllers.

This is because Amazon FSx can't reach the DNS servers provided or domain controllers
for your domain. To fix this problem, delete your file system and create a new

one with valid DNS servers and networking configuration that allows traffic from

the file system to the domain controller.

2 PR LA 25 B xS 47 PR ) A R ) L

1. RIEEEBFESEELE Amazon FSx XM‘F?%E’J%HEQ%MEE’J Active Directory Z [81 2 3 W £&iE
BEAEHNEREZYG. BXEZER , H2H EHETEEMN Microsoft AD B 5 REMH (p. 31).

FERT S FSx 5E3) B FWUF T E (p. 36)3F N F I UEIX LM LR E .
Note

MREEEN Amazon FSx XHFREZ , HEVPC AENTFM , HEVPC RENTFM |, 3
BVPCHENTFR , #EVPC AEX T FW , 3#H VPC FFEI’J%H'% BHAE ST
2RI IP 4R, EABER Active Directory 35 SRS MMC BB 2 TEFMELUX &
®E.
2. WINEERNES Amazon FSx X REZXREK VPC R4 A UREM VPC MK ACL BE W A FFTERA
FHHIERERE,

Note

ﬂﬂiia—f)ﬂﬁﬁﬂﬁﬂ A AR A H I TRE TR 5 Active Directory B2 #1258 EFTENBE
wh, BXEZER , H8M . Microsoft Ac.

3. FﬁiA Microsoft Windows X 4RSS s M EAEEBEMNETETSIENT F4F. Hlan , MREEE
FApomédnen-AdminsfEAN MU REEE R A MBI

4. WIFAH Active Directory 33 DNS FRE5 2R FSIRHIBR R EL FESRE |, H HeeB R X1 FriR it
E’J]ﬁ —.}20

5. HW{RIREY Active Directory 15 ZhBEZR 518 Windows Server 2008 R2 & @k 4,

6. IEW{R Active Directory I #V g2 %88 L A BH A IEHN Ak BIEH Amazon FSx X REMTHE. B
KREZER , 3R . Microsoft Ac.

BT RFZk A ERT , ToEEEE| Microsoft AD B2 &85

|22 BEE Active Directory IXHRELRMN , AERUTHIRHES

Amazon FSx is unable to establish a connection with your Microsoft

Active Directory domain controllers because the service account credentials provided are

invalid. To fix this problem, delete your file system and create a new one using a valid
service

account.

2RI LA T SRR 3 ) B 1T H B A A R (A R

1. BNERBATAFRBENRSKFAFBZANEREE (flllserviceAcct , EBITEEM Active
Directory Eti&#F
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Important

BENBEHBHR (corp.com\ServiceAcct) REFES (ServiceAcctecorp. com) i AFR
Sk AP AR,
MARSKF AP BB ZFERE—H3E (DN) (CN=ServiceAcct , OU=xample,

R ALY RS 1k P R EFE T Active Directory 155,

BREMAENRERACRENBSKS. REKS SBAEBELEMAXGRENZERH OU F6|
BERBBRITENNR. BRESKSEDEBFEEFRTUTRENR :

- EEEB

o BR&IMK FIREVA B A BiE

« WIF7TEA DNS FH&MEEHD

- ERUEBARS EEETRNEE

BXOUEEAEBNRNBSKSHNESFEE , SR HNRERSER Amazon FSx BRE5IKF
(p- 35).

HFRSKFANERERE , WE# FSx FTiEEREE] Microsoft AD 1T
bk

B2 A B EE Active Directory FIXXIHRE LM , HERUTHIRER :

Amazon FSx is unable to establish a connection with your

Microsoft Active Directory domain controllers. This is because the service account provided
does not

have permission to join the file system to the domain with the specified organizational
unit.

To fix this problem, delete your file system and create a new one using a service account
with

permission to join the file system to the domain with the specified organizational unit.

AT I RFEEH R ZFE,

- BREFAENRBRAECRMENBSIKS, RSKSLXMEBEEEMAAREHNEFEH OU Ho)
EARBRUTENN R, BREEKSEDERTEEFMTUTRENNR

- EEEW

- FREIKFIEBME AT

« BWIFTE A DNS EHBEIAED
- ERIEEARS EHEHMEEN

BXOUEBEFEBRNRNBRSKSNESFER , BSM HURZERE LD Amazon FSx RS IKF
(p. 35).

Amazon FSx ToiEE#E R Microsoft AD H 124188 | B NIBHM R
E ik P 7o E B RHEANT EYL I AZE

BIEMMA BERE Active Directory X HREARAM , HERUTHIREE :

‘Amazon FSx can't establish a connection with your Microsoft Active Directory
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domain controllers. This is because the service account provided has reached the
maximum number of computers that it can join to the domain. To fix this problem,
delete your file system and create a new one, supplying a service account that
is able to join new computers to the domain.

EffRI RS | FRIEFREEABESKFEFERECTUMABHRARITENR. NREREHKKERE ,
FRE—NEEEBENROHESKS, FRAFNRSKSHUBRTFNXGRE. BXELER , B2H §
PR ZEIRA B Amazon FSx BREIKF (p. 35).

Amazon FSx To£iE# % Microsoft AD = #lgs , K NiEEMNA
NBNRNFERTIETRF

B2 A B EE Active Directory IXHRELM , AERUTHIRER :

Amazon FSx can't establish a connection with your Microsoft Active Directory domain
controller(s).

This is because the organizational unit you specified either doesn't exist or isn't
accessible

to the service account provided. To fix this problem, delete your file system and create a
new one specifying an

organizational unit to which the service account can join the file system.

R LA T S BR 3 [) BE 1T H B A A R (A1 R

. RIFERMEM OU REEED B FiEH.

2. BRECFHFFOHNREBMAGECRMANBSIKS, RSKSLMEBEEZMAXAREHFHH OU
Al EMBIERITENN R REKSEFEZDEFHITUTRENR
- EERD
« RFIK S EEANMEAKE
- WIFTEA DNS EHAMEE
« ERIEBARS EHBHNED
o BFRMAE IR M BRI E AL &R
« ZNRIEAIRERED KBRS

BXROZEAEHENRIVRSKSNESEFEER , BSH FHNRERSEER Amazon FSx RSIKF
(p. 35).

Amazon FSx F532 R Microsoft AD Bt , A A NXHERSEEER
PAFEEDRS K T ETH R

B INA BEE Active Directory FIXXHREXRN , HERUTHEIRESR

Amazon FSx is unable to apply your Microsoft Active Directory configuration. This is
because the file system

administrators group you provided either doesn't exist or isn't accessible to the service
account you

provided. To fix this problem, delete your file system and create a new one specifying a
file

system administrators group in the domain that is accessible to the service account

provided.

8RBT SRS B B 1T S PR A AR R AL
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1. BRENREHANBEMENEELALSENFRE,
Important

BNEEHB L (corp. com\FSxAdmins) RIFELR (FSxAdminsecorp.com) BEHHAEZS
EGR
BETEFRANTT 2 PHET (DN). HE—H5HEM— 1l F2 CN=FSxAdmins , OU=xample,

2. BREENEERASEMANHRSEHNER RHMN TE— Active Directory 33/,

3. MREMELERMEBERASH , Amazon FSx 2ZHFHBuiltin Domain AdminsfEEHIActive
Directory B/ IR NANBHEENR , AELREEFEAHME#THER , WEERZHRBRHIZAR.

ML S5tk FSx FoiA RN A AREY PRERE ) B K ELIE

BIEIA BEE Active Directory FIXXHRERN , HERUTHEIRESR

Amazon FSx is unable to apply your Microsoft Active
Directory configuration. To fix this problem, delete your file system and create a new one
meeting the pre-requisites described in the Amazon FSx user guide.

ERE X REZR , Amazon FSx BEf i B 48 M Active Directory 13i#9 DNS RSB ME 488 |, R XHZR
SRR AE &R Active Directory i, BR , EEBXHRECEIER , Amazon FSx XE T SEMEMN
TR R R (SRR LT S5 IR 8] R 3 1T P N R R A R

1. W{REH Amazon FSx X R4 Active Directory 2 B RIFMLERE, HH  BEFERAKHNA
M, VPC R£AMN, VPC ML ACL Mg HIggbh X IEMN , BRENZEHRE R ITFFERE,

2. ¥R Amazon FSx I #&7E Active Directory I I X H R R CIEMNITENN RNL FEIIRS , HEX
WU BRER A E At 7 AR

NHRGUEBRRIN. RENKRSKSTNEXHERGEMATIESE
EH LB (OU) Kl

|2 A B EE Active Directory IXHRELM , AERUTHIRER -

File system creation failed. Amazon FSx is unable to establish a connection with your
Microsoft Active Directory domain controller(s).

This is because the service account provided does not have permission to join the file
system to the domain with the specified

organizational unit (OU). To fix this problem, delete your file system and create a new one
using a service account with permission

to create computer objects and reset passwords within the specified organizational unit.

BRECHMFHNRBRAGCRANBRSKS, EAHUT SIS EBR 1T SRR E B,
BSKSEDFTEEFUTHR :

« WERIZHAEZMA RS OU F 2 MM BRIt EHNX R
 EEMAXAHREGH OU RFEBLTRR :

- RBEERD

.« BEBRBIK/SERIMABEA LS

« WIETEA DNS EHA/IEE

« ERIEEARS EHE G

BXRUBEFEBNRNBRSKSNESFER , BSH BHUREZEIRSAEH Amazon FSx JRSIKF (p. 35).
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I 552k FSx T3 TR EM Microsoft Active Directory H 612 ST #
REi,

|2 A B EE Active Directory IXHRELM , AERUTHIRER -

File system creation failed. Amazon FSx is unable to create a file system within the
specified

Microsoft Active Directory. To fix this problem, please delete your file system and create
a new one

meeting the pre-requisites described in the Amazon FSx user guide.

WS ¥ FSx FX#F Unicode F/F. BWIAFTERIZSHETEE Unicode 27 , fINEZHGT, XBEEE
FERRNENBERTITUEZENS ., BREIEZTHNNERIAMEETEE Unicode /.

MRIEBIEER Amazon FSx BHBEISRIE ST H A BRI |, iEFEAmMazon FSx iRz Bk RAmazon Web
Services SeSupport.

MRS T HIREERS

—/NFSx for Windows File Server X4+ R4 7] U A Bl B4R iR IR 2 H T Active Directory SMEME RN S K
., EXMRAT , EOXHREELALTTITA , EABAEZTAMNRE , SO ATEETERI.

XEXEE  EERRRSTESHEREENBWWY EER , SR UEA Amazon FSx 8|4, APl &
Amazon CLI. RV IEfEHEE , BRIEXHREHRSRLEREER NAvailable— FEE , ILERTEE
EE/ L HH et E S BESE Ko

REV S R G W A AL B 4R iRstate BILNRE , Hig0

- DNS [R&E IP it " BEE N,
s REKBEETBEN , RERDFIENNR,

« BTMEIERERA , Fl0 VPC Z24H, VPC M ACL =K A ZREL B SIgiR #1858 A5 iR BT , Active
Directory 2 HIgs L& 7 8]

( BXTEM Active Directory ER5I%k , HZFEH B1TEEMN Microsoft AD B o REMH (p. 31). FER
BABESREY Active Directory RERBEEWEBUFRXLEER , AERFERATIH FSx &3 HFRIFT
& (p. 36).)

EMRAEF-LEEE  FEEEFTXHRERH—NEZ NS Actve Di , HlE01FE X DNS fRS25 IP bt
REXRBRSHKFAAFEREB, EXEERT , BL FEEESARS RER Amazon FSx #2414, API 5
Amazon CLIL\EHIHENBES .

HLth 5] 7 7T 8E 1 F EF ST Active Directory BLES % , HlanE g iR SIS AIFRES VPC R£4H, B
=, BEXEERT , EEERIH —SHBRESEEXHRET Navailable. EHHR Active Directory ¥h%
BETFWE , RLEMFH Amazon FSx #2#]A. APl 5iAmazon CLI.
S|

s XHRAEBEHEIR | Amazon FSx ToiE1h E S/ DNS RS EFsRFEFIZR. (p. 196)

s XHREARBHEIR  RSEKSEIELY (p. 196)

s XHREBRBHER @ RENRSKSTOOEX4REMAE (p. 196)

s XHRERBHEIR RS TRGEMEAITTEN AL (p. 197)

s NHRGERESIR  REKSFTNHEE OU (p. 197)
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N4 RSGEBLEIR | Amazon FSx &
R RIE A DNS BRSS 25 siimi iR &l g8,

XHREBIESS IR | Amazon FSx Joi& 15 Al &3 HY
DNS H&jj AA = _Ei_ﬁa*‘r""%'] =1= )

XA RGN AMisconfiguredifiBl Amazon FSx AR 75 % SR B4R Active Directory 3132 #8535 T8

=D
ERER , ERITUATRAE

BRENNEE BTN X4 RS SR HRNRE,

2. FERATL# FSx &z B FRIETE (p. 36)MiXFKIE B EEM Active Directory Directory FIREIZE B
*XELEL | H2H ¥ Amazon FSx 5B X BB Microsoft Active Directory & (p. 30).

3. 1 Amazon FSx B4l AHFEEXH RN B EE T B REE.
EEFNHRENBEREEEH B REE , B EER Amazon FSx ##1&,

a. HSMERD A ERXHRS  AREREEFRHNARS  XARSRNFERRE,
b. # EXHRENEL  EFREFREFENZNRZEMERTFR, -

I8E T LAE A Amazon Fs CX CLupdate-file-system@s S5 APl #{EUpdateFileSystem.

NHRGEER R | RSKS iIE?E'i‘&

T 5 FSx FToiE S54RI Microsoft Active Directory BERERELERE, IRRANRBHNRSKSFEIELH,.
BEXEZER , B35 ¥ Amazon FSx 5 B X &M Microsoft Active Dlrectory ZA6A (p. 30).

ERMEEIR , BHITUTERE

. BIAESEREBNERSKS , F B Actory HEIFIER,
2. RIEHEA Amazon FSx BHlAFEAERNBRSKFSK A EIIERTXHERENEE,

a. ESMERT  ERNHRES  AREREEMNEREENXHERS,
b. EF#ENXAHRSEREL  BRERERFHNENLZEMEETFR. -

& T BAE A Amazon FSx APl ##fEFupdate-file-system. ETHEZELR , 5
FUpdateFileSystem® #JAmazon FSx APl &%

NERSGEERR | RENRSKSZLCE RS
A

Amazon FSx FoiE 2 3 54§ 3X Active Directory I#ZHIgIEE . X2RNIRHEMN RS K-S TIFXHREM
AEEEEE OU WiF,
ERBESIR , BRITUTERE

1. F"J Amazon FSx REZKFIRMATRNNR , RECNZEGMERBNIRSK, . BXRUERENESE
, B MNRZERSAEH Amazon FSx RS IKF (p. 35).

2. ?N‘ ﬁﬁﬁ%ﬁﬂﬁﬂﬁ%%?‘*ﬁ%ﬁ%ﬁi#% ZH B R EEH Active Directory BlB. EEHEE , AT LUE
A Amazon FSx 24l &

a. HSMERD A EEXHRS  ARERZEEFHNARS | XARSRMNFERRE,
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https://docs.amazonaws.cn/fsx/latest/APIReference/API_UpdateFileSystem.html
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XHREHEBEIR . BREKFTEREMEATEYMAS

b. % LXHRERNEL , EREREFENENREMEETRF, -

BB LAE A Amazon FSx APl ##fEupdate-file-system. ETHEZEL , 5
BUpdateFileSystems #JAmazon FSx APl &%

MERGEERR | RSKF T EREREMITEN
A

Amazon FSx o= 545K Active Directory 12 HIZRMEE., EXMERT , TRRANEHNESKSE
BE T AUMASNRAITENK.

ERRMEEIR , BHITUTERE

WES — MRS KRB — NI U I BN A SR FH RS K

2. REMEH Amazon FSx 2 AFE AN RS KA R EHXAREH B REEMN Active Directory Bt
[

a. HSMERD K EEXHRS  ARERZREFHNARS | XARSRMNFERRE,
b. £ EXHREREL , EFREFREFENZNRZ LRI+, .

&G AE A Amazon FSx APl #fFupdate-file-system. ETHESZER |, 5
HUpdateFileSystemA #9Amazon FSx APl &

YHREEEREIR | RFKSTXiFRE OU

Amazon FSx o3& 54RM Microsoft Active Directory iR $I852iE# , AN RENRS K T ZHRIEE
Eg OUO

ERMEEIR , BHITUTERE

1. BES—MRSKSHLE—NERIGE OU WHFTRS K S,
2. RiE, FAMNRSKAEREFRXHRENBREEN Active Directory BLiE.

a. ESMERT  BEXHRS  AREREEMNXMAHRS ; XHERSLFFERRE,
b. # LXHRENEL , ERERENEMNENZEMHETFR, .

BB BAE A Amazon FSx APl #{Fupdate-file-system. ETHESZER |, 5
HUpdateFileSystem™ #9Amazon FSx APl &

1£ FSx for Windows File Server _E{f iz fZE &R 4
ot T FE HERR

EBUEREEMZEREEREEE FSx for Windows File Server X R4k PowerShell &5,

ES ]
* #-FSxSmbShare & H & EEETM XY (p. 198)
« #BFEMEA Remote 158 X #H R4t PowerShell (p. 198)

]
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#-FSxSmbShare i B8 & {SE M L K

HT-FSxSmbShare i+ A £ @S E M kK

I 5 FSx A X IF M ITNew-FSxSmbShare PowerShell % , MR L EERMETEAFAMENEAREE
FEEE Amazon FSx AR FREBRR I,

B LAMER U TR Rz —RBRXMIER

« AP EEHITNew-FSxSmbShare@ T H4ME FSx XU RGN TH—MIF,

o BALMER fsmgmt.msc GUI EXHRELOBRE, EXESEE , BSH £/ GUI EEXHH
= (p. 87)o

T EE A Remote 18I X4 R4 PowerShell

ToEE A Remote ERFINHRENBERRERZ PowerShell , BMNHEECH O HE | IFAIR.
B EERER TR INEREE Windows EF2 PowerShell 2 | {RIEATLUSTEARMNIEZENIR, Fltn , &9

BliZ{Ttest-netconnection endpoint -port 5985@ %,
NHRENEZEARD R VFEETHRIAAEN AWM PowerShell
EE

XHRENZEANTNER A FIKD 5985 LHHREN ALMN , FEEE T Remote PowerShell &1, B>
BEZER , B3 Amazon VPC 44 (p. 163),

B2 EBE T I EBEFEAMazonIEE Microsoft Active Direcor

FTERALD# FSx 21285 PowerShell £ Kerberos A 1iIE, BEEEE i E AMIZRIAFE B4 1
HIKRE, BRESZER , 555 Microsoft XHYELE Kerberos #iEZ|F (KFSO).

=X B ERBIEER K E1ES A {tE51% PowerShell &1iF

BEERMIUTHAB-SessionOptiontZBIRIE S : ~SessionOption (New-PSSessionOption -
uiCulture "en-US")

THERMANRPHI-sessionOption/33EIRERAT PowerShell BHI X RE LR F,

PS C:\Users\delegateadmin> Invoke-Command -ComputerName Windows Remote PowerShell Endpoint
-ConfigurationName FSxRemoteAdmin -scriptblock {fsx-command} -SessionOption (New-
PSSessionOption -uiCulture "en-US")

PS C:\Users\delegateadmin> Enter-Pssession -ComputerName Windows Remote PowerShell Endpoint
-ConfigurationName FsxRemoteAdmin -SessionOption (New-PSSessionOption -uiCulture "en-US")

BIEEZSTHRNEATAX 2 XFRE LEE
DFS-R

ZUARMEATAKX 2 XHREFZHEF Microsoft 2R XHRSEE S (DFS-R),

SAARNHRAEAEETESNMIRXEN TR, ERASTARBEXENES NI TARNEAA
., BXEZFEE , BEH TAMEEFAM  BUARXANSIAXHAHRS (p. 18).
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EHRRAEHEREEH AN

FRINEFHLERTEERAN

NHRGEHRNEHEREENFIRAMNEEREERS , SR ECSHWERT %,

FHAEEMEMNK , KH Amazon FSx IEif R XH4FR
S KMS tnz2 22 4H

FREBRERMERKIK , A Amazon FSx &R X4 R £ Amazon Key Management
Service(Amazon KMS) : MNZ %4,

REEWIR Amazon FSx A A Amazon KMSELLETEBIEE, FRAUTEERARBLAHEFEE,

« MR KMS ZHASHMIBR , NAAEAH KMS ZANEDHRIBFHNHRE. AXESELR , F5H
B 2 NEMDBIEXHRE (p. 148), EMXHRETAR , BAUERZER,

- MR KMS ZHACEA  BEFRAT  AREHEHBERNER, BAXESEELE , B2MH ., BANE
F %47 Fh 9 Amazon Key Management ServiceFF & A R 5.

- MRFPRESRBRTMTHR , WLAAEAFH KMS BRANEZ DR EIRFTHXHRSE, EFXHRETH
B, BRRERZER, BXESER B2 5% 2 . NZHOEXHRS (p. 148).

- MRBHREFSAMER , WARERNGATR , RAREAFHEMER,

- MREDELFAWBFRS , MATEREMBANTELIE. EXESELR , F5H . BREAF
#Amazon Key Management Service7F X A R 5. #ERMEME , BEHFFHEMER,

FHRIFHETEEFENAN , ANBEREEDN Active
Directory it (& 5%

FHRAERAFTUHEREFHMEREY , EAXHREHN BREEN Active Directory 4 FEL B IRIVIRTS.
EMRBENEREERS , BZRHRGEL THREERES (p. 195).

BTFUHRETRE , FHEAEEMANR

FRABEMERIY , ENXHARENEFLETEREN 8 MB/s.

RXAERENELRBEMNIRIE 16 MB/s , ABERER. AXESZRFELR , BN EEFUHER
£ (p. 122),

FHEREFNE 8 MB/s XK

RXHRENELRERB LN 8 MB/s BBEREMK.

LEFEBTEEMERLE T HOBRSHEERTHN , TRSREXMER, ENFHEFEERNKEET
EN 16 MB/s, SEHEFHABEMBERTENR , ARERFUHEREBIER.

S # MR E YRS HDD XM

MNEZEHRIRNHRGERY , ARTHTHIRES
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BRI EHERR

Switching storage type to HDD while creating a file system from backup
backup_1id is not supported because a storage scaling activity was still under
way on the source file system to increase storage capacity from less than 2000
GiB when the backup backup_id was taken, and the minimum storage capacity for
HDD storage is 2000 GiB.

ERZHHACHEMERM SSD Ecdih HDD &t , 2T RITE, NERERLAK , RABEERENE
PEERBXHERSE EMESNE#BEHTH, EFEREMZE , XHEREN SSD FHBEETF 2000
GiB , X2tl# HDD M4 REMENR/NEHEE.

BEAUT YRR RE,
1. SEEHAERMBERTR , XHEREEDHE 2000 GiB #Y SSD FHREAE, BXELEE , BHSH LiE
RS EAVEM (p. 115)0

2. WNMHRSEHITAFBINED. BXESEE  BHSHA EAAFEINEND (p. 72)
3. £/ HDD FHRAFEINEMERIFMNXMHRE. AXESER , BSHA EEEH (p. 75)

BRI AN EHEER

HEAEXRRETEHRESHEERE , T TR,
E3 ]
- ROZEMNBREIZ (p. 200)
. RATEMBEIREERXRT (p. 200)
s TEERIAERS B4R S L0I2 Amazon FSx AR FSEEIZA (p. 201)

= B/ =
ROFRBENSZEIAR
EUTE—BRT , 2HBRFIENESZEIA
« MBBAFS500 MNEBEREX , MIT—NMNEELANXHFERBEIINEBERR K MAZENEE AL, ENERE
fEBZEH,

- MRFIRENKAELEALFRHE , T I EXALRER - IHSIRIENBHER , BIEEHEY
&L TF 500 1,

BRRANMERBETRTH. MRIBABEEFNEREZEATR , FEREME S BN FEZEME,

HATENBRERIASBEKRT

MBXHRE L /0 MERETE (S, BNEMEMAHR HDD F4#. HDD FRECATREFTEREH
BRETR ) T2 S B Windows Server MIBRFTESBKEIL , RACTELF EETA /10 HERTENSEE
BlA, EERUTERUCRABIF L H IR

- MREFERANR HDD 76 , FUREIGER SSD 7. it , BAMUNXHREHITRES , REHFMHEE
BK SSD #HITIER

- FXHARENELFEEMITH TERBN =1,

- RTBEENRABHELAE#HEN , FRRENXUHREEDLHE 320 MB WATAZH,

« BETU XA RGL T 2RSS ZHELEH,

BXREZREER  BEA BREIFRNXHREEW (p. 77),
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TEEREERSEFHIXHRE L
B2 Amazon FSx &8 i R &S a1 &

TEERITIE RS EFHH X RS L6122 Amazon FSx
&P 1E A E = AR

XEFMITHN. Amazon FSx ERIEEFRNXHRE LERESXE RS , A REERSBEETRSHFR
TiHRESREIARHED

B & HIEM BR S BE R

ESREEREAENEERRERS , T —TAnk,
S

- EERERBRTEER (p. 201)

- EEWEHEBREZNIZER 0 (p. 201)

o MIBRSUHFERBRIH RS LRIZRE (p. 201)

EE BRI R RIER

ERARMNNES HIEM R (p. 104) , BfTGet-FSxDedupStatusin B EEHMEE B HBRAFELB T
RS MB—AHZMELKY , WXHRENTRFHEBETETSE M,

ESHEERFELABMNEELRRRAET R,

- MRHEERIFRES 1 TB BEBHEE 1GBHWHNE (RESE 1 TB NEBKEELE 300 MB +50 MB ) .
fEAAmazon Fsx S5k (p. 143) N BESXHRENBELREMXNNE , FBRNEFEEREUFRHE
KD

- BEEHEERELEERN Windows BWHERIANELE 25% , XE®REN TEE 32 GB AFMNX
HR% ,8GB HATEEREHR. AFIBERAEREN ( f£Hset-FsxDedupSchedule™ S -
Memory ) , {ESHEFMANNEFAEELE M RE R,

o BULMEHEEBIFHRELWEE , U —SRERFER. HlW , BAILUHELR SN ESEN X4
AR YR LET , FEREF/PXHERPFRCHR, BRIMNEBWTESHEERELEENEXH
RENBBE/ DN ERBEIZT,

MRESHIHBRMELZAEBHNEARTER , BETRLEIHER, ETREEERRLNSRREEN
B, G FRIR (S o E S HUEEER TR (p. 105).

MREEBFHERELKBRY , HFEERPAXHRE LENBERETERL , NEERES KR HERELT
RREEESHFRT RRBERRIDTH.

ESRFEHRESHIHIREN O

K {EsavedspaceMloptimizedFilesSavingsRateX TEEEESE BB HBRHN XGRS , E4HH 0,

EF#ALLCSES , YEENNHERENEFEREN , TREREXTER, JEENXGRENEFERE
B , Amazon FSx @EF#AIIBRTECENENEERFHRMES , ZEBRSFREMN BHETBIRK
W, FRULIESTHE , Amazon FSx HREXHRE LW EEHIEHR, AXENFRAENT
BN ESER , FSREEFESE (p. 112).

Ml BR S 4 JE AR B SLAF R S LRV ZE(H)

ESRFEERNTMMIT IR  NRNGHBERESHFEERTETZANAR , BAEIRERFILIEZT
2B, XHRE L ZEE KR LR SR K.

201
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I BR SC A B R B S R & LRI ZE(A)

15

RN

R

0N

TRRLSXNARANMER | ERRAEXAE AR EZTHERE BRI TR. SRERAEILTHE |
LR BT RINR E R H RIGIRE . X8 AT AR & 7T LA BMRIE B B BRIV Z2 0

AT IR EBAELIRENE 5 DHEET.

1.

ERERBEERAESHIEHNR , BEAcet-FSxDedupStatusii . BXMHTREMBPHENES
58, BEHEETENZHE (p. 105).
FEAUT RS RENAER 5 2 HEETHREREL TR,

$date=get-date
$DayOfWeek = $date.DayOfWeek
$Hour = s$date.Hour
$Minute = $date.Minute + 5
$Time = "${Hour}:${Minute}"
Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {
Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -Start
$Using:Time -DurationHours 9

}

EIREWELZTHRRZEE , T RERERKBRE.

202




Amazon FSx for Windows File Server Windows B P15/
"EBENLEZ@ITR

HuE 8

ATRMT ZXFEEFAM Amazon FSx ThEERNSE,
37}

« REBEXZBITX (p. 203)

« £/ Microsoft 2R XHREEH (p. 205)

9, —T\ s e

REBEMNRZMDITX
BAEWEAAmazon Backup AEAXHRFIEEBENZRITH. WREEELFANENEM TR
7, WA RERE R ESZE . Amazon Backup.
JBRJG , Amazon FSx for Windows File Server 2 S H& M EOANEXBHZ R ENHERE—
Ko Amazon FSx BFIRITERAXERHNZNEENRER., CEIHFAFBINEZN , HiILE T LB
T&H,
ETR, BuUlKIBEBEELESRITNNERNEE. BENNEOITRIRBEE LK EELITRE

Amazon FSx X#RE ERITRF BN E R SIFARESANNR—R , 8F—R , MILKH#, EFRE
ELEMBRE TRRERBHNZMD

ZBRERLADBEMBRTENAN , HRAUTSH :

« XHERS

« ATHITZHH CRON IHRIER
- ZOREY (UXRNEN)

- FRBMRE

AX CRON it HEXNEZELE , FSREINM TR EXTE Amazon CloudWatch FAF1ERE.,
28} LR

EBE I 7 R 75 Z2 4G £ Amazon Web Services =.

Amazon FSx for
Windows File Server

i

Amazon SNS

Amazon Lambda
CloudWatch
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Amazon CloudFormation 11K

LR RFRITUATIRE -
1. X XA : Amazon CloudFormationtE 4R Z8& CloudWatch 4. Lambda E%X. Amazon SNS BAFIH
IAM B8, IAM BT Lambda BEEAA Amazon FSx API #{ER R,

2. XLEXIHA : CloudWatch E¥HBIBEE , EHZERBREEN S CRON EHXHitRE1T. LEL4EHRE
RAERNZMEIEET Lambda EE , iZREIAA Amazon FSxCreateBackup A F/EZIZ A1 API 2
£,

3. BN EEREAUTHFERREEXHRENANBAFBHZMFIR. DescribeBackups. RfF , ER
HBR R T RENREBEREEENREHRNZAD

4. MBEEREARIBE DR BRI BALEDR , FOERRLERIDZDEIE Amazon SNS BAFI KX B A
HE. MRREHE  BEALREBA,

Amazon CloudFormation #&#x

W f# R 75 2245 FHAmazon CloudFormation A B 31282 Amazon FSx BE N &R it XIERA R, EFALER
FR, ETHfsx itXZ M. 4R Amazon CloudFormation,

SREiES

DUTEEEEMNFELEENEAITNNBRIR, BEFEYN 5 SHNRE, FHRER , BXREEN
Amazon Virtual Private Cloud (Amazon VPC) HIZ{TH# Amazon FSx X R4tk ID. Amazonaccount. H3x
PEXERFNESEER , BSAFTHRERA Amazon FSx (p. 7).

Note
KRR REEXNMXWAmazonkF. BXEZELR , FSAXERSHENFERT@E.
B BE & D#RTG R
1. T#fsx it %%, 4R Amazon CloudFormation. &% 8IZ2Amazon CloudFormation3tk , &5 1=

B2 #4 Amazon CloudFormation#2 & & # #YAmazon CloudFormation i F357.
Note

RINBERT , WERNERERS (HERLILE ) BahAmazonXig, Amazon FSx B #I{XE
S EER T W FHAmazon Web Services [Xig. #RAINTEAmMazonIl B FSx A AKX, BX
FZER |, ESFHAmazon Web Services XiF f& i T 2 i Amazon— kS £,

2. BERATZHY  EEERNSE  HREXHRENFTEXNEH#TER. WHERTREALTRINME.

e RIAE #ir

Amazon FSx X# %% ID RERIAME ERONXHRENIHRE
IDo

CRON it ¥ ZH& . 00/4*7 * &7 CloudWatch =4 , it & #
ERHERSHZIAMERIBZ
7

Backup REHAR ( X ) 7 REAFBINZMHHK
., Lambda EBMBRBFE3
HEFHRBNED,

0B APt ReE 6 XEZHOENR , HAERZH
AL D# FSx BEEFAH
5o
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
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Eda

H ik I
et RIAE R
Backup &40 = ERESERNBEIE D EURE
B, MREHR, BEE4K#
BA.
B, - BB 44 b 21k RBERINE 1T SNS @ &8 B8 F Bp ¢k 1t
ko

BEE Next( F—% ),

ERAT®RM , BB T 5.

ERATEZYP , FRHABIALE. BLTUEPEINERGE IAM ERNEIEE.
#E£3$%F Create (8122) LIZREHEK,

o g s~

BT LATE Amazon CloudFormation 33| & #9 Status (IRD) SR EFEHRNRS. BREFIRSEUE _=
REXRARS A,

HL At G I

BT LAGE I L R IR 75 REIER Lambda BEIEGT 24 Amazon FSx X#HREMITENZR. XHRE IDF
LB L HIH A JSON FH9 Amazon FSx E#k CloudWatch event. {5145 Lambda B ER#YERIA JSON 201 FR
T, HArilesystemIdflsuccessNotificationh/a 3 At3EE M S E1&i%EAmazon CloudFormation3ff
o

{

"start-backup": "true",

"purge-backups": "true",

"filesystem-id": "${FileSystemId}",

"notify on_success": "${SuccessNotification}"
}

ERHA Amazon FSx X RELHRHD , HOIE S — CloudWatch E4HN, BRI FERITRIEHIR
SRIVATILERME | IS UM RS REIEM Lambda BEEN B R, EFHEE (JSON XA ) TEEMA. 3
F JSON #i A , REN Amazon FSx XHRGEMXHRS ID B N${FilesystemId}. B\, HATLAE
#ivesELNo KB ${SuccessNotification}fELL £ JSON Hi,

{E{AF S CloudWatch FEH B2 E4HMN T E Amazon FSx B E X ERN &P #RA EHN —EF 9 Amazon
CloudFormationstit%, Eitt , f0RMIERMER | ST SHMIER.

Microsoft 0 i X X4 R & & i

Note

7 7 =3 FSx for Windows File Server W A A , HATE WA Amazon FSx ZATARX., Bk
Amazon FSx ZAAIRMNEZEER , BRI TAMEEAM  FTAXMSTAX MRS (p. 18)

Amazon FSx 1M Microsoft 2 R X4 R L (DFS) BESANTHK (AZ) HITXHERELE | LIFKEBEST
AXATAMEMEAME, £/ DFS 4, BANERIMNXHREZE BN EHKIE. A DFS maEZ=RE , &
AU —NMNIHREBRBANENHRE , B—MEARARE , UREXHRETER , WAL Esh#fEY)
BRIERHARSR,

EfEMA DFS EHIAT , BTUTESR :
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Amazon FSx for Windows File Server Windows B P15/
®iE DFS 54l

s BBEBFIRIZEENEZEH, Step 8 (p. 8)Amazon FSx AlT.

s EFRENTHAXHEIEFEN Amazon FSx X RSEAmazonXig, BXEIBXHRENEZEER |, HS
BE 3L HEBEEAXHRE p. 11).

o BRAADN X R L ETER —Amazon Directory Service for Microsoft Active Directory.
c BIEXHRER , B TEMNNXHRE ID UEAEER,

EUTERES | BALIKEEXMMAIE Amazon FSx FREFEA DFS 4| DFS t & ZEHE#BHH
o

FSXa

Wexample.com'corp \Ws-012345678%abcdef example.com\share

‘share DFS Replication

= FSa

Clients
(Amazon EC2 instances)

%E DFS €4l

BT LAE R DFS EHIER N Amazon FSx X RE 2 H B EHIEKE, HESIRNEE , XEWE &R
BEAE—XHRE , REHEREHE S - XHRS.

Important

PRABEME A B4 % Windows B2 T B (dfsmgmt.msc) F#) DFS EE S EERKN FSx ERA T
Windows X #RF a8 #R4% LELE DFS £,

EiRE DFS &4 ( A1t )

1. BEEBIHFEERZRIMA Amazon FSx X#HREH Microsoft Active Directory , FFHEEE DFS Ky
2. Ak, EMNFIEFLLTSEZ — : Amazon Directory Service B35 :
« T4 A Windows EC2 =4l
« FzA Windows 34l

2. ERAXHRGEERRARK RN Active Directory FiF Connect EI#RHISE6l, InAmazonit® AD , XA
W NAmMazonZEH FSx BER ., EHREEM Microsoft AD 1 |, AN EEE R REEVETREH
BEHNEERERANBEE LB,

WRAPEXRRBEZEF DFS EEBNREMNANRRA. InAmazonfEE AD , XMNAHFR N AmazonD =
NHRAEZEREERR, TEREENAD F , APPSR EEEAREEEZER DFS EEN RN EHA
HPR R .
BXEZER | ESEERT Windows I Amazon EC2 AP IER R MIE AR Windows 241,
3. T #iFSX-dfsr-setup.ps1 PowerShell i Z<.
. T Bz AREHE A EPowerShell. WFI &K FiEEWindows PowerShell.
5. 1Z1T PowerShell IAEBLUTEESH , BTERNMNXHREZBEIL DFS §4 :
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
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https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://s3.amazonaws.com/solution-references/fsx/dfs/FSx-DFSr-Setup.ps1

Amazon FSx for Windows File Server Windows B P15/
®iE DFS 54l

+ DFS EHAMNXHRE BT

- EEXHRELEBN AR AR (FIM, D: \shareX TEH Amazon FSx XHREMTHE
BADE )

© BEERFHSRIIEZNEZENZ A Amazon FSx X R EH DNS &5

Example

FSx-DFSr-Setup.psl -group Group -folder Folder -path ContentPath -
primary FSxFileSysteml-DNS-Name -standby FSxFileSystem2-DNS-Name

EiRE DFS &4l (B )

1.

B EGIHFEERESIMA Amazon FSx X# R 4K Microsoft Active Directory , FFHE IR DFS #yid
2. Ak, EMNFIEFLLTSEZ — : Amazon Directory Service B35 :

« T4 A Windows EC2 =4l

« FFMMA Windows 34l

RN HRGEE RHAR R M Active Directory A Connect EI#EIEHl, InAmazonit® AD , XA
BN AmazonZEE FSx BE R, EEHREEMN Microsoft AD |, LA HEEE R REELELRES
RENEERANBEENLE .

WRAPEXREBERZF DFS EBNRMNANRKRA. InAmazonftE AD , XMNAHFR N AmazonD =
XHRAEREER, EHREENAD & , LAFMAREEEAREREER DFS EEN R EM
HHIR R .

BXEZER , FSRAERT Windows 324l Amazon EC2 A B’ HAIEEEH Windows 3£4l,
T B R EH AT EPowerShell. MBI R A iEZEWindows PowerShell.

MBMAZEDFS EEIE | EFEAUTHSESMLZEECH],

Install-WindowsFeature RSAT-DFS-Mgmt-Con

M PowerShell 2R T , AN T &8I DFS EFIAMHR,

$Group = "Name of the DFS Replication group"”
$Folder = "Name of the DFS Replication folder"

New-DfsReplicationGroup -GroupName $Group
New-DfsReplicatedFolder -GroupName $Group -FolderName $Folder

FAUTHTHESENXHRSEREKM Active Directory iTEHL.E 7o

$Primary
$Standby

= "DNS name of the primary FSx file system"

= "DNS name of the standby FSx file system"

$C1 = (Get-ADObject -Filter "objectClass -eq 'Computer' -and ServicePrincipalName -eq
'HOST/$Primary'").Name

$C2 = (Get-ADObject -Filter "objectClass -eq 'Computer' -and ServicePrincipalName -eq
'HOST/$Standby'" ) .Name

RXHREARMAERAT 655012 DFS EFABNRR

Add-DfsrMember -GroupName $Group -ComputerName $C1
Add-DfsrMember -GroupName $Group -ComputerName $C2
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

Amazon FSx for Windows File Server Windows B P15/
RNHEEBIRE DFS 9B ZFH

8. HERAUTHS ﬁﬂuzlii&%é({ﬂﬂﬂ D:\share) N FEMNNHRSE DFS EFHH. EUERT | file
system IREETERRA , EEREEARBARS S — D THRLE

$ContentPathl
$ContentPath2

= "Local path to the folder you want to replicate on file system 1"

= "Local path to the folder you want to replicate on file system 2"
Set-DfsrMembership -GroupName $Group -FolderName $Folder -ContentPath $ContentPathl -
ComputerName $Cl -PrimaryMember $True

Set-DfsrMembership -GroupName $Group -FolderName $Folder -ContentPath $ContentPath2 -
ComputerName $C2 -PrimaryMember $False

9. FERAUTHTENMHREZERINEE,

Add-DfsrConnection -GroupName $Group -SourceComputerName $Cl -DestinationComputerName
$C2

EILOHA , INXHREERITIEE L contentPathZ BIIEE.

NWEHTLIRIE DFS & Z=[H

ERILAMER DFS S B ZRF — I XHREANEXMHRE , S —MEEANBAXARE. BERTIRE
%, "‘—IL,UEI KT SIS BE B B 3 iR 8 'J%FHI&%O DFS th & ZH EZaEBH T ERSH LHRE
THRNAB B BRE T | AAATHRBETUSBERES MRS B LM T, DFS HEZE M DFS
WRE IEHEI?z%%ﬁ“éIE DRSS 8595 DFS 6 22 1 S A S B B4R S0 X4 B 25 82009 1 BESR .

NWEHEBIRE DFS 5 & Z=E (Ul)

1. WMBEHKRIZIT DFS BB EERE RS , BFERILE-dfsn-Server, 4% Amazon CloudFormation, &
<8 Amazon CloudFormation3t% | 1%5Iﬂ¥£ﬁﬂLﬁ’f£Amazon CloudFormation #2%| & ##JAmazon
CloudFormationf PP g .

2. LAAF &1 Connect BlfE E—$H/3z1H DFS B ZERIRSEZ —AmazonZEREBRH., BXESZE
B BSEEATF Windows SEfIH Amazon EC2 B F 18R P RYIEEEAE Windows 241,

3. I DFS EE#Z#lA. THBRHAREETREdEsmgmt .msc. WIRMAIFITIF DFS EE GUI T &,

4. BERTRE, AEHHEZR , ABRABNEBHNE -1 DFS & ZHRSFN I ENBHERS
BREEET 5.

ERATEND , WAREEREMNTAZE (HII0, corp)o
. EBRREREHBRBENEREEELWNR, EE Next ( T—F ).
7. REBRIANEETEHMNGRZEEIERET , FREZE A Windows Server 2008 kW 2t , ARFik
BT—%.

Note

Windows Server 2008 & 3\ &2 @5 7 22 8] #9 5 5 7] £ T
8. EFEMBEMEIEEHILECreate.
9. ETEERTHEUBNGEEADAEZHESHESD  EFRRE , BAFMBAEZEE Server.
10. SEAF @A ZEE Serverd , MALBIHE =/ DFS @& = RIRS N ITEN B
1. ERRERZE , BECNERZETUNNIR , RAEEREE.

12. EIFADDF |, A E Amazon FSx RS ESX4EHEZM UNC BF5 ( Flan
\fs-0123456789abcdefo.example.com\##) W T X HRHEZ B , RAFERBRHEE.

13. EFEAJDH , WA E A Amazon FSx XHRE EXHHZH UNC B ( Hl30 , \fs-
fedbca9876543210f.example.com\##) 3 FXHRMEEEIR , REERHEE,

14, NFIXHREOH , REE. fXERFEAGEZRETHRNXMEREBRCIE,
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https://s3.amazonaws.com/solution-references/fsx/dfs/setup-DFSN-servers.template
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

Amazon FSx for Windows File Server Windows B P15/
RNHEEBIRE DFS 9B ZFH

15. NERFMMBBEZANBINXMHHAZEERF=NSRK.

N FEEREIRE DFS & ZE 8 (PowerShell)

1. WMREHKRZIT DFS BB EE RS S |, BFEAILE-dfsn-Server, 4% Amazon CloudFormation, &
X BlZAmazon CloudFormation3tk , &S F7E €2 # 4 Amazon CloudFormation #2& A #YAmazon
CloudFormation B FF1ET.

2. J«XFﬁF‘EJﬁ Connect B E— 5 HZ3I# DFS R ZEE RS EEZ —AmazonZREBERAF), BXE
ZELR |, HSHEERT Windows SE6I8 Amazon EC2 A/ i8R MV iE AR Windows 324,

3. T BEFAREH AT EPowerShell. Windows PowerShell§ H E#E LB 5| &R+,
. TAMETX (AE%ET ) EEWindows PowerShel AR ZRENEE RIZIT
5, MRMALFEDFSEEIER  BEHEAUTHSNERERESM L,

Install-WindowsFeature RSAT-DFS-Mgmt-Con

6. WMREZEUAE DFS v BZE , AILEAUTH B ZEAEGZE—/ PowerShell &%,

$NSS1
$NSS2

= computer name of the 1st DFS Namespace server

= computer name of the 2nd DFS Namespace server

$DNSRoot = fully qualified Active Directory domain name (e.g. mydomain.com)
$Namespace = Namespace name you want to use

$Folder = Folder path you want to use within the Namespace

$FS1FolderTarget = Share path to Folder Target on File System 1
$FS2FolderTarget = Share path to Folder Target on File System 2

$NSS1, $NSS2 | ForEach-Object { Invoke-Command -ComputerName $_ -ScriptBlock { mkdir “C:
\DFS\${using:Namespace}”;
New-SmbShare -Name ${using:Namespace} -Path “C:\DFS\${using:Namespace}” } }

New-DfsnRoot -Path "\\${DNSRoot}\${Namespace}" -TargetPath "\\${NSS1}.${DNSRoot}\
${Namespace}" -Type DomainV2

New-DfsnRootTarget -Path "\\${DNSRoot}\${Namespace}" -TargetPath "\\${NSS2}.${DNSRoot}\
${Namespace}"

7. EXEDFS BT RFGIEMHR | ATLERLT PowerShell 655, XEMABIE— MR | BIAE
R TR RNZ I1¢9€E’Jl‘|‘§9—1§]§|—%§ﬂﬁ$ﬁ’]£ Amazon FSx X R £,

$FS1 = DNS name of primary FSx file system
New-DfsnFolder -Path “\\${DNSRoot}\${Namespace}\${Folder}" -TargetPath “\\${FS1}\
${FS1FolderTarget}” -EnableTargetFailback $True -ReferralPriorityClass GlobalHigh

8. ¥%F Amazon FSx XHRZRMBIE —/ DFS sp B =R 4R F, MBFEZ4ERWITESFT
SEIEER|E Amazon FSx XHRS |, MIRE R XH RS,

$FS2 = DNS name of secondary FSx file system
New-DfsnFolderTarget -Path “\\${DNSRoot}\${Namespace}\${Folder}" -TargetPath “\\${FS2}\
${FS2FolderTarget}”

IE , B LERZHIIEEN DFS R Z B XHRMNZEEREMNITEXFIHEHE. FTHRESFITES
BIEMEIE Amazon FSx XHRE (MBREXFILMA , WiEEEANXHRE ) .

Bl ST B ARBR A B Powershell. MR FPIEEWindows PowerShellAREETUTHT.

net use Z: \\${DNSRoot}\${Namespace}\${Folder} /persistent:yes
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https://s3.amazonaws.com/solution-references/fsx/dfs/setup-DFSN-servers.template
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

Amazon FSx for Windows File Server Windows B P15/
FEREP R FSx 2 AKX

ER%FBTERA FSx ZATAKX

NTHEPBEERSTAXXHREHENSTRAY , RINBUWENSTHAXEEPHBT Amazon FSx XHFR
SUEBRTEBNEPED. IRMADTRRENXHBBEERSEFNBRREEHENAEFNAFER.

Note

E R DFS EFIRER HXHRSE |, FRERM VPC ZLEAAEFH AN |, A FFIRAmazon
VPC %24 (p. 163).
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D& =77k et

 API hr7 : 2018-03-01

o BRI EFATE : 2022 F 4 A 5H

TENBTHIESE FSx Windows A iERE. MEAX XA EHWEL

update-history-change

W INT 3389 SupportAmazon
PrivateLink## 0 VPC 4&ix17
o (p.211)

0T X Amazon Kendra B9
Support (p. 211)

T X ST [ T RY
Support (p. 211)

NI T 3 S & AR
Support (p. 211)

BE MG RENEES
£ (p. 211)

INT Support FERAIEFLAE IP s
WHEFRIARBNZ (p. 211)

update-history-description

EHETLUERED VPC Kix
=M VPC 518 Amazon FSx
API , MFTEET Internet &
ERE, BXEZER , HS

¥ . Amazon FSx f# 0 VPC &
[ REP=

WMIE , A LU FSx for Windows
File Server X R FA{E
Amazon Kendra I #ER , AiF
BRI FE R RGP IFMHIIX
HPaEsnER. BXEZER,
¥ES . I¥ FSx for Windows File
Server 5 Amazon Kendra &4

A.

U, B ERAXNXH. XH
RAMIHHEZWHRLRF RN
PR EIT, SIS FITEYS
H&&3% % Amazon CloudWatch
B &= Amazon Kinesis Data
Firehose ff%5. BXEZELR ,
BSH . XHHEEIT.

M7E , WABAEEA Amazon FSx
ER—EERNEHZBAmazon3
— /N P AmazonX 35 ( X 1EEI
) BE—MAmazonXiE ( Xi
HNEIR ), BXEZER , H5
® ., EFEM.

A AmazonFF X AT HE X
Amazon CloudFormationi& R ,
UNHRENBERIIEERE
B, BENMXHERENEES
B, BXEZELE ,ESH., o
AEMFEHEE.

BRI LB FERAIEFAE IP ity
AR ith & i i 8 & A F Windows
XHRE LB RS FSx. B
REZER , BSH . ZEFEHNR
5. YRAT LA FSx for Windows

File Server 6 REMA R BB E
FAIEFAE IP H#3tHY DNS RS 85

, BRI BT RSS iR

update-history-date
2022 4 A5H

2022 3 A 26 H

20216 A8 H

2021 %4 A 12 H

20212 R 17 H

2020 £12 A 17 B
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https://docs.amazonaws.cn/fsx/latest/WindowsGuide/kendra-integration.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/kendra-integration.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/kendra-integration.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/file-access-auditing.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/using-backups.html#copy-backups
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/managing-storage-capacity.html#automate-storage-capacity-increase
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/managing-storage-capacity.html#automate-storage-capacity-increase
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/supported-fsx-clients.html#access-environments
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/supported-fsx-clients.html#access-environments

Amazon FSx for Windows File Server Windows B P15/

1 AD 12 FI25 0 B REEN K
Active Directory. BXEZEE. ,
BeH ., NIDH FSx SERE
BHMEESNE R —REER.

W INT X E A DNS BIE 8 E , B DNS 3IE5ETA 202011 B9 A
Support (p. 211) Fimm 3R LR BIER FSx

for Windows X IRE 22 XX RS
KEER, BREZER , B
), B DNS BIBMELS: &
FI DNS BI& 15 R X4 R4

18 Support T3 Amazon Elastic  BILFE A LA FSx for Windows 2020 £11 A 9 B
Container Service B9 (p. 211) File Server 5 Amazon ECS 4

R, BXEZEE , ES

B, XEFHEF.

Amazon FSx Bl 2 5&£ K Amazon HIE , A LA HAmazon 2020 11 A9 H
Backup (p. 211) BackupBk T £ A A4l Amazon

FSx &2 , T A& A3
IR FSx MHREG, AXES
88 , B&M . EAAmazon
Backupf£ /i Amazon FSx.

BMTELESET BN D, FETHEERNKE , & 202056 A1H
Support (p. 211) AT LS R Windows XAERRS 88 XX

HRENIE FSxWELE, &
XEZER  BEH. EEFL

BTN ERBET BW MEFHERNEAR , ETLUE 2020F6 A1 H
Support (p. 211) 0 Windows X4 BREER RS

HIE FSx WEFHERE, AXE
ZEE , ESH . EEFHETE.

T XEEIRSNES (HDD) 174%  H FSx for Windows File Server 20202020 £ 3 A 26 H
#9 Support (p. 211) B} , HDD 7% Al 1 R A A

HREREE. BXESEER , S

. FATLDE FSx (RILARAR.

WO T X AL ME , & SEHAmazon 20202 A 4 H
# SupportAmazon DataSynci¥ X #t&#1 %l FSx for
DataSync (p. 211) Windows File Server, BXE%

BR ,B2H ., EARXHER
Z| Amazon FSx for Windows File
ServerAmazonDataSync.

FSx for Windows File Server %% ZU4E , A LAERA Amazon FSx 20194 11 B 20 B
T X E At Windows XHREEE  CLI 7 PowerShell E#{TIZREE

FSHEE (p. 211) ,BEENMAHREZ, ESHEHE

F A8 E AN S P B9 SO

GEHREFNNR, EXESZE

BSHE ., EEXHRE.

om ot 55
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https://docs.amazonaws.cn/fsx/latest/WindowsGuide/using-backups.html#aws-backup-and-fsx
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https://docs.amazonaws.cn/fsx/latest/WindowsGuide/optimize-fsx-costs.html
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https://docs.amazonaws.cn/fsx/latest/WindowsGuide/administering-file-systems.html

Amazon FSx for Windows File Server Windows B P15/

FSx for Windows File Server %7 f&aJ LA FSx for Windows File 2019 % 11 A 20 H
FREMZAAXEZE (p. 211) Server WZHARXIE , UEE
Bt EESANTRAKX (AZ) B
SURAMEXHGRS. BXEZE
B BsH., TAEEEAM
BAARMSAARXHRE.

FSx for Windows File Server %71 I1E , ¥R LAER Microsoft 2019 10 A 17 H
THEBRPFAFEMITHAIAN  Windows RAEMNEZEHRIE
*#F (p. 211) REEHFSEHEIRE FSx for

Windows XS X RS L
THXH. BXEZER , ES
® ., EEAFSEMITFH.

Amazon FSx for Microsoft B IE A LAE FSx for Windows 2019 4% 7 B 31 H
Windows &E& 8|4 kX File Server X RS HEE
¥ (p. 211) Windows B EI4. B EIALRE

B P AT BB R ST AR B A BT
HRA B HAMBUR X E BT LR
XA, AREZER , #S
5. ERABTEA.

W% FSx KA EZWNMECES BIERLIA FSx for Windows 2019 £ 6 A 25 A
B &% (p. 211) File Server X#% % , Amazon

Managed Microsoft AD{ F

[ VPC [ VPC VB &

Amazon Web Services M Lt

XHRZE, BXEZELR , FS

) . Active Directory Support.

T 5% FSx KA@M MEUED  ESIMEATLFERTF Windows 2019 % 6 A 24 H
B &% (p. 211) X AHARSS B8R XA RETRY FSx tn

ABEEEH Microsoft Active

Directory 13 , Toit R EA ik

_=EH. BXEZEER , BS

¥ o Active Directory Support.

I 55 FSx &F4& SOC ik T5# FSx BE#TTIRME , L 201958 16 H
i (p. 211) & SOC \iE, BXEZEER.,

B ., ZESBERP.
S0 T 5 FAmazon Direct AIBAERT AR5 2019 & 2019%F 2 A 25 H
Connect, VPN FIXiFE VPC X 2 B 22 BZ/E8IEH Amazon
EEETE (p. 211) FSx X4 %Amazon Direct

Connect, VPN #M[XigE VPC
NEEE, BXEZER , BS
B . XZEFMIFETE.

Amazon Direct Connectig in 7 SEITE A LA S 3t 3 TR A E A 2019 2 A 22 H
VPN #MXEE VPC XW&EiE#ESZ  Amazon VPC RV EIRS EE
# (p. 211) AT Windows 4RSS 288

Amazon FSx X #IRE S XHH

%5 . S Amazon Web Services K

P.EXESER 558 .. X5

By i5 | 75 3.
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Amazon FSx IE ERX % Amazon FSx for Windows File 2018 %11 A 28 H
# (p. 211) Server R #tE£ X EM Microsoft

Windows X RS E: , AR

4 Windows MHRZRMET

. Amazon FSx for Windows

File Server #2Ihge, MHaEM3R

B, IR LNAREFER

E¥E, Amazon.
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