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XA, BANEEEN Amazon S3 FHEBNUEEETEEH,

OversizedConfigurationItemChangeDeliveryFailed

Amazon Configzk BEfFd A Bt (& 1 3 & 8 FZ2 1% E) Amazon S3 Fi .

BxRHIEH , 58 Amazon Config &% %] Amazon SNS EFHIEA (p. 91).
A< Amazon SNS WEZ{EE , i3 Amazon Simple Notification Service FF & A F 355,

IFRY R IRRE

Amazon Config X#FELT Amazon BIRKBEMEFRXR, REXFRAXZGHEHP -0 RRKE, FEPLT
FAmazon Configés E XK F Y2 H & BX TR EX B FRF I HFWL N BN ERFKIR.

&R EHRAmazon Configk FHF —H5 HRKE, ARXEZIFNRRRENIIR , BSHENEN

B Support FRIEA.
Note

EEA N A SAE BT R IR LiE1TAmazon Configik il R %3 , A ERBABREICRFNER TIE
7. EFANTEBTREDN, EXEFXMAANFEREANZEANXINELER , FSEAN
5 E fill &% 22 Amazon ConfigRule.

it Amazon ConfigfEboards# RIREHF |, FIRFREXENR AR REFERKSEHEEESEPHEE
W, MREEFRECRBREN CEAMESIFNTRER  WEHTREREEMRIES ,
BURERXWRERARFENEL, ABREEHRE , FEHLHL I,

Amazon AP| Gateway

Amazon fR%5 HIRREE KR MR IR
API| Gateway AWS::ApiCateway: :Sta§ES7E ApiGateway Rest API
REXE WAFRegional WebACL
AWS: :ApiGatewayV2: : SEg&E ApiGatewayV2 Api
AWS: :ApiCateway: :Res&hgi ApiGateway Hi E&
AWS: :ApiCatewayV2: : AfE ApiGatewayV2 Stage

T #RHH%F %15 B Amazon Config&Amazon AP| Gateway £ F 142 AP Gateway API Bt & Amazon
Config.

I &% CloudFront

Amazon RS BRIRKBE xR FERBEIR
I 3% CloudFront AWS: :CloudFront: :Dis¥FBtion AmazonWAF WebACL
ACM i



https://docs.amazonaws.cn/sns/latest/dg/
https://github.com/awslabs/aws-config-resource-schema/tree/master/config/properties/resource-types
https://github.com/awslabs/aws-config-resource-schema/tree/master/config/properties/resource-types
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config-rules.html
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config-rules.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/apigateway-config.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/apigateway-config.html
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I 3 CloudWatch

Amazon RE BRIRRBE XER HXER
S3Bucket
IAM BRS525IE
AWS::CloudFront: :StradiBgDistribution K AmazonWAF WebACL
ACM iE$
S3Bucket
IAM ARSS BRIEH
"Amazon ConfigiAmazon CloudFront {RIEEZEH S (35 B L AL L) Kigiigt,
I 5% CloudWatch
Amazon IR% BRIRKBE xR HXBIR
I 5 CloudWatch AWS: :CloudWatch: :Alal@ NA
Amazon DynamoDB
Amazon R% BRRRBE XER HXER
Amazon DynamoDB AWS: :DynamoDB: : TableNA NA
Amazon Elastic Block Store
Amazon R% BIRKBE xR HXER
Amazon Elastic Block AWS::EC2: :Volume EHF EC2 324
Store
Amazon Elastic Compute Cloud
Amazon IR% BRRREE XER HXBER
Amazon Elastic AWS: :EC2: :Host a8 EC2 3245
Compute Cloud
AWS::EC2::EIP EHF EC2 341
M &ZEO
AWS::EC2::Instance @8 EC2 M&#0
REXF EC2 &£4
EHF Amazon EBS %
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Amazon Elastic Compute Cloud

Amazon fR%5 HIRREE xR MR BIR
EC2 #1% IP (EIP)
aBE EC2 TREM
3z B
™

AWS: :EC2: :NetworkIntsdkSe

AWS:

AWS:

AWS:

AWS:

AWS:

AWS:

AWS:

AWS:

AWS:

tEC2:

:EC2:

tEC2:

:EC2:

tEC2:

:EC2:

:EC2:

tEC2:

tEC2:

:SecurityGrfxE|

:NatGateway2 ST

aEH

:EgressOnlyfii@inetGateway

:FlowLog | NA
:TransitGatlway
:TransitGatNwayAttachment
:TransitGatMwayRouteTable

:VPCEndpoin8@E#E

HEHE
aeH
asH

:VPCEndpoin¥dk&lice

Virtual Private Cloud
(VPC)

EC2 2424

EC2 34 IP (EIP)
EC2 x4l

B H &

™

Virtual Private Cloud
(VPC)

EC2 341
EC2 MO

Virtual Private Cloud
(VPC)

Virtual Private Cloud
(VPC)

W

Virtual Private Cloud
(VPC)

NA
NA
NA
NA

Virtual Private Cloud
(VPC)

M &0
W
BHRE

ElasticLoadBalancingV2

LoadBalancer
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Amazon Elastic Container Registry

Amazon fE%5 REEE EE S MRRIR
AWS::EC2: :VPCPeering@dk@ction Virtual Private Cloud
(VPC)
AWS::EC2: :Registered@tance EC2 =4l
AWS: :EC2: :LaunchTemplNAte NA

"Amazon Config 22 FEAENUREE LBINTFNEBIEAEL. Hit , ERESHRSBHEGRE
WANEMN S IERE , A LUF Amazon Config AEHRER. Al , BAUEFEENRFINEERLIERH
BEHETHN Amazon REME (AMI), RAF , BANERENENWERER LILF (SREEEFAR O
EVENEFRAER), URIEZENESHES AMI WiFAIEER, BXELZELE , 2R .. FA BREEE
% Amazon ConfigH 95E A FLinux SEBIH Amazon EC2 B P 8/.

"EC2 SecurityGroup B EXA% IP CIDR #t , XERERLDERY IPBE , ERAERSTE P EERT
BELBREENER, BXEREE P BENBREE , BSENSRERWH RS

Amazon Elastic Container Registry

Amazon fR%5 RIRKEIE xR MR BTIR
Amazon Elastic AWS: :ECR: :RepositoryNA NA
Container Registry

Amazon Elastic Container Registry Public

Amazon fR%5 RIRKEIE xR MR TR
Amazon Elastic AWS: :ECR: :PublicRepoNAtory NA
Container Registry

Public

"Amazon Confighi Amazon Elastic Contaer Regit Conter Regit Public B XX EEE R (35

Amazon Elastic Container Service

Amazon RS RIRERE xR HEREIR
Amazon Elastic AWS::ECS::Cluster NA NA
Container Service
AWS: :ECS: :TaskDefiniNAon NA
AWS::ECS::Service” | NA NA

"I BRSS B #14R 455 #9Amazon Resource Name (ARN) =, BXESES , 5 . Amazon BRAH
(ARN) #1 IDTE ECS FR AR IEEREF,

B (F%#) : arn:aws:ecs:region:aws_account_id:service/service-name

10


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/dedicated-hosts-aws-config.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/dedicated-hosts-aws-config.html
https://docs.amazonaws.cn/config/latest/developerguide/querying-AWS-resources.html#query-limitations
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/ecs-account-settings.html#ecs-resource-ids
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/ecs-account-settings.html#ecs-resource-ids
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Amazon Elastic File System

¥ (X% ) : arn:aws:ecs:region:aws_account_id:service/cluster-name/service-name

Amazon Elastic File System

Amazon IR% RIREBE xR MXRER
Amazon Elastic File AWS: :EFS::FileSystemNA NA
System

AWS: :EFS: :AccessPoinNA NA

Amazon Elastic Kubernetes Service

Amazon R% BIRKBE xR HXER
Amazon Elastic AWS::EKS::Cluster NA NA

Kubernetes Service

Amazon EMR

Amazon RS RIRREE xFR HEXREIR

Amazon EMR AWS: :EMR: :SecurityCoNAiguration NA

NI &3 GuardDuty

Amazon IR% TREAE xR X BER
I 5 # GuardDuty AWS: :GuardDuty: : DetelAor NA

I &% OpenSearch AR5

Amazon RS RIREEE xR X RIR

T 5% OpenSearch lR | AWS: :Elasticsearch: : Bdik&Ein KMS 4R

5 EC2 224
EC2 ¥
Virtual Private Cloud
(VPC)

AWS: :OpenSearch: : DomNAn NA

11
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Amazon Quantum Ledger Database (Amazon QLDB)

Amazon Quantum Ledger Database (Amazon QLDB)

Amazon RS BIRFEHE xR

Amazon QLDB AWS: :QLDB::Ledger  NA

Amazon Kinesis

Amazon RS BIRERE xR
Amazon Kinesis AWS: :Kinesis: :StreamNA

AWS: :Kinesis: :StreamNAnsumer

FEXEIR
NA

XTI
NA
NA

Amazon Managed Streaming for Apache Kafka

Amazon RE BFRXKEE xR
Amazon Managed AWS: :MSK: :Cluster NA
Streaming for Apache

Kafka

Amazon Redshift

Amazon RE BRRKBE XER
Amazon Redshift AWS: :Redshift::ClustzBkE|

AWS: :Redshift::ClustNAParameterGroup
AWS: :Redshift::ClustMASecurityGroup

AWS: :Redshift::Clustsu@pshot

AWS: :Redshift::Clust#@netGroup

P S
NA

MXBIR
SRSB4
SHze4
SHTNA
Z£4

Virtual Private Cloud
(VPC)

NA
NA
Cluster

Virtual Private Cloud
(VPC)

TH

Virtual Private Cloud
(VPC)

12
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Amazon Relational Database Service

Amazon fRS5 RIRREE x&R X BT

AWS: :Redshift: :EventNAbscription NA

Amazon Relational Database Service

Amazon R BRIRKBE xXER HXER
Amazon Relational AWS: :RDS: :DBInstanceXxBkF| EC2 Z£4
Database Service -
RDS #ifeEL <4
RDS $iEE M E
AWS: :RDS: : DBSecurityShixd EC2 224
Virtual Private Cloud
(VPC)
AWS: :RDS: : DBSnapshotxEXF| Virtual Private Cloud
(VPC)
AWS: :RDS: : DBSubnetGrafxF| EC2 Z£4
Virtual Private Cloud
(VPC)
AWS: :RDS: :EventSubschAption NA
AWS::RDS::DBCluster && RDS ##EE:=HI
KExE| RDS ##EEFMH
EC2 Z£4
AWS: :RDS: :DBClusterSHdSot RDS BiEEER
Virtual Private Cloud
(VPC)
Amazon Route 53
Amazon RS BIRERE xR HXBRIR
Amazon Route 53 AWS: :Route53ResolverNAResolverEndpoint | NA
AWS: :Route53ResolverNAResolverRule NA

AWS: :Route53ResolverNAResolverRuleAssociMAion

Amazon S3 FEEE T

Amazon Configif 12 % 31 F Amazon S3 F#fHHRREE A Amazon S3 WA TE M,

13
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I 5# SageMaker

B P

AccelerateConfiguration EENE P S FEN Bz 4% AR &2 M niE,
BucketAcl AT EREERBAN R A7 R E5 X,

BucketPolicy BT E X F IR KB

CrossOriginConfiguration RFBEXIFEREERS.

LifecycleConfiguration ATENEERBPONRERBERAN,
LoggingConfiguration AT RIERFEM# B E RN B EiE R,
NotificationConfiguration ATHNEEFZHERE4AREBRIME TERNS4EL,
ReplicationConfiguration ETRRE Amazon XFHFNEFE#EBZE B URSHRNEFIXT R,
RequestPaymentConfiguration BHRBES SN

TaggingConfiguration AMBE#BEA TS ENRE, BHAUERRERBERITZ,
WebsiteConfiguration NEERERARSMLEE,

VersioningConfiguration X F NP RIS AR R,

BXREMNESER , B2 FM# B0 E LT F HAmazon Simple Service.

Il 53 SageMaker

Amazon fE% HIRREE KR MXRAR

I 5 # SageMaker AWS: :SageMaker: :CodeRApository NA
AWS: : SageMaker: :ModeNA NA
AWS: :SageMaker: :NoteNAokInstance NA

Amazon Simple Notification Service

Amazon fE% HIRKEE xR MHRRIR
Amazon Simple AWS::SNS::Topic NA NA

Notification Service

Amazon Simple Queue Service

Amazon BR% HRERE xR HRFIR
Amazon Simple Queue | AWS: :SQS::Queue NA NA
Service

14


https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingBucket.html#bucket-config-options-intro
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Amazon Simple Storage Service

Amazon Simple Storage Service

Amazon fR%5 HIRREME KR
Amazon Simple Storage | AWS: :S3: :Bucket” NA

Service

AWS::S3::AccountPubllAAccessBlock

"IRAEF Amazon Config BB HiZRIEH S3 EHBERKIEBEETWES , FRILAH S3 FHRBER

REHALENNR, BXESER 20 52 S3 FHMBFEHENR (p. 221).

Amazon Virtual Private Cloud

Amazon IR BIRFEEE xR
Amazon Virtual Private | AWS: :EC2: : CustomerGakeidy
Cloud -
AWS: :EC2:: InternetGaﬁéﬂ
AWS: :EC2: :NetworkAc1NA
AWS::EC2::RouteTableE@BE
VEE
AWS::EC2::Subnet a8
EHF
aEE
AWS: :EC2::VPC a8
XxExZ
EHF

EESE
NA
NA

HXBER
VPN & #

Virtual Private Cloud
(VPC)

NA
EC2 %6l
EC2 M&&# N
FM

VPN R

Virtual Private Cloud
(VPC)

EC2 34
EC2 MO
m 4 ACL
BH*R

Virtual Private Cloud
(VPC)

EC2 3£l
EC2 M40
M £& ACL
hi:3:2

FM

RE4E
Internet P>

15
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Amazon Auto Scaling

Amazon RE BRIRRBE XER
AWS: :EC2: : VPNConnectiHa 3

AWS: :EC2: : VPNGatewaylEH Bl

Amazon Auto Scaling
Amazon RS wRERE KR

Amazon Auto Scaling AWS: :AutoScaling: : Auf®calingGroup

RERE
AWS: :AutoScaling: : Lagi#Bonfiguration
AWS: :AutoScaling: : ScaBE@Policy

AWS: :AutoScaling: : Schdtdl edAction

NI & 3% WorkSpaces

Amazon fRg5 HIRKBE xR
ML 5k WorkSpaces AWS: :WorkSpaces: :ConNActionAlias

AWS: :WorkSpaces: :WorMApace

Amazon Backup

Amazon R% wREAE PSS
Amazon Backup AWS: :Backup: : BackupPNAn
AWS: :Backup: :BackupSHAection

AWS: :Backup: :BackupVhAlt

HXRER
VPN 3%
BEFEMX
VPN M3

Virtual Private Cloud
(VPC)

VPN E#
hi:3:2

MXRFIR

Amazon EC2 34l
Classic Load Balancer
Auto Scaling B3I B &
T

Amazon EC2 Z24
Auto Scaling 44

Bk

Auto Scaling 42

R BR
NA
NA

X ER
NA
NA

NA'
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Amazon Batch

Amazon fRS5 RIRREE x&R X BT

AWS: :Backup: :RecoverMPoint NA

B F #nfAmazon Backupworks , H A — L33 R B 5 H b %7 R 35 B AH < Amazon Backupltb & Y &R

A,

AWS: :Backup: :BackupPlanSAWS: :Backup: : BackupSelectionE A Backup It HBERZ%E |, #
BAaws: :Backup: :BackupVaultE5AwWS: :Backup: :RecoveryPoint EH , Amazon BackupXHEE %

MEE R
BXEZER  BSH . ERFMITIEEZONLES 0 HE.

Amazon Batch

Amazon fE% HIRKRE P MXRRIR
Amazon Batch AWS: :Batch: :JobQueueNA NA
AWS: :Batch: :ComputeENAironment NA

Amazon Certificate Manager

Amazon RS "RERE xR HXRIR
Amazon Certificate AWS: :ACM: :CertificatNA NA
Manager

Amazon CloudFormation

Amazon R BRIRRBE XER HXER
Amazon AWS: :CloudFormation:4E&ack X 3R Amazon RIRE
i |

CloudFormation

"Amazon Config £12&% Amazon CloudFormation HE4% 1 HEH sk 360 % RS B AT i o B B 5
%, Amazon Config FLIEFNHERPHMAZ RN R RLEMENEEER, TEXEFNRRLBETR

R NWEETNI KRB D Fo

Amazon CloudTrail

Amazon RS RFXKEE xR HXBRIR
Amazon CloudTrail AWS::CloudTrail: :TraNA NA

17


https://docs.amazonaws.cn/aws-backup/latest/devguide/about-backup-plans.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/vaults.html
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Amazon CodeBuild

Amazon CodeBuild

Amazon RS BIREHE xR

*

Amazon CodeBuild AWS: :CodeBuild: : Projsdik Z|

HEXRBEIR
S3 7k
IAM &€&

"= T4 3 Amazon Config f1{i5 Amazon CodeBuild £RMEZEL |, HS ¥ Amazon Config 5

Amazon CodeBuild REIEEEEH.

Amazon CodeDeploy

Amazon fRg5 HIRKBE xFR
Amazon CodeDeploy AWS: :CodeDeploy: : AppHEifation
AWS: :CodeDeploy: :DeplldymentConfig

AWS: :CodeDeploy: : DepEFiEntGroup
Amazon CodePipeline
Amazon Bk TREAE S

Amazon CodePipeline AWS: :CodePipeline: : PEE Fine

FERE

HEXBEIR
DeploymentGroup
NA

NAERF

HXBEIR

S3 fFfk R

IAM A&

KRBUHAE

Lambda BE ¥
Cloudformation 4%

ElasticBeanstalk N Fi&
F

"Amazon Config S & B 81z %3 CodePipeline && & 8 H XS & E£A, Amazon ConfigR£id
ENEEFHAXGHNRBRREFMBNEEER. FEXRNFRELE (W codeCommit repository,
CodeDeploy application, ECS cluster, l ECS service ) EREMKRNWEEMN+MREEI 2

[

Amazon Config

Amazon RS BIRFEEE xR

Amazon Config AWS: :Config: :Resourcaipdliance

X B R
ERE

18


https://docs.amazonaws.cn/codebuild/latest/userguide/how-to-integrate-config.html
https://docs.amazonaws.cn/codebuild/latest/userguide/how-to-integrate-config.html
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Amazon Database Migration Service

Amazon fRS5 RIRREE xFR

X BT

AWS::Config: :ConformiAcePackCompliance | NA

EEFA B INEY :Config: :ResourceComplianceff <& REUATF N
{IAWS : :Config: :ResourceComplianceRREN B ERRRENEHM,

Note

HFFIAWS: :Cconfig: :ConformancePackCompliance ®REH T B SNUREER .

Amazon Database Migration Service

Amazon RS TRERE S
Amazon Database AWS: :DMS: :EventSubschAption

Migration Service
AWS: :DMS: :ReplicatioNAubnetGroup

Amazon Elastic Beanstalk

Amazon fRS5 TRERE xR
Amazon Elastic AWS::ElasticBeanstal®:&Application
Beanstalk

REXE

HEXRBEIR
NA
NA

HEXRBER

Elastic Beanstalk B T2
FFRRA

Elastic Beanstalk 35
IAM &

AWS: :ElasticBeanstal®:E&pplicationVersiomlastic Beanstalk F

RERE

AWS::ElasticBeanstal®Z#Rvironment

RERE]
aE
Amazon Global Accelerator
Amazon RS BIRERE xR
Amazon Global AWS::GlobalAcceleratdA: :Listener

Accelerator

F
Elastic Beanstalk ¥r3%
S3 FEE

Elastic Beanstalk N 72
F

Elastic Beanstalk B 2
B AR

IAM A&
CloudFormation %

MAXBIR
NA

19
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Amazon Identity and Access Management

Amazon fE%5 REEE EE S MRRIR
AWS: :GlobalAcceleratNA: :EndpointGroup* NA

AWS::GlobalAccelerathA: :Accelerator NA

WRBREZEAED (RYNK ) KSR,

Amazon Identity and Access Management

Amazon fR%5 HIRREE KR MR IR
Amazon Identity and AWS: :IAM: :User HEHE IAM 4R
Access Management
IAM B/ BRI
AWS: :IAM: :Group a8 IAM B F
ERE IAM & 7= B R B
AWS::IAM::Role R IAM B IEE R
AWS: :IAM: :Policy HEHE IAM A
IAM 44
IAM B8
Amazon Identity and AWS: :AccessAnalyzer:NAnalyzer NA

Access Management
Access Analyzer

Amazon Config @2 ABRRBEEFHIEZNEEFMAER . AXNRRBNESES  BSAKERRKS
MERERER(FE 1AM B P HERH).

Amazon Key Management Service

Amazon fR%5 RIRKEE KR MR IR
Amazon Key AWS: :KMS: :Key NA NA

Management Service

Amazon Lambda &%k

Amazon %% HIRREE KR MXAR

Amazon Lambda B¥¥{  AWS::Lambda: :Functio#BkE| IAM A&
EC2 Z£4

BEE EC2 ¥

20


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
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Amazon Network Firewall

Amazon Network Firewall

Amazon IR% BIREHE xR HRBEIR
Amazon Network AWS: :NetworkFirewalliEgBlewall EC2 7
Firewall .

XxEXE NetworkFirewall

FirewallPolicy

AWS: :NetworkFirewall¥H{FewallPolicy NetworkFirewall

RuleGroup
AWS: :NetworkFirewallNARuleGroup NA

Amazon Secrets Manager

Amazon RS TRERE xR MRBEIR

Amazon Secrets AWS: :SecretsManager: ¥ &et Lambda B

Manager

KERE KMS %44

Amazon Service Catalog

Amazon Bk BRERE xR MHEXRBIR

Amazon Service AWS::ServiceCatalog:®&dhdFormationProduttmA &

Catal

2eed RERE CloudFormationProvisionedProduct

AWS: :ServiceCatalog: ®#&ldFormationProviFimArroduct
CloudFormationProduct
CloudFormationStack

AWS: :ServiceCatalog:®&rtfolio CloudFormationProduct

Amazon Shield

Amazon fE%5 BREEE P MRXRRIR
Amazon Shield’ AWS::Shield: :Protect¥dikZl T 53 CloudFront % %
AWS::ShieldRegional: & ection EC2 EIP
RERE ElasticLoadBalancing
Balan
RERE ElasticLoadBalancingV2

LoadBalancer
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Amazon Step Functions

"S$ AWS: :Shield: :Protection 9 Amazon Config XIFMNEEXZEFRT (FHFRLILEP ) XigiRft, XL
X1#H : AWS: :ShieldRegional: :ProtectionfEFiA X 1E ftAmazon ShieldZ #,

Amazon Step Functions

Amazon k% HREAE S X ER
Amazon Step Functions  AWS::StepFunctions::NAtivity NA
AWS::StepFunctions: :NAateMachine NA

Amazon Systems Manager

Amazon RS BIRERE xR HXBRIR
Amazon Systems AWS: : SSM: :ManagedIns¥d#&@ Inventory EC2 £41
Manager o
AWS: : SSM: : PatchCompl¥Htds REXRHIESE
AWS: :SSM: :Associatiowik@dliance REXRHEFSE
AWS::SSM::FileData ><BKE| REXGIER

‘BYRAXEESAIEEMEZES , 3 MRecording Software Configuration for Managed
Instances (p. 81)o

Amazon WAF

Amazon fR%5 HIRREE xR MR IR
Amazon WAF’ AWS: :WAF: :RateBasedRMAe NA
AWS::WAF: :Rule NA NA
AWS: :WAF : :WebACL KERE WAF 0
WAF ETFERAHN
WAF #LI4H
AWS: :WAF: :RuleGroup *<EXE| WAF #10
AWS: :WAFRegional: :RaNABasedRule NA
AWS: :WAFRegional: : RullA NA
AWS: :WAFRegional : : WeBeBER] ElasticLoadBalancingV2

LoadBalancer
WAFRegional #1

WAFRegional & F &=
B0
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Amazon X-Ray

Amazon g% RIRREE xFR HXBIR
WAFRegional ru

AWS: :WAFRegional: : Ru¥s@up WAFRegional L1

SRR A : AmazonWAF BFSRBENERERE (35 BILLH) KR
fit, AWS: :WAFRegional::RateBasedRule, AWS::WAFRegional::Rule, AWS::WAFRegional: :WebACL
H AWS : :WAFRegional: :RuleGroup EFTE X Amazon WAF By Xigiig 1,

Amazon RS RIRREE xR MR EIR

Amazon WAFv2’ AWS: :WAFv2: :WebACL | XEXE| ElasticLoadBalancingV2
LoadBalancer

ApiGateway FEX
WAFV2 IPSet

WAFv2
RegexPatternSet

WAFv2 RuleGroup

WAFv2
ManagedRuleSet
AWS: :WAFv2: :RuleGroupgBX F| WAFvV2 |PSet
WAFv2
RegexPatternSet
AWS: :WAFv2: :ManagedRodBxS t WAFv2 RuleGroup
AWS: :WAFv2::IPSet NA NA
AWS: :WAFv2: :RegexPatNArnSet NA

XEEXEA - AmazonWAFV2 & JB K B B £ A Amazon Web Services X 52 Amazon % WAFv2,

Amazon X-Ray

Amazon fRS5 RIRKEE KR MR TR
Amazon X-Ray AWS: :XRay: :EncryptioNAonfig NA

Elastic Load Balancing

Amazon RS RFXEE xR MRBEIR
Elastic Load Balancing | Application Load RERE| EC2 224
Balancer
HEHE M

AWS: :ElasticLoadBalancingV2: :LoadBalancer
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Pt i 10 Y 48 FR 2B
Amazon fE%5 REEE EE S MRRIR
asE Virtual Private Cloud
(VPC)
Application Load NA NA
Balancer {1 ¥r 25
AWS::ElasticLoadBalancingV2::Listener
Classic Load Balancer | <BxZ| EC2 244

AWS::ElasticLoadBalaﬁEﬁﬁ%::LoadBalancer s

LEE Virtual Private Cloud
(VPC)
Network Load Balancer = NA NA

AWS: :ElasticLoadBalancingV2: :LoadBalancer

Be & T A9 4 A BB

BB T LA T 88 0 4B o

A
Metadata

B

HEEE

1588 Contains

BXRUEERNES « IRA&ID
 HIRE ETRY A E]
« REATE REKIDHIRNE ETURA
« RAFFREETHFHRE ID
7R « RIRID
o ERIFRHRERZIR
« WIREE ; BHRAZFHNHEREE (p.7)
* Amazon Resource Name (ARN)
- BEHBRFNTAX (MFER )
o« BRGIEA R

ZRBFENERKSRBRNEMER  XRHER | F120 Amazon EBS

xR #vol-1234567## E| Amazon EC2 Efli-
alb2c3d4
B X A IFER 1T Describe 5 List | 5180 , DescribevVolumes APl £REIHXEN
APl HHIREIMEER UTER:
s BARAENTAKX
o BEZHTE

o BEFHIIM EC2 =468 ID

. BHHERE

IRADeleteOn£k IEFRE

BEZINEEZ

BER W gp2, iol, H standard
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Service Limits

I ==
EE

1. BEBMARTEEMERIBERKHAR, TEBENEEVREZNENNAEFEA,
2. Amazon Config 2 F A B E#rZ CloudTrail iR ERCloudFront & i 4B .
3. M\ 1.3 lRFF1E |, relatedEvents FER N ZE, EA LR LookupEventsAPIF By Amazon CloudTrailAP| &

EXRRERFHEH,
4. M 1.3 iRFF% , configurationltemMD5Hash FE 2, & A LAfE A configurationStateld F B R REHE
BB EED,

Service Limits
TERNET Amazon Config HHIRRH], BRIEZEHE , AN AIRFEERESH#A. BALLERIESE I,
B iy H 4 R #4915 2 Amazon |, 55 AmazonfRS PR 4.
Amazon Config B %5 PR &l

iR FREIE BER N
&K Amazon Config LM (& | 400 =
MRE, BIKS)
BAREREGHK 50 =
REsEPHRAKF K 10000 =
FIERABRBARNMEMERNEZ 1000 =
Rk =¥ E
BRARIREH 50 &
BAKPMXEFREFNERN 300 2
BRA¥E

BAKE—HMHE
iR FREIE BER N
BAKFHBER-BHEHR 50 &
BN—BE 3/ Amazon 130 &
Config £&#LMI
FE— MR EN NKF &S 150 &
Amazon Config &N

HOA-—FHMHI
#ir FREIE BER N
BMNALANER—BHEEHR 50 &
ML —FHMIHSE Amazon | 130 &

Config 310
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DU FR&IE

FIEHRA—FHahEI K& | 180
% Amazon Config Z#1N

28 4O F E AL
iR PR B
FMALWRRAL Amazon 150
Config M|k

anp
[y

|
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Amazon Config FF X A R ¥Em
%8 Amazon Config(12#l4&)

Fr#81E B Amazon Config

SEM Amazon & , BRI FORIIRBFFE Amazon BREMITFRINR., BRENFEFANBRS R,
MR IBZE%HE Amazon Web Services I | iHERATSERRAIE—1,

SEM Amazon Web Services T

1. #T7FF https://portal.aws.amazon.com/billing/signup.
2. REBRELMRBARITRE,

M, BFED —BEE  EREEAREREMA —NRIED,

TEIBSEM Amazon IKF 2 J5 , AT BUEE Amazon Web Services Management Console. Amazon CLI
Amazon FF & TEGF A Amazon Config. G A AT LAMMRFELRE,

EHIRE Amazon Config B , AR A T4 :

« IEEZRFE Amazon Config iIB R M ERAEE,

« iR{E Amazon S3 FHBNBEWEERR (EFEN ) NREFH Li1EF.

+ IZ{& Amazon SNS BB K EE EFRE A,

+ GrantAmazon Configf F i/ 8 Amazon S3 Z##H SNS £ BHIRER.

« IEELFE Amazon Config iIFEFIIERERERENESAMEESEERAAMAN

BRUWMAFEA Amazon CLIWEZ(EE. , 52 EH Amazon CLI iZE& Amazon Config (p. 29).

BXWAEA Amazon SDKs WEZER |, S FE AT Amazon Config # Amazon B4 X TE
A (p. 281)a
E3 ]

» fEREE A1%E Amazon Config (p. 27)

+ &/ Amazon CLI 1% & Amazon Config (p. 29)

+ fF Amazon Config & Amazon FF A TEGEAER (p. 51)

+ f# FAmazon ConfigiZ&l A#M (p. 52)

& F#3 &l 5% & Amazon Config

BT LAEF Amazon Web Services Management Console3RFF 228 Amazon Config #1117 LA N IR4E :

« IEELFE Amazon Config I0RHERFEH,
+ i%{& Amazon SNS LUBAAHE B FE K.

+ ¥§7%E Amazon S3 .

« AddAmazon ConfigfE EM M SR IRSEE,
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Amazon Config FF X A R ¥Em
%8 Amazon Config(12#l4&)

MRER EIRMEMA Amazon Config 2& A # XHELE Amazon Config , Tl AT BUE R £ E M M k1L 14 7 IR
BE, X FXFHXigAmazon ConfigflAmazon ConfigMill] , 5 R Amazon ConfigX i fl 44 ix 75 A
#Amazon Web Services — k5 #.

fEAEH A1RE Amazon Config

1. &%ZE) Amazon Web Services Management Console , fA/5&3d LA T Mt $TFF Amazon Config %]
A : hitps://console.aws.amazon.com/config/s

2. MRZXREHIRITFF Amazon Config # &l & HEFXFHIRE Amazon Config , Amazon Config #2H1&
THENARS AT

CO nﬁg Set up Config
Re CO rd a n d eva l_u ate A summarized view of and non-

resources and the compliance status of the

CO n ﬁ g u rati O n S Of yO u r rules and the resources in each Region.
resources (o [haecn |

Config provides a detailed view of the resources associated with your account,
including how they are configured, how they are related to one another, and how the
configurations and their relationships have changed over time.

3. ER—BIREFSAmazon Configh FAmazon&EXREK. FUUERRA , BFRECERUTSE.
4. 7E Settings (&) WML , XF Resource types to record (BiZ R RIFRER) |, IEELFHE Amazon
Config ILRMAMBERRER, XLRREHEE Amazon BRIFERFE=HRRHEELER.
- BREZXEXFHAMBERR
+ Amazon Configit &= X 1 fl B F tkAmazon & R E B LUK £ F5EM A 5 = 5 &R E Amazon
CloudFormationsEfft#l#5., Amazon Config B 31 7 18 & &3 X HFAmazon B R E, Amazon Config
ELBEHFRIERE=ZARIR , BENLRIRER ZEEAmazon CloudFormation.
c RREELRERUNERIHNLBRFRE (W0 IAM &R ) - Amazon Confige BB FF 1R 1E R
NEEFNEBRIREE,
- ERBFERRER
+ Amazon Config{ i REIEEMN RREXENEEE XK.

ARXEETIVIFMESR , H5SH %2 Amazon Config FTIEFZHVEIR (p. 73)0

5. EATAmazon Configh s , i&FM A K Amazon ConfiglREHXx AR , RBEIHALEHIKS ID NE
KPP APER—NEE, REHEXABHAT%LE X Amazon Config , FE8EZRSEA otherAmazonfi

%o

6. EAT/EZEAR , i%F Amazon S3 ZfEHAmazon Config & X B & 7 5 10 F 34 A B & R B8 324
s BIEEHENE— XTSI EMEEH , A Amazon S3 FHEFHHE .

BB AMNBFIE Amazon S3 FFTIENEEH BB RS —, FMEER (Fla , EBRTEHLIN
2% ) RRAE N —fFA L, ERBUERERS , EXEERHENR. BXELEE , E5H
{Amazon Simple Storage Service AAF{5r) I EMEERS,

* Choose (MEBHIMK ik #F —NMEHER)— X TS3 FRBEN , ERENERFER.
* NBE—ANKFHEE-NMEFEE— XTSI ZEBEN  BRAF#EBEN.

Note

BRI A IR | NZEME LA F Amazon Config 15 R BR K R BE
BXEZER | B2 5 Amazon S3 FEBHIAER (p. 221)0
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https://console.amazonaws.cn/config/
https://docs.amazonaws.cn/AmazonS3/latest/dev/BucketRestrictions.html
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i%iE Amazon Config (Amazon CLI)

£/

7. @A TAmazon SNS & , EFFEELREE IR EHE Amazon SNS EEHAmazon Config K%
BA, flEEER R ICFRERE, RERBEXNEGNME,

8. 1EiEEAEAmazon ConfigiHE R & M E] Amazon SNS £F |, HEBRBEHREA :

c BIEET— WNTEBEN , BALK SNS BB,

o MRAIKF PR —NEB— N FEBER , RFEWEEREBH,

c MB—NKFPFHEE—PET— XN FEHARN , HRAEEH Amazon BREZF (ARN), IMEEM
Hhik PR EE , NiZEBSARE T Amazon Config THRIRRIVERE, BXEZEL , 53R
Amazon SNS EEHR (p. 225),

Note
Amazon SNS EBFRF1E I X g M40 5 418 B 1 X 548 E Amazon Config.

MREREZHFRNE X IR E Amazon Config , £ Next (T —F). HZH £ HAmazon ConfigiZ
FEAN (p. 52)0

BN, FEEAEIA

BXRERKFPHUERRR THRRAREENEE , S0 &F Amazon BREERMF L125F (p. 57).

#&3% W4 FlAmazon Simple Queue ServicAmazon BRI AR AR : BEXESELE , FSH e
AmazonAmazon SQS H'RREE (p. 274).

Amazon CLI ixiE Amazon Config

A LAE A Amazon Command Line Interface #2411 B 2117 Amazon RS

BXME %15 B Amazon CLIA R B XL Amazon Cllitoose , &2 EL T AYAmazon Command Line
Interface Al F f5/.

« Amazon Command Line Interface A8
+ FF#Ri%iE Amazon Command Line Interface

BES U T EBLUER Amazon CLI & & Amazon Config. H#&i%E Amazon Config Zf& , Ea LRI N
RIFE B P P ERIRER, XA Amazon Config RERMNNEZFEL , BSREF. EHAM BRI
(Amazon CLI) (p. 206),

£33
o FEREMH (p. 29)
 J3F Amazon Config (p. 48)
+ BEHNAmazon ConfigEFF & (p. 50)

TR

EiRE Z BAmazonfAmazon CLI , BEZE|IZE — Amazon S3 Zf##&. — Amazon SNS £ —4
IAM & | FHNFKH M REEIER KREH, AT, BULER Amazon CLI 3 Amazon Config ¥ EF# .
FAMAR, RBUSEIRE BN EREHAMazon Config.

EE3
+ B2 Amazon S3 4§ (p. 30)
+ ]2 Amazon SNS E 5 (p. 34)
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« B2 IAM A (p. 42)

12 Amazon S3 17 &

MREMNK S P ELTFHE Amazon S3 EREH BELEEFRHZFENE , BRI AT BRI FREACE Amazon
SNS & (p. 34).

f£A S3 #F A
DIEEER

1.
2.
3.

B LT Mt FTF Amazon S3 %14 : https://console.aws.amazon.com/s3/,
1#£3#% Create bucket (BIEZ18).
£ Bucket name (R E ) # |, # AR S DNS fRENFHEBER.

FHRBEMLIBEUTER !

« EFfHE Amazon S3 2K —1,

« KEMANT 3 2 63 MNEFZEL,
- TBEAREREH.

s UNEFBHHFIFL,

PBREMHEE  EXEBEREEN. BRRMENFHEEME Amazon S3 RFIBE B FMHME
BRFRE—EH. BXFERDEANNAENESFEEL , FSRFEBRS FHIAmazon Simple
Storage S.

Important

BEAFHBENTISHRES , KS. FRBEHRETEEOFHEBTHXNRE URL
o

X F Region ( Xi ) , R EHRE TN Amazon X,

BRI REEHNXETHAEERRDERNARURBERENER, EE - XEFEAXNRE—

BREZHX , RFCEETEABIEMX, FX Amazon S3 AmazonXiFM 5%k , ESRILS#
SR —HSE P AMmazon RELIHT 2o

1E Bucket settings for Block Public Access (FRIEABHRINEFEHEMEE) B , BEBRENATFHEN

Block Public Access (FEIEABEIR) & &,

BRINBEWSEMERERBABARS , RICHNELZTENCHNEARFIKXARP—IRZMRE |
Bl ELNHMLE, BAFEEREANELAEEEEE W EEEER L URNAER RSB .
BXEILELAEHRNESELR | SR Amazon S3 fE1EAE 5 R 1 HAmazon Simple Storage S.
(AL ) MRERFA S3 WRHE

a. 1% Advanced settings (BRIRE) , AFFIREREEE.
Important

BRERLEREEBNIESH S3RRME, WRENEERBEATHRYE , NS
TEERATE. BANKMELLEBAEERNREAEZS., hVEERBEANRYERS , &
TEBBNRYUERE , ARTHRAPEHEBINEIANR, EXBEENRRIFNESE
B | ES £ Amazon S3 24| AFE S3 WRHE.

b. MEEZANKBE , BEXFEPHA enable HiEE Confirm (B1A)o

AX SIHRVMESELR , BSFFEA Amazon S3 I REE LLBIEN KR #Amazon Simple Storage
S.
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7. i5%$E Create bucket (BIEEZM ).

5/ Amazon A AT EE

£ Amazon BT A TEGRIEE#ERN , BUMERE—ANEFK , AEFERZFFRHAECIEREER
HiER, ERNREHCE | BRIER— Amazon Web Services XiF, fol@E FisMF#A, NREEMRE
PR E# B REERXSE , Amazon S3 HMEARINXIEEERS ( HEEILILZR ) .

B BE P HRIGRIXNHER K IET &, NAHIEE Amazon Web Services Xigi, EXEZELR |, 55
. Amazon S3 W LT &, AX A A Amazon Web Services X1 %1% , 5 (Amazon — k5
£) FRHXEAMLRT S

BIEE K , KEMHFISETXENLIRTR. BEFHERLELIET /5 Amazon S3 #1TE

f§ : s3.<region>.amazonaws.com MREMXEFHLEE 2019 F 3 A 20 HZFEBZH , MEHE R
FREBSAN TR —-XE., T3, EUUERXERS ( BERILILE ) KiBHHNEF %15 2019 % 3 A 20
B2 B RN AAREh R R, BXESES ,BEH . ERARET A

X£ Amazon BT A TESRERABITUTES !

« B BAHIEE Amazon Web Services XiF BB EF i - EARGIG | FFEFER s3.us-
west-2.amazonaws.com ZiFTH A5 Amazon S3 BE. BALIE EEE Amazon Web Services X
. B Amazon Web Services X1 #9535k , S (Amazon —fx5E) S XEFMLHT <o

« B UEEF#BEHRREUEFERER — B/ IRE Amazon S3 RIXER , ERELLER IR
XA o2 M.

- RRBEXFHEBUENFS — Amazon S3 HEHEBUEFEFRHESEFHEBRKNUE FRRS.

Java

I 7R 455 B8 a0 4a] 4 A Amazon SDK for Java #2 Amazon S3 F##@. B <82 N4 BURBIAY 3
B8 , &S 5003t Amazon S3 Java X5 R,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.CreateBucketRequest;
import com.amazonaws.services.s3.model.GetBucketLocationRequest;

import java.io.IOException;
public class CreateBucket2 {

public static void main(String[] args) throws IOException {
Regions clientRegion = Regions.DEFAULT_ REGION;
String bucketName = "*** Bucket name ***";

try |
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(clientRegion)
.build();

if (!s3Client.doesBucketExistV2(bucketName)) {
// Because the CreateBucketRequest object doesn't specify a region, the
// bucket is created in the region specified in the client.
s3Client.createBucket(new CreateBucketRequest(bucketName));

31



https://docs.amazonaws.cn/AmazonS3/latest/dev/dual-stack-endpoints.html#dual-stack-endpoints-description
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// Verify that the bucket was created by retrieving it and checking its
location.
String bucketLocation = s3Client.getBucketLocation(new
GetBucketLocationRequest(bucketName));
System.out.println("Bucket location: " + bucketLocation);
}
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it and returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Bmazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

NET
Brummel NN B RRENEER , BSRIZ1T Amazon S3 NET 5 R4l

Example

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;

using Amazon.S3.Util;

using System;

using System.Threading.Tasks;

namespace Amazon.DocSamples.S3
{
class CreateBucketTest
{
private const string bucketName = "*** bucket name ***";
// Specify your bucket region (an example region is shown).
private static readonly RegionEndpoint bucketRegion = RegionEndpoint.USWest2;
private static IAmazonS3 s3Client;
public static void Main()

{
s3Client = new AmazonS3Client(bucketRegion);
CreateBucketAsync().Wait();
}
static async Task CreateBucketAsync()
{
try
{
if (!(await AmazonS3Util.DoesS3BucketExistAsync(s3Client, bucketName)))
{
var putBucketRequest = new PutBucketRequest
{
BucketName = bucketName,
UseClientRegion = true
}i

PutBucketResponse putBucketResponse = await
s3Client.PutBucketAsync(putBucketRequest);
}
// Retrieve the bucket location.
string bucketLocation = await FindBucketLocationAsync(s3Client);
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catch (AmazonS3Exception e)
{
Console.WriteLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);
}
catch (Exception e)
{
Console.WriteLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);

}
}
static async Task<string> FindBucketLocationAsync(IAmazonS3 client)
{

string bucketLocation;

var request = new GetBucketLocationRequest()

{

BucketName = bucketName

}i

GetBucketLocationResponse response = await
client.GetBucketLocationAsync(request);

bucketLocation = response.Location.ToString();

return bucketLocation;

Ruby
BXRMASIEMNIRE R RBINEE | FSHEAAmazoniE AT SDK for Ruby ( fir7 3) .

Example

require "aws-sdk-s3"

# Wraps Amazon S3 bucket actions.
class BucketCreateWrapper
attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An Amazon S3 bucket initialized with a name. This
is a client-side object until
# create is called.
def initialize(bucket)
@bucket = bucket
end

# Creates an Amazon S3 bucket in the specified AWS Region.
#
# eparam region [String] The Region where the bucket is created.
# @return [Boolean] True when the bucket is created; otherwise, false.
def create?(region)
@bucket.create(create_bucket_configuration: { location_constraint: region })
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't create bucket. Here's why: #{e.message}"
false
end

# Gets the Region where the bucket is located.
#
# @ereturn [String] The location of the bucket.
def location
if @bucket.nil?
"None. You must create a bucket before you can get it's location!"
else
@bucket.client.get_bucket_location(bucket: @bucket.name).location_constraint
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end
rescue Aws::Errors::ServiceError => e
"Couldn't get the location of #{@bucket.name}. Here's why: #{e.message}"
end
end

def run_demo

region = "us-west-2"

wrapper = BucketCreateWrapper.new(Aws: :S3::Bucket.new("doc-example-bucket-
#{Random.uuid}"))

return unless wrapper.create?(region)

puts "Created bucket #{wrapper.bucket.name}."
puts "Your bucket's region is: #{wrapper.location}"

end

run_demo if $PROGRAM_NAME == _ FILE_

£ Amazon CLI

&t 7] LA A Amazon Command Line Interface (Amazon CLI) #1& S3 Fi#f. BXEZEL , B3R
{Amazon CLI s 5&%E) HH create-bucketo

B3 Amazon CLI WEZEER , % {Amazon Command Line Interface AF1ERE)Y FM 142 Amazon
Command Line Interface ? o

Note

WA LAERAS — K Amazon S3 F#N , FEZTREEEN ZFHBUNEREUERRTIH

B X fRAmazon Config. <6 Amazon S3 FE#EERFNRHNELR , S Amazon S3 ZE AN
R (p. 221) , ARIEHZEIBIZ Amazon SNS £ (p. 34).

#1722 Amazon SNS =&

MBHENKF P ELRFE Amazon SNS TEA LR EFRZTE |, SRS BARTOE IAM £
& (p. 42).

£/ SNS #4145
12 Amazon SNS =&

1. BB TMutFTF Amazon SNS ##14& : https://console.aws.amazon.com/sns/v3/home,
2. BEHATTH®REZ—:

o MR ZHIARIEEE Amazon Web Services Ik TRIZEH , BRIEER LK Amazon SNS HEIR,

o MR ZHBEERE Amazon Web Services Ik TRIEEF , HESMER LIEER Topics ( E& ) .
3. 1£ Topics ( £W ) WAL , %% Create topic ( BIEE ) .
4. 7£ Create topic ( 812X ) RE L , 7 Details (FMAER ) BAF , ITUTIRE :

a. XTF Type (HE ) , EFEXTRRE (HEHEFIFO) o

b. WMAZBEMNEM. WF FIFO =& , ¥ fifo RN BHHKE.

c. (TiE)WAETIMNERER.

d. (A& )XTF FIFO =8 , AU UARET AR EEEERER RS ARIANE S ESKER
B, BXREZEE , B2 ., FIFO ZHMEEEEHUEM B

5 (HiE ) BFMEDRSHITUTERE, EXESER , BEEBEANE,
a. #%$% Enable encryption (/& B 1),
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https://docs.amazonaws.cn/sns/latest/dg/sns-fifo-topics.html
https://docs.amazonaws.cn/sns/latest/dg/fifo-message-dedup.html
https://docs.amazonaws.cn/sns/latest/dg/sns-server-side-encryption.html

Amazon Config FF X A R ¥Em
FRFEMH

b. EEEFEFEEH (CMK), BXEZFEE , B2 . xEAIE.

FHFEAN CMK £ | # 48R Description (3#R). Account (IkF*) 1 CMK ARN,
Important

MREBFRE CMKIHEE , B LBEFZMNKFZE kns: ListAliases M

kms :DescribeKey WP , MFETE Amazon SNS ##l& EEFEHEX CMK HEE.
ER CMK AEERTFEIXLENR,. BXESEE , 550 . Amazon KMSAPI 1R : #
{EF % RS Z B Amazon Key Management ServiceF & A R 35.

« BIAER T , Amazon SNS B Amazon ¥£& CMK ( BRI\ ) alias/aws/sns #iE$#E,
Note

BEUATHRE :
« B —R{ER Amazon Web Services Management Console 3 &5 E Amazon SNS
B Amazon ¥£& CMK B , Amazon KMS 12 Amazon SNS # Amazon £& CMK.
s HEF , BE-RXNNBHAT SSE WEBEA publish BER , Amazon KMS 8IE
Amazon SNS K Amazon & CMK,
« ENEH Amazon Ik HFEABEN CMK |, &% Customer master key (CMK) ( &/ 4
(CMK) ) F8& , AREMIIRFPIEEEE L CMK,

Note

AXRBEHENX CMK Hi%88 , 5551 Amazon Key Management Service FF % A R 1§
[l SRelpE$2atss!
« ENEM Amazon iP5 — 4 Amazon ik R ERERABENL CMKARN |, HFEBAZ
Customer master key (CMK) ( & £%41 (CMK) ) FE&H,
(i) RIAMBRT , AEXBREETEHEAARITAEIE, EREHMIHRINER , FEFIHEKED
Do BXRESZELR , EHSM . Amazon SNS FH) Identity and Access ManagementH i F Amazon
SNS i [ 22 il ) 7= 51 R 45

Note

o

EREFHAEETER , BRARBEAER aws: SourceOwner &, WWREARLTF

aws : SourceAccount.

7. (Wit ) EBE Amazon SNS EiRAMEEEwEIR AR | BEIT Delivery retry policy (HTTP/
S) (fEMENKRE (HTTP/S) ) #73. BXEZEL , ESH . Amazon SNS JEEAHER.

8. (W% ) EE Amazon SNS iZREXHEEEHIE X CloudWatch , RIFEIERS A FILFRHD.
REZEE , B2 o Amazon SNS JHEEZHIRE.

9. (Wit) EFABEFREFNITES  FERFTFREHS  mA—MENE (it ) |, REERBRINR
%, BXEZER , HSH . Amazon SNS EZHRIC.

10. i&#¥ Create topic ( BIEERE ) .
FHEBE , MyTopicRE LHEEE RIAME.
FHHEF. ARN, (7t ) EREHRAMEBFAEEN Amazon IKF ID .8 R Details ( FHAEE )
il

1. FFERE ARN EHIBBIM4R , Flan

arn:aws:sns:us-east-2:123456789012:MyTopic

E 5 B T AP 31k T B Amazon SNS £

1. B BT MUEITH Amazon SNS #2#|& : hitps://console.aws.amazon.com/sns/v3/home,
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https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html
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https://docs.amazonaws.cn/sns/latest/dg/sns-access-policy-use-cases.html
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2. EEMSMERS , EBITH,
3. 7 Subscriptions ( iT# ) WE L , i%# Create subscription ( BIZ1TH ) .
4. 7 Create subscription ( 81Z1iT¥ ) 7T L&Y Details ( iF4EE ) A H , ITUTIRE :

a. 3T Topic ARN ( & ARN ) , i%EFE/H Amazon Resource Name (ARN),
b. XtF Protocol ( /¥ ) , EFRLRT AKE, ATANLRTRAXBITHE

e HTP/HTP

o B3 FHB{F/EE FEB4F-JSON

* Amazon Kinesis Data Firehose
* Amazon SQS

Note

ETHEZ| SNS FIFO =& |, FiEF1ZIET,
* Amazon Lambda
- FANARFARTR
+ SMS
c. XF Endpoint ( RETR ) , WALKRTRE , Hlins Fof#ibik sl Amazon SQS BAFIEY ARN,

d. {XFRT Kinesis Data Firehose i T =R : EATFITRAE® ARN , IEELZNE AR Kinesis Data
Firehose ¥R BIEH IAM BE&H ARN, BXESZEER , 150 . 17K Kinesis Data Firehose 1%
72 Amazon SNS B R £ RE 4.

e. (@i ) X F Kinesis Data Firehose, Amazon SQS. HTTP/S KixT & , BETLUZRARBHEE
£, AXESEER , 50 . Amazon SNS JRIHE EA&H.

f. (Wk ) EREMRERE , iR Subscription filter policy ( iT R REE ) o, BXESE
B, #2 . Amazon SNS 1T [ ik .

g. (TWik) ERITHEEIEEAS , FEF Redrive policy (dead-letter queue) ( EF RN KB ( FEE
RAFI) ) 8D, BXEZEE , i5H . Amazon SNS FEERAFI (DLQ).

h. %% Create subscription ( S8I1ZiTH ) .
BEHEAFAZEITRHTFITRK Details (#AEE ) TWH.

/A Amazon HEF AT EE

EfEA Amazon FATEG , BXAERAEHNFIEINERTHEE, BXEZER , 855 Amazon F AT E
ABNIESEZEFPNEZRENEIEX 4.

AT R & R anfal 812 Amazon SNS £/,
NET
Amazon SDK for .NET
Tip

BT BOMHREME TR , S RGitHUb.

using System;

using System.Threading.Tasks;

using Amazon.SimpleNotificationService;

using Amazon.SimpleNotificationService.Model;

/// <summary>
/// This example shows how to use Amazon Simple Notification Service
/// (Amazon SNS) to add a new Amazon SNS topic. The example was created
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/// using the AWS SDK for .NET version 3.7 and .NET Core 5.0.
/// </summary>
public class CreateSNSTopic
{
public static async Task Main()

{

string topicName = "ExampleSNSTopic";

IAmazonSimpleNotificationService client = new
AmazonSimpleNotificationServiceClient();

var topicArn = await CreateSNSTopicAsync(client, topicName);
Console.WriteLine($"New topic ARN: {topicArn}");
}

/// <summary>

/// Creates a new SNS topic using the supplied topic name.

/// </summary>

/// <param name="client">The initialized SNS client object used to
/// create the new topic.</param>

public static async Task<string>

{
var request = new CreateTopicRequest
{
Name = topicName,
}i
var response = await client.CreateTopicAsync(request);
return response.TopicArn;
}

/// <param name="topicName">A string representing the topic name.</param>
/// <returns>The Amazon Resource Name (ARN) of the created topic.</returns>

CreateSNSTopicAsync(IAmazonSimpleNotificationService client, string topicName)

- BXEMAELR , FSH, CreateTopicEAmazon SDK for .NETAPI 2.

C++

SERT Cc++ B9 SDK
Tip

BT BUOMHEEMNE TR, S RGitHUb.

Aws: :SDKOptions options;
Aws::InitAPI(options);
{
Aws::String topic_name = argv[1l];
Aws: :SNS::SNSClient sns;

Aws: :SNS::Model: :CreateTopicRequest ct_req;
ct_req.SetName(topic_name);

auto ct_out = sns.CreateTopic(ct_req);
if (ct_out.IsSuccess())

{

std::cout << "Successfully created topic " << topic_name << std::endl;
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FREM
}
else
{
std::cout << "Error creating topic " << topic_name << ":" <<
ct_out.GetError().GetMessage() << std::endl;
}

}

Aws: :ShutdownAPI(options);

- BXEMEER , FSP, CreateTopicfEAmazon SDK for C++AP| £

Go
SDK for Go V2
Tip

ETHRIMEENETIRRE , HSEGItHuUb.
- BXEMEE , FSH, CreateTopicfEAmazon SDK for GoAPI £ .

Java

SDK for Java 2.x
Tip

BT BNTREMZTIRE , HSFGItHUb.

public static String createSNSTopic(SnsClient snsClient, String topicName ) {

CreateTopicResponse result = null;
try {
CreateTopicRequest request = CreateTopicRequest.builder()
.name (topicName)
.build();

result = snsClient.createTopic(request);
return result.topicArn();
} catch (SnsException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);
}

return "";

- BXRIFMAEER , 528, CreateTopicfEAmazon SDK for Java 2.xAP| &,

JavaScript

ERATHF KX ITES JavaScript V3
Tip

ET7HRNMRENMZITIRA , SR GitHub.
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EREMHOERPREFIRFFESH,

import { SNSClient } from "@aws-sdk/client-sns";

// Set the AWS Region.

const REGION = "REGION"; //e.g. "us-east-1"

// Create SNS service object.

const snsClient = new SNSClient({ region: REGION });
export { snsClient };

SFARHFRIEBNESRER , RIFREA APL

// Import required AWS SDK clients and commands for Node.js
import {CreateTopicCommand } from "@aws-sdk/client-sns";
import {snsClient } from "./libs/snsClient.js";

// Set the parameters
const params = { Name: "TOPIC_NAME" }; //TOPIC_NAME

const run = async () => {
try {
const data = await snsClient.send(new CreateTopicCommand(params));
console.log("Success.", data);
return data; // For unit tests.
} catch (err) {
console.log("Error", err.stack);
}
Y

run();

« BXEZELR , HS Amazon SDK for JavaScript FF & A R i5H.
« BXEMESR , HS ., CreateTopicfEAmazon SDK for JavaScriptAPl $#.

Kotlin

SDK for Kotlin
Note

XE2EATRERPIEENTAR 1T, ARICESBER AT REE K,
Tip

BT BOTREMZTIRA , ESFEGitHub.

suspend fun createSNSTopic(topicName: String): String {

val request = CreateTopicRequest {
name = topicName

}

SnsClient { region = "us-east-1" }.use { snsClient ->
val result = snsClient.createTopic(request)
return result.topicArn.toString()

}
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PHP

« BXIFMEER , 5 M. CreateTopicfEAmazonSDK for Kotlin APl &%

SDK for PHP

Python

Tip

BT HBNTREMZTIRA , ESFEGitHub.

require 'vendor/autoload.php';

use Aws\Sns\SnsClient;
use Aws\Exception\AwsException;

/**

* Create a Simple Notification Service topics in your AWS account at the requested
region.

*

* This code expects that you have AWS credentials set up per:

* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/
guide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default’',
'region' => 'us-east-1',
'version' => '2010-03-31'

IDK
$topicname = 'myTopic';

try {
$result = $SnSclient->createTopic([
'Name' => s$topicname,
DN
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

BXEZER , B2/ Amazon SDK for PHP 7 & A G 18R,
BXEAEE , HS M, CreateTopicEAmazon SDK for PHPAPI £

EAT Python (Boto3) 9 SDK

Tip

E TR ERNZETIRE , ESEGitHub.

class SnsWrapper:
"""Encapsulates Amazon SNS topic and subscription functions."""
def _ init_ (self, sns_resource):
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:param sns_resource: A Boto3 Amazon SNS resource.

self.sns_resource = sns_resource

def create_topic(self, name):

Creates a notification topic.

:param name: The name of the topic to create.
:return: The newly created topic.
try:
topic = self.sns_resource.create_topic(Name=name)
logger.info("Created topic %s with ARN %s.", name, topic.arn)
except ClientError:
logger.exception("Couldn't create topic %s.", name)
raise
else:
return topic

« BXEMEER , HSHM, CreateTopictEAmazonSDK for Python (Boto3) # SDK APl &,

Ruby
SDK for Ruby
Tip
BT HBOTRENZTIRE , ESFEGitHub.

require 'aws-sdk-sns' # v2: require 'aws-sdk'
def topic_created?(sns_client, topic_name)

sns_client.create_topic(name: topic_name)
rescue StandardError => e

puts "Error while creating the topic named '#{topic_name}': #{e.message}"
end

# Full example call:
def run_me
topic_name = 'TOPIC_NAME'
region = 'REGION'
sns_client = Aws::SNS::Client.new(region: region)

puts "Creating the topic '#{topic_name}'..."

if topic_created?(sns_client, topic_name)
puts 'The topic was created.'

else
puts 'The topic was not created. Stopping program.'
exit 1
end
end
run_me if $PROGRAM_NAME == _ FILE

« BXREZEER , 51 Amazon SDK for Ruby FF & A R fEE,
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- BXEMEER , FS I, CreateTopicfEAmazon SDK for RubyAP| &%,

Rust

SDK for Rust

Note

AXHERATRRMANRGEFATERS, ¥HFATE SRR AETIL , FREE
FIRERFEH,

Tip

ET7HOMRENZTIHRE , BSEGItHUb.

async fn make_topic(client: &Client, topic_name: &str) -> Result<(), Error> {
let resp = client.create_topic().name(topic_name).send().await?;

println!(
"Created topic with ARN: {}",
resp.topic_arn().unwrap_or_default()

H
ok(())

« AXEMEES , FS, CreateTopicfEAmazonSDK for Rust APl .

£ Amazon CLI

# 5 ] LU A Amazon Command Line Interface(Amazon CLI) LA 812 Amazon SNS =8, AXESEL |
BSH ., QIEETFMNAmazon CLITSSE.

B Amazon CLI NEZEE |, &2 (Amazon Command Line Interface AFER)Y RH 4L E Amazon
Command Line Interface ?

Note

BT LAER B — KB Amazon SNS £ , BEXMBERT , BAEEERNZTECERE |

LUE & #2 F 15 A1 #X R Amazon Config. H5%[6] Amazon SNS B R FREMNELE , SR Amazon
SNS EFRNR (p. 225)RFHREICIZE IAM BE (p. 42).

B2 IAM A&
F/H 1AM 241 &

BRI EA IAM 2] & 81 IAM & &Amazon Configli A& H Amazon S3 748, 758 Amazon SNS
DRIRENE X BB AE S Amazon BIRN R A, HEERES AR IAM A& , Amazon Config
B3 N &K % A e P E R AR,

2 A BAmazonRE

1. &3 Amazon Web Services Management Console , fA/EE T LA T MuITF IAM #2414 : hitps:/
console.aws.amazon.com/iam/,

2. EIAMEZHENSMERD , % Roles , R/FIEHF Create role,

42


https://docs.amazonaws.cn/goto/SdkForRubyV3/sns-2010-03-31/CreateTopic
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rust_dev_preview/sns#code-examples
https://docs.rs/releases/search?query=aws-sdk
https://docs.amazonaws.cn/cli/latest/reference/sns/create-topic.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-welcome.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-welcome.html
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/

Amazon Config FF X A R ¥Em
FRFEMH

3. EATRBWEEMNSME , EEAmazonR%.

4. EFREBEN R RHIAmazon Config : Config — ATEE X, Config — Organizations, Config , 3
EConfig : —BtE. RAREERT—%,

5. EEMENGS. FRNCENE A ZEENALNFMARGE  RELEECEAS.

A Amazon B F AT ES

EFEH Amazon FXTEQ , BARERAENEIEIRNERTEE. BXEZEE , 558 Amazon FAXITE
ABNIESEZEFPNEZRENEIEX 4,

MTREBREE R NERIE IAM BE,
NET
Amazon SDK for .NET
Tip

BT BNTREMZTIRA , ESFGItHUb.

/// <summary>
/// Create a new IAM role which we can attach to a user.
/// </summary>
/// <param name="client">The initialized IAM client object.</param>
/// <param name="roleName">The name of the IAM role to create.</param>
/// <param name="rolePermissions">The permissions which the role will
have.</param>
/// <returns>A Role object representing the newly created role.</returns>
public static async Task<Role> CreateRoleAsync(
AmazonIdentityManagementServiceClient client,
string roleName,
string rolePermissions)

{
var request = new CreateRoleRequest
{
RoleName = roleName,
AssumeRolePolicyDocument = rolePermissions,
Yi
var response = await client.CreateRoleAsync(request);
return response.Role;
}

- BXREMEER |, ES . CreateRolefEAmazon SDK for NETAPI .

Go
SDK for Go V2
Tip

ETHBRUOMARENE TR , iHSREGItHUD.

// CreateRole
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Java

myRole, err := service.CreateRole(context.Background(), &iam.CreateRoleInput{
RoleName: aws.String(ExampleRoleName),
Description: aws.String("My super awesome example role"),
AssumeRolePolicyDocument: aws.String( ™ {

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Principal": {

"Service": "ec2.amazonaws.com"
Iy
"Action": "sts:AssumeRole"
}
]
DY
D)
if err != nil {
panic("Couldn't create role: " + err.Error())
}

fmt.Println("## Create Role")
fmt.Printf("The new role's ARN is %s \n", *myRole.Role.Arn)

- BXFHESR , B3, CreateRolefEAmazon SDK for GoAPI .

SDK for Java 2.x

Tip

BT BUOMHREMNE TR , S RGitHUb.

public static String createIAMRole(IamClient iam, String rolename, String
fileLocation ) throws Exception {

try {
JSONObject jsonObject = (JSONObject) readJdsonSimpleDemo(fileLocation);

CreateRoleRequest request = CreateRoleRequest.builder()
.roleName(rolename)
.assumeRolePolicyDocument(jsonObject.toJSONString())
.description("Created using the AWS SDK for Java")
.build();

CreateRoleResponse response = iam.createRole(request);
System.out.println("The ARN of the role is "+response.role().arn());

} catch (IamException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return "";

}

public static Object readJsonSimpleDemo(String filename) throws Exception {
FileReader reader = new FileReader(filename);
JSONParser jsonParser = new JSONParser();
return jsonParser.parse(reader);
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- BXREFAEER , HES . CreateRolefEAmazon SDK for Java 2.xAP| &%,

JavaScript
BEATHFKXITES JavaScript V3
Tip
BT RIMREMNETIRE] , ESEGItHuUD.
BIEE iR,

import { IAMClient } from "eaws-sdk/client-iam";

// Set the AWS Region.

const REGION = "REGION"; // For example, "us-east-1".
// Create an IAM service client object.

const iamClient = new IAMClient({ region: REGION });
export { iamClient };

BIEAR,

// Import required AWS SDK clients and commands for Node.js.
import { iamClient } from "./libs/iamClient.js";
import { CreateRoleCommand } from "@aws-sdk/client-iam";

// Sample assume role policy JSON.
const role_json = {
Version: "2012-10-17",
Statement: [

{
Effect: "Allow",
Principal: {
AWS: "USER_ARN", // The ARN of the user.
Y
Action: "sts:AssumeRole",
Iy

1,
Y
// Stringify the assume role policy JSON.
const myJson = JSON.stringify(role_json);

// Set the parameters.

const params = {
AssumeRolePolicyDocument: myJson,
Path: "/",
RoleName: "ROLE_NAME"

}i

const run = async () => {
try {
const data = await iamClient.send(new CreateRoleCommand(params));
console.log("Success. Role created. Role Arn: ", data.Role.RoleName);
} catch (err) {
console.log("Error", err);

}

run();
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« BXEMEER , HSH, CreateRolefEAmazon SDK for JavaScriptAPl &2

PHP

SDK for PHP
Tip

ETHNAZERNZTIRE , ESREGitHub.

$uuid = uniqid();
$service = new IamService();

$assumeRolePolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{$user['Arn']}\"},
\"Action\": \"sts:AssumeRole\"
H
I
$assumeRoleRole = $service->createRole("iam demo_role_suuid",
$assumeRolePolicyDocument);
echo "Created role: {$assumeRoleRole['RoleName']}\n";

/-k-k
* @param string $roleName
* @param string $rolePolicyDocument
* @return array
* @throws AwsException
*/
public function createRole(string $roleName, string $rolePolicyDocument)
{
$result = $this->customWaiter(function () use ($roleName,
$rolePolicyDocument) {
return $this->iamClient->createRole([
'AssumeRolePolicyDocument' => $rolePolicyDocument,
'RoleName' => $roleName,
Di
}i

return $result['Role'];

- BEX#HELR , B3, CreateRolefEAmazon SDK for PHPAPI £

Python

EAT Python (Boto3) # SDK
Tip

BT BNTREMZTIRE , HSFEGItHUb.

def create_role(role_name, allowed_services):

Creates a role that lets a list of specified services assume the role.
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Ruby

:param role_name: The name of the role.
:param allowed_services: The services that can assume the role.
:return: The newly created role.
trust_policy = {
'Version': '2012-10-17"',
'Statement': [{
'Effect': 'Allow',
'Principal': {'Service': service},
'Action': 'sts:AssumeRole’
} for service in allowed_services

try:
role = iam.create_role(
RoleName=role_name,
AssumeRolePolicyDocument=json.dumps(trust_policy))
logger.info("Created role %s.", role.name)
except ClientError:
logger.exception("Couldn't create role %s.", role_name)
raise
else:
return role

- BXEMEER , HB ., CreateRolefEAmazonSDK for Python (Boto3) #J SDK APl &%,

SDK for Ruby

Tip
ET7HOMRENZTIHRE , BSEGItHUb.

# Creates a role that can be assumed by a user.
#
# @param role_name [String] The name to give the role.
# @param user [Aws::IAM::User] The user who is granted permission to assume the
role.
# @return [Aws::IAM::Role] The newly created role.
def create_role(role_name, user)
role = @iam resource.create_role(
role_name: role_name,
assume_role_policy_document: {
Version: "2012-10-17",
Statement: [{
Effect: "Allow",
Principal: {'AWS': user.arn},
Action: "sts:AssumeRole"
]
}.to_json)
puts("Created role #{role.name}.")
rescue Aws::Errors::ServiceError => e
puts("Couldn't create a role for the demo. Here's why: ")
puts("\t#{e.code}: #{e.message}")
raise
else
role
end
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« BXEMEER , HS M, CreateRolefEAmazon SDK for RubyAP| &%,

Rust
SDK for Rust
Note

AXHEATRRRTHRATFRIES, REFRIEQTREBNRERL , FREE
FRERER,

Tip

BT HBOTREMZTIRE , ESFEGitHub.

pub async fn create_role(
client: &iamClient,
role_name: &str,
role_policy_document: &str,
) —-> Result<Role, iamError> {
let response: CreateRoleOutput = loop {
if let Ok(response) = client
.create_role()
.role_name(role_name)
.assume_role_policy_document(role_policy_document)

.send()

.await
{

break response;
}

}i

Ok(response.role.unwrap())

« BXFHMER , HS M. CreateRolefEAmazonSDK for Rust APl &%,

f£ A Amazon CLI

&t 7] LA A Amazon Command Line Interface(Amazon CLI) BA81% Amazon SNS £8, BXEZEE ,
ES A . create-roleFHAmazon CLITT S E. ARG , A LA ¥ 585 M i 2 B &attach-role-policy iy

PN
T o

B3 Amazon CLI WEZER , %2 (Amazon Command Line Interface A 1§ FM1 4L E Amazon
Command Line Interface ? o

/3 F Amazon Config

Note

1Ei% & 2 HlAmazon ConfigflAmazon CLI , BEERIE — Amazon S3 F##. —1 Amazon
SNS EER— IAM AG , FHEM M RBEEN ERE MG, RE , BALER Amazon CLI

# Amazon Config IEEE#EHE. TBMNAR, REEM L REZMHAmazon Config, S Fput-
configuration-recorder.

/8 FAmazon ConfighflAmazon CLI , i&{#£ M put-configuration-recorder, put-delivery-channel, Flstart-
configuration-recorderfi ¥ o
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Amazon Config FF X A R ¥Em
/& B Amazon Config

XLXIEA : put-configuration-recorderMTEFEREE IR , EREBRABRNERREE, XL
XigA : put-delivery-channel P StIBZ— MEAMBEXNR , FiEEELHZE Amazon S3 174
1% Amazon SNS £F, BKF HFHNENXGHAUE —PEBICREF|MN—MEEEE, SIBREXARE
J& , start-configuration-recorder FIRIERZIE RN A REE , &7 LLEAmazonaccount.

BRI LB E L RN BT IAM A &M Amazon RIRE R (ARN)Amazon 5K X BRI R IR, BIAER
T , Amazon ConfiglE 8| 2B B id RN B D E B “default’s BTREEER D BB o

% & Amazon Configkt F 2K/ £ X1 EER S Amazon CLI, i5Z R F A 1RER 485 AmazonCommand Line
Interface. BEABNMNXFHFWENXF IR LI E B2 FKeFAmazon BB EiLRE BT EH WK,

B
+ put-configuration-recorder (p. 49)
 put-delivery-channel (p. 49)
+ start-configuration-recorder (p. 50)

put-configuration-recorder

#BHput-configuration-recorder® S MEMTFUT RE

$ aws configservice put-configuration-recorder --configuration-recorder
name=default,roleARN=arn:aws:iam: :123456789012:role/config-role --recording-group
allSupported=true,includeGlobalResourceTypes=true

W HERA --recording-group SHHI LA T :

* allSupported=true-Amazon Configf iz R EMF X HAXBWE B E XX R IE. Amazon Config 7N
MNHMXFRFLBENZEE , AT RIERZERNER.

+ includeGlobalResourceTypes=true-Amazon ConfigifZ X HEXHMN L R/EERIEECFIICEMN
BIRH . Amazon Config FIMMHERUERFREBENIIFR , S EHTHRICFZERNER.

EFHIETNREN true Z 81 , BUHFF allsupported IEIIZKE N trueo

NREAFLEARELR/URR , HRUETUREN false , RERBBELIIATL

put-delivery-channel

EigERFARE , HFAput-delivery-channel®® :

$ aws configservice put-delivery-channel --delivery-channel file://deliveryChannel.json

deliveryChannel.json X#EE T &R BENEMY -

{
"name": "default",
"s3BucketName": "config-bucket-123456789012",
"snsTopicARN": "arn:aws:sns:us-east-2:123456789012:config-topic",
"configSnapshotDeliveryProperties": {
"deliveryFrequency": "Twelve_Hours"
¥
}

BRPIRE T A TR
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https://docs.amazonaws.cn/config/latest/developerguide/set-up-aggregator-cli.html
https://docs.amazonaws.cn/config/latest/developerguide/set-up-aggregator-cli.html
https://docs.amazonaws.cn/cli/latest/reference/configservice/put-configuration-recorder.html
https://docs.amazonaws.cn/cli/latest/reference/configservice/put-delivery-channel.html

Amazon Config FF X A R ¥Em
®&EHMAmazon ConfigEFF /3

+ name— EEBENEH. BINERT , Amazon Config 2BV Z%EBEEDE B default,

BT EMER put-delivery-channel T EFERBENE. BXERBHNNSR  BESH Ed
4%%@@ (p 78)0

*+ s3BucketName— TFHHY Amazon S3 7K B #Amazon Config R LAIR fH E i BB A B i 77 2 18 R 3L
#.

MREBIEENFEEE T HAL Amazon K/, NZF# BB @ Amazon Config #2F 15 R X R A K
W, BEXEZEL , HSH Amazon S3 FHEBHIRR (p. 221).

+ snsTopicARN— Amazon SNS E#EH Amazon &IREE TR (ARN)Amazon Config K% H X Bl EFE KA E
A,
MR EMEAMIK IR ER |, NiZETLFEETEF Amazon Config IFRIRBH R, BXEZER | &
2 Amazon SNS EBHIR (p. 225)0

+ configSnapshotDeliveryProperties— ContainsdeliveryFrequency®M , LR LLIR B IR
Amazon Configi2 E B R &,

start-configuration-recorder

EERFFBEAmazon Config , EfEAstart-configuration-recorders :

$ aws configservice start-configuration-recorder --configuration-recorder-
name configRecorderName

1 2 AN Amazon ConfigE 7 g

EF B JEAmazon Config , 7] LA FlAmazon CLI% 5 R4 ZEAmazon ConfigiE 71z 1T #8Amazon Config
EIRE BiICRKEMNEHEE, BN Amazon Config 2% BIF A0 K EL B H [0 14 i% 8 B 5% X L F
B,

ER

- RERBEAUBZEIEE (p. 50)

- RERBEUEREIZRS (p. 51)

« K&\ NAmazon ConfigEFFIRIZFE (p. 51)

RERBCIEZEEE

ffAdescribe-delivery-channel s HREERA Amazon S3 FE#EF Amazon SNS FEREEFEE
E,

$ aws configservice describe-delivery-channels

{
"DeliveryChannels": [
{
"snsTOpicARN": "arn:aws:sns:us-west-2:0123456789012:my-config-topic",
"name": "my-delivery-channel",
"s3BucketName": "my-config-bucket"
}
]
}

LB CLI, RS API S AT EQEELREEBTEEBMN , Amazon Config B3I 2
B“default’ & o
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Amazon Config FF X A R ¥Em
£ Amazon SDK

RERREREEEICRK:S

fffdescribe-configuration-recordersMHRRERGEAEEBCRBURZREICRERED
KRAT IAM A, AXESER , BSH 02 IAM BE (p. 42),

$ aws configservice describe-configuration-recorders
{
"ConfigurationRecorders": [
{
"roleARN": "arn:aws:iam::012345678912:role/myConfigRole",
"name": "default"
}
]
}

¥ & 8 Amazon Config B FF #8112

fffdescribe-configuration-recorder-status®$REEAmazon ConfigE FHBICEZ XM
AmazonfZIKkF RIFERN IR, ILRNEERXZBIIEENZEEE,

$ aws configservice describe-configuration-recorder-status
{
"ConfigurationRecordersStatus": [
{
"name": "default",
"lastStatus": "SUCCESS",
"lastStopTime": 1414511624.914,
"lastStartTime": 1414708460.276,
"recording": true,
"lastStatusChangeTime": 1414816537.148,
"lastErrorMessage": "NA",
"lastErrorCode": "400"
}
]
}

recording FEHMNME true ATHINEBEBIZRFETFRIEFENFIERRNEE. Amazon Config XA
UTC #& 3 RICRATE. % E RN Unix iEE,

BXRUNAERKFANAEREURTREREENELE , BZHEF Amazon BREEMNFA LD
% (p. 57)0

¥ Amazon Config & Amazon F A T ESHEFER

Amazon B#F A TES (SDK) IATREEARREEIES. BNHRETRIEIHBREME AP, KB RAIFM
B, EFRAREBERNBUEERESHENARR.

BRU4FF A TEaH
Amazon SDK for Java
Amazon SDK for JavaScript
Amazon SDK for .NET

Amazon SDK for PHP
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Amazon Config FF X A R ¥Em
£ FAAmazon ConfigRule

BRE4FF A TR
Amazon SDK for Python (Boto3)

Amazon SDK for Ruby

{5 H Amazon ConfigtZ &l & # |

Rules (M) TWERME T #14 Amazon FEEMN | BALUFXEMNF MBI A CSHKS, FIREZ
J& , Amazon Config HRIEEER B H N KIF(EER Amazon BiR. BULEERBZEEFANMIEE M
EHN,

EEF Amazon REMNMZTEFIK , 28 Amazon Config FEMNEIFIZE (p. 123),

Flan | &7 Lk cloudtrail-enabled N |, ZHNFFEEH K 2EFEE CloudTrail IRER. 0REHYIK
ZBRER , Amazon Config 2R FREBEURANIRIERFTEM.

£ Rules WHE L , ATLMATEATR4E ¢

c ERRTEPEA , SUERANEHR, BRRMEMRFELRE, fl, £A EC2 (IRE T EC2 BRER
KM , HERA periodic AIIREI BB EHALL SN, A new AIERFRMBOAN, HRAKEER
BHNELZELR | 287 Amazon Config N5 EALL ES (p. 122).

o BB, DEEEHETEHAEE, SUTNETERZSUNETARBEZRIAFERBITETHE
FHNBHIRE,

o ERELENRATERT T —TAM,

o BERIERMAFRIZHNew.

 BEENRSREEANFFTEHNERREURANEEEEEHALES.

& Amazon Config #1

1. £ Rules WAL , FFAENMAL. EASEESGXLERN |, HERE Z 57 E A NR 2259 0k
Fo

2. BEENext( T—%),

3. £ Review MHE L , RiIFEWRBIFMER , AFEER Confirm,
Rules TEE—NMRPEREWANERE LGN EAMER, £ BETN TR B EROITMEE ,
FMANK LRI RN Evaluating...Amazon Config. EAILUERARIFZAEHE R, & Amazon
Config BT , BANBEEMRFTERORAMNMNEREE, EXEZEL , BN E5REEN
% (p. 63)o

Note

Amazon Config R EATIE R EIRER, filn , mREFcloudtrail-enabledf N , EFREEF
CloudTrail JBERERER | Amazon ConfigTTE AR FWRERERENERTEM. BXEZE
B , 521 % Amazon Config FFiZ EM &R (p. 73)0

BUEE, REMBRABEAN, LETTUNBRFNN Amazon TEANHIEZB2HAN, BEXESE
B, B2% B8R/ Amazon Config LI (p. 204).

A ¥4 A& 3% Y Security Hub

R M—NAmazon Configflll |, %4 7] LU I 1T 4% & 3% Bl Amazon Security Hub. i ZBINES
Amazon Configfll Security Hub 7o ¥ &3S 144 UK H 551X E B R £ R T 5 K TS E .
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Amazon Config FF X A R ¥Em
N1 % 3% Bl Security Hub

A1 & 325 2l Security Hub

EFMNIT(E K EZ Security Hub , #4775 1% B Amazon Security HubFlAmazon Config , SREZE A HN
—“NAmazon Configft ERBEXHAN, 7ELLZ /G , Amazon ConfigiZ BIFF#AE Security Hub & 3% 1E
f&i. Security Hub & 7 # N 1¥4% HF H #1357 Security Hub EL R,

BRUERNESZEER , 5 AvailableAmazonfi 55 & K #Amazon Security Hub A F 85,

53


https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-internal-providers.html#integration-config

Amazon Config FF X A R ¥Em
X &

fas
(n 2

EE Amazon FREEMNEE
Amazon Config

f# B Amazon Config #1T A T4 :

« && Amazon Config &K = P2 RN FIE &R,

+ HE X Amazon Config 10 &K ERFEHE,

+ 7£ Amazon Config #%|A # Amazon CLI R EE R RESEMBERANNEEE XK.
« &%& Amazon BREEHA LR

« &F Amazon BREMERLIEF

« BEFFIABEXHAmazon Configki% %] Amazon SNS £,

. R IAM ABNIEE

o 1SS BRIE R %1% EE

E3 ]
- X X% (p. 54)
+ #FH Amazon Config 4| E 4R (p. 56)
- &BF Amazon FIRELER A L2 (p. 57)
- EEAmazonBRECEFMF LiLF (p. 72)
- BRE=ZFRBRWEE (p. 84)
» FRIZIERY Amazon Config BIR (p. 90)
» Amazon Config £3% %] Amazon SNS KB A (p. 91)

XE >

Bal , AT Xig A % Amazon Config :

X i3 & # X Endpoint I
JEM (FFE | af-south-1 config.af-south-1.amazonaws.com HTTPS
)

FR(B me-south-1 | config.me-south-1.amazonaws.com HTTPS
)

U At X ap-east-1 config.ap-east-1.amazonaws.com HTTPS
(BE)

Asia Pacific | ap-south-1 config.ap-south-1.amazonaws.com HTTPS
(Mumbai)

0 A it X ap- config.ap-northeast-3.amazonaws.com HTTPS
( RBR ) northeast-3

Asia Pacific | ap- config.ap-northeast-2.amazonaws.com HTTPS
(Seoul) northeast-2
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X8 & #R
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X
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EEEH)
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FRE )
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RAE)
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(¥

ik &

(@

wx

p
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M
)
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(Sao Paulo)
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California)
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(Oregon)

ca-central-1

eu-north-1
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eu-west-1

eu-west-2

eu-south-1

eu-west-3

sa-east-1

us-east-1

us-east-2

us-west-1

us-west-2

Endpoint

config.ap-southeast-1.amazonaws.com

config.ap-southeast-2.amazonaws.com

config.ap-northeast-1.amazonaws.com

config. us-gov-east-1.amazonaws.com

config. us-gov-west-1.amazonaws.com

config.ca-central-1.amazonaws.com

config.eu-north-1.amazonaws.com

config.eu-central-1.amazonaws.com

config.eu-west-1.amazonaws.com

config.eu-west-2.amazonaws.com

config.eu-south-1.amazonaws.com

config.eu-west-3.amazonaws.com

config.sa-east-1.amazonaws.com

config.us-east-1.amazonaws.com

config.us-east-2.amazonaws.com

config.us-west-1.amazonaws.com

config.us-west-2.amazonaws.com

%
HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS
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Amazon Config FF X A R ¥Em
Amazon ConfigiZ &I E#x

& & Amazon Config = H|E

FREHEREEENER, ANREESHAERSHENE | FT90LERAmazon Configll I A 1ER
F R ThsPRCloudWatch. b T T AT &8 B & B R BI S KY BT JL N R IR Amazontk /2 |, BREH NS EREREM |
TR £ 57 2 3K 3 & YRV Amazon Configff FEIR S & THETR & & 4 M FE R X B IEHR.

f# A Amazon Config ¥ &I E X

1. &%ZE Amazon Web Services Management Console , fA/5&id LA T Mt $TFF Amazon Config # i
& : https://console.aws.amazon.com/config/s

2. EEMNSMERS , BERHER.

EE3
. BAMERFREE (p. 56)
» Amazon Config i B R MR TIER (p. 57)

AN SRIF=E

= %Jrl.l:ll‘iﬂ] TTImIB

ZESERIE , Amazon Config FFIRIERBIEENRR , ABRBENAN Y HHTIEME, TEREE/LSH®
Amazon ConfiglA & RIEMER, AN REEAERS.

Compliance status

EAERSEREANTEAANHBEUR SANTEAN T REE, RENSZHAXNANE T
i, RRREARTEMAN, MRFFEFFERANHMAE , WERMANFHEIRENRENR,

EEETEANANNERIIR , BERTEAANZELATENNEIR.
BERENE R B HB TSN

BREAEAERITBIENTEAANZERHRERFE RENTRRFTEAAN, ERE—IANUEEH
FAEE, SBURZEERANERE N ER.
BXRTEAAANNZREIEK  BRABEERETEARAAHN.

BRER
TSRS R T O AR B Amazon ConfigiR B RHBEBNEN ST REENITREFiER
Amazonaccount. EfTFENEREBRMFAERR , BB ZERRLERHUKIERTFELT.

BALERATHIRRETEEENAREH. MABAT , RHRENEFMERR , BRAETN
HEZRAmazonBIR, B=FHFEREELH R,

Note
XEXEE  TEEPAmazonfEfA Config INEERFEE A HIAERSIERE FUATE
:

185 3% 5% B Amazon Configi& A T 289 M N Amazonaccount. 87 LLiE#F Add rule LA% 2] Rules
TH,

+ Amazon Config HEZRENANFEHENEIR, BAURHZAEREETESZHNILMGLE R,

+ Amazon Config REBENMN LG EN TR , BFEEBEAKRIMEMER. EALE Amazon
ConfigSettings MEFIEE BRFNRIF. BXESER , HSH i£F Amazon Config Al
B EIR (p. 73)0
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Amazon Config FF X A R ¥Em
Amazon Config il 85 F R 845

Amazon Config Fl E1E 5 F X T 847

PRE] LAfE B L & % CloudWatch # B9 33 4 B #k Amazon Configz 4l & AT #11tAmazon Configff A& MR 35
FRo

NTFEMNMEEIER , ERTUBRITUTRE

o PEMNRRVEESEEUE RTENEIE Ppat, 3/, 126, 1 X, 3K, SE1 A.

« EHECustom (AENX) , MABEXNESEE : X BT EEN BN REHLX M B BB FETEE.
$8E 7] LA At R A R AR R BIEARBIRUTC (A SRAT ) At X ( EEHRIEANITENNE
EREFEEN R XX ) o

- ERAEFGXT - SRFEREENRRFOEELZRFTAME | REXH B RIHF. EFOF, 10
B, 128, 2208, 508, E15 DHUAEXRAERF.

o JERIFERINE$RSIEARF MAmazon Configf A& R iE#RBAmazon Configi& X 8l IEFE & H M B THIERR
Amazon ConfigiZ #IE R ZICloudWatch#Z#l & . X FF1ECloudWatch#Z #il & £ ¥ B R SIEH M B E LIE
#|E AR CloudWatch R 24 B & #1895 B Amazon Configfi B 5% FE¥r 5 Amazon Confighi ZhiE+F.

R ARAE N IX LB FR AT EI NN 2 #TCloudWatch |, (&R IEFEEM SR B K B CloudWatchiZ &l & RS
EFEAmazon/BLE. BXxE R BAMCloudWatchiZ#l & |, S H AmazonCloudWatch{ =R A
AmazonCloudWatch$g#5# B CloudWatch i FF 1§80

Amazon Config i 23845

ERNEERAL TN SHARLDRAFEARLD I RWRERE K. RERE R Kpointin-imeEHF
R SR EAmazon AR, AXREARLBNARLLNESEL , WSHR BN LH0 DR

ERUERATHIREREEENHREE., RUABERT , FERENEEMERIFREE,
Amazon ConfigiX 25+

ST B OB A% B B R IRV B A RE B Amazon SNS FREA X AN EREARE, EXEHANL
BHEE X ENEERSHERAmazon IR LA, &8 LA ConfigStreamDeliverylnfo3R B
APllastErrorCodeEAlastErrorMessageft NEFBANRKRE—RE=REE. BXELZELR | iF
ZH ., BEEABEE.

Config IS HAME RS HE Amazon S3 FHBNAMNEENLIERKAHE, BEMFIEREE
ERFREEENARNEBTINES, AXEBICEXNESEE , BSHAGRER L.

BEECRFNRTRAMERHTEEIZRKIEFN IAM AEKBENRT M-S BH R F =1 K ME IR
B, RECKHFECNRFRETPRNER , AFXLEEIHRANKET, N TIEKEEIZRKFIRIZR

AmazonBREE , ERELEWN IAM R, BXEZER , HZH . FREEFAFEEHN IAM AEE
.

S Config REEKME 7RG HE| Amazon S3 FREBHI XMW E BRBHKE, RERBREKSHZ
XRFABFHEBEINES, AXEERBNESFEELE  BSHLERR.

Amazon &IREE A E1dK

& LAEH Amazon Config IEElE%E’J"“AKFqJE’JFﬁﬁ’ﬁ;E RE-RREEENRBRARENEEE S RE
ERBEMEEXRBRZANXR, SEAUEERBELPERIE Amazon Config Rules IEH RIS
AMRSER,

ES ]
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https://docs.amazonaws.cn/config/latest/developerguide/config-concepts.html#config-items.html
https://docs.amazonaws.cn/config/latest/developerguide/resource-config-reference.html.html
https://docs.amazonaws.cn/config/latest/developerguide/resource-config-reference.html.html
https://docs.amazonaws.cn/config/latest/APIReference/API_ConfigStreamDeliveryInfo.html
https://docs.amazonaws.cn/config/latest/developerguide/manage-delivery-channel.html
https://docs.amazonaws.cn/config/latest/developerguide/config-concepts.html#config-history
https://docs.amazonaws.cn/config/latest/developerguide/iamrole-permissions.html#iam-role-policies-describe-apis
https://docs.amazonaws.cn/config/latest/developerguide/iamrole-permissions.html#iam-role-policies-describe-apis
https://docs.amazonaws.cn/config/latest/developerguide/config-concepts.html#config-snapshot

Amazon Config FF X A R ¥Em
BEREAIANER

+ &% Amazon Config XTI RIR (p. 58)

- BEERBFAEE (p. 59)

- EFEEBSHM (p. 63)

« BEERREMNMET LERL (p. 66)

- FEERBAIEZE Amazon S3 FM (p. 67)

EF#H Amazon Config XM EY &R

BT LAE A Amazon Config $#8#|& . Amazon CLI #1 Amazon Config APl 3R & # Amazon Config Bi& &
RET WER , SIEEHERAERF Amazon Config B Bl RIERMEIR. Amazon Config R&XIMZ X
WEREE, BEXELZER , BSH ZEFWRREE (p.7)

B, EIR (Amazon Config 2% &)
B LAE AR RE B RFEE R Amazon Config ##H & FERER.

BERAR

1. &% Amazon Web Services Management Console , AAFEE LA T M1t 3TF Amazon Config 24|
A : https://console.aws.amazon.com/config/.

2. EEHENERBEREERL , NEEERNERETERIER
o RIREF— EFAE RN BT LE R RN X RAmazon & R
o BIREH ERPIARRERSEREMRIEN TR,
- EHM— EBRREMEIRS. EARTEIRSHITHIE,
3. Amazon Config I EEMEBREMTHRN TR, BAUEEEXRRNUATER

« BERIRF— BRRMAFITURRR D, WA URBREN (WER ) o ERFRFIRRFEEUNESR
RRFMESRE,

« BREH FIHBRFRHRR,
. AMME— FRAIRAAmMazon Configik 8R4/ # N T4

BXEZER  BEZHAEFMEFHAEE (p. 59)

B RIR (Amazon CLI)

&R LABEA Amazon CLI 5 Amazon Config B X HLKY %K.

EHRIR (Amazon CLI)

PO

« £/ Amazon Configservice 1ist-discovered-resources

Example

$ aws configservice list-discovered-resources --resource-type "AWS::EC2::Instance"

{
"resourcelIdentifiers": [
{
"resourceType": "AWS::EC2::Instance",
"resourceId": "i-nnnnnnnn"
}
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https://console.amazonaws.cn/config/
https://docs.amazonaws.cn/cli/latest/reference/configservice/list-discovered-resources.html

Amazon Config FF X A R ¥Em
EERBFMAEE

ESEMMNPIHAENRRNEEBFMAER , EMEA get-resource-config-history e , HIEE
BREHAM ID, BXREHSUKEKE Amazon Config IR RG] , FSRESEERNLIZFE (p. 59)0

B, IR (Amazon Config API)

BIEERFEEST , Amazon Config FHREZE B BRI EFMRAFIIR,. BEXEZELR , HS
¥ » Resourceldentifierd #Amazon ConfigAP| &

EHRRIR (Amazon Config API)

. f#HListDiscovered’&Raction.

ERBMBHIHAENERNEEBIFMEL , iEEMA GetResourceConfigHistory #B4E , Fi5ERRFREF
1D,

EEREFHER

BT BATE Amazon Config #HIAHEEEE. XK , URBAFRNESRE. BUEEA Amazon CLI EF®
RWBLER $£12%K,

EEREFARGE (£Ha)

HRERRFERNAE L , BEFFMRAMNITHRFEEHRR ID IEFRRNEAFEETEH, FAFSRHERE
HTAXZRERNEE, XAMEIRBHER.

ENEREMAEENEIGRIRIRN AL , EIEFRLIERE, RIRET E LR 8 Uik
AconfigurationItems®E —EBRE RN N BFERTF. BAILREESH. EAMSEHHCloudTrailE 4,

BEBREFMEE (Amazon CLI)

Amazon Config EXHNEENSREERENRERBRIARERZEIEENZBBRE, EAUAEH
Amazon CLI kEFENERIWE BT F £ 18 %.

EERERLICE

A get-resource-config-history MEHIEERFRREFER D, filin

$ aws configservice get-resource-config-history --resource-type AWS::EC2::SecurityGroup --
resource-id sg-6fbb3807
{
"configurationItems": [
{
"configurationItemCaptureTime": 1414708529.9219999,
"relationships": [

{
"resourceType": "AWS::EC2::Instance",
"resourceId": "i-7a3b232a",
"relationshipName": "Is associated with Instance"
Iy
{
"resourceType": "AWS::EC2::Instance",
"resourceId": "i-8b6eb2ab",
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EERBFMAEE

"relationshipName": "Is associated with Instance"

"resourceType": "AWS::EC2::Instance",
"resourceId": "i-c478efe5",
"relationshipName": "Is associated with Instance"

"resourceType": "AWS::EC2::Instance",
"resourceId": "i-e4cbe38d",
"relationshipName": "Is associated with Instance"
b
1,
"availabilityZone": "Not Applicable",
"tags": {},
"resourceType": "AWS::EC2::SecurityGroup",
"resourceId": "sg-6fbb3807",
"configurationStateId": "1",
"relatedEvents": [],
"arn": "arn:aws:ec2:us-east-2:012345678912:security-group/default",
"version": "1.0",
"configurationItemMD5Hash": "860aa81fc3869el186b2ee00bc638alla",
"configuration": "{\"ownerId\":\"605053316265\",\"groupName\":\"default
\",\"groupId\":\"sg-6£fbb3807\",\"description\":\"default group\",\"ipPermissions\":
[{\"ipProtocol\":\"tcp\", \"fromPort\":80,\"toPort\":80,\"userIdGroupPairs\":[{\"userId
\":\"amazon-elb\", \"groupName\":\"amazon-elb-sg\",\"groupId\":\"sg-843f59ed\"}],
\"ipRanges\":[\"0.0.0.0/0\"]},{\"ipProtocol\":\"tcp\",\"fromPort\":0,\"toPort\":65535,
\"userIdGroupPairs\":[{\"userId\":\"605053316265\", \"groupName\":\"default\",\"groupId
\":\"sg-6fbb3807\"}],\"ipRanges\":[ 1}, {\"ipProtocol\":\"udp\",\"fromPort\":0,\"toPort
\":65535,\"userIdGroupPairs\":[{\"userId\":\"605053316265\",\"groupName\":\"default\",
\"groupId\":\"sg-6fbb3807\"}],\"ipRanges\":[]},{\"ipProtocol\":\"icmp\",\"fromPort\":-1,
\"toPort\":-1,\"userIdGroupPairs\":[{\"userId\":\"605053316265\",\"groupName\":\"default
\",\"groupId\":\"sg-6£fbb3807\"}],\"ipRanges\":[ ]}, {\"ipProtocol\":\"tcp\",\"fromPort
\":1433,\"toPort\":1433,\"userIdGroupPairs\":[ ], \"ipRanges\":[\"0.0.0.0/0\"]1},{\"ipProtocol
\":\"tcp\",\"fromPort\":3389,\"toPort\":3389,\"userIdGroupPairs\":[ ], \"ipRanges\":
[\"207.171.160.0/19\"]1}],\"ipPermissionsEgress\":[ ], \"vpcId\":null,\"tags\":[]}",

"configurationItemStatus": "ResourceDiscovered",
"accountId": "605053316265"
}
1,
"nextToken":

XM RNIFMHER , 53 H Components of a Configuration ltem (p. 24) M M ERERE (p. 7).
H iy "1 Amazon EBS Bt & /7 5 id &Amazon Config

Amazon ConfiglE X —H X # ( AR BN NHFEIREK—NRIFEE ) A HMERRBEN T RANAMEERER
XAmazon ConfigiE £ & #l, Amazon Configff b VR R AR OMNEBA LIEZRSHAEESARIEEN
Amazon S3 F#fE F HIX &Amazon Config. BN RREENBEEFLIERXHFEBEEL—MNIEIEFEX
HRETEERVENZRETREANER. FLERIXHBEESA/NDINEZE—IR.

AR 2 Amazon S3 WHRABH R , EFHER T BH Y51 X3 FTE Amazon Elastic Block Store BHE &
A $i18%. Amazonaccount. HtIK B IR vol-ce676cce Fl vol-cia007c. % vol-ce676cce B
E—NALREFXHEEATESERMBEEEN , B vol-cia007c RE—MER,

{
"fileVersion": "1.0",
"requestId": "asudf8ow-4e34-4f32-afeb-0ace5bf3trye",
"configurationItems": [
{
"snapshotVersion": "1.0",
"resourceId": "vol-ce676ccc",
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"arn": "arn:aws:us-west-2b:123456789012:volume/vol-ceé676ccc",
"accountId": "12345678910",
"configurationItemCaptureTime": "2014-03-07T23:47:08.918Z",
"configurationStateID": "3e660fdf-4e34-4f32-afeb-0ace5bf3dé63a",
"configurationItemStatus": "OK",
"relatedEvents": [
"06cl2a39-eb35-11de-ae07-adb69edbble4",
"c376e30d-71a2-4694-89b7-a5a04ad92281"

1,
"availibilityZone": "us-west-2b",
"resourceType": "AWS::EC2::Volume",
"resourceCreationTime": "2014-02-27T21:43:53.8852",
"tags": {},
"relationships": [
{
"resourceId": "i-344c463d",
"resourceType": "AWS::EC2::Instance",
"name": "Attached to Instance"
}
1,
"configuration": {
"volumeId": "vol-ceé676ccc",
"size": 1,
"snapshotId": "",
"availabilityZone": "us-west-2b",
"state": "in-use",
"createTime": "2014-02-27T21:43:53.0885+0000",
"attachments": [
{
"volumeId": "vol-ceé676ccc",
"instanceId": "i-344c463d",
"device": "/dev/sdf",
"state": "attached",
"attachTime": "2014-03-07T23:46:28.0000+0000",
"deleteOnTermination": false
}
1,
"tags": [
{
"tagName": "environment",
"tagValue": "PROD"
}
{
"tagName": "name",
"tagValue": "DataVolumel"
}
1,
"volumeType": "standard"
}
"configurationItemvVersion": "1.0",
"resourceId": "vol-ce676ccc",
"arn": "arn:aws:us-west-2b:123456789012:volume/vol-ceé676ccc",
"accountId": "12345678910",
"configurationItemCaptureTime": "2014-03-07T21:47:08.918Z",
"configurationItemState": "3e660fdf-4e34-4f32-sseb-0ace5bf3d63a",
"configurationItemStatus": "OK",

"relatedEvents": [
"06cl2a39-eb35-11de-ae07-ad229edbble4",
"c376e30d-71a2-4694-89b7-a5a04w292281"

1,

"availibilityZone": "us-west-2b",

"resourceType": "AWS::EC2::Volume",
"resourceCreationTime": "2014-02-27T21:43:53.8852",
"tags": {},
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"relationships": [
{
"resourceId": "i-344c463d",
"resourceType": "AWS::EC2::Instance",
"name": "Attached to Instance"
}
1,
"configuration": {
"volumeId": "vol-ceé676ccc",
"size": 1,
"snapshotId": "",
"availabilityZone": "us-west-2b",
"state": "in-use",
"createTime": "2014-02-27T21:43:53.0885+0000",
"attachments": [
{
"volumeId": "vol-ceé676ccc",
"instanceId": "i-344c463d",
"device": "/dev/sdf",
"state": "attached",
"attachTime": "2014-03-07T23:46:28.0000+0000",
"deleteOnTermination": false
}
1,
"tags": [
{
"tagName": "environment",
"tagValue": "PROD"
}
{
"tagName": "name",
"tagValue": "DataVolumel"
}
1,
"volumeType": "standard"
}
I
{
"configurationItemvVersion": "1.0",
"resourceId": "vol-ciaO07c",
"arn": "arn:aws:us-west-2b:123456789012:volume/vol-cia007¢c",
"accountId": "12345678910",
"configurationItemCaptureTime": "2014-03-07T20:47:08.918Z",
"configurationItemState": "3e660fdf-4e34-4f88-sseb-0ace5bf3d63a",
"configurationItemStatus": "OK",

"relatedEvents": [
"06cl2a39-eb35-11de-ae07-adjhk8edbble4",
"c376e30d-71a2-4694-89b7-a5a67u292281"

1,
"availibilityZone": "us-west-2b",
"resourceType": "AWS::EC2::Volume",
"resourceCreationTime": "2014-02-27T20:43:53.8852",
"tags": {},
"relationships": [
{
"resourceId": "i-344e563d",
"resourceType": "AWS::EC2::Instance",
"name": "Attached to Instance"
b
1,
"configuration": {
"volumeId": "vol-cia007c",
"size": 1,
"snapshotId": "",
"availabilityZone": "us-west-2b",
"state": "in-use",

62




Amazon Config FF X A R ¥Em

EERESHAM
"createTime": "2014-02-27T20:43:53.0885+0000",
"attachments": [
{
"volumeId": "vol-cia007c",
"instanceId": "i-344e563d",
"device": "/dev/sdf",
"state": "attached",
"attachTime": "2014-03-07T23:46:28.0000+0000",
"deleteOnTermination": false
}
1,
"tags": [
{
"tagName": "environment",
"tagValue": "PROD"
e
{
"tagName": "name",
"tagValue": "DataVolume2"
}
1,
"volumeType": "standard"

EERESAML

B LAE R Amazon Config #%]&. Amazon CLI % Amazon Config API &

B

- EEEHAM (BHA) (p. 63)
« EFEEMME (CLI) (p. 64)

. BFEEHM (API) (p. 65)

EESHMN (2FE)
BEE LA

EEAN R F R SRR

1. &%ZE| Amazon Web Services Management Console , fA/5&3id LA T Mt $THF Amazon Config # i
& : https://console.aws.amazon.com/config/o

2. £ Amazon Web Services Management Console3 % + | I&iF Kigj ik R 28 2 Hi& B T Amazon
Config MK X1g, BXxTHMHXFIIR , 538, Amazon ConfigX g F L% T = B Amazon Web

Services — k5 #.

3. HESMENKT , £ Resources, HRFBELNAE L , BAILURRFRF], BREBMEMIERS#AT
k. ERIEMBRNBFBRBEFTERE, ZRETR T HFREENFFRRFNIZ TR RSN IR
Do RFRAMAILIREIR ID , LA BLRBIFE

MERARIRRF 5 IR F R

ERRFEN A LEE. SUNEEESSF. SMMSHREHRTHIECloudTrailE 4,

Note

HE A ERFEFENEL , EUNERERRREN. ENRRIFAE S E TR IR E
Y%, BIEE AR RLEE,
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Bboh , BIE A BATE Resource inventory TAIEREHN AR , LEFHENME, BXEZER,

Amazon Config ZZLH BR (p. 58)0
BEESHM (CLI)

Example ZEE &

EEESAMY  BEEAUTE—CLI&S :

s EEELNENMNNENMIRE , B describe-compliance-by-config-rule
RIFTR

BZH &R

wWe, WA

$ aws configservice describe-compliance-by-config-rule
{
"ComplianceByConfigRules": [
{
"Compliance": {
"ComplianceContributorCount": {
"CappedCount": 2,
"CapExceeded": false
Iy
"ComplianceType": "NON_COMPLIANT"
Iy
"ConfigRuleName": "instances-in-vpc"
o
{
"Compliance": {
"ComplianceType": "COMPLIANT"
Iy
"ConfigRuleName": "restricted-common-ports"
o

FTFAMMELERSA NON_COMPLIANT BN , Amazon Config ¥ cappedCount SEIRE & H &

R E,

details-by-config-rule @% , MIBA R RAIFFR :

E&EEF Amazon Config BEFEANITEHNENERNEAMRES , HFEH get-compliance-

$ aws configservice get-compliance-details-by-config-rule --config-rule-
name ConfigRuleName{
"EvaluationResults": [
{
"EvaluationResultIdentifier": {
"OrderingTimestamp": 1443610576.349,
"EvaluationResultQualifier": {
"ResourceType": "AWS::EC2::Instance",
"ResourceId": "i-nnnnnnnn",
"ConfigRuleName": "ConfigRuleName"

}

}

"ResultRecordedTime": 1443751424.969,

"ConfigRuleInvokedTime": 1443751421.208,

"ComplianceType": "COMPLIANT"

"EvaluationResultIdentifier": {
"OrderingTimestamp": 1443610576.349,
"EvaluationResultQualifier": {

"ResourceType": "AWS::EC2::Instance",
"ResourceId": "i-nnnnnnnn",
"ConfigRuleName": "ConfigRuleName"
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}

"ResultRecordedTime": 1443751425.083,
"ConfigRuleInvokedTime": 1443751421.301,
"ComplianceType": "NON_COMPLIANT"

Iy

- BEEEEMEEREM Amazon BRNEMNMEIRA , B describe-compliance-by-resource @i
T, WA RBIFTR

$ aws configservice describe-compliance-by-resource --resource-type AWS::EC2::Instance
{
"ComplianceByResources": [
{
"ResourceType": "AWS::EC2::Instance",
"ResourceId": "i-nnnnnnnn",
"Compliance": {
"ComplianceContributorCount": {
"CappedCount": 1,
"CapExceeded": false
}I
"ComplianceType": "NON_COMPLIANT"
¥
}I
{
"ResourceType": "AWS::EC2::Instance",
"ResourceId": "i-nnnnnnnn",
"Compliance": {
"ComplianceType": "COMPLIANT"
¥
}I

- EEFEA Amazon BIRNEAMIEMES. , BEA get-compliance-details-by-resource @
D
T o

$ aws configservice get-compliance-details-by-resource --resource-type AWS::EC2::Instance
--resource-id i-nnnnnnnn

-~

"EvaluationResults": [
{

"EvaluationResultIdentifier": {
"OrderingTimestamp": 1443610576.349,
"EvaluationResultQualifier": {

"ResourceType": "AWS::EC2::Instance",

"ResourcelId": "i-nnnnnnnn",

"ConfigRuleName": "instances-in-vpc"
}

T

"ResultRecordedTime": 1443751425.083,

"ConfigRuleInvokedTime": 1443751421.301,

"ComplianceType": "NON_COMPLIANT"

BEESHMKE (API)
Example ZEE &

EEFENM  BEAUTE— APIHRE
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- EEFENSMUBNEAMEIRS , B HDescribeComplianceByConfigRuleaction.

- E&E Amazon Config REFEANITEHENRRNERMERES , BEA
GetComplianceDetailsByConfigRule 1E.

- ZEEEEMIELREMN Amazon BRNERMIRZ , B A DescribeComplianceByResource #B1E,

« BENMANERMIFEEEAMmazonBIR , & HGetComplianceDetailsBy % Raction. #4E 223 : A
FiTERIRH Amazon Config MUE WL, SRS —RITERFEHER , URBRREHFEEIMNM
,

ER TR LatE L

Amazon Config X157 f#% B Amazon Config Rules IfEH R RN EAMRSER, BREAMEHLIEFHU
RELZHERXE R, NEALHEERRE —BRENRNHERHEIRF configurationItems. BXARTHE
BconfigurationItem , & Configurationltems #JAmazon ConfigAPl &,

A LR R M0 A SRIE SR R B AT BRI R Amazon Config. 1R ERFBIERZAAERIRSE

& | Amazon Config B Zh 7T 1810 F 1T K IR &ML $ 12 &Amazon Config Rules. BRIAER T , Amazon
Config 2 IERKFTESXERERNEBEENR., St {RERFENEREAENLIERRERE

A : AWS::Config: :ResourceCompliance. BXEZEE , BSH . EFEMLRFEAmazon Configic x.

{52 F 5 IR & B FR AT R £
S O 4 D o R A TR U L 2

1. EBEBFRNEN S BB HIEE,

2. fiﬁﬂfﬁ%iﬁﬁt , WA DR ERER, BRELBEMEAERSHITIILE, ERITESCHBRNERNRES
ZRERTERERENEFIMAFTNZE RN ERESAERD, BEMAFTAUERREID , hal L2 &R
Ao

3. NERIMREFFI R ERIR,

4, EFEFEREMHIZE, BUREEESH. SAMEEHR CloudTrail B4,

Note

RNE K EERBFENEL , EUNEREERREER. ENEREFEMAEERELEERMNAEL ,
B R R AT E iR,

FEAANEEF RIRTE %
JE T AT T T AP 4345 TE R U SR 15 18] B R A (A1 £% o

1. NEMSHAHIEE Rules (B)o

2. 7 Rules (BAM)) TUE L , EFTEEHEXETENAN, MREELEREREMAN , EHEH Add rule
(A INFR ) SR A

3. EMNEFMEENEL , NEITERRERRFIERRF,
4. Select. FRAT R MR, AT R-E R BRAET R H#o

EHRENMETEIEFK

FEHERRRAEMMT $FIE8F get-resource-config-history fi f &R

AaWS: :Config: :ResourceCompliance.
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aws configservice get-resource-config-history --resource-type
AWS::Config: :ResourceCompliance --resource-id AWS::S3::Bucket/configrules-bucket

BRZATABRRUTOTAARNEERASR

{

"configurationItems": [

{
"configurationItemCaptureTime": 1539799966.921,
"relationships": [

{
"resourceType": "AWS::S3::Bucket",
"resourceId": "configrules-bucket",
"relationshipName": "Is associated with "
}
1
"tags": {},
"resourceType": "AWS::Config::ResourceCompliance",
"resourceId": "AWS::S3::Bucket/configrules-bucket",
"ConfigurationStateId": "1539799966921",
"relatedEvents": [];
"awsRegion": "us-west-2",
"version": "1.3",

"configurationItemMD5Hash": "",

"supplementaryConfiguration": {},

"configuaration": "{\"complianceType\":\"COMPLIANT\",\"targetResourceId\":\"configrules-
bucket\",\"targetResourceType\":\"AWS: :S3::Bucket\",\configRuleList"\":[{\"configRuleArn
\":\"arn:aws:config:us-west-2:AccountID:config-rule/config-rule-wlgogw\",\"configRuleId\":
\"config-rule-wlgogw\", \"configRuleName\":\"s3-bucket-logging-enabled\", \"complianceType\":
\"COMPLIANT\"}]}",

"configurationItemStatus": "ResourceDiscovered",
"accountId": "AccountID"
}
1
}

S BB R BB {EIXZE Amazon S3 1FiE 4

Amazon Configi2 #ft#Y & & R BB Amazon BF £ & JR Amazon ConfigfFic R B EH B &% BB EER
Amazon S3 126 #&.

E3 ]
- BEBEBEIRE (p. 67)
+ 3R B Amazon Config K& & 1R B8 =l (p. 68)
o WUFRIARS (p. 71)
- &% Amazon S3 FHEBHHEERR (p. 72)

RIEBLER R

Amazon Config7E 18 i B 4 BB B 1R B DeliverConfig ik FR # 4E =l & RiZ1TAmazon CLI deliver-config-
snapshot@ . Amazon ConfigiFEl B RB M E LS AREER Amazon S3 F# 4. Amazon Config.

A deliver-config-snapshot W% , FisEHEREE &% BEER B Amazon Config ZEH B , 6
o

$ aws configservice deliver-config-snapshot --delivery-channel-name default

{
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"configSnapshotId": "94ccff53-83be-42d9-996f-b4624b3clas5"

5k B Amazon Config BYEL & R 88 = i

T E= Amazon Config ZEEBERBHRENEE TS, ZRBHERT Amazon Config 7£ 2 5 X iz 1 188
Amazon I IR FMEROMEXEE , URXLERRZEHXR.

Note
BERBHIES5|I AT HFNERERFEIR ID.

{

"fileVersion": "1.0",

"requestId": "asudf8ow-4e34-4f32-afeb-0ace5bf3trye",

"configurationItems": [

{

"configurationItemversion": "1.0",
"resourceId": "vol-ce676ccc",
"arn": "arn:aws:us-west-2b:123456789012:volume/vol-ceé676ccc",
"accountId": "12345678910",
"configurationItemCaptureTime": "2014-03-07T23:47:08.918Z",
"configurationStateID": "3e660fdf-4e34-4f32-afeb-0ace5bf3d63a",
"configurationItemStatus": "OK",

"relatedEvents": [
"06cl2a39-eb35-11de-ae07-adb69edbble4",
"c376e30d-71a2-4694-89b7-a5a04ad92281"

1.
"availibilityZone": "us-west-2b",
"resourceType": "AWS::EC2::Volume",
"resourceCreationTime": "2014-02-27T21:43:53.8852",
"tags": {},
"relationships": [
{
"resourceId": "i-344c463d",
"resourceType": "AWS::EC2::Instance",
"name": "Attached to Instance"
}
1.
"configuration": {
"volumeId": "vol-ceé676ccc",
"size": 1,
"snapshotId": "",
"availabilityZone": "us-west-2b",
"state": "in-use",
"createTime": "2014-02-27T21:43:53.0885+0000",
"attachments": [
{
"volumeId": "vol-ceé676ccc",
"instanceId": "i-344c463d",
"device": "/dev/sdf",
"state": "attached",
"attachTime": "2014-03-07T23:46:28.0000+0000",
"deleteOnTermination": false
}
1,
"tags": [
{
"tagName": "environment",
"tagValue": "PROD"
}
{
"tagName": "name",
"tagValue": "DataVolumel"
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1,

"volumeType": "standard"

"configurationItemvVersion": "1.0",
"resourceId": "i-344c463d",
"accountId": "12345678910",
"arn": "arn:aws:ec2:us-west-2b:123456789012:instance/i-344c4634",
"configurationItemCaptureTime": "2014-03-07T23:47:09.523Z",
"configurationStateID": "cdb571fa-ce7a-4ec5-8914-0320466a355e",
"configurationItemStatus": "OK",
"relatedEvents": [
"06cl2a39-eb35-11de-ae07-adb69edbble4",
"c376e30d-71a2-4694-89b7-a5a04ad92281"

1,
"availibilityZone": "us-west-2b",
"resourceType": "AWS::EC2::Instance",
"resourceCreationTime": "2014-02-26T22:56:35.000Z",
"tags": {
"Name": "integ-test-1",
"examplename": "examplevalue"
Iy
"relationships": [
{
"resourceId": "vol-ce676ccc",
"resourceType": "AWS::EC2::Volume",
"name": "Attached Volume"
I
{
"resourceId": "vol-efOeO6ed",
"resourceType": "AWS::EC2::Volume",
"name": "Attached Volume",
"direction": "OUT"
I
{
"resourcelId": "subnet-47b4cf2c",
"resourceType": "AWS::EC2::SUBNET",
"name": "Is contained in Subnet",
"direction": "IN"
}
1,
"configuration": {
"instanceId": "i-344c463d",
"imageId": "ami-ccf297fc",
"state": {
"code": 16,
"name": "running"
I
"privateDnsName": "ip-172-31-21-63.us-west-2.compute.internal",
"publicDnsName": "ec2-54-218-4-189.us-west-2.compute.amazonaws.com",

"stateTransitionReason": "",
"keyName": "configDemo",
"amiLaunchIndex": O,
"productCodes": [],

"instanceType": "tl.micro",
"launchTime": "2014-02-26T22:56:35.0000+0000",
"placement": {
"availabilityZone": "us-west-2b",
"groupName": "",
"tenancy": "default"
Iy
"kernelId": "aki-fc8fllcc",
"monitoring": {
"state": "disabled"
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"subnetId": "subnet-47b4cf2c",
"vpcId": "vpc-41lb4cf2a",
"privateIpAddress": "172.31.21.63",
"publicIpAddress": "54.218.4.189",
"architecture": "x86_64",
"rootDeviceType": "ebs",
"rootDeviceName": "/dev/sdal",
"blockDeviceMappings": [
{
"deviceName": "/dev/sdal",
"ebs": {
"volumeId": "vol-efOeO6ed",
"status": "attached",
"attachTime": "2014-02-26T22:56:38.0000+0000",
"deleteOnTermination": true
}
e
{
"deviceName": "/dev/sdf",
"ebs": {
"volumeId": "vol-ceé76ccc",
"status": "attached",
"attachTime": "2014-03-07T23:46:28.0000+0000",
"deleteOnTermination": false
}
}
1,
"virtualizationType": "paravirtual",
"clientToken": "aBCDel23456",
"tags": [
{
"key": "Name",
"value": "integ-test-1"
e
{
"key": "examplekey",
"value": "examplevalue"
}
1,
"securityGroups": [
{
"groupName": "launch-wizard-2",
"groupId": "sg-892adfec"
}
1,
"sourceDestCheck": true,
"hypervisor": "xen",
"networkInterfaces": [
{
"networkInterfaceId": "eni-55c03d22",
"subnetId": "subnet-47b4cf2c",
"vpcId": "vpc-41lb4cf2a",
"description": "",
"ownerId": "12345678910",
"status": "in-use",
"privateIpAddress": "172.31.21.63",
"privateDnsName": "ip-172-31-21-63.us-west-2.compute.internal",

"sourceDestCheck": true,
"groups": [
{
"groupName": "launch-wizard-2",
"groupId": "sg-892adfec"
}
1,

"attachment": {
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"attachmentId": "eni-attach-bf90c489",
"deviceIndex": 0,
"status": "attached",
"attachTime": "2014-02-26T22:56:35.0000+0000",
"deleteOnTermination": true
e
"association": {
"publicIp": "54.218.4.189",
"publicDnsName": "ec2-54-218-4-189.us-
west-2.compute.amazonaws.com",
"ipOwnerId": "amazon"
+e
"privateIpAddresses": [
{
"privateIpAddress": "172.31.21.63",
"privateDnsName": "ip-172-31-21-63.us-

west-2.compute.internal",
"primary": true,
"association": {

"publicIp": "54.218.4.189",

"publicDnsName": "ec2-54-218-4-189.us-
west-2.compute.amazonaws.com",

"ipOwnerId": "amazon"

}
1,

"ebsOptimized": false

TS RRIRERRETRIARE T HLEE,
WIER IR

# Adescribe-delivery-channel-status @5 A% Amazon Config & EFF iR F B E&IXTIEEN
RiEEE , Hi

$ aws configservice describe-delivery-channel-status

{
"DeliveryChannelsStatus": [
{

"configStreamDeliveryInfo": {
"lastStatusChangeTime": 1415138614.125,
"lastStatus": "SUCCESS"

Iy

"configHistoryDeliveryInfo": {
"lastSuccessfulTime": 1415148744.267,
"lastStatus": "SUCCESS",
"lastAttemptTime": 1415148744.267

Iy

"configSnapshotDeliveryInfo": {
"lastSuccessfulTime": 1415333113.4159999,
"lastStatus": "SUCCESS",
"lastAttemptTime": 1415333113.4159999

Iy

"name": "default"

}
]
}
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Amazon Config FF X A R ¥Em
B Amazon B RELE M7 £ i8F

XS H IR 25 Amazon Config fFE & 1% 1% B0 F 6 A T RN E =& mE X RS,
EEE lastSuccessfulTime MY configSnapshotDeliveryInfo FE. AHER SR EREREEE
B R R B R — B

Note

Amazon Configff | UTC #&3{ ( i@t et ) i RaTE,

EE Amazon S3 FHEBH WG EHRR

1. E3%E Amazon Web Services Management Console , /5 & A T M#it#TFF Simple Storage
Service ( Amazon S3 ) ##l& : https://console.aws.amazon.com/s3/.

2. £ Amazon S3 % & FFTE 7 @ERZH Amazon S3 A FR.

3. BHEFLNFMBPHBREXMR , RERR ID SHHGHIREM ID AR configSnapshot Xt
Ro THRATANKUEFRERR.

S3 FHBEEE—1NE N ConfigWritabilityCheckFile HIZE3 4, Amazon Config BI2i%Z 34
HWENRRBIERS RREERIEA S3 FEE.

EIEAmazon & IREE R A E1idx

&) SARE B E AR IAM A B RYIR B S IS M BRI A9 4535 88 (BT b 81 8 126K BR S 17 6 A AL S b 13
%iﬁ%ﬂﬂﬁ%jﬁﬂ)o EA LB RE LSRN RN E LRSS , EUUBE L EICRMPLE R M T
WMo
i

. EFDELAR IAM A ®Amazon Config (p. 72)

+ #%# Amazon Config FTIZ X BIR (p. 73)

- BEZZEEE (p. 77)

. EEEBICHEKSS (p. 79)

o BRIEEXFINKREEE (p. 81)

+ i BkAmazon Config##&E (p. 82)

EHDBAH IAM B Amazon Config

B L EFHAF AR IAM & Amazon ConfigiEFERNBX R, FEEH IAM A2 E , FEAZELKEIET —1
FHAGRKRRIBAR®, BLTUFRIEREKIFNAER , LUIER Amazon Config iB RE B FHIFH L X BEE
BE, A, FEHESEIENE IAM SEH Amazon BREEM (ARN), EBEEH IAM AGREEMFERIZS
o BXBIE IAM BEFFHAERKKMNE IAM BERNELR  ESHCE IAM A6 (p. 42).

Note

EERINE IAM AEH ARN |, FHE IAM #5158 : hitps://console.aws.amazon.com/iam/. 1S
B PiER Roles, RBEFRMMEACHAN , HE Summary RETREF R B KA ARN,

B IAM AR
&7 LA Fl Amazon Web Services Management Console={#&Amazon CLI.
EXFANNXFEPELR IAM A (24 H)

R FF Amazon Config #L I #Y X1 A £ Amazon Config , BERAT TR, BXRZHFXEHMHTIE ,
& & f Amazon Config XiF f £ 1% 17 2 BYAmazon Web Services — it 5%,
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Amazon Config FF X A R ¥Em
EIRFTIERME R

1. &%ZE) Amazon Web Services Management Console , #/5&3d LA T Mt $TFF Amazon Config %]
A : hitps://console.aws.amazon.com/config/s

2. ESMBERT , &R Settings (KE)o
3. fEAmazon ConfigBBEHoH |, LR IAM A& :
+ BIEAE-Amazon Configtl ZEEFENRMN AR, XF Role name (B&EH) , BAILLIEENX
Amazon Config 828 & #ro

« NEHWIKFIEERE—NAE— X TRole name (BBER)EKF HEEFE— IAM £, Amazon Config
FHMATENRE. BXEZER , B3R 2ESH IAM A& BRAmazon Config (p. 218).

Note

MREHLREHCER IAM A€ | FIEHZE. Amazon Config R &IFKREMIMEIAE,
4. ﬁ#¥ Save ( ﬁﬁ ) o

EARXBANNXERER IAM BE (BFA)

1. &%ZE Amazon Web Services Management Console , /5833 LA T Mt $TFF Amazon Config %l
A : hitps://console.aws.amazon.com/config/e

2. ERMENAHRELRNEL  SERERF (),
3. i%&# Continue (#4£%),
4. FEAmazon Config EE RiFEEAREENNERE L , BFFHAEE.
5 EAGHENRS T, &EIAM AE
- MREBFLEUEBAE , BAIAM B | EERIEFH IAM A6 AENBAESHABGEN
s MRERFEAENNEAE , T IAMRole , BRI EAG, RE , N TEBEH , EB—ITH
K, BT RRAE R CIERN A KR
6. 1£$F Allow,

BE# IAM A& (Amazon CLI)

+  fFHA put-configuration-recorder MR HIEEFMAEH Amazon FEREF (ARN) :

$ aws configservice put-configuration-recorder --configuration-recorder
name=configRecorderName,roleRARN=arn:aws:iam: :012345678912:role/myConfigRole

1%£3% Amazon Config Fric & &R

Amazon Config FHFERMEMZ T HERWERNAIE, F=MEREE. Amazon Config &fFiX =4
BRAGET. ZALLEEXAmazon ConfigfieRATEZ X HEARNBRRNER , ANIERESEMHE XN R
FRHRER. ETH Amazon Config AIIERHRRER | B0 ZEFNEREE (p. 7).

ICRATA RIS RIRRE

FIAERT , Amazon Config 2IERE ETXEPRKIMHN A Z TR M X R RAmazon Confighy
BEENR, XEMRFREEMXEHHEXEK , ENAEZREPER, XiEtRRATRHIN EC2 £FIF EBS
B,

BE A LALE Amazon Config IBERZXHERBENL/IURR. £RMRRTER/EXGMEXEK , HEREME
XigER, £R&EFREREAmazon ConfigiAM A, H, AENEFrAERKEISIRENEBREEEREFE
EEREED,
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R FTIEZ M ER

Important

EEANE B RIFLEEAmazon Config2022 F 2 Az G FEFMXEZBRSHAEXERHA TS
A4 XAmazon GovCloud ( EEFER ) for the GovCloud "X, BRAEEEFXEEFIXLEHNS
BRREBNE B , 3 BEAmazon GovCloud ( EEFESR) -

2022 £ 2 AZEIMANZXRHNEBRREKE |, f

WIAWS : : TAM: : Group, AWS::IAM::Policy., AWS::IAM::Role, AWS::IAM::UserfRIFT
T, FEMISREE S ANRE XS RHEEEYMmAmazon Config. ltERR£FIF 2022 £F 2
AZEMANFHERERER,

FW2022 F2 AGMANSERERERN X

Amazon BR% RFXREE X

Amazon Elastic Container AWS: :ECR: :PublicRepository XERE ( BHFEILMILE ) X
Registry Public b}

Amazon Global Accelerator AWS::GlobalAccelerator: :Lisk&EES ( HEINM ) XiF

AWS: :GlobalAccelerator: : EndR&E Mol KM ) X1
AWS::GlobalAccelerator: : AccEBRBERBArHEIN M ) XiF

IERBFENRRRE

WMRIERFE Amazon Config IERAIAXFRRWER , MAUNE#TEENL , UEEUERIEEREHN
BIREH. Amazon Config IEFEIEEMN R RRXBENEEE R , DIWIX KR 02 MM ER.

MRKRBFEANEIR , Amazon Config FFHRIBFIZE RN CIZEFMER K MALREEMFMER , BELE
TAHEAFER. YEMRIZFEFHEZIMERET , Amazon Config FREBH , AERFEACSEREHE
TZEH, EREZRENFAEENEL , KSHHEEFAFENENRN null , EFLERKXTXRRAMNEE
BERHEE.

BT RIEFRFROBIRERK , Bt Amazon Config 3 EIEKEREBHENAXREEFTZRE. WREMEILFR
BRFEEREKBEFAXEK , WEERBARNFAEERNESRHMENNXREE,

& LABEEY 5 Amazon Config £ L IR FRENEBEEIR. £ Amazon Config FLHIERENERE , E&R
BAiERNEERFEE , HERTHRERHREEEFES,

Amazon Config N 7] A F{XiF{& Amazon Config 1B KA FBLERASH M,
A N <d \\

EERR (BHA)

WA LAE A Amazon Config #%&1%$F Amazon Config 18 & EIRFEE,
TERER

1. Z&3FZE| Amazon Web Services Management Console , /5B L T Mk 3TF Amazon Config 2l
A : https://console.aws.amazon.com/config/o

2. FFF Settings TUH :

« WREIEXHE Amazon Config MK X g5 Amazon Config , IEES B & HikF Settings (1%
B) BXAIFNRXEIER , ESHAmazon Config X i3 fl 4 ix 5 = B Amazon Web Services — %5
=,

C BN, ERRgERR G ERREER.

3. 1E Resource types to record (B2 kM FEIRER) o , BELFE Amazon Config i2FEK Amazon
RIRMFER .
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R FTIEZ M ER

« FiE%&FE-Amazon ConfigliFi B S XN ERBEELUTIEIF -
o BRZXELXFHFTERIFE-Amazon Configl i FREMZIIFHRANX M RR NEEE
%, Amazon Config FMMNFXFRFREN TG , EREFIFRIEFZEENRR.
s BELRMRR-Amazon ConfighiZXHEANLBIURRTEECIERNER (Flln , IAM &
R ) F. Amazon Config FIMNFHLHRMERREENZIEE , CRBIFRIERZXENER.
o $5EFRA_Amazon Config{ it FiX &2 & (W Hi B F lAmazon &8 E K &R
4. RELENENR:

s WMREIEXIF Amazon Config LK X £/ Amazon Config , Hi%$F Save (fR1F).

« &N , #Fik#F Continue, fEAmazon ConfigConfig IEEERIEEARE BNNBERE L |, &
EAllow ( 3 ) .

1EFRR (Amazon CLI)

BRI LAE A Amazon CLI B E%EE Amazon Config iIBRMERER, ik , BAUSIE—MEREBIZRKS ,
BLEREBHERFADIEENTRER, FIiRAtd  BUUEEECEAESIELAUNER  EREEE
B RR.

EERAZXEFHNEIR

1. AT put-configuration-recorder @< :

$ aws configservice put-configuration-recorder --configuration-recorder
name=default,roleARN=arn:aws:iam::123456789012:role/config-role --recording-group
allSupported=true,includeGlobalResourceTypes=true

WS HEA --recording-group AL TIEIR :

+ allSupported=true-Amazon ConfigffidXEBMZ X FHR AN EF XX EJR. Amazon Config
AN FXHBRREENLIFE , OEEIFRIEFZEENER.

includeGlobalResourceTypes=true-Amazon Configff Z X FL AN /U RFREIEECIE
FHERH . Amazon Config MMM KM RFRENIZIEE , ©HEFFRICFKZELENEIR,
EFHETZEN true 28 , BUIF allsupported EIMIZERN trueo
MREFFLARE/URRT , BHHIETREN false , HERBLIIET,

2. (%) ERIEENEECRBRLEGHEEMENRE , EHEALT describe-configuration-

DA
recorders A

$ aws configservice describe-configuration-recorders

LA J9 0@ R Rl
{
"ConfigurationRecorders": [
{
"recordingGroup": {
"allSupported": true,
"resourceTypes": [],
"includeGlobalResourceTypes": true
}I
"roleARN": "arn:aws:iam::123456789012:role/config-role",
"name": "default"
¥
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EIRFTIERME R

EEBERENAR

1. £/ Amazon Configservice put-configuration-recorder @39 , & --recording-

group EWZE —PNRZNERRER |, M T REFAR :

$ aws configservice put-configuration-recorder --configuration-recorder
name=default, roleARN=arn:aws:iam: :012345678912:role/myConfigRole --recording-
group file://recordingGroup.json
recordingGroup. json XHIEE T Amazon Config fFidFHRIRIEH .
{
"allSupported": false,
"includeGlobalResourceTypes": false,
"resourceTypes": [
"AWS::EC2::EIP",
"AWS::EC2::Instance",
"AWS::EC2::NetworkAcl",
"AWS::EC2::SecurityGroup",
"AWS::CloudTrail::Trail",
"AWS::EC2::Volume",
"AWS::EC2::VPC",
"AWS::IAM: :User",
"AWS: :IAM: :Policy"
]
}

BT resourceTypes # allSupported ETIRE N false EZBEA] , T LR
includeGlobalResourceTypes #BIEERREH,

2. (i) ERFANEBICRBRTHELMENIEE , BHERAMUT describe-configuration-

D
recorders M9 :

$ aws configservice describe-configuration-recorders

BAT 9 W B2 R 45

"ConfigurationRecorders": [
{
"recordingGroup": {
"allSupported": false,
"resourceTypes": [
"AWS::EC2::EIP",
"AWS::EC2::Instance",
"AWS::EC2::NetworkAcl",
"AWS::EC2::SecurityGroup",
"AWS::CloudTrail::Trail",
"AWS::EC2::Volume",
"AWS::EC2::VPC",
"AWS::IAM: :User",
"AWS::IAM: :Policy"
]I
"includeGlobalResourceTypes": false
}
"roleARN": "arn:aws:iam::123456789012:role/config-role",
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EEEREE

"name": "default"

EEEREE

BT Amazon Config 2L L FREMN Amazon BRXENER , Bt , ELBIEEEE KIEXBHARMER
EHBERS. B ERZEEE , MM#2H Amazon Config EHERKEEEEH.

&/ Amazon IKF MK RAEE —MEZREE , BfEA Amazon Config B A {E B3 EE.

Rt Amazon Configie MBI ERNEBE X , BBEAET Amazon SNS AFHNR AKX/ , BHMNSEIEERE
MM EERE, ZAEPIEER Amazon S3 FHEBNEEETEE A, s3BucketLocationFEBHIR[E
NFNERE, BXELEE , ESH . R AR E A FiE AL

Note

Amazon Configxz#&Amazon KMSBEF /Y Amazon S3 126 1§ #Y % Amazon Config

BT LRt Amazon Key Management Service(Amazon KMS) 2485 314 Amazon Resource

Name (ARN) , LABNZ#4£% = Amazon Simple Storage Service (Amazon S3) 2 @I EiE. B

INMERT , Amazon ConfigiS B & 7 52 12 F MR BB X415 12 E) Amazon S3 7748 , HEH S3

AES-256 fR&525im % SSE-S3 MW EFASHIEH TN, HRE , R{RIEFHAmazon Config A¥REY

KMS Z4H =514 ARN , Amazon Configff iz KMS AT T2 AES-256 IN#,

Amazon ConfigF X /8 AX RB{EM Amazon S3 BN AHREE, BXEZELR , 311 S3

WNRUEN TERE,

EAEIEIEE
EF AR BEN | TR E TR

o BHAHK Amazon S3 12 #@Amazon Config R EE B IRBME B H £ idFZ K&,
+ % X Amazon Configls] Amazon S3 1Zf& & Mkl B R AR,
« HiFEHK Amazon SNS B Amazon Config &% X< Bl B E XA EH.

TELRIBE (24 E)

«  JZALUE A Amazon ConfigiRfl & R B2 BEIRE Amazon S3 M Amazon SNS =&, Ax
EEXEEBENLSE , ESH FHESHA1ZE Amazon Config (p. 27).

REHATREATEGSEREE, RELRERBIMENMBRAZBENET. ETHXLES , B4
ER Amazon CLI, Amazon Config APl &/ Amazon FA4 T Ea,
FE#i1&i%EE (Amazon CLI)

1. f£f put-delivery-channel 8% :

$ aws configservice put-delivery-channel --delivery-channel file://deliveryChannel.json

deliveryChannel.json X#HEE T BENEMY :

{
"name": "default",
"s3BucketName": "config-bucket-123456789012",
"snsTopicARN": "arn:aws:sns:us-east-2:123456789012:config-topic",
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EEEREE

"configSnapshotDeliveryProperties": {
"deliveryFrequency": "Twelve_Hours"

}

WRENEEBTUATEM :
+ name— R BENE . BINMERT , Amazon Config 2EFHHEZRBE S E B default,

BTTEMER put-delivery-channel T EFMMERBENEN. BXERENNSER , BHSH E
WHREBEE (p. 78).

* s3BucketName— EHFFIH Amazon S3 FE BB . Amazon Configk Bt ERBRMEEF £
BRI,

MREIEENFHNEE T HM Amazon Ik, NiZF 6 #4238 @ Amazon Config & F 5 A1 X REY
KB, BXEZELR , 3 Amazon S3 FHEBHIER (p. 221).

* snsTopicARN— [BEFEIA Amazon SNS &K Amazon & JRAF (ARN)Amazon Config K EH >
EEEXRHEA,

MREMNEAK IR |, NiZEBAMBERF Amazon Config THEINRAKKE. BEXEZE
B, 2 Amazon SNS EEHIER (p. 225).

+ configSnapshotDeliveryProperties— B &deliveryFrequency® i , BiZEMEAmazon

Configfk i B i& R B8 .
2. (W) B BUERA describe-delivery-channels S RIFARBERERSESEN :

$ aws configservice describe-delivery-channels
{
"DeliveryChannels": [
{
"configSnapshotDeliveryProperties": {
"deliveryFrequency": "Twelve_Hours"
e
"snsTopicARN": "arn:aws:sns:us-east-2:123456789012:config-topic",
"name": "default",
"s3BucketName": "config-bucket-123456789012"
}
]
}

EmAtkiE

EFEREBBENEN , BAAMBRZEEEE  RAEEAMEENUR-—IHEEBEE. ERRMEREEE
2B, EARE R REICRE.

Amazon Config %] & TR A Tl Br i B EHIET , Fitk , BSHERA Amazon CLI, Amazon Config
APl i E A Amazon FFATEE,

EMR{EEEE (Amazon CLI)

1. f#H stop-configuration-recorder B ELEEIZFRKES :

$ aws configservice stop-configuration-recorder --configuration-recorder-
name configRecorderName

2. fff describe-delivery-channels % , F 2 NEWEZEER 4 :

$ aws configservice describe-delivery-channels
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EEAEIC RS
{
"DeliveryChannels": [
{
"configSnapshotDeliveryProperties": {
"deliveryFrequency": "Twelve_Hours"
}e
"snsTopicARN": "arn:aws:sns:us-east-2:123456789012:config-topic",
"name": "default",
"s3BucketName": "config-bucket-123456789012"
¥
]
}

3. M delete-delivery-channel @nHlER{EZEE :

$ aws configservice delete-delivery-channel --delivery-channel-name default

4. M put-delivery-channel S8R AFIERMHOIEEZEE :

$ aws configservice put-delivery-channel --delivery-channel file://deliveryChannel.json

deliveryChannel.json X#HEE TREBEHNEMY -

{
"name": "myCustomDeliveryChannelName",
"s3BucketName": "config-bucket-123456789012",
"snsTopicARN": "arn:aws:sns:us-east-2:123456789012:config-topic",
"configSnapshotDeliveryProperties": {
"deliveryFrequency": "Twelve_Hours"
¥
¥

5. {#H start-configuration-recorder MHIREIRFE :

$ aws configservice start-configuration-recorder --configuration-recorder-
name configRecorderName

BERIS ISR

Amazon Config fEABREBIZRR EENRREEFRNER , HTXLEXHRAGED, BXLENEE
BidFEs , ABE Amazon Config F AT BRERFERE,

mREFEAEH AR Amazon CLI & E Amazon Config , ll Amazon Config @ BZ A RSB H BB B IDR
8. BXESZER , 551 FHEM Amazon Config (p. 27).

RiIANBERT , BB RKEFSIEF Amazon Config ETHXIBIRNFIES I HNRR. BUUE—1E
EMNEEIERS , NERBEENRREE, BXEZEL , HSH %£F Amazon Config FTIEFH &

R (p 73)0

% Amazon Config FRRIERE BN , RINBamBKERSERAR, BXEMES , iS5 Amazon Config
Eft. BERERA , BULESFELREBICRSEBRELIER. FLHIERE , SUUSLFREEZNEEES
B, BT AX Amazon Config FA % , BRIEBMEITF.

HIRBHEEIC RN , Amazon Config &K F REIFTE Amazon BRHEE,

EEREICRKR (BHA)

A BAE A Amazon Config ##H| A KX LR BN E B it %88,
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EEAE LR

FiEHEFHEEIC RS

1. &% Amazon Web Services Management Console , AAFEE LA T M1t 3TFF Amazon Config 24|
A : hitps://console.aws.amazon.com/config/.

2. HESMBERKF , %R Settings (IRE).
3. FLERBHEEICR:SS :

- MRBEF IR , Bk Recording is on T Turn off, REERAE , % Continue.

. MRBEFIKICFE , Bk Recording is off (IBFZEXH) TH Turnon (FFB). RZKIRRAT , ik
£ Continue.

EEAE I FET (Amazon CLI)

BAILAE R Amazon CLI B LR B EEIZTESE. SETUEAEDZIMBEEIZFEEE. Amazon
CLI , Amazon ConfigAP| , & H AR —PMAmazonF AT ESE, U TLERAIEHBIEAEEA Amazon CLl,

FIEEEiC RS

. ffH stop-configuration-recorder % :

$ aws configservice stop-configuration-recorder --configuration-recorder-
name configRecorderName

BaEEIERR

. fff start-configuration-recorder @ :

$ aws configservice start-configuration-recorder --configuration-recorder-
name configRecorderName

EnBREIZRR
EFURBICRBNEN , ELAMBRZEEICRS  AREAMEENE-MREICRR.

1. {#H describe-configuration-recorders R ERLFEBIZRKI[NER

$ aws configservice describe-configuration-recorders

{
"ConfigurationRecorders": [
{
"roleARN": "arn:aws:iam::012345678912:role/myConfigRole",
"name": "default"
}
]
}

2. M delete-configuration-recorder oy MlER Y 6l fl & i &aS :

$ aws configservice delete-configuration-recorder --configuration-recorder-name default

3. M put-configuration-recorder R EIEREEFMEZHNE EICRET :

$ aws configservice put-configuration-recorder --configuration-recorder
name=configRecorderName,roleRRN=arn:aws:iam: :012345678912:role/myConfigRole
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Py

4. {#H start-configuration-recorder G HIIREIER :

$ aws configservice start-configuration-recorder --configuration-recorder-
name configRecorderName

Tl BREC B 12 K27

+ fff delete-configuration-recorder @i :

$ aws configservice delete-configuration-recorder --configuration-recorder-name default

IEREEXRVNRAFEIE

&P LAGE FlAmazon Configig 5k Amazon EC2 SRR At RFEFMN B L T E, XHER AL T REIRHY
BENTERE, B0, HHEE Windows KHILE T #HH Windows EFET , Amazon Config RIEFREEF
MAFERZEDENEREE , XEERATUKEIEEEA, BB Amazon Config , &7 LUE 23 & S HI4A
t&% T Windows E# , LR B EH#EBHE/ER.

BYRTEEATTRRICEFRGEERE !

« £ Amazon Config FITH XN FEE=HIE R ERFERMIDF.
« ¥ EC2 MA# fRSS 258 B N LB L flfEAmazon Systems Manager. £ EXHI R EEE N 5 Systems
Manager — &2 fE A #1885,

+ {£f Systems Manager B2 WAEE I WNELE LIV BE,
Note

Systems Manager U1 X #5 € 2 Bl E W FE T E LI
FREXRPINEEN B FEE4FEEEKey: “InstanceStatus”fvalue: “Unmanaged”.
FREXRFINEET B FFWEH MEH

EERHEMER , BEW A SXAZIEE LM,

& EH Amazon Config AN SR HRAEEEE , HEXTEFESRNERENANNRSEH, Fi,
MREGET —FKAN , RREREXFIRELETRENARR , BANRENLHIRLEZNAE
F , Amazon Config £ XM EHIFRIERER TEMAMA, BX Amazon Config HEMNMSIEK |, FS
#Amazon Config F£EMMEIFIR (p. 123).

7£ Amazon Config #EARHRETENIZR

1. 1€ Amazon Config FiERFATAXIEHNERER K RERMBIERAERFBFLETRRE, BXESE
B , 3 5 % Amazon Config FTIEZM AR (p. 73).

2. Bz EH Systems Manager HLFIE B X HHISEFIE B # , HFEEAmazonsSMManagedinstance
BOEBIFEE KRG, It Amazon FEE R FELHIREBFEA Systems Manager IR # /0 Th&E.

BXRARME Systems Manager #9S2 I EL & 4 EMEBEHNER , S H 7 Systems Manager 6%
IAM SEHIER & X 4 1 B9 Amazon Systems Managerf P15 R.

Important

SSM Agent R4 ML HEEFEEH LK Amazon B4 , LMEFE =H 5 Systems Manager 31T
BIS. MREH EC2 ZHIRM AMI FELT —FMIRERKCIEN |, NLTARRIE .

« 2016 £ 11 A2/ & Windows Server 2003-2012 R2 AMI
« Windows Server 2016 # 2019
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* Amazon Linux

* Amazon Linux 2

+ Ubuntu Server 16.04
+ Ubuntu Server 18.04

EFEMNTENAEN AMI LI EC2 R4l L , MAFHRENRE, BXER , BSHPH
LLRE®E : Amazon Systems ManagerF FIER :
« EEAT Windows Server Y EC2 L4 £ ZEME E SSM Agent
« EEAT Linux B9 EC2 3E4l EREFEE SSM Agent
3. BRBHFIRE S EFWERLRE S 2 W E P I Amazon Systems Managerf F$#87. Linux 1 Windows 3
BlEy SERARE
Amazon Config AISIERA T ELRBNEELE :

- NABRF— REXOINNARFIR , flWphRERE.

« AmazonéA#— FlFRAmazonFEELBIWAH , HlaAmazon CLIF X T ES.
- EHIEE— KHIEER , BIMBRERSGBHMMmA, HAB KEIRES,

- MEEEBE—EBEEBEE , HII0 P ik, RXHMFMEB,

+ Windows E#— & RHI# Windows EHFIXR ( EATF Windows £4l ) .

Note
Amazon Config BRI A X #FiIoFBEEUERER,

BRINER XS Systems Manager ThEcfy — T |, IXLEThEE D HKF, TEEE, BELFH, ZHAMT R,
MAZHER BEXESEL , 56 . 142 Systems Manager ? M Systems Manager ZIAEH BYAmazon
Systems Managerfi FF$57.

fil Bk Amazon ConfigEh#&E

Amazon Configi@id 79 15 & {7 B B R Ml Br ¥k configurationItems. HEIEE TR EH , Amazon Config
REBEWCconfigurationItemsEiZIEEM BN, BALUEERENTFTHA 30 KFHZZ 7 F (2557 X ) 2H
WREH, Amazon Config £HlBREE EEENREHMHOEE. MRERIEEREH , Amazon Config fF4t
SHEBINMREH 7 F (2557 K ) A1EfE configurationItems. ZHiDFRINEITH A , BIRMW YIRS R

ConfigurationItem #{i2FK , BEER T —NMEX ( #M configurationItem) o

NTERRBPHITR , RIRE-THEE.

o HIDFRUMBEITFE , BIRONHTRSHBLFE , TEMER , XitidF configurationItem §9 B HEIMN
2k,

+ ¥ Amazon Config iB & #f# ConfigurationItems B , ZBIH ConfigurationItems MR , B
HEURTFIEENREH.

FELLTRBEZERAF , Amazon Config 27ELA T BRiE% configurationItems, X IATEAIXRNAE , XK
&I HN 2018 £5 A 24 H,
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https://docs.amazonaws.cn/systems-manager/latest/userguide/features.html

Amazon Config FF X A R $6F
i BkAmazon Config#iE

Cl = Configuration Item
RP = Retention Period

Cl recorded on
Mar 10, 2017

Cl recorded on
Dec 10, 20106

Current State from Dec 10, 2016
to Mar 10, 2017

RP of
365 Days

Cl recorded on

Nov 12, 2017

TR T Amazon Config BfE1Fk L& REY configurationItems RE TFIEEMNRZH,

REBH ErtE R EE RWE BT 1.EA

30 X 2017 £12 A 12 H BROHECRSM 2017 £12 A 12 H
Fr#8 ( configurationItem 7EHBAT#
iExk) , #EEFSXK (2018 F 5 A 24
B) B, HZKIMEEITTFER , RS
WBAEE,

365 X 2017 12 B 128 ;2017 11 B 12 REBHETHEINRA 2017 £12 A 12

BUAK 2017 £3 A 10 B

HUAK 28I configurationItems
2017 £ 11 B 12 HEAR 2017 £ 3 B 10
H,

XL X i

& : configurationItem2017 £ 3 A
10 BRERENBERE , AN ZEER
BSRRYERE 365 X#lo

EEEERBHE , Amazon Config AP| EFBIRER MASETIEEREHM configurationItems,
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Note

o WMRIEFINEEE XM , M Amazon Config ToiEIB R configurationItems,
+ Amazon ConfigZeiE R ¥R configurationItems IREM IAM £ BBIEIR,

£ Amazon Web Services Management Console #1& B IE R B

HA
1£ Amazon Web Services Management Console # , 1R ETIERBIEREH , MEAREH R 7 F
2557 R,

ENREVTIREBENHBEREH , HiEPZERE, BUL%FE1E, 35, sEHEENHE. FFB
ENXHE | B@ANT 30 # 2557 KB KKK

Resource types to record

Select the types of resources for which you want Config to record conf
for all supported resources. You can also choose to record configuration changes f

All resources v Record all resources supported in this region @
+ Include global resources (e.g., |AM resource:
Specific types
Data retention Default period i1s 7 years
period +  Set a custom retention period for configuration item
Custom v

Ll

NG N Ep—] T T —— PN [N I - —
e foargy S ]

gy | ey ey | L L8 EoF R LT

183K E =H HRVELE

BRE=ZARRIEENRREENEE , flAmESEE. SaaS KT EMRAZEHIRSE (Bl
GitHub), A LAER Amazon Config 2% & API |, fF58 =5 & RIVE BEIE KX 7 2 Amazon Config 3
EENERRFFREREEAEIER, T , EALUER Amazon Config BEXEFTERIRE , F A Amazon
Config AN EERFHERSFERESTER, BETELEIZE Amazon Config RN —HMEE , LUREHKESE
B, ABRREANEERRITAXEE=SRR.
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Note

I THARERAE E£TiR1THY Amazon Config 4| &R AT A,
MREE R Amazon Config BLE N IZRAABRRER | MRS 4 B3NE Amazon Config HIF&ES
Amazon CloudFormation B ( Bl eIZ/E#H/MER ) E’J% FHRBERE BB #HITHRER,

SREZM . AFRERAEME=ZFRERBEELEFEEAmazon CloudFormation.

£l
- 15 REF KPR (p. 85)
- B2%  ARIREE (p. 85)
« 3% £REH (p. 86)
o F A% EMIERNER (p. 87)
- 55 RMRREE (p. 87)
o ERICRAMIERE =5 BRI E ERASAmazon CLI (p. 87)
- A API EEE=SRREENEERE (p. 89)
o XX (p. 89)

£15 BT & INE

"'”**ﬂﬂﬂ% Amazon CloudFormation Amazon CLl, Amazon CLI A FEEEFNIMAENLER. AXES
S8, 558, BELABREMMTALRE ? CloudFormationfi 1754 2.

%2* NERER

DEFERFREREN T RREHERFEN , HRIERRNY,
1. R init ST RIRFEREHEZFTE HERFRENXMH.

$ cfn init
Initializing new project

2. init BHREF—ITAE , SISEERMENRE , BREERFEEN. EWEEKD , BE

MyCustomNamespace: :Testing: :WordPress,

Enter resource type identifier (Organization::Service::Resource):
MyCustomNamespace: :Testing: :WordPress

3. MABFENEEN.

Enter a package name (empty for default 'com.custom.testing.wordpress'):
com.custom.testing.wordpress
Initialized a new project in /workplace/user/custom-testing-wordpress

Note

N THREBBEIMEMATE KB , L7 LE Maven IEFHHER THERWTE S A IDE
S
flgn , REFEA Intellid IDEA , MFENITUATIRE -

« MFile IH)EEFRE | EFENew , AEEFERBAFRFNHIE.
- SMBHABER
« ESATEXNEES , EEMABERS ATE REEREFED .
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4.

c ERT-SHESIEMRNEATHSATE,

TS EEE RN mycustommamespace-testing-wordpress. json X4, MU TRBEH

HEEME R mycustomnamespace-testing-wordpress. json H,

{
"typeName": "MyCustomNamespace::Testing::WordPress",
"description": "An example resource that creates a website based on WordPress
5.2.2.",
"properties": {
"Name": {
"description": "A name associated with the website.",
"type": "string",
"pattern": "A[a-zA-Z0-9]{1,219}\\z",
"minLength": 1, "maxLength": 219
Iy
"SubnetId": {
"description": "A subnet in which to host the website.",
"pattern": "A(subnet-[a-f0-9]{13})|(subnet-[a-£f0-9]{8})\\z",
"type": "string"
Iy
"InstanceId": {
"description": "The ID of the instance that backs the WordPress site.",
"type": "string"
Iy
"PublicIp": {
"description": "The public IP for the WordPress site.",
"type": "string"
}
Iy
"required": [ "Name", "SubnetId" ],
"primaryIdentifier": [ "/properties/PublicIp", "/properties/InstanceId" ],
"readOnlyProperties": [ "/properties/PublicIp", "/properties/InstanceId" 1],
"additionalProperties": false
}
LoanEe 3 A

$ cfn validate

EHRRRHEFSPAIERNNAUEERRREBRFRYEN. BB REUEFIE
& , Amazon CLI AR FRHEBFERIFXHNAB. EMERRBAEEEHMNEN,

$ cfn generate

Note

A Maven B , fERNEETRE — 295 generatefi S AERIFRL 2 BFIEIT. Hit
RN ERKTTLEERNRBERERS,

& X 2= CloudFormationCLI AFL T maven/ EZEAUKRINNUE. BEXFLER | ES

B, AFRT BIZRERE.

BXENTENEZELR , SR ERFEHEERRIEMHERFAmazon CloudFormation.

B35 R

RERBEE , BTUTHScfn submit.

$ mvn package
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https://docs.amazonaws.cn/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html#resource-type-setup
https://docs.amazonaws.cn/cloudformation-cli/latest/userguide/resource-type-model.html
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FAL EMENER

£ 45 EMENFR

Amazon Config 7 EERREHEFNLERF N ENRRRTEERE. STATHSRIMEN TR,

$ cfn submit

BXREZER , HSEMERIZHTEF LE Amazon CloudFormation R {E .
/axl A YUEN
EBH5L  RMRBEEE

¥ E MY &L B MyCustom s A 28 [E)# M iX#WordPress.

{
"Name": "MyWordPressSite",
"SubnetId": "subnet-abcd0123",
"InstanceId": "i-01234567",
"PublicIp": "my-wordpress-site.com"
}

M Amazon CloudFormation DescribeType FHEE LA 1D,

£ Amazon Config # , EERBEZI THRREE. EWMGAESAY , EULUREMFEA LR IREN Amazon
Config B, BXREZER , ESRFEAICIAMIBRE =5 &R EE MRS AmazonCLI

Wik ERMIEREE , FREESREREFTNE T EANRERESR.

fE 10 kA BR 26 = 75 RIRAVEL E RS Amazon CLI

Amazon CLI 2F F&®E Amazon BEHE—ITE, IRAREA—FHIEHTTHINEE , MTEIHS
1THEHZA Amazon RS HERABAK B RITXERS.

ZEAmazon CLIEARMITEN L , HSFZEAmazon CLIF#YAmazon CLIA F5F.
MEMSE  FRBA aws configure S E Amazon CLl,

E3 1]
« IEREEW (p. 87)
« i REE BB Amazon ConfigAPI (p. 88)
- MIERE=5HEIR (p. 89)

10 3R A E TN
FAUATERERE=ZARRRIEELRRLENWE SN
BREFEFREE MycustomNamespace: : Testing: :WordPress SEMEI S HLE ISR,

. ITAGSRAFRERED.
2. BAUTHS

aws configservice put-resource-config --resource-type
MyCustomNamespace: :Testing: :WordPress --resource-id resource-001 --schema-version-id
00000001 --configuration '{
"Id": "resource-001",

87
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"Name": "My example custom resource.",
"PublicAccess": false

} '

Note

EMR BT E LA BBFE |, writeOnlyPropertiesfHEIZSH 2 BIMELE F HiBRAmazon
Config. X E K& HEBT LA API FRENE ERY , XEBEFFTFE. BXwriteOnlyPropertiesif
SRR TR IRER.

{5 A 512 Bt E L Amazon ConfigAPI

. IFSSRAGRKARED.
2. BAUT®S .

aws configservice list-discovered-resources --resource-type
MyCustomNamespace: :Testing: :WordPress

3. % Enter &,
BRZABERLUTFOTAARNEEAR :

{
"resourceldentifiers": [
{
"resourceType": "MyCustomNamespace::Testing::WordPress",
"resourceId": "resource-001"
}
]
}

4. BRALUTHS :

aws configservice batch-get-resource-config --resource-keys '[ { "resourceType":

"MyCustomNamespace: :Testing: :WordPress", "resourceId": "resource-001" } '
5. 1% Enter &,
BRIZAT LB RRC T U TR ROBMEAR
{
"unprocessedResourceKeys": [],
"baseConfigurationItems": [
{
"configurationItemCaptureTime": 1569605832.673,
"resourceType": "MyCustomNamespace::Testing::WordPress",
"resourceId": "resource-001",
"configurationStateId": "1569605832673",
"awsRegion": "us-west-2",
"version": "1.3",
"supplementaryConfiguration": {},
"configuration": "{\"Id\":\"resource-001\",\"Name\":\"My example custom
resource.\",\"PublicAccess\":false}",
"configurationItemStatus": "ResourceDiscovered",
"accountId": "AccountId"
}
]
}
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BIERE=FER
B ERERBRNE=Z SRR B ENLERERNEBIRS
o BANTHE:

aws configservice delete-resource-config --resource-type
MyCustomNamespace: :Testing: :WordPress --resource-id resource-002

MERY , M HWIT , MRBEM AL,

FH API EEBE = F R BRERHENE ERS

BHLERAEEE=ARFEH B E R REENE EIRASPutResourceConfigflDeleteResourceConfigAPl,
BXHMER , BESHE APISE,

* PutResourceConfig
* DeleteResourceConfig

X3

Bal, U TXERZRF L6

X & #R Xig Endpoint WX
Asia Pacific | ap-south-1 config.ap-south-1.amazonaws.com HTTPS
(Mumbai)

Asia Pacific | ap- config.ap-northeast-2.amazonaws.com HTTPS
(Seoul) northeast-2

M K i [X ap- config.ap-southeast-1.amazonaws.com HTTPS

( #sE ) southeast-1

Asia Pacific | ap- config.ap-southeast-2.amazonaws.com HTTPS
(Sydney) southeast-2

Asia Pacific | ap- config.ap-northeast-1.amazonaws.com HTTPS
(Tokyo) northeast-1

Canada ca-central-1 | config.ca-central-1.amazonaws.com HTTPS
(Central)

BN (%2 | eu-central-1 | config.eu-central-1.amazonaws.com HTTPS
wfE)

Europe eu-west-1 config.eu-west-1.amazonaws.com HTTPS
(Ireland)

R (12 eu-west-2 config.eu-west-2.amazonaws.com HTTPS
)
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FRZER R IR
X B X1 Endpoint 7
BoM (B2 eu-west-3 config.eu-west-3.amazonaws.com HTTPS
)
BN ( B | eu-north-1 config.eu-north-1.amazonaws.com HTTPS
FHRE)
South sa-east-1 config.sa-east-1.amazonaws.com HTTPS
America
(Sao Paulo)
US East (N. | us-east-1 config.us-east-1.amazonaws.com HTTPS
Virginia)
US East us-east-2 config.us-east-2.amazonaws.com HTTPS
(Ohio)
US West (N. | us-west-1 config.us-west-1.amazonaws.com HTTPS
California)
US West us-west-2 config.us-west-2.amazonaws.com HTTPS
(Oregon)

—_ s 7 . S Y
FRi2IZEY Amazon Config &R
RERAAMazonBRD BHIRE. BMIEIHBELENLH —ME M—NTEE. TUFNARSESERA
BB, BRMEILETR,
REA IR E MR (FIAE, FrEESHE) X Amazon BiF#THE, XELZAETFZRAEXERIRN
BREA - EUUBRES RARFENRSREBIRINBFERR. BT —NEZMRZ 2 B4 AmazonF IR 5%
A. BMFEEEXRBRNE,

BMNBUSHNSRFFRRIT—ARE | URRENTE, £ -AEENnER  EENEnE
o AmazonBHiREY TR Mo & A AR IR 7N I0 8O AR 48 SR 75 08 R

MEFLTKIBENFREHRITEN  HEFT2BFITEELNRF. ETNEIIRENRANE , BTN
BERT N BR B REVIRE ., BALHHRENERNZNFRE , BRTEFHENEE, HREFMIIRENE
BZk6 ERAERENERRE , HINERSBERIBE. NRBBKRER , BROAAIRE BLHMER,

AJ LA Amazon Command Line Interface ( Amazon CLI ) 1 Amazon Config APl & kAR %,

E#rc <RI BR

THREATIRENERRS,

PRl 1388

BMNRR & ARIRER 50

BRABHAKE 128 A Unicode F%F ( XA UTF-8 = )
BAEEKE 256 4 Unicode % ( R UTF-8 #= )

BB BR A BDENREENRRETER aws: 5IR , BREL

A Amazon ERTE ., ETERE DM BRT Lt 51 4%
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£/ Amazon Config API| IREBIEIRE

PR 1t BF
HREEMRE. EFLIBNRITITATMNE
TR PR S BR &,

FRFBRH ML HBEAE Unicode &, BF, ZEHRIUTH
5. . :/=+-e

£ Amazon Config API IR {EEBHRZ

EFHRENHEZETHATF=%EF : configurationAggregator, AggregationAuthorization Hl
configRule. SEAMNT@®mHRM, EF. FIHMBIBRTFREFZL,

» ListTagsForResource

+ TagResource

» UntagResource

Amazon Config &% F| Amazon SNS I /Y & A

AILAELE Amazon Config , fFHE & S FB AR L5 E Amazon SNS £/, Hlin , EFEIEN , LB
e FERIEREA  EFEE R, A LE Amazon Config &3 £ H EIRIT AL B B SO N 2 4 & At Uk 3
BA.

Amazon Config X A T B4 ZIEBEA -

c BENEBRMALEEE,

« RENKFAR T RIREE R £I1E%.

 RIBHKF B HEH T EERBRWEERE,
s BRRBFBHEAMERSURECNREFEEHNAN,
o EEXTIREY BRI B TRAEH M,

+ Amazon Config < 88 [E 78 19 Ik /= 1% 58 Ao

E3 ]
s REIEETMEEEH (p. 91)
- ROIBEREIZFEEBA (p. 99)
- TOIERERBEBITFHRBA (p. 99)
o TOIEERBEHEH (p. 100)
- TBIEMEEEBEA (p. 100)
o REIFMNTEFFREE (p. 102)
o R AREEMEEBEH (p. 102)
o RGI4E KB A (p. 103)

ROIBETE EEA

Amazon Configfi£ i Amazon SNS [T LT RMEEEBH, XLEBHMTRHERERBMEEH Lk
HERIRA | HIEHE Amazon Config FEi2 &M Amazon BRIVE B & £ E XTI EZNENEEN. Amazon
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Config E 2 ZXEREN R FEREFSANNEL, MREEFET B FHRAREBE , WA EEH B FHB
HEFIRMAREFT , BIES TR ERITNES EXERRESRS,

AR R — Amazon SNS BHRIRHIAE , ZBHAEUTHER FER : Amazon Configh il E] Amazon Elastic
Block Store #vol-ce676cccBHIMEIEHIN ID J9i-344c463d. HEBHNBEHNERAEEMNEE.,

"Type": "Notification",
"MessageId": "8b945cb0-db34-5b72-b032-1724878af488",
"TopicArn": "arn:aws:sns:us-west-2:123456789012:example",
"Message": {
"MessageVersion": "1.0",
"NotificationCreateTime": "2014-03-18T10:11:00Z",
"messageType": "ConfigurationItemChangeNotification",
"configurationItem": [
{
"configurationItemvVersion": "1.0",
"configurationItemCaptureTime": "2014-03-07T23:47:08.918Z",
"arn": "arn:aws:us-west-2b:123456789012:volume/vol-ceé676ccc",
"resourceId": "vol-ce676ccc",
"accountId": "123456789012",
"configurationStateID": "3e660fdf-4e34-4f32-afeb-0ace5bf3d63a",
"configurationItemStatus": "OK",
"relatedEvents": [],
"availabilityZone": "us-west-2b",
"resourceType": "AWS::EC2::VOLUME",
"resourceCreationTime": "2014-02-27T21:43:53.8852",
"tags": {},
"relationships": [
{
"resourceId": "i-344c463d",
"resourceType": "AWS::EC2::INSTANCE",
"name": "Attached to Instance"
}
1,
"configuration": {
"volumeId": "vol-ceé676ccc",
"size": 1,
"snapshotId": "",
"availabilityZone": "us-west-2b",
"state": "in-use",
"createTime": "2014-02-27T21:43:53.0885+0000",
"attachments": [
{
"volumeId": "vol-ce676ccc",
"instanceId": "i-344c463d",
"device": "/dev/sdf",
"state": "attached",
"attachTime": "2014-03-07T23:46:28.0000+0000",
"deleteOnTermination": false

1,
"tags": [1,
"volumeType": "standard"

}
1,
"configurationItemDiff": {
"changeType": "UPDATE",
"changedProperties": {
"Configuration.State": {
"previousValue": "available",
"updatedvalue": "in-use",
"changeType": "UPDATE"

b
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"Configuration.Attachments.0": {
"updatedvValue": {

"VolumeId": "vol-ceé676ccc",
"InstanceId": "i-344c463d",
"Device": "/dev/sdf",
"State": "attached",
"AttachTime": "FriMar0723: 46: 28UTC2014",
"DeleteOnTermination": "false"
}
"changeType": "CREATE"
}
}
}
Iy
"Timestamp": "2014-03-07T23:47:10.001Z",
"SignaturevVersion": "1",
"Signature": "LgfINB5aOk/w3omgsYrv5cUFY8yvIJvO5ZZh46/

KGPAPpk6HXRTBR1khjacnxIXJEWSGIImXxVMMOWPLIGYEARSFF /+/
RO9QTMiTNCEjQ5kB8wWGSRWVrk/whAzT21Vtofc365En2T1Ncd9iSFFXfJchgBmI7EACZ28t
+n2mWFgo57n6eGDVHTeds1zC6KXKEfWTfXsR6zHXzkB3XuZImktf1g3iPKtvBb3Zc9iVbNsSBEI4FITFWktSggomYDjc5h
+qZhMzEbHWpzF1lEzvF155KaZXxDbznBD1ZkgPgno/WufuxszCiMrsmV8pUNUnkU1TA==",

"SigningCertURL": "https://sns.us-west-2.amazonaws.com/SimpleNotificationService-
e372£8ca30337£fdb084e8ac449342c77.pem",
"UnsubscribeURL": "https://sns.us-west-2.amazonaws.com/?

Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-
west-2:123456789012:example:a6859fee-3638-407c-907e-879651c9d143"
}

OkgapIo4Ctc

B RN A RNE BT

MRENMRBREEMFRRK , WERZHAFRLKSBTESIMRET, U TFRFIERT Amazon Config 2T
NEEXRRNRROZE B,

1. BH—/ID HHK Amazon EC2 £#li-007d374c8912e3e90 , } Hi%Z3E6I5 Amazon EC2 £24A %
BX , sg-c8bl41b4.

2. BEHEC2 %A, HEL2ETFENST —Z24H sg-3f1fef43,
3. BT EC2xfl5%—&FEXEt , Bt Amazon Config FRIESNRER , ML T REIFTR :

Efz A, KBAESHX EC2 XHINEERNEE,

{
"Type": "Notification",
"MessageId": "faeba85e-ef46-570a-b01lc-f8b0faae8d5d",
"TopicArn": "arn:aws:sns:us-east-2:123456789012:config-topic-ohio",
"Subject": "[AWS Config:us-east-2] AWS::EC2::Instance i1i-007d374c8912e3e90 Updated in

Account 123456789012",
"Message": {
"configurationItemDiff": {
"changedProperties": {
"Configuration.NetworkInterfaces.0": {
"previousValue": {
"networkInterfaceId": "eni-fde9493f",
"subnetId": "subnet-2372be7b",
"vpcId": "vpc-14400670",
"description": "",
"ownerId": "123456789012",
"status": "in-use",
"macAddress": "Oe:36:a2:2d:c5:e0",
"privateIpAddress": "172.31.16.84",
"privateDnsName": "ip-172-31-16-84.ec2.internal",
"sourceDestCheck": true,

"groups": [{
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"groupName": "example-security-group-1",
"groupId": "sg-c8bl41b4"

1,

"attachment": {
"attachmentId": "eni-attach-85bdgod9o",
"deviceIndex": 0,
"status": "attached",
"attachTime": "2017-01-09T19:36:02.000Z",
"deleteOnTermination": true

}

"association": {
"publicIp": "54.175.43.43",

"publicDnsName": "ec2-54-175-43-43.compute-1.amazonaws.com",

"ipOwnerId": "amazon"
+
"privateIpAddresses": [{
"privateIpAddress": "172.31.16.84",
"privateDnsName": "ip-172-31-16-84.ec2.internal",
"primary": true,
"association": {
"publicIp": "54.175.43.43",
"publicDnsName":
"ec2-54-175-43-43.compute-1.amazonaws.com",
"ipOwnerId": "amazon"

1]
e
"updatedvalue": null,
"changeType": "DELETE"
Iy
"Relationships.0": {
"previousValue": {

"resourceId": "sg-c8bl41lb4",
"resourceName": null,

"resourceType": "AWS::EC2::SecurityGroup",
"name": "Is associated with SecurityGroup"

e
"updatedvalue": null,
"changeType": "DELETE"
Iy
"Configuration.NetworkInterfaces.1": {
"previousValue": null,
"updatedvValue": {

"networkInterfaceId": "eni-fde9493f",
"subnetId": "subnet-2372be7b",
"vpcId": "vpc-14400670",
"description": "",
"ownerId": "123456789012",
"status": "in-use",
"macAddress": "Oe:36:a2:2d:c5:e0",
"privateIpAddress": "172.31.16.84",
"privateDnsName": "ip-172-31-16-84.ec2.internal",
"sourceDestCheck": true,
"groups": [{
"groupName": "example-security-group-2",
"groupId": "sg-3flfef43"
1,
"attachment": {
"attachmentId": "eni-attach-85bdgodo",
"deviceIndex": 0,
"status": "attached",
"attachTime": "2017-01-09T19:36:02.000Z",
"deleteOnTermination": true
}
"association": {

"publicIp": "54.175.43.43",
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"publicDnsName": "ec2-54-175-43-43.compute-1.amazonaws.com",
"ipOwnerId": "amazon"
e
"privateIpAddresses": [{
"privateIpAddress": "172.31.16.84",
"privateDnsName": "ip-172-31-16-84.ec2.internal",
"primary": true,
"association": {
"publicIp": "54.175.43.43",
"publicDnsName":
"ec2-54-175-43-43.compute-1.amazonaws.com",
"ipOwnerId": "amazon"
}
1]

e
"changeType": "CREATE"
Iy
"Relationships.1": {
"previousValue": null,
"updatedvValue": {

"resourceId": "sg-3flfef43",
"resourceName": null,

"resourceType": "AWS::EC2::SecurityGroup",
"name": "Is associated with SecurityGroup"

e
"changeType": "CREATE"
Iy
"Configuration.SecurityGroups.1l": {
"previousValue": null,
"updatedvValue": {
"groupName": "example-security-group-2",
"groupId": "sg-3flfef43"
e
"changeType": "CREATE"
Iy
"Configuration.SecurityGroups.0": {
"previousValue": {
"groupName": "example-security-group-1",
"groupId": "sg-c8bl41lb4"
e
"updatedvalue": null,
"changeType": "DELETE"

Iy
"changeType": "UPDATE"
Iy
"configurationItem": {
"relatedEvents": [],
"relationships": [

{
"resourceId": "eni-fde9493f",
"resourceName": null,
"resourceType": "AWS::EC2::NetworkInterface",
"name": "Contains NetworkInterface"
I
{
"resourceId": "sg-3flfef43",
"resourceName": null,
"resourceType": "AWS::EC2::SecurityGroup",
"name": "Is associated with SecurityGroup"
I
{
"resourcelId": "subnet-2372be7b",
"resourceName": null,
"resourceType": "AWS::EC2::Subnet",
"name": "Is contained in Subnet"

95




Amazon Config FF X A R ¥Em

OB B EE A
I
{
"resourceId": "vol-0a2d63a256bce35c5",
"resourceName": null,
"resourceType": "AWS::EC2::Volume",
"name": "Is attached to Volume"
I
{
"resourceId": "vpc-14400670",
"resourceName": null,
"resourceType": "AWS::EC2::VPC",
"name": "Is contained in Vpc"
}
1,
"configuration": {
"instanceId": "i-007d374c8912e3e90",
"imageId": "ami-9be6f38c",
"state": {
"code": 16,
"name": "running"
I
"privateDnsName": "ip-172-31-16-84.ec2.internal",
"publicDnsName": "ec2-54-175-43-43.compute-1.amazonaws.com",
"stateTransitionReason": "",
"keyName": "ec2-micro",

"amiLaunchIndex": O,
"productCodes": [],

"instanceType": "t2.micro",
"launchTime": "2017-01-09T20:13:28.000Z",
"placement": {
"availabilityZone": "us-east-2c",
"groupName": "",
"tenancy": "default",

"hostId": null,
"affinity": null
Iy
"kernelId": null,
"ramdiskId": null,
"platform": null,
"monitoring": {"state": "disabled"},
"subnetId": "subnet-2372be7b",
"vpcId": "vpc-14400670",
"privateIpAddress": "172.31.16.84",
"publicIpAddress": "54.175.43.43",
"stateReason": null,
"architecture": "x86_64",
"rootDeviceType": "ebs",
"rootDeviceName": "/dev/xvda",
"blockDeviceMappings": [{
"deviceName": "/dev/xvda",
"ebs": {
"volumelId": "vol-0a2dé63a256bce35c5",
"status": "attached",
"attachTime": "2017-01-09T19:36:03.000Z",
"deleteOnTermination": true

1

"virtualizationType": "hvm",
"instanceLifecycle": null,
"spotInstanceRequestId": null,

"clientToken": "bIYQA1483990561516",
"tags": [{

llkeyll H llName n ,

"value": "value"
1

"securityGroups": [{
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"groupName": "example-security-group-2",
"groupId": "sg-3flfef43"
1
"sourceDestCheck": true,
"hypervisor": "xen",
"networkInterfaces": [{
"networkInterfaceId": "eni-fde9493f",
"subnetId": "subnet-2372be7b",
"vpcId": "vpc-14400670",
"description": "",
"ownerId": "123456789012",
"status": "in-use",
"macAddress": "Oe:36:a2:2d:c5:e0",
"privateIpAddress": "172.31.16.84",
"privateDnsName": "ip-172-31-16-84.ec2.internal",
"sourceDestCheck": true,
"groups": [{
"groupName": "example-security-group-2",
"groupId": "sg-3flfef43"
1
"attachment": {
"attachmentId": "eni-attach-85bdgodo",
"deviceIndex": O,
"status": "attached",
"attachTime": "2017-01-09T19:36:02.000Z",
"deleteOnTermination": true
e
"association": {
"publicIp": "54.175.43.43",
"publicDnsName": "ec2-54-175-43-43.compute-1.amazonaws.com",
"ipOwnerId": "amazon"
e
"privateIpAddresses": [{
"privateIpAddress": "172.31.16.84",
"privateDnsName": "ip-172-31-16-84.ec2.internal",
"primary": true,
"association": {
"publicIp": "54.175.43.43",
"publicDnsName": "ec2-54-175-43-43.compute-1.amazonaws.com",
"ipOwnerId": "amazon"
}
1]
1

"iamInstanceProfile": null,
"ebsOptimized": false,
"sriovNetSupport": null,
"enaSupport": true
Iy
"supplementaryConfiguration": {},
"tags": {"Name": "value"},
"configurationItemvVersion": "1.2",
"configurationItemCaptureTime": "2017-01-09T22:50:14.328Z",
"configurationStateId": 1484002214328,
"awsAccountId": "123456789012",
"configurationItemStatus": "OK",
"resourceType": "AWS::EC2::Instance",
"resourceId": "i-007d374c8912e3e90",
"resourceName": null,
"ARN": "arn:aws:ec2:us-east-2:123456789012:instance/i-007d374c8912e3e90",
"awsRegion": "us-east-2",
"availabilityZone": "us-east-2c",
"configurationStateMd5Hash": "8d0f41750£5965e0071ae9be063ba306",
"resourceCreationTime": "2017-01-09T20:13:28.000Z"
Iy
"notificationCreationTime": "2017-01-09T22:50:15.928Z",
"messageType": "ConfigurationItemChangeNotification",
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"recordVersion": "1.2"

Iy

"Timestamp": "2017-01-09T22:50:16.358Z",

"SignaturevVersion": "1",

"Signature": "lpJTEYOSr8fUbiaaRNwlECawJFVoD7I67mIeEkfAWIkqvvpaklULHL1C
+I0sS/01A4P1Yci8GSK/CcOEC/02XBntlw4CAtbMUgTQOvb345Z2YZwcpKOKPNi6v6N51DuZ/6DZA8EC
+gVTNTO09xtNIH8aMlvqyvUSXuh278xayExXC5yTRXEg+1kdZRd40zS70bSK1kgRZWI6ipxPNL6rd56/
VvPxyhcbS7Vm40/2+e0nVb3bjNHBxjOTXSs1Xhuc9eP2gEsC4S132bGqdeDU1Y4dFGukuzPYoHUEtDPh
+GKkLUq3KeiDAQshxXAZLmOIRcQ7iJ/bELDJTN9ACX61glDZ79w=="",

"SigningCertURL": "https://sns.us-east-2.amazonaws.com/SimpleNotificationService-

b95095beb82e8f6a046b3aafc7f4149a.pem",

"UnsubscribeURL": "https://sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-east-2:123456789012:config-topic-
ohio:956fe658-0ce3-4fb3-b409-a45f22a3c3d4"

}

BT EHN FIZEFIREKRMN EC2 24U sg-3f1fef43 WEEMEE,

{
"Type": "Notification",
"MessageId": "564d873e-71le-51a3-b48c-d7d064f65bf4",
"TopicArn": "arn:aws:sns:us-east-2:123456789012:config-topic-ohio",
"Subject": "[AWS Config:us-east-2] AWS::EC2::SecurityGroup sg-3flfef43 Created in

Account 123456789012",
"Message": {

"configurationItemDiff": {
"changedProperties": {},
"changeType": "CREATE"

Iy

"configurationItem": {
"relatedEvents": [],
"relationships": [{

"resourceId": "vpc-14400670",
"resourceName": null,
"resourceType": "AWS::EC2::VPC",
"name": "Is contained in Vpc"
11
"configuration": {
"ownerId": "123456789012",
"groupName": "example-security-group-2",
"groupId": "sg-3flfef43",
"description": "This is an example security group.",
"ipPermissions": [],
"ipPermissionsEgress": [{
"ipProtocol": "-1",
"fromPort": null,
"toPort": null,
"userIdGroupPairs": [],
"ipRanges": ["0.0.0.0/0"],
"prefixListIds": []
1
"vpcId": "vpc-14400670",
"tags": []
Iy
"supplementaryConfiguration": {},
"tags": {},
"configurationItemvVersion": "1.2",
"configurationItemCaptureTime": "2017-01-09T22:50:15.156Z",
"configurationStateId": 1484002215156,
"awsAccountId": "123456789012",
"configurationItemStatus": "ResourceDiscovered",
"resourceType": "AWS::EC2::SecurityGroup",
"resourceId": "sg-3flfef43",
"resourceName": null,
"ARN": "arn:aws:ec2:us-east-2:123456789012:security-group/sg-3flfef43",
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"awsRegion": "us-east-2",
"availabilityZone": "Not Applicable",
"configurationStateMd5Hash": "7399608745296f67f7felc9ca56d5205",
"resourceCreationTime": null
Iy
"notificationCreationTime": "2017-01-09T22:50:16.021Z",
"messageType": "ConfigurationItemChangeNotification",
"recordVersion": "1.2"

Iy

"Timestamp": "2017-01-09T22:50:16.413Z",

"SignaturevVersion": "1",

"Signature": "GocX31Uu/zNFo85hZgzsNy30skwmLnjPjj+Ujadzkih
+dCP6gXYGQObK7uMzaLL2C/ibYOOST7I/XY4NW6Amc5T46ydyHDjFRtQi8UfUQTQLXYRTnpOO/
hyK91MFfhUNs4NwOpmx3n3mYEMpLuMs8DCgeBmB3AQ+hXPhNuNuR3mJVgo25S8AqphN9000kZ2MKNUQy8iJm/
CVAX70TdnYsfUMZ24n88bUzAfiHGzc8QTthMdrFVUwXxalh/7Z18+A7BwoGmjo7W8CEfLDVwaIQv1Uplgk3qd95Z0AX0z

"SigningCertURL": "https://sns.us-east-2.amazonaws.com/SimpleNotificationService-
b95095beb82e8f6a046b3aafc7f4149a.pem",

"UnsubscribeURL": "https://sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-east-2:123456789012:config-topic-
ohio:956fe658-0ce3-4fb3-b409-a45f22a3c3d4"

}
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{
"Type": "Notification",
"MessageId": "ce49bf2c-d03a-51b0-8b6a-ef480a8b39fe”,
"TopicArn": "arn:aws:sns:us-east-2:123456789012:config-topic-ohio",
"Subject": "[AWS Config:us-east-2] Configuration History Delivery Completed for Account
123456789012",

"Message": {
"s30bjectKey": "AWSLogs/123456789012/Config/us-
east-2/2016/9/27/ConfigHistory/123456789012_Config us-
east-2_ConfigHistory_ AWS::CloudTrail::Trail_20160927T195818Z_20160927T195818Z_1.json.gz",
"s3Bucket": "config-bucket-123456789012-ohio",
"notificationCreationTime": "2016-09-27T20:37:05.217Z",
"messageType": "ConfigurationHistoryDeliveryCompleted",
"recordVersion": "1.1"

Iy

"Timestamp": "2016-09-27T20:37:05.3152",

"SignaturevVersion": "1",

"Signature": "OuIcS5RAKXTR6chQEJp3if4KJIQVIBz2kmXh7QE1l/
RJQiCPsSCNfG0JO0rUZ1lrgfKMgpps/Ka+zF0kg4dUCWVIPFOdliuwnjfbtYmDZpP4EBOOGmMxcT1iUnlAIe/
yeGFDuc6P3EotP3zt02rhmxjezjf3cllurstFZ8rTLVXp0z0xeyk4da0UetLsWZXUFEG0Z5uhk09mBo5dg/4mryIOovi

"SigningCertURL": "https://sns.us-east-2.amazonaws.com/SimpleNotificationService-
b95095beb82e8f6a046b3aafc7f4149a.pem",

"UnsubscribeURL": "https://sns.us-east-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-east-2:123456789012:config-topic-
ohio:956fe658-0ce3-4fb3-b409-a45£f22a3c3d4"

}

dhrbCBgX5me
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"Type": "Notification",
"MessageId": "a32d0487-94b1-53f6-b4e6-5407c9c00beb",
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"TopicArn": "arn:aws:sns:us-east-2:123456789012:config-topic-ohio",
"Subject": "[AWS Config:us-east-2] Configuration Snapshot Delivery Started for Account
123456789012",

"Message": {
"configSnapshotId": "108e0794-84a7-4cca-al79-76al199ddd1l1a",
"notificationCreationTime": "2016-10-18T17:26:09.572Z",
"messageType": "ConfigurationSnapshotDeliveryStarted",
"recordVersion": "1.1"

Iy

"Timestamp": "2016-10-18T17:26:09.840Z",

"SignaturevVersion": "1",

"Signature": "BBAODeKsfteTpYyZHS5HPANpOLmW/jumOMBsghRqg/kimY9tjN1kF/
V3BpLG1HVMDQAQzBh60KEOhOrxcazbyGf5KF5W5r1zKK1EnS9xugFzALPUx/ /
01SJ4neWalLBKNIqlxvAQgu9qgHfDR7dS2aCwe4scQfqO0jnlEv7P1ZgxmT+ux3SR/
C54cbfcduDpDsPwdo868+TpZvMtalU30ySnX04£fmOgxoiA8AJO/EnjduQ08/zd4SYXhm+H9wavcwXB9XECelHhRW70Y
+wWHQixfx40S1SaSRzvnJE+m9mHphFQs64YraRDRv6tMaenTk6CVPO+81ceAXIg2E1Im7hZ71z4PA==",

"SigningCertURL": "https://sns.us-east-2.amazonaws.com/SimpleNotificationService-
b95095beb82e8f6a046b3aafc7f4149a.pem",
"UnsubscribeURL": "https://sns.us-east-2.amazonaws.com/?

Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-east-2:123456789012:config-topic-
ohio:956fe658-0ce3-4fb3-b409-a45£f22a3c3d4"

}
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{
"Type": "Notification",
"MessageId": "9fc82f4b-397e-5b69-8£55-7£2£86527100",
"TopicArn": "arn:aws:sns:us-east-2:123456789012:config-topic-ohio",
"Subject": "[AWS Config:us-east-2] Configuration Snapshot Delivery Completed for

Account 123456789012",

"Message": {

"configSnapshotId": "16da64e4-cb65-4846-b061-e6c3ba43chb96”,

"s30bjectKey": "AWSLogs/123456789012/Config/us-east-2/2016/9/27/
ConfigSnapshot/123456789012_Config_us-east-2_ConfigSnapshot 20160927T183939Z_16da64e4-
cb65-4846-b061-e6c3ba43cb96.json.gz",

"s3Bucket": "config-bucket-123456789012-ohio",

"notificationCreationTime": "2016-09-27T18:39:39.8532",

"messageType": "ConfigurationSnapshotDeliveryCompleted",

"recordVersion": "1.1"

}!

"Timestamp": "2016-09-27T18:39:40.062Z",

"SignatureVersion": "1",

"Signature": "PMkWfUuj/fKIEXA7s2wTDLbZoF/MDsUkPspYghOpwu9ném+C
+zZrm0cEZXPxxJPvhnWozG7SVgkHYf90gI/diW2twP/HPDn5GQs2rNDc+Y1aByEXnKVtHV1Gd4r1kN57E/
OOW5NVLNczk5ymxAW+WGdptZJIkCgyVuhJ28s08m3Z3Kgz96PPSnXzYZoCEfCn/
yP6CgXoN701r4YCbYxYwn8zO0UYcPmc45yYNSUTKZi+RIQRNDIkL2gb+s4h9w2fjbBBj8xe830VbFJIqbHp7UkSfpc64Y
+tRVvMMLY5CI1cYrnuPRhTLAUk+ROsshg5G+IMtSLVG/TviWbjz44CKXJprjIQg==",

"SigningCertURL": "https://sns.us-east-2.amazonaws.com/SimpleNotificationService-
b95095beb82e8f6a046b3aafc7f4149a.pem",
"UnsubscribeURL": "https://sns.us-east-2.amazonaws.com/?

Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-east-2:123456789012:config-topic-
ohio:956fe658-0ce3-4fb3-b409-a45f22a3c3d4"

}
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{
"Type": "Notification",
"MessageId": "11£fd05dd-47el1-5523-bc01-55b988bb9478",
"TopicArn": "arn:aws:sns:us-east-2:123456789012:config-topic-ohio",
"Subject": "[AWS Config:us-east-2] AWS::::Account 123456789012 is COMPLIANT with

cloudtrail-enabled in Accoun...",
"Message": {

"awsAccountId": "123456789012",

"configRuleName": "cloudtrail-enabled",

"configRuleARN": "arn:aws:config:us-east-2:123456789012:config-rule/config-
rule-9rpvxc",

"resourceType": "AWS::::Account",

"resourceId": "123456789012",

"awsRegion": "us-east-2",

"newEvaluationResult": {
"evaluationResultIdentifier": {
"evaluationResultQualifier": {

"configRuleName": "cloudtrail-enabled",
"resourceType": "AWS::::Account",
"resourceId": "123456789012"
Iy
"orderingTimestamp": "2016-09-27T19:48:40.619Z"
Iy
"complianceType": "COMPLIANT",
"resultRecordedTime": "2016-09-27T19:48:41.4052",
"configRuleInvokedTime": "2016-09-27T19:48:40.9142Z",

"annotation": null,
"resultToken": null
Iy
"oldEvaluationResult": {
"evaluationResultIdentifier": {
"evaluationResultQualifier": {

"configRuleName": "cloudtrail-enabled",
"resourceType": "AWS::::Account",
"resourceId": "123456789012"
Iy
"orderingTimestamp": "2016-09-27T16:30:49.531Z"
Iy
"complianceType": "NON_COMPLIANT",
"resultRecordedTime": "2016-09-27T16:30:50.7172",
"configRuleInvokedTime": "2016-09-27T16:30:50.105Z",

"annotation": null,
"resultToken": null
I
"notificationCreationTime": "2016-09-27T19:48:42.620Z",
"messageType": "ComplianceChangeNotification",
"recordVersion": "1.0"
3
"Timestamp": "2016-09-27T19:48:42.7492",
"SignaturevVersion": "1",

"Signature": "XZ9FfLb2ywkW9yjOyBkNtIP5q7Cry6JtCEyUiHmG9gp0Zi3seQ41udhtAqCZoiNiizAE]L

+6gcttHCRV1hNemzp/
YmBmT£06azYXt0FJDaEvd86k68VCS9aqR1BBjY1INo7ILi4Pqd5rE4BX2YBQSzcQYERGKULTZ2BIFyAmb1Q/

y4/6ez8rDyi545FDS1gcGEb4LKLNR6eDi4FbKtMGZHA7Nz80bgs1dHbgWYnp3c80mVL170hP4hilcxdywAgXrbsN32ek

+BIZ21ZtkcUtY5B3ImgR1UO7Yhn3L3c6rZxQ==",

"SigningCertURL": "https://sns.us-east-2.amazonaws.com/SimpleNotificationService-
b95095beb82e8f6a046b3aafc7f4149a.pem",
"UnsubscribeURL": "https://sns.us-east-2.amazonaws.com/?

Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-east-2:123456789012:config-topic-
ohio:956fe658-0ce3-4fb3-b409-a45£f22a3c3d4"

}

Yr15gdHozxE
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{
"Type": "Notification",
"MessageId": "358c8e65-e27a-594e-82d0-delfe77393d7",
"TopicArn": "arn:aws:sns:us-east-2:123456789012:config-topic-ohio",
"Subject": "[AWS Config:us-east-2] Config Rules Evaluation Started for Account
123456789012",
"Message": {
"awsAccountId": "123456789012",
"awsRegion": "us-east-2",
"configRuleNames": ["iam-password-policy"],
"notificationCreationTime": "2016-10-13T21:55:21.339Z",
"messageType": "ConfigRulesEvaluationStarted",
"recordVersion": "1.0"
}l
"Timestamp": "2016-10-13T21:55:21.575Z",
"SignaturevVersion": "1",
"Signature": "DE431D+24zzFRboyPY2bPTszndJWe8L6TjDC+ItY1LFKE9JjACSB13sQ1luSjYzEhEbN7Cs

+wBoHNnJ /Dx0SpyCxt4giqgKd+H2I636BvrQwHDhIJwIm7gI6P8I0zE1iRVRWbM38zDTvHgkmmXQbdDHRsSK/
MssMeVTBKuWO0x8ivMr j+KpwuF57tE62eXeFhjBeJODKQV+aC+i3onsuT7HQvXQDBPdOM+cSuLrJaMQJ6TcMUSG76qg/
g14941i1b4Vj4udboGWpHSgUVI3guFsclSsTr1WXQKXabWtsCQPfdOhkKgmViCfMZrLRp8P jnu
+usSpYQELKEfwBchDVVzd15iMrAzQ==",

"SigningCertURL": "https://sns.us-east-2.amazonaws.com/SimpleNotificationService-
b95095beb82e8f6a046b3aafc7f4149a.pem",
"UnsubscribeURL": "https://sns.us-east-2.amazonaws.com/?

Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-east-2:123456789012:config-topic-
ohio:956fe658-0ce3-4fb3-b409-a45f22a3c3d4"
¥

RIS Kl BT AR B A

% Amazon Config ®MEIFFENEBEMEEN , 2R EEETEAM, MRBEBAMEE T Amazon Simple
Notification Service (Amazon SNS) AFHZRAK/D , BHMITEEEMMNFAERE, BAUEPEEN
Amazon S3 BN EEE TEEA. sBBucketLocatlon—?-Eﬁ':F' B ERE,

AR RBIBEEERERT Amazon EC2 XHIMNE BT, BAPESTERHELIKREHE Amazon S3 & 1E
FMAE,

View the Timeline for this Resource in the Console:

https://console.aws.amazon.com/config/home?region=us-west-2#/timeline/
AWS::EC2::Instance/resourcelId_14b76876-7969-4097-ab8e-a31942b02e807?
time=2016-10-06T16:46:16.261Z

The full configuration item change notification for this resource exceeded the maximum
size allowed by Amazon Simple Notification Service (SNS). A summary of the configuration
item is provided here. You can view the complete notification in the specified Amazon S3
bucket location.

New State Record Summary:

"configurationItemSummary": {
"changeType": "UPDATE",
"configurationItemVersion": "1.2",
"configurationItemCaptureTime": "2016-10-06T16:46:16.261Z",
"configurationStateId": 0,
"awsAccountId": "123456789012",
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"configurationItemStatus": "OK",
"resourceType": "AWS::EC2::Instance",
"resourceId": "resourceId_14b76876-7969-4097-ab8e-a31942b02e80",
"resourceName": null,
"ARN": "arn:aws:ec2:us-west-2:123456789012:instance/resourceld_14b76876-7969-4097—-
ab8e-a31942b02e80",
"awsRegion": "us-west-2",
"availabilityZone": null,
"configurationStateMd5Hash": "8flee69b287895a0f8bc5753eca6s8e96",
"resourceCreationTime": "2016-10-06T16:46:10.489Z"
I
"s3DeliverySummary": {
"s3BucketLocation": "my-bucket/AWSLogs/123456789012/Config/

us-west-2/2016/10/6/0OversizedChangeNotification/AWS: :EC2::Instance/
resourceId_14b76876-7969-4097-ab8e-a31942b02e80/123456789012_Config us-
west-2_ChangeNotification AWS::EC2::Instance_resourceId_14b76876-7969-4097-ab8e-
a31942b02e80_20161006T164616Z_0.json.gz",

"errorCode": null,

"errorMessage": null

Iy

"notificationCreationTime": "2016-10-06T16:46:16.261Z",
"messageType": "OversizedConfigurationItemChangeNotification",
"recordvVersion": "1.0"

7~ 51 4% a1 5K & AT

Amazon ConfigfE A 18R T & % 2 MU& FlAmazon Config7s 3% B Amazon S3 174 @& Hi Bl B IR B RS K HL
EWESEA, EEIAEEE 7T BXH Amazon S3 FE .

View the Timeline for this Resource in the Console:

https://console.aws.amazon.com/config/home?region=us-west-2#/timeline/
AWS::EC2::Instance/test_resourceld_014b953d-75e3-40ce-96b9-c7240b9754577?
time=2016-10-06T16:46:13.749Z

The full configuration item change notification for this resource exceeded the maximum
size allowed by Amazon Simple Notification Service (SNS). A summary of the configuration
item is provided here. You can view the complete notification in the specified Amazon S3
bucket location.

New State Record Summary:

{
"configurationItemSummary": {
"changeType": "UPDATE",
"configurationItemVersion": "1.2",
"configurationItemCaptureTime": "2016-10-06T16:46:13.749Z",
"configurationStateId": O,
"awsAccountId": "123456789012",
"configurationItemStatus": "OK",
"resourceType": "AWS::EC2::Instance",
"resourceId": "test_resourceId_014b953d-75e3-40ce-96b9-c7240b975457",
"resourceName": null,
"ARN": "arn:aws:ec2:us-west-2:123456789012:instance/
test_resourcelId_014b953d-75e3-40ce-96b9-c7240b975457",
"awsRegion": "us-west-2",
"availabilityZone": null,
"configurationStateMd5Hash": "6de64b95eacd30e7b63d4bba7cd80814",
"resourceCreationTime": "2016-10-06T16:46:10.489Z"

Iy

"s3DeliverySummary": {
"s3BucketLocation": null,
"errorCode": "NoSuchBucket",
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"errorMessage": "Failed to deliver notification to bucket: bucket-example for
account 123456789012 in region us-west-2."
Iy
"notificationCreationTime": "2016-10-06T16:46:13.749Z",
"messageType": "OversizedConfigurationItemChangeDeliveryFailed",
"recordVersion": "1.0"
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$ 8 Amazon Config # |14 &R

£/ Amazon Config iF&2H Amazon BRNEEIRE., BALUEN 2 Amazon Config #0714 |
XLEHMAREBBENEZIRE. Amazon Config IR BE LHFUE AN ( FEREAN ) KEBHEFF
BT, £ Amazon Config FERRENTREPHINEEFLN , CaREXEFRREER THM
PR ARG, MBEEANFERER THM , U Amazon Config £ Z @ FRMAMIRIZHAFTEM.

flan , LAl EC2 Bt , Amazon Config IR BEESMBHHAN K ITME1ZE. MREREEEM

& | Amazon Config 2 & FMMMIRIZ AT EM. Amazon Config E AT ELRHFIERRTIREE LK,
SBEINMER, fla , Amazon Config IR EMKF F N EC2 BRRBEMELEN , REKFREFEA
Amazon CloudTrail # 1T H&Ei2%,

BRSSFE R HU 2 2 43 H A H0  f9 E — 2K B M FE BN Amazon E 6 2 9 BR 55 Amazon Configlk = B . 31X
RN ETE A EEREAE M BN ENEAMazon RS R ERE, X LEH N 2L FAREAmazonfEFRE AR
SHEAMazon AT EHAMRIE, BXEZELR , HZH RS HE><EAmazon ConfigRule (p. 235).

Amazon Config ##| & FE REHAN SERHERAERS. BULEFEN Amazon BIRERE L3
FERBHNHEERER , A THRBLESERFRAEM. BHALEER Amazon CLI. Amazon Config API
Amazon FF & TEAXiER Amazon Config BRSS , WEKMAMMEE R,

B M Amazon Config iHME R AREE , &7 TARREENAIPRER. TUIERINEANERERE

Bo

3 F XM XiFAmazon Configfillll | 2 #Amazon Config X 15 # £ i 17 = B9 Amazon Web Services —
wsE.

B &% LA 400 NAmazon Confighk = R EANKIFHHMAN ., BXREZEL , S Amazon Config R
#lo

SBE R LARIE B TE NHLNIR TS Amazon Config RiBRHWHEMBEF. BXEZEL , H2H T EMTR
KA (p. 191),
i
« X#E#F (p. 105)
+ BY4A B ER 9 Amazon ConfigRule (p. 108)
+ 1 Amazon Config #LM{EE ALK 25 (p. 122)
» Amazon Config JEEHN (p. 123)
« Amazon Config BEXHM (p. 183)
« EIEMEE Amazon Config #10 (p. 204)
o WHEEHRIR (p. 208)
o B ITELR (p. 209)
« BHELONBATEK S /EA Amazon Config I (p. 209)
« {EIEFEHMAmazon® JRAmazon Config Rules (p. 211)

XE >

B &I , Amazon ConfigA T Xig S ##M -
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X B X1 Endpoint 7
US East (N. | us-east-1 config.us-east-1.amazonaws.com HTTPS
Virginia)

US East us-east-2 config.us-east-2.amazonaws.com HTTPS
(Ohio)

US West (N. | us-west-1 config.us-west-1.amazonaws.com HTTPS
California)

US West us-west-2 config.us-west-2.amazonaws.com HTTPS
(Oregon)

(Y ¢H B% 28 99 Amazon ConfigRule

Amazon Config#l | i EYEL B iR BEAmazonBIRN T H . BRMLEEMWHAN : Amazon Config#t & N F
Amazon Config BE X MM, HEANRBAUTARBNTENL, IJBENLHMNAmazon Config. BXIE
EHNWHIR , ESHE. #%I5RAmMazon Configft EHLMI.

BEXHANZETEEERA Guard BAmazon Lambda ., Guard (T GitHubRepository) — policy-as-
code S B YRE H5E & 1T HI KB HYIE S Amazon Config H E L EREEM M|, Amazon Lambdaf F & E4£ 1Y
BEXARBXRTEHEEEIAN, CHEHRRABATHEGER , EfAmazon ConfiglE B E XA N 3 3h &
WA,

ARHEHNE L LU R B X MR Python R EM N K K 1EXEAmazon ConfigMi | FF % TES
(RDK) FlAmazon Configfl 7 & T 2B (RDKIlib). A& R A1 A ELSAmazon Config B & X K
AN, F5 462 Amazon Config B 7E XK EEHN. 8 <& R A4 8 £ #YE ZkAmazon Config B E X Lambda
N | FS 5 612ZAmazon Config B E X Lambda HLMI.

B

- FMEX (p. 108)

o ANTTEAE (p. 109)

- ML (p. 110)
« BEAN (p. 110)
- ANZEE (p. 118)

=
U E X
Amazon ConfigflllIEE L BELUTFE :

o FRIRAF

o BIAB®

+ description

- Bl

» SourceTails

+ compulsorylnputParameterif 415 &
» optionallnputParameteri¥ 4115 &

. R

TEH/ JSON REINTE T HNE XA EBE-ec2-minimum-healthy-hosts-configured FE MM o
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https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config_develop-rules_lambda-functions.html
https://docs.amazonaws.cn/config/latest/developerguide/codedeploy-ec2-minimum-healthy-hosts-configured.html
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{
"identifier": "CODEDEPLOY_ EC2_MINIMUM HEALTHY_ HOSTS_CONFIGURED",
"defaultName": "codedeploy-ec2-minimum-healthy-hosts-configured",
"description": "Checks if the deployment group for EC2/On-Premises Compute Platform

is configured with a minimum healthy hosts fleet percentage or host count greater
than or equal to the input threshold. The rule is NON_COMPLIANT if either is below the
threshold.",
"scope": {
"resourceTypes": [
"AWS: :CodeDeploy: :DeploymentGroup"

]
T
"sourceDetails": [
{
"eventSource": "AWS_CONFIG",
"messageType": "ConfigurationItemChangeNotification"
Iy
{
"eventSource": "AWS_CONFIG",
"messageType": "OversizedConfigurationItemChangeNotification"
}
1,

"compulsoryInputParameterDetails": {},
"optionalInputParameterDetails": {
"minimumHealthyHostsFleetPercent": {

"type " : "int " ,
"description": "Minimum percentage of healthy hosts fleet during deployment. Default
value is set to 66 percent.",
"defaultvalue": "66"
Iy
"minimumHealthyHostsHostCount": {
"type " : "int " ,
"description": "Minimum number of healthy hosts in fleet during deployment. Default
value is set to 1.",
"defaultvalue": "1"
}
T
"labels": [
"CodeDeploy"
]
}
F T &z
FRIRRF
HNFRIRAF A EAmazon ConfigiE EMN . MNIFRFRATHLBEAN, 6
il , CODEDEPLOY_EC2_MINIMUM HEALTHY_ HOSTS_CONFIGUREDEMMIKIRFFFcodedeploy-
ec2-minimum-healthy-hosts-configured@MME . ANIRRFHFEUTER THRIRAN A
#Amazon Config#t & # I A Amazon CloudFormationt& 4=} #& 7£ i F§ PutConfigRuleAPl,
Note
NFRELERN , MUIRRFERMNEHTE, Flmn , MNUERRFrestricted-
sshZ2INCOMING_SSH_DISABLED.
BHINEH
BN HRANKZGIERIAER T HREN BT
description

AN HER R AN TFENABTRMR T ETX. XEXESF : Amazon Configi2hl & EH 256 N FHFAIR
Hlo ENBREXR , ANERNHE RERE, HOBENTERNBEHRNER. RSB UATET
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https://docs.amazonaws.cn/config/latest/developerguide/aws-config-managed-rules-cloudformation-templates.html
https://docs.amazonaws.cn/config/latest/developerguide/aws-config-managed-rules-cloudformation-templates.html
https://docs.amazonaws.cn/config/latest/APIReference/API_PutConfigRule.html
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S EAmazonHEHANFHIRPEIRIBRIT S, 420 , Amazon CloudTrails Amazon CloudWatch
INSTEAD CloudTrail 24 CloudWatch EX R, RFBMALERESIAERE.

ERERE T RNATE NIRRT, WRANSELMERL , REAN KR E XA RN X2 FME
B, MIZETRAEN ; N TEARERN , AR TEN. ARAXFNERRENIIEX , BSRXE
R B R AL,

SourceTails

SourceDetails BRTE 7 I #9 it & 253

A, configurationItemChangeNotificationHloversizedConfigurationItemChangeNotificationf
FEUMEZHHAN, % Amazon Config RMBERFEMEBEMEER , X XEETUEAN, MREAMES

T Amazon BB H RS (Amazon SNS) AFHRAKRD , MBEANLBERETNEERE, BAINE

s3 FIEEM S3 FHEMLBEEE TEE HMBucketLocation FEFIREIH FUBERE,

ScheduleNotificationAFAMMEMM, RMANEHRITMHEIEEE S TIEME , WALER
FIE=MRENEBH., BXESEE , #85H . HIEEAAZEAMazon ConfigRule

compulsorylnputParameteri¥ 4115 &

XLEXiHA : compulsorylnputParameterif 4115 2 A T HANB TR EFIENS . W, access-
keys-rotatedEEM N TEmaxAccessKeyAgelFAMENS . MREFEZSH , WFFHRID
R(FE) . BARNENINSHIEE—NERE, KBTLUR “FHE", “int", “double”, “CSV", “FR"
F”StringMap®s
optionallnputParameteri¥ 4H{S &
XL XA : optionallnputParameteri¥ 4115 8 A T AN # TP EH A IES B, i
i , codedeploy-ec2-minimum-healthy-hosts-configured it EMN T
#EminimumHealthyHostsFleetPercentflminimumHealthyHostsHostCountfERN A[IE S, &4
MABNSBIEE —NRE, RETUR “FHH", “int’. “double”, “CSV". “#7R” M"StringMap*“,
R
HERAATHRIENN, FlI0 , codedeploy-auto-rollback-monitor-enabled, codedeploy-

ec2-minimum-healthy-hosts-configured, Mlcodedeploy-lambda-allatonce-traffic-
shift-disabledEEHMNEH T E#FCcodeDeploy.

I 25

AERDEE T A X AAmazon Configf I FF & T E4A (RDK) MAmazon Configll M FF &% T EGRE
(RDKIlib), % RDK =t RDKLib (WEZEE. , 28, aws-config-rdk Flaws-config-rdklib GitHub & & .
=5

FRF M

1. BRPMERIEME, ZZEAmazon CLL

2. RIS TIRIE, iZREAmazon Configf A% & B A% EAmazon ConfigllAmazon CLI. EXMER
AmazonFfifE 9 X i Amazon Config2 X% , i MAmazonX i3 iR 55 51 5%

3. f£R pip W#EESERR RDK :

pip install rdk

Note

M pip 281 , FHRCEREEEHNRL,
4. fER pip MW#EFEFE L% RDKLIb :
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https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config-rules.html
https://github.com/awslabs/aws-config-rdk
https://github.com/awslabs/aws-config-rdklib
https://docs.amazonaws.cn/cli/latest/userguide/installing.html
https://docs.amazonaws.cn/config/latest/developerguide/gs-console.html
https://docs.amazonaws.cn/config/latest/developerguide/gs-cli.html
http://www.amazonaws.cn/about-aws/global-infrastructure/regional-product-services/
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pip install rdklib

Note

EMEM pip 281 , BRARCEREEEHVSEL,

E AR ayA N
1. BROBRBEERFEREERMROAN , FETUTHT :

rdk create YOUR_RULE_NAME --runtime python3.6-1ib --resource-types AWS::Resource: :Type

UTREICIERAERAREPIHNAWS : : TAM: :User BIRFEH -

rdk create MFA_ENABLED RULE --runtime python3.6-1ib --resource-types AWS::IAM::User

LUTRAUErdk createEXMEAHMNMGS

rdk create RULE NAME

--runtime pythonX.X-1ib // Python runtime version

—--input-parameters REQUIRED PARAMETERS // Parameters that are required for a rule
to do its evaluation

--optional-parameters OPTIONAL PARAMETERS // Parameters that are optional for a
rule to do its evaluation

--resource-types AWS::Resource::Type // Resource type(s) that the rule targets

Note
EF A RDKLib , AFUFMNAIZETAZE Npython3.6-1ib.
M2 fErdk create , BNZAFE—NMHER , EPIEANBHRA 3 N304 .

* RULE_NAME.py-TZ& MR NBHH Python X4
* RULE_NAME_test.py-TFEH N &£ T Python X4
+ parameters.json-fi T RDK ZEREH JSON

2. T—ASBRREANZE, (RRAFERBRULE NAME.py X4, MBERITFRULE NAME.py X , &
FER—MER , B EEPRNANZE, UL TEHF MFA_ENABLED_RULE 4B HI1ER :

from rdklib import Evaluator, Evaluation, ConfigRule, ComplianceType
APPLICABLE_RESOURCES = ['AWS::IAM::User']
class MFA_ENABLED_ RULE(ConfigRule):

def evaluate_change(self, event, client_factory, configuration_ item,
valid_rule_parameters):

return [Evaluation(ComplianceType.NOT_APPLICABLE) ]

#def evaluate_periodic(self, event, client_factory, valid_rule_parameters):
# pass

def evaluate_parameters(self, rule_parameters):
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valid_rule_parameters = rule_parameters
return valid_rule_parameters

# DO NOT MODIFY ANYTHING BELOW #

def lambda_handler(event, context):
my_rule = MFA_ENABLED_RULE()
evaluator = Evaluator(my_rule, APPLICABLE_RESOURCES)
return evaluator.handle(event, context)

LT REIZ2HFEHNZEH MFA_ENABLED_RULE iR REMRAE, HINIRE IAM AFREERATS
EFHRIE (MFA), TR IAM BFARBE MFA , NS NON_COMPLIANT, AxEMRHIRERF N
BENAFENESZELR  BSREANEBE (p. 118).

from rdklib import ComplianceType, ConfigRule, Evaluation, Evaluator
APPLICABLE_RESOURCES = ["AWS::IAM::User"]
class MFA_ENABLED RULE(ConfigRule):

def evaluate_change(self, event, client_factory, configuration_ item,
valid_rule_parameters):

username = configuration_item.get("resourceName")
iam client = client_ factory.build_client("iam")
response = iam_client.list _mfa devices(UserName=username)

# Scenario:1 IAM user has MFA enabled.
if response["MFADevices"]:
return [Evaluation(ComplianceType.COMPLIANT) ]

# Scenario:2 IAM user has MFA not enabled.
annotation = "MFA needs to be enabled for user."
return [Evaluation(ComplianceType.NON_COMPLIANT, annotation=annotation)]

def evaluate_parameters(self, rule_parameters):
valid_rule_parameters = rule_parameters
return valid_rule_ parameters

HARRRRRB BB HHHHHHHAARRRRRRRRRRRHH
# DO NOT MODIFY ANYTHING BELOW #
HARRRRRBRBHHHHHHHAAARRRRRRRRRRHH
def lambda_handler(event, context):
my_rule = MFA_ENABLED_ RULE()
evaluator = Evaluator(my_rule, APPLICABLE_RESOURCES)
return evaluator.handle(event, context)

T—MSBRRTE RDKLib EHR% RDKLb B, AmazonE 4 Amazoni® & 5 Amazon CLI. RDKIib
K& It AfEAmazon LambdafE. EAURERAE , MEEHFESEEBBHRESHP.
« FALTHSRE RDKLb ZAmazoniZHla |, BHITUTSE .
1. $TFF Amazon Lambda 2% #& , #bik : https://console.aws.amazon.com/lambda/s
. Selectfi| ZE %K.
CEERENCERREBNE , ERNEETRSBENARFFEE  RAEERRES |, B Ardklib.
. BERBFE , AE#ITHE. SFRYHTEAER.

EENSHEET , ROOERENNER. AEERENIRISIZN Lambda & , A& %I Lambda
BH Amazon BIRE# (ARN), EEBEMNIE , BFFEE Lambda FH ARN,

« FERALT &S %% RDKLIb EAmazon CLI , BT TS :

a A WODN
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. A rdklib-layer 8l F 5,

aws serverlessrepo create-cloud-formation-change-set --application-id
arn:aws:serverlessrepo:ap-southeast-1:711761543063:applications/rdklib --stack-
name RDKlib-Layer

EARHRE L TS
{
"ApplicationId": "arn:aws:serverlessrepo:ap-
southeast-1:711761543063:applications/rdklib",
"ChangeSetId": "arn:aws:cloudformation:us-east-1:123456789012:changeSet/
a3d536322-585e-4ffd-9e2f-552c8b887d6f/ffe7ff5c-ab38-4ab9-b746-9cl1617ca95cl",
"SemanticVersion": "0.1.0",
"StackId": "arn:aws:cloudformation:us-east-1:123456789012:stack/serverlessrepo-
RDKlib-Layer/365436a0-a58a-1lea-9b04-12ae8£fb95b53"
}

CBITEEE, BALE /M TENETEE ARN (ChangeSetld kB E—FSERBGH ) , LBE

MATFae

aws cloudformation execute-change-set --change-set-name NAME OF THE CHANGE_SET

CREMEN BERE AR —EB D AR B KB ER,

aws cloudformation describe-stack-resources --stack-name serverlessrepo-RDKlib-
Layer

TRREL TR
{
"StackResources": [
{
"StackName": "serverlessrepo-RDKlib-Layer",
"StackId": "arn:aws:cloudformation:us-east-1:123456789012:stack/
serverlessrepo-RDKlib-Layer/365436a0-a58a-11ea-9b04-12ae8fb95b53",
"LogicalResourceId": "RdklibLayercf22317faf",
"PhysicalResourceId": "arn:aws:lambda:us-
east-1:123456789012:layer:rdklib-layer:1",
"ResourceType": "AWS::Lambda::LayerVersion",
"Timestamp": "2020-06-03T11:26:30.5012",
"ResourceStatus": "CREATE_COMPLETE",
"DriftInformation": {
"StackResourceDriftStatus": "NOT_CHECKED"
}
}

}

. ME—SHERPHEFPES Lambda FE# ARN, Lambda JZ#9 ARN 2PhysicalResourceld.

"PhysicalResourceId": "arn:aws:lambda:us-east-1:123456789012:1layer:rdklib-layer:1"

T—% 2N Lambda EHERE—MNEEHEINAE, BRIAMBERT , Lambda B &R
®AWSServiceRoleForConfigA® , XRT AN, BEEMFAHLEAEBAWS_ConfigRoleEE R
B, ZABIMEEFEEXFAmazon ConfigHt B /rdk/ BB THFIEARBNRAZAR®, LTETR

BIfE

FIRRE

{
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "config.amazonaws.com"
Iy
"Action": "sts:AssumeRole"
Iy
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-ID:root"
Iy
"Action": "sts:AssumeRole",
"Condition": {
"StringLike": {
"aws:PrincipalArn": "arn:aws:iam::account-ID:role/rdk/*"
b
}
}

ERLEERRE , STUATHS

aws iam create-role --role-name your-role-name --assume-role-policy-document file://
trust-policy.json

WE  BTUTHSREFTNHASKERecutionRoleName H IR ABRF

rdk modify YOUR_RULE_NAME --input-parameters '{"ExecutionRoleName":"your-role-name"}'

BRI LAE A rdk modify AN THREEM ERARMNMUFAESR :

rdk modify RULE_NAME

—--input-parameters REQUIRED PARAMETERS // Parameters that are required for a rule
to do its evaluation

--optional-parameters OPTIONAL PARAMETERS // Parameters that are optional for a
rule to do its evaluation

--resource-types AWS::Resource::Type // Resource type(s) that the rule targets

RASREMEAN, BMEAN , BEALSR 3 FH Lambda FH ARN BT TH T :

rdk deploy YOUR_RULE_NAME --rdklib-layer-arn YOUR_RDKLIB_LAYER_ARN

ZANRMEERE. &7 LEAAmazon Configi2Hl AR EMN B E ERTH T4,

EHMN

ERBHNEERRREEHMEOAN , FETUA TGS

rdk create YOUR_RULE_NAME --runtime python3.6-1ib --resource-types AWS::Resource::Type
--maximum-frequency EXECUTION FREQUENCY

BTRRGIBIZE—NRN |, lRNE 24 /Nt HAWS : : IAM: : User BIREH!
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rdk create MFA_ENABLED_RULE --runtime python3.6-1ib --resource-types AWS::IAM::User --
maximum-frequency TwentyFour_ Hours

LUTRAUErdk createEHHMNMGES:

rdk create RULE NAME
--runtime pythonX.X-1lib // Python runtime version
--input-parameters REQUIRED PARAMETERS // Parameters that are required for a rule
to do its evaluation
--optional-parameters OPTIONAL_PARAMETERS // Parameters that are optional for a
rule to do its evaluation
--resource-types AWS::Resource::Type // Resource type(s) that the rule targets
--maximum-frequency EXECUTION_FREQUENCY // How often the rule should be run on a
periodic trigger.
One of ['One_Hour', 'Three_Hours', 'Six_Hours', 'Twelve_Hours', 'TwentyFour_Hours']

Note
EffH RDKLib , AFUFMNEIZITANZEE Apython3.6-1ib.
WEZFrdk create , BRNZABEH —IHEFR , HPIEMANBEFHRM 3 NH -

* RULE_NAME.py-TZEHNZEH Python 324
* RULE_NAME_test.py-TEf# N & T NiX A Python L4
+ parameters.json-fi T RDK ZBi&EM JSON X #

T ANMNSBREREANBIE, (RRAFEBERBRULE NAME.py X, MBRITFRULE NAME.py X | 18
FER—MER , B EEPRNANZE, UL TEHF MFA_ENABLED_RULE 4 B AIER :

from rdklib import Evaluator, Evaluation, ConfigRule, ComplianceType
APPLICABLE_RESOURCES = [ 'AWS::IAM::User']
class MFA_ENABLED_RULE(ConfigRule):

def evaluate_change(self, event, client_factory, configuration_item,
valid_rule_parameters):

# Add your custom logic here. #

return [Evaluation(ComplianceType.NOT_ APPLICABLE) ]

#def evaluate_periodic(self, event, client_factory, valid_rule_parameters):
# pass

def evaluate_parameters(self, rule parameters):
valid_rule_parameters = rule_parameters
return valid_rule_parameters

# DO NOT MODIFY ANYTHING BELOW #

def lambda_handler(event, context):
my_rule = MFA_ENABLED_RULE()
evaluator = Evaluator(my_rule, APPLICABLE_RESOURCES)
return evaluator.handle(event, context)

BRMIANERMEIAN, MR, FHROBEARMElevaluate_periodichik. LT REIRHR
MNZEEE MFA_ENABLED_RULE #iREVmERA. ANKE IAM AFREERATZESHRIE
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3.

(MFA), T8 IAM AFARBA MFA , IUFNH NON_COMPLIANT, BXxERHPIZHHTNZB B A %
HWEZSEE , BSEANEE (p. 118).

from rdklib import ComplianceType, ConfigRule, Evaluation, Evaluator
APPLICABLE_RESOURCES = ["AWS::IAM::User"]
class MFA_ENABLED RULE(ConfigRule):1

def evaluate_periodic(self, event, client_factory, valid_rule_parameters):
evaluations = []

iam client = client_factory.build_client("iam")

paginator = iam_client.get_paginator("list_users")
response_iterator = paginator.paginate()

for response in response_iterator:
for user in response["Users"]:
username = user["UserName"]
response = iam client.list_mfa_devices(UserName=username)

# Scenario:1 IAM user has MFA enabled.
if response["MFADevices"]:
evaluations.append(Evaluation(ComplianceType.COMPLIANT, username,
"AWS::IAM: :User"))

# Scenario:2 IAM user has MFA not enabled.
if not response["MFADevices"]:
annotation = "MFA needs to be enabled for user."
evaluations.append(
Evaluation(ComplianceType.NON_COMPLIANT, username,
"AWS::IAM: :User", annotation=annotation)

)

return evaluations

def evaluate_parameters(self, rule_parameters):
valid_rule_parameters = rule_parameters
return valid_rule_parameters

# DO NOT MODIFY ANYTHING BELOW #

def lambda_handler(event, context):
my_rule = MFA_ENABLED_RULE()
evaluator = Evaluator(my_rule, APPLICABLE_RESOURCES)
return evaluator.handle(event, context)

T—MNSBRRTE RDKLib EF R % RDKLib B, AmazonZE A4 HAmazoniZ#|& 5 Amazon CLI. RDKIib
Bi& It AYEAmazon LambdafE., EAURERE , MEEHFESEEBBHREZH.
« FERUT &S %% RDKLib EAmazoniZ#l & |, HRITUTSE -
1. TF Amazon Lambda #£#l& |, it : https://console.aws.amazon.com/lambda/,
. SelectBI 2.
CEERENCERREBNE , ERNEETRSBENARFFEE  RAEERRES |, B Ardklib.
. BREEBFE , AE#ITHE. SFXHTEAER.

EENSHEES , ROERENNER. AEERENIRISIZN Lambda & , A& %l Lambda
B Amazon BIRETR (ARN), EZFEANE , BFFE Lambda BEH ARN,

a A WODN

« FEALT &S %% RDKLIb EAmazon CLI , BT TS :

1. A rdklib-layer Bl F &,
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aws serverlessrepo create-cloud-formation-change-set --application-id
arn:aws:serverlessrepo:ap-southeast-1:711761543063:applications/rdklib --stack-
name RDKlib-Layer

TARHRE S T
{
"ApplicationId": "arn:aws:serverlessrepo:ap-
southeast-1:711761543063:applications/rdklib",
"ChangeSetId": "arn:aws:cloudformation:us-east-1:123456789012:changeSet/
a3d536322-585e-4ffd-9e2f-552c8b887d6f/ffe7ff5c-ab38-4ab9-b746-9cl1617ca95cl",
"SemanticVersion": "0.1.0",
"StackId": "arn:aws:cloudformation:us-east-1:123456789012:stack/serverlessrepo-
RDKlib-Layer/365436a0-a58a-1lea-9b04-12ae8£fb95b53"
}

HITEEE, BULEFIREETREMNEESE ARN (ChangeSetld kB E—FERMEE ) , LEE

MU TFae

aws cloudformation execute-change-set --change-set-name NAME OF THE CHANGE_SET

CREMEN BERE AR —EB D AR B KB B R,

aws cloudformation describe-stack-resources --stack-name serverlessrepo-RDKlib-
Layer

TRREN TR
{
"StackResources": [
{
"StackName": "serverlessrepo-RDKlib-Layer",
"StackId": "arn:aws:cloudformation:us-east-1:123456789012:stack/
serverlessrepo-RDKlib-Layer/365436a0-a58a-11ea-9b04-12ae8fb95b53",
"LogicalResourceId": "RdklibLayercf22317faf",
"PhysicalResourceId": "arn:aws:lambda:us-
east-1:123456789012:layer:rdklib-layer:1",
"ResourceType": "AWS::Lambda::LayerVersion",
"Timestamp": "2020-06-03T11:26:30.5012",
"ResourceStatus": "CREATE_COMPLETE",
"DriftInformation": {
"StackResourceDriftStatus": "NOT_CHECKED"
}
}

}

. ME—SHERPHEFES Lambda FE# ARN, Lambda JE#9 ARN PhysicalResourceld.

"PhysicalResourceId": "arn:aws:lambda:us-east-1:123456789012:1layer:rdklib-layer:1"

T—% 2N Lambda HERE—MNEEHEINAE, BRIAMBERT , Lambda B aZ R
®AWSServiceRoleForConfigA® , XRT AN, BEEMFAHLEAEBAWS_ConfigRoleHER
B, ZABIMEEFEEXFAmazon ConfigHt B /rdk/ BB THFIEARBNRAZAR®, LTETR

BIfE

FIRRE

{

"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "config.amazonaws.com"
Iy

"Action": "sts:AssumeRole"

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::account-ID:root"
I
"Action": "sts:AssumeRole",
"Condition": {

"StringLike": {

"aws:PrincipalArn": "arn:aws:iam::account-ID:role/rdk/*"

ERALEERRE  ETUTHS

aws iam create-role --role-name your-role-name --assume-role-policy-document file://
trust-policy.json

WME , ETUTHSREFTNE ASEExXecutionRoleName H IR EABEH ;

rdk modify YOUR_RULE_NAME --input-parameters '{"ExecutionRoleName":"your-role-name"}'

BRI AERArdk modifyERANUTHEEFT EHANFMES :

rdk modify RULE_NAME

—--input-parameters REQUIRED PARAMETERS // Parameters that are required for a rule
to do its evaluation

--optional-parameters OPTIONAL_PARAMETERS // Parameters that are optional for a
rule to do its evaluation

--resource-types AWS::Resource::Type // Resource type(s) that the rule targets

--maximum-frequency EXECUTION_FREQUENCY // How often the rule should be run on a
periodic trigger.
One of ['One_Hour', 'Three_Hours', 'Six_Hours', 'Twelve_Hours', 'TwentyFour_Hours']

5. BRALREIMEMN. ZHEMN , EEALSE 3 FH Lambda RH ARN BTUTH T :

rdk deploy YOUR_RULE_NAME --rdklib-layer-arn YOUR_RDKLIB_LAYER_ARN

6. ZMMNIMEBEE, ETTLUEMAAmazon ConfigiRl AR EMN 2E ERTH T4,

HN 2 55

LA Python 18 R 2 RDK F RKDLib R EM NI EVER, REZR
ffevaluate parameters., evaluate change, flevaluate periodichi% , REEFENRELH
REBCRAEBNE . Bx<FEA RDK M RDKIib REHMME £ REH , S F L FREMH (p. 110).

from rdklib import Evaluator, Evaluation, ConfigRule, ComplianceType
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APPLICABLE_RESOURCES = ["AWS::Resource: :Type"]

# When you create a rule, the class name will be the name you give the rule when you create
it instead of ConfigRule
class ConfigRule (ConfigRule):

def evaluate_parameters(self, rule_parameters):
return rule_parameters

def evaluate_change(self, event, client_factory, configuration_item,
valid_rule_parameters):

# Add your custom logic here. #

def evaluate_periodic(self, event, client_factory, valid_rule_parameters):

# Add your custom logic here. #

# DO NOT MODIFY ANYTHING BELOW #

def lambda_handler(event, context):
my_rule = ConfigRule()
evaluator = Evaluator(my_rule, APPLICABLE_RESOURCES)
return evaluator.handle(event, context)

BEARR

APPLICABLE_RESOURCESEMMFTE N ERER, MRER , MZTENNIEERANFTEHNHE
BREBENLRTE, AXIBHEREENIIR , FSRAZFNRIREL,

THESH
sk

A EATREANNHMASHEESER. ATEHEXRK

- REJIHNSBBREER,

- RESBEHEEIER,

- RESHENXERTIER,

- MRSPREY , FRESHREESENEEZH,

- MRSBEFERBENTRLED , FREZSBRBNXLEETZ—,

- MRSBPRFHE , BREEKERSESE , AEENENEIMZER,

s REEBFERLET XS XK NEMNEBE,

- RATEEREISEHBMA, fln , MREWRBNZIES SR ARN 5k |, FRKIAALTFERESHN ARN
RN FR

e

rule_parameters2MM M ASHNFHE,

REEZE

MREF—NSHER , MATEL5| KX InvalidParametersErrorError:

from rdklib import InvalidParametersError
raise InvalidParametersError("Error message to display")
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MRSHEIEN , WZFFENRE —FH

return valid_rule_parameters

¥1&_change
B
AR T E AR AN EE,
£

event ZAmazon LambdaZE #4124t & Amazon Config. £ JSON XWX , EFEEEETH
Lambda BREIVEIE. BXx RO , ESH, B RAIZEHAmazon ConfigRule.

client_factorys2 ClientFactory ERTHRMMNR, XEXEHE : ClientFactory KAIBHER— 1
boto3 % , BIRMH T —MELKIFEOAmMazonfkFH. boto3 & ik EBE HAmazonfk$ AP, iXE

RERSBRETMSFZRBNEFREZE , FRUENERBRESENIFRN, BXxTARSHIIE , &
S, o FA#IRSE Boto3 ARy,

WiERIEEclient_factoryM TR :

response = client_factory.build_client(
service='string')

fBlgn :

iam client = client_factory.build_client("iam"

Note

#9 boto3 & #rAmazonfRE 24 EM .,
configuration_item@ZEEE Item WFH , BT K, BEEIAR— point-in-time XIFHE
fE NI EAmazon®R. BXxHNAHEEconfigurationItem , FSFConfigurationltem i
Amazon ConfigAPl &%,
valid_rule_parametersZHM%iHevaluate_parameters( )} %o
RENE £
ZHERIRET —MRZ -

[Evaluation(ComplianceType.COMPLIANT) ]

[Evaluation(ComplianceType.NON_COMPLIANT) ]

[Evaluation(ComplianceType.NOT_APPLICABLE) ]

NTHRETERANITE , BEMUERER, Sl

[return [Evaluation(ComplianceType.NON_COMPLIANT, annotation="Explanation for why the
rule is NON_COMPLIANT")]]

W f_E
sk
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BEJ5 5 R T R A A
E4 4

eventZAmazon LambdaZE #4124t #Amazon Config. ©2 JSON XX , EhEEEETH
Lambda B EIE. BRARH , S0, B RHEIEHAmazon ConfigRule.

client_factorys2 ClientFactory ZERFHRMMN R, XEXFHE : ClientFactory KtIBHER — 1
boto3 &/ , BiRM T —MERIFEOAmazonfi$. boto3 & i A LM ST I Amazon RS API , iXE

KERSBESUHFIRENEF KT L , HRENERRESENIARN. BEXTARSHIIE , &
SR, T FM RS Boto3 XA,

WiERIEZcLlient_factoryll IR :

response = client_factory.build_client(
service='string')

flan -

iam client = client_factory.build_client("iam")

Note

#9 boto3 & #AmazonfRES 2L EH .
valid_rule_ parameters®M#itievaluate_parameters()F %o
RENEE

ZHEMBELT - NS

[Evaluation(ComplianceType.COMPLIANT) ]

[Evaluation(ComplianceType.NON_COMPLIANT) ]

[Evaluation(ComplianceType.NOT_APPLICABLE) ]

NTRETERNITME , BEMUERER, Sl

[return [Evaluation(ComplianceType.NON_COMPLIANT, annotation="Explanation for why the
rule is NON_COMPLIANT")]]

lambda_andler
iR

BRIZAEEMBSHU S E, lambda L BREFATAEBESH., ZHEIE LT AEZ1TAmazon Lambdafg
#HeventXFhandlerFiZ. BEXEZEL , S Python F Lambda EREL B F H I,

2

event2Amazon LambdaZE #1214t #& Amazon Config. E2 JSON XWX H , HHEEEETH
Lambda BBV EIE. BRI , ESH. B RAIZEHAmazon ConfigRule.

contextZTEE{TATH Lambda XN REBLEE. WNREENGEZNEE IS HEBIEZITR TR
ERANEEMAE, HER , ERHMRARN Lambda 1 , FEERA LT,
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N . B = s oo

4 Amazon Config #L I #& E fit & 85
B PR AN |, BT LIEESE Amazon Config AEHSTHAMN ; XFEMARS. MR EEmA
B, Amazon Config Xt B {F & 80 R R B E .

B
- MIREZRE (p. 122)
- EEMABFHMAN TS (p. 122)
o RHEE IS FEFETHH N TR (p. 123)

Az BRRE
fhRBRAMARE
BEEEXR
LHOlE, FERHMBRSERENRRE , Amazon Config 43 M AE 1T,

B E I B SE B SR IE 2 PR LE B R AR 1Tl . SEE AT BAEHE -
SN RRRE

- RREEMFRIDWEAE

- RERNENEAS

« YO, EHRMBREMICRE FIFR

Amazon Config 42 | SH N #9385 Bl PL B Y 5 R & £ B REhHE 1T 1Pl . S8 7] BARE A S8 B SR AR TR £ %
RALR T, BN, HEMESIERNFREMER , MofRiTh,

EH
Amazon Config ¥ BEEF M RNRZ TN T (Fla0 , 8 24 et ) o

MREEREEFERFMER , Amazon ConfigH N BB EE XA , URIZEBEEENNRFRHEN
Lambda ¥,

BB At & 258 A R4
AEREE YR EHANRE

1. #R%HtAmazon ConfigfEE# N , S3_BUCKET LOGGING ENABLEDLA#®ZE Amazon S3 ZH#EEERA

TEXEIEH.
2. MM ELEREBERBEEFNR, Amazon Configy &Iz, T =M Bk Amazon S3 EERERT , R4S H N
BT,

3. HFMHMEF , BMEERMAKULMA , Amazon Config IHEFHBRERFS LM,

SR ENf R 2R R HIHN

1. MR Amazon Config FEE MM IAM_PASSWORD_POLICY. LHINIEEE IAM = Y 210 5K AE
REEBTENKSRE , IR N RKESIBFEFHFER,

2. HAMNBAEIBREENEDR. Amazon Config FHEEIEEMMER ( WF 24 Pat ) SR MUIEITITME,

3. 524 PMEESEKIZAN | Amazon ConfigiTfh &R IAM AP N BZBEZFESAN,
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BEREEE SN E AR 2R B R B

1. BEIE—KEEXANIFERE CloudTrail BRI PHRRESAAHNAEREFE T BRI
Fo

2. HBEFLEFUERRGE, FHEMERE Amazon Config #iE{THNiF(, &BEFE Amazon Config &
12 /PEHE T —REN

3. WTMASRER K LEREEFINED,

x P Be B 10 25 AT RY AL U 114

MRERABEEIZRET , Amazon Config FHEILIERN B R FRE BN E R, XS T A EZE R &R H
oL -

o BEEEHAASIHH NG IR BIEENMERZEIETITME.

. EEGEE ALK BN Tz TR,

- BEEWMMAMLESRBENMN[URZRIBEENIMBIZT MG, ANFTHEEEINS1TIEME,

- MRBHNEREEENMAFHIANSTREIE , WANFHEERNKE SRS , XRERF -
ERWEETHE.

Amazon Config £ & #HL N

Amazon Config 12t T Amazon £ EMN ( TEEXWTEXHAM ) , Amazon Config 8 FiX L N>k i
fH8H Amazon BRREHFEEANRETR. flI , BUUEA - PMREANKRREF B ITHRER/E
HREQXNATENRR, ZALLRENBEXERNMERT BT HEERBRLE Amazon Lambda B ,
MBHRECEAEUHANXFHELEN. Amazon Config #4] A T LA 5| S48 5 R ITEM N #9 & B FMEES
B, X LAERA Amazon Command Line Interface 3% Amazon Config APl k&% A T E L EANE E
#9 JSON %3,

FBAIAENFEEANWITRUHERENER, Fl , SAILE SCH NS E LA BRE A& 9 T 45 9 %
R, Bl EC2 RAIHE, BUUAEYMUNSEH , EENLENTRENFEANMSBRAEZNEE. Bl
wm, BAUREEL-MSE , UMEEEN T2 ANBEIEARIREROSHEARE.

BUE—IMN S , Amazon Config £fF &M RSN R Z4HTHR. TRX—#KRITM~E , Amazon

Config £ &R Al & AT SERTITMG. ANPLSE T AAERS , TUSEU TR

+ BlEE th-Amazon Confighit B F il & S NE B A MNEMERNEEF R |, AL iTE. £ Amazon
Config X 2B BEMERBEAE , TEERXET.

+ EH-Amazon ConfigiZ FBEE R M IZTHAN KR ( Hlan , & 24 DEt)

Amazon Config #2#| & A LLE R RRFESANURFIERIMAN, BXESELR , FSH ETREEHN
T (p. 63)

£
+ Amazon Config FEEMMH FIFK (p. 123)
+ f£F Amazon Config JEE#H N (p. 181)
+ {£f Amazon CloudFormation ##x 8|2 Amazon Config FE£&EMN (p. 182)

Amazon Config £ & M N #Y 51 &

Amazon Config Bl ZFU T EEMAN,
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Note

NEEANEENRINEREERAmazoniZHl B, TH APl CLI RFF X TESREHARKIAE,

ES ]
» access-keys-rotated (p. 126)
+ alb-http-drop-invalid-2 /8 A¥r:k (p. 127)
+ alb-http-to-https-EE @K E (p. 127)
» api-gw-cache-enabled #1/N%% (p. 128)
* api-gw-endpoint-type-Check (p. 128)
« api-gw-execution-logging-2 /&8 A (p. 128)
 approved-amis-by-id (p. 129)
* approved-amis-by-tag (p. 129)
« autoscaling-group-elb-healthcheck-#%% (p. 130)
» autoscaling-launch-config-public-ip-BZ£ A (p. 130)
* cloudtrail-s3-dataevents-enabled (p. 130)
* cloudtrail-security-trail-enabled (p. 131)
 cloudwatch-alarm-action-check (p. 131)
+ cloudwatch-alarm-resource-check (p. 132)
+ cloudwatch-alarm-settings-check (p. 133)
» cloud-trail-cloud-watch-logs 2/ A (p. 133)
* cloudtrail-enabled (p. 134)
* cloud-trail-encryption-enabled (p. 134)
* cloud-trail-log-file-E2. /8 A1 (p. 134)
» cmk-backing-key-rotation-/8 f (p. 135)
» codebuild-project-envvar-awscred-Check (p. 135)
+ codebuild-project-source-repo-url-check (p. 136)
+ cw-loggroup-retention-period-check (p. 136)
+ db-instance-backup-enabled (p. 136)
+ desired-instance-tenancy (p. 137)
+ desired-instance-type (p. 137)
+ dms-replication-not-public (p. 138)
» dynamodb-autoscaling-enabled (p. 138)
» dynamodb-in-backup-plan (p. 139)
» dynamodb-pitr-enabled (p. 139)
» dynamodb-table-encrypted-kms (p. 140)
* dynamodb-throughput-limit-check (p. 140)
* ebs-in-backup-plan (p. 141)
* ebs-optimized-instance (p. 141)
* ebs-snapshot-public-restorable-Check (p. 141)
* ec2-ebs-encryption-by-default (p. 142)
* ec2-imdsv2-check (p. 142)
* ec2-instance-detailed-monitoring-enabled (p. 142)
* ec2-instance-managed-by-systems-Manager (p. 143)
» ec2-instance-multiple-eni-check (p. 143)
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ec2-instance-no-public-ip (p. 143)
ec2-managedinstance-applications-blacklisted (p. 144)
ec2-managedinstance-applications-required (p. 144)
ec2-managedinstance-association-compliance-status-Check (p. 145)
ec2-managedinstance-inventory-blacklisted (p. 145)
ec2-managedinstance-patch-compliance-status-Check (p. 146)
ec2-managedinstance-platform-check (p. 146)
ec2security-group-attached-to-eni (p. 147)
ec2-stopped-instance (p. 147)
ec2-volume-inuse-check (p. 147)
efs-encrypted-check (p. 148)

efs-in-backup-plan (p. 148)

eip-attached (p. 149)

eks-endpoint-no-public-iA ] (p. 149)
eks-secrets-encrypted (p. 149)
elasticache-redis-cluster-automatic-& 34 & (p. 150)
elasticsearch-in-vpc-only (p. 150)
elbv2-acm-certificate-required (p. 151)
elb-cross-zone-load-E& /3 A F# (p. 151)
elb-custom-security-policy-ssl-check (p. 151)
elb-deletion-protection-enabled (p. 152)
elb-logging-enabled (p. 152)
elb-predefined-security-policy-ssl-check (p. 152)
elb-tls-https-listeners-{XBR (p. 153)
emr-kerberos-enabled (p. 153)
emr-master-no-public-ip (p. 154)

encrypted-volumes (p. 154)
fms-webacl-resource-policy-Check (p. 155)
fms-webacl-rulegroup-association-check (p. 155)
iam-customer-policy-blocked-kms-actions (p. 156)
iam-group-has-users-Check (p. 156)
iam-inline-policy-blocked-kms-actions (p. 157)
iam-no-inline-policy-Check (p. 157)
iam-password-policy (p. 158)
iam-policy-blacklisted-check (p. 158)
iam-policy-in-use (p. 159)
iam-policy-no-statements-with-admin-access (p. 159)
iam-role-managed-policy-Check (p. 160)
iam-root-access-key-check (p. 160)
iam-user-group-membership-check (p. 161)
iam-user-mfa-enabled (p. 161)
iam-user-no-policies-Check (p. 162)
iam-user-unused-credentials-Check (p. 162)
restricted-ssh (p. 162)
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* ec2-instances-in-vpc (p. 163)

« internet-gateway-authorized-vpc-BR (p. 163)

* kms-cmk-not-scheduled-for delete (p. 163)

+ mfa-enabled-for-iam-#2 %I & 5 RN R (p. 164)

» multi-region-cloudtrail-enabled (p. 164)

* rds-enhanced-monitoring-enabled (p. 165)

* rds-instance-deletion-protection-2. /8 A (p. 165)
* rds-instance-public-access-Check (p. 166)

* rds-in-backup-plan (p. 166)

* rds-multi-az-support (p. 166)

* rds-snapshots-public-prohibited (p. 167)

+ rds-snapshot-encrypted (p. 167)

* rds-storage-encrypted (p. 168)

* redshift-cluster-configuration-check (p. 168)

* redshift-cluster-maintenancesettings-check (p. 168)
* redshift-cluster-public-access-check (p. 169)

* redshift-require-tis-ssl (p. 169)

* required-tags (p. 170)

* restricted-common-ports (p. 171)

+ s3-account-level-public-access-#t (p. 172)

» s3-bucket-blacklisted-actions-prohibited (p. 173)
* s3-bucket-default-lock-enabled (p. 173)

+ s3-bucket-logging-enabled (p. 173)

« s3-bucket-policy-grantee-check (p. 174)

» s3-bucket-policy-not-more-T & (p. 175)
 s3.bucket-public-read-prohibited (p. 175)

+ s3bucket-public-write-prohibited (p. 176)
 s3-bucket-replication-enabled (p. 176)

+ s3-bucket-server-side-encryption-2 /5 A (p. 177)
* s3-bucket-ssl-requests-only (p. 177)

+ s3-bucket-versioning-enabled (p. 177)

+ s3-default-encryption-kms (p. 178)

* secretsmanager-rotation-enabled-check (p. 178)
» secretsmanager-scheduled-rotation-success-check (p. 179)
* service-vpc-endpoint-enabled (p. 179)

* sns-encrypted-kms (p. 179)

* ssm-document-not-public (p. 180)

+ vpc-default-security-group-Close (p. 180)
 vpc-flow-logs-enabled (p. 180)

* vpc-sg-open-only-to-authorized-ports (p. 181)

access-keys-rotated

REFDH R ZHRBEPEEN RBEAR EnaxAccessKeyAge. MR 0] F4H KRR
maxAccessKeyAge RELE | MHMN I} NON_COMPLIANT,
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Note

HERANEREGEENRETER “QFELR/AF , EXNFFRHTITM,
EERITEEN 4 M AERITELANFFLNER= LR,

FRASF : ACCESS_KEYS_ROTATED

AR BRRE . B

Amazon Web Services X1 : £ iFAmazonith X

S8

maxAccessKeyAGE, 2£2! : int, BRIAE : 90
TRRNWBEARE. BIAENR 90,

Amazon CloudFormation 14X

E A H Amazon CloudFormation 4R |2 Amazon Config &M , H2E A Amazon CloudFormation
R EI2E Amazon Config FE£EEMN (p. 182).

alb-http-drop-invalid- 2 /3 FA ¥Rk

BEHAN RS F(EAmazon N AEF AFHISES (ALB) , UBRFEEE RN EF hitp 5k, R
routing.htp.drop_header_header_header_header_header_header_header_header_header_

FRRSF : ALB_HTTP_DROP_INVALID_HEADER_ENABLED
fRERRE  BEEHR

Amazon Web Services [XiF : €& iFAmazonIl A X ( FEME ) . BOM (K2 ) . BUMN (KX )., FEM
(FERH ) XERI

e
7c

Amazon CloudFormation &4y

Ef#H Amazon CloudFormation ##x £/ Amazon Config F£&#MM , &2 E# A Amazon CloudFormation
EiRBIZ Amazon Config FEEHN (p. 182).

alb-http-to-https-E E [E 1 &

REIAENABRFAHYERNTE HTTP S LAEE T HTTP 2| HTTPS EE M, MR
Application Load Balancer B9 — %A HTTP T 25 R EE HTTP I HTTPS EEM™ , NN K
NON_COMPLIANT, MR —APHZA HTTP TS5 A4 E HTTP MWSimAREER , NZANBEFRE
HH.

PRIRFF : ALB_HTTP_TO_HTTPS_REDIRECTION_CHECK

bk EREH . EH

Amazon Web Services X5 : €3 iFAmazonil KX ( FEMIE ), WAMKX ( KBR ) . BN (K= ) A
FEM (FFER ) KR

S
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x

Amazon CloudFormation 14X

E#H Amazon CloudFormation ##x£|Z Amazon Config F£&#MM , &2 & A Amazon CloudFormation
R EIE Amazon Config FEEMN (p. 182).

api-gw-cache-enabled 1 1N %%

# & Amazon API Gateway M EXF AT E A ZR B ER AR MBER. MR Amazon API Gateway BBt
MR A EHRBRENEFREESFRME , WHNF NON_COMPLIANT,

FRIRFF 1 API_GW_CACHE_ENABLED_AND_ENABLED_ENCRYPTED
MERRE  BEEY

Amazon Web Services XiF : €& FAmazonIl A X ( FEME ) . WAMK ( KBR ) . BM ( FERH)
Xig 2 S X 3

e
7c

Amazon CloudFormation &4y

Ef#H Amazon CloudFormation ##x £/ Amazon Config F£&#MM , &2 & A Amazon CloudFormation
EiRBIZ Amazon Config FEEHN (p. 182).

api-gw-endpoint-type-Check

& Amazon APl Mx APl BB THANSHHEEMNE B endpointConfigurationType. R REST
AP| EHLNSH P BB AT RSB ARICE , MHMIRE NON_COMPLIANT,

FRIRFAF 1 API_GW_ENDPOINT_TYPE_CHECK
PMRRRE  BEEENR

Amazon Web Services X1 : £ FAmazonTT AKX ( HEHE ) . WAHK ( KPR ) . BN (K= ),
IEM (FFER ) KGN X

S8
endpointConfigurationTypes, & : F&F &

RS

FHES 2 FR%I& endpointConfigurationTypes. L FHI{E 2 #E REGIONAL, PRIVATE 1 EDGE.

|

Amazon CloudFormation & 4x

EfH Amazon CloudFormation 4R £/ Amazon Config &N , H2#E A Amazon CloudFormation
R BIZ Amazon Config FEEHN (p. 182).

api-gw-execution-logging-2 /3 A

& Amazon AP| Gateway BTRHFHAIE A E2RBERABFIERK., WRRBABLRESR , MZAN KR
NON_COMPLIANT, #58E  Mi#AMI% NON_COMPLIANLoggingLevelBE R 2 ERROR 7R 2 INFO,
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FRIRAF: API_GW_EXECUTION_LOGGING_ENABLED
R BRRE: BEEN

Amazon Web Services X3 : £ &8k iEAmazonBRII A X ( FEME ) . WAMBEK ( AR ) . BUM ( KX)
FIEN (FEH ) KEUAN X

S
loggingLevel ( A3k ), KA /&5, BiAE : HEix , 58
AESHRHNBEAFRICERLAMFIER (B0 , ERROR, INFO 5 ERROR, INFO ) .

Amazon CloudFormation & 4x

E4#H Amazon CloudFormation ##x ]2 Amazon Config F£&#MMN , &2 # A Amazon CloudFormation
R 8IE Amazon Config FEEEMN (p. 182).

approved-amis-by-id

REZTHRFIREMEM TEEN AMI, EEHERN AMIID f3%15%R, HE AMI RELFIRFP I EEIZITAISK
5173 NON_COMPLIANT,

FRRAF : APPROVED_AMIS_BY_ID

AR ERRE BEEX

Amazon Web Services X1 : £ & iFAmazonit X
S8

amilds, & CSV

AMI ID (2B 5 BHFIX , RSEE 10 M.

Amazon CloudFormation &4y

E{F A Amazon CloudFormation #4812 Amazon Config ¥£E# N , ¥S U #E A Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

approved-amis-by-tag

REZITHEFIREERA TEEN AMI, EBEFIR AMI R, E AMI REEEL—NMEEEWEEE
1THYSESIS NON_COMPLIANT,

¥RIRSF: APPROVED_AMIS_BY_TAG

R ARRA BEEK

Amazon Web Services X1 : £ iFAmazonith X

B

amisByTagKeyAndValue, 282 : StringMap, ZRIA : tag-key: tag-value , other-tag-key

BIRZEE AMI (25 2RH5IR , &Z2EE 101 ; flfitag-key: tag-value; Bltag-key 1 AMI
Htag-keyl, tag-key2:value2tEltag-key2E1HE 2).
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Amazon CloudFormation & 4x

EfH Amazon CloudFormation ##x £/ Amazon Config &M , H2#E A Amazon CloudFormation
E R B2 Amazon Config FEEHN (p. 182).

autoscaling-group-elb-healthcheck-4 %
RESfEHEESXBAY Auto Scaling ger typtyptyptyptyptElastic Load Balancing ptypt
FRIRSF: AUTOSCALING_GROUP_ELB_HEALTHCHECK_REQUIRED

fRBRRE  BEER

Amazon Web Services X1 : £ #FAmazonit X

W

7

Amazon CloudFormation &4y

E4$ A Amazon CloudFormation ##x 12 Amazon Config F£&MN , &S5 H Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

autoscaling-launch-config-public-ip- 2 £

# & Amazon EC2 Auto Scaling AR BB SZEERA TAHE IP ik, 1R Auto Scaling AN B3N ELE
33 NON_COMPLIANT AssociatePubliclpAddress & &N “E”,

FRIRAF : AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED
MERRRE  BEEY

Amazon Web Services X1 : £ Bk iFAmazonfrs1#9its X Amazon GovCloud (US-East), Amazon
GovCloud (US-West), T A#X ( HEk ), WAK ( KBR ) X1

e
7c

Amazon CloudFormation &4y

E 4 H Amazon CloudFormation ##x |2 Amazon Config F£&#M , &2 & A Amazon CloudFormation
EiRBIZ Amazon Config FEEHN (p. 182).

cloudtrail-s3-dataevents-enabled

BREEBELHE—Amazon CloudTrail JRERIEFR T FiE S3 MK Amazon S3 BIEEH., MRKEER
R S3 EMEMBUESH , MMM NON_COMPLIANT,

#RRAF: CLOUDTRAIL_S3_DATAEVENTS_EBEH
it & BRI A EH
Amazon Web Services X1 : £ZBXiFAmazonfRIL At X ( HEHE ) . AKX ( KR ) KA X5
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S8
S3BucketNames ( A% ), & F&FH

ESS R S3 FEBEMIIR , NAESRABESHATER. MANTHELKREMA S3 FER.

Amazon CloudFormation & 4x

EfH Amazon CloudFormation 4R &2 Amazon Config &M , H2#F A Amazon CloudFormation
R 8I2 Amazon Config FE£EEMN (p. 182).

cloudtrail-security-trail-enabled

KRERBEDH—NMNAmazon CloudTrailfE i Z £ RAEXKRE LRI, NRELF-PREREBRUATHAESR
#, MR A ER

. BREEXBRSEH

s B—IMESXERER

- BRATAEHWIE

- £/ KMS B4 %

- BRERMEASH

- BREBEENS

o FHEREMEBREH

MRBERGH R EIRFTESZME , WHNJ NON_COMPLIANT,
¥R%F : CLOUDTRAIL_SECURITY_TRAIL
LB A . B

Amazon Web Services X1 : £#XiFAmazonXig , B A X ( Hhk ) . AKX ( KR ) KR
S

7

Amazon CloudFormation &4k

E4#H Amazon CloudFormation ##x |2 Amazon Config F£&#MM , &2 & A Amazon CloudFormation
R EIE Amazon Config FEEMN (p. 182).

cloudwatch-alarm-action-check

KERSA CloudWatch BIREDBA T — M EREME. —NINSUFFFICIENT_DATA BRIEH—NMNEERE,
(k) RERBREMRESEEN ARN 2 —TE,

FRIESRF : CLOUDWATCH_ALARM_ACTION_CHECK
finREERR  IBEX
Amazon Web Services [XiF : €& X FAmazonit: X

S
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alarmActionRequired, 388!: F&F &, BRIAE : True

BiIREFED—NEE,
insufficientDataAction % 5E, K& F/FH, BRIAE : True

MBI MNEEHARASEIR SN INSUFFFICIENT_DATA IRAR | BHRELH —MRE,
okActionRequired, R #!: FF&FHE FEIREE : false

LERMNEZEMRSHE S OKRSEH |, BIREDF—1MEKE
B (Hik ), RE: 2R

ERITHERME , EEN ARN,
action2 ( & ), KB FHFH

ERITHIRIE , IEEN ARN,
BRES (ML), KB FHH

ERITHERIE , EEN ARN,
action4 ( HiE ), RKE: FHR

ERITHIRME , FBERN ARN,
action5 ( & ), KB FHH

ERITHIRIE , I8EN ARN,

Amazon CloudFormation 14X

E4{F A Amazon CloudFormation ##x£12 Amazon Config F£&MN , &S5 H Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

cloudwatch-alarm-resource-check

KRERENRRREEEHHXIMEN CloudWatch $H X IEEERMVER. X THRFRKE , BALUSE EBS
%. EC2 X4, RDS &85 S3 FM.

FRIRAF: CLOUDWATCH_ALARM_RESOUCE_CHECK
AR BRER . EH

Amazon Web Services X1 : £#83z#FAmazonit X
B8

resourceType, EH: FHFE

Amazon FRER, ERUEUTZ— : AWS::EC2::Volume., AWS:EC2:Instance.
AWS::RDS::DBCluster, or AWS::S3::Bucket.

metricName, 2K 8: Z &5 &

BSRMKRBKNERNER (Hla , MF EC2 R4 “CPUtilization”)o

Amazon CloudFormation 14X

Z{# /A Amazon CloudFormation ##x 12 Amazon Config F£EMN , &S5 EH Amazon CloudFormation
R BIZ Amazon Config FEEMN (p. 182).
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cloudwatch-alarm-settings-check
KERA CloudWatch HBEEEEREMNEREFEERE.
¥RIRRF : CLOUDWATCH_ALARM_i&{&_CHECK

AR ARRE  BEEHR

Amazon Web Services X1 : £ iFAmazonit X

S

metricName, 2£: F&F &

SRR B RN B
BE (WiE ), K :int

BEESUTHENLRE.
TGS (AL ), KA :int

HEHNKENSEEREHRTHRNERK.
BH (Aik ), EH :int, BHIAE : 300

EHFRAEESRITEEGNEE ().
comparisonOperator ( A% ), K& FH&FHR

LEBIEEN S I BIEMRERBRE (Bl | 'GreaterThanThreshold'),
SRR (Wit ), KB ZHR

BERXBKNERNSITRE (Gl , “FEE" H Eit).

Amazon CloudFormation &4y

E A H Amazon CloudFormation 4R |2 Amazon Config &M , H2#E A Amazon CloudFormation
R BIZ Amazon Config FEEHN (p. 182).

cloud-trail-cloud-watch-logs & /3 F

& RZAAmazon CloudTrail Bt & 7 BERLUN B E %% 2| Amazon CloudWatch B, MR iZBERTEHN
CloudWatchLogsLogGroupArn IREREIE MR 2=,

F¥RIRSF : CLOUD_TRAIL_CLOUD_WATCH_LOGS_B
AR BRRE - B
Amazon Web Services X1 : £ iFAmazonith X
S|
expectedDeliveryWindow i ( A% ), K& : int
BRI —IREE BN R FR ( B REA ) CloudWatch JBEEMMER BE,

Amazon CloudFormation &4y

Z{# /A Amazon CloudFormation 4z 12 Amazon Config &M , &S5 H Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).
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cloudtrail-enabled

& Amazon CloudTrail 2/8 FlAmazonaccount. 5#& , Bt LA EEFE AR S3 FEM. SNS =FH
Amazon CloudTrail ARN, #15 Amazon CloudTrail &EH , M#NH NON_COMPLIANT,

PRRAF . CLOUD_TRAIL_E A

fhRBRRRE  EH

Amazon Web Services X1 : £ FAmazonits X
S8

s3BucketName ( Al ), . =5

9 S3 AV R TR CloudTrail F B A THEIXLA
snsTopicArn ( Ak ), EH: F&FH

SNS E& ARN CloudTrail £ AR EB RS
cloudWatchLogsLogGroupArn ( &k ), 38 F=&F &

CloudWatch B B &4 ARN CloudTrail f¥#IE X% 4.

Amazon CloudFormation 14X

EH Amazon CloudFormation 4R |2 Amazon Config &M , H2EE A Amazon CloudFormation
1R 8IZ Amazon Config FEEMN (p. 182).

cloud-trail-encryption-enabled

# 2 IANTAmazon CloudTrail & & )3 £ F BR &5 85 5% I % (SSE)Amazon Key Management Service(Amazon
KMS) INZ#1T1EME . MEHN A COMPLIANT KmsKeyld BE Yo

FRIRAF : CLOUD_TRAIL_tn#_ERE A

R BRRE  EH

Amazon Web Services X1 : £ #FAmazonit X
S8

%

Amazon CloudFormation 14X

E A H Amazon CloudFormation 4R £/ Amazon Config F£&#MMN , H2## A Amazon CloudFormation
R BIZ Amazon Config FEEHN (p. 182).

cloud-trail-log-file- 2 /g F 1 iE

# 2 Amazon CloudTrail EE 8|28 E HENZBHEXH. Amazon BIUAF P A RERE A X4 RIIE,
WRKZAWIE , WHNHR NMPLIANT,

PRIR%F : CLOUD_TRAIL_LOG_FILE_VALIDATION_E2EH
ik ERER - EH
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Amazon Web Services X1 : £ 2% EAmazonit X
S
7c

Amazon CloudFormation &4k

E4#H Amazon CloudFormation ##x |2 Amazon Config F£&#MM , &2 & A Amazon CloudFormation
¥R B2 Amazon Config FEEHN (p. 182).

cmk-backing-key-rotation-/z F

REEBFRNENE AT B34 EAmazon Key Management Service(Amazon KMS) 2 = &2 K 33 #1053
4, WREEHNEBAEHEARRLRIERHR , WA NON_COMPLIANTAmazon KMS% F= & 2 #y 3¢
HIEEA.

Note
TEIEFTR KMS 245, HMAC KMS %43, HMAC KMS %43, HMAC KMS Z#H T Z X,
FRIRAF : CMK_BACKING_KEY_ROTATION_E /3 A
g 2RRE: EH
Amazon Web Services X1 : £ iFAmazontt X
S
%

Amazon CloudFormation & 4x

EfH Amazon CloudFormation 4R £/ Amazon Config &M , H2## A Amazon CloudFormation
R B2 Amazon Config FEEHN (p. 182).

codebuild-project-envvar-awscred-Check

REJ HREITESHIEELEAMazon_ACCESS_KEY_ID flAmazon_SECRET_ACCESS_KEY. MRIiH #
BEETEHAEIL , MANSA NON_COMPLIANT,

FRA%F: CODEBUILD_PROJECT_ENVAR_AWSCRED_CHECK
fhRBRRE: MEE N

Amazon Web Services X1 : £ &8 FAmazonbR /AKX Amazon GovCloud ( ZEEREE ) . L AKX
(ML ) . WAHK (KPR ). BN (K= ). EM (FER ) XE

S -

%

Amazon CloudFormation &4y

Z{# /A Amazon CloudFormation ##x 12 Amazon Config F£EMN , &S5 H Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).
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codebuild-project-source-repo-url-check

KERE GitHub = Bitbucket JRF#F URL 2EMNAGRTHEFAFEMNED, ZANEEA OAuth FF
PR 15 E GitHub 3 #& Bitbucket & &

¥R CODEBUILD_PROJECT_SOURCE_REPO_URL_CH

AR E BEFEN

Amazon Web Services X1 : £ & iFAmazonfrIL X1 Amazon GovCloud ( EEFRE ) . T A#KX (I
AX (AKX ), WAMK (K2 ), AKX (KZ), TAHX (KZ), TA##RX (TA#X
(TWAH#EX )

S

7c

Amazon CloudFormation & 4x

EfH Amazon CloudFormation x| Amazon Config & MM , H2#F A Amazon CloudFormation
1R 8I2 Amazon Config FEEEMN (p. 182).

cw-loggroup-retention-period-check

RETLS#HRE CloudWatch LogGroup REHIRENFEMN K, MRBEANFRERNT
NON_COMPLIANT MinRetentionTime &%k,

Note
MR BAFANREREN KFIH, WZANFEIRER SR
FRIRAF . CW_LOGGROUP_RETENTION_PERIOD_CHECK
AR BREE : EH
Amazon Web Services X1 : 2 iFAmazonfRIE AKX ( FEHEL ), AKX ( KR ) KEZANXE
S
LogGroupNames ( Al ), 28: CSV

BEEEMIES s RINIIER , BTREREH,
MinRetentionTime ( A% ), R& : int

BERENE, BRENR :
1. 3. 5. 5. 5. 5, 5, 5, 5. 5. 5. 5. 5. 5, 5, 15, 15, 15, 15, 15. 15, 15. 15, 15, 15, 15, 15, 15, 1
FRERENREBH N 365 X,

Amazon CloudFormation &4y

Z{#/ Amazon CloudFormation #4x 212 Amazon Config F£E#MN , &S5 EH Amazon CloudFormation
E R B2 Amazon Config FEEHN (p. 182).

db-instance-backup-enabled
RZERDS BEEXFIRFERAEHR. (Tik) LANTREEHREHNEHNER.
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#RE%F: DB_INSTANCE_BACKUP_ENABLED
KRR BEFEN
Amazon Web Services X8 : 22f%FAmazonith X

S8

backupRetentionPeriod ( AliE ), K& : int
2R REH,

backupRetentionMinimum ( Al ), 32& : int
EONREREH,

preferredBackupWindow ( Alik ) , K #: F#&F &
BIEZDHERESEE,

checkReadReplicas ( % ), ¥ : H/RE
# % RDS BIEEXFIREEEH N RiLREREHAED.

Amazon CloudFormation 1&4x

E{# /A Amazon CloudFormation ##x 12 Amazon Config F£EMN , &S5 H Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

desired-instance-tenancy

KEXISINEERM. B5E AMIID URENXLE AMI BFIHXE , REBEEN ID UREXFIREEXL
TRENLEED. ARGESSRESZ D E.

FRASF : DESIRED_INSTANCE_TENANCY

fRA SRR  BEENR

Amazon Web Services X5 : £3fZiFAmazonits X
S8

FHH, KR RS

SOINHIEHEB., BRER A", T M BN
imageld ( A% ), K& CSV

AU ITHMIETE ID B AMI BEIHIEHl. ARILES5REZ A AMI D,
hostld ( A% ) , 38 CSV

TREVN ID, EEZENELBHRH, ARGESSHZNEMN ID,

Amazon CloudFormation 14X

E 4 H Amazon CloudFormation ##x#|Z Amazon Config F£&#MM , &2 & A Amazon CloudFormation
R8I Z Amazon Config FEEHN (p. 182).

desired-instance-type

KE EC2 RPIREERIEEMSKFIRE,

137



Amazon Config FF X A R ¥Em
FEEANM 5

BARZEFH Amazon EC2 EHIZEEFIRK |, ESH=HIZKE P HAmazon EC2 Linux A F18R.
#RIRFAF - DESIRED_INSTANCE_TYPE

fRERERE  BEENR

Amazon Web Services X1 : £#83Z#Amazonit: X

S

instanceType, Z£&: CSV

ES 2RI EC2 SEHIZEA SR (fla0°t2.small, m4.large, i2.xlarge”).

Amazon CloudFormation &4y

E#H Amazon CloudFormation ##x £/ Amazon Config F£&#MM , &2 & A Amazon CloudFormation
R BI2 Amazon Config FEEMN (p. 182).

dms-replication-not-public

K& R EAmazonDatabase Migration Service EHISZHI7 A F KM, 2RI NON_COMPLIANT
PubliclyAccessible FE A True.

PR1R7%F : DMS_REPLICATION_NOT_PUBLIC
kB ER - FH

Amazon Web Services X1 : £&B%iFAmazonTl At X ( FEHE ) . WAHK ( KBR ) . BRM ( K=) .
IEM (FER ) Kigz /0 X

S
7c

Amazon CloudFormation &4y

E{F A Amazon CloudFormation #4812 Amazon Config ¥£E# N , ¥S U #E A Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

dynamodb-autoscaling-enabled

BEEAEEN DynamoDB RH/H & FHEIRS| LS T Auto Scaling IZEIIEE. (Wik) BALUEER
RERFPRINERNEABTEL N,

FRRAF: DYNAMODB_AUTOSCALING_ENABLED
fh R ERRE: EH

Amazon Web Services X1 : £ &8k FAmazonfRr/A 89t [X Amazon GovCloud (US-East), Amazon
GovCloud ( £EEER ) XiF

S8
minProvisionedRead & & ( Al ), 2£& : int

RITE Auto Scaling A XA BE BN &/ AV
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maxProvisionedRead B & ( i% ), K& : int

RifE Auto Scaling AFNEARER BN &N RN,
targetReadUltilization ( Ali& ), EKH : NBE

RIfE Auto Scaling 4 XHEEVE R B & KR,
minProvisionedWrite & ( "% ), K& : int

RIfE Auto Scaling AFNEAREE BN & KRV,
maxProvisionedWrite A& ( Ali% ), 2£E : int

ENAENENRFEARE L. BENERARUSARESMERENLEREKTR.
targetWriteUtilization ( oTi% ) , & . WEE

BEARENBMEARA L, BARERARLNSARESMERENLERRT.

Amazon CloudFormation 14X

Ef#H Amazon CloudFormation ##x £/ Amazon Config F£&#MM , &2 E# A Amazon CloudFormation
EiRBIZ Amazon Config FEEHN (p. 182).

dynamodb-in-backup-plan

#ZAmazon DynamoDB & 2 & 77 FAmazonBackup it%l, 18 Amazon DynamoDB RHTF1E4
AmazonBackup %l

FRIRAF : DYNAMODB_IN_BACKUP_PLAN

it &R BRRA . EH

Amazon Web Services X1 : £ZBX iFAmazonfr\#91ti X Amazon GovCloud ( US-East ) . Amazon
GovCloud (US-East) . BOM (K= ). BOM (K= ). BOM (K= ). BUOM (K= ). 3EM (FEH) .
FEM (FFER) . RN (

S

%

Amazon CloudFormation &4y

EfH Amazon CloudFormation 4R £/ Amazon Config &M , iH2#E A Amazon CloudFormation
R BIZ Amazon Config FEEHN (p. 182).

dynamodb-pitr-enabled

BERAE RN Amazon DynamoDB &g A 7 itE 21X E (PITR). IE&E R Amazon DynamoDB /5 Ak [H]
KRIRE , NFHANFA NON_COMPLIANT,

¥R : DYNAMODB_PITR_EEHA

fRRERRE  BEEXR

Amazon Web Services X1 : £ iEAmazonBRIEA ( FEME ) . WAHKX ( KRR ) Xifiz S X1
B
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x

Amazon CloudFormation 14X

E 4 H Amazon CloudFormation ##x#|Z Amazon Config F£&#MM , &2 E# A Amazon CloudFormation
¥R B2 Amazon Config FEEHN (p. 182).

dynamodb-table-encrypted-kms

#% Amazon DynamoDB & 2 & F A i1ZAmazonKMS KMS, #15% Amazon DynamoDB FRAREH N , N
MNF NON_COMPLIANTAmazonKMS. f1R iz , NFH N t,2 NON_COMPLIANTAmazonKMS Z4AF1F
£ FxmsKeyArnsiii AS .

PRIR%F : DYNAMODB_TABLE_ENCRYPTED_KMS

A& ERRA  BEEX

Amazon Web Services X1 : £k iFAmazonXiF ( KRR ) LASAHY X

S8

kmsKeyArns ( Ak ), 288 CSV

LUE &5 fRR 515k AmazonKMS Key ARN St iF 1% Amazon DynamoDB %,

Amazon CloudFormation &4y

Z{# /A Amazon CloudFormation ##x 12 Amazon Config &M , &S5 H Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

dynamodb-throughput-limit-check

#EF DynamoDB MEENFEHERE EEEIIKSRARY. BMIABRT , ZANREMKENETLE
REBL BRI REERE (80%).

FRIR%F : DYNAMODB_%Mt & _LIMIT_CHECK
PRERRE  EX

Amazon Web Services X1 : £ &fxiFAmazonlE A#X ( L ), WAHRK ( KB ) . BUM (K= ),
IEM ( FFER ) XEERA

S8
Mk RCUThresholdPercentage ( A% ), 2£8 : int, BRIA{E : 80

NENKFEENENSELVENE k. HIXEFER |, FHNUFRIEHN NON_COMPLIANT,
Ik WCUThresholdPercentage ( Ik ), 2£& : int, BRIAE : 80

NENKFMEENBEATEEMBNBE DL, BT ER , FAMARIZHN NON_COMPLIANT,

Amazon CloudFormation &4y

ZE{# /A Amazon CloudFormation ##x 12 Amazon Config F£EMN , &S5 H Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182),
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ebs-in-backup-plan

# &Amazon Elastic Block Store (Amazon EBS) %2 % 2 lE|AmazonBackup. #15% Amazon EBS &k
DEEZMITRIS , WHANF NON_COMPLIANT,

PR - EBS_IN_BACKUP_PLAN

R ERER - Tri EH

Amazon Web Services [XiF : £ZfxiFAmazonBr Y X Amazon GovCloud ( US-East ) . Amazon
GovCloud (US-East) . JEM (FER) . FEM (FER) . FEM (FFER) . EM (FER) . EM (F
EB3). EMN(FER)

S -

7

Amazon CloudFormation 1&4x

Z{# /A Amazon CloudFormation #4x 212 Amazon Config F£E#MN , EZS £ H Amazon CloudFormation
E R B2 Amazon Config FEEHN (p. 182).

ebs-optimized-instance

KEREBNAEY EBS {L1LH EC2 X4I/E A EBS {t1t. MRRNTEY EBS {£1L#Y EC2 XHI/5 A EBS
AL, WZAMATER,

FRIRSF : EBS_OPTIMIZED_INSTAN

fRRBRER  BEENR

Amazon Web Services X1 : £&Bx#FAmazonit X
S

¥

Amazon CloudFormation &4y

EfH Amazon CloudFormation ##x#|% Amazon Config F£E&#MM , 2 ## A Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

ebs-snapshot-public-restorable-Check

# & Amazon Elastic Block Store (Amazon EBS) IRBREEFRALNFMRE, MEEE—NRZMRE , WHN
3 NON_COMPLIANT RestorableByUserlds FEi&E R £ , Bl Amazon EBS REBR LK,

PRIRSF - EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

R BSKA - EH

Amazon Web Services X5 : £ &8z iFAmazonBRIL A X ( HEHE ), WABK ( AR ) XE
S

T
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Amazon CloudFormation & 4x

E A H Amazon CloudFormation 4R &2 Amazon Config &M , H2#F A Amazon CloudFormation
R BIZ Amazon Config FEEHN (p. 182).

ec2-ebs-encryption-by-default

BERIAER T 2% B FAmazon Elastic Block Store (EBS) 1%, MIRAZAMNE , NHN K
NON_COMPLIANT,

PRIRTF : EC2_EBS_ENCRYPTION_BY_DEFAULT

& ESRA - EH

Amazon Web Services [XiF : £3fxiFAmazonBRiIE AX ( #EME ), AKX ( AR ) XiF 2z S8 X1
S

T

Amazon CloudFormation 14X

E#H Amazon CloudFormation ##x £ Amazon Config F£&#MM , &2 & A Amazon CloudFormation
AR B2 Amazon Config FEEHN (p. 182).

ec2-imdsv2-check

B BRI ¥ Elastic Compute Cloud (Amazon EC2) =l T iR A2 BB E R Instance Metadata
Service Version 2 (IMDSv2), #1583 NON_COMPLIANT HttpTokens i& & 7 ik,

FRRFAF - EC2_IMDSV2_CHECK
fRRBRRE BEEX

Amazon Web Services [XiF : €& iFAmazonIl A X ( FEE ) . WAMK ( KBR ) . BN (K2,
IEM (FER ) XiFz S0 Xig

B -
7c

Amazon CloudFormation &4y

E{# A Amazon CloudFormation ##x 12 Amazon Config F£&#N , &S5 EH Amazon CloudFormation
E R B2 Amazon Config FEEHN (p. 182).

ec2-instance-detailed-monitoring-enabled

RERSC N EC2 RHl5AIFMksE, MERBAIFMEE , MiZAN I NON_COMPLIANT,
FRIRFAF : EC2_INSTANCE_DETAILED_MONITORING_ENABLED

MEBAR  REEX

Amazon Web Services X1 : £ #83%iFAmazonits X

B
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x

Amazon CloudFormation 14X

Ef#H Amazon CloudFormation ##x |2 Amazon Config F£&#MM , &2 & A Amazon CloudFormation
AR B2 Amazon Config FEEHN (p. 182).

ec2-instance-managed-by-systems-Manager

KEEMK A Amazon EC2 SEfI 2% HIEE Amazon Systems Manager. IR Amazon EC2 345 B Wi FF &
# , WiZAN K NON_COMPLIANT,

FRIRSF : EC2_INSTANCE_MANAGED_BY_SSM

fIRBRRR  BEEN

Amazon Web Services X1 : 22 iFAmazonlE KX ( #EAE ) KBS XE
S8

7

Amazon CloudFormation &4y

E4$ A Amazon CloudFormation ##x 12 Amazon Config F£&MN , &S5 H Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

ec2-instance-multiple-eni-check

#&EAmazon EElastic Compute Cloud (Amazon EC2) e Compute Compute Compute Compute Compute
Compute Compute LtFNFEFE Amazon EC2 EHIERASAMMEED,

FRIRFAF : EC2_INSTANCE_MULTIPLE_ENI_CHECK
fRRBRRE BEEX

Amazon Web Services X1 : £k iFAmazonfr#91ti X Amazon GovCloud ( £EREF ) . Amazon
GovCloud (US-East), WAMX ( #MA ) . WA#KX ( Kk ) X

S
NetworkInterfacelds ( A% ), 2K&: CSV
M&=6l ID BES 2 RR5I&R

Amazon CloudFormation 14X

E 4 H Amazon CloudFormation ##x |2 Amazon Config &M , &2 & A Amazon CloudFormation
R EI2 Amazon Config FEEEMN (p. 182).

ec2-instance-no-public-ip

# & Amazon EElastic Compute Cloud (Amazon EC2) R 2B AL E IP X<Bk, MR Amazon EC2 EHIE
BUFERAE IP FE , MFHMN S NON_COMPLIANT, Lt#HNLGER T IPv4,

FRIRFAF : EC2_INSTANCE_NO_PUBLIC_IP
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AR ERRA  BEER
Amazon Web Services XiF : £EpxiFAmazonIl At X ( FEMIE ) . WAMK ( KER ) Kigiz /6 X g
S8

T

Amazon CloudFormation & 4x

E{# A Amazon CloudFormation ##x£1Z Amazon Config FEE#N , EZS 5 EH Amazon CloudFormation
R 82 Amazon Config FE£EEMN (p. 182).

ec2-managedinstance-applications-blacklisted

REXP L RLZREENEANARF. (Tk) BERE. BRNREARTISEEL, REFEEEYS
REFE 1T % BB KBIR AR,

FRIRSF : EC2_MANAGEDINSTANCE_APPLICATIONS_E3IARZE &
fRBRRE  BEER

Amazon Web Services X3 : £ iFAmazonTT AKX ( KPR ) KB A B [X
S

applicationNames, Z£#: CSV

DEESHRHNARFEEMSIR, (WiE) EEMMNE " BIARZA (Fif , “Chrome: 0.5.3 , FireFox”),
Note

MARFEMMARTLIERN, HliN , 7 Linux LEMA firefox A Amazon Linux L{EH
firefox-compat. MtJ\ , Amazon Config B 817 % #31 applicationNames S3f§ A @l &F
(Blgn |, firefox* ),

platformType ( Alik ) , K& Z&FH
FAEB (HA, “Linux” B “Windows”).

Amazon CloudFormation 14X

E{F A Amazon CloudFormation R 812 Amazon Config f£E#N , &S EH Amazon CloudFormation
R 8IZ Amazon Config FEEMN (p. 182).

ec2-managedinstance-applications-required

KEXFLRBERETEEENRAER. (i) EETEINRERS. BETUEEFE , REXET
& & B9 SRBIR A AL o

Note

iR SSM RIEBE EC2 K| EETHAIBXBRUBRENARFREEL. MRKREE SSM KEH
HARBBRREEZITREE , WiZMNEE NOT_APPLIABLE,

PRIRFF : EC2_ MANAGEDINSTANCE_APPLICATIONS 44
Ak EERE - BEFER
Amazon Web Services X1 : £ iFAmazonl KX ( KfR ) KBz X1
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S8
applicationNames, Z&: CSV

UES R NARFEEMIIR, (k) I5EMMAE " AR (Bl , 'Chrome: 0.5.3 , Firefox ')o
Note

NARFENMSANESTSTEMN, H0 , % Linux LA firefox S Amazon Linux L
firefox-compat. ItH\ , Amazon Config B 817 % #3} applicationNames S f A BB &F
(B30, firefox* ),

platformType ( Alik ) , KE: ZRFH
FAEB (HA, “Linux” B “Windows”),

Amazon CloudFormation & 4x

EfH Amazon CloudFormation 4R £|2 Amazon Config F£EMMN , iH2#F A Amazon CloudFormation
R BIZ Amazon Config FEEHN (p. 182).

ec2-managedinstance-association-compliance-status-Check

BEIRSRAmazon E L HI LM T REMIT/E , Systems Manager REFE MM COMPLIANT, MR FEBR
A5 COMPLIANT , M# N} COMPLIANT, BXXBNEZEL , BRI LEXEK 2.

FRIRAF : EC2_MANAGEDINSTANCE_ASSOCIATION_COMPLIANCE_STATUS_CHECK
PMRRRE  BEEENR

Amazon Web Services X5 : @&z iFAmazonT A#X ( L ), WAHR ( KR ). BUM (K= ),
IEM ( FFER ) XEERA

S
7c

Amazon CloudFormation 14X

E A H Amazon CloudFormation 4R £/ Amazon Config & MM , H2EE A Amazon CloudFormation
R BIZ Amazon Config FEEHN (p. 182).

ec2-managedinstance-inventory-blacklisted

KEMR Amazon EC2 REARENLFIRECHENRERBLRHNFRRE,
FRIRAF : EC2_MANAGEDINSTANCE_INVENTORY_EJIAEZE &

IABREE  BREEXR

Amazon Web Services X3 : £ iFAmazonTT AibX ( KPR ) KiZi A B #h[X
B

inventoryNames, 3£#: CSV

LUES 2 fmHY Systems Manager F# KB 5IK ( HlH0 , 'Amazon:FM4&, Amazon : WindowsUpdate'),
platformType ( Alik ) , £&H: Z&FH

T EZEH (B, “Linux")o
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Amazon CloudFormation & 4x

EfH Amazon CloudFormation 4R £/ Amazon Config &M , H2#E A Amazon CloudFormation
E R B2 Amazon Config FEEHN (p. 182).

ec2-managedinstance-patch-compliance-status-Check

RENESAEREZAmazonTERFl EZEA T E , Systems Manager & #3 COMPLIANT i& 2
NON_COMPLIANT, INRZFEIRA N COMPLIANT , M#NF COMPLIANT,

FRIRAF: EC2_MANAGEDINSTANCE_PATCH_COMPLIANCE_STATUS_CHECK
fRARRE: BEEHR

Amazon Web Services X3 : £ iFAmazonBRII A#X ( HEME ) . AKX ( KRR ) KEs , EtX
B(KZ ), BER (BA) MIEM (FER ) KRN

S8
7c

Amazon CloudFormation &4y

E4$ A Amazon CloudFormation ##x£12 Amazon Config F£EMN , &S5 & H Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

ec2-managedinstance-platform-check

KEEC2 REXFIREEAMENEE.

FRIRAF: EC2_MANAGEDINSTANCE_PLATFORM_CHECK

fh R ERRE BEEX

Amazon Web Services XiF : £ iFAmazonIl KX ( KRR ) Kigi A X5
S8

platformType, F&: F&FH

FARFER (HIE0, “Linux)o
platformVersion ( A% ) , £ & =#&F S

FAKRA (it | 2016.09')
agentVersion ( AliE ) , KH: Z&FH

RERRA (170, “2.0.433.07)0
FEBW (L), RE: PR

F A MRA (40, “2016.09”)

Amazon CloudFormation &4y

4§ A Amazon CloudFormation ##x 12 Amazon Config F£&MN , &S5 EH Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).
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ec2security-group-attached-to-eni

REFRINLSHAZTH MBI MEMLZEDO (ENI), R T 24K Eelastic network interface (ENI) $5%<5k |,
FNRFFH NON_COMPLIANT,

Important

BTFUATERER , kAN SHEFAREXRDARANREXRR—BFEA , FTELEA R LA N FYE
B, MESEALERN , FFEMITEE B BRAmazon 3R HF HE B R #Hit¥ec2security-
group-attached-to-eni-E##N]. XL XIHE : ec2security-group-attached-to-eni- E MM T &=
FlitFEANEN  RACREHMEN , MAREREEXNAMEN,

FRIRRF : EC2_SECURITY_GROUP_ATTACHED_TO_ENI

AHRERRE  BEFEN

Amazon Web Services X1 : £ZXiFAmazonfRIl At X ( HEHE ) . LAK ( KR ) Kifiz 40 X1

S

%

Amazon CloudFormation &4y

EfH Amazon CloudFormation ##x £/ Amazon Config &M , iH2#E A Amazon CloudFormation
R B2 Amazon Config FEEHN (p. 182).

ec2-stopped-instance

REEZRALHIMNELREEBE T AFNRE. MR ec2 ZHAMRANCELENSEBE T A FNRE, N
%3249 NON_COMPLIANT,

FRIRFF : EC2_STOPPED_INSTANCE
AR BRRE - EH

Amazon Web Services X1 : £&8xiFAmazonT At X ( #EHE ) . AKX ( KR ) . LA#KX (K
fR). MA#X (KRR ) ., TABX (ABR)., TA#BX (BREN)

S
AllowedDays ( Hi% ), 288 : int, BRIAE : 30
ec2 RfI7E3 NON_COMPLIANT Z 81 a4k FZ LIRS KB, BRIAKXEA 30,

Amazon CloudFormation &4y

E A H Amazon CloudFormation 4R &2 Amazon Config &M , H2#F A Amazon CloudFormation
1R 8I2 Amazon Config FEEEMN (p. 182).

ec2-volume-inuse-check

%% EBS B2 CHME EC2 £Hl. (Tik) % EBS BEE BIFIENEZHIL LR HIER.
PR EC2_VOLUME_INUSE_CHECK

HABAR REFR
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Amazon Web Services X1F : £I%FAmazonit: X
SH
deleteOnTermination ( Alik ), £&H : /HRE
EBS B E#RICNTEERBIL (ERTHER, RTEEAIE : True B False ( HMM A BHEIREATEN ) -

Amazon CloudFormation &4y

EfH Amazon CloudFormation ##x#/%# Amazon Config &M , iH2## A Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

efs-encrypted-check

BEREEYF Amazon Elastic File System (Amazon EFS) Bt & 73 f# Fi Amazon Key Management
Service(Amazon KMS), HMR7E DescribeFileSystems E¥FIBHFLAIRE N false , HH
DescribeFileSystems EBY KmsKeyId 45 KmsKeyId ST ITE , MFH NS NON_COMPLIANT,

F¥RRAF . EFS_ENCRYPTED_CHECK
fh R BREE : EH

Amazon Web Services XiF : €& iFAmazonBRII At X ( HEME ). WAHK ( ABR ) . BN ( K
=), M (FER) REZANXE

S
KmsKeyld ( A% ), 2K8: F &
AT % EFS KR 5K KMS Z4889 Amazon HIRBFR (ARN).

Amazon CloudFormation & 4x

E A H Amazon CloudFormation 4% £/ Amazon Config &M , H2# A Amazon CloudFormation
R B2 Amazon Config FEEHN (p. 182).

efs-in-backup-plan

# % Amazon Elastic File System (Amazon EFS) X# R4 2% E R MEIAmazonBackup, 1R % 41X+
K¥E EFS File System , M#N % NOMPLIANT,

FRRSF: EFS_IN_BACKUP_PLAN
AR BRRE  EH

Amazon Web Services X1 : £k iFAmazonfri X igAmazon GovCloud ( £EREF ) . Amazon
GovCloud ( EEFER ) . EM (K= ). 3EM (K= ). 3EMN (FER) . M (FERH) X1

S -
7c

Amazon CloudFormation 1&4x

E4{F A Amazon CloudFormation ##x£12 Amazon Config F£&MN , &S5 H Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

148



Amazon Config FF X A R ¥Em
FEEANM 5

eip-attached

BESEIIMNFTEMYE IP it Amazonlk P BiEEE EC2 k4l , AR IEFEFEANHBMEMLED (ENI).
Note

WERER , TRRERS 6 MIFREIRBLER.
FRIASF : EIP_ATTACHED
fRERRE  BEEHR
Amazon Web Services X1 : £ iFAmazonith X
S
7

Amazon CloudFormation &4y

E{# /A Amazon CloudFormation ##x 12 Amazon Config F£EMN , &S5 H Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

eks-endpoint-no-public-1f 7]

#&Amazon Elastic Kubernetes Service (Amazon EKS) £imTW REB A AT iHR, NRARKTRETL
FriFER , WA NON_COMPLIANT,

PRIREF : EKS_ENDPOINT_NO_PUBLIC_ACC

fil & BRKA . EM

Amazon Web Services X1 : £# % FAmazonfRr i #h X Amazon GovCloud ( EEZREF ) . Amazon
GovCloud (US-#EB), WAMX ( KPR ). BN ( KBR ). BRM (KRBR ). BRM ( FERH ). KM (FE
). BN (FFER) . BN (FER) . BN (FERH) .

S

T

Amazon CloudFormation 14X

E4#H Amazon CloudFormation ##x |2 Amazon Config F£&#MM , &2 # A Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

eks-secrets-encrypted

® ZAmazon Elastic Kubernetes Service 58 R A EL & N £ A MNZE Kubernetes Z4Amazon Key
Management Service(KMS) Z4H,

+ R EKS £HEGNRBIENEIR 2 —M EncryptionConfig , M ttHN 2 EHE

- MRATMNE EKS ZRNZEASSHCHE , WHANELENRN,

« R EKS £8%F EncryptionConfig 3 EncryptionConfig Z BT S EHEH , MM TEMR.
« WMRATE EKS BASSHAE , WA =2 NON_COMPLIANT,

FRRAF . EKS_SECRETS_iN#
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Tri B

Amazon Web Services [XiF : £ iFAmazonBRIE AbX ( #EME ) . BOM ( InFERLILEB ) . FEM
( FFES ) LIS X i

S8
kmsKeyArns ( A& ), 28 CSV

AIES 2RI KMS 2438 Amazon Resource Name (ARN),

Amazon CloudFormation &4k

EfH Amazon CloudFormation 4R £/ Amazon Config &M , H2EF A Amazon CloudFormation
R BIZ Amazon Config FEEHN (p. 182).

elasticache-redis-cluster-automatic-& 31 &

W EL S ElastiCache Redis £#E /B A B3I 18, 3 SnapshotRetentionLimit 3 F Redis B & /N F
SnapshotRetentionPeriod 2. #I0 : MESHHA 15 , M snapshotRetentionPeriod 5+F 0 £ 15 Z 8
Ao

FRIREF : ELASTICACHE_REDIS_CLUSTER_AUTOMATIC_BACKUP_CHECK
R BRRE  EH
Amazon Web Services [XiF : £ iFAmazonBRIE AbX ( #EME ), WAK ( AR ) XigZ S0 X1
S
snapshotRetentionPeriod ( A% ), 288 : int, BRIAE : 15
Redis £RNHERBREY (UXRIEN ) . BRIAMERN 15K,

Amazon CloudFormation 14X

E A H Amazon CloudFormation 4R £/ Amazon Config &M , H2#E A Amazon CloudFormation
R BIZ Amazon Config FEEHN (p. 182).

elasticsearch-in-vpc-only

BETD#HZ% OpenSearch 8% (OpenSearch Service), Service Cloud (Amazon VPC), R #HNH
NON_COMPLIANT OpenSearch [RFEHLRER2LEN,

FRASF : ELASTICSEARCH_IN_VPC_ONLY

R BRRE - EH

Amazon Web Services X1} : &8 #FAmazonBRIL K (HEHNIE), LA (KER).
S

7

Amazon CloudFormation &4y

E4{F A Amazon CloudFormation ##x 12 Amazon Config F£&MN , &S5 & H Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).
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elbv2-acm-certificate-required

BENAREFAFSEHSMNM L A5 2 S8 & 7 # A X BAmazon Certificate Manager(ACM), MR ZE
DEAANAEEERELE 1 MIFSEEE 788 ACMIEBREE T AETF ACM IEHHIESH | Ttk
TEM,

PRIR7FF: ELBV2_ACM_CERTIFICATE_REQUIRED

A& ERA: EH

Amazon Web Services X1 : £ &k iFAmazonfrIA 8 #th[X Amazon GovCloud ( EEZREF ) . Amazon
GovCloud (=B ). WAHMKX (Hik ). TA#KX ( KPR ) Xigf

S
AcmCertificatesAllowed ( AJi% ), KE: CSV
IEBH Amazon BIRE R (ARN) HiES 2 fE5lk.

Amazon CloudFormation &4y

E{F A Amazon CloudFormation #4812 Amazon Config ¥£E# N , ¥S U FE A Amazon CloudFormation
E iR B2 Amazon Config FEEHN (p. 182).

elb-cross-zone-load- & & A F

KERBNESNRIGE SR (CLB) EABERXEARGE, MRK) CLB BEABRXEARGE , WA G
NON_COMPLIANT,

FPRIRAF . ELB_CROSS_ZONE_LOAD_BALANCING_EE A

fRRBRRE BEEX

Amazon Web Services X1 : £ iFAmazonfRIE KX ( FEHEL ), AKX ( KR ) KEZANXE
S|

7

Amazon CloudFormation &4y

EH Amazon CloudFormation 43 £/ Amazon Config &M , iH2#E A Amazon CloudFormation
R B2 Amazon Config FEEHN (p. 182).

elb-custom-security-policy-ssl-check

B EIERHClassic Load Balancer SSL liITEs 2 B EMEABE LK, LHAN RERTFE Classic AFHHE ]
B SSL I ¥rEsa s

FRIRAF : ELB_CUSTOM_SECURITY_POLICY_SSL_CHECK

AR ABRKA  BEEX

Amazon Web Services X1 : £k iFAmazonfr#91t[X Amazon GovCloud ( £EFRE ) . T AKX
(RBR) . WAH#X (KRR ) . WA#HX (KBR) . BN (FEH) . TA#X (KBR) . KM (FE
%), L

S
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ss|ProtocolsAnd 231, K : F/FH
ES 9 R ZBA LTI,

Amazon CloudFormation &4y

EfH Amazon CloudFormation 4R £/ Amazon Config &M , H2#E A Amazon CloudFormation
E R B2 Amazon Config FEEHN (p. 182).

elb-deletion-protection-enabled

¥ &Elastic Load Balancing &5 A 7T M B R . MR deletion protection.enabled H false , M#H
M3 NON_COMPLIANT,

¥R - ELB_DELETION_R¥* EEA

fHABREE  BEER

Amazon Web Services X1 : £k iFAmazonfRIL At [X ( HEHME ) . LA#KX ( KR ) Kifiz S X1
B .

7

Amazon CloudFormation & 4x

EfH Amazon CloudFormation 4R £/ Amazon Config &M , iH2 8 A Amazon CloudFormation
R BIZ Amazon Config FEEHN (p. 182).

elb-logging-enabled

& Application Load Balancer Classic Load Balancer E&E A T AXidHK. MEHNH
NON_COMPLIANTaccess_logs.s3.enabledfalse Blaccess_logs.S3.bucketRETF
s3BucketName fRIZEH,

FRIASF : ELB_LOGGING_ENABLED
fRBRRE  BEER
Amazon Web Services X1 : £#Bx#FAmazonit X
S8
s3BucketNames ( AJik ), KH: CSV
E52MRH Amazon S3 FEBEEMIIR , ATF&HEBZNH,

Amazon CloudFormation &4y

E{F A Amazon CloudFormation #4122 Amazon Config ¥£E# N , ¥S A FE A Amazon CloudFormation
E R BIZ Amazon Config FEEHN (p. 182).

elb-predefined-security-policy-ssl-check

B EIEHClassic Load Balancer SSL iITrss 2 B EFEATE LK, HN RERFHE SSL fiirClassic
Load Balancer,
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#RIRFF : ELB_PREDEFINED_SECURITY_POLICY_SSL_CHECK

fAERKA  BBEEX

Amazon Web Services X1 : £ &8k FAmazonfr/ B #[X Amazon GovCloud ( EEREE ) . LA#HKX
(HEME ), WA#K (KPR ). WA#K (K= )., M (KZ), TASX (FERH). TA#HX (T
Aih[X )

S8

predefinedPolicyName, 2K 8: =&
FE SR B Y B FRo

Amazon CloudFormation &4y

Ef#H Amazon CloudFormation ##x £/ Amazon Config F£&#MM , &2 E# A Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

elb-tls-https-listeners-{X fR

B EIEH Classic Load Balancer 2 &EE T SSL 5 HTTPS fiilT8%,

» MR Classic Load Balancer KRB EITET , MFNIRE NOT_APPLIABLE,

+ IR Classic Load Balancer {¥r85#EL & 7 SSL 5 HTTPS , MiZMN 2 & H .
o WMRSITESAEE SSL S HTTPS , M#HMF NON_COMPLIANT,

PRIRSF: ELB_TLS_HTTPS_LISTENERS_ONLY

i RERRA HBEXR

Amazon Web Services XiF : £ iFAmazonXig ( HEME ) . AKX ( KR ) . EA#®EX ( KR ) X
1

Amazon CloudFormation 14X

E 4 H Amazon CloudFormation ##x |2 Amazon Config F£&#MM , &2 & A Amazon CloudFormation
R B2 Amazon Config FEEEMN (p. 182).

emr-kerberos-enabled

& Amazon EMR £# 28 B A T Kerberos, MR AT ZLEEMNBBFERZEETHEIEEHNHN
S8, MFMNFH NON_COMPLIANT,

FRASRF: EMR_KERBEROS_ERE A

AR BRKR  EH

Amazon Web Services [X1F : £3fxiFAmazonIL X ( HEME ), WAMX ( KB ) .
B
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TicketLifetimelnHours ( AT3% ), 2R& : int

Bi& KDC £ XK Kerberos ZiERIE M HA.
g (it ), KB ZFH

FEEXRREH B —FHH Kerberos Sig & Fro
Domain ( ik ), 2£8: FHFH

BEXRP S —AHHHSE.
AdminServer ( Al ), KB F&FH

EEXENS —TEFNEBERSSENTLERETSE.
KdcServer ( Alik ), K8 FHF&H

FEEXRNE —FEHH KDC RFBFNTLREHSE

Amazon CloudFormation 14X

Z{# /A Amazon CloudFormation ##x 12 Amazon Config F£EMN , &S5 EH Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182),

emr-master-no-public-ip

#&E Amazon Amazon MapReduce (EMR) SN EFTREBLE IP. MRETVREFLE IP, MZAN A
NON_COMPLIANT,

Note

BEH N &4 F RUNNING = WAITING RASH S5,
FRIRAF - EMR_MASTER_NO_PUBLIC_IP
AhRBRXA  EH

Amazon Web Services [XiF : €& FAmazonIl AKX ( L ) . WAMK ( KBR ) . BN (K= ).,
FEM (FFER ) XiFbRA

S8

T

Amazon CloudFormation 14X

Z{# /A Amazon CloudFormation ##x 12 Amazon Config &M , &S5 EH Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

encrypted-volumes

KEL TERRSH EBS BREEME, MREA kmsld ZHNMERET KMS Z4AK 1D, WiZMNF
KEERERSHH EBS BREMEM L KMS BHMITME,

PRS- NEE
fRERRE  BEEHR

Amazon Web Services X1 : &3 FAmazonIE AKX ( FEME ) . WAHRK ( ABR ). BM (K= ).,
IEM (FFER ) KigiBrI X
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S8
kmsld (%), K8 F&F&H
AT S8 KMS 2489 ID = ARN,

Amazon CloudFormation &4y

Ef#H Amazon CloudFormation ##x £/ Amazon Config F£&#MM , &2 A Amazon CloudFormation
E R B2 Amazon Config FEEHN (p. 182).

fms-webacl-resource-policy-Check

2 Web ACL 7% SApplication Load Balancer, AP| Gateway Bt Ex 5 Amazon #83<Ek CloudFront 2B,
% Amazon Firewall Manager B2t HNET , FMS KEEFTE & R 1E FMS KB IEE webACcLId , FH I
BB R Rhag.

¥R | FMS_WEBACL_RESOURCE_POLICY_CHECK

fIRBRRRE  BEEN

Amazon Web Services X5 : £ &8z iFAmazonBRIL A X ( FEHNE ) XiEz S8 X 15
S8

webACLId, 33 FRF&

Web ACL #J WebACLId,
resourceTags ( Alik ), K8 F R

BRIFEARZ (ApplicationLoadBalancer, ApiGatewayStage #1 CloudFront & ) , #1052 X< Ek.
( B30, {“tagValue1": [" tagValue1": ["tagValue3": [" tagValue3": ["tagValue3"]})

excludeResourceTags ( it ), & : /RE

WERA true , MBEERS resourceTags EHE B AR
fmsManagedToken ( @ik ), & Z&FH

R EAmazonHER ik~ A AIZEMN AT |, Firewall Manager. Amazon % /= 822 b N
B, Config & BB LS B,

fmsRemediationEnabled ( @ik ), & : //RE

R A true , AmazonFirewall Manager f$#R1E FMS BB EH T EMNER. AmazonH & Al LA N
B, Config R ZRE LS,

Amazon CloudFormation &4y

E{#/ Amazon CloudFormation #4x 212 Amazon Config &M , &S5 EH Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

fms-webacl-rulegroup-association-check

BREANERESLTFEBMELERE Web ACL KBk, EBREERBHNMATE ruleGroups SEHHIHER R
Eo. % Amazon Firewall Manager SIZItHN , EosBEEEHRER 0, BOE 1. 2, LALE#E, FMS
FERFTE B FMS EMHIETE ruleGroups HER |, F HALUERE BN ETIAE,

FRRSRF : FMS_WEBACL_RULEGROUP_ASSOCIATION_CHECK
fRERRE  BEEHR
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Amazon Web Services [XiF : £EfxiFAmazonBRiIl AbX ( HEME ) Kigiz S8 i X
S
ruleGroups, £ H: Z&FH

LUES 5 @i RuleGrouplds l WafOverrideAction X, (5120 , ruleGroupld-1: & , ruleGroupld2:
COUNT)

fmsManagedToken ( A% ), K& =& &

£ RS Amazon MR ik el BHMN e |, Firewall Manager. Amazon4 % = & 2 it N
Bt , Config & 2B tEZ 5,

fmsRemediationEnabled ( A% ), K& : H/RE
WME A true , AmazonFirewall Manager $F181E FMS REEEF A S ER. AmazonH &~ 2L H N
Bt , Config & 2B LS,

Amazon CloudFormation 1

Ef#H Amazon CloudFormation ##x £/ Amazon Config F£&#MM , &2 & A Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

lam-customer-policy-blocked-kms-actions

BERBEEAmazonE 8l Zldentity and Access Management (IAM) SEBET St 3 B0 17 BE LE 3R 46
AmazonKMS Z4A. MR A FHATEMPELLERE , M NON_COMPLIANTAmazonit & 1AM K EE 12 {4t
B KMS #4f,

Note

LEHN R R IAM REEHIREMRSE, BX IAM ZHFNESEL |, HSHIAM JSON KB TR -
Condition(fE IAM A F$EREH),

FRRAF - IAM_CUSTOMER_POLICY_BLOCKED_KMS_ACTIONS

fRERRR  BEEXR

Amazon Web Services [XiF : £EfxiFAmazonBRiIE A (HEMIEK), A (KBR) X2 S8 X5
S8

blockedActionsPatterns, 2£#: CSV

FHIEHY KMS BREBERXHIES 2 R5IK , Hli0 , kms: *. KMS: Decrypt, kms:ReEncrypt*o
excludePermissionBoundarysRB& ( Alik ) , R : HRE

WRFEE , BTFHBRBENRE RN IAM KB ITE, MRIRERN “true” , NZANFRLEREHE
ERRILFR, BN , BEIRENR “false” B, M EBTEANAE IAM KB, ERIAE RN false's
Amazon CloudFormation 14X

E4#H Amazon CloudFormation ##x#|Z Amazon Config F£&#MM , &2 & A Amazon CloudFormation
¥R B2 Amazon Config FEEHN (p. 182).

lam-group-has-users-Check

BE IAMARBEDLHE - IAM AR,
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#RFAF - IAM_GROUP_HAS_USERS_CHECK
fRERRE  BEEXR

Amazon Web Services X1 : &8 1FAmazonitsX
S

7

Amazon CloudFormation &4y

E{# /A Amazon CloudFormation ##x 12 Amazon Config F£E#MN , &S5 H Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

ilam-inline-policy-blocked-kms-actions

KREMMNEEN IAM AP, AENANNEREBRERATNAE IAM AP, AGRERITHELENERE
AmazonKey Management Key Key, 1R 531 AER KBS P IIFTE KMS Key HATEABR LLIR4E , MIFL S
NON_COMPLIANT,

PRIRAF : IAM_INLINE_POLICY_BLOCKED_KMS_ACTIONS

A RERRA  BEEX

Amazon Web Services X1 : £z iFAmazonTE At X ( #EHE ), AKX ( AR ) . LA#KX (K
R ) XiEiBRAA

S
blockedActionsPatterns, Z5#: CSV

FEIEHY KMS BEERXMIES 25K , Hlin , kms: *. KMS: Decryt, kms: Decryt, kms:
kms:ReEncrypt*,

excludeRoleByManagementAccount ( &3k ), & : f/RE

MRABRERALEERSEE , WHRZAG,

Amazon CloudFormation &4k

E4#H Amazon CloudFormation ##x |2 Amazon Config &M , &2 & A Amazon CloudFormation
R EIE Amazon Config FEEEMN (p. 182).

iam-no-inline-policy-Check

RERBAREANBKKEEINEE, RN Amazonldentity and Acccccess Management (IAM) AP, IAmMA &
= |Accc

FRIRAF - IAM_NO_INLINE_POLICY_CHECK

AABRRE  BEEN

Amazon Web Services X1 : £ iFAmazonfRIL A (FEMIK), WA (KMR), LA (KBR) Xigz S8 Xig;
S

x
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Amazon CloudFormation & 4x

E#H Amazon CloudFormation ##x£|Z Amazon Config F£&#MM , &2 & A Amazon CloudFormation
E R B2 Amazon Config FEEHN (p. 182).

lam-password-policy

KBEIAM AFNKFZREBREENESRTERNEEER, IRKF-ZDRBETHESEEER , UAN
1 NON_COMPLIANT,

Note

BRI IAM BB HRE , BANTHIREN TEM.

Important

XEXFEE : trueflfalseANSHNWEX S KNE, MRtrueRERNEFER |, ©FFEN
Hfalse.

PR - IM_PASSWORD_POLICY

AR BREE . EH

Amazon Web Services X1 : £&B%iFAmazonits[X

S8

RequireUppercaseCharacters ( AJi% ), 8 : f/R{E, BIAE : True

ZBRHERZELELE-MNKEZEF,
RequireLowercaseCharacters ( A3k ), K8 . MRE, BRIAE : True

BBRHERELEGE-NMNEZEF,
RequireSymbols ( AJi% ), K& : f/RE, BIAE : True

BRAERELBE-IEFS,
RequireNumbers ( Ti% ), K& : H/RE, BIAE : True

BBRPERELIGE—IEF.
MinimumPasswordLength ( A% ), 388! : int, BRIAE : 14

EBRRPMKE.
PasswordReusePrevention ( AJi% ), K& : int, BRIAE : 24

A E AN ZBH,.
MaxPasswordAge ( Al ), 258 : int, BRIAE : 90

ERCEILLET: VPSS @

Amazon CloudFormation &4y

EfH Amazon CloudFormation 4R £ Amazon Config &M , iH2#F A Amazon CloudFormation
R BIZ Amazon Config FEEHN (p. 182).

lam-policy-blacklisted-check

REXNTEN IAM BR , MASEPWER ARN 2EMINE IAM FiR. mMEFE ARN K2 IAM &R ,
#EN S NON_COMPLIANT, Amazon Configfl R IAM &R RexceptionListS# , MAZE KR ARN
—RBFE.
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¥RIRSF : IAM_POLICY_BLACKLISTED_CHECK

AR ERRE BEEX

Amazon Web Services X1 : £#pZiFAmazonih X

B8

policyArns, 2K 8!: CSV, ERik:aws: iam: aws: iam: aws: policy/AdministratorAccess

ES RN IAM KBS arn 53R , FRHANEEM 1AM 324,
exceptionList ( A& ), & CSV

HHANZERBAF., ARBEHESHBIIR. HlI0, users:[usert;user2], groups:[group1;group2],
roles:[role1;role2;role3].

Amazon CloudFormation &4y

E#H Amazon CloudFormation ##x ]2 Amazon Config F£&#MM , &2 & A Amazon CloudFormation
R EIE Amazon Config FEEMN (p. 182).

lam-policy-in-use

KE IAM Kbt ARN 2EMINE IAM BF , EHME IAM A/, ERSHMNE IAM BEF -2 T
BERENA  RERETHMNE 1AM BE,

FRIRFAF: IAM_POLICY_IN_USE
AR BRRE B

Amazon Web Services X1 : £ FAmazonIl KX ( HEIE ) . WAMKX ( KPR ) . BUOM (K=) .,
IEM (FER ) KA

S
PpolicyARN, £ #: =&

ERERN IAM F1E ARN,
policyUsageType ( Ak ), RE: FH&FH

BERBFLEXBEHME IAM BAF, A=A, BXEHN IAM_USER, IAM_GROUP, IAM_ROLE
ANY, ZRIAES ANY,
Amazon CloudFormation 14X

Ef#H Amazon CloudFormation ##x#|Z Amazon Config F£&#MM , &2 A Amazon CloudFormation
EiRBIZ Amazon Config FEEHN (p. 182).

lam-policy-no-statements-with-admin-access

BEER Allow EACIEN IAM K , TEBH Alow BN RR FIEER LWATEIRE, MBEEMRRE
BA1 B F “Efffect”: Effect”: Effect”: Allow”: “*” L F 88 “Resource”. “*” 5@ & “Action” “*" )

BT % #5 NON_COMPLIANT :

"Statement": [

{
"Sid": "VisualEditor",
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"Effect": "Allow",
"Action": LR
"Resource": "x"

}

LUTFEREEEM -

"Statement": [

{

"Sid": "VisualEditor",
"Effect": "Allow",
"Action": "service:*",
"Resource": "*"

}

AN EECIRE IAM K, EFRE IAM EEXRE, £85AANN , LRANFOEEK S T
BEFEERE UK EOIEN A R,

FRIRFFAF: IM_POLICY_NO_STATEMENTS_WITH_ADMIN_ACCESS
AL ABRRAETri BEEXR

Amazon Web Services X1 : £ & iFAmazonit X

S8

7

Amazon CloudFormation &4y

E A H Amazon CloudFormation 4R £/ Amazon Config &M , H2## A Amazon CloudFormation
R B2 Amazon Config FEEHN (p. 182).

lam-role-managed-policy-Check

RERELIAMmazon I E KB 5| &+ 15 E /Y 1 E K BT M inElAmazonldidentity and Access Management
(IAM) cc MR HIATER , WiZHANTEHAmazonTE FHE KK MNE IAM BE,

#RAF: IAM_ROLE_MANAGED_POLICY_CHECK
fRERRE BEFEXR
Amazon Web Services X1 : &8 iFAmazonitsX
¥
managedPolicyArns, 3 #: CSV

HiE 5 2Rl &kAmazonFE B KB ARN,

Amazon CloudFormation &4y

Z{# /A Amazon CloudFormation ##x 12 Amazon Config F£EMN , &S5 H Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

lam-root-access-key-check
B root AFBABARTTMA, MRAFBEABHAREE , WANR COMPLIANT, &M, FEM.
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¥RIREF : IAM_ROOT_ACCESS_KEY_CHECK

flRBRRR  EH

Amazon Web Services X3} : €&k iFAmazonXig ( TA# KX ( HEIE ) . TA#K ( ABR ) KiZRo
S

7

Amazon CloudFormation &4k

EfH Amazon CloudFormation ##x#|% Amazon Config &M , 2 ## A Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

lam-user-group-membership-check

REIAMAFEZEREDS— IAM AWK A.

#RRAF: IAM_USER_GROUP_MEMBERSHIP_CHECK

g EA REEX

Amazon Web Services X3 : £ iFAmazonit: X

S8

BE (T ), KB RS
#

IAM AP MERERGH IAM ARES2EIR.
Note

HERANFXZFHERESHAE,

Amazon CloudFormation &4y

E A H Amazon CloudFormation 4% £/ Amazon Config &M , iH2#E A Amazon CloudFormation
R 8IZ Amazon Config FEEMN (p. 182).

ilam-user-mfa-enabled

#&E 2% Amazonldentity and Access Management AP B A 7 ZERIE (MFA)
FRIRFF : IAM_USER_MFA_EEA

AR BRE - EH

Amazon Web Services X1 : £ iFAmazonit X

BH

%

Amazon CloudFormation 14X

E#H Amazon CloudFormation ##x £/ Amazon Config &M , &2 E# A Amazon CloudFormation
EiRBIZ Amazon Config FEEHN (p. 182).
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iam-user-no-policies-Check

RELZNAE IAM AFEREM MK, IAM AP SXR85%E IAM AHALHRR, MRELF-—1
IAM B PR B0 T SRR, MIZAMFEH,

#RIRFF - IAM_USER_NO_POLICIES_CHECK
fhRBRARR  BMEEX

Amazon Web Services X1 : £ iFAmazontth X
B8

7

Amazon CloudFormation &4y

E4#H Amazon CloudFormation ##x /2 Amazon Config F£&#MM , &2 & A Amazon CloudFormation
R EIE Amazon Config FEEMN (p. 182).

iam-user-unused-credentials-Check

KB H Amazon Identity and Access Management(IAM) B FHRAESRIRENIEERBAN E A EHNZBR
SEHHRER. WREFERILREARERAESKS , WAL NON_COMPLIANT,

Note
FEERIHMEER 4 Dat A ERT TN T LI E R =L,
FRIRAF: IAM_USER_UNUSED_CREDENTIALS_CHECK
AR BRRE: EH
Amazon Web Services X1 : £#pxiFAmazonitt X
BH
maxCredentialUsageAge, & : int, BRiAE : 90
MAERFIENFEARE. BHIAEHR 90 XK.

Amazon CloudFormation & 4x

EfH Amazon CloudFormation 4R £/ Amazon Config &M , H2EE A Amazon CloudFormation
R 8IZ Amazon Config FEEMN (p. 182).

restricted-ssh

REZSHENEAN SSH RERZEAHR, HLeEPWEAN SSH FHREN IP #iit ZREY ( CIDR F£
0.0.0.0/0) , MM COMPLIANT., WHNSGER T IPv4.

PRIRFS  INCOMING_SSH_DISABLED
AR RE  BEFER

Amazon Web Services X1 : £ iFAmazonIL KX ( FEMIE ) . WAMKX ( KR ) . BOM (K=) .
IEM (FFER ) Kigiz A X

S
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T

Amazon CloudFormation 14X

E{F A Amazon CloudFormation 4R 12 Amazon Config ¥£E# N , FS U E A Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

ec2-instances-in-vpc

KEELZH EC2 KHIREE THEA Virtual Private Cloud (VPC)o H¥E , LA B EESEREZHIXEH VPC
IDo

PRIRFF: INSTANCES_IN_VPC
Triger: BB E X

Amazon Web Services [XiF : €3 iFAmazonXigiA Tl At X ( MK ) . WAMX ( KR ) . BOMN (K
2, M (FER) XEERA

S
vpeld ( Alik ), EH: FHRH
SEIXLE EC2 £4HI8 VPC ID,

Amazon CloudFormation 14X

E{F A Amazon CloudFormation #4812 Amazon Config ¥£E# N , FS U FEH Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

internet-gateway-authorized-vpc-FR

REZACCFEBRMRM X (IGW) K i1ZI$Z# Amazon Virtual Private Cloud (VPC). 18 IGW M in 224
VPC , MFM A NON_COMPLIANT,

FRIRAF: BEBMM_AUTHORIZED_VPC_ONLY

R ARKE BEEX

Amazon Web Services X3} : £ iEAmazonBRII AKX ( ML ) . WABEK ( AR ) KB XE

S

AuthorizedVpclds ( At ) , RE: =& £
HAKMIGW W1 VPC ID MBS 2 RSk, MRRRAMLSH , NFAEMH K IGW fh
NON_COMPLIANT,

Amazon CloudFormation &4k

E{F A Amazon CloudFormation 4R 12 Amazon Config ¥£E# N , FS U FEH Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

kms-cmk-not-scheduled-for delete

¥ &R A Amazon KMS keys kit %Il BkAmazon Key Management Service(Amazon KMS), #15R itXI i Bk
KMS 48 , N NON_COMPLIANT,
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FRRAF: KMS_CMK_NOT_SCHEDULED_FOR_DELETION
R BREE: EH

Amazon Web Services X1 : £ & ziFAmazonll AithX ( HEME ) . WA#K ( KPR ) . BN (K= ) X
R

S

kmsKeylds ( A% ), KH: FHH
( ATk ) RITXBEBRPNESEEEFRERS ID WESIRIIK. URAEEEMZESA , WANNRERE
=4,

Amazon CloudFormation &1k

EfH Amazon CloudFormation 4R £ Amazon Config &M , H2#F A Amazon CloudFormation
R BIZ Amazon Config FEEHN (p. 182).

mfa-enabled-for-iam-32 &l & 17 (7] fX fR

K&EREAmazon I FiE A8 FMulti-Factor Authentication (MFA)Amazon & f 2 4l & 2255 #9dentity and
Access Management (IAM) Fif=. MR EREA MFA , WFHNJ COMPLIANT,

#RRAF: MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS
AR BRKE  EH

Amazon Web Services X1 : £#03Z#Amazonit: X
S8

7

Amazon CloudFormation &4k

E#H Amazon CloudFormation ##x £ Amazon Config F£&#MM , &2 & A Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

multi-region-cloudtrail-enabled

REEBELEH -1 ZXiHAmazon CloudTrail. IR BESH ASIRITE |, NFMH
NON_COMPLIANT, #1583 NON_COMPLIANTExcludeManagementEventSources ZERA N ZEEHE M
HAmazon CloudTrail BRE N EEREEEH | fflaAmazon KMSE# Amazon RDS #iE APl 14,

FRASRF © £Xig_CLOUD_TRAIL_EREHA

AR BRRE . B

Amazon Web Services X1 : £ iFAmazonith X
S|

s3BucketName ( Wik ), A FFH

Amazon S3 1Y B #rAmazon CloudTrail ¥F B & X 4EEX 4,
snsTopicArn ( A& ), KB F&F&H

Amazon SNS £ ARN J9Amazon CloudTrail ¥ AR HE RS
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cloudWatchLogsLogGroupArn ( A& ) , KH: R

I 5 CloudWatch B B &4 ARNAmazon CloudTrail $FEE X %4
includeManagementEvents ( Aik ), K& : H/RE

E48%E Amazon CloudTrail W EEE4MNEH4FRES,
readWriteType ( Tt ), 8. F&FH

ELRHWEHNEE, EMEN ReadOnly, WriteOnly FFFE,

Amazon CloudFormation &4y

E#H Amazon CloudFormation ##x £/ Amazon Config F£&#MM , &2 & A Amazon CloudFormation
E iR B2 Amazon Config FEEHN (p. 182).

rds-enhanced-monitoring-enabled

BERA N Amazon Relational Database Service (Amazon RDS) SE4I/8 F T 158 412,
FRIRSF - RDS_ENHANCED_MONITORING_ENABLED
fRBRREE  BEER
Amazon Web Services X3 : €3 iFAmazonX i , A (HEME) XiEERA
S
monitoringlnterval ( AT ), 28H : int
E;)’I\Ei&ﬁ , RIFNBURFE SO KR ER SRR |, RZANPH, BRER 1. 5. 10, 15, 30 A
Amazon CloudFormation &4

Z{# /A Amazon CloudFormation ##x 12 Amazon Config F£EMN , &S5 H Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

rds-instance-deletion-protection-2 /3 A

# & Amazon Relational Database Service (Amazon Relational Databas #1 R Amazon RDS 3£k /5 F il Bk
R, MM FEM |, BldeletionProtectioni%E N false

Warning
£ 8 ( Aurora/DocumentDB ) Y E L RDS HEESZFIFNE SR ATEH,
FRIRFAF : RDS_INSTANCE_DELETION_PROTECTION_E /& A
fRERRE  BEER
Amazon Web Services X1 : £ZXiFAmazonfRIL At X ( HEHE ) . LAK ( KR ) Kifiz A X1
BH
BARESIZE (k) , KB CSV

EAEAEMNTEEHH Relational Database Relational DS Relational Database R 45l
i, 'mysql. postgres. mariadb's
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Amazon CloudFormation & 4x

EfH Amazon CloudFormation 43 £/ Amazon Config &M , H2## A Amazon CloudFormation
E R B2 Amazon Config FEEHN (p. 182).

rds-instance-public-access-Check

REXHRE A AFFAE Amazon Relational Database Service. 458 SE{5IFL & 1 1 #Y
publiclyAccessible FEA true , MH NS NON_COMPLIANT,

¥RIR%F: RDS_INSTANCE_PUBLIC_ACCESS_CHECK
fiABREE  BEER

Amazon Web Services X1 : £ & iFAmazonit X
S

7

Amazon CloudFormation &4y

E 4 H Amazon CloudFormation ##x#|Z Amazon Config F£&#MM , &2 & A Amazon CloudFormation
AR B2 Amazon Config FEEHN (p. 182).

rds-in-backup-plan

## Amazon RDS BiEER S & TH /AT AmazonBackup 218 Amazon RDS #iEEREEEEM
N | WHN S NON_COMPLIANTAmazonBackup it &,

FRASRF: RDS_IN_BACKUP_PLAN
AR ARRE: B

Amazon Web Services X1 : £ &% FAmazonfRr /i # X Amazon GovCloud ( EEZ RS ) . Amazon
GovCloud ( EZEFELF ) . AKX (Hmik ), TABKX (FE ). WAHMK (K ) FIEMN (K=,
IEM (K= ) MEM (K=)

S8

x

Amazon CloudFormation &4k

E A H Amazon CloudFormation 4R £/ Amazon Config &M , H2E A Amazon CloudFormation
R B2 Amazon Config FEEHN (p. 182).

rds-multi-az-support
RELM RDS BKEEXFIRERAT ST MM,

EZHAXEIES , Amazon RDS 2B EFATARFRENLF —MNEAFEAHESR, BEXELER | B
2., eUAYE (ZTAX ) FHAmazon RDS AFEm.

Note
LN T E{EAmazon Aurora EIEEF Amazon DocumentDB 3545,
¥R - RDS_MULTI_AZ_SUPPORT
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fRRBRER  BEENR

Amazon Web Services X1 : £#Bx#FAmazonit X
S

7

Amazon CloudFormation &4k

E{F A Amazon CloudFormation 4R #12 Amazon Config ¥£E# N , ¥S A #E A Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

rds-snapshots-public-prohibited

¥ &EAmazon Relational Database Service ( Amazon RDS MR{EAIAH Amazon RDS REHEAEH |
MIFNF NON_COMPLIANT,

Note

REBKIUREEE 12 MIFF2BREAMLER,
FRIRSF : RDS_SNAPSHOTS_PUBLIC_Z b
fRERRE  BEEHR

Amazon Web Services X1 : £ &fxiFAmazonlE A#X ( ML ), WAHR ( KB ) . BUM (K= ),
FEM (FEZH), AKX (KR, BN (FEH)., I

S

T

Amazon CloudFormation 14X

Z{# /A Amazon CloudFormation ##x 12 Amazon Config &M , &S5 H Amazon CloudFormation
R BI2 Amazon Config FEEMN (p. 182).

rds-snapshot-encrypted

BEEA T INEH Amazon Relational Database Service (Amazon R #15 Amazon RDS Database 1R Rl
# , AN NON_COMPLIANT,

FRRFF . RDS_SNAPSHOT_E %
fRERRE  BEEHR

Amazon Web Services X1 : £ZBxiEAmazonBRIL A X ( #EME ) . WA#K ( AFBR ) . BRM (K=)
X 2 S X 35

S8

%

Amazon CloudFormation & 4x

Ef#H Amazon CloudFormation ##x £/ Amazon Config &M , &2 E# A Amazon CloudFormation
EiRB)Z Amazon Config FEEHN (p. 182).
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rds-storage-encrypted
RELEH RDS WEEZFIRBRA T M NE,
FRIRSF : RDS_STORAGE_BE Nz
mEEAR  REEX
Amazon Web Services X1 : £ FAmazonit: X
B
kmsKeyld ( Wi ), 268 FHFH
AT B KMS 2248 1D = ARN,

Amazon CloudFormation & 4x

Ef#H Amazon CloudFormation ##x | Amazon Config F£&#MM , &2 & A Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

redshift-cluster-configuration-check

#& Amazon Redshift 82 % BEEENRE.

#RRFAF : REDSHIFT_CLUSTER_CONFIGURATION_CHECK

MEBAR  REEX

Amazon Web Services K13 : £ 8% #Amazon® % ( BH ) KiflZ S X1

S

clusterDbEncrypted, K& : f/R{E, BRIAE : True
BIEEMEEZH.

loggingEnabled, K& : H/R{E, ZRIAE : True
TFRAFIEREBA

nodeTypes ( AiE ), £H: CSV, BRIA{E : dcl.large
BETRER,

Amazon CloudFormation 1&4x

EfH Amazon CloudFormation 43 £/ Amazon Config &M , iH2#E A Amazon CloudFormation
R B2 Amazon Config FEEHN (p. 182).

redshift-cluster-maintenancesettings-check

# & Amazon Redshift ERER T EBEENEIRE.,

FRIRSF - REDSHIFT_CLUSTER_MAINTENANCESETTINGS_CHECK
MEEAD  REEX

Amazon Web Services X1, : % #83%Amazon % ( Bk ) KA SM X i
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S8
allowVersionUpgrade, & : #7/R{E, BIAE : True

RTFMAEARERER,
preferredMaintenanceWindow ( A% ), K&: Z&FH

NEB RIS R B (B, B — 09:30 - A— 10:00)s
automatedSnapshotRetentional & ( Al ) , 2K : int, BRIAE : 1

B RBRERREN R,

Amazon CloudFormation 14X

E 4 H Amazon CloudFormation ##x ]2 Amazon Config F£&#MM , &2 & A Amazon CloudFormation
R EIE Amazon Config FEEEMN (p. 182).

redshift-cluster-public-access-check

#ZEAmazon Redshift B R BT LT HFR, WREFEEDHH publiclyAccessible FEA true , N
N F NON_COMPLIANT,

FRIASF : REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

AhABERA  BEFR

Amazon Web Services X1 : &8z iFAmazonXiF ( Kk ) . WA#HK ( AR ) . LAMKX ( KR ) .
S

%

Amazon CloudFormation &4y

E{# A Amazon CloudFormation #4x ]2 Amazon Config EHN , S F £/ Amazon CloudFormation
1R 8IZ Amazon Config FE£EMN (p. 182).

redshift-require-tls-ssl

#ZEAmazon Redshift £ R AR FEE TLS/SL M #EEEE SQL B iK. WRMEM Amazon Redshift yger
tyger tyger tyger tyger tyger tyger tyger tyger

FRRAF . REDSHIFT_REQUIRE_TLS_SSL
fhRERRE  BEEHR

Amazon Web Services X5 : £3fxiFAmazonIl KX ( MK ), WAMK ( KR ) . BN (K2 ) K
52 SN X i

S

T

Amazon CloudFormation 14X

4§ A Amazon CloudFormation ##x 12 Amazon Config F£&MN , &S5 EH Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).
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required-tags

RELZNRRREEALEENHE. Sl , BALUKRE Amazon ec2 KFIREE B CcostCentertrid. A
RESPRSZNME. B—REZAURE 6 MrZ,

XL XA - Amazon-EEAmazon Systems Manager B 311t X #AWS-SetRequiredTags T EEAELLHN
K iER, BEEQEBECH BEN Systems Manager B s/t IR 1T R
Important

BEAN B B IRR BT ATR ¢

» ACM::Certificate

» AutoScaling::AutoScalingGroup
+ CloudFormation:: #&

+ CodeBuild : T H

* DynamoDB::Table

» EC2::CustomerGateway

» EC2:Instance

» EC2:InternetGateway

» EC2::NetworkAcl

» EC2::Networklinterface

» EC2::RouteTable

» EC2::SecurityGroup

» EC2::Subnet

* EC2::Volume

+ EC2::VPC

» EC2::VPNConnection

+ EC2::VPNGateway
 ElasticLoadBalancing::LoadBalancer
 ElasticLoadBalancingV2::LoadBalancer
» RDS::DBInstance

* RDS:: DBSecurityGroup

* RDS::DBSnapshot

* RDS:: DBSubnetGroup

* RDS:EventSubscription

» Redshift::Cluster

» Redshift::ClusterParameterGroup
» Redshift::ClusterSecurityGroup
* Redshift::ClusterSnapshot

» Redshift::ClusterSubnetGroup

» S3::Bucket

PRRAF : REQUIRED_TAGS

flRRRRRE  BEENR

Amazon Web Services XiF : £ &%z &Amazonits X
B
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tag1Key, K& Z£FH, BRIAE : CostCenter

IR SR,
tag1Valuze ( AJi& ) , 258 CSV

FIBmENIitE. ARGES2REME.
tag2key ( Ak ), KH: FFFH

FIERSHE,
tag2Value ( Ai%E ), £E: CSV

FIBEmENIiEE. ARGES2REME,
tag3key ( ik ), KH: FFH

IR,
tag3Value ( AiE ), K& CSV

FIBEmENIiEE, ARES2REME,
tagdkey ( ik ), KH: FRFH

IR,
tag4Value ( AiE ), KE: CSV

FERSHAIEE, ARESIBESME.
tagSkey ( ik ), KH: FRFH

FrERSHE,
tag5Value ( Ai% ), KA CSV

FERSHTIEE, ARESIBESME.
tagoKey ( ik ), KE: FHFH

FERSHE,
tag6Value ( Ai% ), K& CSV

FREMENTIE, ARXESTRSZME.

Amazon CloudFormation & 4x

E{# /A Amazon CloudFormation #4x 212 Amazon Config &M , &S H Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

restricted-common-ports

BREMARZSEARBTARRMEA TCP REFAEENH O, HAY TCP EEM IP itk REINIEER D
B, MMA COMPLIANT, LEMMRERTF IPv4,

RIRAF : RIR_EA_RE
fRERRE  BEEHR

Amazon Web Services [XiF : €& iFAmazonIl A X ( FEMIE ) . WAMK ( KBR ) . BN (K2,
FEM (FFER ) KRS

S
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BlockedPort1 ( AIi% ), 3H : int, ZRIA{E : 20

LR TCP KOS,
BlockedPort2 ( AJiE ), 33 : int, BRIAE : 21

CREIEH TCP WO S,
BlockedPort3 ( AJi& ), 23 : int, BRiA{E : 3389

S TCP IwmO S,
BlockedPort4 ( mIi& ), 2K& : int, BRIAE : 3306

IR TCP iRAS,
BlockedPort5 ( AJiE ), 3KE : int, BRIA{E : 4333

EFELLEE TCP OS5,

Amazon CloudFormation 14X

E#H Amazon CloudFormation ##x#1% Amazon Config F£&#N , &2 & A Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

s3-account-level-public-access-#

REZENKFRHEE THAREN QB HRRRE, RYTHRENFREEENHNENFRALTEN ,
B NON_COMPLIANT,

Note

MBBERFEALAN  BFHERESEA SIELELAFEHE, ZANEFRMAN , HLERE
B S3IHEIEAHEME , BNFSERZAN, MRKFH S3 BEIEAHFGRE , NFNERE
INSUFFICENT_DATA, iXEWREIRAAEEE —ENHE#EE, BXIRE S3HELEAFGHRNESE
B B3 EMEEXNEHN Amazon S3 KA B E.

¥RIRMF : S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BL

AR RE  BEFER ( REPHIRES , NEERERFTEHTITIEMS )
Note

EEMNRIE S3 KipT RATENBEXENEEEXNNME, EMERMAXE , 2ERRLEZN
W, MREEEMXFHITTER , MEAMIEE NON_COMPLITABLY Z A AJRELH —RIER,

Amazon Web Services X1 : £ FAmazonIl KX ( HEHIE ) . WAMK ( KPR ) . BOM (K=) .,
PR (BH) XERA

S
IgnorePublicAcls ( A& ), K2 F&FE, BRIAE : True

IgnorePublicAcls &5 EIHIT , BRI True
BlockPublicPolicy ( Tlik ), 28: Z£FH, BRIAE : True

BlockPublicPolicy 2 B HIi1T , BRIAA True
BlockPublicAcls ( A ), 388: /&, BIAE : True

BlockPublicAcls & HIMIT , BRIAA True
RestrictPublicBuckets ( AIi ) , KH: Z&F&R, BRIAE : True

RestrictPublicBuckets 2 & & HIH 1T , BRIAR True
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Amazon CloudFormation & 4x

E{F A Amazon CloudFormation R 812 Amazon Config £E#N , ESFEH Amazon CloudFormation
R 8IZ Amazon Config FEEMN (p. 182).

s3-bucket-blacklisted-actions-prohibited

#Z Amazon Simple Storage Service FHERKRBEE T AT HMBEZERANFHEBIHREHTREERE L
W EERRMNRRIRE. AmazonlkF. N , AN E Amazon S3 FHBREBEREFAYFS —1
Amazonllk 7 SR {THE s3:GetBucket* #24EH s3:DeleteObject 17 1 VR AIIT K. MME Amazon S3 7%
ERRE AT EAIARBLMIRME , WHN I NON_COMPLIANT,

FRIRAF: S3_BUCKET_BLACKLISTED_ACTIONS_ %t
fl R ERRR BEEX
Amazon Web Services X1 : £#03Z#Amazonit: X
S
blacklistedActionPattern, 2£8: CSV
SINBERNBRERINESoRIIR , FlA0, s3:GetBucket* M s3:DeleteObject.

Amazon CloudFormation &4y

E 4 H Amazon CloudFormation ##x £ Amazon Config F£&#MM , &2 & A Amazon CloudFormation
R0 Z Amazon Config FEEHN (p. 182).

s3-bucket-default-lock-enabled
HINBERT , ®E Amazon S3 FRBEREERA THIE. WRYEREA , WA MK NON_COMPLIANT,
FRIRAF: S3_BUCKET_DEFAULT_LOCK_ENABLED
AHABREE  BREER
Amazon Web Services X3 : 22 iFAmazonBRII AKX ( ML ), WABK ( AR ) KiEZ2AHNXE
S8
mode ( A% ), KH: FHH
#X: (Tik ) : £ GOVERNANCE = COMPLIANCE B EER S,

Amazon CloudFormation 14X

E A H Amazon CloudFormation 4R £/ Amazon Config & MM , H2#E A Amazon CloudFormation
R 8IZ Amazon Config FEEEMN (p. 182).

s3-bucket-logging-enabled
RELN S3 FHBRETERAREIER,

FRIRMF: S3_BUCKET_LOGGING_ENABLED

A RERAKE  BEEX

Amazon Web Services X5 : £ &% iFAmazonit: X
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S8
targetBucket ( ik ), KB FHF &

AT RS ERHE BEM B S3 FiE.
targetPrefix ( AJiE ), K& FHH

AT BRSERVIR B ST A S3 FHEBINEIR,

Amazon CloudFormation 14X

E{F A Amazon CloudFormation 4R #12 Amazon Config fE&#N , FSEE M Amazon CloudFormation
R 8IZ Amazon Config FE£EMN (p. 182).

s3-bucket-policy-grantee-check

K& Amazon S3 FERBEFNIHENEEEZEMAmazonEE A, BEMEHN VPC thit AR AH VPC tn
REHERRETFE , WA COMPLIANT,

Flan , MERANEMASEHERIETE 111122223333 Hl 444455556666 XHNERANGIER , HEFEE
FREIEEIN 111122223333 REBHRIZMERE , AN COMPLIANT, FEAMHBENAASE : MRE#EE
REEIEE111122223333F1444455556666 A LAGRIIEMEE , CHERENMMN, BER , MREMEBREEIEE
999900009999 AT BLIFRI1FM#E , MFHNIFF I NON-COMPLIANT,

Note
MREFHERBRETESKED , NASREBELEANTEFEEREFNERIEL.

PRIRAF : S3_BUCKET_POLICY_GRANTEE_CHECK

MEERER  BEFEX

Amazon Web Services X1 : £ 2% Amazonit X

S

awsPrincipals ( 7% ) , 2&: CSV
ZHA ARN F1ZEHEA ARN EZ A ARN FIZHE A ARN EZH A ARN F1ZEHE A ARNAmazonkKF |
#1230 “iam: iam: iam: iam: iam: iam: iam: iam: iam: iam: iam: iam: iam: iam: iam: iam: iam: iam: iam: iam:
iam: iam: iam: iam: iam: iam: iam: iam: iam: iam: iam: iam

servicePrincipals ( A% ) , £ #: CSV

BREEIEANES2IRSIEK , B0 “cloudre.iams.com”,
federatedUsers ( Wik ), & CSV

Web B& B 74247 ( 6120 Amazon Cognito M SAML B 3RE% ) BES 2B &R. I “arn: arn:

arn: arn: arn: arn: arn: arn: arn: arn: arn: arn: arn: arn: arn: arn: arn: arn: arn: arn: arn: arn: arn:
ipAddresses s ( AIiE ) , KE: CSV

LUEE B8R CIDR #&3M IP sk BI& | 6120 '10.0.0.1, 192.168.1.0/24, 2001: db8:: /32's
vpclds ( A& ), KA CSV

TE#ERFIES (Amazon VPC) ID KEE BRI«

Amazon CloudFormation &4y

E 4 H Amazon CloudFormation ##x 2% Amazon Config F£&#M , {25 # A Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).
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s3-bucket-policy-not-more-FL &

REEH Amazon S3 FH MR EBTAFEREMMES Amazon S3 774 i SR BE 2 SN E 0Kk /- (814X PR o
Note

MREIRET TRNWSHE , BRI TR : controlPolicy S8V EXE Amazon S3 44 ##
KHE,

FRIRSF : S3_BUCKET_POLICY_NOT_MORE_PERMISSIVE
fRBRRE  BEER
Amazon Web Services X1 : £ FAmazonit X
S8
controlPolicy, £ #: F&F &
BN IEHY S3 FHEMAVIR LRI Amazon S3 FEERM. WWRBEHNEAKENR 1024 NEF,

Amazon CloudFormation &4y

E4#H Amazon CloudFormation ##x £ Amazon Config F£&#MN , &2 & A Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

s3.bucket-public-read-prohibited

KEER Amazon S3 FHRBRBAFARERMEE. ZANFLEHIEABHRRE, FEBREMNTE
RinEEH IR (ACL).

HHEUATHANRER , ZAMBER

« "BHIERXBHARERFLBRE , REFHBRBET AT LB RILME,
« “BHIERNBHRRERSILNE ACL , EFHRE ACL AT LHRIMIGH,
HEUTERT , ZRAUTER

o MR HILAFIFE REFRELERE , NAmazon Configitfi K2 A AL FIEEIAF, MRK
AEAEEERGE , WiZRANFTER.

o R “BRIENFIHE RETFRE L EF#TE ACL , MAmazon ConfigiE{h 178 ACL RE AT FRE
HiE. MREMEME ACL AFLAEREAME , WAMFEREM,

Note
AN TEER AR AHBRFRNBHENR. ERERENKFRINEETFIENLFHRIBR

RE , i s3.account-level-public-access-#t fls3.account-level-public-access-blocks- /& #A .
FRIRAF : S3_BUCKET_PUBLIC_READ_PROBILEDED
AL ABRRR  REFENNER
Amazon Web Services X3 : £ FAmazonit: X
S

%I
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Amazon CloudFormation & 4x

E#H Amazon CloudFormation ##x £/ Amazon Config F£&#MM , &2 A Amazon CloudFormation
EiRBIZ Amazon Config FEEHN (p. 182).

s3bucket-public-write-prohibited

KEEH Amazon S3 FHRBRBAWLEEATR. ZANRLERIEABHRRE, 7658 RKAN7E
s ERH IR (ACL).

HHEUATAANEER , ZAMBEMN

c HIEAFHAMRERHALBRE  REFRBEBTATFLEEALHE,
« “BIEXABHRNRERS DA ACL , HEFERE ACL FAWLABEATR,
EUATHERT , ZANFEMR

o MR PHIENBHF” REFRENERE , MAmazon Configiffhi R EE AT AHBEATF, MRKK
AWLXBEBEAGR , WiZANTER,

o MR “PRILNEIHR” RERRH LN BEEZMEHE ACL , MAmazon Configit & 7 # ACL REATFLAHEA
iR, MEEMEACL AFLAEBEATR , WHANFREN,

Note

SR A IHEK P R B A HHBEBRRRNESR. BERERENKSRAIEE T AAEN QB HRR

®E , HZFs3account-level-public-access-# Ms3account-level-public-access-blocks- /& Hi .
FRIRAF: S3_BUCKET_PUBLIC_WRITE_PROBILEDED
fhRERARE  BEERNES
Amazon Web Services [XiF : €& FAmazonits X
S8

T

Amazon CloudFormation 14X

E{# /A Amazon CloudFormation ##x 12 Amazon Config F£E#MN , &S5 H Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

s3-bucket-replication-enabled
K& Amazon S3 FHBRERATBEXHEH,
FRIRAF: S3_BUCKET_REPLICATION_E/E A

Al ARBRRE: BEEN

Amazon Web Services X3 : £ FAmazonit: X
S8

T
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Amazon CloudFormation & 4x

E A H Amazon CloudFormation 4R &2 Amazon Config &M , H2#F A Amazon CloudFormation
R BIZ Amazon Config FEEHN (p. 182).

s3-bucket-server-side-encryption-2 /8 f

BEEH Amazon S3 FEHEBREBE AT Amazon S3 RIAINE |, 8 E Amazon S3 FHBEHKERARIE
#iZNFput-object NEMA RS EFHMBHIEREH AES-256 HAmazon Key Management Service. 213
Amazon S3 ZEMEEIARMNE , MFN A NON_COMPLIANT,

F¥RIRAF : S3_BUCKET_SERVER_SIDE_ENCRYPTION_E B A

fhREERA  HIEER

Amazon Web Services X1 : £33 FAmazonith X

S

T

Amazon CloudFormation & 4x

E 4 H Amazon CloudFormation ##x £ Amazon Config F£&#MM , &2 & A Amazon CloudFormation
AR B2 Amazon Config FEEHN (p. 182).

s3-bucket-ssl-requests-only

¥ Z Amazon S3 FHRBEREEAEEB REALLERETE (SSL) WK, MBEEFMIEHBELST HTTP
ERETFE , WM S COMPLIANT, MRFMEMEREE LY HTTP R, M#HNJ NON_COMPLIANT,

FRIRAF : S3_BUCKET_SSL_REQUESTS_ONLY
AR ERRE  BEEX

Amazon Web Services X1 : £ & iFAmazonit X
S8

7

Amazon CloudFormation &4y

E{# A Amazon CloudFormation ##x 12 Amazon Config F£&#N , &S5 EH Amazon CloudFormation
E R B2 Amazon Config FEEHN (p. 182).

s3-bucket-versioning-enabled

KREZN S3 FHBRBTEEARAES, (L) ZANREREHNEHN S3 FHEERA T MFA Bk,
FRIRSF : S3_BUCKET_VERSIONING_E & A

iABREE  BREER

Amazon Web Services X1 : £#83z#FAmazonit X

BH
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isMfaDelete 2 /EF ( Ak ) , KH: FH=R
B2 REHN S3 FREERT MFA Bk,

Amazon CloudFormation & 4x

E{# A Amazon CloudFormation ##x #8122 Amazon Config FE&E#N , EZ 5 #H Amazon CloudFormation
R 8I2 Amazon Config FEEEMN (p. 182).

s3-default-encryption-kms

2 Amazon S3 F# 18 24 £ % AmazonKey ManagementAmazonKMS). 15 Amazon S3 12 #& &
ERAMEZ , MHN A NON_COMPLIANTAmazonKMS Z4A,

FRIRSF : S3_DEFAULT_ENCRYPTION_KMS
fRRRRER  BEENR
Amazon Web Services X3 : £ iEAmazonBRII KX ( ML ) . WABK ( AR ) KB XE
S
kmsKeyArns ( ATi& ), 28 CSV
LUE S 2 R 5 RAmazonKMS %48 ARN R iF % Amazon S3 1.

Amazon CloudFormation &4y

EfH Amazon CloudFormation 4R £/ Amazon Config &M , H2#E A Amazon CloudFormation
R 8IZ Amazon Config FEEMN (p. 182).

secretsmanager-rotation-enabled-check

wERBAmazonSecrets Manager ZA B8 ARk, A , ZANERE A IE
maximumAllowedRotationFrequency 8. MREE TS , WFHNRRNES AT
B AMERHITHR, MRBARITRIEER , WHANSN NON_COMPLIANT, MREBRMERS T
maximumAllowedRotationS 1L S ¥4,

Note
EERITEEN 4 M AERITELANFF LN ER= LR,
FRIRAF : SECRETSMANAGER_ROTATION_ENABLED_CHECK
fRBRAEE  BEER
Amazon Web Services X1 : 2 iFAmazonfRIE AKX ( FEHEL ), AKX ( AR ) KEZANXE
S8
maximumAllowedRotation$f1Z ( A& ), K& : int
RHATNRARRIFAR (ARNEA) .

Amazon CloudFormation &4k

Ef#H Amazon CloudFormation ##x £/ Amazon Config &M , &2 E# A Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).
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secretsmanager-scheduled-rotation-success-check

wERBAmazonSecrets Manager AR B IRBRIR T KA R /E30. FNIRE
NON_COMPLIANTRotationOccurringAsScheduledfalse,

Note
MNFFIRE NOT_APPLICABLE.
FRIRRF: SECRETSMANAGER_SCHEDULED_ROTATION_FX3_CHECK
fRRBRRE BEEX
Amazon Web Services X1 : 2 iFAmazonXiE , B A# X ( BEME ) . AKX ( KPR ) KR
B
7

Amazon CloudFormation & 4x

E A H Amazon CloudFormation 4R &2 Amazon Config &M , H2#F A Amazon CloudFormation
R 8I2 Amazon Config FEEEMN (p. 182).

service-vpc-endpoint-enabled

BREEATANEA Amazon VPC SIBANSHFPREBENBSHRSLHET S, MR Amazon VPC &E R iZ
BRFAIE VPC KinT =, MZMNFIRE NON_COMPLIANT,

¥RRFAF : RS _VPC_ENDPOINT_EEHA

AR BREE  EH

Amazon Web Services X1 : £ iFAmazonXig ( W A# X ( HEHE ) . LWA#X ( KB ) KigbrsA
S|

serviceName, 2£&: F&F &

BESHNEEHRIER. EX  ERNTARSBENIXRIERERIIEK , BEEA

DescribeVpcEndpointServices.

Amazon CloudFormation &4y

E{# /A Amazon CloudFormation #4x 12 Amazon Config F£EMN , &S5 EH Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

sns-encrypted-kms

& Amazon SNS topic & £ A l#Amazon Key Management Service(AmazonKMS. 215 Amazon SNS
EBAREAMZ |, MFHN A NON_COMPLIANTAmazon KMS. ¥ kmsKeyIds i ASHHREEMNE KMS
ZAR , ZH N 2 NON_COMPLIANT,

PRIR%F : SNS_ENCRYPTED _KMS
AR BEEEX

Amazon Web Services X1 : £ FAmazonXig (I AR#X ( KR ) . EA#EX ( KPR ). AKX
( KBR) .
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S8
kmsKeylds ( Ali& ), KE: CSV

LUES 2 R 5l &RAmazonKMS 248 ARN 723 B T inZAmazon SNS &,

Amazon CloudFormation & 4x

E 4 H Amazon CloudFormation ##x#|Z Amazon Config F£&#MM , &2 # A Amazon CloudFormation
ERBIZ Amazon Config FEEHN (p. 182).

ssm-document-not-public

BERBAmazonlk /7 #HKI Systems Manager XER LA FFH. MRFEENRN Selfpiant B SSM XBERLNE
#9 , MFN 5 NON_COMPLIANT,

FRIREF - SSM_DOCUMENT_NOT_PUBLIC

it R BRI . EH

Amazon Web Services X1 : £ & iFAmazonit X
S8

%

Amazon CloudFormation 14X

Z{# /A Amazon CloudFormation ##x 12 Amazon Config &M , &S5 EH Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

vpc-default-security-group-Close

KRBT Amazon EEFAE = (VPC) HBRINZSHEBTFAAFARRHIERE, MELLATEIHRIA

& , WHNFEFRE NOT_APPLICABLE, MREBRINZLAEF—NRBZPARHIGHEMAN , WIFHH
NON_COMPLIANT,

¥R%F : VPC_DEFAULT_SECURITY_GROUP_BE X

KRB BBEXR

Amazon Web Services X3 : £ZxiFAmazonTE At X ( FEIE ) KL X1

S

T

Amazon CloudFormation & 4x

EfH Amazon CloudFormation 43 £/ Amazon Config &M , iH2# A Amazon CloudFormation
R B2 Amazon Config FEEHN (p. 182).

vpc-flow-logs-enabled

RERE S NKEFHE AAmazon Virtual Private Cloud i B &,
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Amazon Config FF X A R ¥Em
£/ FEEAN

¥RRFF - VPC_FLOW_LOGS_EFH

R BREE  EH

Amazon Web Services X1 : £ &z iFAmazonBRIE A X ( FEHNE ) KBS X
S

trafficType ( Al ) , K8 F&F&H

TrafficType i B &

Amazon CloudFormation 14X

Ef#H Amazon CloudFormation ##x £/ Amazon Config &M , &2 E# A Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

vpc-sg-open-only-to-authorized-ports

REFAEIZERN 0.0.0/0 BWEARLAN TCP =X UDP 0., MEFALIZEEN 0.0.0/0 WRLHEFAN
SHAPEKERENTHEEREDO , WA A NON_COMPLIANT,

FRIRSF : VPC_SG_OPEN_ONLY_TO_AUTHORIZED_PORTS

fRBRRE  BEER

Amazon Web Services [XiF : £EfxiFAmazonBRiIE AbX ( #EME ), AKX ( ABR ) KBS X1
S

authorizedTcpPorts ( Ali% ), K& =& &

LUES 2 FE , M@ 0.0.0.0/0 FFHK TCP i OMFIR, BUENILESSERE |, fl0 : “443,1020-1025",
authorizedUdpPorts ( A% ), K8 =&

LUEB %8 , [ 0.0.0.0/0 FFAKEY UDP s O MR, LUERILE YSER |, #l0 : “500,1020-1025,

Amazon CloudFormation & 4x

E4#H Amazon CloudFormation ##x£|Z Amazon Config F£&#MM , &2 & A Amazon CloudFormation
R B2 Amazon Config FEEMN (p. 182).

£ Amazon Config £ & #H N

EE LUE Amazon Web Services Management Console, Amazon CLI 2% Amazon Config API % & FBUE
Amazon FEEHN,

’EMNBUE Amazon IEEMAN ( #4158 )

1. & %% Amazon Web Services Management Console , /5833 LA T M1t FTF Amazon Config 24
A : hitps://console.aws.amazon.com/config/.

2. £ Amazon Web Services Management Console3 % t | I&iF Kk 228 2 HFi& B T # Amazon
Config I M X1gi, BXxZHXEHIIR , H5SHAmazon ConfigX i3 #1447 7 = A #Amazon Web
Services — kS #.

3. EEMSMERED , &HF Rules,
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https://console.amazonaws.cn/config/
https://docs.amazonaws.cn/general/latest/gr/rande.html#awsconfig_region

Amazon Config FF X A R ¥Em
1 F 22 £ E#M N Amazon CloudFormationt& 4k

1 Rules T , 3% Add rule.

£ Rules WH L , AT THRE

- EERFETPEA , UERANEH, BRMREHRIELER, fl, A EC2 ARE{FE EC2 BIR
EAHPHN , REEA periodic TIREEH LA KM,

o EERELERAEFT T —TAN, SERMAMNFRIZH New.

ERENRHMM,

£ Configure rule WH , B ERATZERREEAN

3 F Name , B A —NHE—HH N B 5o

MEANWALZERRBEIFEREEFRN T , BETIHET 2 —F LG58 E AMAmazon Configid A

Lambda BK¥K :

. Lﬁ;‘ﬁi— Resources (BRIR) EIE, EXSIMREEERFRER ( REBEAMRRF ) TERATR
B,

+ ¥3¥— Resources (F5¥) B2, ERRPIBRIT SR ERSHRIRN,

. FFAEER— YFERICFEMNIRAmMazon ConfigB B2, =Mk,

c. WMEMANMALBREHGFEERP , FBEEFrequency A HAmazon Configi Al Lambda B3
MREEHMME Rule parameters A TESH , MEATUBELRENENE, SHEEHRR
ABFEANMHAEENE M.

%1% Save (RTF ) o EWFHANFEERE Rules TEHH,

SAMERFERITE... EEAmazon ConfigBREMMMBITELER, XTERWLEFE/L2HEER
To B ERRIFZHEN SR

MRMANHEHBOEEREZ1T , BIEELTE Compliance FEEUT—HRE :

+ No results reported (FRIREEMLER) - Amazon Config £33 H N iFE T B ER. ANFERTHE
B NH Amazon 3R , EEMNEREHER , RETEANCHIBR. EREUFELR , FEHAN, &
WHESEE g &% #F Re-evaluate,

MERVNFRETFGELER , ZEHETeEES I,

+ No resources in scope (3t B #;% & IR) - Amazon Config 7o BB#H N Sk 14 12 A Amazon
BR, AN EARFEHRFREANSCERN. EREUIGEER , EREAVNAEXHTE , HEHR
Amazon Configff it RiEBIT.

+ Evaluations failed (iFfA kM) - EXTHEEBERNBENEE , BERBANZHUITHFEFAEER
EHAEEHRERS,

BOE Amazon FEEM N (Amazon CLI)

£ put-config-rule e,
BE Amazon FEEFLN (API)

{E APutConfigRuleaction.

£ Amazon CloudFormation # R #13 Amazon

Config FEEFNI

X F 3 FH Amazon Config JEEHN , LA LAEA Amazon CloudFormation 4Rk 1 Ik = G122 F NI K EFH I
& Amazon CloudFormation ##%, #XEBEN BN B TEENEHTNHEXERNES. EEAERBMH
AT, FREBIE Amazon Config FEEMM, HEARNAIZEMN , MAIZEE A Amazon &R,
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https://docs.amazonaws.cn/cli/latest/reference/configservice/put-config-rule.html
https://docs.amazonaws.cn/config/latest/APIReference/API_PutConfigRule.html

Amazon Config FF X A R ¥Em
BESH

Note

HEEH Amazon Config FEEMMES , FE N HRMELAKRENER. EARANRFRZERFTHER
B TRZERHFE LEZFEH S3 FHER.

B xF K E %5 EAmazon CloudFormationt&ix , &8 A JAmazon CloudFormation® #JAmazon
CloudFormation A PP #5F.

79 Amazon Config ¥ E# N3 37 Amazon CloudFormation 4%

. ¥Z CloudFormation 2| & H Sl ik,
2. 3F Specify template ({8 EER) :
- MREE TEHENR , B Upload a template file (EEEMRIUY) , RFEER Choose file (I3 H)
B AR,

o & A LLEFEAmazon S3 URL , REMAENR URLhttp://s3.amazonaws.com/aws-
configservice-us-east-1/cloudformation-templates-for-managed-
rules/THE _RULE_IDENTIFIER.template.

Note

FMFRIRFR1Z A ALL_CAPS_WITH_THITH_THINTILES 4

0 , CLOG_GROUP_GROUP_ENCRYD MFf =Y%M AXA N,

FFELERAN , MUFRRFERANBZHTE. EREREAANIRRET, G, ZRHEH ssh 9
FNFRIRZFZ INCOMINING_SSH_DISABLE,

3. EBNext(TF—%F),

4. 3F Specify stack details (5 EHRIFMEL) , BAMK B H 5 A Amazon Config MK SE
B, #ltn , WREFEARZ DESIRED INSTANCE TYPE FEEMMNIELNR , M AT LS ESSHIZER | 4
n“m4.large”s

5. ﬁ#¥ NeXt ( —F_ZE ) o

6. XIF Options , BAIBIERLREEH MBS RIET, XEBREFTELEN,

7. EENext(T—%),

8. XITF Review , Wik, SHAHAEMIEER,

9. &#* Create (8128), FHE/LDEAGIEMK, EATLUE Amazon Config #4|AhEEGIZEMNIN,

B LAE MR Amazon Config JTEE AN BIE LN R B EFEN K PV EHER, MREHBRMER |
S BR M Z R BRI BN, BXREZER |, HSH . FAHEPHAmazon CloudFormationf 18
.

Amazon Config BE M H N

EBALAEAGuard BE MRS LambdaZhBETF & B E R BE AN 2% B E X Lambda #I HFH R0 2
Amazon Config.

Guard & policy-as-code A& 4mE H LT 75 R B 1T HY R AL HY1E S Amazon Config B E RSN,
F Guard H#EHH N T L MAmazon Configf F#2 | & Amazon Configfillll APl, Amazon Config B & X
SREEH N £ B Al Amazon Config B E XN , TEMEFA Java R Python RFF & Lambda HEREEH
EXHM, Amazon ConfigHE N KBEANZESEREERSN, BHX Guard WEZEE. |, HS#Data
GitHub 121 FE.

HENX Lambda #N R EIRE T FE A Java T Python HAmazon ConfigEHE X #M, —Lambda B2
R L2 B B E LR FBAmazon Lambda , HEHREAFARECHNESHER. WE Lambda EESAmazon
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/GettingStarted.html
https://console.amazonaws.cn/cloudformation
https://console.amazonaws.cn/config
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/stacks.html
https://github.com/aws-cloudformation/cloudformation-guard
https://github.com/aws-cloudformation/cloudformation-guard

Amazon Config FF X A R ¥Em
B2 B E SR REHLN

Config#lll , Amazon ConfigfE AN EFAAE,. 25 , Lambda RBA T AR AENEEEE. Amazon
Config , AFRETEE R, HX Lambda BB ESER , BSRINER S 4KFE P B Amazon Lambda
FEARERE.

ES1}

+ |2 Amazon Config B E X KEEHMM (p. 184)
+ flZAmazon Config B E X Lambda #M (p. 185)

£ 2Z Amazon Config B & X 5K B&H N

#RAT LA 8 Amazon Config3R B89 B E L E MM N Amazon Web Services Management Console, Amazon
CLI , s&Amazon ConfigAPl, BXMAEM Guard REMANNESZEER , HSHEE Guard FLNFH
Amazon CloudFormationGuard AP {Ef. BXAZXHABRAEXNESER , ST AEAmazon
Config Al LAiE{E |, HSH & REE i Amazon Config @R GitHub & .

B2 Amazon Config B E X KEEHN ( #=HA )

1.

o 0 bk w

ZF 2| Amazon Web Services Management Console , #A/53&i3 LA~ Mk $TF Amazon Config ## &)
A : https://console.aws.amazon.com/config/.

T£EAmazon Web Services Management Console3 % + | 1iF X5 %F 8RB RE N Amazon X iFH
XigAmazon Configfillll, BXEZFHHNXEFIFK , S FAmazon ConfigXiZf L& i% T = # #YAmazon
Web Services — 22 .

EEMSMBEED |, £ Rules,

£ Rules TUH , #%# Add rule.

EEEENEEANEMTE L | EEER Guard SIZBEXLHAN.
EEHENREEANTEHL , BERATSRRAUEAN

a0 oo

EATHANEH , BAKE—HHAN B,
SERTHSE , EATNAEHA,
B FGuard iZ1THTMRAH |, FRHVIERZ TR RS Amazon Config B E X REEHN

ERATAMNAS , BAILMERAMNAE Guard Custom FHIEX T, Ax Guard BE N KA EHEM
EEMNE ZER |, E5HAmazon CloudFormationGuard 2.0 HiZ{EE X EZ TR GitHub 174 %,

TR REIERHFEIEE X : Amazon Confight B 7E X R BEHL N AR A Amazon Configit E#
M dynamodb-pitr-enabled (p. 139)

# This rule checks if point in time recovery (PITR) is enabled on active Amazon
DynamoDB tables
let status = ['ACTIVE']

rule tableisactive when

resourceType == "AWS::DynamoDB::Table" {
configuration.tableStatus == %status
}
rule checkcompliance when
resourceType == "AWS::DynamoDB::Table"
tableisactive {
let pitr =
supplementaryConfiguration.ContinuousBackupsDescription.pointInTimeRecoveryDescript
%pitr == "ENABLED"

}

ion.pointIn

ERTAAES. Amazon Config B E X SR BEHL N B &L B & 2. BLIE BURF 4 ST 12,
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https://docs.amazonaws.cn/lambda/latest/dg/intro-core-components.html
https://docs.amazonaws.cn/cfn-guard/latest/ug/writing-rules.html
https://github.com/awslabs/aws-config-resource-schema/tree/master/config/properties/resource-types
https://console.amazonaws.cn/config/
https://docs.amazonaws.cn/general/latest/gr/awsconfig.html
https://github.com/aws-cloudformation/cloudformation-guard/tree/main/guard
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#1285 E X Lambda #N)

BEUT®Tz— : EHER :

+ #F— Resource (BR) EA|E. FEUIMBREEER TR ( SRR RA ) TEMHER
At

o FR¥E— Tags (IF¥) ERIE, FARIMPBRIERERSHRIR,

. MIEEH— YERICFKHETRAmazon Config B 812, T =Mk,

f. MEREHANSESH , FEANSHER S EAUABELRENENE, SBREENRRIFTEN
M BREZNEME,

7. RBEANG  EBT % TE#EENTZACIERE , &0 ERH A EIAmazonaccount.
8. YMRERHMNMTES , EFHMBLMN.

Bl Amazon Config B E X KEEH N (Amazon CLI )
fEf put-config-rule B3,

XEXIHE : owner FERMIZECUSTOM_POLICY. A THiMFERRSEFE. Amazon Config B E L KEEMN
n -

+ Runtime: ¥REVIZITAS R B Amazon Config B E X R BEHIN

 PolicyText : BEEMIBEN KM E L Amazon Config B E X KA N

 EnableDebugLogDelivery : T R{RHE A AR B HIZRM AR FKiEXAmazon Config B E LK EEM
mljo Eiﬁiﬁﬂg falseo

f]ZAmazon Config B E X KB (API)
{# APutConfigRuleaction.

XEXIFHE : owner FER N ZRCUSTOM_POLICY. A TFHMFERESEFE, Amazon ConfigBE L RKEEH
n -

+ Runtime: YREVIEITAS R BiAmazon Config B E X R EEHIN
*+ PolicyText : EMIRIZHEH KM Amazon Config B E SLREEHM

+ EnableDebugLogDelivery : AT RRHIE A FR B FEIZRMN MR FXIERAmazon Config B E UKEEH
)n\IJo ﬁiﬁi{aﬂg falseo

£]22Amazon Config B € X Lambda F NI

B LURE B E R H 45 H R 1 Z Amazon ConfigflAmazon Lambdai$i, &I LUFEMNEE AN 5—
N Lambda H#XE , EFEEATIHEEHNAMazonEREFSZAN, FUHEBSENANKEKE | &R

NaERRRENEEESMBAZER. AF , ZEHTHEENTREEFELOAN , HHIEERLR

3% Amazon Config.

PR RHIEE X Lambda #0 ( Amazon EC2 =4l ) (p. 186)I8 S BRER BRI B E X Lambda # N ,
ZHN PGB EN EC2 ZHIREB N t2.micro KHE, HAFEWLURMEN KRB Lambda EEAmazon
Lambdai& B &R, N REIEE XL Lambda BN ( —#% Rl ) (p. 188)1R# T 8IE B E X Lambda N
_EQ/%{&UO

ET R EAmazon Lambdaf M TERBE LR AR E L EE , ESHAmazon LambdaFf & A & 15
.

E i
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https://docs.amazonaws.cn/cli/latest/reference/configservice/put-config-rule.html
https://docs.amazonaws.cn/config/latest/APIReference/API_PutConfigRule.html
https://docs.amazonaws.cn/lambda/latest/dg/
https://docs.amazonaws.cn/lambda/latest/dg/

Amazon Config FF X A R ¥Em
#1285 E X Lambda #N)

« BENX Lambda #N ( Amazon EC2 7=l ) (p. 186)
« BENX Lambda N ( —#&=H1) (p. 188)
« 4% Amazon Config MK Amazon Lambda B A= 4R 4 (p. 191)

BE X Lambda # ( Amazon EC2 Rl )

IR RFIESEEHAEEEN Lambda MWK | ZHNIFEEHEN EC2 EHIRE R t2.micro 3£

#, Amazon ConfigfFt X It MNZTE FEHMITME , XERE ©FEAR EZRH EFIE EAmazon

Configh& U=l h BB E ko Amazon Configf t2.micro KFIFRIEAEM , FIEHMXFIHITIEANTE
o BMMIRANE R Amazon Config #2H1& F,

RRIEX —BFHRERR , B8 Amazon IKF RiZEE —MNEHZ/ EC2 £6l, BHXRFlPNEBEEDL—
AN t2.micro S5 A H A 2K B A9 24,

EERHAN | LB E Amazon Lambda 2 & BE X —MNEE R BIZE — Amazon Lambda B
RE , BRESEIEBE N Lambda MM Amazon Config , &R RN 5B R B

£33
« NEENX Config #M4IZ Amazon Lambda EI%k (p. 186)
« BIEBEEX Lambda MM ITfE Amazon EC2 34 (p. 187)

I BE X Config MM BIE Amazon Lambda BE%X

1. &%ZE Amazon Web Services Management Console , fA/53&3d LA T Mk TF Amazon Lambda 2 %]
& : https://console.aws.amazon.com/lambda/,

2. 7 Amazon Web Services Management Console3£# | i Xig%kR 852 /& B N X #F Amazon
Config MK X, BEXxZFHXEHHFIER , FSEAmazon ConfigX 2 #1448 %75 = # #Amazon Web
Services — kS #.

3. fEAmazon Lambdai£iZ#Z#l&, 81 Lambda K.

4. 1% Use a blueprint (ERAER), ERERES , BAMEREEANER. EHEERPEFERFIZRE
E.

5. £ Configure triggers TUE Lt , #%$% Next,
6. EEAFENEL, TRATHER

FNFEHEN , FEA InstanceTypeCheck,
BERTHITASG , EEMNEIEH A EAmazonPolicy templates.
%t F Runtime , &R & Node.js.
& FRole name (BBEM) , BABM,
3&F FPolicy templates , i%&#ZAmazon Config#l X FR.
EAFLambda EHRBEEY , REMBENRBL. KBEEEFTEHTEHEEN Node js
KRB, EEXEFH , BEEEXNRB,
g. RWiFFMEERHRFEERKE. Amazon Lambda 254 & 5 RIEHEE,
7. ERITEHNERESRELR , BEIUTSRHATUR -

HEENHMNTEAEEPERERERARER , BENRSH.

FER TR , E#EEAmazon Confighi B3 B iE 4.

¥ F Name (B#) , BABM.

1M Amazon LambdafE A RHIEHRNZ SR WNRENRBIZTHIZEST , Execution
result TREINESTHRLUNEREER

~0o o0 oo

a0 oo

{
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https://console.amazonaws.cn/lambda/
https://docs.amazonaws.cn/general/latest/gr/rande.html#awsconfig_region

Amazon Config FF X A R ¥Em

B2 B E X Lambda
"errorType": "InvalidResultTokenException,"
"errorMessage": "Result Token provided is invalid",

MWATAE A InvalidResultTokenException , RN HEWHHBM WEIE RS EAmazon
Config B , ©EFBERINETT. RS ELRS] Amazon Config MU A 5| IFEHNEL | H TG
SHRMEREK, X—FERRENEHEZFLERRIEE Amazon Config FIEMNNER, &N , FiH
LA TEEIRBEE - not authorized to perform: config:PutEvaluations. IR KEIX—
BiR BEFEPRARBNAG , MEAFconfig: PutEvaluationsi®fE , RAEEXMIRAEHN
@ﬁo

222 B X Lambda # | LLi¥E4E Amazon EC2 =41

B AT Mk FTF Amazon Config #2#l& : hitps://console.aws.amazon.com/config/e

2. f£Amazon Web Services Management Console3R &8/ | Iif Xk RS F N X ER SE6IE
Amazon Lambdai& i F B E X Lambda I # B .

3. 7 Rules 1M , %&# Add rule,
4., FEFEENEEANKEREZERTR , SRR ELHAN.
5. 7 Configurerule W , TRATHR :

MNFEM , BA InstanceTypesAreT2micro,
. WFH#ER , A Evaluates whether EC2 instances are the t2.micro typeo
c. EATAmazon LambdaBE# ARN , 5§ ARNAmazon Lambda# B4 RAY B EK

Note

BEKRSEDIETEN ARN TEESE $LATEST FREIF. BRIEEMN ARN T LA TH A R4 R
EiF , LA TF AR $LATEST ZHEMPRER . Amazon Lambda iR EARA =&
EE , HAEBNREEH2EH — N EREFN ARN. Amazon Lambda 33 & & iR A< A
$LATEST PREIA.

ERATAASRRE  EEEEXEFERA.

31 F Scope of changes , #&%£$® Resources.

ERTHRR , %£FAmazonEC2 EHIKE WRRERTHNIIR,

ESEHE O |, BATIEELHAN S EAmazon LambdaB BT A HIREBFIENE. XEFHHE
AW desiredInstanceType S,

@ ~ 0o o

FF Key (88) , A desiredInstanceType., X T Value , B A t2.micro.

6. EENext( T—%). EEEENTFRMUBRRE , RIEZHANNFAESE , REIEZHFMANE
. BHFAN L RERuUleTT.

ERMFERITM.... EEAmazon ConfigiEl>k B £ 1T &4 EAmazon Lambdafunction. 205 #10F0
HBURTBET , RTERWLCEANENLSHEE R, H10 , 2 noncompliant resource(s) & R X ~EH
KHIFEFHANTRE t2.micro E4l , Compliant &R KR RFIEEHIR t2.micro EHl, BT LAERRIFIR
HEHRER,

MEANHEHBORBRTAMET | BAIBEARTE Compliance FEE AT —THR :

+ No results reported (KRIREIEML R) - Amazon Config £ 3TN P T IEHFR. AT ERTFHSE
EAH Amazon BIF , EENRFREHER , RETFERUNCHER. ERBTEHLR , BEFHAMN, &
S EBE S E%F Re-evaluate,

HIFSEE R A 2EAmazonEC2 E£HIH TER , REER.

+ No resources in scope (3t B #;% F & IR) - Amazon Config 753X BR# N K14 B2 %A Amazon &
R, EAEHEAERBFERANTEN. ERMTEHLER , BREANH EIELTE IR NER
Amazon ConfigfE A& B[R ER.
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https://console.amazonaws.cn/config/

Amazon Config FF X A R ¥Em
#1285 E X Lambda #N)

EREWIA Amazon Config & 185 EC2 X6,

+ Evaluations failed (iFfl k) - X AR EEERBENEL , BEEAMNBHUITTERAFEER
HHAEFHIRHER.

ﬁﬂ%"‘E’J%‘MUIE FE17H# B Amazon Config 24t 7 iR |, AL T WP A4S0 T AN & MAEIR
Do BAILLT HPLAFFEM (MRE) RERA. ﬁ%E%{_é‘ ESHEBRESHM (p. 63).

B X Lambda # ( —#&=HI )

SERATIRUGIZEBE X Lambda N, E4IEBE Y Lambda #N , & & 5Ll Amazon Lambda
HE, HPEEZANNITGEE, AR , BN ZEKSEELENBE X Lambda MN<Bk, Amazon
Config.

Important

fER RFH B ER £ B Amazon Configil i Lambda EEMIAR , RATEZIBIUVEEE T RFREN
FHEFBRE| Lambda Bi5[E sourceARNH/H sourceAccount IdEFAAERF. BXREZELR
B L2 HEXEAMazon LambdaE F &R (p. 190).

EE3
« AWEENX Config MM 4IE Amazon Lambda BIER (p. 188)
« 1£ Amazon Config 82 B E AN (p. 189)
¢ W&Z2BEFXEAmMazon LambdaE F &R (p. 190)
o WAHEABIRFER (p. 191)

N BE M Config MM EIE Amazon Lambda %X

— MNLambda B ER AT B E LR BAmazon Lambda , # BEHEHRAFTACHNEFRR. WR
Lambda E# & Config MM><Bk , Amazon ConfngT:EﬁEZiiW'JH'J‘ﬂFﬁ E. A5 , Lambda REUF I EEA
HEHEES S . Amazon Config , RERETEER, H% Lambda BB EZES , BRI EEFEMR
S f9Amazon Lambda¥F & A B 5.

& SAfE A XY 4R 21E B Amazon Lambda s BE X Lambda #0813 Lambda ¥, HE{LIX—FSF ,
& LA B E X Amazon Lambdals B 5 & & £ | Amazon ConfigRule GitHub Zf# .

Amazon Lambda EE

Amazon Lambda #2#| & AR REIRBHER , ZATNETFMECHITEEERNEH#TAENL, =
EoIZRME , B ERATER— :

o AR B EM N E R— LA R R Amazon R REL B E X,
- BREAN-BHM— RREERMME (FlW, 824 M) f1R,

Amazon ConfigRule GitHub iR E

B E X Lambda M RBIBE B AT F6EE GltHub BE-METRENRBREENRAZRS. ROIHKA
Amazon ¥} XFF &K MR, WREFEH /TPJ"JFE% BRI LN ERBEHRFH Amazon Lambda BB H., B
EEFH®E , FiHE https://github.com/awslabs/aws-config-rules/o

FIEH B E AN 612 R K

1. %&3%E Amazon Web Services Management Console , fA/F&E AT Mt FF Amazon Lambda 32|
A : hitps://console.aws.amazon.com/lambdal/s
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https://docs.amazonaws.cn/lambda/latest/dg/intro-core-components.html
https://docs.amazonaws.cn/lambda/latest/dg/intro-core-components.html
https://github.com/awslabs/aws-config-rules/
https://console.amazonaws.cn/lambda/

Amazon Config FF X A R ¥Em
#1285 E X Lambda #N)

&

© ® N oo

10.
11.
12.
13.

1£ Amazon Web Services Management Console3g# | I&iF Xig £ R 25 2 HFi& B I Amazon
Config MU XiE, BXxTEFEXBHFIR , TS HAmazon ConfigX i F 44 % 75 = B9 Amazon Web
Services — k5 #.

i%£$% Create a Lambda function (812 Lambda B %)),

EEHENFERERREL , B LA NAmazon ConfigiflMERE R , RELTUBELERAFERAE
E 4k R ERT .

£ Configure triggers TNHE £ , 1£# Next,

EERENELREENEL , BA-NEHAER,

3 F Runtime , BEFEEREERBNEANRREES.

3F Code entry type , FEBRERFNEXEXE, MEALREEFEHER , BREMEENNE,

RBEENRBRERBEERNGEZRACHND, IRCEEERER , RLARBNBHABREES
‘it BETUEELRE  UEEISEACHWITHEER, = Amazon Config 1§ GBS , B
KRBT CRENSHHE

« X FETF config-rule-change-triggered RN B HEEE RNALKEE , EHHERERN
Amazon BFEME BB R KB BT K.

« X FET config-rule-periodic BRI K , RIRREEFNMBAROEE , SHBIER -1 JSON
MR, BEEXTEMEFENER.

o WFXPMIHEREL , Amazon Config £4£i% JSON XM S, EEDBIEEHE N Lambda
ANET , EALAE AR BN NS, Amazon Config.

« X Amazon Config ZE A AZH BT X AN B4 REl , ESH Amazon Config ALK R HIE
# (p. 202).

EATHITAS® , EEMEIEH A EAmazonPolicy templates.
%t F Role name , EH A B o

& A FPolicy templates , #%$ZAmazonConfig rules X FR.
KRIFFAEEHERBRE.

£ Amazon Config 812 B E AN
{# FAmazon Configi§ 812 B E X Lambda MM FFH E Lambda BI<Ek,
BB ENXHAN

IR L

B3 LT Mk 3T FF Amazon Config #2#|& : hitps://console.aws.amazon.com/config/e

f£Amazon Web Services Management Console¥# 1 | RiIFKIiEREFHXEERSEEIE
Amazon Lambdai& i F B E X Lambda ##Y B

£ Rules TUH , #%# Add rule.

EF#ENEEANRETRE , ERZEEHAN.

& Configure rule WHE , A — N B MHMEIR,

i& i FAmazon LambdaBE# ARNY F , 8 ARNAmazon Lambda% Bt 45 ¥R HY B o

Note

BENRSBEDIEEN ARN TREAE $LATEST FREI, BIEEMN ARN AT A THERARE
A, LA AR $LATEST Z WA ER. Amazon Lambda XIFEMMAI=&IThEE | 3
RNEMRAEE D B — PN ERERN ARN. Amazon Lambda X SH#TARAEH $LATEST RE
1o

Xt F Trigger type , EERE T HI —NHRFHNIEIN :
« BiE® tk-Amazon Config7E4& M FfE & & ek it 8 A Lambda B %K.

189


https://docs.amazonaws.cn/general/latest/gr/rande.html#awsconfig_region
https://console.amazonaws.cn/config/

Amazon Config FF X A R ¥Em
#1285 E X Lambda #N)

10.
1.

« EHi-Amazon ConfigiZ BEUER IR ( 0 , 8 24 /Mt ) BAEK Lambda #.

MRAN ALK BFRBIFEHBEEI T , IB8E T HET 2 —F 038 B ABAmazon Configifi A
Lambda BH¥K :

« TR H— A2 RAEIEHRAmazon Config B 8I12, FE MR,

+ B®JF— Resource KR MFRIASRF) CH A ERBE I, FoEm R,

- RE— EUE. EXREMBREEEERSH AR IR

RN G A% 2R B IFEERF |, FEEFrequency A BBAmazon Configi§ Fl Lambda B %

ESEHE DS, BETMAHANSEAMazon Lambdafk T4 HIREFTEME,

HEENext ( T—% ). EFHENTFXINUERE , RIEEXZNANWFAGTE , REEFRmMAL
B BRI E RERUleR.

ERMFEREEITM...EE|Amazon ConfigiElii>k B #9145 R Amazon Lambdafunction. 21 R#10
MEBRTHEZT , FRLENENIHEER. BAAERARMIRAENER,

MRMN K HBUE RN Z1T , BATEELTE Compliance FEEUT—HRE :

+ No results reported (FRIREEMLR) - Amazon Config 33 HNFE T B ER. ANFERFHSE
B NH Amazon B , EENEREHER , RETEANEHIBR, EREUFELR , FEHAN, &
WH B E 5 & %F Re-evaluate,

MREANFRETEER , ZHETERLHI,

+ No resources in scope (32 B #&E&IR) - Amazon Config 7o B #H N SKiF(4 B8 FH Amazon &
B, EAEHNEMAERBTERNBE N, & LEERHL R RAmazon Configid RIXER.

« Evaluations failed ((FEfE &) - EX A BB BBECNTNEER , FEEANBHRIUITHEEMEER
HHEREHRER

Note

L& FlAmazon ConfigConsole (12#1&) , RAFEHI N EMEBE L NER. WR Lambda FH
Amazon CLI , fREE 4 Amazon ConfigL,ambda flaws lambda add-permission@i®. AX
EZER  BBH . X FRAETERNERAMazon Lambda ( Lambda E# 5 ) FREYAmMazon
LambdaFf & A R ER.

14 F 2 B1Amazon Configi | Lambda BEMIIXIR , TS T 25 L& HEREAmazon
LambdaZ T & IRAIKEE (p. 190).

&L BESSEBAmazon LambdaE T & BH KBS

FERRERESE , NEENENRSEAEZH (SPN) BFHANRIEA Lambda EEK , ZATEZIBIUE
EET Lambda BRI KIEFR&IH B sourceARNM/HsourceAccount IAEFAERP,

XL XiHA : sourceARNARN 2Amazon Configii i Lambda BEREREIF N,

XEXIHAE : sourceAccountId2EIEZMANKAF MK, 1D

EET Lambda %R 1Y SR B o PR &1 5 A1 X PR 45 BY T #8R Amazon Lambda{X X R TR HARY A P F37 £ 15 @) I8/
B

ERMETF SPN R R , BEEMFALLT CLI

aws lambda add-permission --function-name rule lambda function name --action
lambda:InvokeFunction --statement-id config --principal config.amazonaws.com

10 SourceAccountld & F R
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ERIEAN 28I , AR MsourceAccountIdEHA LT CLI HEE T & IR K BE IR

aws lambda add-permission --function-name rule lambda function name --action
lambda:InvokeFunction --statement-id config --principal config.amazonaws.com --source-
account your account ID

NI & SourceArn F SourceAccountld EF X PR

BIEMNE , BRI LR MsourceARNEA LT CLI BFETRRARBEHNR, XXAFESERN ARN
A Lambda B#},

aws lambda add-permission --function-name rule lambda function name --action
lambda:InvokeFunction --statement-id config --principal config.amazonaws.com --source-
account your account ID --source-arn ARN of the created config rule

TG B 7R

B LABIE B E X Lambda MNRE N FIE R RFEEEZ1TIE(E. Amazon Config. MR EiFE AT RIFESE
HWEHMYE , X&BRAEHA : Amazon ConfigH 8% H 18 %, BXRETLER B E X Lambda FNFEH H it
BEBEEBEMNIIER | FSHAmazonBREHSZE.

Note

H)zkAmazon CloudFormation (A F#Em) AREEEHIERM , EEFAATFEFCIEBEN
Lambda MK EREE, Amazon Config.Amazon Config E iR A REH T 1,

i

1. BAEPEIK M Amazon S3 Glacier fREEE. B 8IK123% Amazon S3 Glacier X # & % R Amazon
Config.

{ReIZAmazon LambdaB$k , LUF(LER Amazon S3 Glacier X4 ERBFAEHNIKFAER,

ERIR T B AN BEEN Lambda HNiE(E K- FE RS 2 BELEREIAmazon LambdasE A T #1089 B K.
Amazon Configf§i8 A &1 Lambda B , ARRBENHNIT(E Amazon S3 Glacier X #EE.
Amazon Config JREIFE4E R | WA LUEFENMAN PN EAMLER,

o & wN

Note

B LAEE Amazon Config BT EI& AR EEFHAE S , F7E Amazon Config XM ERH
Amazon Config #H|AFERER. MREHEE Amazon Config LB ZTEERIEE |, NFHFME
TRHERFHEENIER. BXREZELR , BSAXENEREE (p. 7).

£+ Amazon Config #M# Amazon Lambda B F1Z= 4 R4l

HMNBEN Lambda M E S Lambda XBkIhEE , HPIEMNITEBENBENLRB, K% Config M
A9 A& BFEt (BlEn , ZAmazon Configle MEIEEE X ) , Amazon ConfigiEld & — MK AM N EY
Lambda BB EH , ER2—1 JSON WK , ATFEMERBITEMNE B HIE.

BXREBMEHNESEER , 5 HAmazon LambdaiE S # I 8E M =45 F B9 Amazon LambdaFF & A &
EmE.
£

« AT Amazon Config Ml (Node.js) #9 =il Amazon Lambda B%K (p. 192)

 RHlAmazon Lambdaf F# B % Amazon Configilll] (Python) (p. 197)
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 Amazon Config MUK RBIEH (p. 202)

T Amazon Config #1I (Node.js) B9 R4 Amazon Lambda B %k

Amazon Lambda FHITEHRIEEI B Amazon RS X MNEH. HEEAmazon ConfigB E X Lambda
N B & A W EHAmazon Config , AR ZEBER©MNEHEKREIRE MAmazon Config A T 144 MY
HEMMR APl, AT Config UM EBHNZEARSRERTHITIGRAREESAMAESEHMAEME
ZENEA

BxBEBARANEEAmazon Lambdafk#l , FS R EHEEE A Amazon LambdaF % A R IEF.
B

o P4l B & B AR R B RY R BIB B (p. 192)
o ERITAEET Y RBIBEEL (p. 195)

Tl B (B BE cl AR A Y TR B B
Amazon Config M EBEXANEEAN A FRREREELN , 2PRAERBRAHNT,

R &M Amazon Config 24 & I 2 S LU REIF B BB AN |, EIE#E Configuration

changes (BEEEX) fENALRBRXKE, MREMEA Amazon Config APl 2% Amazon CLI 6

AN, EFF MessageType BMIREN configurationItemChangeNotification
OversizedConfigurationItemChangeNotification. X% & AJEEAMMNFESEIX Amazon Config
EREENRARERS B0 AE BB A

RGBT RAREXRFERCE ERER AWS: :EC2: : Instance, LtHNITE Amazon Config &£ &K
B2 (B T = 3 K B £ T3 R B AR

'use strict';
const aws = require('aws-sdk');

const config = new aws.ConfigService();

// Helper function used to validate input
function checkDefined(reference, referenceName) {
if (!reference) {
throw new Error( Error: ${referenceName} is not defined”);
}
return reference;

}

// Check whether the message type is OversizedConfigurationItemChangeNotification,
function isOverSizedChangeNotification(messageType) {

checkDefined(messageType, 'messageType');

return messageType === 'OversizedConfigurationItemChangeNotification';

}

// Get the configurationItem for the resource using the getResourceConfigHistory API.
function getConfiguration(resourceType, resourceld, configurationCaptureTime, callback) {
config.getResourceConfigHistory({ resourceType, resourceld, laterTime: new

Date(configurationCaptureTime), limit: 1 }, (err, data) => {

if (err) {

callback(err, null);

}

const configurationItem = data.configurationItems[0];

callback(null, configurationItem);

)i
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// Convert the oversized configuration item from the API model to the original invocation
model.
function convertApiConfiguration(apiConfiguration) {
apiConfiguration.awsAccountId = apiConfiguration.accountId;
apiConfiguration.ARN = apiConfiguration.arn;
apiConfiguration.configurationStateMd5Hash = apiConfiguration.configurationItemMD5Hash;
apiConfiguration.configurationItemVersion = apiConfiguration.version;
apiConfiguration.configuration = JSON.parse(apiConfiguration.configuration);
if ({}.hasOwnProperty.call(apiConfiguration, 'relationships')) {
for (let i = 0; i < apiConfiguration.relationships.length; i++) {
apiConfiguration.relationships[i].name =
apiConfiguration.relationships[i].relationshipName;
}
}

return apiConfiguration;

// Based on the message type, get the configuration item either from the configurationItem
object in the invoking event or with the getResourceConfigHistory API in the
getConfiguration function.

function getConfigurationItem(invokingEvent, callback) {

checkDefined(invokingEvent, 'invokingEvent');
if (isOverSizedChangeNotification(invokingEvent.messageType)) {
const configurationItemSummary =
checkDefined(invokingEvent.configurationItemSummary, 'configurationItemSummary');
getConfiguration(configurationItemSummary.resourceType,
configurationItemSummary.resourceld,
configurationItemSummary.configurationItemCaptureTime, (err, apiConfigurationItem) => {
if (err) {
callback(err);
}
const configurationItem = convertApiConfiguration(apiConfigurationItem);
callback(null, configurationItem);
i
} else {
checkDefined(invokingEvent.configurationItem, 'configurationItem');
callback(null, invokingEvent.configurationItem);

// Check whether the resource has been deleted. If the resource was deleted, then the
evaluation returns not applicable.
function isApplicable(configurationItem, event) {

checkDefined(configurationItem, 'configurationItem');

checkDefined(event, 'event');

const status = configurationItem.configurationItemStatus;

const eventLeftScope = event.eventLeftScope;

return (status === 'OK' || status === 'ResourceDiscovered') && eventLeftScope ===
false;

}

// In this example, the resource is compliant if it is an instance and its type matches the

type specified as the desired type.

// If the resource is not an instance, then this resource is not applicable.

function evaluateChangeNotificationCompliance(configurationItem, ruleParameters) {
checkDefined(configurationItem, 'configurationItem');
checkDefined(configurationItem.configuration, 'configurationItem.configuration');
checkDefined(ruleParameters, 'ruleParameters');

if (configurationItem.resourceType !== 'AWS::EC2::Instance') {
return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';
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return 'NON_COMPLIANT';
¥

// Receives the event and context from AWS Lambda.
exports.handler = (event, context, callback) => {
checkDefined(event, 'event');
const invokingEvent = JSON.parse(event.invokingEvent);
const ruleParameters = JSON.parse(event.ruleParameters);
getConfigurationItem(invokingEvent, (err, configurationItem) => {
if (err) {
callback(err);
}
let compliance = 'NOT_APPLICABLE';
const putEvaluationsRequest = {};
if (isApplicable(configurationItem, event)) {
// Invoke the compliance checking function.
compliance = evaluateChangeNotificationCompliance(configurationItem,
ruleParameters);
}
// Initializes the request that contains the evaluation results.
putEvaluationsRequest.Evaluations = [

{
ComplianceResourceType: configurationItem.resourceType,
ComplianceResourceId: configurationItem.resourceld,
ComplianceType: compliance,
OrderingTimestamp: configurationItem.configurationItemCaptureTime,
Iy

1;

putEvaluationsRequest.ResultToken = event.resultToken;

// Sends the evaluation results to AWS Config.
config.putEvaluations(putEvaluationsRequest, (error, data) => {
if (error) {
callback(error, null);
} else if (data.FailedEvaluations.length > 0) {
// Ends the function if evaluation results are not successfully reported to
AWS Config.
callback(JSON.stringify(data), null);
} else {
callback(null, data);

b
)i
1D
}i
HBUZE

REBEBITRHITUTERE

1. ZEBUZE 178t Amazon Lambdafgi# event I R fThandlerfunction. FEARREI AR | BEIEZ Wik
McallbackE# , BTEAEAREEE., Amazon Lambdait Af L@ contextWHK , EhAEIHEK
BESTHUUAERANEENS %, I8 , ERFIREMN Lambda F , FEMEH LT,

2. LB EEHM nessageType RRBIERT AEEW , ABREEED,
3. A BREFAA isApplicable HEREE R R E S SHBR,

4. R BREF A evaluateChangeNotificationCompliance BIEIFH{Ei®E Amazon Config EEHH X
m configurationItem # ruleParameters X XK.

EHHE LML RBEREN EC2 326l, MREFEFE EC2 34 , B £LIRE NOT APPLICABLE X—&M
HE

AR, BBITEEEDNHH instanceType BMEREE desiredInstanceType SH{E—H. MIRE
HE , ZEHCERE COMPLIANT, MREFHEE , ZHHFIRE NON_COMPLIANT.
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5. A BREFBEINHBIL putEvaluationsRequest X RRMEFE Amazon Config &3 (A4 R
K&, ZNRITE Evaluations ¥ , I—SHATRAZ AR ENEAELER, RREXEA
ID, putEvaluationsRequest NRETERBEMHNLERDME , Z DM IFRR Amazon Config B M
MEH,
6. HLEBREFBEIM config FF M putEvaluations FiE&EITRKE Amazon Config &% P4

FRo

TE FA VA B B9 R 451 B 3

Amazon Config £ 31 EH T EANREB RGN T, EHITHERETE Amazon Config H 7E L HN BT 18 TE HY 55
R 1T,

R EME A Amazon Config 1251 A 01 2 53U ROIE RSB M | Ei%4F Periodic (EHA) fE 7 fit
KEERE, MREAFEF Amazon Config APl 2, Amazon CLI 81Z#H N , 5 MessageType BHIRE R

ScheduledNotification.

ARflERERER RN EBESBHEENRAE,

// Loads the AWS SDK for JavaScript.
// Constructs a service object to use the

var aws require('aws-sdk'),

config new aws.ConfigService(),
aws.ConfigService class.
COMPLIANCE_STATES {

COMPLIANT

'COMPLIANT',

}i

NON_COMPLIANT
NOT_APPLICABLE

'NON_COMPLIANT',
'NOT_APPLICABLE'

// Receives the event and context from AWS Lambda.

exports.

handler func

tion(event, context, callback) {

// Parses the invokingEvent and ruleParameters values, which contain JSON objects

passed as strings.
var invokingEvent = JSON.parse(event.invokingEvent),
ruleParameters = JSON.parse(event.ruleParameters),
noOfResources = 0;

if (isScheduledNotification(invokingEvent)) {
countResourceTypes(ruleParameters.applicableResourceType,

noOfResources,

nn
’

function(err,

count) {

if (err

null) {

var putEvaluationsRequest;
// Initializes the request that contains the evaluation results.
putEvaluationsRequest {
Evaluations [ {
// Applies the evaluation result to the AWS account published in

the event.
ComplianceResourceType 'AWS::::Account',
ComplianceResourceld : event.accountId,
ComplianceType evaluateCompliance(ruleParameters.maxCount,
count),
OrderingTimestamp

1
ResultToken :

new Date()

event.resultToken

Y
// Sends the evaluation results to AWS Config.

config.putEvaluations(putEvaluationsRequest, function(err, data) {
if (err) {
callback(err, null);
} else {

if (data.FailedEvaluations.length > 0) {
// Ends the function execution if evaluation results are not
successfully reported
callback(JSON.stringify(data));
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}
callback(null, data);
}
i
} else {
callback(err, null);
}
)i
} else {

console.log("Invoked for a notification other than Scheduled Notification...
Ignoring.");
}
Y

// Checks whether the invoking event is ScheduledNotification.
function isScheduledNotification(invokingEvent) {
return (invokingEvent.messageType === 'ScheduledNotification');

}

// Checks whether the compliance conditions for the rule are violated.
function evaluateCompliance(maxCount, actualCount) {
if (actualCount > maxCount) {
return COMPLIANCE_STATES.NON_COMPLIANT;
} else {
return COMPLIANCE_STATES.COMPLIANT;
}
}

// Counts the applicable resources that belong to the AWS account.

function countResourceTypes(applicableResourceType, nextToken, count, callback) {
config.listDiscoveredResources({resourceType : applicableResourceType, nextToken :

nextToken}, function(err, data) {

if (err) {
callback(err, null);
} else {
count = count + data.resourceldentifiers.length;
if (data.nextToken !== undefined && data.nextToken != null) {
countResourceTypes(applicableResourceType, data.nextToken, count,
callback);
}
callback(null, count);
}
)i
return count;
}
BBz

REHESTRHITUTERE

1. ZEBIZ 178t Amazon Lambdaf&i# event I R fThandlerfunction. FEAREI A | BEHIES @ik
McallbackZs¥ , ATmAR AREEE ., Amazon Lambdaik Al A B d contextF R , HFITEUEH
BESTHUIUERANEENEZ. B35 , ERWRAN Lambda # , TEEA LT,

2. FITBUEEXRBNEIR , LEBERF2H countResourceTypes B , MEEZEENEHKREIN
applicableResourceType S8, countResourceTypes BEXIAM listDiscoveredResources
EFURH config B , A FREEARBRWFRFIIR. ZEBEALIRNKERBEERRRNY
HE , mATHLITBEREILERERF,

3. A BEFBEINHEIL putEvaluationsRequest X RRMEFE Amazon Config &% (A4 R
HE, XN REBFEEvaluationsSH , A FHRIZEH ML RMAmazon Web Services IKF X 21F
EHHR NN, BULEA Evaluations SERERMATF Amazon Config XIFHEM R IR
A, putEvaluationsRequest NRETEREBEMHMNLER DM |, ZSEAHRIR Amazon Config BN
M=,
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4. f£ putEvaluationsRequest W&RH , LEBFEF A evaluateCompliance ME. LERFNIEH
RRABERETBEHIBASHMEMRMN naxCount SHHNHERE, NMREFNHEBHEKRE , HEHEE
JR[E]l NON_COMPLIANT, MREFRNHEZEELHHZEAE , HEFIRE COMPLIANT,

5 {EBREFBEIE config BF WM putEvaluations JFiEE#E T RKE Amazon Config &% &4
£,

RBlAmazon LambdaF T #Y B EAmazon Configfll (Python)

Amazon Lambda FHITEERIEEIE Amazon RS X MINEH. BIEEAmazon ConfigE E X Lambda M
MW B & 1 W EHAmazon ConfigfR/EZEEEE A © NEHERIAR E MAmazon ConfigF F 144 #1 N &9
EMMEN AP, AT Config MUK EBHZEFRSRERTHITERHEEE XK TR EHME AT
TE,

BREMHERERXHEEAmazon LambdaEl i | 55 R HEEE F i Amazon LambdaFff & A G 3Ew.
B&

o LA EE AR R ROIEE (p. 192)
« ER AR RAIEE (p. 195)

Tl B G (B BBl A A Y TR B B
Amazon Config MEBEXANEEAN AR FRREREELN , 2PRARBRAHNT,

WREFEH Amazon Config #1582 52U RAIHY R BBV M N |, F1%$F Configuration

changes (BEBE ) E bR ERER, MELFERH Amazon Config APl 2, Amazon CLI 8%

HN |, B MessageType B IRE N ConfigurationItemChangeNotification
OversizedConfigurationItemChangeNotification. X% & AJEEMMNFESIX Amazon Config
EREENRARERSBOI AE BT A1

import boto3
import json

# Set to True to get the lambda to assume the Role attached on the Config Service (useful
for cross-account).
ASSUME_ROLE_MODE = False

# This gets the client after assuming the Config service role
# either in the same AWS account or cross-account.
def get_client(service, event):
"""Return the service boto client. It should be used instead of directly calling the
client.
Keyword arguments:
service -- the service name used for calling the boto.client()
event -- the event variable given in the lambda handler
if not ASSUME_ROLE_MODE:
return boto3.client(service)
credentials = get_assume_role_credentials(event["executionRoleArn"])
return boto3.client(service, aws_access_key_id=credentials[ 'AccessKeyId'],
aws_secret_access_key=credentials['SecretAccessKey'],
aws_session_token=credentials['SessionToken']

)

# Helper function used to validate input
def check_defined(reference, reference_name):
if not reference:
raise Exception('Error: ', reference_name, 'is not defined')
return reference

# Check whether the message is OversizedConfigurationItemChangeNotification or not
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def is_oversized_changed_notification(message_type):
check_defined(message_type, 'messageType')
return message_type == 'OversizedConfigurationItemChangeNotification'

# Get configurationItem using getResourceConfigHistory API
# in case of OversizedConfigurationItemChangeNotification
def get_configuration(resource_type, resource_id, configuration_capture_time):
result = AWS_CONFIG_CLIENT.get_resource_config history(
resourceType=resource_type,
resourceld=resource_id,
laterTime=configuration_capture_time,
limit=1)
configurationItem = result['configurationItems'][0]
return convert_api_configuration(configurationItem)

# Convert from the API model to the original invocation model
def convert_api_configuration(configurationItem):
for k, v in configurationItem.items():
if isinstance(v, datetime.datetime):
configurationItem[k] = str(v)
configurationItem[ 'awsAccountId'] = configurationItem['accountId']
configurationItem['ARN'] = configurationItem['arn']
configurationItem['configurationStateMd5Hash'] =
configurationItem[ 'configurationItemMD5Hash']
configurationItem['configurationItemVersion'] = configurationItem['version']
configurationItem['configuration'] = json.loads(configurationItem['configuration'])
if 'relationships' in configurationItem:
for i in range(len(configurationItem['relationships'])):
configurationItem['relationships'][i][ 'name'] =
configurationItem['relationships'][i]['relationshipName' ]
return configurationItem

# Based on the type of message get the configuration item
# either from configurationItem in the invoking event
# or using the getResourceConfigHistory API in getConfiguration function.
def get_configuration_item(invokingEvent):
check_defined(invokingEvent, 'invokingEvent')
if is_oversized_changed_notification(invokingEvent[ 'messageType']):
configurationItemSummary = check defined(invokingEvent[ 'configurationItemSummary'],
'configurationItemSummary')
return get_configuration(configurationItemSummary[ 'resourceType'],
configurationItemSummary[ 'resourceId'],
configurationItemSummary['configurationItemCaptureTime'])
return check_defined(invokingEvent[ 'configurationItem'], 'configurationItem')

# Check whether the resource has been deleted. If it has, then the evaluation is
unnecessary.
def is_applicable(configurationItem, event):
try:
check_defined(configurationItem, 'configurationItem')
check_defined(event, 'event')
except:
return True
status = configurationItem['configurationItemStatus']
eventLeftScope = event['eventLeftScope']

if status == 'ResourceDeleted':
print("Resource Deleted, setting Compliance Status to NOT_APPLICABLE.")
return (status == 'OK' or status == 'ResourceDiscovered') and not eventLeftScope

def get_assume_role_credentials(role_arn):
sts_client = boto3.client('sts')
try:
assume_role_response = sts_client.assume_role(RoleArn=role_arn,
RoleSessionName="configLambdaExecution")
return assume_role_response[ 'Credentials']
except botocore.exceptions.ClientError as ex:
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# Scrub error message for any internal account info leaks
if 'AccessDenied' in ex.response[ 'Error']['Code']:

ex.response[ 'Exrror' ][ 'Message'] = "AWS Config does not have permission to
assume the IAM role."
else:
ex.response[ 'Error' ][ 'Message'] = "InternalError"
ex.response[ 'Error']['Code'] = "InternalError"
raise ex

def evaluate_change_notification_compliance(configuration_item, rule_parameters):
check_defined(configuration_item, 'configuration_item')
check_defined(configuration_item[ 'configuration'], 'configuration_item[\'configuration
\N'1Y)
if rule_parameters:
check_defined(rule_parameters, 'rule_parameters')

if (configuration_item[ 'resourceType'] != 'AWS::EC2::Instance'):
return 'NOT_APPLICABLE'

elif rule_parameters.get('desiredInstanceType'):
if (configuration_item['configuration']['instanceType'] in
rule_parameters[ 'desiredInstanceType']):
return 'COMPLIANT'
return 'NON_COMPLIANT'

def lambda_handler(event, context):
global AWS_CONFIG_CLIENT

check_defined(event, 'event')
invoking_event = json.loads(event['invokingEvent'])
rule_parameters = {}
if 'ruleParameters' in event:
rule_parameters = json.loads(event['ruleParameters'])

compliance_value = 'NOT_APPLICABLE'

AWS_CONFIG_CLIENT = get_client('config', event)
configuration_item = get_configuration_item(invoking event)
if is_applicable(configuration_item, event):
compliance_value = evaluate_change_notification_compliance(
configuration_item, rule_parameters)

response = AWS_CONFIG_CLIENT.put_evaluations(
Evaluations=[
{
'ComplianceResourceType': invoking_event['configurationItem']
[ 'resourceType'],
'ComplianceResourceId': invoking_event['configurationItem']['resourceId'],
'ComplianceType': compliance_value,
'OrderingTimestamp': invoking event['configurationItem']
[ 'configurationItemCaptureTime' ]
Iy
1,

ResultToken=event[ 'resultToken'])

EBUE/E

REBIEZETRRITUTIRE

1. ZEBUZ1TAIFAmazon Lambdafgi®event i RKif{Thandlerfunction. EARAFIF |, EEIEZ Wik
HcallbackZ#H , ATHAEAREEE . Amazon Lambdai® Al @ context W R , EF B
BESTHUAERNEENAE, B3I , ERFRAN Lambda # , TEMEH LT3,

2. WEHBREEHMN nessageType REETMERT KEEWM , AR RE & ED,
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3. A EBRFFH isApplicable BBRBERREEE MR,
4. EBEF A evaluateChangeNotificationCompliance B¥{H %% Amazon Config EE4H X
M configurationItem F ruleParameters XY K,

HHE A ITEERREN EC2 £4l, MEERETE EC2 L4 , BEAIRE NOT_APPLICABLE iX—&#M
H1E,

AR, BBILMAEEDN R instanceType BMEREE desiredInstanceType SHE— . WIRE
HE |, ZEBFIRE coMPLIANT, MRETHE , ZEFPCFRE NON_COMPLIANT,

5. - BREFBEIHEIL putEvaluationsRequest X RRMEFE Amazon Config & IE (AL R
HE, ZNREE Evaluations ¥, X—SHATRAIZITER RN EAML R, RIREEM
ID, putEvaluationsRequest NREDERBEMHNLERSHE , ZFEAFRIR Amazon Config BRI
MEH,

6. AERFELM config FF M putEvaluations F3E{E B X R M Amazon Config K% F{h4E
LN

TE HA VR 4 Bt Y TR B B R

Amazon Config $ 3 EH A HANRB RGN T, EHITHZRETE Amazon Config H IE L H N 6T 15 TE #5571
R# 1T

MREMEA Amazon Config ## A B2 5 LU ROIMBE BB |, 1Ei%$R Periodic (EH) 45 fit
KESKA, MRIEMFEA Amazon Config APl 5 Amazon CLI 2N | i&HF MessageType BHIRE N

ScheduledNotification.

import boto3
import json

# Set to True to get the lambda to assume the Role attached on the Config Service (useful
for cross-account).

ASSUME_ROLE_MODE = False

DEFAULT_RESOURCE_TYPE = 'AWS::::Account'

# This gets the client after assuming the Config service role
# either in the same AWS account or cross-account.
def get_client(service, event):
"""Return the service boto client. It should be used instead of directly calling the
client.
Keyword arguments:
service -- the service name used for calling the boto.client()
event -- the event variable given in the lambda handler
if not ASSUME_ROLE_MODE:
return boto3.client(service)
credentials = get_assume_role_credentials(event["executionRoleArn"])
return boto3.client(service, aws_access_key_id=credentials[ 'AccessKeyId'],
aws_secret_access_key=credentials['SecretAccessKey'],
aws_session_token=credentials['SessionToken']

)

def get_assume_role_credentials(role_arn):
sts_client = boto3.client('sts')
try:
assume_role_response = sts_client.assume_role(RoleArn=role_arn,
RoleSessionName="configLambdaExecution")
return assume_role_response[ 'Credentials’']
except botocore.exceptions.ClientError as ex:
# Scrub error message for any internal account info leaks
if 'AccessDenied' in ex.response[ 'Error']['Code']:
ex.response[ 'Exrror' ][ 'Message'] = "AWS Config does not have permission to
assume the IAM role."
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else:
ex.response[ 'Error' ][ 'Message'] = "InternalError"
ex.response[ 'Error']['Code'] = "InternalError"
raise ex

# Check whether the message is a ScheduledNotification or not.
def is_scheduled_notification(message_type):
return message_type == 'ScheduledNotification'

def count_resource_types(applicable_resource_type, next_token, count):

resource_identifier =
AWS_CONFIG_CLIENT.list_discovered_resources(resourceType=applicable_resource_type,
nextToken=next_token)

updated = count + len(resource_identifier['resourcelIdentifiers']);

return updated

# Evaluates the configuration items in the snapshot and returns the compliance value to the
handler.
def evaluate_compliance(max_count, actual_count):

return 'NON_COMPLIANT' if int(actual_count) > int(max_count) else 'COMPLIANT'

def evaluate_parameters(rule_parameters):
if 'applicableResourceType' not in rule_parameters:
raise ValueError('The parameter with "applicableResourceType" as key must be
defined."')
if not rule_parameters['applicableResourceType']:
raise ValueError('The parameter "applicableResourceType" must have a defined
value."')
return rule_parameters

# This generate an evaluation for config
def build_evaluation(resource_id, compliance_type, event,
resource_type=DEFAULT RESOURCE_TYPE, annotation=None):
"""Form an evaluation as a dictionary. Usually suited to report on scheduled rules.
Keyword arguments:

resource_id -- the unique id of the resource to report

compliance_type -- either COMPLIANT, NON_COMPLIANT or NOT APPLICABLE

event -- the event variable given in the lambda handler

resource_type -- the CloudFormation resource type (or AWS::::Account) to report on the
rule (default DEFAULT RESOURCE_TYPE)

annotation -- an annotation to be added to the evaluation (default None)

eval_cc = {}
if annotation:
eval_cc[ 'Annotation'] = annotation

eval_cc['ComplianceResourceType'] = resource_type

eval_cc['ComplianceResourceId'] = resource_id

eval_cc['ComplianceType'] = compliance_type

eval_cc['OrderingTimestamp'] = str(json.loads(event['invokingEvent'])
[ 'notificationCreationTime'])

return eval_cc

def lambda_handler(event, context):
global AWS_CONFIG_CLIENT
evaluations = []
rule_parameters = {}
resource_count = 0
max_count = 0
invoking_event = json.loads(event['invokingEvent'])
if 'ruleParameters' in event:

rule_parameters = json.loads(event['ruleParameters'])

valid_rule_parameters = evaluate_parameters(rule_parameters)
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compliance_value = 'NOT_APPLICABLE'

AWS_CONFIG_CLIENT = get_client('config', event)
if is_scheduled_notification(invoking_event[ 'messageType']):
result_resource_count =
count_resource_types(valid_rule_parameters[ 'applicableResourceType'], '', resource_count)

if valid_rule_parameters.get('maxCount'):
max_count = valid_rule_parameters[ 'maxCount’']

compliance_value = evaluate_compliance(max_count, result_resource_count)

evaluations.append(build_evaluation(event[ 'accountId'], compliance_value, event,
resource_type=DEFAULT_RESOURCE_TYPE))

response = AWS_CONFIG_CLIENT.put_evaluations(Evaluations=evaluations,
ResultToken=event[ 'resultToken'])

BBz
REHESTRHITUTERE

1. ZEBUETEIFAmazon Lambdafgi®event i RKif{Thandlerfunction. EARAIF |, EEIEZ Wik
HcallbackZ¥ , AT HkiE AREEE,. Amazon Lambdai& AJ L@ context WK , EASSIHE
BEETHUUERANEENS . I8 , ERFRAN Lambda # , FEMEHA LT,

2. RITBEEXRBMNER , A BEF2AA countResourceTypes ¥ , MEECZEENEHKEIN
applicableResourceType ¥, countResourceTypes BEXM listDiscoveredResources
BFIGH config A& , ZAZREEARFEWIMRARIIR. ZEBEALYIRNEEREEEHRRN
HE K MATEEITEEREELERRF,

3. M EBREFBEIMHEIL putEvaluationsRequest X RKMEFE Amazon Config &ZIETH{EE R
HEZ, XN REEEvaluationsSH , AFHRIEEM L R FAmazon Web Services KX 27
SEHP AT, BAILEA Evaluations SHFERNMAT Amazon Config X FFHERRIRE
A, putEvaluationsRequest NRETEREEHNLE RS , ZSEAHRIR Amazon Config BRI
MEH,

4. £ putEvaluationsRequest W&RF , LEEFAA evaluateCompliance B¥. WEHNHER
RRNBERESBREIBEASHMEMRN maxCount SRR AE, MREFNHEBHEKRE , HEF
JR[El NON_COMPLIANT, MRAFRHHESLEBHEAE , BHFIRE COMPLIANT,

5 WNEBREFBEEM config B WM putEvaluations FiE& BT RKE Amazon Config &% 1P 4E
£,

Amazon Config #LI| & 7RI = 4

L Z MM AT , Amazon Config KB} XA —MNE4RFAZMAUE Amazon Lambda B#. A&
J& , Amazon Lambda &N EHEE N ZEBNLERRF , ATIHRITZEHR.

FH e B 5 AR R B9 TP Y R B4

% Amazon Config M EMNEE AW T RN EBERN , ERH -S4, THENRHISHERANE
A EC2 RHIME B E RATALR

{

"invokingEvent": "{\'"configurationItem\":{\"configurationItemCaptureTime\":
\"2016-02-17T01:36:34.043Z\", \ "awsAccountId\":\"123456789012\", \"configurationItemStatus\":
\"OK\", \"resourceId\":\"1-00000000\", \"ARN\":\"arn:aws:ec2:us-east-2:123456789012:instance/
1-00000000\", \ "awsRegion\":\"us-east-2\", \"availabilityZone\":\"us-east-2a\",
\"resourceType\":\"AWS::EC2::Instance\", \"tags\":{\"Foo\":\"Bar\ "}, \"relationships\":
[{\"resourceId\":\"eipalloc-00000000\", \"resourceType\":\"AWS: :EC2::EIP\", \"name\":

\"Is attached to ElasticIp\"}],\"configuration\":{\"foo\":\"bar\"}},\"messageType\":
\"ConfigurationItemChangeNotification\"}",
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"ruleParameters": "{\"myParameterKey\":\"myParameterValue\"}",

"resultToken": "myResultToken",

"eventLeftScope": false,

"executionRoleArn": "arn:aws:iam::123456789012:role/config-role",

"configRuleArn": "arn:aws:config:us-east-2:123456789012:config-rule/config-
rule-0123456",

"configRuleName": "change-triggered-config-rule",

"configRuleId": "config-rule-0123456",

"accountId": "123456789012",

"version": "1.0"

B KB B 5 AR Y TR Y R B4
REFREILKERTS AEEBR. TEHNRHIEHFEERANBEEN EC2 RHINI ABRBE XA,

{

"invokingEvent": "{\"configurationItemSummary\": {\"changeType\": \"UPDATE
\",\"configurationItemVersion\": \"1.2\",\"configurationItemCaptureTime\":
\"2016-10-06T16:46:16.261Z\", \ "configurationStateId\": 0, \"awsAccountId\":\"123456789012\",
\"configurationItemStatus\": \"OK\",\"resourceType\": \"AWS::EC2::Instance\",
\"resourceId\":\"1-00000000\", \ "resourceName\":null, \"ARN\":\"arn:aws:ec2:us—
west-2:123456789012:1instance/1-00000000\", \ "awsRegion\": \"us-west-2\", \"availabilityZone
\":\"us-west-2a\", \"configurationStateMd5Hash\":\"8f1lee69b287895a0f8bc5753eca68e96\",
\"resourceCreationTime\":\"2016-10-06T16:46:10.489Z\"}, \"messageType\":
\"OversizedConfigurationItemChangeNotification\"}",

"ruleParameters": "{\"myParameterKey\":\"myParameterValue\"}",

"resultToken": "myResultToken",

"eventLeftScope": false,

"executionRoleArn": "arn:aws:iam::123456789012:role/config-role",

"configRuleArn": "arn:aws:config:us-east-2:123456789012:config-rule/config-rule-
ec2-managed-instance-inventory",

"configRuleName": "change-triggered-config-rule",

"configRuleId": "config-rule-0123456",

"accountId": "123456789012",

"version": "1.0"

F E BB SRR At R B TEAE 89 R B4

% Amazon Config LUEIEERRR (147 24 /M) ITHEENRIRN , ESRH -1 S TENRHISEHE
RN E RS R AR

{

"invokingEvent": "{\'"awsAccountId\":\"123456789012\",\"notificationCreationTime\":
\"2016-07-13T21:50:00.373Z\", \ "messageType\":\"ScheduledNotification\",\"recordVersion\":
\"1.0\"}",

"ruleParameters": "{\"myParameterKey\":\"myParameterValue\"}",

"resultToken": "myResultToken",

"eventLeftScope": false,

"executionRoleArn": "arn:aws:iam::123456789012:role/config-role",

"configRuleArn": "arn:aws:config:us-east-2:123456789012:config-rule/config-
rule-0123456",

"configRuleName": "periodic-config-rule",

"configRuleId": "config-rule-6543210",

"accountId": "123456789012",

"version": "1.0"

}
EHEM

Amazon Config E#4# JSON HRBELUTEM :
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=

invokingEvent

R Z AN TFENES, MREARATHNAREEEXAMAAHN , WHEEHNER—1NEE JSON
configurationItem B configurationItemSummary (FFEAREERN) WFEFFHR, ZEEN
RIRMERBIRE Amazon Config MBI ERATHRS. BXREBWMMRE , $50H EFEEFN £10
% (p. 59) A get-resource-config-history Amazon CLI ai BRI M.

MRBHREXNERITETRFH , VER—NIE JSON WRNFHFH, ZRNRIEXTEMRINIT
HHES.

NTFESMRENES , HBRLTUBEY JSON BTEFBENTFRASR , LERBTEEAS , THEHN
Node.js ~BIHFTR :

var invokingEvent = JSON.parse(event.invokingEvent);

ruleParameters

HESFEENTEZEN —Ho REENRMEXN. €£A , BAIUE XS HAmazon Configi2
HELSIEBEX Lambda #M, & ATLAERA PutConfigRule Amazon Config APl &R #Y
InputParameters B put-config-rule Amazon CLI i B REXSH.

S JSON RIBEEEZ/ES , FHit , REBAFES JSON BITREFETZ/AE |, LUEERBITEE
A , T EH Node.js REIFFTR :

var ruleParameters = JSON.parse(event.ruleParameters);

resultToken

HBMIUBN PutEvaluations FAEIEL Amazon Config &,

eventLeftScope
KPZTEH Amazon BIERBENANEE MR B RE. MRER true , WZEBRRAEL
f&)% NOT_APPLICABLE EN ComplianceType WA FH PutEvaluations B MEXRZEE T,

executionRoleArn

PELAH IAM A &K ARNAmazon Config.

configRuleArn
Amazon Config 7 BL4A MK ARN,
configRuleName
& E5 3 Amazon Config & S 4 3 18 AR A N 2 B £ o
configRuleId
Amazon Config 3 BELA MK 1D
accountId
HWEHRNE Amazon K F#Y 1D,
version

Amazon D E MRS, R Amazon [8 Amazon Config E4RMEMY , MRASL%E, IREHE
ERECREJELIFERENEHPNELE , WiZEETURELEENE,

Amazon Config B4 # HHTARAA 1.0,

&89 Amazon Config # N

& LUE A Amazon Config #41&. Amazon CLI #l Amazon Config API SREF. R INFM BREEIFM,
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win, BEEF. EFRABIBRAM (EHE)

B3
« AN, EEF. EFAMBRMAN (ZHE ) (p. 205)
o BEF. EHMMERMN (Amazon CLI) (p. 206)
. BE, EHAMBAN (API) (p. 207)

. EE. EFAMBAN (2HE )

£ Rules WH L , BAUEFRZKF PHKEMAN, BETUAEESMIANK TR,

EEFEHNHN
1. &%ZE) Amazon Web Services Management Console , fA/5&33 LA T M1t $TFF Amazon Config 2%
A : hitps://console.aws.amazon.com/config/s

2. 7 Amazon Web Services Management Console™d , il X1gji% #2852 F % E N X Amazon Config
AN XE, BEXxZXENBRNFIER | FSAmazon Config XML %7 = A HYAmazon Web
Services — &5 #.

3. #%#F Rules, X.XiHA : RueMEER T HETFEMNFIEMNIAmazon Web Services i/, E5IH T
BN B, XK ERN SRS,
+ E£$F Add rule AFFEEBIZFN
« EEANUEEHRE , RELBEANHEFTFAEE.
o HHMNAFERRE , BEERANHERERS,
« EEANASHREANAEIANNEBREH NTEARNREBERE,

EFAN

1. EFEANARBREAN TREFEFHAAN,
2. BHLWEERBANTTERBREEEERENAN,
3. 1%&$F Save (R1F)

i Bk — T AR

1. MRFEZREEH BRI
2. MBRETHSIFR , EEMERAM.
3. HIERR, BA “Delete” ( KD KNE ) RiFiEEDelete.

N 0 — U

TR #R%R Add rule , ATBATE AmazonAdd rule TELEEETAN EEAN, BEALUGEEEHNEEIH
n,

1. MRLERZBESHAN |, EEE Add custom rule , RFERBEE X Lambda M ( — &R
Bl ) (p. 188)F HIIFRIR4E,

2. ERMTEAN , BEEZAELER—NN , REZRBEA Amazon Config JEEHMN (p. 181)FH
SEERE,

1£ Add rule WHE £, TJBARITUA T IR4E -
+ i%&# Add custom rule ABIZ B S HIF NI,
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BE, EHMAMMERAN (Amazon CLI)

EERFTEDRA , UEZRANER, ERRFEMELER, 50, A EC2 WiREF(E EC2 ®BRER
KN |, HERA periodic AIIREI E B EHALK AN, A new AT B RFIRMAAN ., HRAKETR
BHNELELR | 5287 Amazon Config MNIEEALLEF (p. 122).

BYEREEARFBINFEMNGETFSEREHIRZ,
BEEXERTEE T —TAN,

ERRIDNINFRIE AN New.
BRFERBEANFTITENRRXBEUARANREEREMAMLR R,

BE., EFAMMERAN (Amazon CLI)

BELHAN

ffF describe-config-rules fi9 :

$ aws configservice describe-config-rules

Amazon Config IR E &8 FFE H N ¥ H1E 2.

BTN

1.

@& --generate-cli-skeleton S put-config-rule MBREBEZEERHNHANSEH
7 ith JSON X4 :

$ aws configservice put-config-rule --generate-cli-skeleton > putConfigRule.json

EXAmIEIR T % JSON Xt , REHBRFAEEZEERNMAESH , TIUTREHN
« ELEREUTSH—KBEAN

ConfigRuleName, ConfigRuleArn, & ConfigRuleId.
s MREBEFHEEHAN , MMBFTBE source WRERESH,
HERRSBWE, BE5IARNBFERES , A describe-config-rules a5

Blgn , LA JSON 53 AT LASE# B E XA NSTE R A B IRKER

{
"ConfigRule": {
"ConfigRuleName": "ConfigRuleName",
"Scope": {

"ComplianceResourceTypes": [
"AWS::EC2::Instance",
"AWS::EC2::Volume",

"AWS::EC2::VPC"

]

}V
"Source": {

"Owner": "CUSTOM_LAMBDA",

"SourcelIdentifier": "arn:aws:lambda:us-

east-2:123456789012: function:ConfigRuleName",

"SourceDetails": [

{
"EventSource": "aws.config",
"MessageType": "ConfigurationItemChangeNotification"
b
]
¥
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}
}

4. FASE --cli-input-json M put-config-rule T REM JSON EE %% ZE] Amazon
Config :

$ aws configservice put-config-rule --cli-input-json file://putConfigRule.json

5 ERFERERUIEH 7THN , HEH describe-config-rules R EFZMANMEE -

$ aws configservice describe-config-rules --config-rule-name ConfigRuleName

{
"ConfigRules": [

{
"ConfigRuleState": "ACTIVE",
"ConfigRuleName": "ConfigRuleName",
"ConfigRuleArn": "arn:aws:config:us-east-2:123456789012:config-rule/config-

rule-nnnnnn",
"Source": {
"Owner": "CUSTOM_LAMBDA",
"SourceIdentifier": "arn:aws:lambda:us-
east-2:123456789012: function:ConfigRuleName",
"SourceDetails": [

{
"EventSource": "aws.config",
"MessageType": "ConfigurationItemChangeNotification"
}
]
}e
"Scope": {

"ComplianceResourceTypes": [
"AWS::EC2::Instance",
"AWS::EC2::Volume",
"AWS::EC2::VPC"

]

}e
"ConfigRuleId": "config-rule-nnnnnn"

I BR — U

o FRAUTREIPFIRIN delete-config-rule 85 :

$ aws configservice delete-config-rule --config-rule-name ConfigRuleName

BE., EMHMAMBERIN (API)

EFEHNAN

{ A DescribeConfigRuleaction.
BRI INA N

{E APutConfigRuleaction.

il
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AL IR R

f# A DeleteConfigRuleaction.

ISR AN

Note

MB—AHANMSBERNITEER , BUEFEESEZANHZTHITEZARBRXLEER, &
REZER | BHSEAMBRITE *% (p. 209).

Y 7% IR

UBHBEE AN SEREEMANE , Amazon Config IREBX LM ITEEHER, B URREHNHN
JHE R TIRE TG, Hl, é‘?ﬁﬂﬁﬁixﬂﬂu#ﬂﬁghﬁ Amazon Config 7% ER T LGN T REH
7 Amazon Lambda @&E’JE{ELE%EE@@HT X&BREM.

=l

Ok~ wbd =

ERIE—NEEXHAN , ALLUTEEN IAM BF RS 288X HEHRH.

Amazon Config & BEH B E H N TG R IR.

HEENK B EE—NREERFEZAN IAM AP, SHANTERRERFEREHITIEN,
A E RN H BT 11T

ATEEETAN , AN EBTLENER , 5 IAM AR ERIFEATER.

e AR (2H a8 )

1.

2.

%% Amazon Web Services Management Console , #A/5&3i3 LA T M1t $TFF Amazon Config 2%
A : hitps://console.aws.amazon.com/config/s

1£ Amazon Web Services Management Console3£ 8 E | I0iF Xigik iR 25 2 R IRE N & Amazon
Config MNP XiE. EXxZXFNXMFIE |, FSFAmazon ConfigX iz 4 i 77 = A Y Amazon
Web Services —fixZ#.

ESMERTP , EF Rules (M), XLEXFE : RueNHEE RS MNUNER, XENEEEENE
MRS

MERFEZEAN,
MBRETHIIRS | EFEFIT.
Amazon Config FF 14 1 BR & 49 H M 1T 14 R

Note

B LUERE S —MNKRREFHITE, BSFEEF Amazon Config STREHMNEKITME |, R
BEFREFFIRSE —NT. RN E a4 R E o R BR | B TRz 4TI

TG 2R (CLI)

fF start-config-rules-evaluation 5%

$ aws configservice start-config-rules-evaluation --config-rule-names ConfigRuleName

Amazon Config FF iRz RIS H N T4 18 R B RE &,
BEALUEBERPEES IR,
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Amazon Config FF X A R ¥Em
AL IEHBTIR (API)

aws configservice start-config-rules-evaluation --config-rule-
names ConfigRuleNamel ConfigRuleName2 ConfigRuleName3

BRI R R (AP))

f# A StartConfigRulesEvaluation 1#4E.

A B P i 45

1€ Amazon Config W ZRHMNE , BRI AEZAME Rules (R M) =K Rules details (ANFMHEES) 7T
LERTREER, MRTEERTER , RESTEHITME , BRISMRZANG S E0TEER, Hla,
MRER AN R R it T B ERIMERIEENK S P HIBRER , BT UBRITEER | RRETHHIT
1o

MR ITMEER (248 )

1. &% Amazon Web Services Management Console , AA/FEX LA T M1t 3TFF Amazon Config 24!
A : hitps://console.aws.amazon.com/config/s

2. £ Amazon Web Services Management Console3 % I | I&iF Kigfj ik R 28 2 HFi& B ¥ Amazon
Config MM K Xif, BXZFZIFNXFIFR , FZSHAmazon ConfigXig 4w T = # B Amazon
Web Services —fix5Z.

3. HESMBEHF , & Rules FN), XEXIFEE : RueREEREMNANM B, XEKNEEEBENES
RIS

MIRAIEFEHD,

MBETHIIR | EFMBRER.

HIMIRRE , A “Delete” ( K9 X/NE ) AfFik#EDelete. MIBRM TR T EREN,
EIEEREMBRE |, B AF S FF a0 1T,

Tl BRI 45 SR (CLI)

o [ delete-evaluation-results 85 :

No o s

$ aws configservice delete-evaluation-results --config-rule-name ConfigRuleName

Amazon Config il BR# I &9 15 45 R

I BR IE(E 45 B (API)

i FDeleteEvaluation4s R action.

BAHLARNNFIEKF B A Amazon Config #0

Amazon Config {8 A LA A LA N KIFTA Amazon I EE Amazon Config M, #&EATLL :
- BALANMEKFESRCIE, EFAMBIBR Amazon Config M.
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X &

- BRrEKFIHEBE RN —4H Amazon Config Il , HIEET R BIE Amazon Config H KK F .

+ M Amazon Organizations B EMK R AP| B3{RE LM R 57K 7 TS SREE Amazon Config HUII |
MimsE SIS & .

Note

EATETRXEHNIE

ATEKFHEANN—EIN API AARBETEEN. EELAEH , IRESAEHMXE
SR, NEEF AP BAN L TXER A HMXE, 5, EEXZERI (FHELILE ) B
AN BEXYERAEERI (FERLILE ) , AFEAPutorganizationConfigRule.
X FHL R

ﬂﬂiﬁgﬂﬁ}* MAELR | MANK— B TFIER RS, P EFALRN , A=Kt
R BR o

MRELEHAEERKFPHBEHOAANDR —HMEST , ARRLZREERHEEIR
BEEAKFPHDBEHAANE— M, BYLEERBEREELKFAFNHAEER

kP, REEALEEAKAFNEREEAKSPEFALANS —FHT, XEXE

£ : DescribeOrganizationConfigRules#lDescribeOrganizationConformancePacksAPl REEEFE M
WAXLE APl WIKFNBBENELAEXEREHEZRE,

NELRR MK - E S

MRIEFFBFATAH , WREEFKSFMEARG 7 MRS 2ERINBALERNF — LI
F, MRE[MALFMEKSFH 7 PR REEICRSS , WEZR—MERSR,

WEREFALUT API BHLARNKFTE Amazon Ik EE Amazon Config I Z & , Amazon Config i25&E
TFF

+ PutOrganizationConfigRule , ABAMNE L TR MBEFAL Config N , LI EEHAmazon & RS
EAENEE.

+ DescribeOrganizationConfigRules , IR [E] 48 4Rt & # N §9 51l % o

+ GetOrganizationConfigRuleDetailedStatusik [E145 T 41 £ Fit B #1 M Y 42 L2 N BN 5 K P B9 1 4IRS

+ GetOrganizationCustomRulePolicy , IRE'S & A AHE B E L FKEAN B EHHFEIEE L,

+ DescribeOrganizationConfigRuleStatuses , J14A 4R iR HH4A A B EA N IR,

+ DeleteOrganizationConfigRule , \IZ4 LM FTE B G MK R HIBRIEERH LR Config N & EFFE T H4E
%,

X3

EBEAmazon Configis pX 5 K/ B9 L M Amazon A T X i X #F4H 41,

X8 & R X i3 Endpoint B
Asia Pacific | ap- config.ap-northeast-2.amazonaws.com HTTPS
(Seoul) northeast-2

T A b X ap- config.ap-southeast-1.amazonaws.com HTTPS
( Erhnsg ) southeast-1

Asia Pacific | ap- config.ap-southeast-2.amazonaws.com HTTPS
(Sydney) southeast-2

Asia Pacific | ap- config.ap-northeast-1.amazonaws.com HTTPS
(Tokyo) northeast-1

Asia Pacific | ap-south-1 config.ap-south-1.amazonaws.com HTTPS
(Mumbai)
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https://docs.amazonaws.cn/config/latest/APIReference/API_DescribeOrganizationConfigRules.html
https://docs.amazonaws.cn/config/latest/APIReference/API_DescribeOrganizationConformancePacks.html
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https://docs.amazonaws.cn/config/latest/APIReference/API_DescribeOrganizationConfigRules.html
https://docs.amazonaws.cn/config/latest/APIReference/API_GetOrganizationConfigRuleDetailedStatus.html
https://docs.amazonaws.cn/config/latest/APIReference/API_GetOrganizationCustomRulePolicy.html
https://docs.amazonaws.cn/config/latest/APIReference/API_DescribeOrganizationConfigRuleStatuses.html
https://docs.amazonaws.cn/config/latest/APIReference/API_DeleteOrganizationConfigRule.html
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1& IE B8 IR AN A0
X B X1 Endpoint 7
Canada ca-central-1 | config.ca-central-1.amazonaws.com HTTPS
(Central)
BRM (£ | eu-central-1 | config.eu-central-1.amazonaws.com HTTPS
RiE)
Europe eu-west-1 config.eu-west-1.amazonaws.com HTTPS
(Ireland)
B (12 eu-west-2 config.eu-west-2.amazonaws.com HTTPS
)
B (2 eu-west-3 config.eu-west-3.amazonaws.com HTTPS
®)
Bl ( H7#E | eu-north-1 config.eu-north-1.amazonaws.com HTTPS
FRE )
South sa-east-1 config.sa-east-1.amazonaws.com HTTPS
America
(Sao Paulo)
US East (N. | us-east-1 config.us-east-1.amazonaws.com HTTPS
Virginia)
US East us-east-2 config.us-east-2.amazonaws.com HTTPS
(Ohio)
US West (N. | us-west-1 config.us-west-1.amazonaws.com HTTPS
California)
US West us-west-2 config.us-west-2.amazonaws.com HTTPS
(Oregon)

1& IE &M Amazon ¥t JEAmazon Config Rules

Amazon Config /¥ #&4& IE4# Amazon Config Rules & A R &M B IR, Amazon Config EF Amazon
Systems Manager B3It SR ABIE, XEE L T X FEANITHIREAMazon LK & IRAmazon
Config Rules. A L2 Amazon Web Services Management Console=} API SR2<Bk SSM 3X#4,

Amazon Config 2t 7T —H EFE ERENTEE IR, BETUANEBEL B L NEHFHEE
Amazon Config #1155 Bk,

ENBENATFAEANRR , BUUMNREERNIRFEREXROESERE , BAIER SSM X
BIEE S EEEIEERE. Amazon Config £ Amazon Web Services Management Console 2 7 &
WIS EREEE,

TEAmazon Web Services Management Console , {RAI BUEEF I EL BB F1N B EXEKRIEET
EMH R IRAmazon ConfigMlll, EBIFTEISERYE , BAILLUEEFHH BB,

£
o FREMH (p. 212)
- REFHEE (#EHE) (p.212)
- REBMBIE (EHE) (p.212)
- MIBRIEERRIE (#EHIE ) (p. 213)
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https://docs.amazonaws.cn/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/systems-manager-automation.html
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FRFEMH

« EIEIEIE (API) (p. 213)

A Y
TR
EFENAERTRNAEEZE , BAFUEFE —FANH X ZANREBIE (FHHAED ) -

REFHEE (2FE)

1. &%ZE) Amazon Web Services Management Console , #A/5&3i3 LA T Mt $TFF Amazon Config %]
A : hitps://console.aws.amazon.com/config/s

2. EFERuleEEBLARGERUeTE L | EERINMNY @MY 5 3= 3 AL

FFRAAN , NANFRFERFTEARN , REERBRETHIIR,
3. MBRETHIRS  EBREEBEE. ER “FHEE , AENHEEFRPIEEETYNISERE,
Note

R RABEEE I RS BEIEAF B Amazon ConfigMllll, BXEZEE , HSH . RSHEX

AmazonRule.
RFBFIENBERE , BHRXFIRESH , IEFTFIEASE,
4. (WHE)  MRBRTENARTRNAIR ID ZBLIEERYE , BHiEE Resource ID parameter (&R ID &
). MRED , NESTHXFZSHE RN EBENTIRN ID.
BN SUMEEBRSEIISE. WRAMNTHRIKRPERFERIR ID S, WA NMER AE.
MEMNTHRFIFRFIEFER ID S, WA LUHBRFIERIR ID B2 INNFIE 5% AE,
5. 1i%&# Save (R1%F ) . LAPFE R Rules (RN) WHE.

Note

EX R MHIE EIRERTHEDER , TLZTAmazonti T TRt S describe-remediation-
execution-status REVARESERTWEANE, FAEESFEBERTIRIVIRE, BfHE
B UREMTRIEMEIREE,

REBFEE (£ E)

1. &ZFZE Amazon Web Services Management Console , fA/5&id LA T Mt $TFF Amazon Config 2 #l
A : hitps://console.aws.amazon.com/config/e

2. EFEEME Rules (M) , ARFFH Rules (AN) E Li%#F Add Rule (RINAN) , AJE @M F & FFH
piIE S

FFREAN , AT RAPERTEAAN |, REERBIRETHIIR,
3. MBRETHIXRS  EREEEE. E2 ‘BBE , AENHEEFRPIEREEYNEERE,
Note

PR ABEE B IERE HEIZRI XM Amazon Configlilll, BXEZEL , H51 . RSHEXx
AmazonRule.
REMENBERE  SFLFIARESY , REFTEEATSE.
4. #%$F Auto remediation (BBIMEIE) LB HEEFERH RIR.

MREBFHBERFRRDATEN , WALKEAMNUBRZHEBHEE, BAMZNELRENY
#.
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https://console.amazonaws.cn/config/
https://docs.amazonaws.cn/config/latest/developerguide/service-linked-awsconfig-rules.html
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https://console.amazonaws.cn/config/
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Note

ZRBITIEEHASE RERH KA,
5 (Wik) : MREFTFENRFREIR ID EIBRLIEEERME , Hi%F Resource ID parameter (‘BJR ID 2
). MRiEH  WEZTHAFZSBEERNEBENRRN D,

BN SHBEERSEIIDTE. MRRMNTHIIRDEFRFBERR ID S, WALl A S @A AE,
MEMNTHFIRFERZIR ID S8, WA LNERAIERR ID SBZANFARtERE A E.

6. 1&#F Save (R ) . LATRFER Rules (AN) TWHE,

Note

EX R MMIE EIRERTHEDER , WTLETAmazonti ST R HE i P describe-remediation-
execution-statusIREVEREMSERITHHANE, FAESESHEEERTIRIRS, HE
B UREMSTRIEMAEIRER,

BIBS R4 (2254 )

ERERAN , HHE MRS 2N RERE 5 ERAE,

1. &%ZE) Amazon Web Services Management Console , fA/5&id LA T Mt FTFF Amazon Config %]
A : hitps://console.aws.amazon.com/config/s

2. EFERueHEEZUAGERUeNEL , MANIFIRFERAN , REEEEERAEE.
3. HEFEEN#z###NHL  BEBERERD. BABIUNEBTEZHAER.
4. EBEREDNSF , EEDeleteREHINMIBRERE.

Note

MRBEEEHRTF , BERETQHEMER, —BERERREERE  BFEERREER
o MIBRME ERAET S MIBRABX AN,

MREMBRTEERE , BIRID SBFNZHET N/A. ZERulelEF , FERMEERETIRREN T X
ERAYAI

EIR{&IE (API)
FHEE

A LLT Amazon Config API I2/ER EEIEIE -

* DeleteRemediationConfiguration

» DescribeRemediationConfigurations
» DescribeRemediationExecutionStatus
» PutRemediationConfigurations

» StartRemediationExecution

Ban{g1E
fERALLT Amazon Config API I2{ESREE B FELE :

» PutRemediationExceptions
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https://console.amazonaws.cn/config/
https://docs.amazonaws.cn/config/latest/APIReference/API_DeleteRemediationConfiguration.html
https://docs.amazonaws.cn/config/latest/APIReference/API_DescribeRemediationConfigurations.html
https://docs.amazonaws.cn/config/latest/APIReference/API_DescribeRemediationExecutionStatus.html
https://docs.amazonaws.cn/config/latest/APIReference/API_PutRemediationConfigurations.html
https://docs.amazonaws.cn/config/latest/APIReference/API_StartRemediationExecution.html
https://docs.amazonaws.cn/config/latest/APIReference/API_PutRemediationExceptions.html

Amazon Config FF X A R $6F
EEEIE (API)

» DescribeRemediationExceptions
* DeleteRemediationExceptions
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https://docs.amazonaws.cn/config/latest/APIReference/API_DescribeRemediationExceptions.html
https://docs.amazonaws.cn/config/latest/APIReference/API_DeleteRemediationExceptions.html
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Amazon Config FHIZ &%

Amazon T2 EN =R e M. ATHENZE2UERHBNALNER , RINITETEERS RS HENHRES
ODHMMERE, R Amazon BF |, EHFMNIXEHFEFOMMELREZ S,

Z2MRE Amazon MG HERE. TEHLERIFEFERNCNREMNEFHNR M

« =TNZ LM - Amazon AR E Amazon EHIE1T Amazon REHEMIZRE. Amazon EEERMA T
REFEANERS. ERNAmazon EHMEITRIN -2 , FE=FFiITARNEHNZNIELZEENER
. BETHERATHAAEITRAmMazon Config, 25 IEAmazon AT RISERE N RS,

- TPHNREM - BHREHEERHB Amazon RERE. EEFTENHCEREAT , BEEHHRENBR
. BRTRHERUNERREREN,

IS AS B IR T BR ANATE 2 A Amazon Config BRI A RAEHIEE R SIT EBE A MNMEE Amazon
Config ASRIAEM Z 2 MM EH M B 45,
E3 1]
» Amazon Config Y EIERT (p. 215)
* Amazon Identity and Access Management (p. 216)
+ Amazoni& Al F Amazon Config B FE&E KB (p. 236)
+ Amazon Config F# B & F MR (p. 267)
+ f# A Amazon Configff Fl Amazon VPC Kix¥ (p. 277)
+ Amazon Config FEYEHIER (p. 278)
+ Amazon Config B &M HERIE (p. 278)
+ Amazon Config F I ENREEEH (p. 279)
+ Amazon Config FHIERIZEZ £ (p. 279)
+ Amazon Config &£ &{ERE (p. 279)

Amazon Config R BIE BRI

XEXIFHAE : Amazon FTEHIBENERF P HBIERF AmazonConfig. MiZEX TR , Amazon A%
RIFZ1TFTE Amazon Web Services = WA KEMIEHE, BATEP N REEHEMIEHE LHABTHE
#lo LB BIFELEFIERK Amazon Web Services WE£BEMEREES . BXBERIANELEE B
S BIERTAE N @,

HFHERPEHN , RONBWUERS Amazon Web Services Ik = EiE H £ Amazon Identity and Access
Management (IAM) BERMHAFRKF, XA MNAFEFEITEIERIMENNR, RITERE
BT A RR SR EIE

« XK A Multi-Factor Authentication (MFA).

« £ SSL/TLS 5 Amazon ®#R#THEE. BIWER TLS 1.2 RE SR,

 f£H Amazon CloudTrail Zi& APl A F5E3) BHiBHR.

« £ Amazon MBEERGRUKR Amazon REFHFIERINZ = H,

s FASRKERSRS ( HIW Amazon Macie ) , ©EBTF XINFRF Z#TE Simple Storage
Service ( Amazon S3 ) HEMN ABIE,
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http://www.amazonaws.cn/compliance/shared-responsibility-model/
http://www.amazonaws.cn/compliance/programs/
http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/shared-responsibility-model/
http://www.amazonaws.cn/compliance/data-privacy-faq

Amazon Config FF X A R ¥Em
125 R BRI

- MREBLGSTRESR API 58 Amazon RHEEZT FIPS 140-2 IR INZRER | iE# A FIPS 4Ki%
TR, BXTAN FIPSKIETRANESEE , B W (ZEBKIEELIBIRAE (FIPS) 58 140-2 M) ©

BB WS DFNREERBBER (FINEEFWE TRttt ) MARZHBHEXFE (4
MEMFER ) . XBIEEAIFAmazonConfig B H fttAmazonfRSEMEHIA. API, Amazon CLI , &#&
AmazonFRTES, BEATEVHNEISEABRXNFRPHANTARERTELATIT RIS
Ao MBRBEAIBRESERRM URL , ZRIMNBNEWETEE URL FEEEIEEERBIEEN Z RS EMWE
320

AR AR YE IR

EAERNRSRHME , BSMBRIE, XHTURBEDE R BRBREEN S RORERBNE RN,
BYBSNE , SAUNUHEFESNESAEIENERN L HBBRENARRF.

& 5 P RV BRAE R D02

WEMB R B EIEAMazon Config RRRARRRRARARRARARARRARRRARARRRARRAAR

Amazon Identity and Access Management

Amazon ConfigB &5 R Amazon Identity and Access Management(IAM) , & o F &SI REREE | LB N
ZEE IAM BAE, Amazon S3 F# 1 Amazon Simple Notification Service (Amazon SNS) /i, &AL
% FlAmazon Identity and Access Management>R 8l Amazon ConfigZEH iNZE] IAM B &N RERE, K
= AT &/F Amazon Config BRI —AiE4,

Important

BIIANBREMER , FEFRKSEIEATE Amazon FHITEE I, R , RINBWES

BEAEYNRN IAM BERA  NEALAPRERTEEASHAR (BFLAC) 01E 1AM A
FOANXERRAMEERERE, AXESER  F5H . IAM RESEPNIAM AFEREE
o

BN EEIZH AP X Amazon Config FIIR , FEM EBEMHE X Amazon Config FriE FI I BR AV E T EL
BEE. XEXFIEM T EISAmazon ConfigiHl A FlAmazon Command Line Interface.
A

+ #3F Amazon Config BB (p. 216)

« DEAH IAM A& BRAmazon Config (p. 218)

« Amazon S3 FHBEHR (p. 221)

« KMS ZMR (p. 223)

« Amazon SNS EBR (p. 225)

+ @ Amazon Config AF&FBEXR (p. 227)

-+ Amazon Config Rules AP| #{EX 1FH R IRFAXIR (p. 232)

+ BRZHE5<BkAmazon ConfigRule (p. 235)

£ F Amazon Config B 2R

AV AP EEAmazon Config , 45 M IAM AP 5T E XN RAEH BN 1TSAmazon ConfigiEs. &
REBBERT , B AERSETE XXRH Amazon FEE KM RNITELIRE,
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http://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
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Amazon Config BN R

Note

EBET AP RITHRBRAMazon ConfigEBES ST RFRREAmazon ConfighHFE , SUMEFAH
EX ML E] Amazon S3 F S RHE A A IX E| Amazon SNS 57,

EEFEE Amazon Config WRAF X MEBEZLHRINR, BEZTEIFRNE , AP TSRS Amazon S3
M Amazon SNS 4317 Amazon Configla &% E#E , 718122 A BAmazon Config , SARFTFF < FHl,

A Amazon Config B £ FE%E Amazon Config #9F F Ri3R B RIENR. MREFRENR , AR UE
KERNEERERGRIERAR,

—THEBSEIAEETELENRN IAMA , AEFEN IAM AFRMEZE. flm , EAAANERT
gﬁggﬂﬂﬁ’m?ﬁﬂﬁ IAM £HAmazon Configi2fE , H I NS EFREMIAR2UEREXRCNAFCE
B

« ABIZE IAM AF A F Amazon Configifilal (p. 217)

« BFE21E PR BT Amazon Config i518 (p. 218)

o Hi#BR (p. 218)

N eI IAM A F B F Amazon Configii ]

1. &3%FAmazon Identity and Access Management(IAM) 2 &l & {i Fhttps://console.aws.amazon.com/
iam.

EREERNSMERSD | &2 Groups , AFiE#E Create New Group.
BAEB , AFIERE Next Step.

EEHEENMIMERITEL |, F2HEBAWSConfigUserAccess. L EREER A FRMEA Amazon
Config M7 EAXR , BERAR LWRSHTER , URIENAERE. XTIEMHEE Amazon Config
AR ( XFEEEENRR ) .

Note

TR AEATRFENMRENIRNBE LK, BXEZEL |, HSH @ Amazon Config
APRRTFEEXR (p. 227).

%32 Next Step.
EEZAFOIENANESR.
Note

FBaRBEE  BEEBEREK,
i%£4% Create Group ( 8124 ) . CRIBNEAFE REATIERF,
RBRIEBIEMASR | IF Group Actions , #AfEi%#F Add Users to Group.

EEHENSRAPAMBATRE L | E2NEN IAM AP |, RBRERBRNAF. MBELERE IAM B
P BRRAEMAR  mARAFE , RBEECreate.

10. MRGBTHA, , BESMBERPIERE Users , REHNIEFNAF TR TRAE

BERAP

MRAFRERZESAEE Amazon Config , MITE Security Credentials 3£+ A% Manage
Password , AFE 1 FF 0I2 %,

c. MWMBAPIEER Amazon CLI 8 API 2 Amazon Config , 3 B RE M R AR IF R4 , ME
Security Credentials (Z£ i) &I+ ik Manage Access Keys (B iFRIZ4A) , REtIED
FZ4. FRAFERERSNE,
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https://console.amazonaws.cn/iam
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d. ABMRAFRMES (TRBEARED ) .

T2 1h B RS IT Amazon Config 1/ (8]

1. & FZAmazon |dentity and Access Management(IAM) 2%l & £ F https://console.aws.amazon.com/
iam.

2. ESMBEEPIER Policies , RF1EE Create Policy, iXfFFTH Plication (REE4HEST).

3. ZWLERATNEEIRETFR JSON I F0IZEHCH BEKRK, BULLER . SAKER
B8 A8 B © 022 A9 SRS I FR B TR A9 SR G A9 B FRAmazon.

4. Select T —F R,

5. RnE#HLEEEEGNEMRE.

6. SelectNext: H#.

7. BARBEVANER (Tik ). EERBERBONR,

8. &#* Create Policy (BIZE %K),

9. TERBEIIRTP , EBREOIRNKE, BAILUER Filter 2 M Search ERE KKK

10. BEREEORMRMEZOMNRIEIRE  RARERREEL LA, Bl THII&RPIEFAtach.

1. EFEAF. AhAE , RFIEE Attach Policy, A EAE M Filter 38 Search EXRFFIETIxR.
12. SelectFff hnSEEE.

Note

BT LM IAM 25 8 612 — M ABRR IR ZRBEHME IAM B, 45A6  MACIZRER
B, AXEZER , BEH . EANKEBEPHNIAM AFERE.

H 3 R

ETHAXMEIAMAR, 4. KEANBRNESEFEE , F55H IAM AFRERTRHERES A02EER
AR 5 R,

FBLER 1AM A ' X PRAmazon Config

P& ACL MR £EEAVF (K bk 7T 2K EH SEH) B9 K% ping BAmazon Identity and Access
Management(IAM) A& A FERE X —HNR. Amazon Configi ABRSEATHAR , FEAEMN S3 174
. ZWEEH SNS £ , UK lEDescribe BEAListAP| HRIKEVEM E B ¥ 415 B Amazon BRI 5%
. BXIAM ABHNESER , HSHIAM AEHHIAM AFER.

HIRFERAL TR ARFR : Amazon ConfigiE#l&s , A TRIESREH IAM A€ , Amazon Confige B3I &
MFERR. BXELZER , B EAESA1&E Amazon Config (p. 27).
A%
- BIE IAM AEEKE (p. 219)
o F—IAM FERBFMEIEHNAE (p. 219)
« Amazon S3 TZE#EHY IAM B EZEEE (p. 219)
« KMS Z4Af7 1AM ABXEE (p. 220)
+ EATAmazon SNS ¥ IAM ABFKEEE (p. 220)
- ATHRBEEFHAEFEEN IAM ABEKE (p. 220)
- B S3 FREFEHEINR (p. 221)
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https://console.amazonaws.cn/iam
https://console.amazonaws.cn/iam
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https://docs.amazonaws.cn/IAM/latest/UserGuide/GSGHowToCreateAdminsGroup.html
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Bl IAM & &K

LR FERALL TR ARSI : Amazon ConfigiE#l & 412 IAM A% , Amazon Confige B3I R IEM % A &Ff
EHR.

E £ FAAmazon CLIIZEAmazon ConfigfR & REEFH —NAE IAM A& , BUAFHEH KRR
Amazon ConfigZEif B/ S3 6% , BAMEEHN SNS =B , ARMAXRECERNEEFAEE.

=1 IAM EERBEAMEZHAE

AT LLBIE — /N IAM {EAE SRR  FAmazon Configh\R A — B BRI A BRELN AR, BXEE
EBHESEL , BSHAA— 2 EHHIAM B 6.

TER Amazon Config & &K REIEERR

{
"Version": "2012-10-17",
"Statement": [
{
"sid": """,
"Effect": "Allow",
"Principal": {
"Service": "config.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"AWS:SourceAccount": "sourceAccountID"

B LAEAAWS : SourceAccount EiR IAM BEEFEXRFNEZY , RS Config REFEREARE
AmazonfRREFEM P IATIRIERD IAM A€,

Amazon Configth X #FaWS : SourceArnF&# , EFRMHRFI Config RFEELXARERFXPBEKRS
HATIRERTIE(E IAM A€, FHAmazon ConfighRFZEIEA , AWS : SourceArnBHEFHLRE
HNarn:aws:config:sourceRegion:sourceAccountID: *HEsourceRegion2H EiCFaT
X3 , sourceAccountIDRBTEEBIEREBMKFH ID. HAmazon Confight & it ZE51ES
FEEOEIDFSE. Hlm , RINATE4RE Config RSZEEARNKREBIZRE FEus-east-10Kk
FPHXIH123456789012 : "ArnLike": {"AWS:SourceArn": "arn:aws:config:us-
east-1:123456789012:*"}.

Amazon S3 FEEH IAM A& K
BUR RBISR #E 2 F 89 ‘Rl Amazon Configifi[B] #8289 Amazon S3 Z MR :

{
"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Action":[
"s3:PutObject",
"s3:PutObjectAcl"
1,
"Resource":[
"arn:aws:s3:::myBucketName/prefix/AWSLogs/myAccountID/*"
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https://docs.amazonaws.cn/IAM/latest/UserGuide/roles-assume-role.html
https://docs.amazonaws.cn/config/latest/developerguide/stop-start-recorder.html
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1,
"Condition":{
"StringLike":{
"s3:x-amz-acl":"bucket-owner-full-control”
}
}
Iy
{
"Effect":"Allow",

"Action":[
"s3:GetBucketAcl"
1,
"Resource":"arn:aws:s3:: :myBucketName"
}
1
}

KMS Z4A/Y IAM B &K
LA R 4B S B8 32 5 1 Rl Amazon Confight S3 AR A FR KEAET KMS tnZ s AR -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :GenerateDataKey"
]I
"Resource": "myKMSKeyARN"
}
]
}

EAFAmazon SNS B IAM A KBS EH
LA R #E$Z F Amazon Config A PR A TF #4889 SNS £/ :

{
"Version": "2012-10-17",
"Statement":
[
{
"Effect":"Allow",
"Action":"sns:Publish",
"Resource":"mySNStopicARN"
}
]
}

WMEER SNS EB MNP , HSFEEAmazon KMSPermissions (X bR ) #9Amazon Simple Notifice.
ATHRIEEEFMEER IAM B BRE

FKHERHIAmazon B RELE , Amazon ConfigiEE IAM U RF §ERINE X BN R RWE B ME R,

fiE i Amazon B 1 EREEAWS_ConfigRole H S E i i B & 2 ELLA K IAM A € Amazon Config.AmazonfE X &8

EFT R BEAmazon Configii il T X AT MNARFHNXIF | Amazon®RER | XEREAmazon Config R E
AEHMT EERE , BEREAE S ENRRIREEEFHES.
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https://docs.amazonaws.cn/sns/latest/dg/sns-server-side-encryption.html#sns-what-permissions-for-sse
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Amazon S3 FE AR

MREFRAZFHENEREF AR , Amazon ConfigfF ki i1 BIAWS_ConfigRole 1 #&,

MR B Amazon CLI , B Hattach-role-policyin s HIEEM Amazon BREMH
(ARN)AWS_ConfigRole :

$ aws iam attach-role-policy --role-name myConfigRole --policy-arn arn:aws:iam::aws:policy/
service-role/AWS_ConfigRole

B S3 1Ffif 8 R HI R

Amazon ConfigZ 82, FEH MR S3 F e #TIERHREEH,

BB AAWSServiceRoleForConfig ( SR A BRSSHE55 A B Amazon Config) SAE
Faws_configRoleBIEMFKEE, BXBMERFINREMENESZEE , S HAmazon Configik{ESLEEL.

NMRBEEEEFHBICRONRENR , BHMRIE S3 EREREF R M config. amazonaws . com (
Amazon ConfiglRE EAEEH ) HRIFTE S3 HXMPRAWS _ConfigRoleBEEBMKEE, BXEZER , S
¥ . Amazon S3 FEEAIINR.

Amazon S3 176 K X R

FIANERT , FTE Amazon S3 BN RBE2AEN . REREMEE RAmazontl B 774578 K - 0 LA
HREZEFEERE. B2 , RRFMEETLUERFHRNBER FTHMATREMAF, ERFIHRNRE , Hh—fH
ERIRBIH R,

R Amazon Config B3 71 612 Amazon S3 Ff#E ( flan , ZREEEFHAmazon Configi il & 1% B BRI 1%
HWEE ) |, XLENPRESBEZRME Amazon S3 FiE . B2 , RBIBEEIEMN Amazon S3 F#F , MK
MAFERZ S3 FEREEEHENNR,

Note

NRABEEFHEBONR, Hl, MRECET —MEREBHBRTF - IPRAFEANRR , WRTE
WREAFHXSR , BRIFLAFEXRFEHRNR,

EE3
« £ IAM A &E Amazon S3 R L FENER (p. 221)
» FRARSHERXAEE Amazon S3 FEHEBHMLENR (p. 222)
+ #1XAmazon ConfigXl Amazon S3 & /Y17 E PR (p. 222)

FA IAM A/t Amazon S3 FE RS ENR

{a et Amazon Configif B BE 2 (L IBF X4 FHRER) ZIXFEK B Amazon S3 FEf , ERRARE
RER D EH IAM & fAmazon Config. {flBtAmazon ConfigiSB BE B X% E 2 — K # Amazon S3 171
B, E2ELZERER IAM AG | BRIZFERE 7 R R IR R T L F 645800 15 7] KBS R B F R =R
FERMBMWRITER IAM AGHIFRINER, FEXFERT , Amazon Config @R EEXLEEFE |, XXELL
Amazon Config REZEFE AN B LiE. ZIHRRESPERBIHNA config. amazonaws . com BEEA
T wrITE WHRINPR , RIS FBER L%, X —K , Amazon Config BEKAEE S3 FHBZEHITR
WA E. BATRTESE 6 SHIREIN—NARIREHINE S — K-8 Amazon S3 F&M , @& FX
FRAmazon ConfigX} Amazon S3 774 1 K 177 [ AR o

{4t B Amazon Config Al 4§ A FH &% E Amazon S3 i #Amazon Configh EE M B R T EEURFH T
EHMAmazonFEHBATEM XiE, Amazon Config2 it 8 A Amazon S3HeadBucketAl TR EF#FEES
FEUARRBRE#HEXEN AP, IRERTUERENRBHREMFEBATENNR , Z4F7 Amazon
CloudTrail B&EFEE| AccessDenied fiR. BER , WRERRHEFHEBELNR , BELRIDEHE
Amazon S3 Z# 1@,
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https://docs.amazonaws.cn/config/latest/developerguide/s3-bucket-policy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_RESTBucketHEAD.html

Amazon Config FF X A R ¥Em
Amazon S3 FE AR

£ A RS HEx A EETRY Amazon S3 FE MY L ENR

XL XIEA : Amazon ConfiglRE X A& TN RMAE Amazon S3 EiEM8, FrLl , MMRIREE
Amazon ConfigfE RS HX A E , Amazon Configff XX B EBEJI Amazon ConfiglRFZEREA : BEEF
TE% 6 ZHRBN— MG RREEH MR E S MK - RE MK 8 Amazon S3 F#Ef , UHTRFERT
M FRAmazon Configi Amazon S3 1ZEFERY 5 R FR .

X Amazon ConfigXl Amazon S3 174 4 1Y 177 [A] X BR

BRBUTHSREEE SRS SREAK S # Amazon S3 1Z#EE RN B KR, 178 & 2 iFAmazon Config
LU B B 5 2 &% E) Amazon S3 FiEH#.
1. EAZ S3 EMMPTE KK~ & F Amazon Web Services Management Console.

2. BEXBLTMLITH Simple Storage Service ( Amazon S3 ) #&|#& : https://console.aws.amazon.com/
s3/o

1EFR B E Amazon Config ARZEER BV FME , ARFIERE Properties (B 1)
FEIEENBR.

1%3% Edit Bucket Policy.

FFLLT 5K BE & 2] Bucket Policy Editor B :

Important

o0 s~ w

RIFBHER BiE R £ 32BAmazon Configii [l Amazon S3 Z6#E , ZMNBZIBIEEFZHERE
BEPEFAWS : SourceAccount i, MREBHNINEFZHEWRBEREF[LLZERESE , B
BB WERBEZEEBRELES LR, XEALFERAmazon Config{R 7% F X & 7
AP REBR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSConfigBucketPermissionsCheck",
"Effect": "Allow",
"Principal": {

"Service": "config.amazonaws.com"
b
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::targetBucketName",

"Condition": {
"StringEquals": {
"AWS:SourceAccount": "sourceAccountID"
}
}
}V
{
"Sid": "AWSConfigBucketExistenceCheck",
"Effect": "Allow",
"Principal": {

"Service": "config.amazonaws.com"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::targetBucketName",

"Condition": {
"StringEquals": {
"AWS:SourceAccount": "sourceAccountID"
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Amazon Config FF X A R ¥Em
KMS Z4R K9 BR

"sid": "AwWSConfigBucketDelivery",
"Effect": "Allow",
"Principal": {

"Service": "config.amazonaws.com"
Iy
"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::targetBucketName/[optional] prefix/
AWSLogs/sourceAccountID/Config/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"AWS:SourceAccount": "sourceAccountID"

Note

Amazon Config#i 5 #9Amazon} BFE[']J& FRHY — M Amazonf&#9 K 7= =< BX Ik F* Amazon
4R, XEBREAmazon ConfigiE £ & A Bl EIME N Amazon ConfiglRiFEREA ( FlINRERE
B9 B IAM A& €8 Amazon Configi& BWRITEV 8] 17 #8 5 7 481% & 84 15 ] Amazon Config
EZEFABRSHEXAR® )  WZBRSHFFTERTETALR ID RALLUHNEHL,

Note

EER IAM B &R TR RMmT 2R TN R Amazon ConfighR % 4B (SPN) |, iEHRIERN
IAM B 2B PutobjectACLIEIKF FHBHIANR , UBENBRTFREIR. HSMH IAM AKX
BBl Amazon S3 TFEHERY IAM BEXKE (p. 219).

7. BREHEBRBERAUTE:

+ targetBucketName— TFIHY Amazon S3 174 #H#Y & ¥ Amazon Configl¥ R EEW B .
o [##] ##— Amazon S3 N REMN TLEMMA R , AIHEBEIFER IR T XHRNARLN,
« ## AccountID— MK HIIKF IDAmazon ConfigifEL B W& % B B AR E 41

8. %% Save , R/51%$F Close,

BRI LAEFIAWS : SourceAccount i |, BABR#HI Config RFZERANERRBEKFHITRERE
Amazon S3 B ITRE, MRIRITEIREAmazon ConfigfEk BHE — ARSIk h i BN B 1%
B2 Amazon S3 RN , RNBWER IAM ABMARRSHERA® , BUEETLEERAAmazon
Organizations R HIMAWS : PrincipalorgID. EXEBES—REERN IAM ABHIHENRHESE
B Amazon Config, HZ B2 E4A K IAM & &K EAmazon Config. BXxEEH RN PEH E %= B Amazon
Organizations, &2 R EE &K 5 R PRAmazonH 4.

Amazon Configth X #AWS : SourceArn&# , E&KRMHRFI Config RFEFLARERTRBFER P MITR R
5 Amazon S3 Ff#E#E3X EAmazon ConfigRRf&RE. fEAAmazon ConfighRFZEIEA |, AWS:SourceArn/®
MIFIRR I E Narn: aws :config: sourceRegion: sourceAccountID: *BiE sourceRegion 2% B
BRI XifisourceAccount IDRBEEAREMNIKF K ID. B><Amazon ConfigElixRE , FSREE LR
BIE. il , ML T &GRS Config RFZEREARKREHBIESEHN Amazon S3 FHEBEHITRX Eus-
east-1IKFP FHIX1H123456789012 : "ArnLike": {"AWS:SourceArn": "arn:aws:config:us-
east-1:123456789012:*"}.

KMS 247 KA BR

7 Amazon S3 KMS Z4ABIR KR , ZRBAFEFNERBNREAE T KMS #9112 Amazon Configil T
S3 FERARAT.

B
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« £/ IAM Bt KMS Z4AFTEMNRIR ( S3 EHEBR ) (p. 224)
s FRABRSHEXAE (S3EMEBRN ) B[ KMS BN MLERR (p. 224)

A IAM Aert KMS Z4AFTEMNER ( S3 FEX)

R IRi& EAmazon Configflf IAM A , BRI LU TR REEHT ANZEl KMS %47 -

"Id": "Policy_ ID",
"Statement": [
{
"sid": "AWSConfigKMSPolicy",
"Action": [
"kms :Decrypt",
"kms :GenerateDataKey"
1,
"Effect": "Allow",
"Resource": "*myKMSKeyARN*",
"Principal": {
"AWS": [
"account-id1i",
"account-id2",
"account-id3"

Note

MER IAM £, Amazon S3 F R EEHAmazon KMSE4A T IR MH5E 2 /9 i B X FRAmazon
Config , #8ZAmazon Config% iR & &5 8 &K% E| Amazon S3 FHERBIFAM,. EXMFER

T , Amazon Config & BRKIEXEF L |, IXIREEL Amazon Config REZERAN B KL, WT
XAIER |, AU 0T PR B R BR 3K B B i B Amazon KMSE % F 1 2240 Amazon ConfigfE /5
BEf& %% Amazon S3 774558 8 F 4R A BR o

ERRSHEXAE (S3 FHERN ) BT KMS BN SENR

MR IR EAmazon ConfiglE ARRSHX AR , BRERUATIRERM B KMS B4,

"Id": "Policy_ID",
"Statement": [
{
"sid": "AWSConfigKMSPolicy",
"Effect": "Allow",
"Principal": {
"Service": "config.amazonaws.com"
Iy
"Action": [
"kms :Decrypt",
"kms :GenerateDataKey"
1,
"Resource": "myKMSKeyARN",
"Condition": {
"StringEquals": {
"AWS:SourceAccount": "sourceAccountID"
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}

BRZHAREPHUTE

+ mykmsKeyarn— B9 ARNAmazon KMSH F X} Amazon S3 124 1 # 89 BiE 3t 1T i1 8y 4 Amazon
Configi¥ & =B BT B .

« ## AccountID— &K HIKF IDAmazon ConfigifE4E B B E .

B LAEFAAWS : SourceAccountFifFAmazon KMS LK %47 K BE PR | Config BRSS £ & R &5 Amazon
KMSH R4 E R = M ATIRERT Y B4R

Amazon Configth X #FaWS : SourceArnF®# , EFRMHRFI Config RFEFEARERTRFER P INITREN
5 Amazon S3 773X HEAmazon Config®X{13R1E, fEFAAmazon ConfiglREZZEIEA , AWS: SourceArn/®
HIFIRLIRE Narn: aws::config: sourceRegion:sourceAccountID: *HEsourceRegion2&i%E
B XifisourceAccount IDREEEERENKF K ID, HXAmazon ConfigllixRiE , BSHEELR
BIE. il , R T &RELRS Config RFZEREANKREMBIESEH Amazon S3 FHEBH TR Eus-
east-10KF FAIX13123456789012 : "ArnLike": {"AWS:SourceArn": "arn:aws:config:us-
east-1:123456789012:*"}.

Amazon SNS FFH X R

MREEHE , BFHEAANEZHHE B Amazon Config : TR #HEH Amazon SNS =&, Amazon
Config 4 M E BB A K IEE] Amazon SNS EBM A ENR, X FHRBEKFHIZE , ZAmazon Configid
#H & 282 Amazon SNS £ , HEZMNB MK FiEE—/ Amazon SNS & , Amazon Configlg{R
Amazon SNS TE I EMENNRHE/RZERERE.

Note
Amazon Config B BI{X X IFHRE X MEWK 15 E . A THKH SNS EBAmazon Systems
Manager(SSM) 3 #45h F Fl 855 1X BB A XA T REE X i,

B
« £ IAM A®E Amazon SNS M S ENR (p. 225)
« FARSHERA G Amazon SNS EFH L FEER (p. 226)
« Amazon SNS X/ [EBHEE (p. 227)

EH IAM B8t Amazon SNS BRI A FENR

SR LS R E B M N B R Bk~ A9 Amazon SNS =5, MR EELEFEAE —KFH Amazon SNS =
B, TRANUA TR MBI A/ Amazon SNS £,

"Id": "Policy_ID",
"Statement": [
{
"Sid": "AWSConfigSNSPolicy",
"Action": [
"sns:Publish"
1,
"Effect": "Allow",
"Resource": "arn:aws:sns:region:account-id:myTopic",
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Amazon Config FF X A R ¥Em
Amazon SNS EZ R R

"Principal": {
"AWS": [
"account-id1",
"account-id2",
"account-id3"

X FResourcef®,account-idRAmazonEBFIEENIKE ., SBEAF## 1d1. ## 1d2, M## id3 , BE
A Amazon G 5IE %A B Amazon SNS EBHIK . #RATELAE YN E B s Marss.

fAlEfAmazon Configff B A %% 2] Amazon SNS £ , E2EH A2 EEA IAM A6 , BENRAGS
Amazonl P& B A BB XA FR . EAKRESH , Amazon ConfigeBIXKEBA |, XX B Config
BRFZZERXABI (SPN) WX EIE, ERIEMZE , EBH R RBELIIR Fsns : Publishf
Flconfig.amazonaws.comZFIXA BT, ELTUF T EIREIWN — N7 E KM INE] Amazon SNS &5 &8
#FAmazon ConfigfE IAM A BTN LA EiZEBATiHE Amazon SNS &,

FERARS <A B Amazon SNS £ TR A EN R

X Amazon Configifi[ElAmazon SNS £/ , ZRFFEZEM M TRERE, X2F N Config BlRFEEKE
(SPN) 24 FEAmazon ConfighlRSHEX A (SLR) , A TFMEMIK 157 Amazon SNS £/, UTRERE
HBEETe2RESE , LH{HRAmazon ConfigUET FRHIXT & 5 i #9 ik 7 89 75 B A PR R A R T A /= 5 18] &
JRAWS : SourceAccount %, BIAUBNUFEALLRERESRRK,

N FEKFIZE , HAmazon SNS =B SLR L FE— MK , BAmazon SNS H#EF
SLR’sns :Publish“fXfR , LI EMHEFHAmMazon ConfigSPN, AT RREMEZ L RIEXREREHATEKF &
B,

{
"Id": "Policy_ ID",
"Statement": [
{
"Sid": "AWSConfigSNSPolicy",
"Effect": "Allow",
"Principal": {
"Service": "config.amazonaws.com"
}l
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region:account-id:myTopic",
"Condition" : {
"StringEquals": {
"AWS:SourceAccount": [
"account-id1",
"account-id2",
"account-id3"

3t FResourcet®,account-idR2AmazonEBFIEBENIK S, ERAF## id1, ## id2, M## id3 , BFE
FAmazonfFEE X% 2 Amazon SNS B . YRATLAFE S W E B iR zs M oans.

SR LU FAWS : SourceAccount & |, BABR#IConfig BRSS T4EE FF (SPN) ER R EMK P TR MERX
5 Amazon SNS E&# T H,
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Amazon Configth X #aWs : SourceArnFf | ZFM4RE Config BREEEER (SPN) RERREBE
RAPHITIRER S Amazon S3 fF##3X EAmazon ConfigRXfH&i8. M Config BRE X4 &5 (SPN)
B, AWS:SourceArnBMHFHBLIEE Narn: aws:config: sourceRegion: sourceAccountID: * M
BsourceRegion2EEBEEMN XifisourceAccount IDR B EZXREMIK/F /I ID. H<Amazon
ConfigBtixRiE , BSREEEREE. F0 , FMUTRELRE Config IREZEFE AR (SPN) XK
FEHBEE S Amazon S3 FHEH TR Eus-east- 1K FHIXIH123456789012 : "ArnLike":
{"AWS:SourceArn": "arn:aws:config:us-east-1:123456789012:%*"}.

Amazon SNS £ Hi |8 FHEE

Amazon Config4 M BB B A %% ZF Amazon SNS EFHINR. 1R Amazon SNS EE T EEWEL |,
BEWIF IAM & 2% E5Amazon ConfiglBi& —EHsns : PublishiX R,

[@] Amazon Config P& ¥ BE X R

Amazon Config KEgE £/ Amazon Config AP R FIR, MREFEQAFLRTFTRNR , A
Amazon ConfigZRBEE IAM AR AT, B RERR , F2SEIHEBRBFENR, SEATUEESH
BEMREE, KEEE—L JSON X# , BAIEN T AYAFHITHRENR AP N HLE R RRITIXER
(="
B %

o RRIFRBR (p. 227)

- E2THER (p. 228)

o BEHFZKFZSXEHERSHITRENAFR (p. 230)

» HHINER (p. 218)

RiBE RN R

LU RBEETRT —4 Amazon BRI AWSConfigUserAccess , ZRMEIEFX Amazon Config B RiEih
B4,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"config:Get*",
"config:Describe*",
"config:Deliver*",
"config:List*",
"config:Select*",
"tag:GetResources",
"tag:GetTagKeys",
"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"cloudtrail:LookupEvents"
]!
"Resource": "*"
}
]
}

EXLRBEIBEID , Effect TRIEERAFERIELEIE, Action TRIIE T ATFAFRITHEER
YE. Resource TR AVFAFNERITIXLEREN Amazon &R, 3 TF#EEIX Amazon Config ##4EH
WEKKEE , Resource TRBLZEERN » ( —IMNRRFIERFR WELRA ) .
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Action TEFWEXN N TRFEXZHHN APl, BEFIMIMNT config: UKRTREIEMN R Amazon Config #
o BALME + TEHRMEMH Action BEAF , MA T RAIFTR :

e "Action": ["config:*ConfigurationRecorder"]

X fF L A5 Amazon Confighl” & BV IR 4E
ConfigurationRecorder‘(StartConfigurationRecorder, StopConfigurationRecorder),

* "Action": ["config:*"]

X AW FRE Amazon Config #4E , BRAFH AL Amazon BRS VIR,

. "Action": [ll*ll]

XM AEFFTE Amazon BE, ERBEERFRYEKFH Amazon BEEERMAF,

QiEREBAAFRFNIT startConfigurationRecorder, StopConfigurationRecorder
DeleteConfigurationRecorder BEMINIR, FAFEALRENAS BIREIZREE. FLEEIER
B ERMIBREL B iZ %28, X F%I&RAmazon ConfigifE , S B Amazon ConfigAPl Z%&.

T2 RIXR
BT RBIRTRT — M RFI Amazon Config 215 RIXPRHIKEE. EXN A& FHITFIE Amazon Config
BRENNIR, EXATHAFEE Amazon S3 FREFH XY , UREEER P XBNIKF ) Amazon
SNS =&,

Note

BRBERTIOZHNR, ARTFEEHARRZE , FERKTRIARTRENR , REREFTE
RTHMNR, ZHMEE-—FERRTETRLHNRMNEBR B ENRR 2 EFH M.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Action": [
"sns:AddPermission",
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:GetTopicAttributes",
"sns:ListPlatformApplications",
"sns:ListTopics",
"sns:SetTopicAttributes"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:GetBucketAcl",
"s3:GetBucketLocation",
"s3:GetBucketNotification",
"s3:GetBucketPolicy",
"s3:GetBucketRequestPayment",
"s3:GetBucketVersioning",
"s3:ListAl1lMyBuckets",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListBucketVersions",
"s3:PutBucketPolicy"
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1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": [
"iam:CreateRole",
"iam:GetRole",
"iam:GetRolePolicy",
"iam:ListRolePolicies",
"iam:ListRoles",
"iam:PutRolePolicy",
"iam:AttachRolePolicy",
"iam:CreatePolicy",
"iam:CreatePolicyVersion",
"iam:DeletePolicyVersion",
"iam:CreateServiceLinkedRole"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "*x",
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"config.amazonaws.com",
"ssm.amazonaws .com"

"Effect": "Allow",

"Action": [
"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"cloudtrail:LookupEvents"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"config:*",
"tag:Get*"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ssm:DescribeDocument",
"ssm:GetDocument",
"ssm:DescribeAutomationExecutions",
"ssm:GetAutomationExecution",
"ssm:ListDocuments",
"ssm:StartAutomationExecution"

1,

"Resource": "*"
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‘ }

EHIX Z K, 2 XERERSMITRENA P NR

BALERRRENREFAFN SRS S XBHERSMTEERENEED . Amazon Config ZIKF %X
HBERE AP IFRFRRINR. EHFRRBIRALFERAEREREBERFNEERS,

i | BHEEFN R RBENHRRBAGEAS. ETURBHRIRE
g8AccessibleAggregatorflInAccessibleAggregator. AE , MM—NAEFHREIN IAM T
B&AccessibleAggregator.

EE-NERT  BATNEEENEE ARN RITREHRIRE , Slu
DescribeConfigurationAggregators ] DeleteConfigurationAggregator #E. £ FHEH R
i, Bl ARN N arn:aws:config:ap-northeast-1:AccountID:config-aggregator/config-
aggregator-mocpsghs.

"Version": "2012-10-17",

"Statement": [

{

"Sid": "ConfigReadOnly",

"Effect": "Allow",

"Action": [
"config:PutConfigurationAggregator",
"config:DescribePendingAggregationRequests",
"config:DeletePendingAggregationRequest",
"config:GetAggregateConfigRuleComplianceSummary",
"config:DescribeAggregateComplianceByConfigRules",
"config:GetAggregateComplianceDetailsByConfigRule",
"config:DescribeConfigurationAggregators",
"config:DescribeConfigurationAggregatorSourcesStatus",
"config:DeleteConfigurationAggregator"

]!

"Resource": "arn:aws:config:ap-northeast-1:AccountID:config-aggregator/config-

aggregator-mocpsghs"
}
]

EE-NERBET , FHEENEEENEE ARN MITREHFRME. ETEMNRGIF , BE ARN A
arn:aws:config:ap-northeast-1:AccountID:config-aggregator/config-aggregator-
pokxzldxo,

"Version": "2012-10-17",

"Statement": [

{

"Sid": "ConfigReadOnly",

"Effect": "Deny",

"Action": [
"config:PutConfigurationAggregator",
"config:DescribePendingAggregationRequests",
"config:DeletePendingAggregationRequest",
"config:GetAggregateConfigRuleComplianceSummary",
"config:DescribeAggregateComplianceByConfigRules",
"config:GetAggregateComplianceDetailsByConfigRule",
"config:DescribeConfigurationAggregators",
"config:DescribeConfigurationAggregatorSourcesStatus",
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"config:DeleteConfigurationAggregator"
1,
"Resource": "arn:aws:config:ap-northeast-1l:AccountID:config-aggregator/config-
aggregator-pokxzldx"
}
1

MEFEARATHAFZHENEEE N KB P EENDERRIMBREERSS , ZAFSREES
HRRE,

EAUR Amazon CLI RAIHBR AP A MmN RS2 , Bl AccessibleAggregator
InAccessibleAggregator,.

aws configservice describe-configuration-aggregators

33O ETh== 6 -
BT AU
{
"ConfigurationAggregators": [
{
"ConfigurationAggregatorArn": "arn:aws:config:ap-northeast-1:AccountID:config-

aggregator/config-aggregator-mocpsghs",
"CreationTime": 1517942461.442,
"ConfigurationAggregatorName": "AccessibleAggregator",
"AccountAggregationSources": [
{
"AllAwsRegions": true,
"AccountIds": [

"AccountID1l",
"AccountID2",
"AccountID3"
]
}
]!
"LastUpdatedTime": 1517942461.455
}
]
}
{

"ConfigurationAggregators": [
{
"ConfigurationAggregatorArn": "arn:aws:config:ap-northeast-1l:AccountID:config-
aggregator/config-aggregator-pokxzldx",
"CreationTime": 1517942461.442,
"ConfigurationAggregatorName": "InAccessibleAggregator",
"AccountAggregationSources": [
{
"AllAwsRegions": true,
"AccountIds": [
"AccountID1",
"AccountID2",
"AccountID3"

}
1,
"LastUpdatedTime": 1517942461.455
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Note

3 F account-aggregation-sources , MIAENHRESEHIEN Amazon I/ ID HES
PEHSIR. AXESHKS, ID FEEX , FEEN S| S#HTES (B0, "[{\"AccountIds
\": [\"AccountIDi\",\"AccountID2\",\"AccountID3\"],\"AllAwsRegions\":
true}]")o

RS, AFBIE IAM K8 |, BUEL I InAccessibleAggregator.

"Version": "2012-10-17",

"Statement": [

{

"Sid": "ConfigReadOnly",

"Effect": "Deny",

"Action": [
"config:PutConfigurationAggregator",
"config:DescribePendingAggregationRequests",
"config:DeletePendingAggregationRequest",
"config:GetAggregateConfigRuleComplianceSummary",
"config:DescribeAggregateComplianceByConfigRules",
"config:GetAggregateComplianceDetailsByConfigRule",
"config:DescribeConfigurationAggregators",
"config:DescribeConfigurationAggregatorSourcesStatus",
"config:DeleteConfigurationAggregator"

1,

"Resource": "arn:aws:config:ap-northeast-1l:AccountID:config-aggregator/config-

aggregator-pokxzldx"
}
]

TR, AP@EIAIAM KA TREXBER S SRMAN K5 E.

aws configservice get-aggregate-compliance-details-by-config-rule --configuration-
aggregator-name InAccessibleAggregator --config-rule-name rule name --account-id AccountID
--aws-region AwsRegion

ZTREELHRRE

An error occurred (AccessDeniedException) when calling the
GetAggregateComplianceDetailsByConfigRule operation: User: arn:aws:iam::AccountID:user/ is
not

authorized to perform: config:GetAggregateComplianceDetailsByConfigRule on resource:
arn:aws:config:AwsRegion-1:AccountID:config-aggregator/config-aggregator-pokxzldx

B RBERNR |, BRI B FRIEL I 2P 2 XIEBIER ST ERENTHRNER,
Bt in{E B

ETHAXME IAM AR, 4. KBEARRNESFEE , S0 IAM AR ERHRHEIZENE -1 1AM A
FPAEERAMTRIES,

Amazon Config Rules API 4E X 89 &R RANR

REENREEEEATAL X B R FEITIRIENIIEE. Amazon Config Z1FFE L Amazon Config Rules
APl IR ERERBNR . XEWREX FHE L Amazon Config Rules 246 | e LA RS Ao F B P HUITIR/E
(BTFATHERENEKE)BREATFAFEANEERR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/GSGHowToCreateAdminsGroup.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/GSGHowToCreateAdminsGroup.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/PermissionsAndPolicies.html

Amazon Config FF X A R ¥Em
Amazon Config Rules AP| R EX 1389 & RKAPR

TERNBYHXFERRNEHN Amazon Config Rules APl #4E , LR EMEEZIZNER (REARN)
$EE ARN B , BALAERRBHRER * BESF ; fl0 , EEZRFHLEEEBYIER ID #YRHR 7T BUX M

Important
R FE — Amazon Config Rules AP BERFELZFIE , MIRREFIERRENR. MFE

Amazon Config Rules BEFZHRFRRNIR , BAUEAF BT ERZRENNIR , BXMAE
BiE AN ERTEEE

AP| 4 BT
DeleteConfigRule Config 10

arn:aws:config:region: accountID:config-rule/config-rule-I1D
DeleteEvaluationResults Config L0

arn:aws:config:region: accountID:config-rule/config-rule-ID
DescribeComplianceByConfigRule| Config 1

arn:aws:config:region : accountID:config-rule/config-rule-1D
DescribeConfigRuleEvaluationStatu€onfig 1

arn:aws:config:region: accountID:config-rule/config-rule-I1D
DescribeConfigRules Config 10

arn:aws:config:region: accountID:config-rule/config-rule-I1D
GetComplianceDetailsByConfigRuleConfig A1

arn:aws:config:region: accountID:config-rule/config-rule-ID
PutConfigRule Config 0|

arn:aws:config:region : accountID:config-rule/config-rule-1D
StartConfigRulesEvaluation Config 10

arn:aws:config:region: accountID:config-rule/config-rule-ID
PutRemediationConfigurations EEEE

arn:aws:config:region:accountId:remediation-
configuration/config rule name/remediation
configuration id

DescribeRemediationConfigurationst& & &t i&

arn:aws:config:region:accountId:remediation-
configuration/config rule name/remediation
configuration id

DeleteRemediationConfiguration | & & &

arn:aws:config:region:accountId:remediation-
configuration/config rule name/remediation
configuration id

PutRemediationExceptions BERE
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API 4 BT

arn:aws:config:region:accountId:remediation-
configuration/config rule name/remediation
configuration id

DescribeRemediationExceptions = 1§ & & &

arn:aws:config:region: accountId:remediation-
configuration/config rule name/remediation
configuration id

DeleteRemediationExceptions EEERE

arn:aws:config:region:accountId:remediation-
configuration/config rule name/remediation
configuration id

pln , BHLEARFRERF NI EANITHRER , BELBERFHBEANRTHET A,

EE—NEREAF |, B Amazon Config Rules X118 E#M M3 1T EUR4E , #lW0 DescribeConfigRules
# DescribeConfigRuleEvaluationStatuso

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditoro",

"Effect": "Allow",

"Action": [
"config:DescribeConfigRules",
"config:StartConfigRulesEvaluation",
"config:DescribeComplianceByConfigRule",
"config:DescribeConfigRuleEvaluationStatus",
"config:GetComplianceDetailsByConfigRule"

1,

"Resource": [
"arn:aws:config:region:accountID:config-rule/config-rule-ID",
"arn:aws:config:region:accountID:config-rule/config-rule-ID"

EE =KD | B354 Amazon Config Rules X4 E# NI TH B AR 4E,

{
"Version": "2012-10-17",
"Statement": [
{

"sid": "VisualEditoro",
"Effect": "Deny",
"Action": [
"config:PutConfigRule",
"config:DeleteConfigRule",
"config:DeleteEvaluationResults"
1,
"Resource": "arn:aws:config:region:accountID:config-rule/config-rule-ID"

}
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Amazon Config FF X A R ¥Em
PR %5 #8 < BcAmazon ConfigRule

FABRBRENIR , E0 LA RERS RN PR HIE4 B A TF RIMBREAXT Amazon Config Rules API iR {EHIT4S
EBRE,

AR %5 #8 >< BXAmazon ConfigRule

R %548 X 9 Amazon Configrule 2 — it 45 B W ERLEM N AmazonE 2122 # IR 55 Amazon Config iy ik
FRHREHAN,. RSHEXEAmazon Configflll EFE LA BE R AHMA P ENFTE N RAmazon R RIEE
HORS . XEHN 2L TF AmazonfR S HETE REIAmazon Web Services i~ AT &M 15

X L& fR 5 < B9 Amazon Config#l A8 FAmazonfREHER, XL XIHE : Amazonfi$EERALEEDN
Amazon Web Services . R E G X LMY RILFGRINR, W RE DT EAmazonix L4 M 6515 2019 ik
%o

1 Amazon Config ##l& % , RS M<K Amazon Config HLNFE RE Rules (HIN) WEA. HEBHREOE
BHEPFERE , ANMRESHEEAN, BAETEBEANREEANNFAEE. ERNFAEETE
L, BUUEECRIENANWIRSH AR Edit (4w%) M Delete results (MRS R) FIRE , N\NTPR I EwHE
FBIBRAN ML R, EHREIMBRFAN | FBRAmazontl BH N K RS -

£ H Amazon Command Line Interface B , PutConfigRule, DeleteConfigRule
DeleteEvaluationResults APl IERIGRIMIEL  HERUTHIRES :

INSUFFICIENT SLCR_PERMISSIONS = "An AWS service owns ServiceLinkedConfigRule.
You do not have permissions to take action on this rule."
£

Xt Amazon Config EARFHEXBE (p. 235)

¥t Amazon Config FRARFHEXAE

Amazon Config £ Amazon Identity and Access Management (IAM) RS < A&, RESHEXAGE—T
MAFEEM IAM AR , ©5 Amazon Config BE#E#%. BRFSHERXAEH Amazon Config lEXN , H#BEZ
BREREREEAEM Amazon RSB — IR,

RS A Amazon Config B BERN , AN EFRLFHFMSENNR. Amazon Config & L H AR
SHEXABHIIE , RIESTENL , BN Amazon Config TR AR AR, E XN REIEEERENN
PREEEE , AR TREMMNEMEMRIE T IAM SRR PR SR RS .

BXXFERSEXABHHEERSHELR , FSHAEMA IAM B Amazon 55 #E K Service-Linked

Role ( RSHEXAE ) FIFETRA Yes ( R ) MRS, FikiE Yes BEFZRSHRSHEX A B
%,

i&FF Amazon Config I IRSS#H< A iR

Amazon ConfigfE A& R MRS HX<A®, AWSServiceRoleForConfig-Amazon Configff A lLIRZ <A R
RiAH otherAmazonfR RIEIRS -

AWSServiceRoleForConfig BR &S < A BEME config. amazonaws.com RERAAAE,

K BR R BEAWSServiceRoleForConfigH B/aE N RN R R ERBRAMazon Config& iR A K E AR
PRI RiENBRAmazon ConfigkiF. BXEZER , BEH I HFNARFREE (p. 7).

MAEENR , AW IAM X4E (MAF, AHEE ) 2R, FEIMBRBSHEXAE, EXESZER B
B3 1AM A P 35 R R Y IR 5548 55 A B AUR.

RS ¥ % A & 5Amazon Config , &4 EL B 4T3 Amazon S3 4 #8F1 Amazon SNS EEMNR, BHx
EEEE , B5H FARSHEXARINE Amazon S3 FE B LENR (p. 222) M FAKRSHEKX A BR
Amazon SNS FFHLERR (p. 226).
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

Amazon Config FF X A R ¥Em
Amazon ¥ E KK

A Amazon Config BIZRESHEXAE

£ IAM CLI = IAM API 1 | A config.amazonaws.com BEZHUBE—MNRESHEXAR, BEXEZE
B, BEZH (AM AFER) HHEIERSHEXAC, MREEHBRT WERSHEXAE , WAL kER
EERUERAE,

“m%8 Amazon Config WIRS <A
Amazon Config Rt iF #&4%%E AWSServiceRoleForConfig lRSHEX AR, BIERSHEXAGE , BEEE

HABEN , RNTRES/NNGSIAZAG. BRANER IAM REACHHA. AXESELS , 20
C(IAM RAFigm) PHREIRSHEXAE,

fH B} Amazon Config BIRSZHXxAE

MEATBRECARNTERSHEXACHEIRS , RNBUENHRZAC, IHERIBRRNED K
RREFHARERRE, BR , ELFABFRBSHEXAGHER , AL RFIMEKRE,

Note

N R 12 2 R M BR & TR AT Amazon Config (RS EEFEAZAR , MIMBRRETESAK. WREE
XHER , BEEFLEHEER,

Z I BRAmazon Configfi i 19 3 JRAWSServiceRoleForConfig

BREEEFEARSHEARABBH configurationRecorders, AL Amazon Config # & & & IEE
BidFs, EFLEIEE , Bk Recording is on (IBXEHF) TH Turn off (<),

BRI LAE A Amazon Config APl filBR configurationRecorder, EMIER , iEFEH delete-
configuration-recorder B,

$ aws configservice delete-configuration-recorder --configuration-recorder-
name default

£/ 1AM FHRIBRRSEXBE

£/ 1AM #24]A . IAM CLI 5 IAM API il Bk AWSServiceRoleForConfig BREH*x AR, BXEZELR | &
S0 1AM A F 8RR BRIRS <A R,

Amazoni& i F Amazon Config BY3E&E KB

EGAF, ANAGFIINE K SECRKRERKAEL |, FA8 Amazon IEERBEME, SIE NN HRAIRER
ENERN IAM BEFEEFKEERBEMELAR, BREAN] , B£ALUERAREIN Amazon HEREKE, X
LERHEE LERRS , TSR Amazon Web Services Ik A, A% Amazon FEXXKBNES
E8 , HZ1 IAM BFEEFHAmazon £E XK,

Amazon Web Services AT MEFH Amazon EEX KR, BILEFE R Amazon EE X KPR,
REBREM Amazon HEXFEFMBASRUAZEF . WREHFLF MM MKBENFTESH ( B
P, ANAR ), YSHFIERFTRETAN , BRSHRETELEH Amazon EEX K. BETaM
Amazon FEE N KEEFHIBRIR , Rt REEFFLBIREHNIMENR,

A, Amazon EX B SRS H TERENITEE XK. HlI , VviewonlyAccess Amazon FEERXEK
EEIR IS 1 2 Amazon Web Services BRSS FI'ERM Riih B NR. LRSS FHFIIEER , Amazon 2R
BAEMGRNINRENR, Bx TIENAERENIIRMER , HSH IAM AP EEPNER T THEIREN
Amazon £ E K,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html

Amazon Config FF X A R ¥Em
AWSConfigServiceRolePolicy

AmazonB R KEE : AWSConfigServiceRolePolicy

Amazon Configff & 7 WIRE XA B, AWSServiceRoleForConfigfT &4 H fth A AmazonfX RIE AR
%, HEFEACEAUTRARFN : AmazonEiRENEE S & Amazon Config , tb# RIEHH B3I 8IE2
Amazon Configll B #RiE#FZIE TR F Amazon ConfigSLR M~ 24k B 2 B9Amazon Identity and Access
Management(IAM) RE A&,

XLEXFE : AWSServiceRoleForConfigSLR ‘@& & R EEAWSConfigServiceRolePolicy. RRR AR
ARARRRARNRRR A3 R H3Amazon Configd R AR H b fR S5 AR &R R R Amazon Config
¥, BXEZELR , BSH W ERER (p. 7) M X Amazon Config A REHER<AE (p. 235).

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"access-analyzer:GetAnalyzer",
"access-analyzer:GetArchiveRule",
"access-analyzer:ListAnalyzers",
"access-analyzer:ListArchiveRules",
"access-analyzer:ListTagsForResource",
"account:GetAlternateContact",
"acm:DescribeCertificate",
"acm:ListCertificates",
"acm:ListTagsForCertificate",
"amplifyuibuilder:GetTheme",
"amplifyuibuilder:ExportThemes",
"apigateway:GET",
"appconfig:GetApplication",
"appconfig:GetConfigurationProfile",
"appconfig:GetDeployment",
"appconfig:GetDeploymentStrategy",
"appconfig:GetEnvironment",
"appconfig:GetHostedConfigurationvVersion",
"appconfig:ListTagsForResource",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies",
"appsync:GetGraphqlApi",
"appsync:ListGraphglApis",
"athena:GetDataCatalog",
"athena:GetWorkGroup",
"athena:ListDataCatalogs",
"athena:ListTagsForResource",
"athena:ListWorkGroups",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeLaunchConfigurations",
"autoscaling:DescribeLifecycleHooks",
"autoscaling:DescribePolicies",
"autoscaling:DescribeScheduledActions",
"autoscaling:DescribeTags",
"backup-gateway:ListTagsForResource",
"backup-gateway:ListVirtualMachines",
"backup:DescribeBackupVault",
"backup:DescribeRecoveryPoint",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:GetBackupVaultAccessPolicy",
"backup:GetBackupVaultNotifications",
"backup:ListBackupPlans",
"backup:ListBackupSelections",
"backup:ListBackupVaults",
"backup:ListRecoveryPointsByBackupVault",
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"backup:ListTags",
"batch:DescribeComputeEnvironments",
"batch:DescribeJobQueues",
"batch:ListTagsForResource",
"billingconductor:ListBillingGroups",
"billingconductor:ListAccountAssociations",
"billingconductor:ListTagsForResource",
"billingconductor:ListPricingRules",
"billingconductor:ListCustomLineItems",
"billingconductor:ListPricingPlans",
"billingconductor:ListPricingRulesAssociatedToPricingPlan",
"cloudformation:DescribeType",
"cloudformation:GetResource",
"cloudformation:ListResources",
"cloudformation:ListTypes",
"cloudfront:ListDistributions",
"cloudfront:ListTagsForResource",
"cloudtrail:DescribeTrails",
"cloudtrail:GetEventDataStore",
"cloudtrail:GetEventSelectors",
"cloudtrail:GetTrailStatus",
"cloudtrail:ListEventDataStores",
"cloudtrail:ListTags",
"cloudwatch:DescribeAlarms",
"codedeploy:GetDeploymentConfig",
"codepipeline:GetPipeline",
"codepipeline:GetPipelineState",
"codepipeline:ListPipelines",
"config:BatchGet*",

"config:Describe*",

"config:Get*",

"config:List*",

"config:Put*",

"config:Select*",
"datasync:DescribeAgent",
"datasync:DescribeLocationEfs",
"datasync:DescribeLocationFsxLustre",
"datasync:DescribeLocationHdfs",
"datasync:DescribeLocationNfs",
"datasync:DescribeLocationObjectStorage",
"datasync:DescribeLocationS3",
"datasync:DescribeLocationSmb",
"datasync:DescribeTask",
"datasync:ListTagsForResource",
"dax:DescribeClusters",
"dax:DescribeParameterGroups",
"dax:DescribeParameters",
"dax:DescribeSubnetGroups",
"dax:ListTags",

"detective:ListGraphs",
"detective:ListTagsForResource",

"dms :DescribeCertificates",

"dms :DescribeEventSubscriptions",

"dms :DescribeReplicationInstances",
"dms :DescribeReplicationSubnetGroups",
"dms :DescribeReplicationTasks",

"dms :ListTagsForResource",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeGlobalTable",
"dynamodb:DescribeGlobalTableSettings",
"dynamodb:DescribeLimits",
"dynamodb:DescribeTable",
"dynamodb:ListTables",
"dynamodb:ListTagsOfResource",
"ec2:Describe*",
"ec2:DescribeClientVpnAuthorizationRules",
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"ec2:DescribeClientVpnEndpoints",
"ec2:DescribeDhcpOptions",

"ec2:DescribeFleets",

"ec2:DescribeNetworkAcls",
"ec2:DescribePlacementGroups",
"ec2:DescribeSpotFleetRequests",
"ec2:DescribeVolumeAttribute",
"ec2:DescribeVolumes",
"ec2:GetEbsEncryptionByDefault",
"ecr-public:DescribeRepositories™",
"ecr-public:GetRepositoryCatalogData",
"ecr-public:GetRepositoryPolicy",
"ecr-public:ListTagsForResource",
"ecr:DescribeRepositories",
"ecr:DescribePullThroughCacheRules",
"ecr:DescribeRegistry",

"ecr:GetLifecyclePolicy",

"ecr:GetRegistryPolicy",

"ecr:GetRepositoryPolicy",
"ecr:ListTagsForResource",

"ecs:DescribeClusters",

"ecs:DescribeServices",
"ecs:DescribeTaskDefinition",
"ecs:DescribeTaskSets",

"ecs:ListClusters",

"ecs:ListServices",

"ecs:ListTagsForResource",
"ecs:ListTaskDefinitionFamilies",
"ecs:ListTaskDefinitions",

"eks:DescribeCluster",
"eks:DescribeFargateProfile",
"eks:DescribeNodegroup",

"eks:ListClusters",

"eks:ListFargateProfiles",

"eks:ListNodegroups",

"eks:ListTagsForResource",
"elasticache:DescribeCacheClusters",
"elasticache:DescribeCacheParameterGroups",
"elasticache:DescribeCacheParameters",
"elasticache:DescribeCacheSubnetGroups",
"elasticache:DescribeReplicationGroups",
"elasticache:DescribeSnapshots",
"elasticache:ListTagsForResource",
"elasticbeanstalk:DescribeConfigurationSettings",
"elasticbeanstalk:DescribeEnvironments",
"elasticfilesystem:DescribeAccessPoints",
"elasticfilesystem:DescribeBackupPolicy",
"elasticfilesystem:DescribeFileSystemPolicy",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribeLifecycleConfiguration”,
"elasticfilesystem:DescribeMountTargets",
"elasticfilesystem:DescribeMountTargetSecurityGroups",
"elasticloadbalancing:DescribeListenerCertificates",
"elasticloadbalancing:DescribeListeners",
"elasticloadbalancing:DescribeLoadBalancerAttributes",
"elasticloadbalancing:DescribeLoadBalancerPolicies",
"elasticloadbalancing:DescribeLoadBalancers",
"elasticloadbalancing:DescribeRules",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetGroupAttributes",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"elasticmapreduce:DescribeCluster",
"elasticmapreduce:DescribeSecurityConfiguration",
"elasticmapreduce:DescribeStep",
"elasticmapreduce:GetBlockPublicAccessConfiguration”,
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"elasticmapreduce:GetManagedScalingPolicy",
"elasticmapreduce:ListClusters",
"elasticmapreduce:ListInstanceFleets",
"elasticmapreduce:ListInstanceGroups",
"elasticmapreduce:ListInstances",
"elasticmapreduce:ListSecurityConfigurations",
"elasticmapreduce:ListSteps",
"es:DescribeDomain",
"es:DescribeDomains",
"es:DescribeElasticsearchDomain",
"es:DescribeElasticsearchDomains",
"es:GetCompatibleElasticsearchVersions",
"es:GetCompatibleVersions",
"es:ListDomainNames",

"es:ListTags",
"events:DescribeArchive",
"events:DescribeApiDestination",
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams",
"firehose:ListTagsForDeliveryStream",
"fms:ListPolicies",

"fms:GetPolicy",
"fms:ListTagsForResource",
"fms:GetNotificationChannel",
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:ListTagsForResource",
"geo:DescribeTracker",
"geo:ListTrackerConsumers",
"geo:DescribeGeofenceCollection",
"geo:DescribePlaceIndex",
"geo:DescribeRouteCalculator",
"geo:DescribeMap",
"globalaccelerator:DescribeAccelerator",
"globalaccelerator:DescribeEndpointGroup",
"globalaccelerator:DescribeListener",
"globalaccelerator:ListAccelerators",
"globalaccelerator:ListEndpointGroups",
"globalaccelerator:ListListeners",
"globalaccelerator:ListTagsForResource",
"glue:BatchGetDevEndpoints",
"glue:BatchGetJobs",
"glue:BatchGetWorkflows",
"glue:GetCrawler",

"glue:GetCrawlers",
"glue:GetDevEndpoint",
"glue:GetDevEndpoints",

"glue:GetJob",

"glue:GetJobs",
"glue:GetSecurityConfiguration",
"glue:GetSecurityConfigurations",
"glue:GetTags",

"glue:GetWorkflow",
"glue:ListCrawlers",
"glue:ListDevEndpoints",
"glue:ListJobs",

"glue:ListWorkflows",
"guardduty:GetDetector",
"guardduty:GetFilter",
"guardduty:GetFindings",
"guardduty:GetIPSet",
"guardduty:GetMasterAccount",
"guardduty:GetMembers",
"guardduty:GetThreatIntelSet",
"guardduty:ListDetectors",
"guardduty:ListFilters",
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"guardduty:ListFindings",
"guardduty:ListIPSets",
"guardduty:ListMembers",
"guardduty:ListOrganizationAdminAccounts",
"guardduty:ListTagsForResource",
"guardduty:ListThreatIntelSets",
"iam:GenerateCredentialReport",
"iam:GetAccountAuthorizationDetails",
"iam:GetAccountPasswordPolicy",
"iam:GetAccountSummary",
"iam:GetCredentialReport",

"iam:GetGroup",

"iam:GetGroupPolicy",

"iam:GetPolicy",

"iam:GetPolicyVersion",

"iam:GetRole",

"iam:GetRolePolicy",

"iam:GetUser",

"iam:GetUserPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListAttachedRolePolicies",
"iam:ListAttachedUserPolicies",
"iam:ListEntitiesForPolicy",
"iam:ListGroupPolicies",
"iam:ListGroupsForUser",
"iam:ListInstanceProfilesForRole",
"iam:ListPolicyVersions",
"iam:ListRolePolicies",
"iam:ListUserPolicies",
"iam:ListVirtualMFADevices",
"imagebuilder:GetComponent",
"imagebuilder:GetDistributionConfiguration",
"imagebuilder:GetInfrastructureConfiguration",
"imagebuilder:ListComponentBuildVersions",
"imagebuilder:ListComponents",
"imagebuilder:ListDistributionConfigurations",
"imagebuilder:ListInfrastructureConfigurations",
"kafka:DescribeCluster",
"kafka:DescribeClusterva",
"kafka:ListClusters",
"kafka:ListClustersva",
"kinesis:DescribeStreamConsumer",
"kinesis:DescribeStreamSummary",
"kinesis:ListStreamConsumers",
"kinesis:ListStreams",
"kinesis:ListTagsForStream",
"kinesisanalytics:DescribeApplication",
"kinesisanalytics:ListTagsForResource",
"kms :DescribeKey",

"kms : GetKeyPolicy",

"kms : GetKeyRotationStatus",
"kms:ListAliases",

"kms :ListKeys",

"kms :ListResourceTags",

"lambda:GetAlias",

"lambda:GetFunction",
"lambda:GetFunctionCodeSigningConfig",
"lambda:GetPolicy",

"lambda:ListAliases",
"lambda:ListFunctions",
"lambda:ListVersionsByFunction",
"logs:DescribeLogGroups",
"logs:ListTagsLogGroup",
"macie2:GetMacieSession",
"network-firewall:DescribeLoggingConfiguration",
"network-firewall:ListFirewalls",
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"opsworks:DescribeLayers",
"opsworks:ListTags",
"organizations:DescribeOrganization",
"organizations:DescribePolicy",
"organizations:ListParents",
"organizations:ListPolicies",
"organizations:ListPoliciesForTarget",
"quicksight:DescribeDataSource",
"quicksight:DescribeDataSourcePermissions",
"quicksight:ListTagsForResource",
"ram:GetResourceShareAssociations",
"ram:GetResourceShares",
"rds:DescribeDBClusterParameterGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBClusters",
"rds:DescribeDBClusterSnapshotAttributes",
"rds:DescribeDBClusterSnapshots",
"rds:DescribeDBEngineVersions",
"rds:DescribeDBInstances",
"rds:DescribeDBParameterGroups",
"rds:DescribeDBParameters",
"rds:DescribeDBSecurityGroups",
"rds:DescribeDBSnapshotAttributes",
"rds:DescribeDBSnapshots",
"rds:DescribeDBSubnetGroups",
"rds:DescribeEventSubscriptions",
"rds:DescribeOptionGroups",
"rds:ListTagsForResource",
"redshift:DescribeClusterParameterGroups",
"redshift:DescribeClusterParameters",
"redshift:DescribeClusters",
"redshift:DescribeClusterSecurityGroups",
"redshift:DescribeClusterSnapshots",
"redshift:DescribeClusterSubnetGroups",
"redshift:DescribeEventSubscriptions",
"redshift:DescribeLoggingStatus",
"rekognition:DescribeStreamProcessor",
"rekognition:ListTagsForResource",
"robomaker :DescribeRobotApplication",
"robomaker:DescribeSimulationApplication",
"route53:GetHealthCheck",
"route53:GetHostedZone",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListQueryLoggingConfigs",
"route53:ListResourceRecordSets",
"route53:ListTagsForResource",
"route53resolver:GetResolverEndpoint",
"route53resolver:GetResolverRule",
"route53resolver:GetResolverRuleAssociation",
"route53resolver:ListResolverEndpointIpAddresses",
"route53resolver:ListResolverEndpoints",
"route53resolver:ListResolverRuleAssociations",
"route53resolver:ListResolverRules",
"route53resolver:ListTagsForResource",
"s3:GetAccelerateConfiguration",
"s3:GetAccessPoint",
"s3:GetAccessPointPolicy",
"s3:GetAccessPointPolicyStatus",
"s3:GetAccountPublicAccessBlock",
"s3:GetBucketAcl",

"s3:GetBucketCORS",

"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketNotification",
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"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketRequestPayment",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetBucketWebsite",
"s3:GetEncryptionConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetReplicationConfiguration",
"s3:GetStorageLensConfiguration",
"s3:GetStorageLensConfigurationTagging",
"s3:ListAccessPoints",
"s3:ListAl1lMyBuckets",

"s3:ListBucket",

"sagemaker :DescribeCodeRepository",
"sagemaker:DescribeEndpoint",
"sagemaker :DescribeEndpointConfig",
"sagemaker :DescribeModel",

"sagemaker :DescribeMonitoringSchedule",
"sagemaker :DescribeNotebookInstance",
"sagemaker :DescribeNotebookInstanceLifecycleConfig",
"sagemaker:DescribeWorkteam",
"sagemaker:ListCodeRepositories",
"sagemaker:ListEndpointConfigs",
"sagemaker:ListEndpoints",
"sagemaker:ListModels",
"sagemaker:ListMonitoringSchedules",
"sagemaker:ListNotebookInstanceLifecycleConfigs",
"sagemaker:ListNotebookInstances",
"sagemaker:ListTags",
"sagemaker:ListWorkteams",
"secretsmanager:ListSecrets",
"secretsmanager:ListSecretVersionIds",
"securityhub:DescribeHub",
"servicediscovery:GetInstance",
"servicediscovery:GetNamespace",
"servicediscovery:GetService",
"servicediscovery:ListTagsForResource",
"ses:DescribeReceiptRule",
"ses:DescribeReceiptRuleSet",
"ses:GetConfigurationSet",
"ses:GetConfigurationSetEventDestinations",
"ses:GetContactList",
"ses:GetEmailTemplate",
"ses:GetTemplate",
"ses:ListConfigurationSets",
"shield:DescribeDRTAccess",
"shield:DescribeProtection",
"shield:DescribeSubscription",
"sns:GetSubscriptionAttributes",
"sns:GetTopicAttributes",
"sns:ListSubscriptions",
"sns:ListSubscriptionsByTopic",
"sns:ListTagsForResource",
"sns:ListTopics",
"sgs:GetQueueAttributes",
"sgs:ListQueues",

"sgs:ListQueueTags",
"ssm:DescribeAutomationExecutions",
"ssm:DescribeDocument",
"ssm:DescribeDocumentPermission",
"ssm:GetAutomationExecution",
"ssm:GetDocument",

"ssm:ListDocuments",
"sso:DescribeInstanceAccessControlAttributeConfiguration”,
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"sso:DescribePermissionSet",
"sso:GetInlinePolicyForPermissionSet",
"sso:ListManagedPoliciesInPermissionSet",
"sso:ListPermissionSets",
"sso:ListTagsForResource",
"states:DescribeActivity",
"states:DescribeStateMachine",
"states:ListActivities",
"states:ListStateMachines",
"states:ListTagsForResource",
"storagegateway:ListGateways",
"storagegateway:ListTagsForResource",
"storagegateway:ListVolumes",
"support:DescribeCases",
"tag:GetResources",
"waf-regional:GetLoggingConfiguration",
"waf-regional:GetWebACL",
"waf-regional:GetWebACLForResource",
"waf:GetLoggingConfiguration",
"waf:GetWebACL",
"wafv2:GetLoggingConfiguration",
"wafv2:GetRuleGroup",
"wafv2:ListRuleGroups",
"wafv2:ListTagsForResource",
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeTags",
"workspaces:DescribeWorkspaces"
1,
"Resource": "x"

}

{
"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreateLogGroup"

1,
"Resource": "arn:aws:logs:*:*:log-group:/aws/config/*"
T
{
"Effect": "Allow",
"Action": "logs:PutLogEvents",
"Resource": "arn:aws:logs:*:*:log-group:/aws/config/*:log-stream:config-rule-evaluation/
0
}
]
}

AmazonEEH KB . AWS_ConfigRole

FEIRBAmazon®RELE , Amazon ConfigEE IAM SRR F BERIE R BN B RNEEIFAER. NRE
ER 62 IAM B Amazon Config , B LI EAFEE REEAWS_ConfigRole FHFHMMEIE IAM A&,

It 1AM KEEEIRE A FEHAmazon Configii il 7 XM T R ARFIN X : AmazonBiRER, XEK
BEAmazon Config 4 E M BRI IR RRELENEEREFIENIIR , REAWS_ConfigRole A&
MY HIEERRE, BXESEE , B5H IHWAREE (p.7) M 2ELAH IAM BB REAmazon
Config (p. 218),

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
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"access-analyzer:GetAnalyzer",
"access-analyzer:GetArchiveRule",
"access-analyzer:ListAnalyzers",
"access-analyzer:ListArchiveRules",
"access-analyzer:ListTagsForResource",
"account:GetAlternateContact",
"acm:DescribeCertificate",
"acm:ListCertificates",
"acm:ListTagsForCertificate",
"amplifyuibuilder:GetTheme",
"amplifyuibuilder:ExportThemes",
"apigateway:GET",
"appconfig:GetApplication",
"appconfig:GetConfigurationProfile",
"appconfig:GetDeployment",
"appconfig:GetDeploymentStrategy",
"appconfig:GetEnvironment",
"appconfig:GetHostedConfigurationvVersion",
"appconfig:ListTagsForResource",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies",
"appsync:GetGraphqlApi",
"appsync:ListGraphglApis",
"athena:GetDataCatalog",
"athena:GetWorkGroup",
"athena:ListDataCatalogs",
"athena:ListTagsForResource",
"athena:ListWorkGroups",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeLaunchConfigurations",
"autoscaling:DescribeLifecycleHooks",
"autoscaling:DescribePolicies",
"autoscaling:DescribeScheduledActions",
"autoscaling:DescribeTags",
"backup-gateway:ListTagsForResource",
"backup-gateway:ListVirtualMachines",
"backup:DescribeBackupVault",
"backup:DescribeRecoveryPoint",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:GetBackupVaultAccessPolicy",
"backup:GetBackupVaultNotifications",
"backup:ListBackupPlans",
"backup:ListBackupSelections",
"backup:ListBackupVaults",
"backup:ListRecoveryPointsByBackupVault",
"backup:ListTags",
"batch:DescribeComputeEnvironments",
"batch:DescribeJobQueues",
"batch:ListTagsForResource",
"billingconductor:ListBillingGroups",
"billingconductor:ListAccountAssociations",
"billingconductor:ListTagsForResource",
"billingconductor:ListPricingRules",
"billingconductor:ListCustomLineItems",
"billingconductor:ListPricingPlans",
"billingconductor:ListPricingRulesAssociatedToPricingPlan",
"cloudformation:DescribeType",
"cloudformation:GetResource",
"cloudformation:ListResources",
"cloudformation:ListTypes",
"cloudfront:ListDistributions",
"cloudfront:ListTagsForResource",
"cloudtrail:DescribeTrails",
"cloudtrail:GetEventDataStore",
"cloudtrail:GetEventSelectors",
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"cloudtrail:GetTrailStatus",
"cloudtrail:ListEventDataStores",
"cloudtrail:ListTags",
"cloudwatch:DescribeAlarms",
"codedeploy:GetDeploymentConfig",
"codepipeline:GetPipeline",
"codepipeline:GetPipelineState",
"codepipeline:ListPipelines",
"config:BatchGet*",
"config:Describe*",

"config:Get*",

"config:List*",

"config:Put*",

"config:Select*",
"datasync:DescribeAgent",
"datasync:DescribeLocationEfs",
"datasync:DescribeLocationFsxLustre",
"datasync:DescribeLocationHdfs",
"datasync:DescribeLocationNfs",
"datasync:DescribeLocationObjectStorage",
"datasync:DescribeLocationS3",
"datasync:DescribeLocationSmb",
"datasync:DescribeTask",
"datasync:ListTagsForResource",
"dax:DescribeClusters",
"dax:DescribeParameterGroups",
"dax:DescribeParameters",
"dax:DescribeSubnetGroups",
"dax:ListTags",
"detective:ListGraphs",
"detective:ListTagsForResource",

"dms :DescribeCertificates",

"dms :DescribeEventSubscriptions",
"dms :DescribeReplicationInstances",
"dms :DescribeReplicationSubnetGroups",
"dms :DescribeReplicationTasks",

"dms :ListTagsForResource",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeGlobalTable",
"dynamodb:DescribeGlobalTableSettings",
"dynamodb:DescribeLimits",
"dynamodb:DescribeTable",
"dynamodb:ListTables",
"dynamodb:ListTagsOfResource",
"ec2:Describe*",
"ec2:DescribeClientVpnAuthorizationRules",
"ec2:DescribeClientVpnEndpoints",
"ec2:DescribeDhcpOptions",
"ec2:DescribeFleets",
"ec2:DescribeNetworkAcls",
"ec2:DescribePlacementGroups",
"ec2:DescribeSpotFleetRequests",
"ec2:DescribeVolumeAttribute",
"ec2:DescribeVolumes",
"ec2:GetEbsEncryptionByDefault",
"ecr-public:DescribeRepositories™",
"ecr-public:GetRepositoryCatalogData",
"ecr-public:GetRepositoryPolicy",
"ecr-public:ListTagsForResource",
"ecr:DescribeRepositories",
"ecr:DescribePullThroughCacheRules",
"ecr:DescribeRegistry",
"ecr:GetLifecyclePolicy",
"ecr:GetRegistryPolicy",
"ecr:GetRepositoryPolicy",
"ecr:ListTagsForResource",
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"ecs:DescribeClusters",

"ecs:DescribeServices",
"ecs:DescribeTaskDefinition",
"ecs:DescribeTaskSets",

"ecs:ListClusters",

"ecs:ListServices",

"ecs:ListTagsForResource",
"ecs:ListTaskDefinitionFamilies",
"ecs:ListTaskDefinitions",

"eks:DescribeCluster",
"eks:DescribeFargateProfile",
"eks:DescribeNodegroup",

"eks:ListClusters",

"eks:ListFargateProfiles",

"eks:ListNodegroups",

"eks:ListTagsForResource",
"elasticache:DescribeCacheClusters",
"elasticache:DescribeCacheParameterGroups",
"elasticache:DescribeCacheParameters",
"elasticache:DescribeCacheSubnetGroups",
"elasticache:DescribeReplicationGroups",
"elasticache:DescribeSnapshots",
"elasticache:ListTagsForResource",
"elasticbeanstalk:DescribeConfigurationSettings",
"elasticbeanstalk:DescribeEnvironments",
"elasticfilesystem:DescribeAccessPoints",
"elasticfilesystem:DescribeBackupPolicy",
"elasticfilesystem:DescribeFileSystemPolicy",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribeLifecycleConfiguration”,
"elasticfilesystem:DescribeMountTargets",
"elasticfilesystem:DescribeMountTargetSecurityGroups",
"elasticloadbalancing:DescribeListenerCertificates",
"elasticloadbalancing:DescribeListeners",
"elasticloadbalancing:DescribeLoadBalancerAttributes",
"elasticloadbalancing:DescribeLoadBalancerPolicies",
"elasticloadbalancing:DescribeLoadBalancers",
"elasticloadbalancing:DescribeRules",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetGroupAttributes",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"elasticmapreduce:DescribeCluster",
"elasticmapreduce:DescribeSecurityConfiguration",
"elasticmapreduce:DescribeStep",
"elasticmapreduce:GetBlockPublicAccessConfiguration”,
"elasticmapreduce:GetManagedScalingPolicy",
"elasticmapreduce:ListClusters",
"elasticmapreduce:ListInstanceFleets",
"elasticmapreduce:ListInstanceGroups",
"elasticmapreduce:ListInstances",
"elasticmapreduce:ListSecurityConfigurations",
"elasticmapreduce:ListSteps",

"es:DescribeDomain",

"es:DescribeDomains",
"es:DescribeElasticsearchDomain",
"es:DescribeElasticsearchDomains",
"es:GetCompatibleElasticsearchVersions",
"es:GetCompatibleVersions",

"es:ListDomainNames",

"es:ListTags",

"events:DescribeArchive",
"events:DescribeApiDestination",
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams",
"firehose:ListTagsForDeliveryStream",
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"fms:ListPolicies",

"fms:GetPolicy",
"fms:ListTagsForResource",
"fms:GetNotificationChannel",
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:ListTagsForResource",
"geo:DescribeTracker",
"geo:ListTrackerConsumers",
"geo:DescribeGeofenceCollection",
"geo:DescribePlaceIndex",
"geo:DescribeRouteCalculator",
"geo:DescribeMap",
"globalaccelerator:DescribeAccelerator",
"globalaccelerator:DescribeEndpointGroup",
"globalaccelerator:DescribeListener",
"globalaccelerator:ListAccelerators",
"globalaccelerator:ListEndpointGroups",
"globalaccelerator:ListListeners",
"globalaccelerator:ListTagsForResource",
"glue:BatchGetDevEndpoints",
"glue:BatchGetJobs",
"glue:BatchGetWorkflows",
"glue:GetCrawler",
"glue:GetCrawlers",
"glue:GetDevEndpoint",
"glue:GetDevEndpoints",
"glue:GetJob",

"glue:GetJobs",
"glue:GetSecurityConfiguration",
"glue:GetSecurityConfigurations",
"glue:GetTags",

"glue:GetWorkflow",
"glue:ListCrawlers",
"glue:ListDevEndpoints",
"glue:ListJobs",
"glue:ListWorkflows",
"guardduty:GetDetector",
"guardduty:GetFilter",
"guardduty:GetFindings",
"guardduty:GetIPSet",
"guardduty:GetMasterAccount",
"guardduty:GetMembers",
"guardduty:GetThreatIntelSet",
"guardduty:ListDetectors",
"guardduty:ListFilters",
"guardduty:ListFindings",
"guardduty:ListIPSets",
"guardduty:ListMembers",
"guardduty:ListOrganizationAdminAccounts",
"guardduty:ListTagsForResource",
"guardduty:ListThreatIntelSets",
"iam:GenerateCredentialReport",
"iam:GetAccountAuthorizationDetails",
"iam:GetAccountPasswordPolicy",
"iam:GetAccountSummary",
"iam:GetCredentialReport",
"iam:GetGroup",

"iam:GetGroupPolicy",
"iam:GetPolicy",
"iam:GetPolicyVersion",
"iam:GetRole",

"iam:GetRolePolicy",

"iam:GetUser",

"iam:GetUserPolicy",
"iam:ListAttachedGroupPolicies",
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"iam:ListAttachedRolePolicies",
"iam:ListAttachedUserPolicies",
"iam:ListEntitiesForPolicy",
"iam:ListGroupPolicies",
"iam:ListGroupsForUser",
"iam:ListInstanceProfilesForRole",
"iam:ListPolicyVersions",
"iam:ListRolePolicies",
"iam:ListUserPolicies",
"iam:ListVirtualMFADevices",
"imagebuilder:GetComponent",
"imagebuilder:GetDistributionConfiguration",
"imagebuilder:GetInfrastructureConfiguration",
"imagebuilder:ListComponentBuildVersions",
"imagebuilder:ListComponents",
"imagebuilder:ListDistributionConfigurations",
"imagebuilder:ListInfrastructureConfigurations",
"kafka:DescribeCluster",
"kafka:DescribeClusterva",
"kafka:ListClusters",
"kafka:ListClustersva",
"kinesis:DescribeStreamConsumer",
"kinesis:DescribeStreamSummary",
"kinesis:ListStreamConsumers",
"kinesis:ListStreams",
"kinesis:ListTagsForStream",
"kinesisanalytics:DescribeApplication",
"kinesisanalytics:ListTagsForResource",
"kms :DescribeKey",

"kms : GetKeyPolicy",

"kms : GetKeyRotationStatus",
"kms:ListAliases",

"kms :ListKeys",

"kms :ListResourceTags",

"lambda:GetAlias",

"lambda:GetFunction",
"lambda:GetFunctionCodeSigningConfig",
"lambda:GetPolicy",

"lambda:ListAliases",
"lambda:ListFunctions",
"lambda:ListVersionsByFunction",
"logs:DescribeLogGroups",
"logs:ListTagsLogGroup",
"macie2:GetMacieSession",
"network-firewall:DescribeLoggingConfiguration",
"network-firewall:ListFirewalls",
"opsworks:DescribeLayers",
"opsworks:ListTags",
"organizations:DescribeOrganization",
"organizations:DescribePolicy",
"organizations:ListParents",
"organizations:ListPolicies",
"organizations:ListPoliciesForTarget",
"quicksight:DescribeDataSource",
"quicksight:DescribeDataSourcePermissions",
"quicksight:ListTagsForResource",
"ram:GetResourceShareAssociations",
"ram:GetResourceShares",
"rds:DescribeDBClusterParameterGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBClusters",
"rds:DescribeDBClusterSnapshotAttributes",
"rds:DescribeDBClusterSnapshots",
"rds:DescribeDBEngineVersions",
"rds:DescribeDBInstances",
"rds:DescribeDBParameterGroups",
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"rds:DescribeDBParameters",
"rds:DescribeDBSecurityGroups",
"rds:DescribeDBSnapshotAttributes",
"rds:DescribeDBSnapshots",
"rds:DescribeDBSubnetGroups",
"rds:DescribeEventSubscriptions",
"rds:DescribeOptionGroups",
"rds:ListTagsForResource",
"redshift:DescribeClusterParameterGroups",
"redshift:DescribeClusterParameters",
"redshift:DescribeClusters",
"redshift:DescribeClusterSecurityGroups",
"redshift:DescribeClusterSnapshots",
"redshift:DescribeClusterSubnetGroups",
"redshift:DescribeEventSubscriptions",
"redshift:DescribeLoggingStatus",
"rekognition:DescribeStreamProcessor",
"rekognition:ListTagsForResource",
"robomaker :DescribeRobotApplication",
"robomaker:DescribeSimulationApplication",
"route53:GetHealthCheck",
"route53:GetHostedZone",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListQueryLoggingConfigs",
"route53:ListResourceRecordSets",
"route53:ListTagsForResource",
"route53resolver:GetResolverEndpoint",
"route53resolver:GetResolverRule",
"route53resolver:GetResolverRuleAssociation",
"route53resolver:ListResolverEndpointIpAddresses",
"route53resolver:ListResolverEndpoints",
"route53resolver:ListResolverRuleAssociations",
"route53resolver:ListResolverRules",
"route53resolver:ListTagsForResource",
"s3:GetAccelerateConfiguration",
"s3:GetAccessPoint",
"s3:GetAccessPointPolicy",
"s3:GetAccessPointPolicyStatus",
"s3:GetAccountPublicAccessBlock",
"s3:GetBucketAcl",

"s3:GetBucketCORS",
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketNotification",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketRequestPayment",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetBucketWebsite",
"s3:GetEncryptionConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetReplicationConfiguration",
"s3:GetStorageLensConfiguration",
"s3:GetStorageLensConfigurationTagging",
"s3:ListAccessPoints",
"s3:ListAl1lMyBuckets",

"s3:ListBucket",

"sagemaker :DescribeCodeRepository",
"sagemaker:DescribeEndpoint",

"sagemaker :DescribeEndpointConfig",
"sagemaker :DescribeModel",

"sagemaker :DescribeMonitoringSchedule",
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"sagemaker:DescribeNotebookInstance",
"sagemaker :DescribeNotebookInstanceLifecycleConfig",
"sagemaker:DescribeWorkteam",
"sagemaker:ListCodeRepositories",
"sagemaker:ListEndpointConfigs",
"sagemaker:ListEndpoints",
"sagemaker:ListModels",
"sagemaker:ListMonitoringSchedules",
"sagemaker:ListNotebookInstanceLifecycleConfigs",
"sagemaker:ListNotebookInstances",
"sagemaker:ListTags",
"sagemaker:ListWorkteams",
"secretsmanager:ListSecrets",
"secretsmanager:ListSecretVersionIds",
"securityhub:DescribeHub",
"servicediscovery:GetInstance",
"servicediscovery:GetNamespace",
"servicediscovery:GetService",
"servicediscovery:ListTagsForResource",
"ses:DescribeReceiptRule",
"ses:DescribeReceiptRuleSet",
"ses:GetConfigurationSet",
"ses:GetConfigurationSetEventDestinations",
"ses:GetContactList",
"ses:GetEmailTemplate",
"ses:GetTemplate",
"ses:ListConfigurationSets",
"shield:DescribeDRTAccess",
"shield:DescribeProtection",
"shield:DescribeSubscription",
"sns:GetSubscriptionAttributes",
"sns:GetTopicAttributes",
"sns:ListSubscriptions",
"sns:ListSubscriptionsByTopic",
"sns:ListTagsForResource",
"sns:ListTopics",
"sgs:GetQueueAttributes",
"sgs:ListQueues",

"sgs:ListQueueTags",
"ssm:DescribeAutomationExecutions",
"ssm:DescribeDocument",
"ssm:DescribeDocumentPermission",
"ssm:GetAutomationExecution",
"ssm:GetDocument",

"ssm:ListDocuments",
"sso:DescribeInstanceAccessControlAttributeConfiguration”,
"sso:DescribePermissionSet",
"sso:GetInlinePolicyForPermissionSet",
"sso:ListManagedPoliciesInPermissionSet",
"sso:ListPermissionSets",
"sso:ListTagsForResource",
"states:DescribeActivity",
"states:DescribeStateMachine",
"states:ListActivities",
"states:ListStateMachines",
"states:ListTagsForResource",
"storagegateway:ListGateways",
"storagegateway:ListTagsForResource",
"storagegateway:ListVolumes",
"support:DescribeCases",
"tag:GetResources",
"waf-regional:GetLoggingConfiguration",
"waf-regional:GetWebACL",
"waf-regional:GetWebACLForResource",
"waf:GetLoggingConfiguration",
"waf:GetWebACL",

251




Amazon Config FF X A R ¥Em
REEE R

"wafv2:GetLoggingConfiguration",
"wafv2:GetRuleGroup",
"wafv2:ListRuleGroups",
"wafv2:ListTagsForResource",
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeTags",
"workspaces:DescribeWorkspaces"
1,
"Resource": "*"

Iy

{
"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreateLogGroup"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/config/*"
T
{
"Effect": "Allow",
"Action": "logs:PutLogEvents",
"Resource": "arn:aws:logs:*:*:log-group:/aws/config/*:log-stream:config-rule-evaluation/
0
}

]
¥

Xt Amazon FEE X K EERY Amazon Config E#T

& & A< Amazon Config B Amazon HEXFBEFNIFAGE (MZBRSTRBREXLEFTRFH ) . ER
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AWSConfigServiceRolePolicy (p. 23HSERE T ZIFH TR 2022 F7 A 15 H
0 amplifyuibuilder : Amazon Amplify, Amazon

ExportThemes , amplifyuibuilder : AppConfig. Amazon

GetTheme , appconfig : AppSync. AmazonConductorAmazon

GetApplication , appconfig : DataSync. Amazon

GetApplication , appconfig : Firewall Manager. Amazon

GetConfigurationProfile , appconfig Glue, Amazon IAM Identity
GetConfigurationProfile , appconfig Center (successor to Amazon

GetDeployment , appconfig : Single Sign-On)(IAM Identity
GetDeploymentStrategy , appconfigCenter), Amazon Elastic
GetEnvironment , appconfig : Container Service (Ama

GetHostedConfigurationVersion , afflastii@che , Amazon
ListTagsForResource , appsond : EventBridge, 5
GetGraphqlApi , appsond : FSX. Amazon Kinesis Data
ListGraphqlApis , billingconductor : Analytics, I 5 #Location
ListPricingRulesAssociated ToPricingflance bilffgtdddantged
ListAccountAssociations , billingcon8trelmming for Apache Kafka.
ListBillingGroups , billingconductor AL Z# QuickSight. Amazon
ListCustomLineltems , billingcondud®akognition, I 5 i#h
ListPricingPlans , billingconductor : RoboMaker, Amazon Simple
ListPricingRules , billingconductor : Storage Service (Amazon

ListTagsForResource , ¥#E S3). Amazon Simple Email
[E%5 : DescribeAgent , #iE Service (Amazon SES), EC2
[ : DescribeLocationEfs ,
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DescribelLocationFsxLustre ,

BEES

DescribeLocationHdfs , #iE

[ : DescribeLocationNfs ,

BEES

DescribelLocationObjectStorage

BEES

DescribelocationS3 , #iiE[E

% : DescribeLocationSmb , %

#EEF : DescribeTask , FiER

% . ListTagsForResource , ecr :
DescribePullThroughCacheRules , ecr :
DescribeRegistry , ecr :

GetRegistryPolicy , elasticache:DescribeCacheParameters ,
MR FITE
DescribeListenerCertificates

BN FITE
DescribeTargetGroupAttributes ,

BN FITE

DescribeTargetGroups , 3

£19% : DescribeTargetHealth ,

=4 : DescribeApiDestination ,

=4 : DescribeArchive , fms :
GetNaotificationChannel , fms :

GetPolicy , fms :

ListPolicies , fms :

ListTagsForResource , fsx :
DescribeVolumes,
eoDescribeGeofenceCollection,
eoDescribeMap,

eoDescribePlacelndex,
eoDescribeRouteCalculator,
eoDescribeTracker,
eolListTrackerConsumers , glinke :
BatchGetJobs , glinke :
BatchGetWorkflows , glinke :

GetCrawler , glinke :

GetCrawlers , glinke :

GetJob , glinke :

GetJobs , glinke :

GetWorkflow , imagebuilder :
GetComponent , imagebuilder :
ListComponentBuildVersions , imagebuilder :
ListComponents , imagebuilder :
GetDistributionConfiguration , imagebuilder :
GetlinfrastructureConfiguration , imagebuilder :
ListDistributionConfigurations , imeBuilder :
ListinfrastructureConfigurations , kafka :
DescribeClusterV2 , kafka :

ListClustersV2 , kinesisAnalytics :
DescribeApplication , kinesisAnalytics :
ListTagsForResource , quicksight :
DescribeDataSource , quicksight :
DescribeDataSourcePermissions ,| quicksight :
ListTagsForResource , rekognition :

B
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DescribeStreamProcessor , rekognition :
ListTagsForResource , robomaker :
DescribeRobotApplication , robomaker :
DescribeSimulationApplication,
s3:GetStoragelLensConfiguration,
s3:GetStorageLensConfigurationTagging ,
R & E : Getlnstance , BR

&% : GetNamespace , R

&R : GetService , RE XK

I : ListTagsForResource, &

% :DescribeReceiptRule, &

2 [#:DescribeReceiptRuleSet,

&2 H:GetContactList, i&

2 :GetEmailTemplate, i&

2 4:GetTemplate , % :
GetlInlinePolicyForPermissionSet

B
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0 amplifyuibuilder : Amazon Amplify, Amazon
ExportThemes , amplifyuibuilder : AppConfig. Amazon
GetTheme , appconfig : AppSync. AmazonConductorAmazon
GetApplication , appconfig : DataSync. Amazon
GetApplication , appconfig : Firewall Manager, Amazon

GetConfigurationProfile , appconfig Glue, Amazon IAM Identity
GetConfigurationProfile , appconfig Center (successor to Amazon

GetDeployment , appconfig : Single Sign-On)(IAM Identity
GetDeploymentStrategy , appconfigCenter), Amazon Elastic
GetEnvironment , appconfig : Container Service (Ama

GetHostedConfigurationVersion , afflastii@che , Amazon
ListTagsForResource , appsond : EventBridge, 5
GetGraphqlApi , appsond : FSX. Amazon Kinesis Data
ListGraphqlApis , billingconductor : Analytics, YIS #Location
ListPricingRulesAssociated ToPricingRlance bilffagtdddantged
ListAccountAssociations , billingcon8tretaming for Apache Kafka,
ListBillingGroups , billingconductor AL S # QuickSight. Amazon
ListCustomLineltems , billingcondud®akognition, I i
ListPricingPlans , billingconductor : RoboMaker, Amazon Simple
ListPricingRules , billingconductor |: Storage Service (Amazon
ListTagsForResource , & S3)., Amazon Simple Email
R : DescribeAgent , $iE Service (Amazon SES), EC2
[E25 : DescribelocationEfs ,

BEES

DescribelLocationFsxLustre ,

BEES

DescribelocationHdfs , #{1&

[E25 : DescribeLocationNfs ,

BEES

DescribelLocationObjectStorage

BEES

DescribelLocationS3 , #iiE[E
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- BREBHET Amazon RE % H.

BXREZ[ELR , 52 M CloudTrail userldentity T3,

T f# Amazon Config HEX 5B

BREE—MEE , TR NE4EN BE XA EIBRIEEMN Amazon S3 F##@, CloudTrail BEXH4S
E—NESNMNEEERB. —IMNBAERRREEMEN—MER , BFAEXRFTERNEBE,. 2EHN BB
B, BERSHEHFEPWEL. CloudTrail BEXHTELA API HANEFH#HRRE , ALENTFT2BEM
BEIRFE R,

B E
A F CloudTrail B&%H , B2HEUTER,

B
* DeleteDeliveryChannel (p. 268)
 DeliverConfigSnapshot (p. 269)
» DescribeConfigurationRecorderStatus (p. 269)
» DescribeConfigurationRecorders (p. 270)
» DescribeDeliveryChannels (p. 270)
» GetResourceConfigHistory (p. 271)
» PutConfigurationRecorder (p. 271)
» PutDeliveryChannel (p. 272)
» StartConfigurationRecorder (p. 272)
» StopConfigurationRecorder (p. 273)

DeleteDeliveryChannel

AR R : CloudTrail B &3 #DeleteDeliveryChanneloperation.

{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::222222222222:user/JohnDoe",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JohnDoe"
Iy
"eventTime": "2014-12-11T18:32:57Z",
"eventSource": "config.amazonaws.com",
"eventName": "DeleteDeliveryChannel",
"awsRegion": "us-west-2",
"sourceIPAddress": "10.24.34.0",
"userAgent": "aws-internal/3",
"requestParameters": {
"deliveryChannelName": "default"
Iy
"responseElements": null,
"requestID": "207d695a-8164-11le4-ab4f-657c7ab282ab",
"eventID": "5dcff7a9-e414-411la-a43e-88dl22a0ad4a",
"eventType": "AwsApiCall",
"recipientAccountId": "222222222222"
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DeliverConfigSnapshot

BATR R4 : CloudTrail B &3 4DeliverConfigSnapshotoperation.

{

"eventVersion": "1.02",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDAABCDEFGHIJKLNMOPQ:Config-API-Test",
"arn": "arn:aws:sts::111111111111:assumed-role/JaneDoe/Config-API-Test",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-12-11T00:58:42Z"

}I

"sessionIssuer": {
"type" : "Role" ,
"principalId": "AIDAABCDEFGHIJKLNMOPQ",
"arn": "arn:aws:iam::111111111111:role/JaneDoe",
"accountId": "111111111111",
"userName": "JaneDoe"

}
}l
"eventTime": "2014-12-11T00:58:53Z",
"eventSource": "config.amazonaws.com",
"eventName": "DeliverConfigSnapshot",
"awsRegion": "us-west-2",
"sourceIPAddress": "10.24.34.0",
"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",
"requestParameters": {
"deliveryChannelName": "default"
}l
"responseElements": {
"configSnapshotId": "58d50f10-212d-4fa4-842e-97c614da67ce"
}l
"requestID": "e0248561-80d0-11e4-9f1c-7739d36a3df2",
"eventID": "3e88076c-eael-4aa6-8990-86fe52aedbds",
"eventType": "AwsApiCall",
recipientAccountId": "111111111111"

DescribeConfigurationRecorderStatus

LAR R4 : CloudTrail B &3 4#FDescribeConfigurationRecorderStatusoperation.

"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::222222222222:user/JohnDoe",
"accountId": "222222222222",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"userName": "JohnDoe"
I
"eventTime": "2014-12-11T18:35:4427Z",
"eventSource": "config.amazonaws.com",
"eventName": "DescribeConfigurationRecorderStatus",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
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"userAgent":

"aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",

"requestParameters": null,
"responseElements": null,

"requestID": "8442f25d-8164-11le4-ab4f-657c7ab282ab",
"eventID": "a675b36b-455f-4el8-a4bc-d3e01749d3f1",
"eventType": "AwsApiCall",

"recipientAccountId": "222222222222"

DescribeConfigurationRecorders

LURR4 : CloudTrail B &3 4DescribeConfigurationRecordersoperation.

"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::222222222222:user/JohnDoe",

"accountId":

"222222222222",

"accessKeyId": "AKIAI44QH8DHBEXAMPLE",

"userName" :

b

"eventTime":

"JohnDoe"

"2014-12-11T18:34:522",

"eventSource": "config.amazonaws.com",

"eventName":
"awsRegion":

"DescribeConfigurationRecorders",
"us-west-2",

"sourceIPAddress": "192.0.2.0",

"userAgent":

"aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",

"requestParameters": null,
"responseElements": null,

"requestID": "6566b55c-8164-11e4-ab4f-657c7ab282ab",
"eventID": "6259a9ad-889e-423b-beeb-6eleec84a8b5",
"eventType": "AwsApiCall",

"recipientAccountId": "222222222222"

DescribeDeliveryChannels

AR 2 —/NRfl CloudTrail B &3 #FDescribeDeliveryChannelsoperation.

"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::222222222222:user/JohnDoe",
"accountId": "222222222222",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",

"userName" :

b

"eventTime":

"eventSource":

"eventName":
"awsRegion":

"JohnDoe"

"2014-12-11T18:35:022",
"config.amazonaws.com",
"DescribeDeliveryChannels",
"us-west-2",

"sourceIPAddress": "192.0.2.0",

"userAgent":

"aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",

"requestParameters": null,
"responseElements": null,

"requestID": "6b6aee3f-8164-1le4-ab4f-657c7ab282ab",
"eventID": "3el5ebc5-bf39-4d2a-8b64-9392807985f1",
"eventType": "AwsApiCall",

"recipientAccountId": "222222222222"
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GetResourceConfigHistory

BATRRHI : CloudTrail B & X #GetResourceConfigHistoryoperation.

{

"eventVersion": "1.02",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDAABCDEFGHIJKLNMOPQ:Config-API-Test",
"arn": "arn:aws:sts::111111111111:assumed-role/JaneDoe/Config-API-Test",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-12-11T00:58:42Z"

Iy

"sessionIssuer": {
"type": "Role",
"principalId": "AIDAABCDEFGHIJKLNMOPQ",
"arn": "arn:aws:iam::111111111111:role/JaneDoe",
"accountId": "111111111111",
"userName": "JaneDoe"

}
Iy
"eventTime": "2014-12-11T00:58:42Z",
"eventSource": "config.amazonaws.com",
"eventName": "GetResourceConfigHistory",
"awsRegion": "us-west-2",
"sourceIPAddress": "10.24.34.0",
"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",
"requestParameters": {
"resourceld": "vpc-al2bc345",
"resourceType": "AWS::EC2::VPC",
"limit": o,
"laterTime": "Dec 11, 2014 12:58:42 AM",
"earlierTime": "Dec 10, 2014 4:58:42 PM"
Iy
"responseElements": null,
"requestID": "d9£3490d-80d0-11e4-9f1c-7739d36a3df2",
"eventID": "ba9cl766-d28f-40e3-b4c6-3ffb87dd6166",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"
}

PutConfigurationRecorder

BAR R4 : CloudTrail B &3 #FPutConfigurationRecorderoperation.

{

"eventVersion": "1.02",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::222222222222:user/JohnDoe",
"accountId": "222222222222",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"userName": "JohnDoe"

I

"eventTime": "2014-12-11T18:35:232Z",
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"eventSource": "config.amazonaws.com",

"eventName": "PutConfigurationRecorder",

"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",

"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",

"requestParameters": {
"configurationRecorder": {

"name": "default",
"roleARN": "arn:aws:iam::222222222222:role/config-role-pdx"
}
Iy
"responseElements": null,
"requestID": "779£7917-8164-11le4-ab4f-657c7ab282ab",
"eventID": "c91f3daa-96e8-44ee-8ddd-146ac06565a7",
"eventType": "AwsApiCall",
"recipientAccountId": "222222222222"

PutDeliveryChannel

LATR R4 : CloudTrail B &3 #FPutDeliveryChanneloperation.

"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::222222222222:user/JohnDoe",
"accountId": "222222222222",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"userName": "JohnDoe"
I
"eventTime": "2014-12-11T18:33:082z",
"eventSource": "config.amazonaws.com",
"eventName": "PutDeliveryChannel",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",
"requestParameters": {
"deliveryChannel": {

"name": "default",
"s3BucketName": "config-api-test-pdx",
"snsTopicARN": "arn:aws:sns:us-west-2:222222222222:config-api-test-pdx"

}
Iy
"responseElements": null,
"requestID": "268b8d4d-8164-11le4-ab4f-657c7ab282ab",
"eventID": "b2db05fl-1c73-4e52-b238-db69c04e8dd4",
"eventType": "AwsApiCall",
"recipientAccountId": "222222222222"

StartConfigurationRecorder

LATR R4 : CloudTrail B &34 StartConfigurationRecorderoperation.

{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::222222222222:user/JohnDoe",
"accountId": "222222222222",
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"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"userName": "JohnDoe"
Iy
"eventTime": "2014-12-11T18:35:342Z",
"eventSource": "config.amazonaws.com",
"eventName": "StartConfigurationRecorder",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",
"requestParameters": {
"configurationRecorderName": "default"
Iy
"responseElements": null,
"requestID": "7e03fa6a-8164-1le4-ab4f-657c7ab282ab",
"eventID": "55a5507f-f306-4896-afe3-196dc078a884d",
"eventType": "AwsApiCall",
"recipientAccountId": "222222222222"

StopConfigurationRecorder

BAURRHI : CloudTrail B & #StopConfigurationRecorderoperation.

"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::222222222222:user/JohnDoe",
"accountId": "222222222222",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"userName": "JohnDoe"
Iy
"eventTime": "2014-12-11T18:35:132",
"eventSource": "config.amazonaws.com",
"eventName": "StopConfigurationRecorder",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",
"requestParameters": {
"configurationRecorderName": "default"
Iy
"responseElements": null,
"requestID": "716deea3-8164-1le4-ab4f-657c7ab282ab",
"eventID": "6225a85d-1e49-41e9-bf43-3cfc5549e560",
"eventType": "AwsApiCall",
"recipientAccountId": "222222222222"

Wiz
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& API N ER#ATRIE, EHFBIESHMN.
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1 AmazonAmazon SQS W RRELE

Amazon Config 2% % ## Amazon Simple Notification Service (SNS) [a#& % 1% & HlAmazon&F R 2B P&
T API X ERHETOIE, ENREIN. ERETHEAXNIBERREENER. flan , BUEEIARNSBIE
BAEURTRLERERN THRX—ER , BFEEHELEMNAmazon EC2 £6] L NFEE R ER HEBIE
H, HE , BURRERE—MEEERREERNRNTIEERENER, fl, ZAEEBEER L2244
WEERXREERNBHFETERE. MRELURRES I MFE AR BN HETEAMazon Confighd £k B =R H At
7=, £/ Amazon Simple Queue Service BAFI{EN Amazon SNS BB AL ix T =,

Note

Amazon SNS XA HHWBHH RN AT L2 B 74, ZRXBTIFEERSIENFINNEEFI LN
BERSE (SMS) HE, XRRBFHRRNARFLNEBEMEE  ELRER —PHZPHTTP H
HTTPS &in T S WBAE R,

FTBNKFRITFA—NEFERENKFHENKF RITEA—NET |, BEBALUEHEAD SQS AFITHE
EANEH, BATARFITHEEER SNS T3, (BHUAZANAFITE - SNS £, ) EXEZE
B %2/ . & Amazon SNS JEE XX ZE Amazon SQS FA%I.

Amazon SQS K R

EF Amazon SQS 5Amazon Config, R4 MELE —TIREE |, ZRBEFFOEBHKFRFNR , BUEX SQS
BAFIMIT RFIFREIRE, U T ROIFEEZEFIKF 111122223333 F1 444455556666 R , AFEHERR
arn:aws:sqs:us-east-2:444455556666:queuel. BIBA T B R & 4 Bl B F Ad £ E M R

{
"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement":
{
"Sid":"Queuel_SendMessage",
"Effect": "Allow",
"Principal": {
"AWS": ["111122223333","444455556666" ]
}I
"Action": "sgs:SendMessage",
"Resource": "arn:aws:sgs:us-east-2:444455556666:queuel"”
}
}

R AR —TREE |, RF SNS =BT ZEEK SQS BAFIZ BHEENR. AT2—/NREIKRE ,
ZERIE o F 2B Amazon FIREF (ARN) B SNS £ arn: aws: sns: us-east-2:111122223333: test-topic Xt
£ arn: aws: sgs: us-east-2:111122223333 MRAFIHITIE(TERE : test-topic-queue.

Note

SNS E&ZM SQS BA SN K~ A4k F B —XE e,

{
"Version": "2012-10-17",
"Id": "SNStosQs",
"Statement":

{
"Sid":"rulel",
"Effect": "Allow",
"Principal": {
"Service": "sns.amazonaws.com"

}

"Action": "SQS:SendMessage",
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i
"Resource": "arn:aws:sgs:us-east-2:111122223333:test-topic-queue",
"Condition" : {

"StringEquals" : {

"aws:SourceArn":"arn:aws:sns:us-east-2:111122223333:test-topic"
}
}
}

BIRBHRHOAETLIEX —MNBAFIT R RS MRAG, H% Amazon SQS REZ RN HMBREHMNES | &
ZHAmazon SQS KA ESEKER.

2 Amazon Config®l Amazon EventBridge

0 3% EventBridge AT FRMMNRSEEHR , XERSE4HBREAMazon T RFEA, FH Amazon
EventBridge & MRS #Y 35 E H Xt H# 47 B Amazon Config=E 4.

BRI GE— N, AERBSEZETRBIEFETRE — MRS NMNENBHRSEH , RESTEAN. AF,
BIREOIZHMN |, TDE EventBridge EE4ILE EEMN IS ENEN AR — MRS BARRE, BIE
EHEE  SURERERREL, BREHEE, B EEE. BaE4KIMEbRE,

M , 759 Amazon Config SIEEHMN Z 8 , BRI HHITUATERE :

- BEHNEH, ANFBFE EventBridge. EXEZER , HF5H . 142 Amazon EventBridge?
s BRUAFRFERAMNEZEER EventBridge FiZEHMN , i35, Amazon Al EventBridge.
s BIRRESHNBL4AN B EAN B IR,

£
» WL # EventBridge &M T B #&XAmazon Config (p. 275)
- BlZAmazon EventBridge #lAmazon Config (p. 275)
I 53# EventBridge & AT #9 #3XAmazon Config

XLEXHE . EventBridge =479 T Amazon Configi§ V0T :

{
"version": "O",
"id": "cd4d8lle-abl2-322b-8255-872ce65blbc8",
"detail-type": "event type",
"source": "aws.config",
"account": "111122223333",
"time": "2018-03-22T00:38:11Z",
"region": "us-east-1",
"resources": [
resources
]I
"detail": {
specific message type
¥
¥

#|ZAmazon EventBridge # MJAmazon Config
BRBRUTHREIE— EventBridge M AR K B X KM N Amazon Config. REXBH R HEEH.
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w

o N o O b

. ESMERTF | £ Rules (M),
. %3 Create rule (BIZHN),
. AR ABHRFRER,

ANTFER-XBHHE - AUNNME -SHEL LWEHER.

. Xt F Define pattern (EXER) , 1%£$F Event pattern (BHER).
IERRSTE XHER

. X F Service provider ( FRS-IRME ) , %R Amazon.

. 3&F T Service name (BRS &) , %E#FConfig.

. XF Event Type , &F A FAIK LM A SRR .

ERAMAESHUGE—NNATE AN NAmazonfkS . MRLERIIAT , NFBEERFERNH
BE, ANEF, BRFEREHHEIR D,

« %E#BAmazonAPI i F#Y API CloudTrail BAEH N E F X L ARZH1TH AP BA. BXREIZLEMNAE

EZER , B3 HEHE ; 812 Amazon ] EventBridge N Amazon CloudTrailAPI ¥ .
% Config Configuration ltem Change LATE &K P B9 % R & 4 B ok B IR EUE 4,

MixE X FEHRTR |, RATLUER EventBridge B |2 S MI R R RA K E E LB FH4ED | £
R a2 R RN |, AR B E X BT o 48 HAmazonlik £ A Amazon ConfiglRSS ? M1 &N &E
TR RREY |, BB e E B E X 8B FER 48 H1Amazonlik /7 52 i Amazon ConfighRs ? .

1%#% Config Rules Compliance Change BATE XY &I H I 3 17 & H 46 25 2K A IR BRUE A1

MAXFEXERAR , B LAER EventBridge EERBR RS EIR B E LB FHABA |, 20{THE
AT B L 2 38 A1 Amazon B JR 82 F & #lAmazon Config?.

i%#% Config Rules Re-evaluation Status SAFREXE $TiF RS E A,

+ 1%#8 Config Configuration Snapshot Delivery Status SASREREL & 1R R & SR A E Ao

i%#% Config Configuration History Delivery Status SAZREEL B 77 H id A WRSEH,

. %E$# Any message type LUZWEMEE B A, i%£F Specific message type(s) LUZWEATRE B

A -

mMREHE...ConfigurationltemChangeNotification , 2 #RULEH B BfAmazon Config 2 5 ThiF Bl & 1R B %
%2 Amazon S3 Z& 1.

 IR%$E...ComplianceChangeNotification , M ST R IFH MR B TS LT M1 EE S Amazon

Configifl B E Ko

R i%E$E...ConfigRulesEvaluationStarted , Zi#RULEIHE 2 BtAmazon ConfigFt #a 4t Xt 16 E #9 B IR T 18
BIALI

IR %R, ConfigurationSnapshotDeliveryCompleted , 4 {RUKZE 2 8FAmazon Config B & ThF B & 1R
IB4£31% 3 Amazon S3 Z#E&.

IR #%$F...ConfigurationSnapshotDeliveryFailed , 2 {RULEIH 2 8FAmazon Config K BEFEL & R 151X
2| Amazon S3 F##.

R i%$F...ConfigurationSnapshotDeliveryStarted , 2 #RUKZIE B Bt Amazon ConfigH & B 8K
Amazon S3 FHFEERERR,

+ INR#%E$E...ConfigurationHistoryDeliveryCompleted , H{RUKZIE 2 8tAmazon Config B R IIHEL & 5

I8 41X 3 Amazon S3 2.

10MBRENPIERTHENSHRBEHARBTHIIRS , EREERFREBEUBNE-MNNATREANHR
MAmazon Configx K R IRER -

& , #%$F Specific resource type(s) (FERFRER) , AFRA Amazon Config T RIRIEE ( f

4l , AWS::EC2::Instance ) o

MMRENPERE TRENSHREBHRBTHIIRP , EREERIR IDEFEEATAmazon ConfigZ#FH)
BIR 1D,

®E , %$F Specific resource ID(s) (FE AR ID) , ARG A Amazon Config XIFHIRIR ID ( 4l

m,

1i-04606de676€635647 ) o
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#0 Amazon VPC
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def

def

class ConfigWrapper:
Encapsulates AWS Config functions.

__init_ (self, config client):

:param config_client: A Boto3 AWS Config client.

self.config client = config client

delete_config rule(self, rule_name):

Delete the specified rule.

:param rule_name: The name of the rule to delete.
try:
self.config client.delete_config rule(ConfigRuleName=rule_name)
logger.info("Deleted rule %s.", rule_name)
except ClientError:
logger.exception("Couldn't delete rule %s.", rule_name)
raise

« B APl #4458 , HSMDeleteConfigRuleEAmazonSDK for Python (Boto3) APl &£/ API

SE.

BX Amazon BT AT EGFAAREMNRBRANTESIR , 5 ¥ Amazon Config 5 Amazon
FEAIEGEMEER (p. 51). AXBEBEERANNEEUREXETNRAT A TESRANFHE

Bo

i Amazon ConfigfE AFL I AmazonFF X TE S

DTRBREIERT WAER : Amazon Configiilll,

Python

E AT Python (Boto3) B SDK

Tip

ET7HOMRENZTIHRE , ES6 GitHub,

def

def

class ConfigWrapper:

Encapsulates AWS Config functions.

__init_ (self, config client):

:param config_client: A Boto3 AWS Config client.

self.config client = config_client

describe_config rule(self, rule_name):

Gets data for the specified rule.

:param rule_name: The name of the rule to retrieve.
:return: The rule data.
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/config#code-examples
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try:
response = self.config_client.describe_config_rules(
ConfigRuleNames=[rule_name])
rule = response['ConfigRules']
logger.info("Got data for rule %s.", rule_name)
except ClientError:
logger.exception("Couldn't get data for rule %s.", rule_name)
raise
else:
return rule

+ B APl #4E R , #HZ M DescribeConfigRulesfEAmazonSDK for Python (Boto3) APl $&#)
APl &¥&.

BX Amazon BT AT ESFEAREBMRBRANTZESIR , i§5H ¥ Amazon Config 5 Amazon
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Python
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ETHRIMMEEMNETIRE |, S5 GitHub,

class ConfigWrapper:

Encapsulates AWS Config functions.

def _ init_ (self, config client):

:param config_client: A Boto3 AWS Config client.

self.config client = config_client

def put_config rule(self, rule_name):
Sets a configuration rule that prohibits making Amazon S3 buckets publicly
readable.

:param rule_name: The name to give the rule.
try:
self.config client.put_config rule(
ConfigRule={
'ConfigRuleName': rule_name,
'Description': 'S3 Public Read Prohibited Bucket Rule',
'Scope': {
'ComplianceResourceTypes': [
'AWS: :S3::Bucket',
1,

Iy
'Source': {
'Owner': 'AWS',
'Sourceldentifier': 'S3_BUCKET_PUBLIC_READ_ PROHIBITED',
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'InputParameters': '{}',

'ConfigRuleState': 'ACTIVE'

}
)
logger.info("Created configuration rule %s.", rule_name)
except ClientError:

logger.exception("Couldn't create configuration rule %s.", rule_name)
raise

« B APl #4EE , S MPutConfigRuleZEAmazonSDK for Python (Boto3) APl £ /) APl &
Z.

BX Amazon BT AT EGFAAREMNRBRANTESIR , 5 ¥ Amazon Config 5 Amazon
FEAIEGEMEER (p. 51). AXBEBEERAINNEEUREXETNNRAT A TESRANFHAE
B,
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