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Support it %/.
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Bl (p. 3)o

£33
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o BIZIEIMARSSBRER (p. 9)
o B, MRMEFITIFEMRHI (p. 10)
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+ fF Amazon Web Services Support 5 Amazon F X TEBEEEM (p. 16)
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« FRAR

NS
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© X, BRI HMRERXKIER

FFRAR T RIB P A BAE R A T8N ShRE

- REXKRES

- BEFRIZHTE

o WEBREWZE : X T Amazon @, HEENMBRSHERES
 XETRBEHXFRG , SERFTH-MERRRAITFT , Bl Amazon IKFRAF

AL, A, Enterprise On-Ramp F 4l Support 1+XI89 % & 8] LAV B LA ZhEE :

. FHAEMES - FAMLE Amazon . WENBSEHASENEGEE,

+ Amazon Trusted Advisor (p. 29) - —f Amazon Web Services Support I8¢ , TARERFHE |, &
HAWEFX, i REREHRESRETEENMEENN S, BALGEFTA Trusted Advisor B &,

« 5x# 40 H Trusted Advisor X B /Y Amazon Web Services Support APl, #& 0] LA {# A Amazon Web
Services Support AP Bz 1T X FRHIEE R Trusted Advisor #4E.

o FE=ABHXE - 43X Amazon Elastic Compute Cloud (Amazon EC2) SiHlI2ERSME BIREH B, It
A, EEX Amazon EERAMNE=FHREEAN R BRMHEBE, N TFEAERSFRARIFITIIN
BEP  TRHEFE=AHHFIHE.

o ZEFLRHBEMN Amazon Identity and Access Management (IAM) /2, f1 AT SUTFF AR K iE 241,

4 |, #8758 Enterprise On-Ramp F4ll Support iTXI#9 % 7 3& AT A5 R LA T ThAE -
- NABRFEWES - XTHNALEESZASIRSKARENESEFARE, TEASINARFERNE
WES.

o ESHEEHEE - £/ Amazon Web Services Support EHIN A , RABBRENFERARS. RITDH
B, NEHRMUENNT BAENES.

s BREFELE -HEENEBEERRGNNARERF , SEEREFZLE (TAM) &1F.
o REEEFEE,
. EEEILITL,

BRENTHITNNHENENNESZELR |, S Amazon Web Services Support FEEE Amazon Web
Services Support it%l. —LIhEE ( MEXRFRBRFNI R ) HIELURMBEIES R,

HEXERHNRFEE

1£ Amazon Web Services Management Console # , &8 LAfE Amazon Web Services Support # 82 =
KEWE M
« FiE Amazon B AT K MK 8 iSRG, EALUERESIKE MK, BN,

- RERZBREERTMAAE Amazon BEFER., BXBRIARSEEH ( A5 ARE ) WER , B5H
Amazon —f&ZZH ) Amazon IR EH,

* BRRXBROTAERRRRIBAR , BEYPEERBSAXNEARRE , ARERE=ANAREFF

o

Note

s MBEESHEBERZFITH , WEENBERZIHFRH,
- BEEWREBHZIFIR , E5 8 EXER Amazon Web Services Support it% (p. 16).
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o EBXMAMKFS , H23 5 Amazon Billing A 8RB < AMK S,

B X IFRA

&1 LLE Amazon Web Services Management Console B #eh 0Bl B X R 6,

3=
A=

« SBAILALL Amazon ik P #94R A P & 192 Amazon Identity and Access Management (IAM)

AFRERBERIEFL. BXEZER , HSHAmazon Web Services Support #977 [A]1 4
R (p. 14)0

* MBRTEBFRIZFHOMOEIERE , MALER Contact Us ( BRRIEA] ) WE. ERTE

A e TUTET SR B SR I 52 MK 7 R LAY BB B

B X IFRA

1.

10.

%% Amazon Support Center Console,
Tip

£ Amazon Web Services Management Console ' , #&3i% o] LAk 2 (8] 5 B R ( ), REE
# Support Center ( Support /8 ) 6

i%#% Create case ( BIEEH ) .
BEEBUTE—IEI :

» Account and billing ( I/ k& )
+ Technical ( #RK )

- BIEEREEH , FikF Looking for service limit increases? ( BIEEREERE ? ) , RBRRELE
EHNRSSBREN (p. 9)H9 1 AR 1E,

i&# Service ( BR% ) . Category ( 25 ) # Severity ( &M ) o
Tip

B MEAE N ERRBRENBIERRE R,
%32 Next step: Additional information ( T—% : HiE 8 )
£ Additional information ( Ef§ 8 ) WE L , X F Subject ( £ ) , ER BRI H A — MR,
31 F Description ( #iR ) , BRBRRABEUERENER , Fl0

- BRBINERHER

- BBRENBEHRS R

« SBWmE R ARSS
* Amazon Web Services Management Console
* Amazon Command Line Interface (Amazon CLI)
- API #&1E

( Al ) i£#F Attach files ( BAISZAF ) BUNEE TERIMEMMER XA, fIHERASHFEFEE. &
RZ ALK M= BNIXHHRARAR 5MB,

%32 Next step: Solve now or contact us ( T—2%5 : LEMRRFEHREKN ) -
£ Contactus ( BAREA] ) ME L , RBRLENEEEEUARFLEFEANKRA R, BAILUERITIER
Z—:

a. Web - &3 Support 0 EREES,
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b. Chat(BIX )-FREXFERELZNX, WRELLEZEIWX , FSHE RBHEE (p. 14).
BiE - BUCREERMBIE, WREREDN , EFWAUTES
+ Country or region ( BER=H#[X )
- BiESH
+ (Optional) Extension [ ( A& ) 2#l]

A=
- ETRHERRETMBURT T2 RBNEWANIFITL.

« B LLiE$E Discard draft ( EHFER ) WEREHIHIRER,

11. ( ®i& ) IR EHAE Business, Enterprise On-Ramp = Enterprise Support it%] , £ &R Additional
contacts ( HMEXRA ) EI, EAILUE AR A RKE FHBribat | AfE T RIRS L EF hHEWRE
A, MRELLIAM BFERES , BB E Fob4tut, MREER B S HIRK S B F o4 b 1k A
BEBRE , WLEEESRRN B FHp 4t

Note

R &3 AE Basic Support it&l , MFBEEEA Additional contacts ( EABtR A ) £,

B2 , My Account ( REITIKF ) TREAY Alternate Contacts ( AR A ) 22 HiEE/
Operations ( #4F ) MR ABEWEGIEEHEIZ , BUEXI K FIK 2 DU B AR K 45 E 2R 62
A,

12. RETRFMAEE , REEE Submit (12X ) . WEFERENRES ID MBE.

IR R jr) &

FEENBERRTRENEA, SEMXNERES , URTHEHTERN THRENINEAEMES, Hl0,
ZHEMERE , TRENAFENEE, NTFHEBRR—RIESEE , FREXNEHRERN B WO HER,
EFERAIS , MEEMRAFIIRZFRE P Description Guidance (HRIES).

FRERTESHNIFAEEERERA T HREMBREHH TR,
ERTEMN
BEHREMIE T HRAUEHIRHITATNRSEMEXERS. B2 , BNEBENEANTEERNEEY
MEFNARFNRFIERESEM, EXUERSUBRE N R RNBRAEZNINARFNES , F2
F1E Amazon EHERENNAEFRERIL.
TRIHTEEESRS, WA E AR BRI,

E=E

c PIBRERSE  BXEEAXSRFNTFELRB, MRENBERKREEL , HBR Amazon
Web Services Support AR BRI T &,

- BXEEMLRINESEEL , HSH Amazon Web Services Support APl &,

PERS E— s

EEM ez IE] WM R IFIT R

—RXIEE low 24 /et FBE—MIFAREOBREBEREF—NPEE. (FXK
ABR*, B, Enterprise On-Ramp g1l Support
it&l)
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EMR BN
FEM% ez Bl VAN SRR

REZH normal 12 /e FHRARFHIEXRBUETIERE , &L
FEENMERNFAREAE, (FRAR* &
A, Enterprise On-Ramp g4l Support it% )

EFEREZM high 4 /et FBHRARFNEEINAEZ R MR BIERER.
( &b, Enterprise On-Ramp si4> il Support it
)

EFEREEN urgent 1 /et FHLSSREREN, EHNARFNEEY

BEART A, (™., Enterprise On-Ramp sl
Support 1TTX )

WHRBRGEE critical 15 Z4h ZHLSHIGRER.,. NARFNXEIETTH
( #ilk Support itXl ) o E3EE , Enterprise On-
Ramp Support itXI#9MBIAT R 30 244,

*NFFRARZFIUY , W EREIENEITE, TENRAREEFAMEERMWXMH LS 8:00ET

4 6:00 , TRAFMABARERIN. ESFERTE Amazon Web Services Management Console 1 #J My
Account ( KK ) TTEHA Contact Information ( KRAEER ) o W TFESIANXWERMEX , T
R AR R MR, BIEXIFaTEN L4 9:00 Z T4 6:00,

Note

BNAEETHNBERNNEHNRERR—EEENMERER, BX&M Amazon Web Services
Support ITXINZIFEEMESZFE L , iHZH Amazon Web Services Support &g

R BB MIK R TR

BT REIZR—NEXRKS MK BN /HFTE,
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T AR MK ST S
—
=| §
()
J

Hello!
We're here to help.

Account: 123456789012 « Support plan: Basic - Change [4

How can we help?

Choose the related issue for your case.

Looking for Service limit increase?
© Account and billing

Technical
Service
Billing v
Category
Other Billing Questions v

Severity Info

o000 ©

General question v

1. Create case (RIETH ) - EBREQIEMN T HMER, EWFIP , THAEFH Account and billing ( Ik
Mk ),

Note

MREREER IR, WREBREARIFRM,
2. RS - MREHWRBS RIS MRS , BEERERANRS.
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T R AKE ST

3. Category ( 25l ) - ERRFELNEARHNES . HEERFENLFN , FRETHERTFREE
H1S BBk,

4, mEM - EMANSBRIFITRNEFES TLUERE General guidance ( —f#%ES ) (MAEAEIRN 1K) H
System impaired ( REZ &M ) ( WRAER 12 hat ) XFERHEERERD. EMALESZHFiTHNEF
& ] BAE$E Production system impaired ( £~ RG22 ) ( WWRIETEH 4 MEt ) = Production system
down ( £ RGEEHN ) ("MRETEIN 1 /hEY ) o B, Enterprise On-Ramp s4ll Support i+ XI#9
& A LLi%$R Business-critical system down (M SRBREFH ) ( £ Support TR EI I RIE KA 15
74 , Enterprise On-Ramp 1T XA 1 RiBS 5078 30 280 ) o

T B2 B 18] 238 Amazon Web Services Support B XN B #Y R B, X LM Rt E A ER FREMmE. 3T

B=HEA , MANETERK , EARRTRARBANAARESANAHRITLE. AXESER , F5
FLEET=EM (p. 4)0

Note

RFLEFIEENEG , RETRLKERERHESER.

ERERAREMDRE , TUEERRURFLESERRN T K,
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Additional information

Describe your issue

® Case draft saved

Subject
® Description

| have an issue with my bill

Guidance
Maximum 250 characters (222 remaining) Provide a detailed
Description description of your
Don't share any sensitive information in case issue. If you have a

correspondences, such as credentials, credit cards, signed

. - . i question about a
URLs, or personally identifiable information.

charge, provide the

A
Learn more [Z. date, amount, or
| found a charge on my bill for unused any other details
resources. about the charge.
A

Maximum 5000 characters (4951 remaining)

‘ [t] Attach files ‘

Up to 3 attachments, each less than SMB

Cancel Next step: Solve now or contact us

1. T8 - AR T A EHIE R BERE,

2. Description ( #i ) - AR ZIFRH, X[ Amazon Web Services Support RN REENE
B, WTREBRSMELINAE , AERRIEHEXES, BEAXLEEERBYBRENRE, EXES
E8 | BB HREMNRE (p. 4).

3. Attachments ( Mif#F ) - Mf E R B EEME A4 | SIH B R 2 IR E R itk R R IGHY B

API fiR7x 2013-04-15
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ERNIREFEMERR , BUUEREFEFANBKRAR,
Contact us

() Case draft saved
Preferred contact
anguage
English v

O web Phone

We'll get back to you within 4 hours we'll call you back at your number

Chat

Chat online with a representative

1. HEBKRIES - Bl , B LERKERAE,

2. BBR—FBRRAFR. ERNBRRENEURT TR XBMERENIIFITR.

o MREEEFE Web , WA SUER 2550 7 B RH18 E H 8 H WAL,

+ 3% Chat ( BIX ) = Phone ( BiE ) » MREER Phone (£iF) , RSN R REBMARESE,
3. HEMEREEREH AAZFAERAIN |, £ Submit (1BX).

22 18 hn Ak 55 PR #N

BRGNS R ( AR RERS ) LIRS RS AL,
Note

& AR BRSS FRABRSS BB R N EH RS E MR, Bal , RSBRASZFHFRE RSB RS
R#l. BXEZFER , SR (RSBRIAAFER) PR LRRSEN ?

B2 % ¥ T 5 LUE SR 48 hn AR 5 BRER
1.  Z&3xXF Amazon Support Center Console,
Tip

#£ Amazon Web Services Management Console™ , #5& T LAk 2 8] 5 B4R ( ), AR
# Support Center ( Support /8 ) o
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2. %$F Create case ( BIERA ) .
%32 Looking for service limit increases? ( BERSRERE ? )
4. EFERESREA , FRERERTIHITERE, TRHEDTOT :

« Limit type ( PR&IZEH )
. mEM
Note

REEFIERNER , RETRESEREREEZER,
3 F Requests (X ) , 1% Region ( X3 ) .
FFF Limit ( BR& ) |, B ZRIRSBRBIZFR,
3 F New limit value ( HRREIE ) , MAFTEENE.
(T ) BEERIESHMPRE , FikE Add another request ( FIMEMIER ) o
3F Case description ( TE R ) |, BHEREBHXFEILE,
0. E?gontact options ( B Rkl ) TUH , EBENBEREBESURFEFANBRRA R, BULUERILT
Tz —
+ Web - @3 Support A 0MEWREE,
« Chat (IR ) - FAEXHERIGNER, MRETREZIPR |, HSE RFHEE (p. 14).
o BF - EBRKRAERNEE, MEERLEDR , FRAANUTESR :
+ Country/Region ( EZ/i#[X )
- BiESH
+ (Optional) Extension [ ( ATi% ) 2#1]
11. %3 Submit (1R ) . LARNEREHNERS ID MHE,

EHT. BRMEFNITH SR

BIBREZBRHE , BUUEIFROBBERFIRS. FRG—FFHEL T Unassigned ( RO EL ) RS,
BRITtab B — N RBIRT , IRASFE KA Work in Progress ( EELER ) . FIR ATAE AN 89 =54 H 1

B, EREEMEZEER ( Pending Customer Action (ZFHEFIRE) ) , RESFHEZRFELTHEES
( Pending Amazon Action (Z1F Amazon #1F) ) .

LENRPIEHRE  C2WBRTEME  HHASBEEENEAXETORNRFINEE. £AB 7Rt
HEPHNEZESMIXHERM, BT EETEFHRAREERFIBEFES.

EE

w

o ©>® NG

o BARMBFZEXTHRFIB Amazon Web Services k7, 1R LL Amazon Identity and Access
Management (IAM) I B3 &% , XM EEEEIRRIFMENNIR. BEXEZELE , S
EAmazon Web Services Support BJ 5 R ER (p. 14).

o MREIETLRARNEFELE R , Amazon Web Services Support £ B i R EH|,

« AT ERRRBEE 14 ROIFRPITEZEFIT. NREBINECHERRFIMERHEURA
B BIEBXRS, BXESEFEE , BSRCIEAXEN (p. 12),

E3 ]
s EHUBENZFHRO (p. 11)
o BRRZIFRHBI (p. 11)
s EFITHAEHERORSG (p. 12)
o BIEHMRZES (p. 12)
- RHIFEIEE (p. 14)

API fiR7x 2013-04-15
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ENIENZHFRG

EHINBHFFRH

WA LEHRG , N REEMESES, fl, BAEEEH. FHRE—NPESEX, st
BHFHBEREASZ, BER , ERERME K BLTEETRFNTEYE, BEXFZELE , BSALKETE
% (p. 4)o

EHINENXFRG
1. &3FZF Amazon Support Center Console,
Tip

1£ Amazon Web Services Management Console™ , #&3i% o] LAk 2 (8] 5 B4R ( ) . REiE
# Support Center ( Support /8 ) 6

2. 7 Open support cases ( ITFXFHERH ) T , EFZFFRHIH Subject (& ) .

3. % Reply (& ). 7£ Correspondence ( BfS ) 5+ , BETMUBTUTEMENR :
- REXBERERNES
o AR
- BERENERRRSR

o ANONER F R4 bt LU R BIE T
4. 1%$ Submit (X ),

Tip
MRECXAMKEOHBFEFRS —DEMAEIX , WA SRS TR Reply ( &

) , RFIEE Chat (IR ) , &E%ERER Submit (1R ) o RXITHF—IHHNREXHKE
Ao

R FF R

LENXZFHNURIER , EHRBE R FRE | BABIE X FFOBRREH

EMRRZIFRA
1. &3 F Amazon Support Center Console,
Tip

£ Amazon Web Services Management Console™ |, #& 1 a] LAk 4% 6] 5 B #F ( ), AREk
# Support Center ( Support 4 ) o

2. 7E Open support cases ( FIFXIFRH ) T , RBFEEHANXIFRHIH Subject (EH ) o

3. (Hi ) EE Reply ([E%E ) , HE Correspondence ({5 ) B+ , AABREFINER , RSk
## Submit (1% ). filn , MERFZTERFEUMERSE , EUUBMABXENAE S BREABHE

/Bh 0

4. %3 Resolve case ( BEREH ) .
5. TEHFEES , EF Ok (FE ) URRESH,
Note

R Amazon Web Services Support AE#ERT RG] , B UERARBREERERESXTEER
Amazon Web Services Support FZ B HIE R,

API fiR7x 2013-04-15
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Amazon Web Services Support i {55
BN EHERAIRG

BT T EBRRY =B

WREFBREFE—RA , BUUEFAFRER. REFXFBRXEIARBNFAESAREZIRFE
BT B, BREEMEXNEIRS  NEFRTUASELUTNER.

AR
« NABBIMREN 14 XA , BUNEFRTAZERM, BR , EFEEMTFTELTIHEE

HRBEE 14 RNEF, BUUGBRTRFIDERES, BEXEZEL , FSRCIEMREXE
Bl (p. 12)o

- MREEHTTEESIANREFRANEENAERS , WERITELERENEHTRG,

ESHITFAECHRRANESG
1.  &3FZF Amazon Support Center Console,
Tip

1£ Amazon Web Services Management Console™ , #& 1t ] BUE R 8] S B #x ( ), AREk
# Support Center ( Support 1 ) o

2. & View all cases ( EEFARA ) , AREREREFTHMITFNIIFRHIN Subject ( £/ ) =
Case ID (R#IID) .

1#%£$% Reopen case ( EFITH RS ) .
£ Correspondence ( BfE ) T, T Reply ( HE ) , ARFFEHAEE.
( AIi% ) 1% Choose files ( EFIH ) BUFSCHMMEIZH RG], BHZ ALK 3 32
3F Contact methods ( BxRA5 X ) , EEUATEIIZ— :
Web — 38T B8, F B 4 F 2 35 PO IR EUE A,
BX-5EERELIX,
HiE - ZBCR B BRIV EBIE,
7. (W) NTHMERRA , MALHEEREGEEHEMA RSB TR it
8. EFRFIHFMERHIEER Submit (R ),

IR EH

14 RETAFEHRSE , BRTEERTH CBRNOESL, MRCETNSEHERRHIMERORCAER , &9
LLOIZMEX RS, WHXROFEEED Lo BHROEFNEE  UEFRTUAEET ZNRFFAFEMN
BE. MRGEINRBERE , RIONBYIECIZHESL.

o0 s w

EOIEMEXES
1. &% Amazon Support Center Console,
Tip

£ Amazon Web Services Management Console™ , £t AT LAk 8] S B4R ( ) , Rigik
# Support Center ( Support H1/8 ) o

2. 1&#% View all cases (EEMAERS ) , RAREFREREFHITHANXIFRHIA Subject ( = )
CaselID (&#IID) .

3. %#2 Reopen case ( EffITHRM ) o

4. TELLIHEEA |, £ Create related case ( BIEMERESH ) . ZBTHREIE ENF B 30 F MBI H A< M)
B, MREEHMREIB | §1%$F Create new case ( BIEFRA ) -
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This case can't be reopened X

This case has been permanently closed after 14 days of inactivity. If you're experiencing
the same issue or a similar one, you can create a related case. If you're experiencing a
different issue, create a new case.

Cancel Create new case | Create related case

RREA#NTRUIBENRSG, BSRAUEZFHRAG (p. 3).
Note

RABRT , ENHEXROEES ZHINRPFIMEER Type (32 ) . Category ( 3! ) M
Severity (F“EM ) . ZAURBEZEZENRLIFAES.

BEZHEME B FHEEFE Submit (B ) .
BERFFE , £ —PRHFIFE RTE Related cases ( X EH ) 2 , HILAT REIFFTRo
Case ID 234567891 v

Case details

Subject Status

Same issue is happening for my Amazon EC2 instances Unassigned

Case ID Severity

234567891 General question

Created Category
2021-04-21T20:30:23.945Z General Info and Getting Started
Case type Additional contacts

Account johndoe@example.com

Opened by

janedoe@example.com

Related cases

Subject Case ID

Problem with EC2 instances[] 1234567890

Correspondence m

Jane Doe | keep getting an error for my EC2 instances. What do you recommend that | do to fix it?

Wed Apr 21 2021
13:30:23 GMT-0700
(Pacific Daylight Time)

API fiR7x 2013-04-15
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RPIFEIBF

ESV TR

BREZTUECRRF 12 NANEERHFTLIERKER.

R B P E

MR AR ER L RANBINE , BSRNTABREES,

e A ES T ER S RPN PN
EANBEREN XS EAUIT S —AHRED, BXESEL  WSREFNEHZHE0 (0. 1),
RIREREERATII X

MBEHIET Chat (WX ) 0, BEBEEIMEED , WEATHUTRE -

s BRENINER[HEEN A IFDOINREED,
Note

TR BEBNRE, BXESEE , BSH Chrome #BIH Firefox ZiFM ik,
- BREEEEMSE , SUETLMER Amazon Web Services Support :
o BWBHKRIE LI Web EEFIERE,
« BXEZELR , 510 (Amazon Connect EE R IERE) HHIZEM %,

BB MRTTEEZTIRE O |, BBREH Amazon Web Services Ik EHE R,

Amazon Web Services Support B 8] 1 BR

BRMEBH R ZFHOMEIEZHZ=S (p. 3)HRIR,
BRERUTETLZ — R ZEFEF O

- ERAEEH Amazon Ik XBREY BT B4t it FIBRED, It & 9 F5E Amazon IKF AR,
« % Amazon Identity and Access Management (IAM).

MREE AT, Enterprise On-Ramp s 1l Support it&) , ME T EAER Amazon Web Services
Support AP (p. 18) LA4w#2 4 R 17 [8] Amazon Web Services Support 1 Trusted Advisor 4. BXitA
{E8 , 2 Amazon Web Services Support APl $#,

Note
MREEZBRFZEHEFD , WAIBAFEA Contact Us ( BRREAT ) TUHE. BRI LT EIREA X
Tk 28 R K P R R AV FE B

Amazonil Bk

BT LAE SR/ Amazon ik P B3 7B 44 1t 1if F1 2258 & % Amazon Web Services Management Console 35
B X EFR D, tHBFAE Amazon KFRAF, ER , RITENEWETEFEARAFRKITEEES , A
FREBES, ik, RIBNEER IAM , ©AFEEEIHE A TEEEHNKS PRITEEES,
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https://support.google.com/chrome/answer/95472?hl=en&co=GENIE.Platform%3DDesktop#zippy=%2Callow-pop-ups-and-redirects-from-a-site
https://support.mozilla.org/en-US/kb/pop-blocker-settings-exceptions-troubleshooting
https://docs.amazonaws.cn/connect/latest/adminguide/ccp-networking.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/Welcome.html
http://www.amazonaws.cn/contact-us/
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IAM

IAM

BRINBRT , IAM AR TR R X EF RO, BAUER IAM AZZENEFSRE. RE , 29F IAM REEH
INEXEsSSE | UESTAERRITREMBGRER |, flanfTHF X5 O0RGMER Amazon Web Services
Support API,

Bl 1AM AP LG , BERXERFRARIBANZBNKSBENERAE. RE , AT AEZE
Amazon Ik HEZFHOITHE, B3RE Amazon Web Services Support 7E]#XBREY IAM B A T AE 2R
ZK P A2 FTE R,

BXREZER , FSHE IAM BFEEFEY IAM A7 A2 FE8 Amazon 1K,

BFNENSE %5 X2 Amazon & F R AWSSupportAccess M EIAF, AsA®. Amazon Web
Services Support Ft ¥ {5 3R VR AN BR K42 #3345 £ Amazon Web Services Support #2/E815E . Amazon
Web Services Support FEEERKIFRE , Bt Resource TERARIREN *. B EAGRIELITIEE
SFRGINEE,

Example : RAFX A Amazon Web Services Support & 4ER 5 (7]

Amazon ¥ & KB AWSSupportAccess [ IAM A F #5334 Amazon Web Services Support B AR R. &
B ILERER IAM B P A L5 B AT A Amazon Web Services Support & EF &R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["support:*"],
"Resource": "*x"
}
]
}

BRUHF AWSSupportAccess R MEIBHNRENESFEE , FSH IAM AP EREBHR IAM &
BRR (BHE ).

Example : 715 RIBX ResolveCase BIEZ NI FTEIR/E

BHEALE IAM FRIEEFREERBRIEEATRIELMLLRE, UTREEFEDAY IAM AFE Amazon
Web Services Support FHITBRRRR B Z NI FR B R 1E,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "support:*",
"Resource": "x"
T
{
"Effect": "Deny",
"Action": "support:ResolveCase",
"Resource": "x"
]
}

BXNFAUEEFREER IAM XEBNESEER , B20 IAM AFERRNCIE IAM K (2454 ),
MEAFRACERE , NEEEIZFREER I Amazon Web Services Support 45 E# F BB,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/WhatUsersNeedToKnow.html
https://console.amazonaws.cn/iam/home?region=us-east-1#/policies/arn:aws:iam::aws:policy/AWSSupportAccess
https://console.amazonaws.cn/iam/home?region=us-east-1#/policies/arn:aws:iam::aws:policy/AWSSupportAccess
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
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%t Amazon Trusted Advisor #9175 A #X fR

Important

s MRBTEEXBPOPEERS , FRRECHEMENNR, SESERREHN IAME
BR, BXEZER , B3/ EFAT Amazon Web Services Support # Identity and Access
Management (p. 85).

3% Amazon Trusted Advisor 8915 7] X BR

£ Amazon Web Services Management Consoled , #J4fY trustedadvisor IAM &% Z= AR HIX
Trusted Advisor BJif B, £ Amazon Web Services Support APl /| support IAM 5% Z= 8 322 %%
Trusted Advisor 5 El, BXEZEL , ESH EEX Amazon Trusted Advisor B (p. 103).

B UZHI Amazon Web Services Support 11X

BT LATE Amazon Web Services Management Console & el 88 X # it %,

EREN R

1. ERAEKRIKFZIEE https://console.aws.amazon.com/support/plans/home & %% Amazon Web
Services Management Console,

2. 7E Support plans ((X#it%l) WE L , #%# Change plan (B itXl).
3. £ Change support plan (B #itR)) WHE L , %% New plan (FTEiTX)) , EFITRELR , REER
Change plan (Eit#).

BXRNAERLF IR REIMSR |, i§3 R {75 5 Amazon Web Services Support 1%l ?
AE

MREPMETE ., Enterprise On-Ramp Sl Support 1Tl , M Change support plan ( EX
IR ) TN R85 R Amazon Web Services Support.

« BEXHKS , 5050 Amazon Billing A SRR <K S,

¥ Amazon Web Services Support & Amazon FF X
TEDEGER

Amazon BT A TEE (SDK) TATREFERAFERES. SMRUETRIESEHEM AP, RIBRAIMX
B, EFRAREBERMBUHEERESHENARR.

BYF R TEANHY
Amazon SDK for Java
Amazon SDK for JavaScript
Amazon SDK for .NET
Amazon SDK for PHP

Amazon SDK for Python (Boto3)
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https://console.amazonaws.cn/support/plans/home
http://www.amazonaws.cn/premiumsupport/knowledge-center/change-support-plan/
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/close-account.html
https://docs.amazonaws.cn/sdk-for-java
https://docs.amazonaws.cn/sdk-for-javascript
https://docs.amazonaws.cn/sdk-for-net
https://docs.amazonaws.cn/sdk-for-php
https://docs.amazonaws.cn/pythonsdk
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£/ Amazon SDK

BRE4FF A TR
Amazon SDK for Ruby
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https://docs.amazonaws.cn/sdk-for-ruby
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SRERAIEE

T Amazon Web Services Support
AP

Amazon Web Services Support API #2% Amazon ZHEH /0 —EIhEEMiF R,
AP| REFATRIKIRE

« TEHROIEE (p. 18) BIEATEE Amazon XIFRGIMBIEEBRHBENE 0 EH
« EifE Amazon Trusted Advisor (p. 29) &/ Trusted Advisor (p. 18) #R{E

Note

B TIRAEE, Enterprise On-Ramp =4l Support itXI3 8£6EH Amazon Web Services
Support APl, HEXEZER |, {2 % Amazon Web Services Support, )

&< Amazon Web Services Support 12t IRIEFMBIBERBE W FMEL |, ESH Amazon Web Services
Support APl &,

£
- XEFROGIEE (p. 18)
» Trusted Advisor (p. 18)
+ Endpoint (p. 19)
+ 1€ Amazon F X TEEH % (p. 19)

XEFRHEE

AfER API BT TS -

« IFAXBRH

« RSN XFRONIIERRAXFAER

- BY BHMARIRANRFIES SRS ( BRELBRNRE ) WER

< FBEFEEMXAMARMEENRG , FHARMRHBFEHEFEFREA
S EL)

Amazon Web Services Support API 865 X1 X IF R GIEBIREMIT CloudTraill HRiEFK. BXEZELR | &
28 A8 Amazon Web Services Support i3 Amazon CloudTrail APl @/ (p. 117)

BRBETRNAEESHRANBENEG AL Java KB RA , H5SH 1 Amazon Web Services Support 5
BI472 (p. 20).

Trusted Advisor

BRI LAE A Trusted Advisor BAERITUATES -
« FREX Trusted Advisor £ 2= Y & Fr AR 10T
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https://console.amazonaws.cn/support
http://www.amazonaws.cn/premiumsupport
https://docs.amazonaws.cn/awssupport/latest/APIReference/
https://docs.amazonaws.cn/awssupport/latest/APIReference/
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Endpoint

o EREFIER Amazon K R IRIZT Trusted Advisor &
+ JREX Trusted Advisor K ELRWHENFHAFEE

+ RIFTIEE Trusted Advisor &

« FREUEA Trusted Advisor 1 ZRVIRAS

Amazon Web Services Support API 8 Xt Trusted Advisor #4E# 1T CloudTrail B&XiEF. BXREZE
B , 21 Amazon Trusted AdvisorCloudTrail B&RIZFKFH S8 (p. 118)s

& BAE A Amazon CloudWatch Events M3 &K Trusted Advisor RELERNEHR, BREZER
28 @3 Amazon EventBridge %1% Amazon Trusted Advisor B EL R (p. 123),

Bltn | SERAAIEE R Trusted Advisor 1&4ER Java 18 , B3 £/ Trusted Advisor Bl Web R
% (p. 34)o

Endpoint

BT LAGE A BT K %17 = 1518 Amazon Web Services Support API :

* https://support.cn-north-1.amazonaws.com.cn

Important

Amazon Web Services Support KT REEFHEETARRS, WREBEEAUBMXXEFR
Bl BRABIVEEER CreateCase BENEE—/NEBIT , I TEST CASE-Please ignore. 5
EJZ}”\JEU: A ResolveCase BERFREH,

BXREA Amazon KiFT AW ESZELR , H2 5 Amazon Web Services —fig§SE F I X ML ix T =,

£ Amazon Fx TESHRXHF

Amazon Command Line Interface (Amazon CLI) #1 Amazon B #7F & T &3 (SDK) ‘@33 Amazon Web
Services Support API B335,

BXEIF Amazon Web Services Support APl FIiES 5K T |, BB —MRESRFS , HI0 CreateCase , H
£ See Also ( BESIH ) Bo , EREHNERIES,
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https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_ResolveCase.html
https://docs.amazonaws.cn/general/latest/gr/rande.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html#API_CreateCase_SeeAlso

Amazon Web Services Support i {55
Overview

4 Amazon Web Services Support 5

Pl

BT LAE A Amazon Web Services Support APl BURTEA RBIB X HES , MARE Amazon Web
Services Management Console H1{#f Amazon Web Services Support F/ty, BALURINEEEEH X
B MEIEARGIF |, UEXIHRBAURAEH BB RENEE, AEERHEEXOMAER Amazon Web
Services Support AP| R Rl

Notes

« BT AT Amazon Web Services Support 5 API #1E, SHAHTEREMNIIEK , BESH
Amazon Web Services Support APl %,

+ Bx%# Amazon Web Services Support AP| BIiE S 5K T |, FikF—MREESH , Al
CreateCase , #7£ See Also ( BEZH ) o , EBRENERIES.

£33
» Overview (p. 20)
+ #]# Amazon Web Services Support & i (p. 21)
+ &¥ Amazon Web Services MR EMERF (p. 21)
. BIEZMHERE (p. 22)
o BIEXRFRHA (p. 23)
- RENMEHLZIFREBEEFE (p. 25)
- REFIBEXEFRMESR (p. 27)
o BRZFFREHB (p. 28)
» Amazon Web Services Support API B BRS B #T (p. 28)

Overview

WEBERA Java KB RHFIETR Amazon Web Services Support Bk, BEXFAIEBIHENESREE
BERAROIRBAE,

Note

WREFT Amazon Web Services Support FiEABH TRSEH , BSHTHER :

» Amazon Web Services Support AP| #9 RSB (p. 28)
+ Amazon —f&3EH Amazon FHEIREIXFIEHEIR

Z£45#H IAM 5 Amazon Web Services Support API

Amazon Identity and Access Management (IAM) i Amazon Web Services Support APl 12X #F, BXE
Z{E8 , 2 Amazon Web Services Support B3 X R (p. 14).
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https://docs.amazonaws.cn/awssupport/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html#API_CreateCase_SeeAlso
http://www.amazonaws.cn/code/
https://docs.amazonaws.cn/general/latest/gr/api-retries.html
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#1# Amazon Web Services Support & i

2|2 Amazon Web Services Support & /= i

T Java REBERETRT WA eI2A FHA awssupportClient B

AWSSupportService : createClient A EBE FH IS EEAK Amazon ¥3iEBIBRIREX
AWSSupportClient() Fif , ZMEEKTNEIIRUEBFEFRRELE. BXUIBRNESZER , BS
% Amazon SDK for Java FEIEEE : £ IAM A& F] Amazon SDK for Java B F 15 RN R,

X Amazon EIENEZELR |, HSE Amazon —ikZE i Amazon Z£&Kil,

private static AWSSupportClient createClient()

{
AWSSupportClient client = new AWSSupportClient();
client.setEndpoint("https://support.cn-north-1.amazonaws.com.cn");
return client;

¥

K I Amazon Web Services (7] & ™ & 4 5l

Amazon Web Services Support Java &2 7 createCaseRequest & , AT UREAR@
Amazon Web Services Support 2R R, CreateCaseRequest B—NEW , EERBERSHEHKRA
createClient 3Xfjl LY AWSSupportClient Fit, XLESHIIEEE Amazon REFEHI™=EHNK
B,

LA Java REBBERE R T X Amazon Web Services Support DescribeServices # DescribeSeverityLevel #
ERME A

// DescribeServices example

public static void getServiceCodes(AWSSupportClient client)

{
DescribeServicesResult result = client.describeServices();
for (Service service : result.getServices())
{
System.out.println("Service code (name): " +
service.getCode() + "(" + service.getName() + ")");
for (Category category : service.getCategories())
{
System.out.println(" Category code (name): " +
category.getCode() + "(" + category.getName() + ")");
}
¥
¥

// DescribeSeverityLevels example

public static void getSeverityLevels(AWSSupportClient client)

{
DescribeSeverityLevelsResult result = client.describeSeverityLevels();
for (SeverityLevel level : result.getSeverityLevelsList())
{
System.out.println("Severity level (name): " +
level.getCode() + level.getName() + ")");
¥
¥

SNFAAEIRE JSON &N RIFIK, DescribeServices REIRFSRBREMBNE
i, DescribeSeverityLevels REITEMRFIREMNII B, I, DescribeServices FIREE
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https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/java-dg-roles.html
https://docs.amazonaws.cn/general/latest/gr/aws-security-credentials.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_DescribeServices.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_DescribeSeverityLevels.html
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BIEMHES

AT & —7%h Amazon Web Services Support RS89 Amazon £ BB FIER, B, FE#E M CreateCase 21E
BT IFRAIN , B ABIXERT, BAXEEBITM Amazon Web Services Support ¥ 23k %5 , 1B
Amazon Web Services Support FRF R4 QIR EX L 4E BN RFTRAE,

PaN

SIZMHFES
B RO NS | SIRE SRR Z BN MR MBI ES T, BRSAE—NHEESTRN 3 M
# , Bt EREAHENRAKRNDNA 5MB, BXEZELR , H5 5 AddAttachmentsToSets

BT Java RIBBROIE—NXAXHHE , REFNE—MFERES , RERIZMAESH 1D UERMNE
EJVEEN

public static string createAttachmentSet() throws IOException
{
BufferedReader reader =
new BufferedReader(new InputStreamReader(System.in));

// Get content and file name for an attachment.
System.out.println("Enter text content for an attachment to the case: ");
String attachmentcontent = null;

try
{
attachmentcontent = reader.readLine().trim();
}
catch (IOException e)
{
e.printStackTrace();
System.exit(1);
}

System.out.println("Enter the file name for the attachment: ");
String attachmentfilename = null;

try
{
attachmentfilename = reader.readLine().trim();
}
catch (IOException e)
{
e.printStackTrace();
System.exit(1);
}

// Create the attachment.

Attachment attachmentl = new Attachment();
attachmentl.setData(ByteBuffer.wrap(attachmentcontent.getBytes()));
attachmentl.setFileName("attachmentfilename");

// Add the attachment to an array list.
List<Attachment> attachments = new ArrayList<Attachment>();
attachments.add(attachmentl);

// Create an attachment set and add the attachment array list to it.
AddAttachmentsToSetRequest addAttachmentsToSetRequest =

new AddAttachmentsToSetRequest();
addAttachmentsToSetRequest.setAttachments(attachments);

AddAttachmentsToSetResult addAttachmentsToSetResult =
client.addAttachmentsToSet(addAttachmentsToSetRequest);

// Get the ID of the attachment set.
String attachmentsetid = addAttachmentsToSetResult.getAttachmentSetId();
System.out.println("Attachment ID: " + attachmentsetid);
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return attachmentsetid;

)

B2 2 R

E{F A Amazon Web Services Support fR55 812 Amazon Web Services Support R4l , EFEAUTEERE
x CreateCaseRequest 240

+ ServiceCode - BIX A Describeservices EEIRBH Amazon Web Services Support JRES 5 ,
wn_E—FFHERR.
+ CategoryCode - R RAIFTH R R BAI KRB MK BB,

* Language — Amazon Web Services Support IRt X501 ATAE SR8, L&l , Amazon XIFHIE (en)
FAIE (ja)o

* CcEmailAddresses - FEWGLBEFEFE S EIAMN B FaR 4 utpy 5%,
+ CommunicationBody — HR¥IFTIRIT B ZRFIMY IE XX AR,

+ subject — XIFRAFINIRE,

+ SeverityCode M IREI{EZ—, DescribeSeverityLevels

+ AttachmentSetId- ( AJi% ) EPHAZIRGIPI —RFIXHHH4R ID., AddAttachmentsTosSet BRIE
AR A% Do

AR Java REBEBEMNGSITRESNRFICIEZSHNE, RS , BT createCaseRequest L6 LA
Amazon Web Services Support 5B T createCase RAIH I HLH LA AWwsSupportClient. MR EA
R, ZRBAEREEL TR E Amazon Web Services Support CaseId f& :

case-123456789012-muen-2012-74a757cd8cf7558a

Note

Amazon Web Services Support 121 case1d # Displayld FE. Displayld ZBRXNTF
Amazon Web Services Support ¥ R F & RHIRFIRS. caseld FERATUERESRXE Amazon
Web Services Support BHERE., XANFERIBET caseDetails HIBEE NI,

public static void createCase(AWSSupportClient client) throws IOException

{

BufferedReader reader =
new BufferedReader(new InputStreamReader(System.in));

System.out.println("Enter an Amazon service code: ");
String servicecode = null;

try
{
servicecode = reader.readLine().trim();
}
catch (IOException e)
{
e.printStackTrace();
System.exit(1);
}

System.out.println("Enter a category code: ");
String categorycode = null;

try

{
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categorycode = reader.readLine().trim();

}

catch (IOException e)

{
e.printStackTrace();
System.exit(1);

}

System.out.println("Enter a language code, 'en' for English:
String language = null;

try
{
language = reader.readLine().trim();
}
catch (IOException e)
{
e.printStackTrace();
System.exit(1);
}

System.out.println("Enter an email address to copy on correspondence:

String ccemailaddress = null;

try
{
ccemailaddress = reader.readLine().trim();
}
catch (IOException e)
{
e.printStackTrace();
System.exit(1);
}

System.out.println("Enter body text for the case: ");
String communicationbody = null;

try
{
communicationbody = reader.readLine().trim();
}
catch (IOException e)
{
e.printStackTrace();
System.exit(1);
}

System.out.println("Enter a subject for the case: ");
String casesubject = null;

try
{
casesubject = reader.readLine().trim();
}
catch (IOException e)
{
e.printStackTrace();
System.exit(1);
}

System.out.println("Enter the severity code for the case: ");

String severitycode = null;

try
{
severitycode = reader.readLine().trim();
}
catch (IOException e)
{

e.printStackTrace();
System.exit(1);

")

")

API fiR7x 2013-04-15
24




Amazon Web Services Support i {55
RENEHZBROBEEE

}

System.out.println("Enter the attachment set ID for the case: ");
String attachmentsetid = null;

try
{
attachmentsetid = reader.readLine().trim();
}
catch (IOException e)
{
e.printStackTrace();
System.exit(1);
}

CreateCaseRequest request = new CreateCaseRequest()
.withServiceCode(servicecode)
.withCategoryCode(categorycode)
.withLanguage(language)
.withCcEmailAddresses(ccemailaddress)
.withCommunicationBody(communicationbody)
.withSubject(casesubject)
.withSeverityCode(severitycode)
.withAttachmentSetId(attachmentsetid);

CreateCaseResult result = client.createCase(request);
System.out.println("CreateCase() Example: Case created with ID "
+ result.getCaseId());

RENEMFRIBEES

Amazon Web Services Support ZRFIEE 4SS HEF M Amazon Web Services Support Tl A B #1718
{5, Amazon Web Services Support £ T DescribeCommunications 1 DescribeAttachment 2434
FHBE |, BAK AddAttachmentsToSet #l AddCommunicationToCase BIEFRETT EH, X LiREFE A
Communication BEREFEMARARS , HESMREREHNABE.

BT Java KB EFEEE BRI Amazon Web Services Support 26, EREIH , AAEERN , E2H®HT
—ANFAE printCommunications J53%,

public static void addCommunication(AWSSupportClient client)
{
System.out.println("Enter the CaseID for the case you want to update.");
BufferedReader reader =
new BufferedReader(new InputStreamReader(System.in));
String caseid = null;

try
{
caseid = reader.readLine().trim();
}
catch (IOException e)
{
e.printStackTrace();
System.exit(1);
}

System.out.println("Enter text you want to add to this case.");
String addcomm = null;
try
{
addcomm = reader.readLine().trim();

}
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catch (IOException e)

{
e.printStackTrace();
System.exit(1);

}

AddCommunicationToCaseRequest request =
new AddCommunicationToCaseRequest().withCaseId(caseid)
.withCommunicationBody(addcomm);

client.addCommunicationToCase(request);

System.out.println(
"AddCommunication() Example: Call GetCommunications() " +
"if you want to see if the communication was added.");

}

// DescribeCommunications example

public static void getCommunications(AWSSupportClient client)
throws IOException
{
BufferedReader reader =
new BufferedReader(new InputStreamReader(System.in));
String caseNumber = null;

System.out.println("Enter a CaseID");
caseNumber = reader.readLine().trim();

DescribeCommunicationsRequest request =
new DescribeCommunicationsRequest()
.withCaseId(caseNumber.toString());

DescribeCommunicationsResult result =
client.describeCommunications(request);
printCommunications(result.getCommunications());

// Get more pages.
while (result.getNextToken() != null)
{
request.setNextToken(result.getNextToken());
result = client.describeCommunications(request);
printCommunications(result.getCommunications());
System.out.println(
"GetCommunications() Example: Case communications retrieved"
+ " for case number " + request.getCaseId().toString());

}

private static void printCommunications(List<Communication> communications)

{

for (Communication communication : communications)

{
System.out.println("SubmittedBy: " + communication.getSubmittedBy());
System.out.println(" Body: " + communication.getBody());
}
}
Note

DescribeCommunications IRE— M FRFIVEZHENBEEES. It
S\ , DescribeCommunications & caseld EIIXR , WELTLUEL X FRAFRESNRA
HIBEER.
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REMBXEFRIER

B LUEN A DescribeCases BER RS &M Amazon Web Services Support REIXBHFIEE R, &
F DescribeCasesRequest EFIKRER client1d HUIERE , XEEEKIIH createcase HERIRE AT
A8 RMIERE,

BAF Java RIBERMNIZEFI S caseId B , #1EF DescribeCasesRequest Ef|LA it Describecases
BESER. RAEEL , BT —MAE printcases Fik.

public static void getCases(AWSSupportClient client)
{
BufferedReader reader =
new BufferedReader(new InputStreamReader(System.in));

System.out.println("Enter an Amazon Web Services Support Case ID");
String caseid = null;
try
{
caseid = reader.readLine().trim();
}
catch (IOException e)
{
e.printStackTrace();
System.exit(1);
}

DescribeCasesRequest request = new DescribeCasesRequest();
request.withCaseIdList(caseid);

DescribeCasesResult result = client.describeCases(request);
printCases(result.getCases());

// Get more pages.

while (result.getNextToken() != null)

{
request.setNextToken(result.getNextToken());
result = client.describeCases(request);
printCases(result.getCases());

}

private static void printCases(List<CaseDetails> caseDetailsList)

{

for (CaseDetails caseDetails : caseDetailsList)

System.out.println(

"Case ID: " + caseDetails.getCaseId()); // This ID is for API use.
System.out.println(

" Display ID: " + caseDetails.getDisplayId());

// This ID is displayed on the Amazon Web Services Support website.
System.out.println(" Language: " + caseDetails.getLanguage());
System.out.println(" Status: " + caseDetails.getStatus());
System.out.println(" Subject: " + caseDetails.getSubject());
System.out.println("Recent Communications: " +

caseDetails.getRecentCommunications());

Note

DescribeCases BREFFANSH T ARZHERRNEFIHE, ROIXBENFASEHRE, HX
FEZ{ELR | {5 DescribeCases B1E.
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Amazon Web Services Support £ 7 —/ ResolveCase 2{EEEFERBECHZIZEAF, UT Java KB R
BER T ZBREN A,

public static void resolveSupportCase(AWSSupportClient client)
{
System.out.println(

"Enter the Amazon Web Services Support case ID for the case you want to resolve.");
BufferedReader BR = new BufferedReader(new InputStreamReader(System.in));
String caseid = null;
try
{

caseid = BR.readLine().trim();

}
catch (IOException e)
{

// TODO Auto-generated catch block

e.printStackTrace();
}
ResolveCaseResult rcr =

client.resolveCase(new ResolveCaseRequest().withCaseId(caseid));
System.out.println("Initial case status: " + rcr.getInitialCaseStatus());
System.out.println("Final case status: " + rcr.getFinalCaseStatus());

¥

Amazon Web Services Support AP| # iR <5 BL &

TRNET Amazon Web Services Support API B 4 BT B #

BIR RINE
AT LABIZ M Amazon Web Services Support 41 | &/Mat 10

HRAHBE.
EHE (R ) X8, EERHESALUGE 240
Amazon Web Services Support 24,

W THITH Amazon Web Services Support APl | 5

BENRABE,
FEWAHITH Amazon Trusted Advisor APl #4ERS | 100
BAKE,
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Amazon Trusted Advisor

Trusted Advisor %2 T A A+ 77 Amazon B IRMRS P E LM RIERE, Trusted Advisor AT & IR
Amazon FE |, REEETETERF X, BEERETHAMEMMEERTINZLRER N ZEME,

MBEFEANREARF A AAZIFiTR , WATLMER Trusted Advisor #24# & 15 [8]“Service Limits"ZE 3 Y
FIEREBEMRE LINPHANME,

MREWAR W, Enterprise On-Ramp 51\ Support it% , M AT LA Trusted Advisor #2241 &
Amazon Web Services Support API (p. 18) T BIFFEH Trusted Advisor &, &t SAfEMA Amazon
CloudWatch Events X% % Trusted Advisor R EBRIRS. BXREZEE , 5B Amazon EventBridge
1542 Amazon Trusted Advisor B E4E R (p. 123).

ETLLTE Amazon Web Services Management Console 15[ Trusted Advisor, <12 %X} Trusted
Advisor 2 HAMNFRNBNESEER , HSH EE3 Amazon Trusted Advisor B8] (p. 103).

BREZEL , ESWTrusted Advisor.

&
« FFEAfER Amazon Trusted Advisor (p. 29)
+ {# /A Trusted Advisor Bl Web RS (p. 34)
» Amazon Trusted Advisor BIEAME (p. 37)
- 1£ Amazon Trusted Advisor #&%& Amazon Security Hub 24 (p. 51)
 J3 A Amazon Compute Optimizer BA$#1T Trusted Advisor 82 (p. 55)
« Amazon Trusted Advisor Priority A[7 (p. 56)

» Amazon Trusted Advisor #2&5| A (p. 59)
« F ol Amazon Trusted Advisor &/ HE& (p. 80)

Fr 44 B Amazon Trusted Advisor

B LAM Amazon Web Services Management Consolei/i[A] Trusted Advisor. f£f Trusted Advisor 2§l &
k& &HAmazon Web Services IKFHIRELER K RERBEWNSRIEEEMEIE, HIa0 , Trusted Advisor
AIRE & ZE IR B R 6 A B B R OB A &K B 3, 5l40 Amazon Elastic Compute Cloud (Amazon EC2) &
i,

& A LAE A Amazon Web Services Support APl K33 & Trusted Advisor R EBRTIRE. AXIFAE
B, i§5® Amazon Web Services Support APl &,

E 3
» Z 53| Trusted Advisor 4] & (p. 30)
- BEREXF (p. 30)
- BEERERE (p. 31)
. FREHRE (p. 31)
s RIFRELR (p. 32)
s THERELR (p. 32)
o ALAWE (p. 33)
* Preferences ( i1 ) (p. 33)
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=

% Trusted Advisor 4l &

BT LAE Trusted Advisor 2§l &8 P EFEREMNFT MR ENRS.

Note

BHMEA Amazon Identity and Access Management (IAM) #X BR = 8&1/ 8 Trusted Advisor 24

B, BXREZEE , BESEEEX Amazon Trusted Advisor B E (p. 103).

%3 Trusted Advisor 2 H| &

1.
2.

3 Trusted Advisor %1% , ML https://console.aws.amazon.com/trustedadvisor/home,

£ Dashboard ( #Z##HEMR ) NHL , EESHREXRFINEE .

o BUURME (4B ) - Trusted Advisor B EF THIRME, Flan , KNWE 1AM BREZ £ BBEPK
EARELBNEZERSE,

- BiUAZE (#EZE ) - Trusted Advisori N B BN WREEE. FlI0 , FEREFREFHRLERTEREI
) Bk e 455 PR 9 SR B U 5

- HERRAIE (e ) - BEHRIMENRER , flNEFERERBN AR, fl , XTRERETH
LB TR Amazon EC2 34,

& W] LA1E Dashboard ( #Z#HIER ) EIMITATRE -

«  ERIFEHKFPHFIERE , 1§14 Refresh all checks ( RIFTFTIERE ) .

- EQETEMERELRMN xis X, E%$FE Download all checks ( FTHFIERE ) .

+ 1E Checks summary ( RERE ) T , EE—MESEF , 0 Security ( B2t ) , LEFSE
e

+  1£ Potential monthly savings ( ATEERI ATTE ) T , B NEF R W67 & 0 R AR A AL
LRERI.
£ Recent changes ( RKIEMER ) T , EANEFZRIE 30 RAWRERSER. EFE—IRER
HUEBZRENENER , RELERFLRAFEETT -,

EERERS

BULEREUTRERIINEEHAMER

Cost optimization ( BIAMEAL ) - ATRERQ N BT EREANEN ., XLERERHEE TAREAN TR DK
£,
MERE — AT DUR B SR A0 B AR I B A 0 R RS D B9 R 1L

o R - ALEER Amazon fERFREMNLZ LN RERENER.
+ Fault tolerance ( B45EEH ) — AT BIIRE B AmazonfBRH RAVEMMNEN, XERERHERITRT

B, HERSRE (AR EM ) M EERRNRIR,

« Service limits ( lRFREl ) - R EEK N ERIER AR ENKF R EEIL BT Amazon RS F 2R R

& (BFRAEH ) o

EEERERT
1. Z&FF Trusted Advisor ##|& , MuE7 hitps://console.aws.amazon.com/trustedadvisor/homeo
2. ESMBERTD , EBRRERT,

EXFNEL EESHRERFINHEE :

o BiVIRE (LB’ ) - Trusted Advisor BT EHITRIIRIE,
« BIREE (#%F ) - Trusted Advisorie U Z4& Z HY AT AEE] &
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o REMBIRIE (LB ) - Trusted Advisor KN E R BRI R,
- BERRMVINE (ke ) - BEHRTMEBENRER , fINEFLERELBN TR,

HFsris  wEpsEE (O) URFLRE,

> wmrams (M) er-1ra2keEERN s TH.

EERERE

BITKREUEEZENRENA, TEMNER, TNRUNTRARIEAESESMERE,
EERRERE

1. &XEF Trusted Advisor ##|& , MR https://console.aws.amazon.com/trustedadvisor/home,
2. ESMBERD , EBRRERT,
3. ERREZEMLUEFHBANMUTHEAGE :

o BREGH - ERRERNESCRSHRE,

o BUHERE - BRRENEIURYE.

« HtnR - 5 X8 Amazon X4,

s FJIHEBKFPZ T EMNR, SUUERELERPIERBRXLTE,
4. (W) BEHRIE , UESTHAERELE RS :

a. B‘EB—/1IWA , RF%EE Exclude & Refresh ( BEBRFRIFT )
b. EEEMEHRMNIE , Hi%#F Excluded items ( BERREITE )
5 (Wit ) EGEmMAUERERRITEEN

a. ¥%#® Excluded items ( BEBRAOTIE ) | &EF—ATE , RS Include & Refresh ( BIEHF
¥)o
b. EEERMEEEMNME , Hi%k#F Included items ( EEHWMAE ) .

HERRE R (G}) , T£ Preferences ( Bt ) WiFEF , BALEEEE "HNTIBERREYE , AFiE
# Confirm ( #iA ) -

TR IERIRE

EREXRFINEL  BUUEECEEEPLERLEL R, SO, ESAIEQNBIK S P HEIRNQERTTH
%, LEFEERAERIRE,

MREEB T EKSFHNTENRE , flI0 Amazon FIR , BAIUERARERERGURE TEFEERE
HyBE .

EREENRE

ZF 3 Trusted Advisor #4IA , MR https://console.aws.amazon.com/trustedadvisor/home,
ESMERKDR Dashboard ( EHIER ) RES , EBERERT,

31 F Search by keyword ( IEXEBIREER ) , FRAREEHRIBERFHXBRANFIEL R,
T View (&BF ) JI%k , EEEEEFPLRE :

- FIERE - JIHERINAIERE
- BURRME - JIHBUERDRENRE, SEREUIBREE R,
« BUWIRE - JIHBWEXRMUTENRENRE, XERENEBREE TR,

W N
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« ARUFRZ - I HEEEARNENRE, IEREUAZBRHEE R,
- BEHRTENRKE - JIHEEENA TMAREERPHRIENRE.,

5. MEBELFIFZHRIE Amazon &R , 120 Amazon EC2 E4I3X Amazon CloudTrail BRER , A LATE ik
#£R  UFERENEREEEERSHNIE.,

NTEIREMIE , MANRERNE , REER Apply filter ( RATEESRHSF ) -

Filter by tag Learn more about using tags [4
oy

6. EREMRYD , RELRNEREFEEENENTE.
7. ERFREERFIESRY , BiLEE Reset (EE ) o

HXxEE
B 3x Trusted Advisor NIREMEZER , BN TER :

+ Amazon Web Services Support /& f Trusted Advisor BI#R12THEE
+ Amazon —f%ZE HEIPRIE Amazon HIR

Rl ELS R

B ARFREUREK N EHER, IREEANRTFRARRERIIFITR , WA LR R Trusted
Advisor 2 #| ARIFKE, WREHFMEBL., Enterprise On-Ramp Ml Support it%) , W Trusted Advisor
SBAENRFEKFPHRE,

ERIF Trusted Advisor &

1. BMEBLT https://console.aws.amazon.com/trustedadvisor B Amazon Trusted Advisor £ #& .
2. 7£ Dashboard ( ##/HEMR ) KL ERFITE L , %R Refresh all checks ( BIFTFIERE ) -

B UBY AT AARMBERE !

sepgmmn (O) gramks,
« {#H RefreshTrustedAdvisorCheck APl #&4E,

=
A=

 Trusted Advisor 28X B3I RIFTJLXFE LR ZE | 420 Amazon Well-Architected high risk issues
for reliability ( IS RKEE ) RE, ERARZEE/LNMNETLEENKAPER. XN

TIXEBFRFORE , BRFEERIFTER ( C ) RFEFRIFER

s MRERAKFBRAT Amazon Security Hub , B TE MR Trusted Advisor 1251 & SR RIFT
Security Hub 24, BXELFELE , HZHRIE Security Hub B EZ R (p. 53)0

THRES

BRI T 8RR B RUIREUETK - P9 Trusted Advisor BER, BA A TEHABEREREERENLE R,
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E & Trusted Advisor RELE R

1. BWELT https://console.aws.amazon.com/trustedadvisor B Amazon Trusted Advisor 2# &

ETHAMERELER , 71E Dashboard ( #HIEMR ) e EXFITTEF , i%#F Download all
checks ( FEFIERE ),

ETHEERENRELR , BEARREERN , AREETRER (&])

2. RESITFH xls X, XHEEXKE Trusted Advisor IREIANERBERES , Sl ERH, iR, R
A, BEHNERSE.

HLAM

BAILUREHLAMBEIIEE , 2R Amazon HAHWABERAKS IR E. BXEZEL , S HAmazon
Trusted Advisor WHELAME (p. 37).

Preferences ( B1&I1 )

£ Trusted Advisor | &/ Preferences ( BT ) WE L , &R AZ A Trusted Advisor.
£ Notifications (BA ) WAL , ALK EHER BEE B T4,
£ Organizations ( A42 ) RE L , B LUE AREHALME AL,

ARG N= il
BEHTUERRELERMESEMN S8 Trusted Advisor B FEBHE B
EREENTERN

1. &FF Trusted Advisor %8 , Mt A https://console.aws.amazon.com/trustedadvisor/home,
2. ESMERSP , 7 Preferences ( B ) T , #%3% Notifications (B ) o

3. XTF Weekly email notification ( A B FHH4EL ) , RFFERELRBASE, EALM Amazon
Billing and Cost Management #2#| & # Account Settings ( M iR E ) TUHE S 7R M0A M BREX R Ao

4. 3F Language (1S ) , HBBFUHHBNES.,
5. 1%3% Save email preferences ( R1FHE FHRHHIED )

REHLAME

R EME A Amazon Organizations REW S , B URNEALHPNFRERAKF URRE, BEXESEER
&2 B Amazon Trusted Advisor FALRME (p. 37).

#H Trusted Advisor

ZRARSEE |, Trusted Advisor TEFTIER K FHITEMRE, =i i5R Trusted Advisor 325 & B £
AP| BRAERE T A BRI UL BIIE L 15 B $5 IRE B

E# /A Trusted Advisor

1. &RXEF Trusted Advisor ##|& , Mt A https://console.aws.amazon.com/trustedadvisor/home,

2. HESMBEHEF , % Preferences,

3. 1E Trusted Advisor T , i%#% Disable Trusted Advisor ( 2 Trusted Advisor ) o LLIERMER MK RN
AR EZRA Trusted Advisor,

4. RiE, BAUMNKS RFSIMER Trusted Advisor RS B, BXEZER | HSFEMIE Trusted
Advisor BBRSHERAE (p. 94).
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£

HXER
B3k Trusted Advisor WEZEE , BSHRUTER :

« WAFFHAHER Trusted Advisor ?
» Amazon Trusted Advisor # 25| A (p. 59)

Trusted Advisor Efl Web RS

& B Amazon Web Services Support Bi%5 , B 4ESE Amazon Trusted Advisor REMNARF. ltE
BURE R AAIIRER Trusted Advisor REM SR, RIFHEHP—IMRE  AERPRERENFEALR. XEEH
A Java #ITETR. AXENHEMIESHXBNEE , iESH AT Amazon Web Services 1 T &,

E3 |
+ JREXAI A Trusted Advisor 1 &/ 3R (p. 34)
+ RIEF A A Trusted Advisor # &R 55K (p. 34)
%A Trusted Advisor 8 &L T RS (p. 35)
¥R Trusted Advisor REL R (p. 36)
« i Trusted Advisor RERFMEER (p. 37)

FREXA] A Trusted Advisor &8 513K

BT Java REBER 8| — 1 Amazon Web Services Support 2 ixSEHl | BAMERZEFwKBAMA
Trusted Advisor AP| #4E, #E£TX , XERRBEIHA DescribeTrustedAdvisorChecks APl ##4E |, 3REX
Trusted Advisor R ERIFIR R EMERE checkid B, BUUFERALEERGWEAFRET , ILAFBEILR
HEERMNBEITRRFTHRE,

private static AWSSupport createClient()

{
return AWSSupportClientBuilder.defaultClient();

¥
// Get the List of Available Trusted Advisor Checks
public static void getTAChecks() {
// Possible language parameters: "en" (English), "ja" (Japanese), "fr" (French),
"zh" (Chinese)
DescribeTrustedAdvisorChecksRequest request = new
DescribeTrustedAdvisorChecksRequest().withLanguage("en");
DescribeTrustedAdvisorChecksResult result =
createClient().describeTrustedAdvisorChecks(request);
for (TrustedAdvisorCheckDescription description : result.getChecks()) {
// Do something with check description.
System.out.println(description.getId());
System.out.println(description.getName());

Rl%7 Al A Trusted Advisor &K 5l &

BAF Java X8 EX 812 — 1 Amazon Web Services Support & F i35l , B0 £ 1% F iRk RF Trusted
Advisor ##E.

‘// Refresh a Trusted Advisor Check
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// Note: Some checks are refreshed automatically, and they cannot be refreshed by using
this operation.
// Specifying the check ID of a check that is automatically refreshed causes an
InvalidParametervValue error.
public static void refreshTACheck(final String checkId) {
RefreshTrustedAdvisorCheckRequest request = new
RefreshTrustedAdvisorCheckRequest().withCheckId(checkId);
RefreshTrustedAdvisorCheckResult result =
createClient().refreshTrustedAdvisorCheck(request);
System.out.println("CheckId: " + result.getStatus().getCheckId());

System.out.println("Milliseconds until refreshable: " +
result.getStatus().getMillisUntilNextRefreshable());
System.out.println("Refresh Status: " + result.getStatus().getStatus());

%8 Trusted Advisor & LL T IR L

FEIRKIEIT Trusted Advisor BRELUE KBRS HENER2E , BHEH
DescribeTrustedAdvisorCheckRefreshStatuses AP BEE R EETH E R FTHEMER E LT
=118

BAUF Java RBEXEA check1id FEFRNAHNMBERIEUT IS PERNBENIRS. WA, EBERBEE
JRT Trusted Advisor ARSS B9 E At L5 i :

1. AT BAEEERN getMillisUntilNextRefreshable RAIFBENFRKAA
DescribeTrustedAdvisorCheckRefreshStatusesResult, RO LMEHRENERXRNIAREHFE
RIEBRERIFIRE,

2. iR timeUntilRefreshable T , B LUERRIFRE,

3. B LU IR B AR E LRSS T, RIBERERABRRIEENENN 10 B, MBRER
enqueued T in_progress , BINFIREHBRXERRS. MRBEAIRE successful , MBEBHRLLE,

4. &jg , R#BIRE — DescribeTrustedAdvisorCheckResultResult HIFPEEH A |, BAMERZ
KOIEBEBHREFTERNEE.

AR BRERENRIFIER , RAEBRAERRS,

// Retrieves TA refresh statuses. Multiple checkId's can be submitted.
public static List<TrustedAdvisorCheckRefreshStatus> getTARefreshStatus(final String...
checkIds) {
DescribeTrustedAdvisorCheckRefreshStatusesRequest request =
new DescribeTrustedAdvisorCheckRefreshStatusesRequest().withCheckIds(checkIds);
DescribeTrustedAdvisorCheckRefreshStatusesResult result =
createClient().describeTrustedAdvisorCheckRefreshStatuses(request);
return result.getStatuses();
}
// Retrieves a TA check status, and checks to see if it has finished processing.
public static boolean isTACheckStatusInTerminalState(final String checkId) {
// Since we only submitted one checkId to getTARefreshStatus, just retrieve the only
element in the list.
TrustedAdvisorCheckRefreshStatus status = getTARefreshStatus(checkId).get(0);
// Valid statuses are:
// 1. "none", the check has never been refreshed before.
// 2. "enqueued", the check is waiting to be processed.
// 3. "processing", the check is in the midst of being processed.
// 4. "success", the check has succeeded and finished processing - refresh data is
available.
// 5. "abandoned", the check has failed to process.
return status.getStatus().equals("abandoned") || status.getStatus().equals("success");
}
// Enqueues a Trusted Advisor check refresh. Periodically polls the check refresh status
for completion.
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public static TrustedAdvisorCheckResult getFreshTACheckResult(final String checkId) throws
InterruptedException {
refreshTACheck(checkId);
while(!isTACheckStatusInTerminalState(checkId)) {
Thread.sleep(10000);
}
return getTACheckResult(checkId);
}
// Retrieves fresh TA check data whenever possible.
// Note: Some checks are refreshed automatically, and they cannot be refreshed by using
this operation. This method
// is only functional for checks that can be refreshed using the RefreshTrustedAdvisorCheck
operation.
public static void pollForTACheckResultChanges(final String checkId) throws
InterruptedException {
String checkResultStatus = null;

do {
TrustedAdvisorCheckResult result = getFreshTACheckResult(checkId);
if (checkResultStatus != null && !checkResultStatus.equals(result.getStatus())) {
break;
}

checkResultStatus = result.getStatus();
// The rule refresh has completed, but due to throttling rules the checks may not
be refreshed again
// for a short period of time.
// Since we only submitted one checkId to getTARefreshStatus, just retrieve the
only element in the list.
TrustedAdvisorCheckRefreshStatus refreshStatus =
getTARefreshStatus(checkId).get(0);
Thread.sleep(refreshStatus.getMillisUntilNextRefreshable());
} while(true);
// Signal that a TA check has changed check result status here.

iF3R Trusted Advisor B ELE R

ERFTENFAERREZE , £8 DescribeTrustedAdvisorCheckResult APl 2 4ERIZ R iE K,
Tip

Trusted Advisor REMNBHMEANEELEETL, BRINBEWNEERBPIEERE ID AE—RR
BE, BALUER DescribeTrustedAdvisorChecks APl #4E , LUIREME E ID,

BAR Java REBEREA DescribeTrustedAdvisorChecksResult &5 A result 6l ( E2HH
RBEFRE ) . BRIETERZE , ZREBARBEIAFAAUAREFRELRE K MEEIES
A result.getChecks().get(0) WAPFIEERSE 0 RERETIRPE—ITRENER, ETX,
WERRBEN — DescribeTrustedAdvisorCheckResultRequest 24 , HFZEHUERLR N
DescribeTrustedAdvisorCheckResultResult B checkResult £, B LAFERLBIREEBARK
REWEBTRELR,

// Request a Trusted Advisor Check Result
public static TrustedAdvisorCheckResult getTACheckResult(final String checkId) {
DescribeTrustedAdvisorCheckResultRequest request = new
DescribeTrustedAdvisorCheckResultRequest()
// Possible language parameters: "en" (English), "ja" (Japanese),
"fr" (French), "zh" (Chinese)
.withLanguage("en")
.withCheckId(checkId);
DescribeTrustedAdvisorCheckResultResult requestResult =
createClient().describeTrustedAdvisorCheckResult(request);
return requestResult.getResult();
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SEE ;1R Trusted Advisor R ELE R RS LR EHM S RHKIE.

#i 4 Trusted Advisor R EMFMER

LA Java REBREBEFA B —TIREIH DescribeTrustedAdvisorCheckResultResult 35l , LUFRER
Trusted Advisor B EFIFRICH BRI TR,

// Print Resourcelds for flagged resources.
for (TrustedAdvisorResourceDetail flaggedResource :
resultl.getResult().getFlaggedResources())

{
System.out.println(
"The resource for this ResourcelID has been flagged: " +
flaggedResource.getResourceId());
}

Amazon Trusted Advisor BY4R 43 {1 B

HAOAMB AR FEEF Amazon Organizations FFRTEIKF# Trusted Advisor &, 5RALLIhEER | BT LA
BRERREGEALHFERARKFHNREL R, ZRETERELEENFEURENKF HZH MR RNE
B, Bl SELERREES IAM FRLEHEEA L H RPN S IE £ H Amazon Identity and Access
Management (IAM) , EZRRE 2ET Amazon S3 F# BN BREEFT Amazon Simple Storage Service
(Amazon S3) FiE iR HIRERIL,

Note
HAMBE e E P EXFEHPFRTH,

£33
o FREMH (p.37)
- BRALKNE (p. 38)
+ ¥ Trusted Advisor # 2 (p. 38)
- BIZHLMEIRE (p. 38)
« BEERERE (p. 39)
s THALKMBERSE (p. 40)
- BREQNE (p. 42)
o A IAM REEARFIHRIELME (p. 43)
« ERAEM Amazon BREEF Trusted Advisor IRE (p. 45)

FTRFA
SRR R A FERS S8 AL -

o ZMK P AIRE Amazon AEMRKR R .

- BIELQ X E SR A Organizations WFTEINEE. BXEZEL , 15 H Amazon Organizations i #8
EhE AERRITE R,

o AL PNEEK S MKFEAREL, Enterprise On-Ramp i Support it%l. &ERLAM Amazon Web
Services Support /UM Support plans ( Z#Fitkl ) TEHFEREHZHITR. BSHEEEE Amazon
Web Services Support it%l.

s BAFUEEKFHRHOAFSH (RERENSERAL ) BR. TILEEU IAM AFER IAM B85 %
ZEHXIIREEEMENRN KN, ESFEEH IAM FKiE TR RIEHLIE (p. 43),
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BEHRALAMNE
WRERERZHGZE , FRBUTSREHEALNE, SRR , FHIAUTER :

« Trusted Advisor # /8 AN HLAFHNAERS. BXEZEL , 155 Amazon Organizations Fi 5+
K A H b Amazon RSB A RIS A RIR

+ AWSServiceRoleForTrustedAdvisorReporting service-linked-role TERA LRI ERIKF F R
B2, kAEEIE Trusted Advisor R RIEVAA Organizations FFENRR, WREZFXBEAREHE , £%
EFHIBBRE, BXEZER , HFSNRSHEXABEAT Trusted Advisor (p. 92).

M Trusted Advisor Z#HI &P ERHALKNE,

ESRALALAME

1. LEBABMHEZALNERIKF , HITFHMT hitps://console.aws.amazon.com/trustedadvisor #J
Amazon Trusted Advisor 13 #| &,

2. HESMBERFTH Preferences ( Bk ) T , #%3F Organization ( A4 ) .
3. 1£ Organization view ( 4A42#1E ) T , ¥ Enable organizational view ( /5 FAHLAME ) .

Note
NEEKFEAEALAUNBTAAFMERAKFREERNRE, fln, MRENRAKFHEFE

AXHEF, PLXEKFAFFRQPEESEEKFHEENKZE, Amazon Web Services Support 11X
E T AMKFRME T B Trusted Advisor B2,

Rl Trusted Advisor &

EENARGIBIRE 2B, RITBWERIFIEH Trusted Advisor RERVRS . LA TEHIRE , MAERIEH
Trusted Advisor ®ZE , BEMNRETETEERFTER.

MREE AN, Enterprise On-Ramp F4il Support itX) , M Trusted Advisor &8 & B 31 RIF &K F~ &
WA,

Note

MREHARFEERTRARRERTIFTRIOKS | NIX LKA - S0& F Trusted
Advisor ZH| A RIFRE. BRERMARERKS FHNABEKFHLE,

ERIET Trusted Advisor 12

1. SMBMLTF https://console.aws.amazon.com/trustedadvisor B9 Amazon Trusted Advisor 3% &| A&

2. HEEFEARREL , BERFHAERE. XHRFEKS FHRERE,

BHALBELUTARRIFEERS
« {#H RefreshTrustedAdvisorCheck APl $#4E,

" ampwEs (O) Brenps,

SIEHLANERE

BRALUERE , B SIEBIRE , METUEFALN Trusted Advisor BELE R,
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RS0 50 MiE, WROENOREEHILEM , Trusted Advisor 2BIBRZFHRE . BEERE
EMIBREY R & o

HRBALMERE

1. BRALAMEEKF , #FHFLT https://console.aws.amazon.com/trustedadvisor B9 Amazon Trusted
Advisor %A,
ESMBERKS , % Organizational View ( ALHMA ) o
EEBEIRE,

BINBERT , IRETEFE Amazon XiF, REZKF], REFMRIFIRAS. £ Create report ( BIEHRE )
REL , BUUEARERFETBEXIRSE, Hli0, BALUERXEN Al (23 ) &I, RARKEE
SBEEREPHENXE,

a. BWAIREH Name (B ) o

b. XF Format, #%$F JSON = CSV,

c. XF Region ( X ) , #§E Amazon XiF=RiER All (£3B )

d. XTF Check category ( R&EXF ) , EFREXRFIRER AI(£2IF) .

e. XF Checks (KRE ) , BFZEINEBERE , REF AI (£E6) .
Note
Check category ( &EXF ) LR FEE Checks (KRE ) ERM. flm , WREE
£ Security ( 22 ) K3 , AREBRBENREER , WEHNREFETEZLINMER
BEE£R, BEMHNBERENRRE , BAREXFFEZHRIANAI (£ ) B, RFE
BIENREB.

f.  XIF Resource status ( BRIRZ ) , RFEMENRS , 00 Waming (BE ) , EFAI(£

) o

5. XF Amazon A4 , ERETEELNIREFNEAL LM (OU), BXOUMNESEE , ESH
Amazon Organizations i PSR P EEH LA #(,

6. ERBIERE,

Example : SIEIR & ik FM4IED
BURRBIF LA R IEIZE JSON R4 -
« = Amazon Xig

- AN ZENERERE

ELLTRHIG | REEE support-team OU FE TR —ZBH B —4 Amazon K,

=
A=

- BIRREFFFNNEEIRTAATNKSBEURSNKS PR RREE,
« BRR-ROESMRE | RIESFRECZTELY 6 M,
c MRBXBRIMSEFEREL , FRIFHTE,

EEHRGHRE

HBEERBRE T , B UM Trusted Advisor BEIEFEERERHE. X , ERAUREEFEMMANK
EERRBE,
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EEERERE

1. BFALNEEIKF | HITFFT https://console.aws.amazon.com/trustedadvisor B Amazon Trusted
Advisor ## &,

2. HESMEHKS , % Organizational View ( ALHMHE ) -

3. EEBREEWH.

4. £ Summary (HE ) THL , EEETXRINRERS. BIETLLEF Download report ( FHIR

H)o

TEHALAUEHRE
WERRIE | WM Trusted Advisor BHIA TR, BER—A zip XH , HFBEZAXH -

+ summary.json - BEBHREXINKELRNMEE.
* schema.json- ZEREFIEEREN schema,
o BFIRIMH (json H .csv ) - BEAXRALFRFENRERSHIFAEGE.

ETHAEALAUEKRSE

1. BRALNEEBKF , HITFH AT hitps://console.aws.amazon.com/trustedadvisor # Amazon Trusted
Advisor ##l &,

2. HESMBEHKS |, k#F Organizational View ( HLEHWE ) -

Organizational View ( AR #E ) THE RAUHTHNRE .
3. EE—IRE |, %8 Download report ( TEIRE ) , RARREXMH. —RRETH MRS,
4. FRERZH.
5. ERANAEAEESEITH . jsonXHHEABFREMARFTH . csv X

Note

MREHIRESN SMB AL, BATRESWEIZ DM,

Example : summary.json X #
summary.json XHERALFHKFHEURBHELNPHIREHRS,
Trusted Advisor ERATHIERBRIREL R !

+ Green — Trusted Advisor & BN ZH EH R,

+ Yellow — Trusted Advisor #& I E# & /9 7] 85 8] &

+ Red - Trusted Advisor ® M BI£5 IR H B W ITR BRI,
+ Blue — Trusted Advisor AT ER BHIRES.

TELUTREIE , FAMMERN Red , —NH Green , — A Yellowo

{

"numAccounts": 3,
"filtersApplied": {
"accountIds": ["123456789012","111122223333","111111111111"],
"checkIds": "All",
"categories": [
"security",
"performance"
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1,
"statuses": "All",
"regions": [
"us-west-1",
"us-west-2",
"us-east-1"
1,
"organizationalUnitIds": [
"ou-xa9c-EXAMPLEL1",
"ou-xa9c-EXAMPLE2"
]
Iy
"categoryStatusMap": {
"security": {
"statusMap": {

"ERROR": {
"name": "Red",
"count": 2
Iy
"OK": {
"name": "Green",
"count": 1
Iy
"WARN": {
"name": "Yellow",
"count": 1
}
Iy
"name": "Security"

}
Iy
"accountStatusMap": {
"123456789012": {
"security": {
"statusMap": {

"ERROR": {
"name": "Red",
"count": 2
e
"OK": {
"name": "Green",
"count": 1
e
"WARN": {
"name": "Yellow",
"count": 1
}
Iy
"name": "Security"

Example : schema.json X #

schema.json XHEEREFHREN schema, LT REIBIE IAM FEBKEEH 1D FMEHE
(Yw2K9puPzl ) 1 IAM Z4A%2#%k (DgdJqYeRm5) K&,

"Yw2K9puPzl1l": [
"Password Policy",
"Uppercase",
"Lowercase",
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"Number",
"Non-alphanumeric",
"Status",
"Reason"
1,
"DgdJgYeRm5": [
"Status",
"IAM User",
"Access Key",
"Key Last Rotated",
"Reason"

Example
resources.csv X EEALHERHNHEXES, RAERTREDE RN —EBIES |, TR :

o ZEIMMKSHIKS ID

+ Trusted Advisor £%& ID

- BRID

- IRERETRE

+ Trusted Advisor B EH TEZ

+ Trusted Advisor & &3 3|

o RALBH (OU) SARIKFHIKF ID

REFERFRARELRN  FBELHTBERE. ETETLEREFEIRE , FRMT :

o REKE , fIINRKS L MFA | SRBRER , BFAERERED, TRENREGRINETE
summary . json X#HH,

s BERBENETCAIN Red B&E Yellow HETRER. WRIERREN Green , WENIABEFTLHIE
BHIREH,

s MBEZENEFERENBRSEAKS, , UREARET2ERERS . Hl0 , MRBWALTEEER
Amazon Elastic Compute Cloud & 3%/l , M Amazon EC2 Reserved Instance Lease Expiration 1 &
TEERELBNIRE F,

s KPMARRBFRELR, SEFEAIFITNSHIFRARIF TN A S BIXEF Trusted Advisor #£#1&
AR RERE R, MBEEEAER L, Enterprise On-Ramp FM>ill Support it%] , WA SKAREEE
ERFEME—RATHEBIREL R, BEXEZEE , BSHRF Trusted Advisor & (p. 38).

s MRREEANEERKRFBATRERY , MRESTL4EFALAPEHMBKS O ERIR.

WFRBFEY , SR LERE RS (10 Microsoft Excel ) 3TFF .csv X, ERILUER .csv SXAXA
AR EKFPHRERERT RS . WREFNBRESHARFE —EEH , NALUFREER json
X T,

Json AL csv MHRARENREFEEKR , IRTERERARS , fINFEAS I BBEENRENS
Joir. Bl , BALAF SQL fE S Amazon RS ( 2 Amazon Athena ) & &R UNENIREZTE
o, BIETSAERA Amazon QuickSight R HIERA TR LENEIE, BXESZER , BSAEAEM
Amazon RS EE Trusted Advisor 3R (p. 45).

2 HARNE

BERUEEBFREAAQUE. SAMBFHEANEEKS,  NREBEFZALNEMENRNEE, BLE
MABLRPE HEAIK 2 L h8E,
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R IAM K& A 1FI R H AN E

ZREER  REIATER

+ Trusted Advisor $$4E3 Organizations A #9 7T {5 AR 51 BR

+ AWSServiceRoleForTrustedAdvisorReporting [REKREKABREL/ALNEERKF HEY, XEK
Fﬂ”%%? ZAILF IR E,

s BEERNARGE, EFRTHIRE. ETRINFICIRNIRE , BYATMM Trusted Advisor 2 HI AR EH
mmmuﬁomﬁmFm@mulm3&

E2 A Trusted Advisor FY4E LR E
1. %%ﬂ”\ﬂ’]"“ﬂﬂk}*‘ HITFFALF https://console.aws.amazon.com/trustedadvisor B Amazon Trusted
Advisor & &

2. ESMERT, iﬁ# Preferences.
3. 1£ Organizational View ( HLAME ) T , i%4F Disable organizational view ( ZHALRMNE ) .

E%FH HAYE S |, Trusted Advisor FEREXRBALRHEH At Amazon K FHRKRE, B

& , AWSServiceRoleForTrustedAdvisorReporting REHFACGRKRBEHALNEEKF L | EEE
B 1AM #24A . IAM APl = Amazon Command Line Interface (Amazon CLI) EMIBR A 1L, BXREZE
B EZM IAM AR EERORRESEXAE,

Note

B EREAM Amazon REEAMARCARAERENEE. BXESES  BZAUT &
R

+ Amazon BEEMAEERPHFEH Amazon Organizations K#EZEZE Amazon Trusted Advisor
B
« FEAHEM Amazon BRESEE Trusted Advisor 3R (p. 45)

FEA IAM KBS FIHRELERE

A LUER LT Amazon Identity and Access Management (IAM) KB | RFEKFFHNBEFPRARIGR
Amazon Trusted Advisor FEVLELME,

Example : XYL BN T LG RN R
DTHRBATELHRIELAME IR, ERIXENRNAFL TUBITUTERE

- BRMZERAALME
- IR, EFENTHRIREG

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadStatement",

"Effect": "Allow",

"Action": [
"organizations:ListAccountsForParent",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:DescribeOrganization",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAWSServiceAccessForOrganization",
"trustedadvisor:DescribeAccount",
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1,

"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeReports",
"trustedadvisor:DescribeServiceMetadata",
"trustedadvisor:DescribeOrganizationAccounts",
"trustedadvisor:ListAccountsForParent",
"trustedadvisor:ListRoots",
"trustedadvisor:ListOrganizationalUnitsForParent"

"Resource": "*"

"Sid": "CreateReportStatement",
"Effect": "Allow",
"Action": [

1,

"trustedadvisor:GenerateReport"

"Resource": "*"

"Sid": "ManageOrganizationalViewStatement",
"Effect": "Allow",
"Action": [

"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess",
"trustedadvisor:SetOrganizationAccess"

1,

"Resource": "*"

"Sid": "CreateServiceLinkedRoleStatement",
"Effect": "Allow",

"Action": "iam:CreateServiceLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

reporting.trustedadvisor.amazonaws.com/AWSServiceRoleForTrustedAdvisorReporting”

}

Example : X44H 4241 B A9 1R B 175 (A 4% FR

LUTR SRR o ¥R 3T Trusted Advisor B4 AR 1T RiEAE. EEXLENRAWAF R

ERENTRIAFTRE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadStatement",

"Effect": "Allow",
"Action": [

"organizations:ListAccountsForParent",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:DescribeOrganization",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAWSServiceAccessForOrganization",
"trustedadvisor:DescribeAccount",
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeReports",
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"trustedadvisor:ListAccountsForParent",
"trustedadvisor:ListRoots",
"trustedadvisor:ListOrganizationalUnitsForParent"

1,

"Resource": "*"

}

BETLBIEECH IAM KiE, BXREZER , 55 IAM APPSR 1812 IAM KB,
Note
MBHEREKF P BB T Amazon CloudTrail , BB AEXEBE P ARELAERUTAR ;

+ AWSServiceRoleForTrustedAdvisorReporting —Trusted Advisor F T i [a] &4 42 F 9 ik

FHBRS<BKAE,
+ AWSServiceRoleForTrustedAdvisor —Trusted Advisor BT i Al 4R 40 Fh Y AR S5 Y IR 55 < Bk
A,

BXBFHEXACHNESELR , HSH FRSHEXAGAT Trusted Advisor (p. 92).

EH E M Amazon BRSSZEE Trusted Advisor IR &

BRAHEBEIEAEM Amazon RS EHENEFZHBE. EXREHSH , B2 Amazon Simple
Storage Service (Amazon S3) B AF#IRE , HIE—1 Amazon CloudFormation 4R Sk 1E &Y K
FHROBER. RE , B LERA Amazon Athena 2 RZITH X EHIRENER , AT AER Amazon
QuickSight 1E#2 HIE MR P AT WL Z ¥R

BRUAMCREBBENEEFNRSG , HSH Amazon BEEFEEIFZE K ERA Amazon Organizations K
1 ZEF Amazon Trusted Advisor Zil

Prerequisites
FRARRZE , BUXRAHZUATER :

« LEEEERANPRA Amazon Identity and Access Management (IAM) Fi P & 4 & .
- FRAEELRE (#HEEFEBILILER ) Amazon K HRIEIR B EH Amazon BRE A F.

+ #]2 Amazon QuickSight Ik, BXEZEE , {52 M Amazon QuickSight A F ¥R HH Amazon
QuickSight HEYEHE 247 Al .

k& EE ZE| Amazon S3

EBTH resources. json REF , FXHLHE Amazon S3, BAFAEXRERI ( HFRILILEB ) XiF
hERFER.

ENIRE 5 ZE Amazon S3 R

1£ Amazon Web Services Management Consolehttps://console.aws.amazon.com/ &3 o
FEARKEIEESR , ARERZERS (AEFELIH ) X,

B BL T MutFTF Amazon S3 ##I#& : https://console.aws.amazon.com/s3/e
MIFERSIRS | &E S3 7R , REEHEN. BUNET -—BFHERZER.

1E bucket-name THE L , #%$F Create folder ( BRI H4FK ) , MABH folder1l , REERF
Save (&%) o

6. 1% folder1,

o bk wnh =

API fiR7x 2013-04-15
45



https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.htmlorgs_integrate_services.html
http://www.amazonaws.cn/blogs/mt/organizational-view-for-trusted-advisor/
http://www.amazonaws.cn/blogs/mt/organizational-view-for-trusted-advisor/
https://docs.amazonaws.cn/quicksight/latest/user/getting-started.html
https://docs.amazonaws.cn/quicksight/latest/user/getting-started.html
https://console.amazonaws.cn/
https://console.amazonaws.cn/s3/

Amazon Web Services Support i {55
fEREH A Amazon R EF Trusted Advisor IR &

7. 7E folder1 # , 3% Upload ( £& ) , AFi%EHF resources. json X,

8. % Next( FT—%) , REBIAED , A/F%ESE Upload ( £ ) .
Note
MBERGHIRE LRBEET , BEBRLE . json XHFRTEBTESGSE , X
BERABZUERSE. 60, BALUFREERMEETAN XM |, Hli0 resources-

timestamp.json., resources-timestamp2.json , flRELIEHE,
f£ 8 Amazon CloudFormation &2 & R
R & L E Amazon S3 g , BT YAML # 4R L F Amazon CloudFormation, BEAEHRFF & Al
Amazon CloudFormation B &K P I Z WL RR | MEEMRS TR S3 F#REFNREEE. Z
EIRA 1AM B2 &R Amazon Lambda 1 Amazon Glue,

ZE{# A Amazon CloudFormation 8l &R

1. T trusted-advisor-reports-template.zip X # .

2. fREME,

3. EXARRBESIRPITFTFERMS,

4. XTF BucketName M FolderName Z¥ , i#¥¥ your-bucket-name-here M folder1 WEEBRN
B K P R T B AR SRR B TR

5 R®RFEXH.

6. 3TFF Amazon CloudFormation #Z£#|4& , #dlt : https://console.aws.amazon.com/cloudformations

7. MREBERRE , FEXEEESEP , EERERD (FFRLIT ) XiF,

8. HESMEMH , %§F Stacks (k).

9. %32 Create stack ( BI@8H#4k ) , RE%EFE With new resources (standard) ( ERFTER (#5#) ) o

10. 1E Create stack ( B2k ) W LB Specify template ( $5E# 4R ) T , %2 Upload a template
file ( LEAERSUH ) |, ARFEF Choose file ( EREXH )

1. &F YAML X, RREE Next ( T—F ) o

12. 7 Specify stack details ( EEHLFEMAELR ) THL , MAHMKREF , 0 organizational-view-
Trusted-Advisor-reports , ARFEEEFE Next (T—% ),

13. 7 Configure stack options ( BLEHERIED ) TE L , REBRINRE , REEZE Next ( T—F ) .

14. fE¥# Oorganizational-view-Trusted-Advisor-reports MHE L , FZENET, EREE
B , & | acknowledge that Amazon CloudFormation might create IAM resources ( Z¥iA Amazon
CloudFormation ATEESBIZE IAM BIR ) EikiE.

15. EEOIEHERK,

IR MR LI TE 5 2 FhatiEl,
16.

Z&1 Amazon Athena B 2R

RERRE , BALUE Athena FEFHIE. £ Athena QIBERHITMENER | HINERALPHIK
FHREERELER.

Notes

- ERAXERL (FFRLILE ) X,

« MRER Athena BHTF |, MMMEIEEEANLERNVE , RETRNBRESTER. RINEUE
AU BEETEN S3 FEF. BXEZESR , 1HZH Amazon Athena AP IEREHHEEEH
HRME,
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https://console.amazonaws.cn/cloudformation/
https://docs.amazonaws.cn/athena/latest/ug/querying.html#query-results-specify-location
https://docs.amazonaws.cn/athena/latest/ug/querying.html#query-results-specify-location
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E7£ Athena P EIRHIE

e nh =

M https://console.aws.amazon.com/athena/ 3] FF Athena &l A&,

MREBERRE |, BEXFEFERD , ERFXERD (HFRLIE ) XiF,

1%4# Saved Queries ( RTFMNEH ) HEBRFERT , A Show sample.
®RERINES , HlE Show sample entries of TA report ( &R TA IREHRHIZE )

Athena QueryEditor  Saved Queries  History  Data sources  Workgroup - primary Seftings  Tutorial

Saved Queries

x Delete Query

« Beginning of List

BHNESUTRERL.

Name Description Query
(O Show sample entries of A query that selects all aggregated data SELECT ® FROM "athenatacfn”."folderl” lim
TA report

Help

it 18

What's new

© New query

SELECT * FROM "athenatacfn"."folderl" limit 10

1%# Run query (Z1T&#). ZHERLERE RH*,

Example : Athena &if]

UTROIERREHH 10 MROIZE,
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https://console.amazonaws.cn/athena/home
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i ]
New query 1 @ Show sample ent... @ +
': SELECT * FROM "athenatacin"."folderl"™ limit 10

Save as Create ~ | (Run time: 0.83 seconds, Data scanned: 94.75 KB)
Use Ctrl + Enter to run query, Ctrl + Space to autocomplete Format query Clear

B A
Results ol
& volume type v checkname « accountid ¥ category ¥ issuppressed ¥ snapshot
1 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0d4
2 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-06b
3 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false
4 General purpose(S5D0) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false
5 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-lefd
6 General purpese(3SD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0ad
7 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-078
8 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false
9  General purpose(55SD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0ff6!
10 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false
< >

BXEZELR , 5% Amazon Athena AAFEERF R E A Amazon Athena i=1T SQL &1,

#£ Amazon QuickSight 5 £ 212 $IHE

BB AT LR E Amazon QuickSight , MEERFIERFEEREH THLREEE.
Note

BYRERRERE (HFRLILE ) X,

E 1 Amazon QuickSight 182 2 HIE iRk

1. SMZE Amazon QuickSight &4 , REEFZENKF,
2. % New analysis ( 5TH92#7 ) . New dataset ( #EiEsE ) , RBEER Athena,

7 New Athena data source ( ¥7 Athena B#EIR ) NFED , MABIERE , HlW AthenaTA , A
%32 Create data source ( BIEHER ) .
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New Athena data source X
Data source name
| AthenaTA
Athena workgroup
L

[ primary ]

Validate connection S5L is enabled Create data source

e M
4. £ Choose your table ( E£2 & ) XiEEH , &R athenatactn RH , %R folder1 , ARG Select (&
£)o

Choose your table x
AthenaTA

Database: contain sets of tables.

athenatacin ~
Tables: contain the data you can visualize.

O folder1
ta-cin-database
EsuProvew ama_|| Usa cusom S0 [ s |

5. 1 Finish data set creation ( EREIBELIE ) WFES , £ Directly query your data ( EIZEHEMN
BiE ) , ARFER Visualize ( ATHI1L ) o

Finish data set creation *

Table: folder!
Data source: AthenaTA
Schema: athenatacin

Import to SPICE for quicker analytics +/ 1008.8MB available [

© Directly query your data

preen s

=1 L)

PE , FABAE Amazon QuickSight FRIEZEHIER. BEXEZEE. , i§5H Amazon QuickSight A /1§
IR £ R BIE AR

Example : Amazon QuickSight 2 &I 4R
AT RBIEHIEARE RA X Trusted Advisor REBRHER |, FIIILLTRE :

- ZRWHKS D

+ % Amazon XX 2 HEE
. KBRS

- RERD
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- BNKFHRETHRER

Records by Category Records by f

Note

R G SR B AR H IR IR |, R Amazon QuickSight T ELEA Athena, BXEZ
fE8. , 28 Amazon QuickSight Fi F 18R F B Fo 74 E # 2] Amazon Athena,

AXAMLREHENESZSEENRAL , F550 AmazonBESABEE R EH Amazon Organizations X
HIEEF Amazon Trusted Advisor i,

Troubleshooting
MREIEAHRTIEIAE , HS AU T REHFRER,
BRBEERNVREPEISHBIE

BIERER , AAMBEWET 2 B RIFEHAL P Trusted Advisor &, BRIBEGFHRELR , ERI
FEHATHEERF MBI NKAKFHNRE, BXESEE , HSH FIET Trusted Advisor 2 (p. 38).

BRNREFEEENT
MBEMBELTEENG , Athena BH A THLELNRTFETUTHiR

HIVE_INVALID METADATA: Hive metadata for table folderl is invalid: Table
descriptor contains duplicate columns

Pl MREEREPRNT EFEND , WHEZHTE Athena BHETERRERER , XTRLEK
B, &R IRRUT SRFAEE I A

EREENY
BALA{EA Amazon Glue #24|&8EF schema HFRFIRBNEHWIRETEETEEENT,
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https://docs.amazonaws.cn/quicksight/latest/user/troubleshoot-connect-athena.html
http://www.amazonaws.cn/blogs/mt/organizational-view-for-trusted-advisor/
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Amazon Web Services Support i {55
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EEREEY

1. #TFF Amazon Glue ##l4& , #iiit : https://console.aws.amazon.com/glue/o

2. MREEKEE , BEXEHERSEF , EREXERD (HFFRLILE ) K,

3. HESMBET , EER.

4., EREBHXHFRBF, HlM folder1 , RETE Schema T , &F Column name ( B|&# ) BB,

MREBEEND , N AIHFFHIRE LREEH Amazon S3 FER, SHEUT LEFHRS (p. 51)
B

FEFRE

ERANEEIZE , RNBUEEAMBEERAGRE. XTBRMNIHELIZN R FRER AR PRI
HREHRE

B FHHRE
1. WMREEARRE , FHALPHKS RIFER Trusted Advisor B2, FSH FI#T Trusted Advisor &

& (p. 38).

2. £ Trusted Advisor #2H| AR AIBH TEH S —/ JSON . BESH QIZALME RS (p. 38)o A
B, BATER JSON X,

3. &ZZE| Amazon Web Services Management Console , A5 &Eid LA T M it FTF Amazon S3 24l
A : hitps://console.aws.amazon.com/s3/o

4. 1% Amazon S3 FfE#E , RBIER folder: XHX,
5. B E—/ resources.json IREHIEE Delete ( HIBR ) o

6. 7E Delete objects ( MIBRITSR ) WEHEY Permanently delete objects? ( K AMIBRITR ? ) THA
permanently delete , A5 Delete objects ( HIBRFIR ) o

7. 7E S3 fEfEMET , 4R Upload ( L8 ) , REEEHRE. LBRESLBHEREN Athena RIEMES
R EBIEN Amazon Glue IRMZF R IR, RBIFENRRATETRILD #EtE,

8. 7 Athena EHIBFRMAFENR. ESH E1f Amazon Athena FEVEHE (p. 46).

Note

MREFRHRMERD , LA Amazon Web Services Support ORI BHEAR X EEH,

£ Amazon Trusted Advisor & & Amazon
Security Hub 2 4

E 8 HAmazon Web Services I F* #1 /5 FlAmazon Security HubZ /& , #& ] BLfE Trusted Advisor 4|4 &
BN RARERELER, B LIRBESMEA Trusted Advisor BB AR , 8 Security Hub
HRIRFIKFFHERLRE. BUUEERENRSE. TEMERATIER , REERE Security Hub IR
fRREZERE, BEILLIEE , BBl —3EIRBR B Trusted Advisor # Security Hub I Z 21,

xE
o BAILLES Trusted Advisor EFFTE Amazon EftZ 2 RESSBLZ SR ERHEGE | B

Category: Recover > Resilience ( 255 : 1XE > stk ) WIEHRA. BXZIIHFEGNIIR B
2 (Amazon Security Hub FIF#8RE) ) AmazonEit L £ HESRER 4,

Bk Security Hub (3N EZEER , BSMEMHE,
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https://console.amazonaws.cn/s3/
https://console.amazonaws.cn/support/home
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
https://docs.amazonaws.cn/securityhub/latest/userguide/control-categories.html
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FRFEMH

- BHEl, 3 Security Hub [8 Amazon Bl R £ REIRL AR MFNRER , TEEEEER
B YA 5 S 8ETE Trusted Advisor FEFX &4, LT ESSERROMA , TEERIE,

i
. EREZMH (p.52)
« &F Security Hub EL R (p. 52)
+ Rl Security Hub &4 2 (p. 53)
M Trusted Advisor ZF Security Hub (p. 53)
- [FBHEE (p. 54)

A
FRFMH
BHTHE R LT ERF8EZ A Security Hub & Trusted Advisor Y& :
o BB EE, Enterprise On-Ramp Sl Support itXIF sEEALLIEE, EATELM Amazon Web

Services Support F/OEM Support plans ( X#FitXl ) TEHAEREHZFITN. EXEZER , S
i b3 Amazon Web Services Support it%llo

o BHFIEEREEMA Security Hub #24# Amazon Web Services X3 # Amazon Config /g B &/Rid
Fo BXESZER , BZHEANERE Amazon Confige

« BB A Security Hub 3#i%# Amazon Foundational Security Best Practices v1.0.0 ( EMiZ 2 &
KR v1.0.0 ) RetrHE, MREEARIITIRE , 55 (Amazon Security Hub AIF#ERE) HHRE

Amazon Security Hub,

Note
MRBEZRFHR TIXLERREM , MTLBE £F Security Hub EL R (p. 52)

% F Amazon Organizations I F°

MBRBELXFHEEERKRFNAEREH , WRASEINELPHNEREKFSRALER. 2RAKFEEE
IMEX R Amazon Web Services Support JA/S At ThEE. {E4E 4R R R 5 K - %28 A Security Hub J5 = 88
£ Trusted Advisor EESBREL R,

MEBRNEENRAKFAZERABRER , 5287 Amazon Organizations Tk~ 2 F L TEE (p. 53)0

B E Security Hub &4,

RIEHIK B A Security Hub f§ , REKEE 24 NI & 7E Trusted Advisor 3251 & # Security ( £2 )
& R Security Hub REZE R,

& Trusted Advisor & Security Hub R ELER

. BME Trusted Advisor ##| & , RAFIER Security ( Z2 ) 25,
2. £ Search by keyword ( X ERER ) FERP , mABRGNEHRIELR,

Tip
5tF Source (R ) , BATLLIEER Amazon Security Hub BAJEi% Security Hub 24,
3. & Security Hub BHBAMUEFEUTEER :
« Description ( #iR ) - R LR FUNAREENKS RS FEZERE,
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https://console.amazonaws.cn/support
https://console.amazonaws.cn/support
https://console.amazonaws.cn/support/plans
http://www.amazonaws.cn/premiumsupport/plans/
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-prereq-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-settingup.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-settingup.html
https://console.amazonaws.cn/trustedadvisor
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+ Source (R ) - ®ER3KH Amazon Trusted Advisor &2 Amazon Security Hub, ¥fF Security Hub
7Y, S RIEE D,

« Alert Criteria ( 325 ) — B4R, B0, /Rig Security Hub MBIZEZ G , MRS ATEER
Red: Critical or High ( 4 & : FEH5 ) o

+ Recommended Action ( ZZIXRVIRE ) — S Security Hub M R4EIZEERIE S RIBNENS R,

« Security Hub resources ( Security Hub &R ) — R AI LAZ % Security Hub 7E 480K 7= S8 1 B &) B Y &
Ro

=
A=

o BUAER Security Hub FEEEBRMREL RhHEBR. B AT EHA Trusted Advisor ]
B M Security Hub 24 HRIIE, BXEZEE , BSH RERESE RN THERRS,

- ALAUMEIEERIFS Security Hub £, BAIAEFEMNALM Security Hub BHRELR , A
BRIEMT&iRE, BXEZEL , i35 Amazon Trusted Advisor BV L2 ME (p. 37)0

Rl Security Hub &4 R

BREANREHRMERE , Security Hub K TREZEERNPNN T HERBEXRCRRNREL R, REHKT
BEFEE 24 /MTF £1E Trusted Advisor 4 & & RiZEE, MREHKEFA T Amazon Foundational
Security Best Practices v1.0.0 ( EMZ 2 R{EXEK v1.0.0 ) 22k , BHREBEHKE Trusted Advisor
#HAE,

Note
« & Security Hub B4HRIFITX TR EHALL , LAURELAEFRMAA. Bal , BE&E

fEF Trusted Advisor %A 8 Amazon Web Services Support API SRRl Security Hub #24,
BREZER , BBAETEERENIT,

s MRBVBEFGRBFMRELRPHRR , BLTER Security Hub, B BIFXZFEM Trusted Advisor
2 HA M Security Hub #4HHEBRTIE ., BXEZER , BSH REREE RN TERRS,

M Trusted Advisor ZF Security Hub

MR IBFFHLELE Trusted Advisor 3 #| & SR Security Hub 58 , NMITU TS ER., HIRESHRNER
Security Hub & Trusted Advisor BV R, , T2 F AN Security Hub BLE., BASAMKLEEA Security Hub
BHAEERSENG. BREMEL,

# A Security Hub £/

1. BXXR Amazon Web Services Support FiERZ A Security Hub & Trusted Advisor B & K.

Amazon Web Services Support 22 L TIEEfE , Security Hub FEEIE X EE| Trusted Advisor. &
Security Hub Z#E M Trusted Advisor # il Br.

2. EEHBAMER , HBHKR Amazon Web Services Support,

3 Amazon Organizations M F° 25 F 1tk Th 8¢

MRECLANEERFTERTHRSR , WRELXBHNALPHFIE R R KF PHIBR Security Hub 5.
HAFE B R KT E S IME R Amazon Web Services Support,

MREBEREMNALWK A, , M ATLABLR Amazon Web Services Support BAE{R 9 &89 Ik - = il Br 1tk Th

b
BEo
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https://docs.amazonaws.cn/securityhub/latest/userguide/finding-workflow-status.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-schedule.html
https://docs.amazonaws.cn/securityhub/latest/userguide/finding-workflow-status.html
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Amazon Web Services Support i {55

A
B BEEE

NREBHS HEREXOAE | WSANTABHEEE,
A%

« HIZHETE Trusted Advisor 2 &l & H & ZIFE E| Security Hub RELE R (p. 54)

« RIEWERE T Security Hub M Amazon Config , B{&BEELER (p. 54)

o RABEFISEMN Security Hub 24 (p. 54)

o RAEBERCHEHERK Security Hub &R (p. 55)

o BENETEN Amazon ALK RIS B ASZEALIEE (p. 55)

o BETVE X Security Hub R E /AR Z 00 % FH % Amazon Web Services X1 (p. 55)
« <P T Security Hub 3 Amazon Config £ — X1 (p. 55)

o BRMATEEFEN Security Hub REL R (p. 55)

X BE Trusted Advisor 2 & # & 2|F& 2| Security Hub &L
S

BAECRBETRATESR :

« #2387, Enterprise On-Ramp s Support it%l.
« BEEE Security Hub MR X5 Amazon Config F /g8 F T &iRFHl,

« BB AT Security Hub 3#i%# T Amazon Foundational Security Best Practices v1.0.0 ( EitZ2 &1
RER v1.0.0 ) ZEHRH,
+ 3B Security Hub BIFT =4 EF B A RRIR Trusted Advisor FHIRE, EHSFIEHA (p. 52)0

BXREZEER  BZN TRFEM (p. 52)0

FKIEWWEE T Security Hub #1 Amazon Config , B1&E & 24
R
Security Hub K AREZEERM NN F RERBEX LR FNRELR, RAERKAKEE 24 PR &%E
Trusted Advisor #2#H| & & RZBIE. BEREEFKE Trusted Advisor EHI B,
AE
« 7£ Trusted Advisor FfFX & R Amazon EMZ 2 REIRELZEERRGENRELER 8
Category: Recover > Resilience ( 255! : 1X& > 58t ) AR,

+ 08 Security Hub FERS RIB & Security Hub IREF I , REKAREEE 24 Mt FA%E
Trusted Advisor F & REMKREL R, BHEEFHKRE Trusted Advisor 2H1 &,

FIEZHIFER Security Hub 124

Security Hub £ B 31538 %% 2 Trusted Advisor, MREER T HEA Security Hub B4R ETBREZE
HHER , MPFTF L Trusted Advisor FERKRELE R,

B AR R E Security Hub #Hl A HBINEGHERAZERERRA,
WREZEH Security Hub B4 RER Amazon EM R RESKZREMENFIERYG , ZNERFBEET

RO ARANAR . XEXRNWARBRRIELERERRDTE , HFEERIE. YENERBEE , SITEM
Trusted Advisor # il B
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/8 | Amazon Compute Optimizer
LU AT Trusted Advisor 2

BXREZER  BSHANATER !

- ZERANBRAZ NN
- FRAYERAZENE

BEEXRSHHEBRH Security Hub B R

B A]LATE Trusted Advisor 2§ & HIE A Security Hub 48 B 1 , RE1EF Excluded items ( HEERAIIT
B ) %W, iEWF4E R Security Hub HERRMFTE &R

MBENERN TERIRSIRE N SUPPRESSED , MiZE R ZE Trusted Advisor R BERRINIIE . &R

BEIEX Trusted Advisor 2%l & BRI Security Hub BiR. ERBRIER , BFEMA Security Hub ##l&. B
XEZEER , BN REREL RN ITHERRS,

EENETEN Amazon ALK G, S A ZE AL IIEE
FgERT , KAKS &M Amazon Organizations FE M F~ 4k& L I1RE, MREEEIKFBA T LIhee

NZALRPHNFRENKSEFER NI, NREHENERNAKS HEFENEHIK S FHTIHENER , M4
B % Amazon Web Services Support.

FKEFEX Security Hub R EMMREZ % RE %> Amazon
Web Services Xig

L Amazon Web Services 2R , HIEBFETFEANXE , 6120 IAM F Amazon CloudFront, ERIATE
AT, Amazon S3 BB ENERBRNHAEEZERL ( FHFEILMILE ) XEH,

XA T EEERBRERRRN Security Hub BZE | BARL2BISZEMARNZSANME, Hlm , R
Hardware MFA should be enabled for the root user REXRIIERINKF & RBSELLIhEE |, NE
FERPEINTRE-—BRREZMNXE,

BT LABL & Security Hub 1 Amazon Config , AMEFR 2 RE—REERSIXE, BXRXEZER , HSHE
T REH B E M Amazon EtRESSERIEH,

< T Security Hub 5 Amazon Config £ — /M X 15
MR EEA Amazon Config 1L % IRIZFHETE Amazon Web Services K15 F22H Security
Hub , Trusted Advisor B #EWRZ XiE P EMRAHEIE. B/ Security Hub ZIEFE 90 XEM Trusted

Advisor FiBR. LLEIESEEMRNIECERMRR DA , HFERIDEE, BXESFEE , F2REA
Security Hub,

BRI ZRALLIEE | EHS 5 M Trusted Advisor 2 Security Hub (p. 53)o

BRIMATEEEFRD Security Hub RELER

MEBMRBR S ThEEE<BI R , AL Amazon Web Services Support ORI BHRAR ZFRHI.

/3 Fi Amazon Compute Optimizer LA 1T Trusted
Advisor &

Compute Optimizer BR&5 A A2 #T Amazon BRENEEMFIARIER. KBRFZSLBREMNRENTELNAE
E AN ERRAEELHEE, CXSRMBEXRNASMESH RS TEARMEENRI, £ Compute
Optimizer , A LLEFE Trusted Advisor R EFRHFHRBEIL
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https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-enable-disable-controls.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-enable-disable.html
https://console.amazonaws.cn/securityhub
https://docs.amazonaws.cn/securityhub/latest/userguide/finding-workflow-status.html
https://console.amazonaws.cn/support
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https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-to-disable.html
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https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-disable.html
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HXER

BT LA R BB Amazon Web Services i /8 FLLERSS |, th AT LA B F Amazon Organizations F4H 48 —&B
PHMERRKFERH. BXEZEL , 2H (Amazon Compute Optimizer AF$ER) FHIA T,

/8 A Compute Optimizer /& , A TR ZEFZWR B EM Lambda BEH Amazon EBS BH IR, REKK
TREEEE 12 PMEFLERREL RMLILEN, MET Trusted Advisor FEF T YIRENER , BH
KW EEFSET 48 /Mot :

AR (p. 60)

+ Amazon EBS 3 EMAE %
o MHEEREXRNSEFRFE R Amazon Lambda B

HEE (p. 62)

+ Amazon EBS FiiE T~ 2K &
 MERFEXDMEMFE T EH Amazon Lambda B

EE

s XERBENERAFREFIRIFI/LR. FAFRIFER, EXAEREE/LNINFES R, EH
BITTEMIX e 25 R HEBR R R

* Trusted Advisor B£8R AXRTFTE Amazon EBS &FFI A Ri3E Amazon EBS BiMtER &,

MRIBFZAT Compute Optimizer , RATB B FERAFH Amazon EBS BEFR B %M Amazon
EBS MiARTFTEBRE,

MXRER
BXESES  WHHLNTEE

{Amazon Compute Optimizer AP 1E®) FHWEF Amazon EBS BEIL
+  {Amazon Compute Optimizer AF{§8) FHEF Lambda EEEIL
{Amazon Lambda FIF#E§®) FHEE Lambda BEEAF
« EHAT Linux 26189 Amazon EC2 AAF#ER) HMYERIT Amazon EBS B T{5k

Amazon Trusted Advisor Priority Al

Amazon Trusted Advisor Priority BRI ATAK AR , ATRES K43 1L,

Amazon Trusted Advisor Priority A &5 B & RIP REILIK - |, SAE i #thiEfE Amazon Web Services &
f£3x8, f&£8Bh Amazon Trusted Advisor Priority , #BHIHARZ P22 (TAM) T EFh 42K Amazon
Web Services i , HEXRIK AT IR EEW, Hlm , R TAM RMESERIRKFBESERIE
(MFA) , fAT e AR , SAELIETARIK 89 MFA R EXEE R, &7 LAFE Trusted Advisor 2% &
# Amazon Trusted Advisor Priority TT [ L {5 1tb XUBS 1 19 48 56 2 1o

Amazon Trusted Advisor Priority ZIXAI AR B TEHEARFEZ — -

« Amazon Web Services — R %5 (Trusted Advisor, Amazon Security Hub 1 Amazon Well-Architected ) &
BEIZEW,. #ETXR, TAM @RXXLEEW , LEECITHRELMN Amazon Trusted Advisor Priority
F,
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https://docs.amazonaws.cn/compute-optimizer/latest/ug/getting-started.html#account-opt-in
https://docs.amazonaws.cn/compute-optimizer/latest/ug/view-ebs-recommendations.html
https://docs.amazonaws.cn/compute-optimizer/latest/ug/view-lambda-recommendations.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-function-common.html#configuration-memory-console
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/requesting-ebs-volume-modifications.html
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/8 B Amazon Trusted Advisor Priority

« BH TAM - S8&89 TAM AT BUEH SR B IK R R IR B 12 F B I

Amazon Trusted Advisor Priority J#B1 BT X THREEN RN, ZBHNEH TAM AIREREN AR
MNEWHEREES, BRNIELWTE, BRAER Amazon Trusted Advisor Priority 38 Amazon
Organizations FHFIE R R K~ ERE.

AE
o BATHREWIFITR , HAEMMEFALWERIKF FEEFEH Amazon Trusted Advisor
Priorityo

« BXZEH|FF Amazon Trusted Advisor Priority B35 RIBI{E S , S H Amazon Trusted Advisor
Priority &9 IAM policy 7~ (p. 108).

ES ]
+ /8 A Amazon Trusted Advisor Priority (p. 57)
s BEMREEI (p. 57)
o EZEI (p. 58)
o IEAEEW (p. 58)
o FRRE (p. 58)
s THEWFHAES (p. 59)
« 2 Amazon Trusted Advisor Priority (p. 59)

/8 F§ Amazon Trusted Advisor Priority

BEBRREHN TAM HitteiI RN &5 AltIhae. SAMPARL FUHUHRNALANEEKRFFEE.

ERERLEN

—B#EMNKF B AT Amazon Trusted Advisor , B AT A EERA RN SEFTEDN
EFMLEEIN

1. &P Trusted Advisor 25|18 , MR https://console.aws.amazon.com/trustedadvisor/home,
2. £ Amazon Trusted Advisor Priority TE L , BAUEEUATAA :
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4, BERBWEHAFATHEARKFMAES. TEMNRFARABREWNFXBNWERE. RF,
B LA (p. 58)TRIELE (p. 58)E .

BREN

B VT HITE Amazon Trusted Advisor Priority WE L. ELTIE L , BAIES RN, BESEWUEK
BEAGAR B H B F R RAE,

BEZEW

% E Trusted Advisor ##H]& , MikA https://console.aws.amazon.com/trustedadvisor/home,

1£ Amazon Trusted Advisor Priority TUE L , #%E —MNEIULE .

EEWFAGENEL , EFEXMEUNERURAARNZEHAER,

W% Accept (3E2),

1£ Accept recommendation ( #2211 ) FFER , WAZHBBZMINS , ABIEE Accept (EZ ),

BUCRASFER In progress ( EERIT ) o

6. BRRBREBWIAEETNSTREENT, AR5, BULBREW, BXEZEL , B RE
I (p. 58)0

e 4 B

B LEL RN , XBRELFAIARE | BHHERTEERE, NRBNNXFRAK , RERBESE
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EEWEAGEENEL , EFEXRUEUNERURALARNZFHNER,

MR BRI BRI RIE T REE , §EF Reject (4L ) o

%ER?Leﬁit (B4 ) WiFEDP , BEERDSRANZABETLEET , REZRBAREXNBHIK - RELR
7 XS o

3 F Reason for rejection ( L RE ) |, Fi AZEFET R RN RERR,

WA L FERS,
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BURADFNERN Rejected ( BIEL ) » £H TAM 2 WEBA , SREBEEIEL TR
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3. £ Resolve recommendation ( R ) WNIFEF , WAL ES MRS,

i%# Resolve ( R ) o
BUURDSFEN Resolved ( EFFR ) o 81 TAM 2 WEIEA , RBECHREEL

AY A D E

THEWFHAEER
& WA LA Amazon Trusted Advisor Priority T & {E £ IV E R,

Note
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ERREH TAM Hibfl N SR AINEE. MERE , EEBRUHTSHIMEEWES & H,
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Support APl #l Amazon Command Line Interface ( Amazon CLI ) iFE/#&#EE, BXEZER , HSHEMU
TER :

« ¥/ Trusted Advisor Bl Web BRSS (p. 34)

Note

MREFERANREARTHERTFEARIZIFITN , WAL Trusted Advisor 32 %] & 1518 Service
Limits (p. 76) KB P HNMEREMEZLEFIPHWUTRE !

« Amazon S3 TFE R (p. 67)

« T24A - FERFNFERD (p. 69)
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REEH
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- WEMNREITESE (p. 61)
o RKRERHYFRME IP bk (p. 61)
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Server BEEN BN EFABEITERERS. A SQL Server Standard NRAIEHIHRZ AT AERA 48 N
vCPU, f£/ SQL Server Web hRHISEfFI&Z A EAEA 32 I vCPU, MR ELFEEE 1 vCPU BRI, MLtk
REARTE,

WREHXFIBRTE  NEFEXNEHRA , BHXENIMERA, BUUNEEXFIHHENK
NS B R AR R AR o

it AVWEETE—XFIRIINAK— SQL Server KB AT LAEABYHE A vCPU BAIRFEEM . MR
BEANRMERM (RI) , HEXJAREREIT , WRFRTEFE2TE.

Note

HRENERITERADRFSR , FATATRFER. EXTEBENAMHTEER.
U BT AR BB R.
BEID

0sdfp3A4L1
REXH
« 4% : £ SQL Server Standard M= E BB 48 4 vCPU,
« 465 : £ SQL Server Web Mx#yE6I E BT 32 4 vCPU,
BUHIRE

Xt F SQL Server Standard iR , EEREH AR —ZHIRINFEE 48 4 vCPU KIEHl, XFTF SQL
Server Web It , BZRERXNR—KHIRFIHBES 32 vCPU H3EHl, MREAXERNE , BEEE
E&?%Wﬁ{ﬂlcﬂ'g R5 32fil, BEXEZER |, S Amazon EC2 L E8Z Microsoft SQL Server B &£
SRR,

H R
« Amazon L&Y Microsoft SQL Server
o A LAEA Launch Wizard &1t SQL Server £ EC2 L ERE,

&5
o RE
* Region
« E461ID
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. HEREFIZER
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o LREFETE
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¥ & Elastic Load Balancing EL& F B LA &M A5 HE S,

BEENEMARSERBLTERA, URABOERZEXERNGHES  SENRNEREZ S
FERE , WTEESHERAREES. REB TN E ELB BRS M Classic Load Balancer 2§
B, ©RNaiEHM ELB 23 ( Application Load Balancer, Network Load Balancer ) .
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REXRM
- B ARHEELEERNERE6.
- BE ARHESELEETRREENEREG.
- BHEEQRE7 XA, AREERSROERKD T 100 1N,
BIHIRE
MBEN ARG R ETRNFIHREA |, WEEEMEHIRMIBRAR S G R, ESHAEH RIS ES
SEM Amazon EC2 SE5I SRl BR S 5k 19 85

MREWAREERLBETEENF®RES , S X Elastic Load Balancing #{TEEHE : 21T
RRKEERE,

MBERHAREEROERERE , WEEBRIBRAZIGER, FSMAMRAS9EE,
HAh 3R
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+ X¢ Elastic Load Balancing 3 1T &k &

BR&5
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- MEBERER
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- MEBATE

RFERHYSEE [P b

#iR
BESIEEIEITH Amazon Elastic Compute Cloud (Amazon EC2) S:3& B < BRAy 3%+ IP i1k (EIP)o
EIP RENFHSUERITHES IP ik, SESNES P itutFRE , EIP BIFAE IP i EFMR

SEEHIKP R S — N RBIRFEEHI R AT A XEE, HNESEESTHRGITRE EIP, FRERA
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1TRBIRBR AR AR 1P ks
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PEgE

BYRERSEM (ATHRARE ) RESRSHME , NELTURNATEELE, KESEFRIH
FRMEFAR LA TR,

BRERUT HRERFIRE,

REEWR
+ Amazon EBS & IOPS (SSD) &4 E & (p. 62)
« EfEMAZE Amazon EC2 34l (p. 63)
o« MAFEFIAE EC2 ZEAHN (p. 63)
« EC2 Z2HPMAREHN (p. 64)
« JEFEAH Amazon EBS Bt F% (p. 65)
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T
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BIEYTE I0PS (SSD) 4.

Amazon Elastic Block Store (Amazon EBS) F#IFlE IOPS (SSD) B{X1EM tnE EBS 413545l =+ &8
TR,
BEID
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RERY
#HE  7EN EBS {£1LH Amazon EC2 EHIEE EM MMAITRIAE IOPS (SSD ) & , BRHIARZN
EBS {k1t.

BIBRE
AEL EBS RILMF A , 2 BEE , HEFHEMMBIFHES.,. BEXEZEL , 5 Amazon EBS
AL SEHIFDRF Amazon EBS %kt inZIsE i,
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« %&1ID
- BE
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« X6IID
- SEfiZA
+ EBS {1t

= AZE Amazon EC2 34l
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BEIE 14 KAERIZ1TH Amazon Elastic Compute Cloud (Amazon EC2) 356l iIREMRXHE K
rEIRE A CPU EAXEE 90% , MK IXEER.

— BN SFARRERAMEFTIMLL. BE. BR , CHARKRTINARFIAEBHNRR. BERM
R CPU AR , B THUERENIRS.
®EID

ZRxQ1Psbéc
REZY

BE EEEX 14 XPHNED 4 XA, MR BT CPU ERARER 90%.
BIHYIRME

ERFMESEHl, BXRBESEENLGIBENEE , ESHT 42 Auto Scaling ?
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» Y Amazon EC2

o SEOITHBERR AP BIE

« Amazon CloudWatch F 85

« Amazon EC2 Auto Scaling fi /{5

s Xig/AAK

« X41ID

. EHIKH

. RHIBWH

+ 14 X CPU R A%

« CPU fEAZREN 90% K XEK

NATEFINARE EC2 ZEHAN
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REEGREZ2EMNA Amazon Elastic Compute Cloud (Amazon EC2) 324, MRXLHIEFKEMN
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« #Ef : 4 Amazon EC2-Classic SEFIHAERT 100 M2EHEMN,
BiLHIRE
BRI SERESHNAN |, BOEXZFXBENANKE, BRESELR , BHSEANLEH DM
.
Hibsw R

Amazon EC2 Z& 4
HwE
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« 41D

o EHIEFR

« VPCID

o AMEHII B %K

o HIEHN B2

EC2 Z£ APy KEHN
iR
¥ &S Amazon Elastic Compute Cloud (Amazon EC2) Z&H R B/ EELZHHMM,

MREZLAERTREAN , N iEaETRESFREE.,
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o ®6 £/ Amazon EC2-VPC T2 A AR 50 MHLN,

« B . 4 Amazon EC2-Classic £ AMAERET 100 MHN,
BUWRE

HBRFHRESEESHMAN , UBDZLAPHANNKE, BXEZEE , BSEANLEHBRHRAN
HAh R
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s BEEBH
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o AU S 2K

- HAFN S5

API fiR7x 2013-04-15
64


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#concepts-security
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html

Amazon Web Services Support i {55
ZeH
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o
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RETRESIENABTES S TESRE EH Amazon Elastic Block Store (Amazon EBS) &t ;i
%,

WUETRBSRITATEEPEHRRBA/ME (1/0) ERNMARRF , TRIE IOPS ER, © PR M
#9100 IOPS , ERARERBREZHE IOPS, N T—FHESH IOPS , BULEATE IOPS (SSD)
B, WTFRKIOPS , BRI LUERABEAE (SSD) B, BXESEE , HSH Amazon EBS B3E,

BXRXFF EBS MALTAMKHIRETIEK , HSH Amazon EBS MELEIZEH,

ERNFAFERAREN , B THRELENIRE ., FANRESFHINTE 14 RAWE—KER—5, M0
RREEREBS &, BB NE, NRGEXENHEERATIRNNE , WETHKER N/A, TR
BEXE , 2RI ESAPENPEENENMESL (510, 256 / 20%) .
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REZRN

®E : Amazon EBS BASMMNEISKAIF |, ZRPITEY EBS ILHENKRHITEMENARED |
ZEFIUTENENZAFEKRT 9510PS , HEET X 14 XH , ELH 7 RWELEE/NTHED
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BiILIRE
HF—RBESH IOPS , BALMEATE IOPS (SSD) &. MFZRE I0PS , A LEAEMAR (SSD)
B, BXEZEL , 5/ Amazon EBS &K H,

H g iR

Amazon Elastic Block Store (Amazon EBS)
BE5

RS

* Region

- %D

. BE

- BEEHRH

- RAEHEHE

Note
MREMIK S Z AT Amazon Compute Optimizer , FA1ZE BN A Amazon EBS FRiFE &~ 2

BRE, AXESZELR , 2 HBA Amazon Compute Optimizer AH14T Trusted Advisor #
& (p. 55)0

zZEMH

BRI LERAUATZEERFIRE,
Note
R FEH Amazon Web Services i /8 B Security Hub , T AT BLFE Trusted Advisor 24 & &

EERELER, BXELR , B3 K £ Amazon Trusted Advisor & & Amazon Security Hub 2
# (p. 51)
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Resilience ( 267l : {XE >34 ) HIRGBRA . BRZIXHHEHMNTIR , 309 (Amazon Security
Hub AR K AmazonEit & £ HIEZEEMF,

REEZWN
o AL IETIFRZAE Microsoft SQL Server B9 Amazon EC2 324l (p. 66)
+ Amazon S3 FERBIR (p. 67)
« ELB iIT28 &£ (p. 67)
. ELB R4 4 (p. 68)
- 1AM ZBKEE (p. 69)
 REH - FEREBWFERD (p. 69)
« T24E - FEREBIFE (p. 70)

FERL LT ERRAR Microsoft SQL Server B Amazon EC2 324
sk

BET X 24 /M AZEITH Amazon Elastic Compute Cloud ( Amazon EC2 ) 41 SQL Server AR
X, MBZRANZFBERDLLLE , MHEELIRTRE, 84 SQL Server IRAHRIRME 10 £ X
¥, 8B FXRXEN s FEMAXE., XFLILEFE , Z SQL Server RANFFR2KEEHNZEE
o FATZXIEFM SQL Server RAETNARF AT RLZEHENAREK,

Note

HWRENLEREEREHNRFZR , HEFTATFRIFER. EXTERFE/LNDEFESE .
HEl , BEENEREPHERER.
K2 1D

0sdfp3A4L3
REXH
« 468 : EC2 EHIKY SQL Server lRADEEE L,
« Ef : EC2 XK SQL Server lRAFTE 12 M A REREE L H#
BUHIRE
EXH SQL Server TEAFHIMRAL , HZ R EME] Amazon Aurora & Amazon Web Services = R4
BiEE, BXEZER | 28 EA Amazon S£F Windows TERZFHIAAL .

EXBATeRERNBIEE | EEEEWE Amazon Relational Database Service ( Amazon RDS ) .
BXEZEER , 205 Amazon RDS for SQL Server,

EF4 SQL Server on Amazon EC2 |, i5ZE A B3It Runbook Bt AR, BEXEZER , BSH
Amazon Systems Manager 314,

MBTEFAR SQL Server on Amazon EC2 , i§Z [EiEA T Windows Server = 1E X T 1%
(EMP) ., BXESZEE , BSF EMP Wi

HAh R IR
+ {5/ Amazon y SQL Server iFEIE ZIFH AR
« Amazon £ Microsoft SQL Server
BR&E5
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API fiR7x 2013-04-15
66


https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
http://www.amazonaws.cn/windows/modernization/
http://www.amazonaws.cn/rds/sqlserver/
https://docs.amazonaws.cn/systems-manager-automation-runbooks/latest/userguide/automation-awsec2-CloneInstanceAndUpgradeSQLServer.html
http://www.amazonaws.cn/emp-windows-server/
http://www.amazonaws.cn/sql/sql2008-eos/
http://www.amazonaws.cn/sql

Amazon Web Services Support i {55
ZeH

+ SQL Server WA
- XA

. ELEEHE

« EREFESE
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# & Amazon Simple Storage Service (Amazon S3) FEEF HIHRNER , RAFHEEMEE 55K
iERY Amazon A PP Y ZE 8.

HEEFRESE XN EEENRUAR TEBEXEN RN FEBRE, BIUTER Amazon S3 FAEREH
FRIERFRFIRIFREMNER, XENRAESBEHFETHNAFME I EEERPHINR , NS BHH
AT, a8 MNARFLEEANBERFRNBRNNBETEESSHREEBFENRERE,

®EID

PfxORwgBli
EEEH
« #f : X FEveryone ( FTEA ) = Any Authenticated Amazon User ( {EA2 33 541 IE# Amazon
BF) , E&8 ACL # AW S H H AR,
. BE EREEREAFE MR TR
s BB EHRARKREERFTLAEIHENRAIEA. Block public and cross-account access to buckets
that have public policies ( AL EE A B RN FHEAHTLAENER - FW ) RESHIT , HEE
REARBEMBRLABEDZE , FAFZKSHRNAFHR,
« B : Trusted Advisor TR ERRE , B FHEMERE T E TR,

« I : I FEveryone ( FTE A ) = Any Authenticated Amazon User ( {EA2 33 541 1IE# Amazon
AF) , B ACL & A L& MM BRI R BR .
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MRFEBATRGER , FRERTHIFEFRTGR. NRTHEE , BEMFEBNR , UARF
RAEERBEAF IR, £/AAmazon S3 FHIEAF TR REH AN ENBERIT LR L RMRE.
BESHEREFERANXRHRNR,

HAth %R

EIER Amazon S3 FIRAY A EI AR
w5

- RE

. XiE#H

« X5 API 2

. FHEBER

« ACL R¥FFIR

« ACL FifF L £/ BR

o SREEAIFIHR

ELB mrss &<
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BXEZELR | 52 M Elastic Load Balancing Kl IT S5 & .
HAh®IR

s MTEREBERESE
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BEID
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BUWiRE
BEZREEMAN , SUFHRIREEASIIERMTRREFELNRH MM , ARATFZHER MTU
RI ICMP i, FSRLHB AT MTEEMN VPC FNASIIEREN T LA,

API fiR7x 2013-04-15
68


https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-listener-config.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/using-elb-listenerconfig-quickref.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/ssl-config-update.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-ssl-security-policy.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-security-policy-table.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-listener-config.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-security-groups.html#elb-vpc-security-groups
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ZeH

MRZLARK , ERFTRLANADNARIGE R, IERSEANN |, R[5 EREEAFDERMTHR
BEESENHRAMP, FSH VPC RN RFITERNZ LA,

HAh 3R
+ Elastic Load Balancing i /57
- BEZLBAFHGER
&5
« RE
* Region
- ABIGEREN
- REAID
* Reason

|IAM 2555 SR B

b
REKSHBRBEE , FEREADOERRAEAEBREERNLHES.
BENRERBLEHREA S BBRET Anazon RENBARS M, BEIRREXTHBER

HRVEXNHAFBENITESR , EF2ERAFTAFEXEFD,
®EID

Yw2K9puPzl
RERN
- B BERKERR  BELE-TINBRERKREA.
46 RKEARBEEREK,
BUHRE
NRPHNEBRAEA , WERATEA. NRAEAEAEBER , FURHEERR. FSHEN
IAM I 7R B IK P 22 18 SR B
H 3R

BRI
wES
- RWREE

« KB
- ME
BT
« FFRHF

ZEH - FERBNEERD

ik
REZSARBHE AN SER TR ERABE (0.0.0.0/0) AN,
REREGHEENTBEED (RERE, ARG RS, WEEX) WL, RRBBHHORE

N, REBPHHEOFIRENER, REAZENRABEHREFZRETRNEAEFER ,
filgn HTTP %1 SMTP,

API fiR7x 2013-04-15
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https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-security-groups.html#elb-vpc-security-groups
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-configure-load-balancer.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Using_ManagingPasswordPolicies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Using_ManagingPasswordPolicies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Credentials-ManagingPasswords.html
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ZeH

NREHBBEIZXHHFARETZLE , RINBWEEARMRLBHERRP EVEMIRE (W IP
)

Note

HRERITEENENRZEARE IPv4 st AS5#N, Amazon Directory Service Bl &
2ERIBRLEBREE , BENTF2EREZERAE , HEAREST S EZBERHEIEREN.
BXEZEE | 55 Trusted Advisor & I [8] &,

B&EID

HCP4007jGY
REERH
« %6 HRIA 80, 25, 443 5 465 FZ R4,
o 46 : JHRMEOA 20, 21, 1433, 1434, 3306, 3389, 4333, 5432 = 5500 ~Z PR,
- BE  HRMEMHEMAEOTZRE,
BUHRE
REEFHERN P it FaEHE, ERAVRE IP #ut#TiHE | EFEHZREN /32 (4l
0, 192.0.2.10/32 ) » ERIEREMM™HEMANG |, 1§54 BRE TR,
HAh 3R
« Amazon EC2 &£ 4
TCP A UDP OS5 5I&
« TRTAKA
&5
. R
* Region
. REAEH
s BEHAID
- RO
o IO

ZEH - FZRHEIRYAEE
Ei B
REZSERBFEATFTZIR G R RN,
TZREWIFREMNTRBEZ ( BEHE. ELRSKRE. BUEEX ) Wil4,
Note

HRENTEZLRNZLEARE IPv4 it ASEM N, Amazon Directory Service BIE2H &
2AREHLIERER , BENTLERTENE , TSRS 2B REBEBRE N .
BEXxEZELR , 28 Trusted Advisor & L[ &,

B&EID

1iG5NDGVre
REERM

a6 ZEEANE—NEEF /0 WK IP it |, ZEETAT 25, 80 = 443 LAWK,
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http://www.amazonaws.cn/premiumsupport/faqs/#AWS_Trusted_Advisor
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
http://www.amazonaws.cn/premiumsupport/faqs/#AWS_Trusted_Advisor
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BEEEES

BUHRE
REEBRERN IP bt TR, BRAFRE IP ut#4TimE |, EFEHRER /32 (6l
W, 192.0.2.10/32 ) . ERIBEMM™ARHAMN G , 5 AMIBRT T IRARAIHN,
H 3R
e Amazon EC2 Z£ 4
« TR E R B
BR&E5
« RE
* Region
« BEEBH
- Z24A 1D
. Y
- BawH
< KibiwO
- IPEE

RESBES
BALEA L T RSB S,

REEZWN
+ Amazon EBS & (p. 71)
» Amazon RDS &1 (p. 72)
+ Amazon S3 77 B RiEx (p. 72)
+ Auto Scaling HIZ1THRIRKE (p. 73)
» Auto Scaling &R (p. 74)
* ELB Connection Draining (p. 75)
« TERBEIRML (p. 75)

Amazon EBS {RE&
IR
# 2 Amazon Elastic Block Store (Amazon EBS) & ( AT A RIEEER ) BIRBHERHIRE.

BENEEHl T Amazon EBS % , thAJRER K EMME., REFRE E Amazon Simple Storage Service
(Amazon S3) F K I A F i et E IR E .

B&EID

H7IgTzjTYb
RERN
- B BHNBREBE 7 B 30 RzHE,
- 46 RFNSREEY 30 X,
o 4B BRERE,
BmReE

BAIBANBLUE-RRR. AXEZEE , $2H 02 Amazon EBS fRH,
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71


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-creating-snapshot.html
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BEEE

HAth %R

Amazon Elastic Block Store (Amazon EBS)
HE5
KRB

* Region
« &ID

- BH

- REID
- REEWR
- RERHAR
- B

* Reason

Amazon RDS &4
ik
1% Amazon RDS SR HIt B2 & B+

MINBERT , BRZEH , REPN—R. FOUTURESABEZROXE , FAFRTRERQIRE.
®EID

OopQPADKZVH
REERMG

a6 FREEXMIFZAREBHIEEN O X,
BiHEBRE
REBENMABEFNER , FEEEXRMNENZANERBHEEN 13835 X, BSRAEAEDZ
17
Hi'&R
Amazon RDS A7
w5
o RE
s XE/AAK
o BUIEFESHI
« VPCID
. ZHREBH

Amazon S3 71§ B &g

iR
# 2 Amazon Simple Storage Service (Amazon S3) Z# K B S RKEE.
BRABRSHFHRBTERE , SO EANE R B SEXIEEENFER, HRBEECRIEES

MERBXANFAFE , WFERXE, FRPEENEFEANEROLEZSENEH, MABRT , F#&
BATERAEM. NIREBENTZLHFRRTHAXAFPNEARXNEAEE , WNEAAETIEF,.
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/CHAP_GettingStarted.html
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BEEE

MRBRBEIEEN , RESEHRIEERE. BR , FROERTHELSRATEREN. LEERFE
EE X Amazon S3 FHEBNR , BFLRE T B S 7 #E BRI KT E R,

BEID

BueAdJ7NrP
REZH
- B EHWLEBARSZSHNLRAEFIER.

- BE  BRTFHEBNRTERKS |, AT Trusted Advisor TEN ERTRE,
c A8 BREHEBTEE.
- 48 BRFEHEBNRFEREBNARE TR,
« 48 BERXERFERFEBHNEANR.
BIHERE

ARZBEHEBEAFEBETILR. B2AEREFAEAISEEMURESRNERBRILF,

MBEGFEBNETEIERK, | FHEFE Trusted Advisor BE B HIRFIRA |, MPFRIK AR R
WERNE. BSRREEEBNR,

MREBFFERTEE , FRERINEAEHBENBR , VE—NEER  REERE, BSHNEE
FHB B AR,
MRBFEFERNRFRBNAEETR  FHENREFEREINREEERERBERNFEE. &
SHERF#EBBASIER,
NRAERREZIEEGEFERNEANR (BEANRKER ) , 0 AERIAR T E&/MIBRR,
BSHARBFERNR,
H 3R
. ERFER
- BRS5ER1AIF B &g %
« BRSSER1AR B AR
« MIBR BETH
&5
« RE
* Region
- FRBEN
- BHREWR
- BRTFHE
- WEEMEE
- BERREREA
* Reason

Auto Scaling AiZTIRRAKRE

#iR
¥ & Auto Scaling ANETIRAREEE,
R Auto Scaling 4AFF K & Elastic Load Balancing , NZ XK ELE 2 /8 A Elastic Load Balancing
BT E, MERMEH Elastic Load Balancing E1TR)R &2 , M| Auto Scaling RAE4 X Amazon

Elastic Compute Cloud (Amazon EC2) SRRy Z{TIRIR#H TR E ., Auto Scaling TaX L4 EiZ1THI N
ARFRITERE.
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https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-console.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-programming.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/EditingBucketPermissions.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/EditingBucketPermissions.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/BucketOperations.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/ServerLogs.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/LogFormat.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/deleting-log-files-lifecycle.html
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BEEE

B&EID

CLOG40CDO8
RERY

- B BV HBAERBKNAEIYESS | B Elastic Load Balancing TR EXRE A,

- B BEY HBEAREXRBRNAEISESS |, (B Elastic Load Balancing E{TRAKRES S A,
B ERE

MRBEFT REAEXBRME9%ESE | {B Elastic Load Balancing Z{TIRAKREXREBA , HSHE B
¥ 44A NN Elastic Load Balancing iZTIRR K &,

tn %R Elastic Load Balancing E{THRARECDEA , BXENFIERSET BAXK , FSHRE
B3 ¥ BEAASSENN AR

H At B R

Amazon EC2 Auto Scaling i FF 155
BRE5
- WE
* Region
- BETHEAeE
o KBRS
s BITRRRE

Auto Scaling A% R
s
BB S RHERER Auto Scaling £ B AR TR 1.

BT ARR Auto Scaling A7 5% /B30 ¥HY Amazon Elastic Compute Cloud (Amazon EC2) 3£
f5l, INREEIEH , Auto Scaling 2TEERSIEHE T8I0 Amazon EC2 EHIHNBE , AEERTE
HE B R ZBE. EETTAERN Auto Scaling ARSI E BT AERTHIEIT.

®EID

8CNsS11I5v
REXMH
- 46 B3 FE SRR ATIIEEERE,
o 46 BHEESHBRE Amazon HlESEME ( AMI ) KBk,
BUHRE
MBEARHERCHIR , TRLRIER— NN ARSES , AEEUE- NS SRFASIIERNTE
Y EA , EUUBBR - N T BEATIIERNT BT FE. EXREEHARGESRNFTEHT

BANER , FERREEDT RAAGHENNARERF. AXUBTISAHBERNT 837 B4
MER , BSRMET 26 A TT 1A EA Auto Scaling FHY“BIR BT 44",

MR AMI ERIER , NEAERN AMI QIZFEHEE , ARNEEEHT BAXEK., BHSEEIZG
BFF 1A Auto Scaling FRI“BIEBHEE,
H AR
* X} Auto Scaling #{TRBHEE : Amazon EC2 AMI
« Xf Auto Scaling #1TRIEHE . AFITEEREE
» Amazon EC2 Auto Scaling 157
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https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-add-elb-healthcheck.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-add-elb-healthcheck.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/USBasicSetup-Console.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/USBasicSetup-Console.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/USBasicSetup-Console.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/ts-as-ami.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/ts-as-loadbalancer.html
https://docs.amazonaws.cn/autoscaling/latest/userguide/
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BEEE

« RE

* Region

- BIYREASR
- BEhEH

« RIRER

- BRIFEWR

ELB Connection Draining

#ir
RERXARAERERNAHDER

MR AEEER B SMNAEEESREUHEM Amazon EC2 SEfIet |, g9 S E I RERHE
ZRBIHXAEE, BAEEERE , ARYERNELEREECEEMOEF L EFIER , ELRIFE
BT URMEESDER,

BEID

79GXsKIUw
RESMS

HE  ARBSERAEAEERER,
BUHRE
NOARBEREAEERR. BXESELE , BEREEERM AN 9HEE AR ERAEEER,
HAh 3R
Elastic Load Balancing #i%:
R&E5
o KRB
* Region
- MBHEHBEN

* Reason

NEIERMLL
iR
RELZNABIGEREE.
F 7 #BhFE{E A Elastic Load Balancing Bt#2 & Amazon Elastic Compute Cloud (Amazon EC2) B & 48

RENEF , BINBWE-IMKENSNTARPESTHERENSS . BEENABROERKTERA ,
Rbix th AR E,

BEID
igdCTZKCUp
RERMN
- B ENBEANTAREAASSER

- B BRRAERISINTAXEAREEESR,

- BE  EAESERIEME Amazon EC2 RAIRET ARz BFG5E. ( ERAKTHAXE KGR
25RO ZAMEERT 1 BMELEEHRK 20%. )
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html#conn-drain
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/config-conn-drain.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html
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Service Limits

BmigeE
BRARSESERNELHNTAXRERHESTEENES, BXESER , BELAMTHX,
MBEAROEERBONRRIEEREAZFNTAK | RETAKZ ANSHSRTEE | BRE
FIETRAXREHRLEN. HIRAMEFTKLENTAX , HARIGEZEERTARZASEH 2 E. BX
EZER , BSRAMBKRTHAX,
HAth 8 R
- ATAKMEXE
- BEEMEIGES
+ i¥{4 Elastic Load Balancing I &£
BR&E5
o RE
* Region
- AESEREN
- XEHE
- a X341
* b X34
+ ¢ X3=4l
o d X341
- e X34l
o f X361
* Reason

Service Limits

BESANTAEXRSRE (tEHNEH ) XINWKRE,
B PN FRIEREBE U TR

RN
- B BXEIREIN 80%.
o 06 BIXEIRFIN 100%.
« 56 : Trusted Advisor TE R —N %4 Amazon Web Services X135 # #9 F R RHl,
BUHRE
MBEFITBEHBRSRG , FEBEMESRIEHEEREN,. WRBEFREETIZSENERS , WA
RIEZ RO BIRKRE X HRH,
w5
o RE
;e
* Region
- RREIHE
- HAIfEAE

Note

- BEETRE RGN AREABTRLKEMTE. BFEMEARERKAEEE 24 et 6e
MEEMER, EHREEMNTERFANERLT , UL AARAREHEHR,
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-az.html#US_AddLBAvailabilityZone
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-az.html#US_ShrinkLBApp04
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html#AZ-Region
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/UserScenarios.html
http://www.amazonaws.cn/articles/1636185810492479
https://console.amazonaws.cn/servicequotas
https://console.amazonaws.cn/support/home?region=us-east-1#/case/create?issueType=service-limit-increase&type=service_limit_increase
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REEZR
+ DynamoDB EEAE (p. 77)
« DynamoDB EARE (p. 77)
- EBS JEBRER (p. 77)
+ EBS A A SSD (gp2) &E% (p. 78)
+ EBS B SSD (gp3) B1FtE (p. 78)
- EBS BT (45 ) BIFME (p. 78)
+ EBS W& IOPS (SSD) £ & I0PS (p. 78)
» EBS & IOPS SSD (io1) &% (p. 79)
« EC2 MERHBIFHE (p. 79)
« EC2-VPC 3% IP ik (p. 79)
» ELB Classic Load Balancer (p. 79)
+ VPC (p. 79)
» VPC BEEXMM % (p. 80)

DynamoDB EHA £
T

BREFAEERBES Amazon Web Services Ik BIEEUREHY DynamoDB il & & it £ FR /9
80%.

B&EID

6gtQddfEw6
HAh %R

DynamoDB &t &1

DynamoDB EARE
i

REFAEEREITEN Amazon Web Services Ik B E XX EE DynamoDB & &1 & R HIHY
80%.

BEID

c5ftjdfkMr
Hip R

DynamoDB &t &

EBS &3 R &
ik

REFHBERBET EBS SESRBEHMN 80%.
BEID

eI7KK017J9
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https://docs.amazonaws.cn/general/latest/gr/ddb.html
https://docs.amazonaws.cn/general/latest/gr/ddb.html
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HAth %R

Amazon EBS Rl

EBS BEAE SSD (gp2) BF &
ik

KRECSAERRAHEY EBS BAZE SSD (gp2) BFHELHH 80%.
BEID

dH7RR016J9
HAth %R

Amazon EBS [R&|

EBS A A SSD (gp3) B
e

KREFAEREHET EBS BAZR SSD (gp3) BIFHECHK 80%.
®EID

dH7RR016J3
H A5 R

Amazon EBS R4l

EBS BN (45 ) BIFME
iR

REFHAERERET EBS BMENR (45 ) BFHEHH 80%.
BEID

cG7HHO17J9
Htp® R

Amazon EBS PR

EBS M E IOPS (SSD) X & IOPS
i

KREFRAERSET EBS ME IOPS (SSD) £R 4 IOPS E#H 80%.
BEID

tV7YY017J39
HAth 3R

Amazon EBS [R &l
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https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
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EBS ¥l & IOPS SSD (io1) B7f&
ik

KREFAERGHET EBS & IOPS SSD (io1) BIFEE K 80%.
BEID

gI7MM017J9
Hibs R
Amazon EBS Rl

EC2 T &4 LI 5T
sk

REFFAEESSTEY EC2 B EHHAFTETH 80%.
BEID

iH7PPO17J9
Hitp IR

Amazon EC2 F&f

EC2-VPC 38 1% IP #bik
ik

KREFAEREGHET EC2-VPC #1M4 IP #th it B KT 80%.
BREID

1N7RR017J9
H bR
VPC 514 |P BLER

ELB Classic Load Balancer
ik

REFEHAEEARBE ELB Classic Load Balancer B &#i#Y 80%.
®EID

iK700017J9
H A5 R

Elastic Load Balancing i &1

VPC
i
REEAREBET VPC BHH 80%.
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https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-eips
https://docs.amazonaws.cn/general/latest/gr/elb.html
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E & Amazon Trusted Advisor &/ A&

B&EID

jL7PP017J9
Hi'&R
VPC &

VPC E Bk M

KREFEABREEE VPC EEMMXEHAT 80%.
BREID

kM7Q00017J9
Hit g R
VPC Ei#n

B ot Amazon Trusted Advisor K&/ B E

BESELTEBJLL T #E3T Trusted Advisor RERMBIEE R,
Note

W IRME A Trusted Advisor #41A = Amazon Web Services Support API , BB B S HIE
RELRS, NMREFERTMAERBRALE , SII07E Amazon Web Services Support API BRES &
MRBHRIEERE ID , HAMERX LR SRR APl ARAEIR.

BXTARENESZEER , 55 Amazon Trusted Advisor 12 5| A (p. 59).

E4F Security Hub & &5 1% Trusted Advisor

B E 2022 £ 6 A 23 B , Trusted Advisor X % #f 2022 £ 4 B 7 B 2B o] /Y Security Hub 4, bR
X Amazon ER R £ HEXRKRLLRARWAIBEERHY | 1B Category: Recover > Resilience ( 23 : & >
M) BRI, BXEZER | HS97%E Amazon Trusted Advisor &% Amazon Security Hub #2
# (p. 51)o

BXREXFRAMIIK , 258 (Amazon Security Hub FAF1EEE) F#Y AmazonEit &£ HERERM,

#8107 3k B Amazon Compute Optimizer IR &

Trusted Advisor F 2022 £ 5 B 4 HEEMT U TRE,

REZMH REXZ K& ID
Amazon EBS X EFMALE AR COr6dfpMo3
Amazon EBS AR T2 E e Ccor6dfpMo4
MERFERNEERIBEN 5% Xy nid COr6d£pMo5
Amazon Lambda B3

HERTFERDMERBETZN | 48 Cor6dfpMo6

Amazon Lambda B#k
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https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
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E# 7X Amazon Direct Connect F# &

BN IEH Amazon Web Services Ik A /8 A Compute Optimizer , = BEibX £ EMIEH Lambda
1 Amazon EBS & RZWHIE. BXELER , 2B A Amazon Compute Optimizer BLHL1T Trusted
Advisor & (p. 55)0

BE# 7 X Amazon Direct Connect (I &

Trusted Advisor F 2022 £ 3 A 29 Hi§MT U TR E,

REEWR REX5 ®¥#E D
Amazon Direct Connect IEEETTR | BiEEED 0t121N1Ty3
Amazon Direct Connect I BTTR | BEEEED 8M012Ph3U5
é‘rr;\zon Direct Connect EE#\EO | BEEEED 4g3Nt5M1Th
JLZR

+ Region ( XiF ) FINETM 2 E 7~ Amazon Web Services X135 X3 , MAE2TEB#. i , EERI
( BEHRLILE ) PR RRNERE us-east-1 B,

+ Time Stamp ( YA & ) FIMEIELL RFC 3339 R ER , 8 2022-03-30T01:02:27.000%,
C RRNIEARENRRACFERERERT, KERRNBLEE —IMERZER (©).

BABT , RESEIAZER Trusted Advisor BB RS &8 RERES, XERRBHIHE - EESEE
(&),

B ¥ 7 Amazon OpenSearch Service IR EZ i

Trusted Advisor F 2021 £ 9 A 8 Bf¥ Amazon Elasticsearch Reserved Instance Optimization & & &
¥i73 Amazon OpenSearch Service Reserved Instance Optimization.

Amazon OpenSearch Service & Amazon Elasticsearch Service BE# &, REEIW. 5 ID 2HE
8

KREER REX5 ®¥#E D
Amazon OpenSearch Service i | FZASE{L 7ujméyhn5t
BRI

Note

IR IENF Trusted Advisor AT Amazon CloudWatch 1545 , kR ENIEIREHBLEH., BXES
& , & 612 Amazon CloudWatch &8 A Amazon Trusted Advisor $§#x (p. 125).

40T Amazon Elastic Block Store BF# MK 2=

Trusted Advisor 2021 £ 6 B 8 HIEMTUTRE,

REZWR BRI BEID
EBS EA A SSD (gp3) &1zfk Service Limits dH7RR016J3
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#H1T Amazon Lambda K42

#IN7T Amazon Lambda IR &

Trusted Advisor F 2021 £ 3 A 8 HEEMTUTRE,

REAMR BERT ®EID

T EBEE Amazon Lambda B8 | BAEAL L4dfs203C3
£

BEAEIREEM Amazon Lambda = &KL L4dfs203C2
B

fER#FRZ T/ Amazon ZeMH L4dfs204C5
Lambda B3

T & AKX ITRE Amazon REBREND L4dfs204C6
Lambda VPC X #H B

BRIMTFXERERTF Lambda WEZELR , S Amazon Lambda FF XA RIEERHPHEE E WA R

Amazon Trusted Advisor Z4Efi.

Trusted Advisor # Z= i B&

Trusted Advisor T 2021 £ 3 B 8 HMBR T HE (It= ) KEMNUTRE,
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c BFRENR - IR ENLKBE , ABEFRITESAENTT. EABRIABRTRENR , AEREFTE
BFHENR. IHEGEE—FRABEFITFREMHONBRMEESHBENRREENLTE, BXESE
B | #EZ0 (IAM AAFEmR) PHETRENR,

- NBBBREBA MFA- REEZEM , EXRIAM AFRFERASESHBRIE (MFA) R EIBRRIFER AP #
. ETMESZER , B5H IAM AFEBHME Amazon FERAZESHRIE (MFA).

- FARKEERGRERTSY - EYKATHEER , EXETEONEREBLER T AT HEIREF. 5
m, BURERGRIEEERSTRE AW IP iSEE, BEALRERYE , AERAFEE AR
ESEEMER , AEFEBEREA SSL X MFA. BXEZELR , ES0 (IAM AAFER) $/ IAM JSON
KHTER | &M

£/ Amazon Web Services Support 4| &

E {8 Amazon Web Services Support &l A& |, BAFEE —ARENNR. XENRARAFETIENE
EAXEH Amazon I~ H) Amazon Web Services Support R IFMAEE . MREUIENETHHH
REELEFTENRENRESE , WERENEFZERNIE (IAM AFRAG ) EXEETEHA.

EfRIX LA AEA Amazon Web Services Support ##14 |, th 0] @ 35K AL Amazon FE&E X
B, BXEZELE , BSH IAM AFREFH AP RIRE

X FREEZEEA Amazon CLI 5 Amazon API AP , TENHEMREEFENR, HR , AATFHES
BERNAITH AP R ITE BV IR,

RIFRAFEEMIB SR

ZoRBIEEE T BMeIEREE , AW IAM ARFEEMMAIERAF AN REBRMNITENERE, LERSEE
BEA EERIEIREREUREA R EH Amazon CLI 3% Amazon APl FFERIR R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]

’
"Resource": ["arn:aws:iam::*:user/${aws:username}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1.

"Resource": "*"
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
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FERRSHEXAE

]
¥

EARSHEXAE®

Amazon Web Services Support 1 Amazon Trusted Advisor £ Amazon Identity and Access
Management (IAM) fRS5HEx A€, BRFEXAER -5 Amazon Web Services Support #l Trusted
Advisor BRI IAM AR, EEIRGAP , BFHEXACERMELNAE, LABEE Amazon
Web Services Support 2 Trusted Advisor {SR&EAEM Amazon BREFTEN — IR, A TEJEBET
BRSS4E % A B R ThAE LU R A1 #E Amazon Web Services Support H Trusted Advisor F{EfRiX &,

E3 ]
« RS HEAXAEHET Amazon Web Services Support (p. 91)
s FRSHEXAEHT Trusted Advisor (p. 92)

RS < A BT Amazon Web Services Support

Amazon Web Services Support TE&id APl HARKERX Amazon BRVEE , URHEFRSHTHEAR
Y., ATREREXEHENNEAEMITEKME , Amazon Web Services Support BLTEE A Amazon Identity
and Access Management (IAM) RS <&,

AWSServiceRoleForSupport RFHXA G2 EZHEEZE] Amazon Web Services Support #3845 IAM &
&, BRSHEXAERTMENN , HEE Amazon Web Services Support AR E1HH H it Amazon BREFr
FEHRBR

AWSServiceRoleForSupport [RFMEAXAEEME support.amazonaws.com REFRRAAAE,

REEXERS , ZEBNTEXRESE Amazon Web Services Support BF N ERTHBEMFEEFH
TR FRRR, RAE Amazon Web Services Support TET KA AR |, kAGIFETEN Amazon ik
P,

BRINSRETREESFLBIEN TR, H10 , Amazon Step Functions APl i GetExecutionHistory By
Input # output FEX Amazon Web Services Support FAI WL, FKA1EA Amazon KMS keys 12781
FE, XEFERIE AP TGN AF#1T T 4% , 3 Amazon Web Services Support {AEER AT ML

Note

Amazon Trusted Advisor £ &£IHH IAM BRSHEXAERFRIEK S Amazon BIR , SiEHS
EXRBWIARE, BXELELR , BSRERSMEXABAT Trusted Advisor (p. 92).

AWSServiceRoleForSupport FRFHXA®EN Amazon CloudTrail 5£778E Amazon Web Services
Support AP AN EF AN, XHEETEHEMNFEFZER , RASBTLUERM T # Amazon Web Services
Support K FREHITHIRIE, BX CloudTrail WEZER , i3 # Amazon CloudTrail A F#Ew.

Amazon Web Services Support # RS HH< A iR

WA AWSSupportServiceRolePolicy Amazon B XK, LIXEXREECHNEAR , HIRF
ABRKETREENR,

XEREREIEATHR -

o Mk, BE XEBENEMEFRS - Amazon EFRSEARERBRFAONBRATRSRSUMERX
ﬁi‘l‘)&ﬂﬂ’ﬂ%%ﬂﬁo HOQFERENBERSMKLARG, Ik REEEXE, SNRSHEAMNRETA
WEF X,

« B Amazon Tk B RSS IE MR A BB RIAL B — Amazon Web Services Support AJREAF AT E R
B FHIPRR A E K Amazon IKF R IRFS BN EAKIE, KRR L1F Amazon Web Services Support
RNENKFRMAKSE, EBENEAEZE. BSEHSERSNHRFRRFE. tBERE. ACFNR, £
AEBESFEEAER., EFRBREITREBND .
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FERRSHEXAE

. @K RERFERNIZETIAR - Amazon Web Services Support £/ Bzt T 21T S EMEAR XA
RETRAE,

BXATHNRSNRENELER , BSH IAM 25 & H 1 AWSSupportServiceRolePolicy SR,
Note

Amazon Web Services Support & A B3I E# — X AWSSupportServiceRolePolicy KB , BA
AINFE Amazon RS FMERERNER.

BEXEZEELR | 2 HAmazon Web Services Support #1 Amazon Trusted Advisor B9 Amazon &%
B (p. 95)0

I Amazon Web Services Support BIZZRSHXAE

BEEFHEE awsServiceRoleForSupport B, HEAIE Amazon kPR, FE A ECIBMEE
At

Important

IR ETE Amazon Web Services Support FF A X FRFZMERACZHFERZRS , U Amazon &7
BHIK P )2 AwSServiceRoleForSupport B, BXEZELR , BSREEMN IAM K H
NFHAE,

I Amazon Web Services Support 4= MMl BRIRSEX A E

B LAE R IAM 4538 AWSServiceRoleForSupport REHXABNWER, BXEZEER , E5H IAM A
FPIEETNRERSHEX AR,

AWSServiceRoleForSupport &3 F Amazon Web Services Support HEHIIKFIRIHEER, EE M
REFEHEN, Rk, TEBES IAM #2F &, APl 5 Amazon Command Line Interface (Amazon CLI)
BREtAE, XFRFEN Amazon Ik , AAETATETHBRERE X FRSPIEHNER,

B X AWssServiceRoleForSupport ABHHEFEANESELR , iIHBR Amazon Web Services Supporte

FIRZ XA HT Trusted Advisor

Amazon Trusted Advisor £/ Amazon Identity and Access Management (IAM) [R5 <A E, RSHEXA
&2 —f5 Amazon Trusted Advisor E#EXBHVI44E IAM B8, RESHEXAEH Trusted Advisor FAE X ,
HEFZRSAREWAEM Amazon BRSFIEN — 1R, Trusted Advisor £l A B EHRIE Amazon
FHERER IR T HE Amazon BRI, HI70 , Trusted Advisor JBX 2 #T#8# Amazon Elastic
Compute Cloud (Amazon EC2) SRfilfE FISRB BB RER A, REeE. HREHEED , HREREM.

Note

Amazon Web Services Support #3487 IAM JRSSAEx< A @ RiHRK A ER |, SUIRM
ke, EENLERS. BXELZEEL , BSRNRSEXARAT Amazon Web Services
Support (p. 91).

BEXIEBRSHEXACNEMAEBSMNER |, B5H5 IAM BE4S#E A Amazon RS, IR Service-linked
role ( RSHRXAE ) FIEN Yes ( 2 ) RS, %R Yes ( B ) SEFZRSHRSHEKRARSTRAEE
.

E3 1]
» Trusted Advisor BY RS % & &R (p. 93)
- BEERSHERASHNR (p. 93)
* 3 Trusted Advisor BIZRFHERAE (p. 94)
» A Trusted Advisor {REBRZHERXBE (p. 94)
« MER Trusted Advisor B IRSHXAE (p. 94)
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Web Services Support i {55
FERRSHEXAE

Trusted Advisor #YBRSS#H< B &R
Trusted Advisor ERAFNMREHE<AR :

» AWSServiceRoleForTrustedAdvisor — It A& {E4F Trusted Advisor IR A KK IZT B Amazon RS
HAEE, AENREEE ALY Trusted Advisor SFTE R Amazon R RIEFRINR, AGTR{LITH
£ Amazon P EIRRR |, R REBTF MR Trusted Advisor SRINAEMNNPRE, EFFi&—4 Amazon Ik
B}, Trusted Advisor 2 R IRBIB L AE, EXNNRBEEEREMNRRE, TEERZNPR KB nZ
R E AL IAM 3245,

BRHMKEMESEER , 50 AWSTrustedAdvisorServiceRolePolicy (p. 99)o

« AWSServiceRoleForTrustedAdvisorReporting — L & €15 4F Trusted Advisor ARSSSRIB(ELH LR B ThEERY
A, WABIZA Trusted Advisor fEN#EE Amazon Organizations A4/ AT{E ARSS . Trusted Advisor 3
EEERARNET I EELAG,

BAXKNEMNESELR | 528 AWSTrustedAdvisorReportingServiceRolePolicy (p. 101).
BT LAME LA ME AL R IFTE K Y Trusted Advisor R EERAIERE. AXLIIENESESR
¥ & Amazon Trusted Advisor WAL ME (p. 37)o

EERSHAXABHRR

HAEENR , AF IAMEE (AR, 45486 ) 812, REIMBREBSEXAR®, T REER
AWSServiceRoleForTrustedAdvisor REHXA G,

Example : f23F IAM 3:{&5 62 AWSServiceRoleForTrustedAdvisor RESHEXAE

X2 Trusted Advisor I #EZH, BREMEXACENRFBRAFSAEFCEARRKEHRZA Trusted
Advisor B , FERITHIS R,

FUATEDRMNE IAM SERH I RER A SIZRSEXBE,

"Effect": "Allow",
"Action": [
"jam:CreateServiceLinkedRole",
"iam:PutRolePolicy"
]l
"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",
"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}

}

Example : 701F IAM 3£{k45%E AWSServiceRoleForTrustedAdvisor REMEXHBIHEIR

R HBEYREE AWSServiceRoleForTrustedAdvisor BEMNER, ERAILUFLATFEARME IAM SRR
PRI RRERS XA BINEIR,

{

"Effect": "Allow",

"Action": [

"iam:UpdateRoleDescription"

]l

"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}
¥
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Example : f21F IAM SE{&HBR AWSServiceRoleForTrustedAdvisor RSHEXRAE
BRILUF AT B IE] IAM SRR R RBE SR BRARS X B,

{
"Effect": "Allow",

"Action": [

"jam:DeleteServiceLinkedRole",

"iam:GetServiceLinkedRoleDeletionStatus™"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}

}

BT LAE A Amazon FEE KR ( @1 AdministratorAccess ) SRIBEEXT Trusted Advisor Y22 15 R R,
7 Trusted Advisor BIEZRESHEXAE

TEF 6| AwsServiceRoleForTrustedAdvisor REHEX AR, Fi&k Amazon I8 | Trusted
Advisor RS ZREZ XA,

Important

W RIEE Trusted Advisor REF B XIFRESHEARARHERZRS , W Trusted Advisor 2118
Kyl = 62 AwSServiceRoleForTrustedAdvisor A, ETHRESZELR | B3 IAM A/
EERNRE IAM KF R HIEF AR,

MRIBHNK 3% E AWSServiceRoleForTrustedAdvisor BREGSHKX A | Trusted Advisor JFT E L TR HA
TIE, MREMIKF HE A Trusted Advisor ZARE XMERRSHXAR  TELAEI ERER, F£IX
ERT , A LAERA IAM 82 awsServiceRoleForTrustedAdvisor RGSHEXAR  REEHSH
Trusted Advisor,

/8 A Trusted Advisor ( #2414 )

1. {EMH IAM #4l&. Amazon CLI 5 IAM API 3 Trusted Advisor RIZZRZHEXA®R, BEXEZER | iF
SRCIERSHEXAR,

2. E3FZF| Amazon Web Services Management Console , RG-S M BT https://console.amazonaws.cn/
trustedadvisor # Trusted Advisor #Z#l &

=K Trusted Advisor IRSHEIEE REREI AT,

3. MIRSHIEF%:$F Enable Trusted Advisor Role ( /& A Trusted Advisor & ) . MR RKENEIFFEN
AWSServiceRoleForTrustedAdvisor , N B ZERRESHEBIFE R

A Trusted Advisor 4RiBIRZHEKXAE

HTZMXRETESIAZAE AL EZERRSAXACHEN. T, BILER IAM 25
A. Amazon CLI & IAM APl friBABHHR. AXEZFER , BSH IAM AF et EERSEXA S,

M B& Trusted Advisor IR HHX AR

MRBREEFH Trusted Advisor BITIEESIRS: |, B AT LAMIBR AWSServiceRoleForTrustedAdvisor
Af, BUMER Trusted Advisor , R BEMIBRIL RS M A, X 7] BARS 1L & MIBR Trusted Advisor
BEFENNR. HEEH Trusted Advisor i |, NEAFE RS EE , SEHENLEMBEHN, A, WRR
A M2 A Trusted Advisor , N BN RAKFAHAZ IR  XERFEEFARIBEREATES
SERY Trusted Advisor &, #BF5E151A] Trusted Advisor 3215, Xt Trusted Advisor B9 API i F iR B if
B HRIEL LR IR

IBAMIE AWSServiceRoleForTrustedAdvisor lMF R EHBIEBRFSHEXA/E , AT RHEFSH
Trusted Advisor,
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https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AdministratorAccess
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
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https://console.amazonaws.cn/trustedadvisor
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Amazon ¥ E R

EMIBR AWSServiceRoleForTrustedAdvisor [REMARER A , BMREEEREH ADER Trusted
Advisor,

EE /A Trusted Advisor

1. & %% Amazon Web Services Management Console # S 2|4 F https://console.amazonaws.cn/
trustedadvisor B Trusted Advisor #2#| &,

2. TESMBEHKF , %E Preferences,
3. ERFHERAGNRIL P , EEEH Trusted Advisor.
4. FEWIAKEES , BYIERE OK (HBE ) RBIAEEZEA Trusted Advisor,

%

# A Trusted Advisor /& , FT 8 Trusted Advisor ZHAEERIFIEEE A | Trusted Advisor & & R ERE 2R
IR,

KRG, BATLAER IAM #2414 . Amazon CLI 5 IAM API BB & H
AWSServiceRoleForTrustedAdvisor BY Trusted Advisor REZHX<AR, BEXEZELE , HSH IAM
AP ERmTHMERRESExA R,

Amazon Web Services Support ] Amazon Trusted
Advisor B§ Amazon £ & KB

-.|

EgAF., ANAERNNE , SECRKRERKMEL , FA Amazon HERBEM L, SN HBIREFT
ENRN IAM ZEFAEREEIERNBAMEALMR, BEHREAN] , BLERAEIL Amazon HER K, X
LERBREE LERE , 7ELMN Amazon Web Services I A, A% Amazon EEXERNES
F8 ,B5H IAM AFiEEPHAmazon TE XK,

Amazon Web Services AR MEH Amazon HE XK, BT EER Amazon FEE R K F IR,
REBREME Amazon HEXFEFMBEASIRUAZEF A, WEREHFLF MM MKBNFTESH ( B
P, ANAR ), YSHHFIIERFTRETAN , BRSHRETELEH Amazon EEX K. BETaM
Amazon HERRBHHIBRNE , ALRBEF TR EHNIAENR,

BEoh , Amazon E X IFE LIRS H TEIREENIEE RN R, W0 , viewonlyAccess Amazon EER %K
BE IR XS 1 2 Amazon Web Services BRSS FI'&RM Riih B NR. LRSS FHFIDEER , Amazon 2R
BAEMGRMINRENR Bx TEINAERERNIIRMER , ESH IAM AP EEPNER T THEIREN
Amazon £ E K,

B

» Amazoni& Al T Amazon Web Services Support BIFEE KB (p. 95)
+ Amazon FEE R : AWSSupportServiceRolePolicy (p. 96)
« X Amazon FEE X KB Amazon Web Services Support E# (p. 96)
+ AWSSupportServiceRolePolicy B PRE X (p. 98)

» Amazoni& Al F Amazon Trusted Advisor BIFEE KB (p. 99)
+ Amazon FEE KB : AWSTrustedAdvisorServiceRolePolicy (p. 99)
- Amazon FEE K . AWSTrustedAdvisorReportingServiceRolePolicy (p. 101)
« %t Amazon & X EBEHY Trusted Advisor E# (p. 102)

Amazoni& A F Amazon Web Services Support B £ & K1

Amazon Web Services Support EEUL T HEE R F K,
B3
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+ Amazon F£EEREE : AWSSupportServiceRolePolicy (p. 96)
+ X Amazon F£E XK IEH Amazon Web Services Support 3 (p. 96)
» AWSSupportServiceRolePolicy FIIXPRE K (p. 98)

Amazon FEE KB : AWSSupportServiceRolePolicy

Amazon Web Services Support £ AWSSupportServiceRolePolicy Amazon & K. LLITE REEH N
F| AWSServiceRoleForSupport REMHXAR, ZRKAFRSHEXABGKRRETHKIREE, BTFEE
LEERBE MY DN B RN 1AM R4K, BXEZER |, S Amazon Web Services Support #9iRZ5HE5< B &R
R (p. 91)

BRNKBHERIIR , 56 X Amazon FEE X KK Amazon Web Services Support E#T (p. 96)
F AWSSupportServiceRolePolicy FIfXBRE 2 (p. 98).

3 Amazon FEE R KB Amazon Web Services Support E 3T

#EHX Amazon Web Services Support 1 Trusted Advisor B9 Amazon EE XK EFNIFMAEE ( NIX
ERFSFIRBRXLEERTS ) . EREBEXEAEERNBZIRE , BITH X7 L8 (p. 140) RE
L H RSS iR,

TRNETH 2022 £ 2 A 17 B LR Amazon Web Services Support BN KN EEEH,

Amazon Web Services Support

B 1 EA =]
AWSSupportServiceRolePolicy (p. SR TARFZEIM T FHXPE , LA 2022 F 6 A 23 B
- NINERBHNER TEYTHAEKSE, EEME

REFHERNEFF RBAYIRE

+ Amazon CloudWatch Logs — #5
Bi#EZE CloudWatch Logs #3%
i8]

* Amazon Interactive Video
Service - #B) Amazon Web
Services Support K EIEH
Amazon IVS &R , THAEXREK
VER K P B AN R 6.

+ Amazon Inspector — 5}
Amazon Inspector 38 >< [A] B
TRIBHE,

HBR T ARSS ( #5120 Amazon
WorkLink ) FJ#XBR. Amazon
WorkLink B4 2022 £ 4 A 19

BFH.
AWSSupportServiceRolePolicy (p. SR A T ARS8 T 25 TR , 2022 F4 A 27 H
- NN BE RN ERH DRTEMTHASKSE, B8
MERZFHEXNEFRBHIR
£ :
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EX i8R B

+ Amazon Amplify Ul Builder — 3
BESAEAMETERERHIR

+ Amazon AppStream - Eid &
REIE B TBEM X RIR
SkHEE R,

+ Amazon Backup - H#f&E5% 7%
B #H SRR R RE

+ Amazon CloudFormation — i%
W5 1AM, ¥ BRI I2 S48
KHYEIE,

+ Amazon Kinesis - Jf& 5
Kinesis #83< ) @&,

« Amazon Transfer Family — 8k
&5 Transfer Family tH<#9/8]
B,

AWSSupportServiceRolePolicy (p. 9B)A TIRE RN T 54 TFXR , 2022 F 3 A 14 B
- NAE RN ER DRITEDTHRREKSE, B8
MBEARZIFHERNE BB R
1E -

* Amazon Elastic Compute
Cloud

s BRREEFH Amazon B
M9 B 43 51 2= AE > 1Y (B,

« fERE Amazon VPC IP it
EIEE (IPAM) FEXHYBIRR,

« Amazon MEEES - RS
) £ 25 38 B 4 < 9 B L

+ Savings Plans - SREVE X K7
X Savings Plan &I T
.

* Amazon Serverless Application
Repository — fEA TR TR
BFREN - , MR
BRI 1E,

* Amazon WorkSpaces Web —
ik AR R WorkSpaces Web
BR S5 HY B &
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BE¥ A [=p:
AWSSupportServiceRolePolicy (p. SRA TRRS AT 74 TIFHNR , 2022F 2 A 17 B
- NAB R ER DRTEMTHRASKS:E, B8

MBAR AR B P B R

(=

* Amazon Application Migration
Service - ENARFIEB RS
RXFTREBEES,

+ Amazon CloudFormation - 5%
IAM, 4 & F iR 2= 428 i 48 5K (5] &2
HATIZ M.

+ Amazon CloudWatch Logs - &
TE 3R R RS

+ Amazon EC2 Bk} - REVE
oK [ 1 v 4R B A U B9 ST AR

* Amazon Elastic Disaster
Recovery - f#RE K Y
& i[RI B8 3 Bh R RR

+ Amazon FSx - && Amazon
FSx tRERHI R,

+ Amazon Lightsail - &F
Lightsail F#EfRN THBEBNEE
ﬁgm{%/%\o

+ Amazon Macie - & Macie
BE , flnskES. BEX
BIEFIRE, ENREXME
N

+ Simple Storage Service
(Amazon S3) - £ Simple
Storage Service (Amazon S3)
FHEBHTBENRE,

+ Amazon Storage Gateway - &
BEEXEF B DI KR
B Tz

+ Elastic Load Balancing - &
£/ Service Quotas 1% & BF
H9 R BR BB 5 BA

BXEZER | EFS
FAWSSupportServiceRolePolicy
B RE K (p. 98)o

ERXRAHNERAE Amazon Web Services Support | 2022 £2 A 17 H
REXRBHNEREL,

AWSSupportServiceRolePolicy B X BR 5 X

A% AwsSupportServiceRolePolicy M K ZHHX R L1 Amazon Web Services Support f§ fi 8 [E &
A APl R1E, BR B API REZSEEETFEABHINR,

TREIIETREEETRBHNRE API B4, TRNMEATIXEM 2022 F 2 A 17 BF RN ER.
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A& API BEERTR FrEE R SR BE I PR
2022 £ 2 B 17 BAAMT R s3.GetBucketAnalyticsConfig@ira@eitdmalyticsConfiguration

s3.ListBucketAnalyticsConfiguration
s3.GetBucketNotificationCorsfli:dimteBuicketNotification
s3.GetBucketEncryption s3:GetEncryptionConfiguration
s3.GetBucketIntelligentTiemsidrgorifinopiraigiest TieringConfiguratic
s3.ListBucketIntelligentTieringConfiguration
s3.GetBucketInventoryConfigsa¥sitdnventoryConfiguration
s3.ListBucketInventoryConfiguration
s3.GetBucketLifecycleConfigBradeitdn fecycleConfiguration
s3.GetBucketMetricsConfigursBtidatMetricsConfiguration
s3.ListBucketMetricsConfiguration
s3.GetBucketReplication s3:GetReplicationConfiguration
s3.HeadBucket s3:ListBucket

s3.ListObjects

s3.ListBuckets s3:ListAl1MyBuckets
s3.ListMultipartUploads s3:ListBucketMultipartUploads
s3.ListObjectVersions s3:ListBucketVersions

s3.ListParts s3:ListMultipartUploadParts

Amazon3& T Amazon Trusted Advisor B3 & KB

Trusted Advisor EE U THEXFKE,

B
« Amazon FEE K : AWSTrustedAdvisorServiceRolePolicy (p. 99)
- Amazon FEEFE . AWSTrustedAdvisorReportingServiceRolePolicy (p. 101)
+ 3 Amazon FEE X KREEY Trusted Advisor EHT (p. 102)

Amazon I E KB : AWSTrustedAdvisorServiceRolePolicy

HRBEHIMNZ] AWSServiceRoleForTrustedAdvisor REHX AR, SERSHEXAREBRKRENIT
BE, BT8R AWSTrustedAdvisorServiceRolePolicy B INERE IAM 2k, BEXEZEE , BSRETR
SHEXABAT Trusted Advisor (p. 92).

HERETEENR , ATFRSHEXAE®IHE Amazon RS . XERPR AP Trusted Advisor FI#6 B3R iTE(L
BHITK P
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Amazon &K

RERFHES
LRI E TR,

+ Auto Scaling - #§® Amazon EC2 Auto Scaling i /= &it 8L F & JR

+ cloudformation - #§i&® Amazon CloudFormation (CloudFormation) K F= Bt £ Fl 4%
+ cloudfront — #i® Amazon CloudFront 7B

+ cloudtrail - #i& Amazon CloudTrail (CloudTrail) R &R

+ dynamodb — ¥R Amazon DynamoDB ik /= &t 81l & R

+ ec2 - ## Amazon Elastic Compute Cloud (Amazon EC2) Ik /= B2 & #1 % R

+ elasticloadbalancing - R Elastic Load Balancing Ik /= Bt & # %% R

o iam-3REX IAM &R , QEP, BB REEFESR

+ kinesis — i Amazon Kinesis (Kinesis) T = B &

+ rds - iR Amazon Relational Database Service (Amazon RDS) &R

+ redshift - #iR Amazon Redshift %R

+ route53 — IR Amazon Route 53 ik F EL & AR

+ s3 — iR Amazon Simple Storage Service (Amazon S3) &R

+ ses — 3REX Amazon Simple Email Service (Amazon SES) & X Ei &

+ sgs — 5} Amazon Simple Queue Service (Amazon SQS) EA %l

+ cloudwatch — 3REY Amazon CloudWatch Events (CloudWatch Events) $8#r4: i 83E
+ ce — 3REY Cost Explorer fR%5 (Cost Explorer) 21X

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAccountLimits",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeLaunchConfigurations",
"cloudformation:DescribeAccountLimits",
"cloudformation:DescribeStacks",
"cloudformation:ListStacks",
"cloudfront:ListDistributions",
"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"dynamodb:DescribeLimits",
"dynamodb:DescribeTable",
"dynamodb:ListTables",
"ec2:DescribeAddresses",
"ec2:DescribeReservedInstances",
"ec2:DescribelInstances",
"ec2:DescribeVpcs",
"ec2:DescribeInternetGateways",
"ec2:DescribeImages",
"ec2:DescribeVolumes",
"ec2:DescribeSecurityGroups",
"ec2:DescribeReservedInstancesOfferings",
"ec2:DescribeSnapshots",
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
"ec2:DescribeLaunchTemplateVersions",
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"elasticloadbalancing:DescribeAccountLimits",
"elasticloadbalancing:DescribeInstanceHealth",
"elasticloadbalancing:DescribeLoadBalancerAttributes",
"elasticloadbalancing:DescribeLoadBalancerPolicies",
"elasticloadbalancing:DescribeLoadBalancerPolicyTypes",
"elasticloadbalancing:DescribeLoadBalancers",
"elasticloadbalancing:DescribeTargetGroups",
"iam:GenerateCredentialReport",
"iam:GetAccountPasswordPolicy",
"iam:GetAccountSummary",
"iam:GetCredentialReport",
"iam:GetServerCertificate",
"iam:ListServerCertificates",
"kinesis:DescribeLimits",
"rds:DescribeAccountAttributes",
"rds:DescribeDBClusters",
"rds:DescribeDBEngineVersions",
"rds:DescribeDBInstances",
"rds:DescribeDBParameterGroups",
"rds:DescribeDBParameters",
"rds:DescribeDBSecurityGroups",
"rds:DescribeDBSnapshots",
"rds:DescribeDBSubnetGroups",
"rds:DescribeEngineDefaultParameters",
"rds:DescribeEvents",
"rds:DescribeOptionGroupOptions",
"rds:DescribeOptionGroups",
"rds:DescribeOrderableDBInstanceOptions",
"rds:DescribeReservedDBInstances",
"rds:DescribeReservedDBInstancesOfferings",
"rds:ListTagsForResource",
"redshift:DescribeClusters",
"redshift:DescribeReservedNodeOfferings",
"redshift:DescribeReservedNodes",
"route53:GetAccountLimit",
"route53:GetHealthCheck",
"route53:GetHostedZone",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets",
"s3:GetAccountPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:GetBucketPolicyStatus",
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketVersioning",
"s3:GetBucketPublicAccessBlock",
"s3:ListBucket",
"s3:ListAl1lMyBuckets",
"ses:GetSendQuota",
"sqgs:ListQueues",
"cloudwatch:GetMetricStatistics",
"ce:GetReservationPurchaseRecommendation",
"ce:GetSavingsPlansPurchaseRecommendation"

1,

"Resource": "*"

Amazon FEE KB : AWSTrustedAdvisorReportingServiceRolePolicy
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LERBEMIINE AWSServiceRoleForTrustedAdvisorReporting fRGMXAE , #F Trusted Advisor BE
BITHLANEINEENIRE. BFREE AWSTrustedAdvisorReportingServiceRolePolicy Fff i E|#R# 1AM 3£
., BXESEE , BEANRSHEXBEAT Trusted Advisor (p. 92).

WEREERFEENER , AFRSHERX A BT Amazon Organizations 4k,
MERFMAER

LR B E L TRUR,

+ organizations — FIRBHALAH T HRSHRNR, KA, KK, FRAMALREN

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListAccounts",
"organizations:ListAccountsForParent",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListChildren",
"organizations:ListParents",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount"
]I
"Effect": "Allow",
"Resource": "*"

}

X Amazon £EE X KM Trusted Advisor EHT

# E A< Amazon Web Services Support # Trusted Advisor 8 Amazon EEXHBEFNEAEE ( XLk
REFHRBIFXEERFIR ) . ERBEXRLUAEERNENRT , BITH XRFEIEF (p. 140) REL
B RSS iR

THRNETH 2021 F£ 8 A 10 BUURRT Trusted Advisor FEERX KN EEZE#,

Trusted Advisor

BEX B3 HEA
AWSTrustedAdvisorServiceRolePoliEsugie@Advisor 20218 A 10H
- N E R EH T #ERERER T

DescribeTargetGroups
GetAccountPublicAccessBlock

R,

Auto Scaling AETIRAREEE
DescribeTargetGroup R ,
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https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSTrustedAdvisorReportingServiceRolePolicy$jsonEditor
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BEX 15,89 B &
LA 3 M inE] Auto Scaling A &Y
3k Classic Load Balancer,

Amazon S3 FHEBNXBEREZFE
GetAccountPublicAccessBlock

PR LA 3R Amazon Web
Services M KPR IE BT E)E
=
EEAMNERAE Trusted Advisor T EREPEHR (20218 A 10H
E/Ll No

EHESXT Amazon Trusted Advisor BYi5a]

BT LM Amazon Web Services Management Console i [/l Amazon Trusted Advisor. Fff8 Amazon Ik
ARG RS EEZ L Trusted Advisor 12, MREFMER I, Enterprise On-Ramp Sl Support it
X, WA LBRIAERE, BXESEE , 5/ Amazon Trusted Advisor €& 5| (p. 59).

BT LAE A Amazon Identity and Access Management (IAM) #2&3¢ Trusted Advisor B9 8] X BR

E3 ]
+ Trusted Advisor %] & KR (p. 103)
« Trusted Advisor &4 (p. 104)
* 1AM policy =%l (p. 105)
« BEZH (p. 109)

Trusted Advisor 1 & HI R

E i} Trusted Advisor 2#l1A , AP S4ARE —AKENNR, XENBAAARFAFFHMEEEREN
Amazon Web Services I F1# Trusted Advisor ZRMEAER.

AT BAAE A AT IR TSk #2243 Trusted Advisor BIi51R] :
« fEF Trusted Advisor ZHl AR EHES AN, AFPRAGHKAEESIRERBEKNNIR,
ALMEA Amazon EE R B E SR RIZIFE S BENR. BXEZER , SR ERAFSEH IAM

BRAAGNIHE,
+ £/ trustedadvisor @& ZEEBIE IAM policy, BT LA LR BE RIS EREMERNINR,

B RBERT EJJ«XEEHE%E’J % EE R AU IEL4EIR/E, Trusted Advisor R & ZEiEH
trustedadvisor. B2 , TEEEA trustedadvisor A EERAYFHIEL Amazon Web Services

Support API H1#J Trusted Adwsor AP| #2#1E, #HR , BX4FER Amazon Web Services Support Y
support WA ZEH,

Note
MREEH Amazon Web Services Support API BJ#XBR , Ml Amazon Web Services Management

Console FH Trusted Advisor NERFIF 2 7R Trusted Advisor £ZRHBEME, EE Trusted
Advisor BHIAPEFLR | BMUMEE trustedadvisor & ZHEMREER,
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EEXT Amazon Trusted Advisor B 1/ ]

Trusted Advisor &4

ATLATE$EHI & AT AT Trusted Advisor #4E. T BUTE IAM policy FIEEIXLE Trusted Advisor R4ELL A
FRIEL S ERE,

BE R
DescribeAccount TR LAESF Amazon Web Services Support it
RIFN & Trusted Advisor EILI,
DescribeAccountAccess RTFEUAEE Amazon K BEAEREAT
Trusted Advisor,
DescribeCheckItems BFNRAEERED BWFHAEE,
DescribeCheckRefreshStatuses BFIPRLUEF Trusted Advisor 1 & # RIFTIRZS.
DescribeCheckSummaries RFNRAEF Trusted Advisor RERHE,
DescribeChecks B FRRIAEE Trusted Advisor REMEHAE S
DescribeNotificationPreferences RFRAEE Amazon K KB A E LT,
ExcludeCheckItems BT UREABERR Trusted Advisor BRI,
IncludeCheckItems B FRUABE Trusted Advisor REHIEWL,
RefreshCheck B F PR LARIET Trusted Advisor # &,
SetAccountAccess BRTRAENKS B AHER Trusted Advisor,
UpdateNotificationPreferences R FIXPRIAEH Trusted Advisor BYIBH B LI,

4B Trusted Advisor B 4E

AR Trusted Advisor 2ER TAHLAMBIhEE, BXEZELR , HSEAmazon Trusted Advisor FY4A LI
(P. 37)o

BR1F iR

DescribeOrganization BFRRIAEE Amazon kP REHZ B AALN
EIhaER E R,

DescribeOrganizationAccounts BRI NRAEF AL FAIRE Amazon K,

DescribeReports BFNRUEFALMBRENIFM/ER (il ,
wEBM. EITRIE. AIRAH. KREMERX ).

DescribeServiceMetadata RFRRUAEEEXRALUEBRENER (H
i, Amazon Xif, ®EXF., RERHRERR
Ao

GenerateReport RFNBRUAME R AL FE Trusted Advisor 1 E 422
&,

ListAccountsForParent & F 1 Trusted Advisor #2#|5 FEEF Amazon AR

HHRRAL B (OU) SENATEKF R,
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B ik
ListOrganizationalUnitsForParent & F1E Trusted Advisor BHIEPEFRALN S
BPFEHRA SN (OU) R,
ListRoots | F 1 Trusted Advisor #2#|& FEF Amazon AR
HE X TR RV IR
SetOrganizationAccess BFINRLME R Trusted Advisor /5 AL E
Ly
BEo

Amazon Trusted Advisor Priority #&4E

WMERNEHIMFZH T Amazon Trusted Advisor Priority , W AT AE #2241 & ST Trusted Advisor
¥ ; BIETTLAEE IAM policy FFRNIX L Trusted Advisor I2ER A RIEL G EIRIE. AXESER | S
®]Amazon Trusted Advisor Priority # IAM policy =~ (p. 108).

Note
Amazon Trusted Advisor Priority 7 HIL I XS R EWFERE S LB (TAM) AEHK - BAENE
Vo RAELEFINELERERS MR , HII0 Trusted Advisor BE, KB TAM WEIUEFH

RIERNEN, TR, B0 TAM 2R EXEEW |, LETCIIHIEEK A Amazon Trusted
Advisor Priority #,

BXEZEER |, B2 Amazon Trusted Advisor Priority Al (p. 56)e

BReE R

DescribeRisks FFNPRELEE Amazon Trusted Advisor Priority
FEIREE .

DescribeRisk FFINPREAEE Amazon Trusted Advisor Priority
IR ELE R,

DescribeRiskResources & FRBRLAEFE Amazon Trusted Advisor Priority
32 220 A9 XS B R o

UpdateRiskStatus BT R LLEFH Amazon Trusted Advisor Priority
AR R IRAS

DownloadRisk RFRRUATEHEE Amazon Trusted Advisor

Priority AP JX.B& 1% 4815 289 34

|IAM policy R4l

USRI A WA R VFRIEL XY Trusted Advisor BTG, SR AR T EIHY R —RTE IAM 25 & 6l
BEFERR, flm, SULERROIRE  ASREREE IAM 2 A8 JSON LT+, RE, FER
BE B INEREY IAM AP, ARAR,

AXWMMFELIE IAM policy WEZER , HS0H 1AM AF BRI IAM policy (##H& )

Bl
« X¥ Trusted Advisor BI5E2 15 [ #XBR (p. 106)
« Xt Trusted Advisor B R RIFXBR (p. 106)
» $B4XS Trusted Advisor #9358 (p. 106)
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o RTFIELISERE (p. 106)

o+ $&|3T Trusted Advisor B Amazon Web Services Support API #24ERY iR (p. 107)
+ Amazon Trusted Advisor Priority # IAM policy =4l (p. 108)

+ %t Amazon Trusted Advisor Priority ¥#4T R &5 (p. 108)

 3E4E 75 1R Amazon Trusted AdvisorPriority (p. 108)

« RRYFMIEL Amazon Trusted Advisor Priority #9324 (p. 109)

3 Trusted Advisor By 522 i/ 8] £ BR
LA R o VP PP 7E Trusted Advisor 32 &1 & R &EFE HINITEH X FTE Trusted Advisor B ERFTERE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:x",
"Resource": "*"
}
]
}

X Trusted Advisor B9 R i1/ [a) 4 bR

LU SRRE o ¥R A P XY Trusted Advisor 2B 5 # T RiRG R, APREERTEMER , fINRFRESERRE
HEIET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:Describe*",
"Resource": "*"
}
]
}

B4 3T Trusted Advisor B9/ 8)
AT SR A4 A P E Trusted Advisor 24 & FEBERMITEH X! Trusted Advisor R BRI B4,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "trustedadvisor:x",
"Resource": "*"
}
]
}

R MIEL IS ERME

AT KB A ¥F A P 7E Trusted Advisor 2 &1 8 R &EEFTA Trusted Advisor & , B A A F RIFEML
=,
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:*",
"Resource": "*"
I
{
"Effect": "Deny",
"Action": "trustedadvisor:RefreshCheck",
"Resource": "*"
}
1
}

= HI3F Trusted Advisor #) Amazon Web Services Support API 24E# 17 i8]

1£ Amazon Web Services Management Consoled , #J4# trustedadvisor IAM 5% Z8 &R £

Trusted Advisor iG], TREEH trustedadvisor WA ZEEIR A YFEHIEL Amazon Web Services
Support API H1#9 Trusted Advisor API #1E, #& , ATLAEA support IAM T B ZE[H, BAMEEX
Amazon Web Services Support AP B9#X BR = sE LA 4R F2 5 KB A Trusted Advisor,

Bl | WREEFA RefreshTrustedAdvisorCheck B4E , MIAFIEF M h BEA HIRENRIR,
Example : X ftiF Trusted Advisor API ##4E

LUR 5B fo ¥ A P2 if 18] Trusted Advisor B9 Amazon Web Services Support AP 245 , mA AR BRI E
R Amazon Web Services Support AP #1E. fla1 , AP TR API EEFMRIFRE., ©IIEE0E.
&BE, FHHRMEHT Amazon Web Services Support 41,

AT LAE I SRR LAR TR 5 U A Trusted Advisor API 24E | {BIR T E 68 L K RE7E Trusted Advisor 324
BFEFESRFRE,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"support:DescribeTrustedAdvisorCheckRefreshStatuses",
"support:DescribeTrustedAdvisorCheckResult",
"support:DescribeTrustedAdvisorChecks",
"support:DescribeTrustedAdvisorCheckSummaries",
"support:RefreshTrustedAdvisorCheck",
"trustedadvisor:Describe*"

1,

"Resource": "*"

"Effect": "Deny",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeAttachment",
"support:DescribeCases",
"support:DescribeCommunications",
"support:DescribeServices",
"support:DescribeSeverityLevels",
"support:ResolveCase"
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"Resource": "*"

F3< IAM J{a £ Amazon Web Services Support # Trusted Advisor WEZ{E 8. |, HS R &
E (p. 88).

Amazon Trusted Advisor Priority 89 IAM policy R4l

ST BUE A BA T RIS SR B B 5T Amazon Trusted Advisor Priority Bi5E. BXEZEL |, H5HEAmazon
Trusted Advisor Priority Al (p. 56).

¥ Amazon Trusted Advisor Priority 3 1752 £ 1[4
AR B AL AP X Amazon Trusted Advisor Priority #1752 £ 148,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:DescribeRisk*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "trustedadvisor:DownloadRisk*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "trustedadvisor:UpdateRiskStatus",
"Resource": "*"
}
]
}

s,

3 Amazon Trusted Advisor Priority 31T R L {57

LU 5B A3 33 Amazon Trusted Advisor Priority 31T Ri2i45[R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:DescribeRisk*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "trustedadvisor:DownloadRisk*",
"Resource": "*"
}
]
}

364817517 Amazon Trusted AdvisorPriority

BUFRBET So i A P 18] Amazon Trusted Advisor Priorityo
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BB E
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "trustedadvisor:DescribeRisk*",
"Resource": "*"
I
{
"Effect": "Deny",
"Action": "trustedadvisor:DownloadRisk*",
"Resource": "*"
I
{
"Effect": "Deny",
"Action": "trustedadvisor:UpdateRiskStatus",
"Resource": "*"
}
1
}

AR FIEL Amazon Trusted Advisor Priority BY#R4E
LA 568 S0 ¥R I A & & Amazon Trusted Advisor Priority YK |, (B TAE T 2 E <R HI L4,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:DescribeRisk*",
"Resource": "*"
}l
{
"Effect": "Deny",
"Action": "trustedadvisor:DownloadRisk*",
"Resource": "*"
}
]
}
=k I
FESH

AX Trusted Advisor XBRMEZEE , BSRUTER :

« IAM B IERE M B Amazon Trusted Advisor & X BV 1E,
o FR&I3F Trusted Advisor 241 & K5 7]

% Amazon Web Services Support & 15 Fij 8] 3 17
FEBEBR

FRUTEETHELHANIEEEMER Amazon Web Services Support 1 IAM B AT AEIR 2 A9 3 W R

E3 ]
o RENFZMIT iam:PassRole (p. 110)
s REZEFERMWIFRIEHA (p. 110)
s REEERHAFEAFHMATIR Amazon Web Services Support (p. 110)
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awstrustedadvisor.html#awstrustedadvisor-actions-as-permissions
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Amazon Web Services Support i {55
[EFE 35

- BFEEAWEMN Amazon IKF Z /A A RIGRIFE B Amazon Web Services Support 5 (p. 110)

RENEMIT iam:PassRole

MBEKBEREE , BREENINIT iam: PassRole B , MIMAKRENEE R TR, EHER
ARENEREAFBMBRHBNA. FRZAREFENEKE , LEAFEFHACLEL Amazon Web
Services Support,

HL Amazon Web Services A P ERABABKETZRS , MARCUBHNBRSACIBIHEXBE. I
b, BBREERAEEESRSHR,

LN marymajor K IAM A2 iREAEH &7 Amazon Web Services Support F#ITIRIER , 2% &
T RblER. BER , RELINEERSACHBRTFHNRST AIHITRE. Mary FEBRABGKEEIRSH
R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform: iam:PassRole

EXMBERT , Mary IEREHEE ASREFH KR , BLATFMMIT iam: PassRole B1E,
REEEFRIARIZEA

EOE IAM AFFRIEBAE , BB EREENHFRES D, ER , AL EBEEENWEIFRIZESR, W
REEXRTREER , WATCIE - N RZHEX

FRIBBEEMES  HRIE4A ID ( Hli0 AKIATOSFODNN7EXAMPLE ) MR A RIZE4A ( 50
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) o SRR MBI —8 |, HAME 6 6 5 R 247
ID MIZHEZAEXNBERIITEHRIE. GNAFENZE—¥  Z2EBRHRESR,

Important

BAEQE=FRHELAESR , MERHN THEBRIEHITHAT ID 717, MREXFM , T8
SEFE AR IEHIK P B9 K AT R R
HEGRG M BANE , REQEREFHRZSR D NRBHRZARFE I R2MUE, WEHRER
RELGEECH TR, MREXTENBELRESR B2 IAM AP RNFTHHRZRE, SKETHE
ANARER. MRESERIER , WAFWE—NEAY , AEBECIENNEHR. EEFHHA , 50
IAM B s E =T R Z R,

BKEEEAAREATHMATR Amazon Web Services Support

E R EAM AT E Amazon Web Services Support , BS4 AR FEHENRHA RSN ARFLIE—D 1AM
Sk (APRRAR) . BANERZEENEIERR Amazon, RE , BATUFREEMMEBISEE , UEE
Amazon Web Services Support R EIHRF EEHNR.

BUMFHER | HSHE 1AM F SRR QRN E A AV ZA SR
EAHLEAFEMN Amazon IKF 2 7A A R 1B EB Amazon Web
Services Support &R

AR | SUEHTIKR B F A S S A R TSR 8 B0 SR AR, A
FHEBER , AURAAS. NTXRETHROERRPARHIIE ACL) WBS  LAEAXLS
BN R B T Y 40 R TR0 1B AL

BTHRESEL  BSAUTAE

« ET# Amazon Web Services Support @& XIFXLEINEE , HZH Amazon Web Services Support 204
5 |IAM R T4E (p. 88).
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https://docs.amazonaws.cn/general/latest/gr/acct-identifiers.html#FindingCanonicalId
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
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o ET IR EAER Amazon Web Services Ik FEVERIZH I ENE |, BS5H IAM AFRERHTH R
AR S — Amazon Web Services K/ Y IAM A P25 RIRR.

o ET #4175 = Amazon Web Services Ik P IR BN ARV A ENIR , TSHE IAM AFERFH R
£ =B Amazon Web Services K = 1245 8] AR .

« ETYRIMTENKAE BHIITRMFRNE , H55 IAM AFRERmPNALINREHRIENAF (5KE
BHRIE ) RHEFRNRE,

s ETHRFEAACHNETRRNRBHTERFAHEBANES |, B2 IAM AFPER+THN IAM B2 5E
FRENEBEMATRRE,

=R AL

Amazon Web Services Support B E#1E K2 — I Amazon X1E. Amazon HIAERK, DHMNEENRE
FREBEHBR, BXESEE , BSH Amazon ZEEMHHRE T HE B,

SERAL TR A B TR AR EERE

- BATZEIEA Amazon BIEM A BFIE Amazon Service Health Dashboard £ &%, 0 |, 0E3Enk =
BENRSRXBHEH.

+ f£ Amazon Health Dashboard R&EFEMNKFWIREERBE, Hlin , ¥MKFPNRSREENEHE. &
XEZER , B2 5 Amazon Health PR/ Amazon Health Dashboard A7,

Amazon Web Services Support F Amazon Trusted
Advisor EFI E/J H /u\-LEI,%%” ”/_

¥ 2 R% Amazon Web Services Support 1 Amazon Trusted Advisor SLR & H fl Amazon fR77 R/
ATsEtE, ATAMAMMENEESHE. Amazon RBME T U TR T Bk Amazon Web Services Support Hl
Amazon Trusted Advisor, 1 HIEIRETHITIRE |, HENKEUEE,

+ Amazon CloudWatch KBt M2 & E) Amazon BIRMARIE Amazon LETHRARRF. B UUREMRER
iR, SIEEEXHEFHER , ARIEESRUEEENEREETIEENREMNBEANESREEE. 5
| AL CloudWatch SR ER CPU 25 Amazon Elastic Compute Cloud (Amazon EC2) Ky E g
W, HEZSERNBENBIF R, BEXESEE |, B2 Amazon CloudWatch f F ¥R,

+ Amazon EventBridge %z{%ﬁﬁz%ETW%\%%?#um , XERSEHERT Amazon BRFNE
%, EventBridge XFEHEHRFEITE , RAZAURERN , UEBRFEEESH  HEXEEHRE
7EE AL Amazon FRS ALK EhiRME, HXBESEL , BSH Amazon EventBridge A F 5/,

+ Amazon CloudTrail #3R &K Amazon IKFHARZK S K EE AP HAFNMEXEYS , FFAEH&
B8 E R Amazon Simple Storage Service (Amazon S3) i@, B LSRR BLER MK~ ER T
Amazon, NHPERHFRAKIR IP thit AR AR R ERE. BXEZEL , 5 Amazon CloudTrail A
FE/E.

BHXREZER , 508 Amazon Web Services Support #9¥% 1251 B &2 (p. 114) ¥ Amazon Trusted
Advisor B 2 A 12 5 (p. 123)s

Amazon Web Services Support B & #1458 1iF
ER S Amazon EMMEITRINN —EB5 |, £ =HF& A N1FE Amazon Web Servicesti Z 2t 5& A% , 4
i SOC, PCIl, FedRAMP #1 HIPAA,

ETHRERSSHEM Amazon Web Services REERFEAAEITRERER , BSRENEITREERNH
Amazon Web Services, BXEMEL , 1S Amazon Web Services& ?ﬂ’l&lﬂzﬂ
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
http://www.amazonaws.cn/blogs/security/introducing-the-aws-security-incident-response-whitepaper/
http://status.amazonaws.cn/
https://phd.aws.amazon.com
https://docs.amazonaws.cn/health/latest/ug/getting-started-phd.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/programs/
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SRS R

WA LAE R Amazon Artifact FTEE=FFitikE. BXEZER , BHS M. £ Amazon Artifact A FE 1R
H

Ho

$&4E F Amazon Web Services IAMMFTERRTEHENHRBE. SATRNANEBRUARERNEE
EH;. Amazon BELLTERREENH RS :

c ZEMEEMMREATEELZSEEENMEREANTIEE - XEEBEEITIE TREIEEm , HFiEH
THEAmazon LHBITELR U NEAHAMNEEREN SR,
+ Amazon Web Services E#) HIPAA Z& MM A MELEMZIT- ZARBNE T AT WMAEEFER Amazon
Web Services BIZZFE HIPAA tREN R AREF.
Note

##3EFTE Amazon Web Services#IF & HIPAA BER, BEXEZEE , BSHETE HIPAA ERKY
R&s2E,
« Amazon& MR - Al FFMMERMES TREER FEMNTLINLE,
« Amazon Config F7F & A & 558 B 52 A AL 1T %R — kb Amazon Config BR S5 11l #8155 R B B 33 I 2Bk
B, TUERFEANEREER.
+ Amazon Security Hub : It Amazon Web Service 12t 7 Amazon FZ£RESHNLEUE , AHKBERE
EARERETURENMRESRATE,

Amazon Web Services Support 5 #Y & B 1k & g

Amazon® ERER & KBl SEAmazon KB FI Al A XM, Amazon X2t N EYE Hia BEREH A
X, XETAXBESEREK. FHESATRESHNEEREE—E, AATAKX , £ LU T FIREER
AXzBLHliit BN NEEENNARFNREE, SEENENHSMEEFROEMIGEMRL |, 7
AXEEESWTAYE. REMENTT B,

X Amazon XM TAXNESEER |, 551 Amazon £EREMZHE,

Amazon Web Services Support PRI EM KL £

i3

ER - ER RS , Amazon Web Services Support B Amazon Web Services : 228 5 A P BT
R Amazon £ KM E LR LB FIRERYT,

EAILAE A Amazon £ HY AP i B8 M 481517 Amazon Web Services Support, &P i MM X FHEHE
ZEM (TLS) 1.0 RESEAE, BYUER TLS 1.2 REBHRE, BEFBEXNZFEEZTLEERE (PFS)
W BBEM , #lE0 Ephemeral Diffie-Hellman (DHE) = Elliptic Curve Ephemeral Diffie-Hellman (ECDHE),
REBIARRE (W Java 7 REGRAE ) BIXFHXLEER,

e, BERBEZS ID M5 1AM FRAXBKNOBB LR BARNERBETER, RE , BALUEA
Amazon Security Token Service (Amazon STS) AR Ifft Z 2 EIERT FERHJITER,

Amazon Web Services Support 7Y B i& & E 2

il

33 F Amazon Trusted Advisor , Amazon AR ERERERS (0S) MEWEEXNT . By AEEE M RHENR
SEEXRRLES,
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https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
http://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
http://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
http://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
http://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
http://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
http://www.amazonaws.cn/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
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Bl & FRE 24T

EEM IT 25 2AmazonfE ( RIIWEF ) cBNHARERE. AXRESZFER , HSHAmazonFEHERE

H,
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http://www.amazonaws.cn/compliance/shared-responsibility-model/
http://www.amazonaws.cn/compliance/shared-responsibility-model/
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f A EventBridge 3141 Amazon
Web Services Support 4l

Amazon Web Services Support By %
ZABFRILE

¥ 21R$% Amazon Web Services Support MR EAth Amazon SERFT RN AEM, ATRAEMMEENEE
. Amazon 2T AT —LElsi T B3RS Amazon Web Services Support, £ HI4EIRE#1TIR & H
& B 3 REUEHE.

« Amazon EventBridge IR HIE FENMWREEHR , XEREEHERT Amazon BIEHHE
¥, EventBridge XIFEFEHEFEITE , RABAUEENN , ABEHEFEESH  HEXEEHLE
RIEEM Amazon RS H Atk BaIRE, BXEZELR |, iS5 Amazon EventBridge A F1EF,

+ Amazon CloudTrail #3RHZEH Amazon IKFSRARZIKF & HE AP HRAMBEXEH , ANEEX
W BEISER Simple Storage Service ( Amazon S3 ) 78, EAILMARMABER~ MK BAT
Amazon, \NHEHFRAKR IP it AR ARAN A EE. BXEZEE , 258 Amazon CloudTrail A
P/,

ES ]
« ¥ Amazon EventBridge 3R ¥% 1 Amazon Web Services Support 24l (p. 114)
+ f£H Amazon Web Services Support 123 Amazon CloudTrail APl @/ (p. 117)

5 | Amazon EventBridge k¥ Amazon Web
Services Support Z 4

Note
WIhgEERE XA R T,

BT LAE A Amazon EventBridge # U 31 B33 #8249 Amazon Web Services Support REIMEH, A
J& , EventBridge 2B BECIZMNAMN , EEHSEANPEENETE N, BH —PRS B IRRE,

REFEASM | BAINKEBEY, BREMES,. XN EER. BISFHRMEBEAE, S, BLHE
B P R A LA T R 4R |, SEERRT A EIB AN ¢

« BIEXIFRH

< FROABERMINEZHFRM

© BT ZIERH

- BN XERA

Note

Amazon Web Services Support R B AREEEEEH, HTERERIEEE4ZEE
EventBridge,

3 Amazon Web Services Support 5l 612
EventBridge # N
BT LLBIZ EventBridge #L0 , LA4H% Amazon Web Services Support REIEHRBSEMN. ZHNFE

BTGRP BERFANER , 21F%, £ IAM AP S XEKRERITHIERE. EH Amazon Web
Services Support REIEHGIERN 281 , FRITUTIRME
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
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¥ Amazon Web Services Support =4

« 3 EventBridge #MVEH. AN B IR, BXEZEE , HZ % Amazon EventBridge AP IEE M
Z & Amazon EventBridge ? .

s SIBRERLENEHANFFERAN iR, flin, BRI L8122 Amazon Simple Notification Service (Amazon
SNS) & , UEESEHMZFRMN , ZH2WEEERBEFiH. BEXFZEL , HSH EventBridge
B #ro

3 Amazon Web Services Support 4|4 812 EventBridge M N

—_

18 https://console.aws.amazon.com/events/ , ¥ Amazon EventBridge 1% & &

MEBBERXBEM , BEATENE LA Region selector ( XKiE%kE8S ) , AFik#F US East (N.
Virginia) ( EERE ( FERLILE) ).

ESMEKD , £ Rules (FN),

i%32 Create rule (BIZHN),

1£ Define rule detail ( EXANMFMAFEEL ) TEL |, AR ZHMEIR,

XtF Event bus ( EHE 4L ) M Rule type ( MNER ) | REBBRIAE , RBEEFE Next( FT—F ),

1£ Build event pattern ( 3ZEE#4E ) WHE L , ¥ F Event source ( B4R ) , %32 Amazon events
or EventBridge partner events ( =45} EventBridge & 1E{K =4 )

& Event pattern ( E##EX ) T , EREBIAE ( Amazon Web Services ) .
9. ¥F Amazon Web Service , i%# Support,

10. 3 F Event type ( B4 H! ) | i%4F Support Case Update ( ZIFRHFIFEFH ) -
11. & Next (F—%F),

12. 7 Select targets (EF B ) oA , ERENEANIRNER , RAREEBZLAEFENTAE AL
I, fl , MRE%ER Amazon SNS , FHRREMEE SNS =8 , LUEBN B Fb#REEBHANE,

13. & Next (F—%F).
14. ( W[ ) #£ Configure tags ( BEE/HE ) WHL , FMEERE , AFEE Next (T—F ) .
15. £ Review and create ( REH B ) REL , RELHANEEHBREAFTEENSHERER,

16. EIL#E Create rule (BIZMN). EHIFNIERF K IE Amazon Web Services Support REIEH , R
CAKE BB ER B 5.

No o R~ N

®

N} =z
A=

o HBWEIEHR , TEEA origin SEKRAE REIE R Amazon Web Services Support {SE[E
TEREGRFMT RHBEES, origin HWETLLE CUSTOMER B Amazon,

B , X AddCommunicationToCase BEMNEHNEEFIE,
s BEXUEEHERNNESEE |, E5H (Amazon EventBridge FIF#5m) K EHER,

o BETLAREN CloudTrail 31T Amazon APl SR G| @E AN, LhH N F Y 22 50 Ik
F# Amazon Web Services Support APl {8 # Amazon CloudTrail H&.

=45 Amazon Web Services Support B4
LMWK P RERSRER , FOBUTS4,

Example : B2 FH=RH

HOETEHRMIN , FOBUATEY,

{
"version": "O",
"id": "3433df007-9285-55a3-£f6d1-536944be45d7",
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-targets.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-targets.html
https://console.amazonaws.cn/events/
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-event-patterns.html

Amazon Web Services Support i {55
¥ Amazon Web Services Support =4

"detail-type": "Support Case Update",

"source": "aws.support",

"account": "111122223333",

"time": "2022-02-21T15:51:19Z",

"region": "us-east-1",

"resources": [],

"detail": {
"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",
"communication-id": "",
"event-name": "CreateCase",
"origin": ""

}

Example : EH X FRH
% Amazon Web Services Support BlE X F R |, FEIBUTEH,

"version": "O",

"id": "f90cb8cb-32be-1c91-c0Oba-d50b4ca5e51b",

"detail-type": "Support Case Update",

"source": "aws.support",

"account": "111122223333",

"time": "2022-02-21T15:51:312Z",

"region": "us-east-1",

"resources": [],

"detail": {
"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",
"communication-id": "ekko:us-east-1:12345678-268a-424b-be08-54613cab84d2",
"event-name": "AddCommunicationToCase",
"origin": "AWS"

Example : BT XS24
LM TIFRGIN , FABATEYS,

"version": "O",
"id": "laa4458d-556f-732e-ddcl-4a5b2fbd14a5",
"detail-type": "Support Case Update",
"source": "aws.support",
"account": "111122223333",
"time": "2022-02-21T15:51:31Z",
"region": "us-east-1",
"resources": [],
"detail": {
"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",
"communication-id": "",
"event-name": "ResolveCase",
"origin": ""

Example : BT X FRH|
HEHMITAISERGN , SR TES,
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"version": "O",
"id": "3bb9d8fe-6089-ad27-9508-804209b233ad",
"detail-type": "Support Case Update",
"source": "aws.support",
"account": "111122223333",
"time": "2022-02-21T15:47:192Z",
"region": "us-east-1",
"resources": [],
"detail": {
"case-id": "case-111122223333-muen-2021-27f40618fe0303ea",
"display-id": "1234563851",
"communication-id": ""
"event-name": "ReopenCase",
"origin": ""

}

2= X
H1EZH
BXW{AFF EventBridge 5 Amazon Web Services Support BB AN EZEL , FSRUTHER :

* W{AIfEA Amazon EventBridge B 31t Amazon Web Services Support API
+ GitHub &Y Amazon Web Services Support Z4I5E3) B HAEF

£/ Amazon Web Services Support i23% Amazon
CloudTrail API i H

Amazon Web Services Support 5 Amazon CloudTrail ££5 , /5& 27 Amazon FieRAF, AGH
Amazon Web Services Support BRSSPI ITERIEN RS . CloudTrail & Amazon Web Services Support £
APl ARERNS4HEIR. BRNBAEENRE Amazon Web Services Support 24 & LB H Amazon Web
Services Support APl £ ERE A,

MREERIRIEF , WA BME CloudTrail E4#EF£E421% 2] Amazon Simple Storage Service (Amazon S3)
Zi&48 ( ‘23E Amazon Web Services Support BVE#4 ) . MREFEERERIZSR , WAAE CloudTrail #4I
B K Event history ( E#FHLILFR ) PEFRHEH.

£/ CloudTrail WEREER , &7 LB E B Amazon Web Services Support £ T HAFER, KHERK
IP thib, AIALZEKER, BROEZHNEAREMIFARER,

ETHAX CloudTrail WEZEE ( SIENMNEH#TRENZA ) , B2/ (Amazon CloudTrail A1
B o

Amazon Web Services SupportCloudTrail £y {58

EIZBI2 Amazon IKF RS |, FFEZKF E/F A CloudTrail, 2 Amazon Web Services Support & £
TEHNEMHENR , ZEFIERE CloudTrail EHF |, HE5HM Amazon RESEH—FREE Event
history ( B4R EIEF ) F. BALE Amazon KFHEE, BRI THEFEH. BXEZER | B
FEfEA CloudTrail EHARiEREFTEH,

EiF410% Amazon Ik RIEH ( 23F Amazon Web Services Support WS4 ) |, HEIERE., BXR
ERi23 , CloudTrail AT AR #1535 E Amazon S3 . FIRIERT , EEF A PRIERERA , R
RiFFFrE Amazon XiF, MWIRERIEFRTE Amazon 2 RFIEFRAEXFEFHES , HEAZXHEREZLRE
EHM Simple Storage Service ( Amazon S3 ) Fi##, Lt , BAILEEH M Amazon RS , #—F P&
CloudTrail BEPIRENBHBIEH KMITH. BXEZEE , BESATIANE :
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http://www.amazonaws.cn/blogs/mt/how-to-automate-aws-support-api-with-amazon-eventbridge
https://github.com/aws-samples/aws-support-case-activity-notifier
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon Web Services Support i {55
Amazon Trusted AdvisorCloudTrail BEiZFEHH S8

o BIERERBLE

+ CloudTrail Z#FHIBRS MERK

* 3 CloudTrail L& Amazon SNS &4l
MZANK K CloudTrail B &304

CIoudTrall 18%F7E Amazon Web Services Support API #4E , Amazon Web Services Support APl &
MR T IXERE,

BN | ¥ createCase, DescribeCases Hl ResolveCase B/EHIAFEE CloudTrail BEHFEKR
B,

BIEHARATKEBIEARERBEROARGE. BNEEIRBEBENATRE

- BEREFEARAFKIEEZ Amazon Identity and Access Management (IAM) A F&EIE A& H#9,
- BREGAAGERKESHAFNIRNZ2EIERHN.
- BREGHETAMmazonRE K H,

BXEZER , 25 CloudTrail userldentity 7T,

BH AL Z 4 Amazon XiH1Z 4 Amazon K # Amazon Web Services Support AEXHRE &4
Amazon S3 F#FEH,

Amazon Trusted AdvisorCloudTrail BEIEEZH M EE
Trusted Advisor 2 —I Amazon Web Services Support f§S5 , B LLAEREERE Amazon I LT f## 0
AFTERAE, WERZSEMECEHK,,

CloudTrail i235%Ff4& Trusted Advisor APl #£4E , Amazon Web Services Support APl ZZ RN 48 7 iX i
.

g, Xt
DescribeTrustedAdvisorCheckRefreshStatuses, DescribeTrustedAdvisorCheckResult
RefreshTrustedAdvisorCheck EER MR CloudTrail BEXHFEREKE

Note

CloudTrail 3£ 1283 Trusted Advisor ##I &, S H £ H Amazon CloudTrail 125% Amazon
Trusted Advisor ¥ H| & 124E (p. 133).

T & Amazon Web Services Support HEX 4% B

BRIRICRR—FEE , TATHSEHEN BEXHEEEZIEER Simple Storage Service ( Amazon S3 )
#t##, CloudTrail BEXHIE—NHZNMNEERE. BHRTIRKBETARNENMNER, EBEEXME
RBENF R, BENBHAFEMERSHZ, CloudTrail BEXHTELA AP BARANEFH#KREE

R EMNFRREMIEIRFE R,

Example : CreateCase #J A& % B

LLTFRHIERT CreateCase BIEH — CloudTrail B&E% B,

{
"Records": [
{
"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/janedoe",
"accountId": "111122223333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "janedoe",

"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-13T17:51:37Z"
}

Iy

"invokedBy": "signin.amazonaws.com"
Iy
"eventTime": "2016-04-13T18:05:53Z",
"eventSource": "support.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.15",
"userAgent": "signin.amazonaws.com",
"requestParameters": {

"severityCode": "low",

"categoryCode": "other",

"language": "en",

"serviceCode": "support-api",

"issueType": "technical"
Iy
"responseElements": {

"caseId": "case-111122223333-muen-2016-c3£f2077e504940£f2"
Iy
"requestID": "58c257ef-0la2-11e6-be2a-01c031063738",
"eventID": "5aa34bfc-ad5b-4fbl1-8a55-2277c86e746a",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Example : RefreshTrustedAdvisorCheck #J H &% H

AT RHIERT RefreshTrustedAdvisorCheck #4ER — CloudTrail B&%H.

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Admin"
I
"eventTime": "2020-10-21T16:34:132",
"eventSource": "support.amazonaws.com",
"eventName": "RefreshTrustedAdvisorCheck",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.21.198.67",
"userAgent": "aws-cli/1.18.140 Python/3.6.12
Linux/4.9.217-0.3.ac.206.84.332.metall.x86_64 botocore/1.17.63",
"requestParameters": {
"checkId": "PfxORwgBli"
I
"responseElements": null,
"requestID": "4c4d5fc8-c403-4£82-9544-41£820e0fal0l",
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"eventID": "2f4630ac-5c27-4£f0d-b93f-63742d6£fc85e",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

1B R & H Amazon Web Services Support it XI#E
i

LIBENRESF Support % WE LK Support itZIet , CloudTrail £IZFUATREIABRE -

* DescribeSupportLevelSummary — HZ3TFF Support it XITTER |, LBEEE RELP BER,

» UpdateProbationAutoCancellation — HEFMA XA G ZFITRIR L SZHFITH , AEZEE 30
RKHBUHE , BT RIS EZHRE Rt B3 BUE. HETE Support plans ( XEFiTX ) TEPEREE
Fri%$# Opt-out of automatic cancellation (B BZ1EUH ) B , lLREERELN BAEP, BFRELN
FRARZFS LS ZFIT.

+ UpdateSupportLevel — H&EE K Support itXIaT , SWREZ RELHBEF,

« 28 Amazon Ik AR B 2 F BT BAFE Support 1T R RERITIXERE, BEXEZER , 3R
B & Amazon Web Services Support it%l (p. 16)0

+ eventSource FEREGX LR/ support-subscription.amazonaws.com &5 ZE (A,

Example : DescribeSupportLevelSummary #J B &% B

T RHIERT AT pescribeSupportLevelSummary #EM CloudTrail B&E%E.

{

"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalId": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {},
"webIdFederationData": {},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-01-07T22:08:05Z"
}
}
Iy
"eventTime": "2021-01-07T22:08:07z2",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "DescribeSupportLevelSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.127.8.67",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {
"lang": "en"
Iy
"responseElements": null,
"requestID": "b423b84d-829b-4090-a239-2b639b123abc",
"eventID": "eleedaOe-d77c-487b-a7e5-4014£f7123abc",
"readOnly": true,
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"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

Example : UpdateProbationAutoCancellation #9 A &% B

LUTRHIERT BTF vpdateProbationAutoCancellation #B4EH CloudTrail B&ERE,

"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalId": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
Iy
"eventTime": "2021-01-07T23:28:43z",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "UpdateProbationAutoCancellation",
"awsRegion": "us-east-1", "sourceIPAddress": "100.127.8.67",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {
"lang": "en"
T
"responseElements": null,
"requestID": "5492206a-e200-4c33-9fcf-4162d4123abc",
"eventID": "f4a58c09-0bb0-4ba2-a8d3-df6909123abc",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

Example : UpdateSupportLevel ¥y H&E5 B

UTFRBERTRATFERFAARZTEITRIMN updatesupportLevel EER CloudTrail BES% B,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalId": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {},
"webIdFederationData": {},
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2021-01-07T22:08:05Z"
}
}

Iy
"eventTime": "2021-01-07T22:08:43z",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "UpdateSupportLevel",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.127.8.247",
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"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {

"supportLevel": "new_developer"
Iy

"responseElements": {

"aispl": false,

"supportLevel": "new_developer"
Iy
"requestID": "5df3da3a-61cd-4a3c-8f41-e5276b123abc",
"eventID": "c69fb149-c206-47ce-8766-8dfé6ecl23abec",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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Amazon Trusted Advisor By 1z H
S0

Y513 2 {R$F Trusted Advisor FIZRH Efth Amazon SRS RNVATEM, THMEFMENEES . Amazon
BHETLUT s T B3RS Trusted Advisor, £ IR IR ITIR & H E A B3 REUE #E.

+ Amazon EventBridge IR FEMMWRASHR , XERESHHERT Amazon BRHE
%, EventBridge XF B EHBAHITE , RNEAUEEAN , Uk REESY  HEXEEHLE
BHEE A Amazon RS ALK B3R 1E.

{57 , Trusted Advisor 12 Amazon S3 FHENRRE, UREVELRSEGBEATRHNER

B EEFKEERIARR AV EMEZE 5 HRIEA Amazon AP #TiHE. MREFHNREETL ,
N Trusted Advisor R EBRVRS L KX EE W, EventBridge RMBWEH , REEEERXEHN , LUEET L
KEER. BXEZEL , HS Amazon EventBridge AAF1ER,

+ Amazon Trusted Advisor 1 E A EHEREKAR, HNEHEEFIRS Amazon IKF Z MM EE. BN
£ EventBridge R #2 Trusted Advisor R EBIVIRTS. ARG , B LAER Amazon CloudWatch glE2& %
Trusted Advisor ¥8#REVE R, 24 Trusted Advisor REHRB X ET(L (Hl , BEF T ERREEZRS
B ) B, IXEEREEL HEBEA,

+ Amazon CloudTrail #IRHBEH Amazon Ik P A RIZKF & HE APHERAMEXEYS, , HHEEX
W BRI ER Simple Storage Service ( Amazon S3 ) 78, EAIMARAMER MK BAT
Amazon, NP EHFRAE IP thut LR RN EERE. BXEZER , HSH Amazon CloudTrail A
Figm,

i
- J&id Amazon EventBridge ¥ Amazon Trusted Advisor IR EL R (p. 123)
+ B2 Amazon CloudWatch & &L ¥ Amazon Trusted Advisor %% (p. 125)
+ fEF Amazon CloudTrail i23% Amazon Trusted Advisor 2% & 24E (p. 133)

iE3¥ Amazon EventBridge %2 Amazon Trusted
Advisor R ELE R

& BAfE A EventBridge R4 MR Trusted Advisor W EM SE SRS, FEE , HERERMNFEEHEDS
EHRAE XA , EventBridge REESIZMHANBAH — MRS B iRk,

BEEANRASER , BUMEELH, BRRAGEE, XY FEE, BHE4RIMEbRE, Hin
MERBEBRSHARMNIWRD (ZE ) EXAENNERE (L&) , WAIEEUT BRER,

+ /A Amazon Lambda ERBUEXN1E A Slack &Ei&,

o FEXKRENIIEHIX T Amazon Kinesis i , X2 M., SRS KE,

« J¥ Amazon Simple Notification Service = B & i% B £ #Y & FHR 44,

+ @33 Amazon CloudWatch & 212 /E3REUE Al

BXWAEA EventBridge Ml Lambda B B 31168 Trusted Advisor WEZELR |, HS 19 GitHub F

Trusted Advisor T &,
AE

+ Trusted Advisor FRBRMEEAEEH . HTERBERIEFEH1LIXE EventBridge.
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- ABE Amazon Web Services Support it X 8858 Trusted Advisor ERIZEHMN, HXE
ZER |, HSREHEN Amazon Web Services Support itX] (p. 16).

BRBLLTIEERN Trusted Advisor 812 EventBridge #10, ERIBEHMN 287 , FHRITUTIRE :
« 3% EventBridge #HVEH. AN B IR, BXEZEE |, HSH Amazon EventBridge AP IEE M

Z & Amazon EventBridge ? .

« BIERFESAAN P ERL E R,

H Trusted Advisor B2 EventBridge N

N

No o ko

10.
1.

12.

13.

14.
15.

16.
17.
18.
19.

1518 https://console.aws.amazon.com/events/ , ¥TFF Amazon EventBridge &% &

EFRX , EEAREA LSRN Region selector ( XiFiki%es ) , AFiEE US East (N.
Virginia) ( EEREP ( FERLILZ ) ) o

ESMERKD , % Rules (),

1% Create rule (RI2MN),

1£ Define rule detail ( EXHNFMES ) RE L , WAANEHRFIHER,

F Event bus ( EHEL ) # Rule type ( MAMZER )  REBBINE , RAFEFENext (T—F ),

1£ Build event pattern ( B 4EX ) TE L , T Event source ( EHIR ) , % Amazon events
or EventBridge partner events ( Amazon E45 EventBridge & EN B4 ) .

£ Event pattern ( E##ER ) T , BHREEIAE ( Amazon Web Services ) o
% F Amazon Web Service , #%# Trusted Advisor.
5 F Event type ( B4 ) |, 1%$F Check Iltem Refresh Status ( &I B RIFRTE ) -
NREBRSEFUAT T Z — :
1E$F Any status ( FPRES ) SIS REARSE XA,
%% Specific status(es) ( HERD ) , ARERFREILZNANKIZENE,

+ ERROR ( £§i% ) — Trusted Advisor W& BB HE —I184E,

+ INFO ({E8 ) - Trusted Advisor T ER ERIRA,

+ OK ( IE® ) - Trusted Advisor & & M 2 & #Y A1 7R,

+ WARN ( 8% ) -Trusted Advisor M 2| & AT g FERIBH B IAE,
NIEHRBEER LT &R 2 — :

+ %3 Any check ( EHfARE ),
. %8 Specific check(s) ( BERE ) , RAEMNIRPER—IRZINREBZN,
79 Amazon FERER A TIET 2 — -

* J&$& Any resource ID ( fEHIR ID ) kA1 EIZFIA TR

« 1%$% Specific resource ID(s) by ARN ( 3% ARN HEFIRVASERIR ID ) , AWM ALREN Amazon
Resource Name (ARN),

ﬁ?¥ Next (—F_i)o

£ Select target(s) (EBER ) WEAH , HBENLEANCIEN BIRER  RASEEZXHFTENEM
HAtbikm, Hlan | S LS4 %1% 3] Amazon SQS BA%IE; Amazon SNS £ &,

ﬁ#¥ NeXt (—F_ég)o
( WIi% ) 7£ Configure tags ( BBEBHE ) RE L , BRIMEBIRZL , REER Next ( T—% ),
£ Review and create ( FEHAIE ) TE L , FEEMNANEEHBREAFTELANSHEREER,

B i%4%F Create rule (BIEMN), REMMIMIEF IR Trusted Advisor ®RE , AEFEHRETEIEE
# B #%,
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122 Amazon CloudWatch &Z L1453 Amazon
Trusted Advisor 1g%r

Amazon Trusted Advisor RIET#ERIA 8T |, Trusted Advisor ’EXEHKL EL RNIEHRL M E
CloudWatch, A LLfE CloudWatch F&EEIEIR, it Al A2 EZ LN Trusted Advisor R EHIRAS T
{EAERRARSEN , URBSEFEHRER ( ATHARE ) . Hlin , BAULBIREE , LURE Service
Limits 31 R BHPRAST(L, HEEIHBHEMN Amazon KW BRSEFN | EELBHAE,

BB T SBAISER Trusted Advisor 3845812 CloudWatch &%,

E3 1]
o FREMH (p. 125)
» Trusted Advisor B9 CloudWatch 1E%% (p. 127)
« Trusted Advisor IE#R M4 E (p. 132)

TR

R Trusted Advisor E#R8I2 CloudWatch & 28 , FEUTEER ;

+ T % CloudWatch I{AIEAIEIRMEE., BXREZEER |, 1551 Amazon CloudWatch AFIEEFH
CloudWatch T{E/R®E,

« fH Trusted Advisor ##]A 3 Amazon Web Services Support APl RRIF BN EH RS HFNLEL
B, BXEZER , BSARFRELER (p. 32).

EH Trusted Advisor IE#5 812 CloudWatch &%

BES LBL M1t FTF CloudWatch $##l4& : https://console.aws.amazon.com/cloudwatch/e
FAXEHEESE  RAEEREERL ( FFRLILE ) Amazon XiF,

ESmBEED |, EE Alarms (FE).

%% Create Alarm (81 E1R).

ERIERIERR.

WFIER , MA—NRSNEEE , UFFEERSIR. Hlm , B LU AEFRE# ServiceLimitUsage
R4EE | flI0 Trusted Advisor RE B,

Tip

o gk wbd -~

o BT LA R Trusted Advisor S5 HIRZ WA IEIR.
s BRERNEEBMHNTIR , 55 Trusted Advisor SEFRFIZE (p. 132),
7. ELERRT , EPIERHEEE.

ELUTROIH  REZHN IAM FRIRARE | IBEFREHA YellowResources,

N. Virginia All > TrustedAdvisor » Check Metrics Trusted & Advisor & 1AM © Access Key ©
CheckName (2) Metric Name
IAM Access Key Rotation RedResources

v IAM Access Key Rotation YellowResources

8. EIFIEZEIER.
9. & Specify metric and conditions ( IEEERMEH ) ME L , RIEFRIEEMN Metric name ( IE5RE )
H CheckName ( REE ) ERERHE L.
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FRFEMH

10. 3T Period ( HiFR ) , BALEE YR ERSTNEFEEETF RN EMER , 5 24,
11. 1£ Conditions ( &M ) T , 2 Static ( 8BS ) , REEEEERHNNEESRMH.

Gl , MBEEFERTET >=REHAA L ENRE , XERBEEETRE Trusted Advisor MBI EDE
—MEN £ 90 KRR IAM R Z4ARFF 1A,

=
=

N2
7

+ XF GreenChecks., RedChecks, YellowChecks, RedResources #l YellowResources #§
B, IUEE—1MEHE , CUURKTRETENEEES,

+ Trusted Advisor T& % 3% GreenResources B384 , B4R Trusted Advisor R4 B4E4AT
|E.I EEH’J ﬁljf?c

12. J‘i?¥ Next (—F_ﬂ;)o

13. 1E Configure actions ( BLER{E ) WE L , X F Alarm state trigger ( SBRASMAESR ) , EF In
alarm (589 ).

14. 3FF Select an SNS topic ( #%$% SNS £& ) , &FIEHK Amazon Simple Notification Service
(Amazon SNS) EEHaIE — M-,

Notification

Alarm state trigger
Define the alarm state that will trigger this action.

© Inalarm 0K Insufficient data
The metric or expression is The metric or expression is The alarm has just started or
outside of the defined within the defined threshold not encugh data is available.
threshold.

Select an SNS topic
Define the SNS (Simple Notification Service) topic that will receive the notification.
© Select an existing SNS topic

Create new topic

Use topic ARN

Send a notification to...

Q, Default_CloudWatch_Alarms_Topic 4

Only email lists for this account are available.

Email (endpoints)

janedoe@example.com - View in SNS Console [

Add notification

15. %% Next (T —%),

16. XN FEHMER , MASENBHMER,

17. &8 Next (T —25).

18. ij;: Preview and create ( TS MEIE ) ME L , EFEEEFMES , AFIERE Create alarm ( BIES
=)o

HIAM FEBARRERETHAE 5 28T, BHSBFEEN SNS THREEA,

Example : B CloudWatch & & #9587 lif 48 &
DT EEE REERNE IAM HRIZHARBRREREER,
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You are receiving this email because your Amazon CloudWatch Alarm
"IAMAcessKeyRotationCheckAlarm" in the US East (N. Virginia) region has entered the ALARM
state,

because "Threshold Crossed: 1 out of the last 1 datapoints [9.0 (26/03/21 22:44:00)]
was greater than or equal to the threshold (1.0) (minimum 1 datapoint for OK -> ALARM
transition)." at "Friday 26 March, 2021 22:49:42 UTC".

View this alarm in the Amazon Web Services Management Console:
https://us-east-1.console.aws.amazon.com/cloudwatch/home?region=us-

east-l#s=Alarms&alarm=IAMAcessKeyRotationCheckAlarm

Alarm Details:

- Name: IAMAcessKeyRotationCheckAlarm

- Description: This alarm starts when one or more Amazon access keys in my
Amazon account have not been rotated in the last 90 days.

- State Change: INSUFFICIENT DATA -> ALARM

- Reason for State Change: Threshold Crossed: 1 out of the last 1 datapoints [9.0

(26/03/21 22:44:00)] was greater than or equal to the threshold (1.0) (minimum 1 datapoint
for OK -> ALARM transition).

- Timestamp: Friday 26 March, 2021 22:49:42 UTC
- Amazon Account: 123456789012
- Alarm Arn: arn:aws:cloudwatch:us-

east-1:123456789012:alarm: IAMAcessKeyRotationCheckAlarm
Threshold:
- The alarm is in the ALARM state when the metric is GreaterThanOrEqualToThreshold 1.0 for

300 seconds.

Monitored Metric:

- MetricNamespace: AWS/TrustedAdvisor

- MetricName: RedResources

- Dimensions: [CheckName = IAM Access Key Rotation]
- Period: 300 seconds

- Statistic: Average

- Unit: not specified

- TreatMissingData: missing

State Change Actions:

- OK:

- ALARM: [arn:aws:sns:us-east-1:123456789012:Default_CloudWatch_Alarms_Topic]
- INSUFFICIENT_DATA:

Trusted Advisor BJ CloudWatch 3§#x

BT LA CloudWatch #2244 5 Amazon Command Line Interface (Amazon CLI) AZ % 7 A F Trusted
Advisor BI$E#r.

BXEMERNFIERSWGBRZE, BERMNEENYIX , 55 Amazon CloudWatch AP IEEFH A
CloudWatch $§#5#9 Amazon fR%.

& F Trusted Advisor ¥E5¥r ( B#IA& )
BT LAE F CloudWatch 12 &1 4 H#&E & Trusted Advisor 91 545,
EEE T AM Trusted Advisor $5#5 ( BEIA )

B BL T Mt FTF CloudWatch & & : hitps://console.aws.amazon.com/cloudwatch/o
FEAXEIERES , AREREZERD (BERLILE ) Amazon KiF,

ESmBEED |, EE Metrics ( 1845 ) »

WA DRZEE , Hl4 TrustedAadvisor,

Ll
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REREREE , IR EER.

All metrics Graphed metrics Graph options Source

N. Virginia All > TrustedAdvisor Q TrustedAdvisor

402 Metrics
Service Limit Metrics by Region Category Metrics
283 Metrics 15 Metrics

Check Metrics

104 Metrics

All metrics ( FREEHR ) BIFE T AZE P ZEENER. BAIHRITUTERE

a. EXNRBTHF , BEREFRE.
b. ERNEHRLHEHER  FRPZERZINERE, BEEMEENR , BEFRNEBTHHERE,
c. EEEFRBIATHE , FRFEREN , AFEE Add to search ( AMEIER ) o

UTRPIERTRZEAE - TEREINBEERORENE R, ZRBEIRME 13 MNEBNER, Trusted
Advisor BEUAREHEBNRE,

1. @ YellowResources 13

All metrics Graphed metrics (2/4) Graph options Source 2. O RedResources 0

N. Virginia « All > TrustedAdvisor > Check Metrics Q
CheckName (104) Metric Name
Load Balancer Optimization YellowResources
Low Utilization Amazon EC2 Instances RedResources
Low Utilization Amazon EC2 Instances YellowResources
MFA on Root Account RedResources
MFA on Root Account YellowResources
Overutilized Amazon EBS Magnetic Volumes YellowResources
Overutilized Amazon EBS Magnetic Volumes RedResources

v Security Groups - Specific Ports Unrestricted RedResources

v Security Groups - Specific Ports Unrestricted YellowResources

Security Groups - Specific Ports Unrestricted 1h 3h 12h 1d 3d 1w cuslom (4w) - Line v | Actions ~
Count
12.‘5' . — . . .
6.5
0 03-17522'33
02/27 03/01 03/03 03/05 03/07 03/09 03/M 03/13 03115 (TETER A S— A L] 03/21 03/23
@ YellowResources 2021-03-17 23:15 UTC

(A& ) EFFUERAFINE CloudWatch #HIEHR , H%EEF Actions ( #B1E ) , AFEE Add to
dashboard ( RINEEFIER ) o

BXROUERRUAEFRIFNESZELR , 1558 Amazon CloudWatch A FIEE P4 BIERHIE &,
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& & Trusted Advisor g% (CLI)

RA] LA{E A list-metrics Amazon CLI #5552 & Trusted Advisor B 7] A 3E%R.
Example : FlH Trusted Advisor BIFT B 1845

AR RHI¥EE AWS/TrustedAdvisor TR A LA EF Trusted Advisor BIFTFE 645,

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor

EHmEATREE U TR,

{
"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "EBS"
Iy
{
"Name": "ServiceLimit",
"Value": "Magnetic (standard) volume storage (TiB)"
Iy
{
"Name": "Region",
"Value": "ap-northeast-2"
b
1,
"MetricName": "ServiceLimitUsage"
Iy
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Overutilized Amazon EBS Magnetic Volumes"
b
1,
"MetricName": "YellowResources"
Iy
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "EBS"
Iy
{
"Name": "ServiceLimit",
"Value": "Provisioned IOPS"
Iy
{
"Name": "Region",
"Value": "eu-west-1"
b
1,
"MetricName": "ServiceLimitUsage"
Iy
{
"Namespace": "AWS/TrustedAdvisor",

"Dimensions": [
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{
"Name": "ServiceName",
"Value": "EBS"
I
{
"Name": "ServiceLimit",
"Value": "Provisioned IOPS"
I
{
"Name": "Region",
"Value": "ap-south-1"
b
1,
"MetricName": "ServiceLimitUsage"

b

Example : 3| H#4EENFIEIESR

AR RHIEE AWS /TrustedAdvisor @B ZEHM Region £ELEFIEE Amazon XiEH o] A 1E+R.

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor --dimensions
Name=Region,Value=us-east-1

EHm b IREE U TR,

{
"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "SES"
Iy
{
"Name": "ServiceLimit",
"Value": "Daily sending quota"
Iy
{
"Name": "Region",
"Value": "us-east-1"
}
1.
"MetricName": "ServiceLimitUsage"
Iy
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "AutoScaling"
Iy
{
"Name": "ServiceLimit",
"Value": "Launch configurations"
Iy
{
"Name": "Region",
"Value": "us-east-1"
}
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1,
"MetricName": "ServiceLimitUsage"
I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "CloudFormation"
I
{
"Name": "ServiceLimit",
"Value": "Stacks"
I
{
"Name": "Region",
"Value": "us-east-1"
}
1,
"MetricName": "ServiceLimitUsage"
I

Example : 5|45 E IR B MR IERR

LA RHIEE aws /TrustedAdvisor R Z A RedResources EIFBHUN BB IEEEIFNE R,

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor --metric-name RedResources

EHm b REE U TR,

{
"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Amazon RDS Security Group Access Risk"
}
1,
"MetricName": "RedResources"
Iy
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Exposed Access Keys"
}
1,
"MetricName": "RedResources"
Iy
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Large Number of Rules in an EC2 Security Group"
}
1,
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"MetricName": "RedResources"
Iy
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Auto Scaling Group Health Check"
}
1,
"MetricName": "RedResources"
Iy

]
¥

Trusted Advisor IEFr 4 E

BESRTRATBETLLA T CloudWatch £ B &M Trusted Advisor F5ARFI4EE,
Trusted Advisor &4 5l 1545

B LA LA T 4R A F Trusted Advisor B &,

BHR R
RedResources ATFOEMRBHERE (BUCEIURE) .
YellowResources LTFEEBRSWERYR (BYRAE).

Trusted Advisor 25 5l 4% Bl 38 +5
B LA LA T 4R A F Trusted Advisor 231,

BHr R
GreenChecks LTFEBRE ( RN BEMFEIE ) B Trusted Advisor R ERNHE .
RedChecks W FUABIRASH Trusted Advisor R EIHRE ( BIUCKEURE ) »
YellowChecks W FEHEBIRSH Trusted Advisor REHE ( BiUEZE ),

Trusted Advisor IR ECEN R FEHR
SRATLAfE A LA T B 3 Amazon Web Service [REHIIERR o

BHR iR
ServiceLimitUsage RREAEXNRSEEH ( LB ARE ) WE .

RER BB EE

WA LA T 4 E A T Trusted Advisor &,
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f£ /8 Amazon CloudTrail ig%
Amazon Trusted Advisor 124 & 184

$HE iR
CheckName Trusted Advisor ©EH & FFo

& T LLFE Trusted Advisor ##]& 8 Amazon Trusted Advisor 12 5|
A (p. 59) FREIFMEREZ

RANR A EIRNEE

BRIV LA T4 E A T Trusted Advisor #2331,

Category Trusted Advisor 1 23 51894 o
BT LATE Trusted Advisor A EFEREXRF (p. 30) WA KRN
aBREHXR,

RS ECHIE PR 4 E

WA LA A T4 E A T Trusted Advisor BRSBELEIE R

HE #iR

Region BR S5 BRERAY Amazon Web Services X i,
ServiceName Amazon Web Service #& 5o
ServiceLimit BRSSBCENHY & TR

BEXBRESBRINEZEL , H5H (Amazon —fF5Z) FH Amazon
Web ServicefR#,

£ F§ Amazon CloudTrail i2%& Amazon Trusted
Advisor 32 & & B4E

Trusted Advisor 5 Amazon CloudTrail £/ , JE& 27 Amazon FiEZA . A®E Trusted Advisor Bk
FFTMITIRIEMN RS . CloudTrail 3 Trusted Advisor BB /E R B4R, BWIRNWTAASIERE Trusted
Advisor #ZHAEMREA. MRELNEREIDS , WA LAE CloudTrail EHIFL%IEE Amazon Simple
Storage Service (Amazon S3) 1748 ( 23E Trusted Advisor NEH ) . MREFEBRERIZR , NHAE
CloudTrail ##|& ) Event history ( E#FA LR ) PEEHEH S, £H CloudTral HENER , &B7
LAFE[E Trusted Advisor & 7 fHL1ER, K HERM IP thit, MALZENER, BEROEZHERAURE
i HE R

ETHEX CloudTrail WEZEL ( LENAXNEH#TRENSH ) , B2/ (Amazon CloudTrail AF{E

) https://docs.amazonaws.cn/awscloudtrail/latest/userguide/o

CloudTrail 8y Trusted Advisor &

EI8 B2 Amazon KL | FFEZKF EB A CloudTrail, ¥ Trusted Advisor B4l AR A E ST EHNEHTE
A, ZEFICRTE CloudTraill B4 , 5 H M Amazon IREEH —FERTETE Event history ( BH4HHE
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https://console.amazonaws.cn/trustedadvisor/home
https://console.amazonaws.cn/trustedadvisor/home
https://docs.amazonaws.cn/general/latest/gr/aws_service_limits.html
https://docs.amazonaws.cn/general/latest/gr/aws_service_limits.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
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CloudTrail F#Y Trusted Advisor 15 2

B ) Ho BALE Amazon IKFHREER, BRNTHEHMENH. BXESZRELR , BSHEA CloudTrail =
A EIEREREN

EF4105% Amazon KPR EH ( E1F Trusted Advisor (WE4 ) |, IBEIERER, EIRERC

% , CloudTrail Al B & X #H4£ £ E Amazon S3 EMEME, TRER T , ERFA P EIEBRIRE | LREN
ATFFrE Amazon Xif, LLIRERIZRTE Amazon 2 XA IBZRAMAEXEBHRNEYN , HFAEXHEEERE
EHM Simple Storage Service ( Amazon S3 ) FiE#E. I , BRI UEEH M Amazon IR , #—F HHTE
CloudTrail BEFRENSHHEHEXMTH. EXELELE , BZHATINE :

o BIERERBLE

+ CloudTrail KRS MERK

» I CloudTrail fit & Amazon SNS & 4

o MBANXEFEW CloudTrail B EXHFMZANIKF U CloudTrail HEX 4

Trusted Advisor X #5FF Trusted Advisor ¥ &I & EMN 75 %R CloudTrall BEXHHHEHIE
Fo CloudTrail iBFATRE :

* DescribeAccount

* DescribeAccountAccess

* DescribeChecks

* DescribeCheckItems

* DescribeCheckRefreshStatuses

* DescribeCheckSummaries

* DescribeNotificationPreferences
* DescribeOrganization

* DescribeOrganizationAccounts

* DescribeReports

* DescribeRisk

* DescribeRisks

* DescribeRiskResources

* DescribeServiceMetadata

* DownloadRisk

* ExcludeCheckItems

* GenerateReport

* IncludeCheckItems

* ListAccountsForParent

* ListRoots

* ListOrganizationalUnitsForParent
* RefreshCheck

* SetAccountAccess

* SetOrganizationAccess

* UpdateNotificationPreferences

* UpdateRiskStatus

B X Trusted Advisor 2 HI BB TEIIEK , S Trusted Advisor B4 (p. 104).
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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Note

CloudTrail & 4123 Amazon Web Services Support APl & iy Trusted Advisor API #4E,
BXEZELR | H2HEA Amazon Web Services Support ig3 Amazon CloudTrail API i
A (p. 117)o

BIMEARATRKEBTEARERBEROARGE. BOEEIRBEBEATARE

« EREFEABRAFEIEZER Amazon Identity and Access Management (IAM) A PP 4&EIEL H#Y,
s BREFAAGKERKREEMAFNGERNZEEIERHMN,
- EREFHET Amazon BRF 4 H.

BXEZELR , 51 CloudTrail userldentity 7T,

45 : Trusted Advisor BENX B 5B

BRIRCR2—FEE , TATHSEHEN BEXHEEEZIEEN Simple Storage Service ( Amazon S3 )
#f##. CloudTrail BEX#HBE—IMRZENMAEFRB. —NBEHRTKEBEMREH—MER , SFEBE XA
BRORE, BENBHNE, BRSBEEFEMNES. CloudTrail BEXHTR AR AP BRANEF#
RRER , R ENTREMABEEIRFE R

Example : RefreshCheck ¥ HE% B

UTFRBIERT —4 CloudTrail &% B , Z%Bi%B T AT Amazon S3 Bucket Versioning & (ID
R365s2Qddf) # RefreshCheck &1k,

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName": " janedoe",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-10-21T22:06:182"

}
T
"eventTime":"2020-10-21T22:06:332Z",
"eventSource":"trustedadvisor.amazonaws.com",
"eventName" : "RefreshCheck",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.34.136",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"checkId":"R365s20ddf"
T
"responseElements": {
"status":{
"checkId":"R365s20ddf",
"status":"enqueued",
"millisUntilNextRefreshable":3599993
}
T
"requestID":"d23ec729-8995-494c-8054-dedeaEXAMPLE",
"eventID":"a49d5202-560f-4a4e-b38a-02f1cEXAMPLE",

API fiR7x 2013-04-15
135



https://docs.amazonaws.cn/awssupport/latest/APIReference/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Example : UpdateNotificationPreferences By H& % B

THEHRFERT — CloudTrail B&E%EB , Z%Bii# 7T UupdateNotificationPreferences 1,

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName": " janedoe",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-10-21T22:06:18Z"

}
Iy
"eventTime":"2020-10-21T22:09:492",
"eventSource":"trustedadvisor.amazonaws.com",
"eventName" : "UpdateNotificationPreferences",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.34.167",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"contacts":[
{
"id":"billing",
"type":"email",
"active":false

"id":"operational",
"type":"email",
"active":false

"id":"security",
"type":"email",
"active":false
}
1,
"language":"en"
Iy
"responseElements":null,
"requestID":"695295f3-c81c-486e-9404-fal48EXAMPLE",
"eventID":"5£923d8c-d210-4037-bd32-997c6EXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Example : GenerateReport ¥ HE % B

THEHHRHIERT — CloudTrail B%%E , Z%Bi%#MA T GenerateReport BiE, LLRIESAEN
Amazon HABIEIRE,

{
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"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName": " janedoe",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-11-03T13:03:102"

Iy
"eventTime":"2020-11-03T13:04:292Z",
"eventSource":"trustedadvisor.amazonaws.com",
"eventName": "GenerateReport",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.36.171",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"refresh":false,
"includeSuppressedResources":false,
"language":"en",
"format":"JSON",
"name":"organizational-view-report",
"preference":{
"accounts":[

1,
"organizationalUnitIds":[

"r-j134"
1,
"preferenceName":"organizational-view-report",
"format":"json",
"language":"en"

T
"responseElements": {

"status" : "ENQUEUED"
T
"requestID":"bb866dcl-60af-47fd-a660-21498EXAMPLE",
"eventID":"2606c89d-c107-47bd-a7c6-ec92fEXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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IR0 BB E

Amazon EC2 71 Windows E#I32 T EC2Rescue , P A/ 1Z TEREH Windows S5 AR BhiR 5 &
MR, WERBRIH , LAREB) Amazon Web Services Support HE& B8, #&iE 7] LAfEH EC2Rescue %
WTEBTHEGINEI S8, BXESER , BRI NAEA EC2Rescue £ H 2 # EC2 Windows 324l
LHERRHIEE B ?

13ETIRSH RIEHEE

KZ ¥ Amazon Web Service X #H A RTHETH , LKA USEXETTLHBRET , AGBEKR
Amazon Web Services Support, FTRIEM TIERAEAHFETBERE (BRSHS ) .

&5

Link

Amazon Web Services

HE Amazon Z & MK 4 4R

Amazon AppStream

Amazon AppStream HFEHER

Amazon EC2 Auto Scaling

Auto Scaling #FEHERR

Amazon Certificate Manager
(ACM)

R HERR

Amazon CloudFormation

Amazon CloudFormation & FEHE

Amazon CloudFront

BEPEE | RTMP 2B R EHEE

Amazon CloudHSM

R HERR

Amazon CloudSearch

Amazon CloudSearch #FEHER

Amazon CodeDeploy

Amazon CodeDeploy #EHEK

Amazon Data Pipeline

HEHERR

Amazon Direct Connect

Amazon Direct Connect #EHERR

Amazon Directory Service

HEZE Amazon Directory Service & 0] 3

Amazon DynamoDB PR HERR
Amazon Elastic Beanstalk HEEHERR

Amazon Elastic Compute Cloud

(Amazon EC2)

LR B HEE | Windows S5l [EEBEZE | VM Import/Export [A] B HE
& | API EREIRHEE | Amazon EE S RFHPEZE | Amazon Systems
Manager for Microsoft SCVMM [RIZEHEE | & F Microsoft Windows
BRZ5E8HY Amazon 12l

Amazon Elastic Container
Service (Amazon ECS)

Amazon ECS #FEHER

Elastic Load Balancing

3t Application Load Balancer # 1T #EZ | X Classic Load
Balancer #1TREHEE

Amazon EMR (Amazon EMR)

SRRBHE
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http://www.amazonaws.cn/premiumsupport/knowledge-center/ec2rescue-windows-troubleshoot/
http://www.amazonaws.cn/premiumsupport/knowledge-center/ec2rescue-windows-troubleshoot/
https://docs.amazonaws.cn/general/latest/gr/signature-v4-troubleshooting.html
https://docs.amazonaws.cn/appstream2/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/autoscaling/latest/userguide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/acm/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/Troubleshooting.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/Streaming_Troubleshooting.html
https://docs.amazonaws.cn/cloudhsm/latest/userguide/cloud-hsm-troubleshooting.html
https://docs.amazonaws.cn/cloudsearch/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/codedeploy/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/datapipeline/latest/DeveloperGuide/dp-troubleshooting.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/Troubleshooting.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/admin_troubleshooting.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/DynamoDBPipeline.html#DataPipelineExportImport.Troubleshooting
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/troubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/troubleshooting-windows-instances.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/VMImportTroubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/VMImportTroubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/query-api-troubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/TroubleshootingAWSmp.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/scvmm-troubleshoot.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/scvmm-troubleshoot.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/Windows-Server-Diagnostics.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/Windows-Server-Diagnostics.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-troubleshooting.html
https://docs.amazonaws.cn/emr/latest/DeveloperGuide/emr-troubleshoot.html
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BETRSHNAEH S

&

Link

Amazon ElastiCache for
Memcached

NIRRT REHEE

Amazon ElastiCache for Redis

Xt R P 1T R B E

Amazon Flow Framework EEHFENRHRET

Amazon GovCloud (US) P HERR

Amazon Identity and Access IAM 5 B HEBR

Management (IAM)

Kinesis Kinesis Bl 25 RIBHEE | Kinesis A 85 R BHEE

Amazon Lambda

f£F CloudWatch 2 HrF114532 Amazon Lambda E#X

Amazon OpsWorks

Amazon Redshift

BN R E B

B EFHE | HEAHBFHEE | Amazon Redshift E3Z R FAHEE |

Amazon Redshift B i &R EHEE

Amazon Relational Database
Service (Amazon RDS)

mBEE | NAEFEEEE

Amazon Route 53

Amazon Route 53 [B]@iHEZs

Amazon Silk

R HERR

Amazon Simple Email Service
(Amazon SES)

Amazon SES #EHERR

Amazon Simple Storage Service
(Amazon S3)

CORS [R@#EE | 432 REST # SOAP iR

Amazon Simple Workflow
Service (Amazon SWF)

EAT Java 9 Amazon FRiEZ : MBEHEMNEIRET | EA T Ruby

B Amazon JRAEZR : [EHEEMNF R TERE

Amazon Storage Gateway BEE M < [RIR
Amazon Virtual Private Cloud = HERR

(Amazon VPC)

Amazon WorkMail

Amazon WorkMail Web 51 T2 7 B HE R

Amazon WorkSpaces

Amazon WorkSpaces B @@ HEZE | Amazon WorkSpaces % F ifi 4]

BHE

Amazon WorkSpaces Application
Manager (Amazon WAM)

Amazon WAM R T2 F BFEHERR

API fiR7x 2013-04-15
139



https://docs.amazonaws.cn/AmazonElastiCache/latest/mem-ug/Troubleshooting.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/Troubleshooting.html
https://docs.amazonaws.cn/amazonswf/latest/awsflowguide/troubleshooting.html
https://docs.amazonaws.cn/govcloud-us/latest/UserGuide/govcloud-troubleshooting.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/iam-troubleshooting.html
https://docs.amazonaws.cn/kinesis/latest/dev/troubleshooting-producers.html
https://docs.amazonaws.cn/kinesis/latest/dev/troubleshooting-consumers.html
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-functions.html
https://docs.amazonaws.cn/opsworks/latest/userguide/troubleshoot.html
https://docs.amazonaws.cn/redshift/latest/dg/queries-troubleshooting.html
https://docs.amazonaws.cn/redshift/latest/dg/t_Troubleshooting_load_errors.html
https://docs.amazonaws.cn/redshift/latest/mgmt/troubleshooting-connections.html
https://docs.amazonaws.cn/redshift/latest/mgmt/db-auditing.html#db-auditing-failures
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/APITroubleshooting.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/troubleshooting-route-53.html
https://docs.amazonaws.cn/silk/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/ses/latest/DeveloperGuide/troubleshooting.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/cors-troubleshooting.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/HandlingErrors.html
https://docs.amazonaws.cn/amazonswf/latest/awsflowguide/troubleshooting.html
https://docs.amazonaws.cn/amazonswf/latest/awsrbflowguide/programming-troubleshooting.html
https://docs.amazonaws.cn/amazonswf/latest/awsrbflowguide/programming-troubleshooting.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/Troubleshooting-common.html
https://docs.amazonaws.cn/vpc/latest/adminguide/Troubleshooting.html
https://docs.amazonaws.cn/workmail/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/admin_troubleshooting.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/client_troubleshooting.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/client_troubleshooting.html
https://docs.amazonaws.cn/wam/latest/userguide/troubleshooting.html

Amazon Web Services Support i {55

SN 9 h S
XA LIS
TRNE T B Amazon Web Services Support BRSs £ — R & m USRI TP EEE X,

+ API R : 2013-04-15

TRNEBTH 2021 F£5 A 10 BLRI Amazon Web Services Support 1 Amazon Trusted Advisor 3 #4589
BEEFEH. BULUTH RSS BREREXEFHNEA,

update-history-change update-history-description update-history-date
EF T Trusted Advisor B9 Trusted Advisor 2§ & H Y 2022 %7 A15H
# (p. 140) Preferences ( Hi&Il ) T E B 1T

TEH. BREZELR , ESH
Amazon Trusted Advisor Al

F# T Trusted Advisor B3 EHTREUEEUTER 2022 7RH7AH

# (p. 140) + Alert Criteria ( 125 )
+ Recommended Action ( ZiLHY
B1E)
- HM#RR
+ Report columns ( k&% )

BXxEZER |, #55H Amazon
Trusted Advisor &S %,

F3# T Amazon Web Services BTN BNAEBEN ISR 2022 F 6 A 28 H
Support B934 (p. 140) B 3o

s EHUAEMNZEFRG

o WFEEBERR

BWT BEFTHARSHEXBER 2022% 6 A 238
AWSSupportServiceRolePolicyitife, FEMITIEFRS
B3 (p. 140) WR, BXELZER &

2% Amazon T E K
AWSSupportServiceRolePolicy.

B3 T Trusted Advisor BJ3X Trusted Advisor X#R B 2022 £ 6 A 23 H
4 (p. 140) Amazon Security Hub By E

Amazon B Z £ RERKLZ LR

HiEg, BXEZER , BSHE

o Amazon Trusted Advisor 2

B EE.
F3# T Trusted Advisor B3 AT BXOMAERE MRS RE 2022 F6 B 21 H
4 (p. 140) NWEZER, BXEZER , BS

58 AR 55 PR o

BE# 7 Amazon Web Services Support FOMVEHIAHTHEBIZE 2022 %5 H 18 H
Support B3 #4 (p. 140) BB EZLFEH., BXEZER &
SRR I ENIRERE,
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https://docs.amazonaws.cn/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#preferences-trusted-advisor-console
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.amazonaws.cn/awssupport/latest/user/monitoring-your-case.html#update-support-cases
https://docs.amazonaws.cn/awssupport/latest/user/troubleshooting-support-cases.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/service-limits.html
https://docs.amazonaws.cn/awssupport/latest/user/case-management.html
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B ¥ T Trusted Advisor B93Z
4 (p. 140)

BT

i 7 5ERAF Amazon EBS

#1 Amazon Lambda #9348
&, BXEZELR , BESREH
Amazon Compute Optimizer A8
i0 Trusted Advisor 2,

BT ARSHEXABRE

AWSSupportServiceRolePolicyiftlfs, EEMIZIFRSH

93244 (p. 140)

EH 7 AXHBHH SR
RS (p. 140)

BT Trusted Advisor B93Z
14 (p. 140)

BT

R, BXESFEE B
2% Amazon FTE K
AWSSupportServiceRolePolicy,

WRENEFEINERF. B
XEZEER , ESHENR Amazon
Trusted Advisor & ZE/ B &,

REEER B E Amazon Direct
Connect REEEH. BXEZE
B, #S R E R Amazon Trusted
Advisor &R BHE,

BT ARSHEXABRE

AWSSupportServiceRolePolicyitlfs, EEMIZIFRSH

93244 (p. 140)

7 INT Amazon Trusted Advisor
Priority #93Z#% (p. 140)

¥ #1 74§ Amazon EventBridge
AT Trusted Advisor #13X
4 (p. 140)

3 F A Amazon EventBridge
k44542 Amazon Web Services

Support RFIHIFT X (p. 140)

BT

R, BXESEE B
2% Amazon FTE K
AWSSupportServiceRolePolicy,

AT LAfE A Amazon Trusted
Advisor Priority E#FHEREFZ
B (TAM) RRAEHE £ BT &R,
BXEZELR |, #H5 % Amazon
Trusted Advisor Priority Al 7,

BT LABIZE EventBridge #1LM LA
WX R E Trusted Advisor &
WEHR, BXEZER , HZH
f# A EventBridge %1% Amazon
Trusted Advisor REL R,

& LU 3 EventBridge H10 LA
BRBEREXREHNXIERGNE
H, BXEZEL , BZHA A
EventBridge ¥1%# Amazon Web
Services Support 24l

EIMTARSHERABE

AWSSupportServiceRolePolicytlk®, BEMZHRESH

B 3Z#Y (p. 140)

#i17 BX5 Amazon Security
Hub SER 8 CHY (p. 140)

IR, BEXEZEE | &
S5 Amazon L E R
AWSSupportServiceRolePolicy.

IME |, BATLAE Trusted Advisor
BEIAHEER Amazon EftR %
BESXKRZEFREFRR Security
Hub ¥R EER, BEXESZE
B | 887 Amazon Trusted
Advisor & & PR &EE Amazon
Security Hub #4,

2022 5AR4H

2022 %4 A 27 H

2022 % 4 A 25H

2022 3H29H

2022 %3 A 14 H

2022 %2 A28 H

2022 2R 21H

2022 %2 A 21H

2022 %2 A 17 H

20221 A 18 H
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https://docs.amazonaws.cn/awssupport/latest/user/compute-optimizer-with-trusted-advisor.html
https://docs.amazonaws.cn/awssupport/latest/user/compute-optimizer-with-trusted-advisor.html
https://docs.amazonaws.cn/awssupport/latest/user/compute-optimizer-with-trusted-advisor.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-priority.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-priority.html
https://docs.amazonaws.cn/awssupport/latest/user/cloudwatch-events-ta.html
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