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ACM REREEEHR ?

4 2 Amazon Certificate
Manager ?

Amazon Certificate Manager (ACM) &8I, FEMEIT N B RFE SSL/TLS X.509 U HFZHMNE Z
B4, ZEIERNBATRF ENAmazonME B AREF. BAINEERBET ACM £XRIER , ZEBIFE
=HIERF A (p. 48) ACM BEREF , REMAmazonfiS (p. 3)RMIEFH, ACM IEFH AT LR &

—gE. SMNBEEE. BEREFEIXEGHEAS. ACM BEFIERATURFERKEN Fig, BEATUS
H (p. 53)H ACM Private CA £& M ACM iE+H , LUBFERZ PKI FHEMAEREA,

ACM RF—REEEHK ?

Amazon I EREBIEE X509 IEBHEFRA T M MNET, BEREHZEFERNERS

1. Amazon Certificate Manager (ACM) - WWARFERFEEMHEA TLS #R Web FHEZ2MMHEWEF, ACM
i@ Elastic Load Balancing, Amazon CloudFront, Amazon AP| Gateway Fl & fth %5 5 Amazon R
% (p. 3)HTHE, KRBELWNAR-IMEEAEREN R LAY, ACM EBY BAFELITE
HEPEILT Z2EE, KRFEFERTE.

Concepts (p. 115)

ACM iEBH1E (p. 1)

XEHXE (p. 3)

5 Amazon Certificate Manager SRR (p. 3)

M35 L ERMEERR (p. 6)

AP REELER (p. 7)

RERE (p. 21)

Amazon Certificate Manager E4#t (p. 8)

ACM i P45E
ACM EEMNNEIEH EEIX — T HANRAY — L 431E,
Note
XEEUER T ACM BENIER, SITEFERTFES AZ ACM FEES (p. 48)6
HAF (DV)
ACM IEBEEZRIFHRIE, hFRIE , ACM IEBMNETFZRMNIRIRG R, FR ACM IEHAT |, AT

RiFACHARATUREERPIEENAR, EWLBEER S FER#s DNS KRIEFFER. AX
BEZELR , B[ L FEH4IRIE (p. 33) F DNS KiE (p. 30).
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ACM i 4FE

BN

BEl , ACMIERH BB R 131MA (395K ).
RELITNEE
ACM BEEZIT ACM E B U REITZEMBIEPHN IR, BZLITAUBHERERIEIREES R, W
HRSHME BN ET. BXEZEER , BSEACM IEBHEELIT (p. 40).
AR BRA B AR FEE
‘G¥E Google Chrome. Microsoft Internet Explorer Hl Microsoft Edge, Mozilla Firefox 1 Apple Safari

ERNFIEEZENRRYET ACMIER, B SSL/TLS EZERFEH ACM IEBH M RE |, §F ACM
RN EEFSELRSER P ER—MESIRIR. Java BEFE ACM iEH,

ZMNERB
HBNACMIEBMREL>BFE—NTLREFHSE (FQDN) , HEEAIUEZERRNEeEE. Hlm, X
B8R www.example.com 812 ACM iEH A |, BT LURIE S www. example.net , AEZEF AL
AXANEHZ —hR SN =BT, F£2ZEAE (R ATMREREE) , EREEDE. BREH
EA LN www.example.com &3k ACM iE$ H RN E example.com. BXESZEER |, HSHERL
BiE$H (p. 28)o

BEAFE R

ACM AT ZEREHREAES () KRBT SBEFEHH ACM IED |, ZIEHATUREE—MIHH
SR, Bl , * . example.com AJ LRI www.example.com images.example.com.

Note

BREEFFERN , ES () 2PN TEHBAREMNLE , MERERF —NFEHRH. Fl
i, *.example.com AJLARH login.example.com H] test.example.com , {EFEE
fR#" test.login.example.com, BIEEE , *.example.com {N{RI* example.com HJ
FiF , MARPRERTNS (example.com), B2 , BALNBENEERFEESZMNASE
KERAGFPEHRMALISREFFHWER, 0, BALERATRY example.com
* ,example.com BYiE$H,

=57
IERMBRIEEEEMERA KD, Bal , ACM XBUTAEHHAEE (ESHHRAPIEBH) ¢
+ 1024 {iZ RSA (RSA_1024)
+ 2048 fiZ RSA (RSA_20438)
« 3072 { RSA (RSA_3072)
+ 4096 fiZ RSA (RSA_4096)
« Elliptic Prime Curve 256 {i (EC_prime256v1)
« Elliptic Prime Curve 384 {i (EC_secp384r1)
« Elliptic Prime Curve 521 {i (EC_secp521r1)

Important

FEER , ERBRSAATREIBNEEZNBZANNSERFEXRRK, KA, XHZFRIEHSZE
SAE IAMER ACM MBMES. BXESZEER , SRS MRS X,

+ XIF Elastic Load Balancing , {525 Application Load Balancer # HTTPS il &5,
« XF CloudFront , &R ¥ X ## SSL/TLS XM EE,
Punycode

RIUH BT EEFREEE BXH Punycode B3R :

MR 1.0
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https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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SR XIE

1. BA“<character><character>--"# X F L 913 B B A5 “xn--"— B,
2. Blxn-"FF kg B t MR B R ERRMLE R

Punycode R4l

H& WBREH RRERH BAF  EE

1 2
example.com FEH TEA v TR BA“<character><character>--"FF 3k
a--example.com FEH FEH v T £ LL“<character><character>--"JF 3k
abc--example.com | &M TiEMA v TR BA“<character><character>--"FF 3k
XN--Xyz.com 2 = v BN ERRIEA ( BB E.com )
xn--example.com = " X FREMWEREA
ab--example.com B & X AR “xn--"FF 3k

EEBEUTIA :

« ACM FE#F BRIF (EV) iEBHWRIE (OV) iEH.
« ACM T SSL/TLS thX AS B E At IR HHE
o BTEEMEA ACM i3 1T B FHB 4 INER

« XF ACMiE$ , ACM BREITAFBIRHFEEUERLEIT (p. 40). WA, RELITTERATESA
E| ACM HHEYIEH,

o BTER Amazon HAEREA (HlILL amazonaws.com, cloudfront.net B elasticheanstalk.com £
BHEE) HRIER,

« BFREN ACM IEB THABERR,

+ SBTRETE Amazon Elastic Compute Cloud (Amazon EC2) ML= N 2 F LiE#E R % ACM iE$, {8
2, BULFaCNIIPATEAERRS. BXEZELR , HSH5S Amazon Certificate Manager
ERMBES (p. 3)o

SIFRY X 4,

EihEAmazon— i SE A Amazon K ML ImT & , iE&AmazonXig 5% |, 7 # ACM K X137 A
o

ACM HHIERE T XHHERR. BEENZ MmazonXiGFHRANTELRESE (FQDN) 5 FQDN AFHEH
AT Elastic Load Balancing , %M A BN BFERRE A —MEH. T ACM REMIESH , XEREER
PAEHBIEENMNXBWIEBFHENEE, EFEEEX Gz BAEHESR,

ZE7£ Amazon CloudFront F{fEfH ACM iE$ , THRREGEEZERD ( #BFRILILI ) KiGHER (HHIA)
ZiEH, XEHFEEA CloudFront ZE XA ACM EBHALSBBNZSEEBENFIEHEME.,

5 Amazon Certificate Manager SR YIRS

Amazon Certificate Manager X#&#Amazon RS MR ML, BT EZEEEE FAmazonIMLH N AREF £
Z% ACM IEBHFAHE ACM Private CA iE$H,

MR 1.0
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https://docs.amazonaws.cn/general/latest/gr/rande.html#acm_region
http://www.amazonaws.cn/about-aws/global-infrastructure/regional-product-services/
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SRS

Note

N8 ACM iEH A LA R EEE#Z Nitro Enclave (p. 5) B9 Amazon EC2 3§l £ | (ERAER %

B E fth Amazon EC2 3=l £, BXEREEZ Nitro Enclave B Amazon EC2 3£l LigE i 1
Web BBEBNEER , TS FHIE | £ Amazon Linux 2 %% LAMP Web RS SE5EHIE  £H
Amazon Linux AMI Z% LAMP Web fRZ525.

ACM IEBZUTREXE
Elastic Load Balancing

Elastic Load Balancing F& AW R ARFRE B3 2B E £/ Amazon EC2 261, BEERMEITF
EFERRG , HEREEFEHIZSTEENSS , BEEESTFAEENEFIRE N L, Elastic Load
Balancing Bz BHIERAGBREBUNNEZARE, BXAHIENESZEE , iS5 Elastic Load
Balancing i F 1§/,

BE , ATEN SSUTLS R#tZ2AE , ARHEHRLEREAHIIE SR LR /FiH Amazon EC2 K4
E %% SSL/TLS i+, ACM & Elastic Load Balancing 5% AT fa & 19788 L %8 ACM iE$H, AXE
SR , HS 612 Application Load Balancer

Amazon CloudFront

Amazon CloudFront 2 —I1 Web RS , AINS KA G AMEERMAS , NTNRFISTEDS

Web AA S EAKEAFPNIERE, KA EREELEBT CloudFront 2R AR | ZFH PR
HERHUFEEENIEL S, XHETUBRRTREUSKEMEAHNR. NRERNREIELEHES
L, CloudFront S EIZERNR, MRABBE G TEL LMK L |, CloudFront FFMNEEHE N BRHAN
AIRH Amazon S3 E# R Web REBHFREANS., BX CloudFront WEZEER |, iS5 Amazon
CloudFront FF X A R 16/,

RN TEN SSLTLS ##HEZ£HNZA , CloudFront #ER7E CloudFront P ELEFin N B IR EZ%E SSL/TLS
iE$, ACM 5 CloudFront ££EATE CloudFront 2Bl EZ8&8 ACM iEH, BEXEZEE , HSHIR
SSL/TLS iE$,

Note

E 1 CloudFront £ ACM if$ , FHRRSEXERS (HFHFRLILE ) KiHERREA
ZiEF,
Amazon Cognito

Amazon Cognito H&H Web MBI NARFRESARIE. BRRNNAFEE, AFAEARARENE
BEEES , W UENE =7 (6l Facebook, Amazon, Google 5 Apple ) &%, B Amazon
Cognito WEZEE , iHZH (Amazon Cognito FFAARIERE) »

L& Cognito A FthBELE 7 5 Amazon CloudFront X328 , CloudFront ATELEA ACM IEBRR
FEHENENRZS, EXMERT , EEE , BHEBRIERSE CloudFront BKEL | ST BT E M
38

Amazon Elastic Beanstalk

Elastic Beanstalk A/ # B EEAMazon= P BENEENARRF , MAEFEOSTXER ARFHNERM
M. Amazon Elastic Beanstalk AIREEEE M, BRE L[N AEF |, Elastic Beanstalk fF B3
WEBEXAEME. AHYE, FEMNETRRKENIBBIFMELR, Elastic Beanstalk £/ Elastic
Load Balancing BRE R B 71 #15#85. X Elastic Beanstalk WE Z{E 8 , 2% Amazon Elastic
Beanstalk FF A AR5/,

EERFILP , BN IIE Elastic Beanstalk 2 H AR N BHNNAEFEEMEYES. BEXEZER,
&2 Hf B Elastic Beanstalk FMEH g5 #25 LAL& 1F HTTPS,

Amazon App Runner

App Runner  —HlAmazonfz% , BRRME T —fiRE, REELFERNAR , NERBRESES
BEDEEHAmazon=H AT BEZ 2K Web RARF. BFFEXIFHEAR. REEFEHAVITER

MR 1.0
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/create-application-load-balancer.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-procedures.html#cnames-and-https-getting-certificates
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-procedures.html#cnames-and-https-getting-certificates
https://docs.amazonaws.cn/cognito/latest/developerguide/
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/configuring-https-elb.html
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SRS

%, WA FETHNATREME EAmazon® R, BX App Runner WEZE LR , i5ZH Amazon App
Runner 7 & A A 15/,

MIBFHENHE A E App Runner BRE<BLET , App Runner 2ERNZSIE A T REREE R ENIES.
CIBFHTE ACM F, FEHSENRSBUERBERRSHEMBRE XA , App Runner &Ml BRix LeF
#, BASEEDNT , EEZETHINBIEREMEP, BXESZEL , H2 5 Amazon App Runner
FEAREBEFPWEE App Runner RS H BHE LIFE

Amazon API Gateway

FEEBIIRENSRANYERMN (IoT) WEARE , SIZTATHRKEHE Amazon LHERREREN
API B AREIE, BLAMER API Gateway &7, 43, SRR EH AP, F AP ZBEZ] AP
Gateway & , BAILLUEEBE VB UFLNEHER. BEREBENES , Bo4FUR#E SSL/TLS iE
H, ZBALER ACM ERBS AIEH, BHX Amazon AP| Gateway WEZELR , 51 (Amazon
AP| Gateway FF & AR 3¥EF) o

Amazon Nitro Enclaves

Amazon Nitro Enclaves  —I Amazon EC2 Th&E , € A EM Amazon EC2 L4l 2R ITER
¥ | %7 Enclave., Enclave I3 H, BILHNASEZROELN. SIEHEXRFANR SR
EETEE, eiUYEEBAEESE. REXNFRIBAZBEHEN, AFPFEET SSH # A Enclave , FER
XM HE. NSARFRAS (SREAFREERR ) TEHHEZ Enclave RS BIENNBRERF.

HE#£ 2] Nitro Enclaves Y EC2 E£4I%# ACM ik, BXREZER , S A T Nitro Enclaves £
Amazon Certificate Manager,

Note

B EERF ACM EH 5 RiE#EE Nitro Enclave B9 EC2 SEHI#E<Ek,
Amazon CloudFormation

Amazon CloudFormation A& B Amazon Web Services RiRFFTEEFRE., HoIE2—ME
MRSk H R % B F By Amazon@ R , 30 Elastic Load Balancing & API Gateway, $&/& , Amazon
CloudFormation FH BT AN EFENEEXLERE, BLEFLMLENEE Amazon BIRH T ## what;
Amazon CloudFormation A4 B FFEIX L TR KBNS . ACM IEBENERERBTEERN ,
X Z K& Amazon CloudFormation AT ATER ACM iE$ |, & A LAEAmazon RS # {E Aix Lif B3R E A
REEE, I, ACM LB ST ZE T UUFRIA Amazon CloudFormation i BRI Amazon &R —EaAE
EHo

A X CloudFormation B —#%EE. , 55 R (Amazon CloudFormation FIF¥5F) . ET#
CloudFormation ## ACM &R , 3R AWS::CertificateManager::Certificates

HF Amazon CloudFormation 1258 KK Bzh{tThEE , SBRAZBHITPEF , SR EEAH
Amazonlk FHIER T, RINNBIZEEER T Amazon CloudFormation B9 ACM &1{E3EEE,

Note

T RIEEH Amazon CloudFormation #12 ACM iE$ , Amazon CloudFormation #i% &R B £
CREATE_IN_PROGRESS 75, {E{ii# —F I HERIBEFFIER , EREIRBIEBRIIEF
BRIV BARIERN L, BXEZELR , BSRARELNE. EF DM BRERRER R T ER
EIE,

Amazon Amplify

Amplify R—AHEZTHEN T EMIDEE , Faiis Web MBI & A B BB PR E A i 1E Amazon £ 1978
=R NMARF. Amplify IREFHTRS : Amplify Hosting 1 Amplify Studio. Amplify Hosting 12 7 &
F ot NTHER , ATREFEDBEN SR ETRSEHE Web NARF. Amplify Studio  —NEMHFF X
R, AR AT BRI £k Web MBI N ARFNGIE. £/ Studio EH—HRENATAK Ul H414
Bl Ul , SIBNARFRR , ASEREEEE—E. BX Amplify WEZEE , i55H (Amazon
Amplify AFIERE) o

MREREEEEREINARE , Amplify 26 &R F5R — 1 ACM IEHRESF ZH.

MR 1.0
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https://docs.amazonaws.cn/apprunner/latest/dg/
https://docs.amazonaws.cn/apprunner/latest/dg/
https://docs.amazonaws.cn/apprunner/latest/dg/manage-custom-domains.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/
https://docs.amazonaws.cn/apigateway/latest/developerguide/
https://docs.amazonaws.cn/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.amazonaws.cn/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-certificatemanager-certificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-limits.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-bestpractices.html#best-practices-cloudformation
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.amazonaws.cn/amplify/latest/userguide/welcome.html
https://docs.amazonaws.cn/amplify/latest/userguide/welcome.html
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Wik L E R/ EE BT

Amazon OpenSearch Service

Amazon OpenSearch Service @ —M#ERMH M52 , FARFIFEEES N, INNARFER, |
HRONE, BXESZELR |, B2 (Amazon OpenSearch Service FF XA RIEE) o

BIBEE HE LEHMAK T S8 OpenSearch Service £88t , BA A ACM Fl—MEP KRB < B
Application Load Balancer,

P v 25 T M ASEHAR

[

Amazon FREMIEXE B FAFHEHBHRAEATAEZ —

+ Amazon Certificate Manager (ACM) TiRHETHATEHCMENZEMLXE, NREFEFEAMUE
E WHMMNE=AMEELRE. RIMNBNEER-RENFRTEHNBERELZNALERLIZTIERANLTS
,

« Amazon FAFSEERRERAELEPHE, NESEREEET, XXBENWESENRETLE
WEFIBTER ACM REHMNY , FESBAEL A TESEBEDRLEE. ATHRFPERINNER
M Amazon FE |, BT AV LUIXFh 75 =6 A RATEI R FBAR o

AR Amazon Certificate Manager (ACM) Service Quotas & F & 1MNAmazon X 58 & MAmazonlk /o

ETHRAULUFARMLRL , HSH Amazon —RSEERPIW ACM Eifik. EEREGMES , FE
Amazon Web Services Support F /081261,

Ale, o~
= A B 2

B ERIABLER

ACM iEB¥E 2500

T HAF B S AV E TS AR AR T A b BB

H ACM Private CA # ) CA EEZMIEBTRit AL E

B,

B ACM IEPHEE ( HKIE 365 X)) BRI P B R PR S
BRFE, RXENREKFIURENIERHRERS

= ACM iE BB FME. Filan , mRENEEH

2500 , NESFEAUELEXFHNKS PREHRS

5000 1 ACM iE$. LA ERRIREER 2500

fEP, BE—FMNIER 5000 HHEFH , MABRIEH

FHIRR 2500 f0E P F BER A B A, W RAE(EM
SSTEMRTRIFTEMERE Y 2500 47, BABER

Amazon Web Services Support F1lro

i ACM Private CA Ff) CA LZWIEBRiT ALLE

£

ESAERHNHKE 2,500
BESANIEBHEE (KRIE 365 X) S P B AR B 7 45

MR 1.0


https://docs.amazonaws.cn/opensearch-service/latest/developerguide/
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/customendpoint.html
https://docs.amazonaws.cn/general/latest/gr/acm.html#limits_acm
https://console.amazonaws.cn/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
https://console.amazonaws.cn/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
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AP| R X E &
b= ZRINELE
4 ACMIEBHEEHE 10
B4 ACM iEBHIZRINEF N 10 MAR. BHEH

AJEAR T,

BRINE-—NEBENEPNEELRAE (CN) 2
BERN. IEEHBESETBERENT B,

BRZTALIER 100 MEE. BEERESES ,

I Amazon Web Services Support /0B —
NS, BEVBREGIZE , EFXTHRECH

BFERHFRIENERT , RNEZEHE 2LET

KREZNERIH, BEXEZEER , BZHER

iE (p. 22)o

N ACM iEBHIHERESLGER T ACM =REHH
P, WEFHATERTESAE ACM HRYEH,
TE/LFGERT ACMEH,

API| RRELEN

LT ERSERTFENXEMKF K ACM APl, ACM FATFEMNELERS APl 53R , E4EURT API #
. TREKEHTEREL TSV ERKNVBRELRS , ACM %?E*ﬁ)?zlﬁnzﬁx&ﬂﬁlﬁ'ko MRERZRIR
# , ACM fiR[E ThrottlingException iR, T?EE'J& THEA APl RER ACM REIZBREEFROE
%Jﬁo

Note

BT TR FIHE APIREN | ACM E T LU AR E ACM Private CA BIFER
IssueCertificate B, HX IssueCertificate WHRIMEREFEE , FSHERT ACM
Private CA Y4 im 77 | FELET o

1 ACM API REN S E REEE

API i BYERK
AddTagsToCertificate 5
DeleteCertificate 10
DescribeCertificate 10
ExportCertificate 5
GetAccountConfiguration 1
GetCertificate 10
ImportCertificate 1
ListCertificates 8
ListTagsForCertificate 10
PutAccountConfiguration 1
W7 1.0


https://console.amazonaws.cn/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
https://docs.amazonaws.cn/general/latest/gr/acm-pca.html#limits_acm-pca
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EM
API BREREK
RemoveTagsFromCertificate 5
RenewCertificate 5
RequestCertificate 5
ResendValidationEmail 1
UpdateCertificateOptions 5

BXEZEELR | 52 Amazon Certificate Manager APl &%,

Amazon Certificate Manager E#

%t F 4 Amazon Certificate Manager B2/ SSL/TLS if$ , BLAEEXINTFNTH. BRERNEHEH
FETRLRNAREFE Amazon BR{T%R. BXRHEHH ACM EMER , HSHAmazonM ik E#Y Amazon
Certificate Manager BRSSE #  H.

MR 1.0


https://docs.amazonaws.cn/acm/latest/APIReference/
http://www.amazonaws.cn/certificate-manager/pricing/
http://www.amazonaws.cn/certificate-manager/pricing/
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BRERF

Amazon Certificate Manager H Y %

1%

Amazon T EUN =R M. ATHAENREMEBRBNALNTR , RINTET EFESR2MNHES
FMERE, R Amazon B, MK EHFEH OMMERETZ R,

Z2MRE Amazon MEHHERE. TEHLEEIFEFERNCNREMNEFHNR2ME

« THZEM - Amazon AFTRIE Amazon =HIZTT Amazon RS EMIEHE. Amazon &[G EH
NMZEEANES. F=AFZAERNENBRERINZSENERMYE , £ Amazon Compliance
Programs B —28% . B 7 #&iE A F Amazon Certificate Manager W&# IR , SRS EITIBE N
B Amazon RS

- TPHNRSMN - BHREHEERH Amazon RFRE. EEFENHCERAT , BEEHHRENBR
. BRTRHERUNEREREN,

I ST ARG RS B AR T FR AN 5 A Amazon Certificate Manager (ACM) Bt AR EE R, T EHiHA M
A E ACM MEHEBNZ LM EHAM B IR, FEL T A A E thAmazon R SS SUES B B M R FR I
ACM &R
E3 ]

+ Amazon Certificate Manager F FIEIER T (p. 9)

+ Amazon Certificate Manager #9 53 #1i7 E & (p. 10)

» Amazon Certificate Manager FHI ¥ FEIREBEH (p. 20)

« Amazon Certificate Manager F Y E /iR EL £ (p. 20)

o BX{ESEER (p. 21)

Amazon Certificate Manager & FYE 3B R H

AmazonF £ E#E EM T Amazon Certificate Manager A EIER . MiZEXHFHR , Amazon ik
{R3PIZ4T AT Amazon Web Services = B IREMIEHE, BAREPNIESEHEMEHE ENRSHIEZE
#l, LENBBIEEFTEAE Amazon Web Services WEZLBEMEETS, BXBERANESER | &
SRBAERFAE B,

HTFHERPEN , RNBUERS Amazon Web Services I~ FEE H 4 Amazon Identity and Access
Management (IAM) R EZMHWAFKF, XNEASMNAFPFRFETEIFEREMENNER. RINEEE
BEE BT AR RS EBIE
« NEAKF A Multi-Factor Authentication (MFA).
« £/ SSL/TLS 5 Amazon BR#TERE. B TLS 1.2 RESRA.
 f£H Amazon CloudTrail Zi& APl A &3 HEHiEHR.
« £/ Amazon INZEFRFTREK Amazon RS HFTERIAZ £,
. FAESRKEERELRS (W0 Amazon Macie ) , EEBI T AT MR 17 TE Simple Storage
Service ( Amazon S3 ) FMN ABIE.
s MBEEBLHHTREDR API 15E Amazon EELX FIPS 140-2 RIFMINBER | FER FIPS &
Ro BXRAAN FIPS HRNESEER , B3R (ZEKFAEELLERAL (FIPS) 5 140-2 i) o

MR 1.0
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http://www.amazonaws.cn/compliance/shared-responsibility-model/
http://www.amazonaws.cn/compliance/programs/
http://www.amazonaws.cn/compliance/programs/
http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/shared-responsibility-model/
http://www.amazonaws.cn/compliance/data-privacy-faq
http://www.amazonaws.cn/compliance/fips/
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ACM FAEZfRTEM

BNBIEWENDHNRELSRBBER (FINEEFWETERFii ) RAGEHBHENZER (5
MEMRFR ) . XBEFEHAZEIA. APl, Amazon CLI S AmazonF % T ES4E ACM RE BAmazon RS
i, BEATEMHNRIHEERRNFTEFRANTARBERTELATIIRRZEH AR, NRERNIDR
FERM URL , BA15EZVEWETEE URL FESKILEERBRIEEX ZRSB/HNFER,

ACM R EZHZE M

LBERLNEIULS (p. 28)A8F , Amazon Certificate Manager (ACM) &£ R — M AB/REBHAN. HTFS
ABVES (p. 48) , BAERBAN . NEBHNRAERH —E2. ACM FEFHIEPREENNFAER
%8 , 3£ A Amazon Key Management Service (Amazon KMS) R#E BRI FAE B4, ZIBHITHEFRM
TAIR :

1. BRTE Amazon KB ERF S AEHAE , ACM 281E—/51HH aws/acm BIFEE Amazon KMS
keyo. It KMS Z4A7E8 Amazon Ik MBS Amazon XigiHh#2 M —1,

2. ACM fEM Itk KMS MZIERHFAEZE. ACM RFHEMERNALERS , MALUEN AR FHEILE
40, ACM AR — KMS Z4AE4FER Amazon ik F4FER Amazon XA MZEMEIERHNIAE R
%HD

3. FHEPH KB B S Amazon Certificate Manager SR RSEET , ACM &FHERMMBNAEZHARIZAR
%o, AT Amazon KMS HEIERN , NI AT ZREEA KMS BAXRBEZEPHWIAEER. FXR
PN EZELR , 55 Amazon Key Management Service F X A RIS FERAEN, Hx ACM X
WIRESHWESRELR , H2 W 5 Amazon Certificate Manager £ HI RS (p. 3)o

Note

ZR R B3 618 Amazon KMS 21X, RA TEMRERBRLRN , NaXEERRS
# ACM IhgE,
4. KRS ER KMS BARBELEENR. K5, ZIRSEALELNBRBYN (AXF) RARAELERT
PRz MR 2 BFEEE (SSL/TLS £iF).
5. HIEBEEMBRFEUEXRIEKE , £SR3 HolBHRICFRER. XEWE , ZRSFBITLUER KMS
RARMBELEPHLEES.

Amazon Certificate Manager # & 19§11/ 7] & 12

%t Amazon Certificate Manager (ACM) B9 R ER 2 Amazon AT A AR E RV ERE. UTEBR
¥ S BRI A A Amazon Identity and Access Management (IAM) 124 # 8215 R #&H9 Private
Certificate Authority (CA) , M #E BRI B4,

SR

BRI LA T EE— KM 5 41518 Amazon :
« Amazon Web Services K/~ £~

HIEBIE Amazon Web Services i I , HAIEANZ — XK R PTE Amazon Web ServicesFl#
BHRETSTRINENEZSHD. WFDFA Amazon Web Services P AEAF |, A E 012K P 5t/
A B FEp4ibut MZEBER , BAREZEH, BIEBRNUETEFRRAFNITHERES. RV EFRA
PEIE , #AEAXEEERMITNRAFRTURTHES. EXEREUBAFEHERNESHTES
% , 52/ (Amazon —fx&ZE) FHEERAFZIENES,

. IAM B R4A

IAM i 7= RAmazon Web Services K= X EMNA A RBARFERRENRG —NFH, EAIENER
T, BRNBWRB T IR EIE , MARREAKYEILE (NFBMEEESR ) B9 IAMAF, BR , AR
LRE-LRENEAZRFERHAZIEUR IAM AP , RINBUERRHREN. AXESELR , H5H
(IAM BF$ER) RN TREERBFTIENER S ERRRIGFZH,

MR 1.0
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https://docs.amazonaws.cn/kms/latest/developerguide/grants.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
https://docs.amazonaws.cn/general/latest/gr/root-vs-iam.html#aws_tasks-that-require-root
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#rotate-credentials

Amazon Certificate Manager Fi FF {55
1A 42 i

IAM 4AR—MEE—H IAM BRI B. EFREAANSHER, BAUERAR MRS MNEFE
EMR. MRERER; , FRATUERMNGERAFNR. FW, ETEES—14N IAMAdmins
M, ANZARTRRUERE IAM B,

RArEAETE. AFrE—SEMAARNARFXE K MAGEELRZECHEMAKRA. AFER
KANKHEIE , MASRMHAKREL. ETRESER , HSH IAM A ERR e A a2 IAM A
(MARAE),

- 1AM B&

IAM &R aEK, RN —MEEEEREN IAM 546, IAM B83ELTF IAMAFR , BEhet—1
Amazon 5 , EEREHRTE Amazon FAIHITHT A HITHIRENNRER., B2, EEEHILEE
CHEMARA , MARH—iEEMARXE, A, AEEEXBNFERBEL ( BB RHER
), R, HBRABEN , CaNfRHARLTFENENZSEIL, EGIRMEIEN IAM SEELT
BRTRER :

+ Federated user access ( BREAF1HE ) - EAKESH L ENIR , BUERAGHNAGEUNIR, X
RESMHTHEORIN , Z3MEESACHEXBRAERTHEACENHRE. BXEKESHRIEN
BENER , B2H (AM AFER) FRAE=F A RHEEIEAE,

+ Amazon Web Service ifH] - REABE -1 IAM B |, BERAZAGURRERTERE, IAM BE
RELE IAM FEIE, SRMBRES AR, BEXEZER , B IAM AP IEEHHEIEE Amazon
Web Service ZRNEH AR,

+ £ Amazon EC2 L ETHIRARRF - BRI LMEMR IAM BB EEE EC2 44| Li=1TH % H Amazon CLI
= Amazon APl BRI BAEFH IR EIE, X% TFE EC2 EHlHhFM#iHEFH. BN Amazon B
BOES EC2 RHIHEENN ZEANFIERM AR TR |, &7 A1 — N 2S5 41 49 554 B2 X 4.
LHBEXHEERE , HME EC2 Rl LETHEFEBREBIRREIL. BXEZEE , H5SH IAM
AFREETNER IAM A€ % Amazon EC2 =24 biETH N ARFEF R,

SN I.Ia

i B) $2E ol

B SAE A B MR RN B S WiERH#TH BRI , BEEXTIMERRT EELIER A Amazon
Certificate Manager &R, i , BXATHEAER, A, RERIHIEBHNR,

DT EBNBMAEENR. RIBWESLHEZER,

o EEIEH ACM BRI RIBIR (p. 11)

+ ST Amazon Certificate Manager #Amazonit &K (p. 13)

s BEFEEAEKE (p. 14)

« RERKE (p. 14)

+ ACM API X PR : EFRIRSE (p. 19)

EEXIEH ACM FIREY i B 8EhidR

& Amazon Certificate Manager (ACM) &iRE T —MAmazon /= , i 818 =5 1 7] & R 09 £ FR7E & Ik 7
I PRREEFE L, KA EERA TR IAM 51 (B : AP, ANAE ) MINNRER, —LRsS (2%
ACM ) ¥ 3% 13 [0 %2 R BT hnAX PR 38 B

Note

KREER (REERAMAF) REREEANRNAS. BXESZELR , BZH IAM AFEETH
BEERAFMA,

EEEMREN , BRREETLRENR, REBLERONRAR AV EERE,

MR 1.0
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_create-admin-group.html

Amazon Certificate Manager Fi FF {55
BxEEH R ELR

£
« ACM BIRHMIRE (p. 12)
s THRERFBER (p. 12)
« EEX ACMIEBRIEE (p. 12)

ACM iR/
EACM A, TERFRUEH, EHEBEXKNEE— Amazon BIREM (ARN) , AT IR R,
+ ACM i+

ARN #=

arn:aws:acm:region:account:certificate/certificate_ID

Bl ARN:

arn:aws:acm:us-
west-2:123456789012:certificate/12345678-12ab-34cd-56ef-12345678

TEREIRFTEN

BREFIEERVERREN Amazon Ik, BB , RRFIEERAMazonEXAZE 1 K, ATX 6l
HNERNERETEARIL. ( ZFEASRMATEE Amazon IkKFRAF, IAM BFSR IAM B8, ) LT
NIRRT B ITERE,

o MREEHAMazonK FEAFEIERIZE ACM iEE |, NEMNAmazonk FHEZIE+H.

- MRFBEESHAmazonKFHEIE IAM AP |, BRI EZAFRTFUE ACMIEBHNR, BR , ZA
FRIRKIKS BB ZIES,

« MREBEESHAmazon K HEIE IAM A6 |, A ZASRTOE ACMIEBHRR , WEMREBEFE
ZABHARGTRIES. BR , ZAGHENKS BB IZIES.

EIEXN ACM EB /YA

DREBEAE W A G RN R, A0 A 61 2N R KBS AT AY ] IR,
Note

AT HEWMAE ACM ETFXHER IAM, XEFTIRMEX IAM RSHWEAEFE. BXTEMN IAM
M, ESE 1AM A FIER. B3 IAM policy BEMEBAWEL | H5M IAM Policy 2%,

BETLAER 1AM BIE RS | LUEX IAM A, ANAGNANR, XEXBHNETHONERR, IAM 2
HTUTRENET S MR

+ Amazon¥tE XKL - HAmazont| B E R EREE, XERE 2 LM NE Amazon IKF RS MNEF,
HAA BRI R,

« BEFRERE - £ Amazonk P F IR MERHNRE  JUNXERBHNISINRF, ANA6E, 56
R Amazon FEERMMLL , AR/ EE R T AERH L HTIRG,

« AERKE - CORNEENRE , SRENEERADEIAS. AHARH,

HABARSS (20 Amazon S3 ) BXFE T RFRMNMRER . Flan , BAISURF KRR DR Amazon S3 Z &L
EENZFEBH B ENR, ACM TXFE T RIRA KM,

MR 1.0
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https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies.html
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REXER

& AT Amazon Certificate Manager ByAmazonit & %
B

EgAF., ANARFNNE , GECKREXREHEL , £/ Amazon TERKER L, SI2UNERREFT
ENRHN AM EFREXRBEERNBIMETAUER, BEHREA] , BUUERAEIIN Amazon EE XK., X
LEXREREENFEARS , AIEEHN Amazon IKFHER, B% Amazon TEXBNESZER |, 55 1AM
RAFPIEETH Amazon IEE XK,

Amazon RS AR LT MEH Amazon HE XM, BT EER Amazon RERBEPHNR, RFBRE

@ Amazon EE R RER MFSMURAZIFF G, HREHSZBMMEBNAESHD (AP, AN
B). HEHWUEIFRETAN , RSKRATRIEHN Amazon RERXEKK. BRSFFT2M Amazon £E
RGP BRANR | B LR E#H A 2 WA BB RR,

A, Amazon EXIFE SRS TEREENIEE R, Bl , ReadOnlyAccess Amazon £ & SR EE IR {#t
A Amazon BRZ%SFIRRM LR AR, 2HR%5EHMINAER , Amazon 20BN R BF MR R
BR. BXITEERBERBMSIRMULA , BS0 IAM B EEHRHEA T TEIREEN Amazon FEEERK,
&

» AWSCertificateManagerReadOnly (p. 13)

» AWSCertificateManagerFullAccess (p. 13)

« ACM XtAmazonfE E R EF (p. 14)

AWSCertificateManagerReadOnly
BB R B ACM IEBM REHRA ; TAYAS R, FIHABRE ACM EH,

{
"Version":"2012-10-17",

"Statement":{

"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:ListCertificates",
"acm:GetCertificate",
"acm:ListTagsForCertificate",
"acm:GetAccountConfiguration"

]I

"Resource":"*"

}

}

EEREAhEE AmazonEE R |, iH#E https://console.aws.amazon.com/iam/homet#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly.

AWSCertificateManagerFullAccess
WG T AT ACM RN R BRHZ 2 1B,

{
"Version":"2012-10-17",

"Statement":[
{
"Effect":"Allow",
"Action":[
"acm:*"

MR 1.0
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
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BEFEBRREE

1,

"Resource" :"*"

"Effect":"Allow",
"Action":"iam:CreateServiceLinkedRole",
"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*",
"Condition":{
"StringEquals":{
"iam:AWSServiceName":"acm.amazonaws.com"

}

"Effect":"Allow",

"Action":[
"iam:DeleteServiceLinkedRole",
"iam:GetServiceLinkedRoleDeletionStatus",
"jam:GetRole"

1,

"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/

AWSServiceRoleForCertificateManager*"
}
1

BEEEHEPEFAMazonEE KRB , iE%Z hitps://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess.

ACM X Amazonit & 5K B& By 3T

BEEBX ACM AMazonEERHBEHTNWEMAEE (N ZRSTRBEREXILEFTRFHE ) . BEREBEXLTE
FERMBEZRTR , BT ACM XA FIEFE (p. 121) RE LK RSS Ko

B A =]

BT AWSCertificateManagerReadOr?0R1 & 3 A 3 H

AWSCertificateManagerReadOnly (5 MR £ 2= 18

REEH GetAccountConfiguration

GetAccountConfiguration | APlIRENNR,

o

ACM FFIRIRERE X ACM FF 3R ERAmazon it & KB 2021 £ 3 A 3 H
MER,

B EEARE

EFHENTHREETAENET SO FER | BT LUFXLERMKHINE Amazon IKF RS NEF.
HEAE, EA LR Amazon Web Services Management Console, Amazon Command Line Interface
(Amazon CLI) 2 IAM APl EEMBIE K., BXELEL , BSRATAEERK,

P Bk SR B

NECRIE R HEOZNEENRE  SNEZRRAEE AR, ARNAGP, T REERGIERNMDER
BRRHIT ACM B1E, BXMMABRKBNESFELR , HSH IAM B ismPrEANEKER, SRINE

MR 1.0
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https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_inline-using.html
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PBX SR G

A Amazon Web Services Management Console, Amazon Command Line Interface (Amazon CLI) 2% IAM

API R B2 M XA P BR R BE -

£33

. BIHIES (p. 15)

s KWERIEP (p. 15)

- BAIEH (p. 15)

* MHIBRIEF (p. 16)

. ¥ ACM B Ri&i1E (p. 16)

« X ACM MI5E£ 15 (p. 16)

« XFTEAmazon IR EE A 5 RMNR (p. 17)

B EF

TR AFRFIIHAFKS RRE ACM iEH,

{
"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Action":"acm:ListCertificates",
"Resource":"*"
}
1
}
Note

ACM iE B EE IR PRF BEFE Elastic Load Balancing 1 CloudFront #2414 & & 7R,

K ZRUEH

UTRBEAFRAFRREE ACM iEH,

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Allow",
"Action":"acm:GetCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
¥
¥

SAUEH

TR ARF S AES,

{
"Version":"2012-10-17",
"Statement" :{
"Effect":"Allow",
"Action":"acm:ImportCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
}
}

MR 1.0
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PBX SR G

A BRI

BT SR RE 7o VF A P B BR4STE ACM iEB,

{
"Version":"2012-10-17",
"Statement" :{
"Effect":"Allow",
"Action":"acm:DeleteCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
}
}

SN

Xt ACM By Riz1/ 8]
BUR 506 S5 A P2 A TB i ACM TR 3K % ACM i R 45,

"Version":"2012-10-17",
"Statement" :{

"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:ListCertificates",
"acm:GetCertificate",
"acm:ListTagsForCertificate"

]l

"Resource":"*"

Note

IR BEAT4ER Amazon Web Services Management Console 8y Amazon & XK EER. &
XEZELR |, ESFAWSCertificateManagerReadOnly (p. 13), BRZB4IATEERE
KB , iB% E https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/
AWSCertificateManagerReadOnly,

Xt ACM Ky 5t £ 1/ (8]
SUR S0 SV A P AT AE T ACM HR4E.

"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Action":[
"acm:*"

]V

"Resource":"*"

Note

B TT4ER Amazon Web Services Management Console® 8y Amazon IEEXREEH. B
XEZER |, ESFAWSCertificateManagerFullAccess (p. 13)e BEREAHEEFHREE

MR 1.0
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https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
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RSHEXAER

REE , B ZE https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/
AWSCertificateManagerFullAccess,

X P& Amazon &R E B 5 175 B IR
LUTR SR RE S0 F A P 3HEMT Amazon BRITIEMER4E,

{
"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Action":"*",
"Resource":"*"
}
]
}
Note

IR BE TAT4ER Amazon Web Services Management Console s 9 Amazon £ & EK#E M.
EEREAhEELERR , iH%3 hitps://console.aws.amazon.com/iam/homettpolicies/
arn:aws:iam::aws:policy/AdministratorAccess.

FREHEXAE (SLR) AF ACM

Amazon Certificate Manager £/ Amazon Identity and Access Management (IAM) fRS < A& LUB A
& ACM IEHH BT, BRSHEXABGE -5 ACM RSEEHERN IAM A, SLR B1 ACM FiIEX ,
HEBEZERESAREE B EttAmazon RS FT EH — IR,

SLR it EBERAMIRE ACM , RN EEZFHFIMBENNRANA#TEASENIELESE. ACMEX
HSIRHNR , RIESAEX , BNRE ACM AILHEEZAR, EUNNREBESERBANRER , %
RABEMIMEEMEE IAM SSER R KRS

BXAEE SLRWEMBSWER , F2HT5 IAM B&FE AN AmazonfiS , 3} & Service-Linked
Role ( REMEXAE ) BIHRRN Yes ( ) WIRS . BT HHEEN Yes TUEFZRSH SLR XY,

ACM Hy SLR X R

ACM fE &7 Amazon Certificate Manager fRS& & & E B SLR,
AWSServiceRoleForCertificateManager SLR SEL T REUABEZAE :

® acm.amazonaws.com

ABNRER LY ACM NIEERIRTTRA TERIE
o 1BME  H“HIT acm-pca:IssueCertificate, acm-pca:GetCertificate

BB EMR AV IAM SSE (G0, AP, ARAG ) IR, REISMER SLR, AXESZER | 25
IAM A P fE R R 9 AR 55 48 < A B AR

Important

ACM TTRELIRRE , EXEBELHNKF FREFE SLR, WRFIFR iam:GetRole RE
WRTFEKFH ACM SLR , MERIE SLIR EASBRERETR, IRBREBRRE , BLAEHE

MR 1.0
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https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AdministratorAccess
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AdministratorAccess
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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RSHEXAER

MK EERAJREEERT iam:GetRole A ACM IR , SEFENIKF 5 ACM FERMK
AWSCertificateManagerFullAccess XxBk,

71 ACM tI# SLR

TEFHBE ACM FAM SLR. HEMEMA Amazon Web Services Management Console, Amazon CLI 5
Amazon AP| fil& ACM IEHEY , ACM £ B EXEREFAE CA NIEBLEAR NEME SLR,

MREREEEIE R ACM THEWELMNIKS L REFE SLR , NI AJsEE K& BRI/ 14 KRBT ACM
Private CA FREHIREUN R, IXTREIEREK SLR , BHARAILMKIES |, 18 ACM FLEBHZITIES ,
EREZBRZEE. BEXEZELR , BSHACM RSXEKAE (SLR) F& (p. 113).

Important

MREEFERALACIFNINENEMESFTRAEMRE , bk SLR AU HREENKF+, Lt
S, MBREBE2017 £1 A1 B (MUERFEXEE SLR ) LLEIEERA ACM RS , N ACM BFEE
Byl 7= Fh 81 2 AWSServiceRoleForCertificateManager A, ETHMEZELR , BSRREM IAM Ik
FHREAFAE,

WMREMERL SLR , REFEBRGEE , WAILERARTE—-FE :

« £ IAM 2 AH |, #%3% Role ( A® ) . Createrole ( 8|ZA® ), Certificate Manager , A8IEZ—1AF
CertificateManagerServiceRolePolicy il RFIMEH A,

« {#H IAM API CreateServiceLinkedRole 48R Amazon CLI &% create-service-linked-role , gl —4
BEH acm.amazonaws.com RSB HH SLR.

BEXELZER , 53R (AM BFPEE)) PO ERSHEXAR®,
455 ACM B SLR

ACM TRt #8458 AWSServiceRoleForCertificateManager BRE XA, EAIE SLR UG , BT EEH

ZABNEN  RATRATENXESIAZAE, BRANEA IAM REAGHERE. AXESEER , 5
W IAM BFEERREERSHEXA S,

fIER ACM 89 SLR

B — R E E MR AWSServiceRoleForCertificateManager SLR, B2 , A LAEA IAM 4| & ., Amazon
CLI % Amazon APl FlRiZAE. BXEZER , BSM IAM AP EEPHRRESHEXAE,

ACM SLR W)X

ACM X IFERRE ACM Hl ACM Private CA FIFTBEXE R FEH SLR. BXEZEL |, S H Amazon X
AL A,

X8 & Xig#RiR ACM ¥z

XERZ (BEEFRILMILED ) us-east-1 =

EERIP (HEZEBM) us-east-2 =

EZETE (MAFERIT ) us-west-1 2

ZEFEE (HREXM ) us-west-2 =

WAH#X (#EXE) ap-south-1 =
W7 1.0
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https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.amazonaws.cn/cli/latest/reference/iam/create-service-linked-role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/general/latest/gr/rande.html
https://docs.amazonaws.cn/general/latest/gr/rande.html
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ACM API i fR& &

X5 & ¥ XiE#RiR ACM H 2 #F
WAMX ( KR ) ap-northeast-3 =
AKX (BR) ap-northeast-2 =
A [X (#TIn% ) ap-southeast-1 =
Asia Pacific (Sydney) ap-southeast-2 p=3
WAH#X ( RR) ap-northeast-1 =
Canada (Central) ca-central-1 p=3
Bl (EZRE) eu-central-1 =
Europe (Ireland) eu-west-1 p3
RO (123X ) eu-west-2 =
M (B2 ) eu-west-3 =
South America (Sao Paulo) sa-east-1 p=3
FE (JXR) cn-north-1 &
FE(TE) cn-northwest-1 &
Amazon GovCloud ( ZEFZD ) us-gov-west-1 =
Amazon GovCloud (US-East) East us-gov-east-1 b3

ACM API B BR : I2EMRIFESZE

FEREBIHEEE (p. 1) MEEAHMNE IAM FHNTRER (BT SONKKE ) i, BULUFTRER
B, ZRNWE—FHFHHTE Amazon Certificate Manager API 245, B LUERBEE Action TEF
EERE. IROIFREFANEES

ALEER ACM KB IAM policy TTERKEFMF. AXTEIIEK , HSH IAM A ERFH A A
.

Note
EIEERE , BE AP BEBHZEER acm: BI14% (B8 , acm:RequestCertificate)o

ACM API #1EFI R

ACM API #1E PHEMR (APl #1E ) BR
AddTagsToCertificate acm:AddTagsToCertificate | arn:aws:acm:region:account:certifice

certificate_ID

DeleteCertificate acm:DeleteCertificate arn:aws:acm:region:account:certifica
certificate_ID

DescribeCertificate acm:DescribeCertificate arn:aws:acm:region:account:certifice
certificate_ID

ExportCertificate acm:ExportCertificate arn:aws:acm:region:account:certifice
certificate_ID

MR 1.0
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
https://docs.amazonaws.cn/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ExportCertificate.html
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RS e

ACM API &€ RENIBR (APl 1) B’IR

GetAccountConfiguration acm:GetAccountConfiguratiorn

GetCertificate acm:GetCertificate arn:aws:acm:region:account:certifica
certificate_ID

ImportCertificate acm: ImportCertificate arn:aws:acm:region:account:certifice
*
4
*

ListCertificates acm:ListCertificates *

ListTagsForCertificate acm:ListTagsForCertificate arn:aws:acm:region:account:certifice
certificate_ID

PutAccountConfiguration acm:PutAccountConfigurations

RemoveTagsFromCertificate acm:RemoveTagsFromCertificatrn:aws:acm:region:account:certifice
certificate_ID

RequestCertificate acm:RequestCertificate arn:aws:acm:region:account:certifice
*
=
*

ResendValidationEmail acm:ResendValidationEmail arn:aws:acm:region:account:certifica
certificate_ID

UpdateCertificateOptions acm:UpdateCertificateOptiormsrn:aws:acm:region:account:certifica

certificate_ID

Amazon Certificate Manager A #9 # B ik & &E

Amazon® ERER & B StAmazon KB FI Al A X2, Amazon X2t N EYE Hiay BEREN A
X, XETAXKBESEREK. FHESATRESHNEEREE—E, AATAX , £LURITTREER
AXzBLHliit B RO NEEBENNARFNREE, SEENENHSMEEFROEMIGEMRL |, 7
AXEEESWTAYE. REENTT B,

AX Amazon KIFHMAIARXWESZELR , 250 Amazon £BRER %M,

Amazon Certificate Manager F I EMIRELZ M

fER —TIEE RS , Amazon Certificate Manager BB Amazon Web Services : Z& HEHA A KB HFHRM
Amazon 2R ELZLEFREART,

Z A LABE Fl Amazon X i B API B M &R ACM, BF RN XIFERMEREM (TLS) 1.0 RES
WA, BIUER TLS 1.2 REGHRAE. BFHRESLAXFEEETLOERE (PFS) WEBEH , flm
Ephemeral Diffie-Hellman (DHE) 5} Elliptic Curve Ephemeral Diffie-Hellman (ECDHE), K Z I RS
(W Java7 REGRAE ) BREXLERN,

MR 1.0
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https://docs.amazonaws.cn/acm/latest/APIReference/API_GetAccountConfiguration.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_GetCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ImportCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ListCertificates.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_UpdateCertificateOptions.html
http://www.amazonaws.cn/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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B{EXE

S , BAERFEZES ID M5 1AM ERAXBKNOBE G R BARNERBITER, RNE , BALUEA
Amazon Security Token Service (Amazon STS) £ R IFft Z 2 FIERXTFERB|ITESR.

SN S

BESSKBRE KR , IHEEEARERER Amazon Certificate Manager (Amazon Certificate Manager).
DT RESERETRE X ACM BEFERRELR,

F&
» Amazon CloudFormation (p. 21)
. EBEE (p. 21)
o RIIE (p. 22)
o ANINSMIBRIEE (p. 22)
- EFIRHIEBERE BEIEE (p. 22)
« B Amazon CloudTrail, (p. 23)

Amazon CloudFormation

FIF Amazon CloudFormation , 7] LA 62 — MEARSK R E A Y Amazon® R, BE/E , Amazon
CloudFormation fF 7 #251 E M El EiX & '& R, Amazon CloudFormation AT LA EFE ACM XEHNER |
{540 Elastic Load Balancing, Amazon CloudFront 1 Amazon API Gateway, BEXEZEE , BEZHE
Amazon Certificate Manager &R RS (p. 3).

WMRIEMER Amazon CloudFormation tRE 12 FMMIBRZ MURIFR | BUETEN SN MR LM
ACMiE$, X MLREEREWIEPEHT. AXESER , FSHAEH (p.6), HR , SIB-NERT
ZRTNRNAESENEEMFER, S, MRENRERASRETNHEEESQE ACMIES (W
<version>.service.example.com) , MBUAEX <*>.service.example.com 8|2 NBERFE

#, £ Amazon CloudFormation FRSIZN X ENERF S EBE LS.
~ > [ |
U EE

EBEE (BR#ME SSLEE) R—1MERE , TENARFPERALIERBIEZEREN , FXARFZEN
BEEGH X509 iEBHABRAMFIEPEREHREK, Bt , NARFEMAEERSEST SSL/TLS 4
Wi, HAA SSL WIESF/REIUEPE (MRIEBFRIM (CA) IEHEME CAIEH (MRA)) PHE
o WA, CERBERREWEBZREENMNIES. BHNAREF A SN EERZREEVAIESUE RN %
I (MERIEHHEFNEAEMIES) ZEFE. ENARFTRIEF , BULHERENNIERRLE
ZHARMENARF. &, NARF O TUEEOEES EVRNERHERA,

Warning

BUEHNARRFTEE ACMIEH, ACM 24T ACM IEBEIFEELILT (p. 40) 2A%E Amazon
MAEH SSUTLS IEB I HBTHTRIT LIS, JTERITIES , ACM 2ERFNAB-HERHA
o MREWNARFEE ACMILH , F# ACERARNLBTBRARDEITIES , MNAREF T
TR BRI BN E,

MREREBEEILES , WA TETUF T 2P SRS AEFEESENE

« HEECHIERSAZIACM , RERENNARFEERS ANILER, ACM A& AEITS ANIE
Po

- MREERANRATIES , WHEHNARFEES A TN Amazon RIEH, MREEANRLEIE
B, WHEHNMAEFEEES CA WARIEH,

MR 1.0
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https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/acm/latest/userguide/import-certificate.html
https://www.amazontrust.com/repository/
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I IE

IS U

Amazon Certificate Manager (ACM) &£ IAEM A R AT AR HERPIEEWPAEE , AF Amazon iE$H
MENH (CA) FREAMIEMAEIER, &7 LUE B FHR4F S DNS HUITHIE, BXEZELR , i3 DNS
IHIE (p. 30) A BB FHEBAFISIE (p. 33),

8 IS BR 13

BITEEIE ACM EHFRIMRMBRIAE . MARFERSEEIT IS FIROIED, S, WRIEH
BFANEE , HEFERNENMES |, WAFTERSEANEBNTER, SEMFES—#  BYLTNE
RAENAEFSBERIEMANR , BE BN RBIERRIESHERE,

WREAEFEARIE , WX TEME , EHZFRE 8 BIIER FEf# , H BAEBMUHE 72 MI2AED
RIFEHT 1 HEBFRITERE, G0, MRBERISESENEBNIED , EHRSFRE 40 HWIEBFERA , H
BIEMBAE 72 M2 AZDRFE D 5 HIITHRE. BELEBERPHZHEAEM , £HEFEHRARE
PR E IR TR B LB,

MR AR DNS BilE , MAT AN FERIEA FQDN MBIEEE A —%H DNS i2F. ACM 2EHBRIXE
BIENIER , HEREEWREFUAEREERMZICR, MNZICREFRALRER AT ESZE, %
BIEMRES  WRERSEENMNHENIER , WSHALIE TSR DNS i2FkK, BIUEREMLA DNS KBil,

ERRIR HUEHERE B AR
Important

TR S R EUAI IR MR A+ iE B B B RS, BAYIE -+ #B T 8RR AR B R B BFHE R H E F
HNARFRELRHTIANEFEFRIADAFILER. A3, EHRF2EEELERIEBHER (SCT).
RERHIEHH CA FEER SCT AREHF,

M 2018 &£ 4 B 30 HF % , Google Chrome THEFEREILPFERE AEFIZRNAE SSL/TLS iEH,
I, M2018 £ 4 A 24 B2 , Amazon CA EFBREELPHMNLE BEH X MAAEIE BT, EH—H
B, ELENBR. BEXEZEE , BSEIIBERERRE (p. 117)0

HEFERIEPRETIERN , 2EFHRTAFRER , BETUEERRE, IXFMNELRRESENRZ2ME
FTARERIE. fl , BERABENABRSEABENREGERABRIRTMENER , SURFLLFF. A,
A AR 334 A BE £ 5t B8 B0 3R & AR 89 7= fm A Y 3 9 B 5o

BEEERIERFERBREEHEALRIER , BEM request-certificate Amazon CLI 85 # options SH=H
RequestCertificate AP ##4E, MREWIEPEE 2018 F£4 A 24 Bz HIMEN , HELFEHRRELEITS
BHRFERT , WABEA update-certificate-options @8, UpdateCertificateOptions API 2L RIR
Ho

PRl

- BREERZSEEARZEAEHEBRIE R,
s BEUEPHALZITH (BERLEBIHA 60 X ) 5, BLEERAZLEFTRS. ERSERABNFLE
B RE R

EH—BIEFk , EREMNBEPRER, FiZeFAQUERERFFEER. MREEFRIESAERERRBE
8%k, AREREBRERX , NENIIEFFHFA2EERK , ERKITENE, MREFEIEPRIAMIETFE
BNBWER A —NHIES,

TR RGIEERERT EERFAIER 0@ ER request-certificate R ZAIERERE.

aws acm request-certificate \
--domain-name www.example.com \

MR 1.0
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https://docs.amazonaws.cn/cli/latest/reference/acm/request-certificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/cli/latest/reference/acm/update-certificate-options.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.amazonaws.cn/cli/latest/reference/acm/request-certificate.html

Amazon Certificate Manager Fi FF {55
/& A Amazon CloudTrailo

--validation-method DNS \
--options CertificateTransparencyLoggingPreference=DISABLED \

LR HFIERH ARN,

-~

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MRECHE—NMEH , HEASTHFEELITEFIERE , HFEH update-certificate-options 5. ST
REE,

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencyLoggingPreference=DISABLED

B 8 Amazon CloudTrail.

EFFHBER ACM 28T |, i55EB A CloudTrail B&i12%. FIA CloudTrail , BA LB HR ZK B

Amazon API i 7 218 R R LB EH Amazon 8 , BB Amazon EE#EH A, Amazon &

T E&. Amazon Command Line Interface AR E SR A Amazon Web Services H1TH APl A, &
TR EBLER MK EAT ACM AP, XHERAKNIR IP tat AR X< FANE. B ER

API f¥ CloudTrail EREINARERF. NENDTLEFERE., RERENRSHNEHEERZHMXMA
CloudTrail BERIEENER. BXREZELE , BSRCERE, % ¥ CloudTrail HF Amazon Certificate
Manager (p. 66) LAZ=E ACM IR EMN RAIBRERITR.

MR 1.0
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https://docs.amazonaws.cn/cli/latest/reference/acm/update-certificate-options.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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& EAmazon#l IAM

f& B Amazon Certificate Manager (ACM) , A LA 1 & FAmazon® Rk MBI AR EMEE SSL/TLS
EP, BALAFER ACM BIEZRS AUEH , AEMUER, BXMEREM Amazon RSFHEB BB EEH
ML N AT, X5 ACM ERHNBRENESER |, 28 5 Amazon Certificate Manager £ Y AR
5 (p. 3)e ATEBFITILEMEA ACM 2RI ZEERITHS R,

Note
BRTERA ACM EHMGER , BETLFERS AR ACM F, BXESZELR |, ESHES AL
H (p. 48),

&

 ®EAmazon#l IAM (p. 24)

o SEMHEE (p. 25)

o (ANE ) NEEE R FERM (p. 25)
.« (H% ) BB CAA IEE (p. 26)

X iEAmazon# |IAM

AN E S EM Amazon Web Services , RIEF8EER ACM, HESSEREMIE IAM AP URHEZENAF T
AR ITHY R4,

SEAmazon

MR EE T RAmazon (Amazon Web Services) B , M AT ERITEM S REER ACM. EHNKF BB
EMERARS , BEERFAEEANRS SR, A, WRER Amazon HiIEF , EAIUERRAH. &
XEZER , BB Amazon RREE,

A SE M Amazon K

1. %3 http://aws.amazon.com/ F#i%#% Sign Up (M )
2. RERELMARBHITRE,

Note
AMSESSEKRAZ BEFUMELF NS Ha AREN PIN, BEXLMREHRERFS |, BIE
TIEMNREREE,

B2 1AM

FiE Amazon Ik & EBRAFEIE (B, KPFAEERI), XEFEARFTLIEIKS PRIAEER,
BT LERSIBRAFEIENNR , ROEWEBIBRENERAFGR %, REEIE Amazon Identity and
Access Management (IAM) A P &EIERNITSAmazon B ERXBEIE, BXESER , 20 1AM AP
P AR E S Amazonlik 7 (4R ) AR %34H

Note
BT BETEE Amazon Web Services Ik 1R F H R BRRINITIHEES , HlIINEHAmazonZF

T RISKRAEBHNIKF, EXEERT , BFEFH SR B TR it 1 2758 & F Amazon Web Services
Management Console, 1EZH B FHMFFZE (RAF).

MR 1.0
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http://www.amazonaws.cn/free/
http://www.amazonaws.cn/
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.amazonaws.cn/general/latest/gr/aws-sec-cred-types.html#email-and-password-for-your-AWS-account
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M A

BREERAFPHRINBHESHIIER , BFSHEZAmazonlk F R A F B AmazonEs,

B IAM , &A= £ 12 HI A X Amazonlik 2 P AmazonBRF MR G E . il , MREEEEERR
AR , WA LA IAM AP, AZAPRTFELHRNR , AEEAXERIESAmazonRE, MRFE
ERIBENIR |, BB BRIE B EZ IAM AP AR BR Y KRS

WRENMRAFREHFRIEE Amazon K, BRI LU AN 7= 02 M — g9 I 2 UWRLE A 7= B AT [ Lk
B, BAMHAZEEIE, Fl , BAILLGIEX Amazonlk - R E EIRES RIRHEMREY IAM AP, FFX
C AN @ g ) )

ACM 2 HEFE Mmazonit EXMKMABRER

» AWSCertificateManagerFullAccess
» AWSCertificateManagerReadOnly

Note

5 IAM A P RERBEE S R A/ T AAmazonIK~ A &

EMHE A

SE£PREFE (FQDN) £ Internet EMALNHZMNANE —BHRHAETERE— NIRRT ESE , 10 .com
= .org. MBEEEEEMES , MATLUER Amazon Route 53 RiF S H bl EMEEM— 1 EE. B
B, SR EEMAEA MY BR—MEE. SEMEEEIR WHOIS ABEERK FQDN 257 H. IR
A, EMEEELFNEET BRETRANEREN , HREEMREEMTAZHNIS, TMEESEE
—MEEWRBEE , SIN—FERHFHE , EiX2 B4 EHITEIT,

B A Amazon Route 53 SEMHEZMNEZE LR |, 5518 Amazon Route 53 FF & A R IgEF R A
Amazon Route 53 3 AHE%E .

( ATIE ) 9 IENEC & B f BB AR

R B8 P BB F BB IRAE SRS A A A SR BIE B E R P IEER FQDN ( T£REHE ) &7,
FTEERTUTER, ACM EMAIUED ZHIERERIEFTARRIZFIN, &0 LAGEF 8B F iR 430 E
5 DNS Kiif. AXBETFHARIENESFEE , FSHE FEAFRIE (p. 33),

WMRIET LA DNS BLE , ZWEA DNS HRIEM A28 FER4RIE, MRMER DNS WiE , W
TENGEERESR FERF, HX DNS RIENEZEE , S HEDNS KiE (p. 30).

{56 P SR 69 S 1 72 0 U R SR O BR R A stk 1k S35 R BR . DX A P R BR R A BB F B AR 3B LR B0 WHOIS B¥E
EErp, RS MR RS RR A I0E DNS BRSS BRBVER A STMRER (MX) 1EF . MRIERF B F RIS

if , ACM £ 88 FHR M ZX BB R At AR A MX iERMEHNENEAEE i, S8XIBIER, &
TTEBRERFEORIEEBAE , ACM BHRZRIXN\HRIFBRFHbMF. RIIEFEHASERATHINEHEER
EEARREACMIEBHGE, BEXESEL  ESHAE FEHFRIE (p. 33), WRENKIEEFHRHHE
5, SR E S FEFRIEAFEIE (p. 104).

WHOIS i E

WHOIS BiEE S ENFENBRRAABE. FTRIELZNSH , ACM 2K 3% —H &8 FER#E] WHOIS F#9 2L
T=Mbit, AT RIEH B RAME BRI B A X B M) b 1t Y9 68 F BRAHRHR 3% R B B SR B 7
Bk,
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https://docs.amazonaws.cn/general/latest/gr/aws_tasks-that-require-root.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/registrar.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/registrar.html
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MX B

« BUEME
« BARBRRA
- EERRA

MX 123

HEOEMIEE |, BEOEME B ERA IR ET (MX) IBREETIEE RS (DNS) RS, MX iBRIETH
YRS [ EZEHANEE . ZIEFTETLREHS (FQDN), EAURN MR FEFERIES,

Blan | REFEREF A A abe.xyz.example.com ERIEH , ACM FHHERHERZTEHN MX iEF,
MRFEZEHKIZIZHE , ACM FE I xyz.example.com 1T MX & WMRELZEFKEZIEH , ACM FEHRT
example.com 1T MX B, MBTELRIZIEHE , REELE MX 1% , ACM FEFRNEBERIEBHEFER
15 (& HIF A abc.xyz.example.com). RAJE , ACM MEFH FEHEHNUTENEAREEE it KX B TR -

* administrator@your_domain_name
* hostmaster@your_domain_name
* postmaster@your_domain_name
* webmaster@your_domain_name
* admin@your_domain_name

Tip

BOLBEZENRIDE S REZNE, MEEFER ResendValidationEmail APl #4E= resend-
validation-email Amazon CLI &85 , Amazon AT MX ., AR , BEAEWEMERZNE
E VRSN AR |, 3 B Amazon &35 BT E M I 8B F A AR BRI B M A 2 B8 EM .

Tt FE RN R4 A, APl LR Amazon CLI , ACM ALK FWIF e Fof X E T ES HBNENE Bt
i, BR , REEEEREESH S ERIERET , Amazon 41T MX &£k,

WMRRWERIE R B4 |, FSH RWE IR FERAF (p. 104) THRBEX AN RRERERG EZNER.

( Ak ) BiE CAA g%

B LUE R B IE B MR A E (CAA) DNS 2% , LUEE R Amazon Certificate Manager (ACM) &
WER FEMAIES, RIEEWEZE , ACM 2REEZBEE CAA BRUBRETUNENLIER. R
BARFLEFHA CAARE |, N LLEART R ENIGE B CAA iB%.

CAA BRI EUTHERFE :
flags
BE ACM BEX#F tag FERWE, HHEREN 0.
&
tag FERAIMAUTEZ—. EEE , iodef ZERE R CH B,
issue
i RIBIE value FERFPIEER ACM CA EMBR A EHER FEMERILH,
issuewild

BRETE value FERHIEEMN ACM CA ERRRNEHNERN FEMABERMFED. BEMEPER
TizERFEREMRE FH.
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https://docs.amazonaws.cn/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.amazonaws.cn/cli/latest/reference/acm/resend-validation-email.html
https://docs.amazonaws.cn/cli/latest/reference/acm/resend-validation-email.html
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( Wik ) BE CAA

HFERNERRT tag FERIE. BSAAEIS (") FILEREXR,

% tag 77 issue Bt

¥ tag 2 issuewild B¥

Example CAA i2 R4l

value ZERSE CA BE . WFERTESE Amazon CA LAY CA HIEFr, BR , MREEEE
EU T A Amazon CA Z—HJ CAA iEF , ACM ML EBENE S FEMEIES !

* amazon.com
* amazontrust.com
» awstrust.com

* amazonaws.com

value FERtL AT LB

B0

(), BRARBAVEM CA HENFHHFEMRIED, MREEEN N
RREETBEENEMENFMNRNILES , EEALFER,

value £ 5 tag 71 issue MR , RARCERATFBERFHES,

HEHEFRTE ACM CA B issuewild CAA iB%EE , ACM FREM A EMBE LIS, MREE
issuewild , {B3FF ACM B — issue CAA i2F , Nl ACM AT K BERFIL .

EUTRElP , EERENESE , RERICREE (CAA), flags FERIFLN 0, tags FERALLE issue B
issuewilde IIRFEXR issue BT value FEEHRA CA RFI|HEF B , Nl CAA ERETRBIEENRS

BRERAWMER

&F

. CAA EXHEER DNS REEm o

REEFH, MREHE value ZERFBAZ ST, | CAA iBRIE R R VFEM CA HAIE

Domain

example.
example.
example.
example.
example.
example.

Record type

com

com.
com.
com.
com.
com.

CAA
CAA
CAA
CAA
CAA
CAA

Flags

O O o ooo

Tag Value

issue
issue
issue
issue
issue
issue

"SomeCA.com"
"amazon.com"
"amazontrust.com"
"awstrust.com"
"amazonaws.com"

"

BXRIMARNEEH DNS iBRKMNESER | H5EH DNS REREKE. Route 53 X#F CAA Bk, MR
Route 53 2##) DNS 127 , S5 CAA BN THBEXBIBIZEINESER,

MR 1.0
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https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat

Amazon Certificate Manager Fi FF {55
BRAFIES

s

MmAMEBUEP

ACM iEB A AT Internet REANTREHE T ZLBEF. BULEEMN ACM BRLFEFFEIUESH (“ACM

ER") , B ASARE=ZAMEN AT EEIED, EXFEZLRIER, EMELWHREE PKI, &0 LU0
& H Private Certificate Authority (CA) &M ACM iE$ , B ACM Private CA #{TEE, CA R T&
KPS WA AEMKS 5EERE,

Note

NE ACM iEH A LA R EEE S Nitro Enclave (p. 5) B Amazon EC2 3kfl £ |, BTFAEREDH
fts Amazon EC2 &4 £, A% RiE#ZF Nitro Enclave B9 Amazon EC2 3E4 Li& B3 Web AR
SBWEER , BFSHEHIE : £ Amazon Linux 2 EZ % LAMP Web [RE 2B HEHIE - £/ Amazon
Linux AMI Z % LAMP Web AR5 25,

Note

RN HEAE CAZENIERMRBERTAZELE  EEAMTEETF RETFEPREILIES,

EFRWKLES , EEFAmazonBEEZH A& HMUTEITIF ACM #2FIE : https://
console.aws.amazon.com/acm/nome, MRERMERE , HikF Get Started ( FFAER ) . BN, BFE
EN SR E %R Certificate Manager 5 Private CAs,
£

s BERQXFIESH (p. 28)

o WAUFEFTER (p. 30)

« BIHEH ACM EERIEH (p. 35)

- H#R ACM i (p. 36)

. BB ACM BEEIES (p. 39)

o ZH ACMIEH (p. 39)

\i > -~ N
B3R AFIUEH
LTE&EH iR ACM #2#l A= Amazon CLI 3RiERAH ACM iE$H,

MREFRIEBFES RS , HSRPFEEUERBERFE- (p. 100).
Note

MRIFBIEFRIRY , BUATFZEEN ACM EBHED EREELAMIPERAEREEF, B
Bl , BRREEARSIARIERRE, BX4BER Amazon CLI X ACM APl, BXEZEE , i&
SFEEFREIERERE HELE (p. 22), BXEAEATN—REL , BSRILHEHAEH
= (p. 117)s
E3 ]
- FEARGAEERQIBIES (p. 29)
- fEF CLI ERAFIES (p. 30)

MR 1.0
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https://docs.amazonaws.cn/acm-pca/latest/userguide/PcaWelcome.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
https://console.amazonaws.cn/acm/home
https://console.amazonaws.cn/acm/home
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FRBEEAEERLBIES

EREHEFERLBIUES

BR ACM AGIEH (2EA )

1.

B FAmazonBIBIEH & H MU TLEITIF ACM #2514 : https://console.aws.amazon.com/acm/
home,

ERE RIS,
1€ Domain names ( #% ) 2 , BALHEHE.

B LAEATLREHSE (FQDN) ( fl20 www. example.com ) , REFH BRI E ( Hla0
example.com) . BEALEREMNNEFAES (*) ENBERAREFE—HHHZS LS ERH. 6
i, *.example.com AJLARH corp.example.com | images.example.com, BEFEHFER
1£ ACM iEH 9 Subject ( & ) FELH Subject Alternative Name ( TBEREMH ) T EH.

BREBEFFIERN , 25 (*) 2P THENSZEMLE , MERERF —NFEHR5. F

i, *.example.com A LRI login.example.com F test.example.com , {E REERIF
test.login.example.com, BiEEE , *.example.com {N{R} example.com B FiF , M AT R
BREYFEM A (example.com). EFMNRF =F , BZHAT —IMNFTR.

Note

FHE RFC 5280 ER , ZTHRAPHMANER ( HARERNAR" ) WEETEEET 64
NIZFTW (Z/) , 8Fa8. B2, B (ET—FH ) RHABINEEEFTEREN (SAN)
HEKERLE X 253 N LET,

ERMEAEF , Fi%$F Add another name to this certificate (BILIERHFIME —NEF) , &

BEXFAEDEAGT. XN TRNRFRERIARE ( §li0 example.com ) REFigF ( Hlan

* example.com ) FEEFH,

& Select validation method ( EFRRIEFE ) H2 , BIBEHF EiLF DNS validation ( DNS B ) =
Email validation ( B F#RHFIIE ) o

Note

WMREBT LR DNS BE |, 2IUEEA DNS SIUF A 2 E FHR4IRUE, X T B Ff4ie
if , DNS BiFEZ LS. HSMDNS Bif (p. 30),

ACM EMARIEH 2 , 2RIEERERAREFERERPNEE . SR AEAEFHBHRIES DNS

ir,

MRIEFSE FEARIEE , WX TE—MIR , ACM HFRE B 7R KX FE WHOIS BiEE M
H=ABRRA N ENERREER I, ERRMNARSAEEEPHN —HE TG, AXRXESE
B, BSF L FEARIE (p. 33),

MEFEH DNS BiE , MAEF ACM EEHMN BB IZZREAER DNS BiE, 5% DNS BiIIWESE
B, {2 HDNS BiF (p. 30),

£ Tags (#¥ ) REL , BAILUERNIEPRNRL. REXRREN , AERIRMELAmazon B IR
HEiE. BX ACM HRZS B SIRUAR AR NAEQIERIESFEIEHFIGFEMEER |, §50 510
Amazon Certificate Manager iE$ (p. 55).

SERRIPRZESE |, 1% Request (1R )
WEERE , BHANEREIERSIR , HP2EREXMIEBNES,
EETERN , IEBHRBFE R Pending validation ( FZ3WIE ) , BRIFEBEBEBREBIEBiER L

KAHFIHEAERARRSRIERAK. ACM EEXHRBIEHIX 72 /it , AEEN., NRIEPHWRESER
77 Failed ( B2k ) = Validation timed out ( RiEEAT ) , MMERER , FIE DNS KIFR B FHR 45
7 i, AN RIS IF AR JUIE =5 AR ST A S ed il

AN R

Bv L] A7
EEEATIC" T =R 1N/ S e B A =7 VAR



https://console.amazonaws.cn/acm/home
https://console.amazonaws.cn/acm/home
https://datatracker.ietf.org/doc/html/rfc5280
https://docs.amazonaws.cn/https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-failed.html
https://docs.amazonaws.cn/https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-failed.html
https://docs.amazonaws.cn/https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
https://docs.amazonaws.cn/https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html
https://docs.amazonaws.cn/https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html
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£/ CLI ERAFIUEH

Note

BRELENFIREFNAR , CEERNIEBARTRVLNAR, BAUKEANNBRE=EK
RELURFF, ZEATAERA LA TR K S TER,

£/ CLI ERAF/IEH

ERRIT LA request-certificate HERFTHAE ACM iEH,

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencyLoggingPreference=DISABLED

I ES 5 H T2 B IEBH Amazon Resource Name (ARN).

{

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

}

RUEE AT A X

1£ Amazon IEBMEHLIE (CA) BER N B MIE & IE B LARHT , Amazon Certificate Manager (ACM) #70 %
BINEHER T A FERPIEENMEESE. ERFIERN , B LUERBERIHE RS (DNS) RIFREF
BB 44 38 3IE SRATE BR SR Y PR B 1o

Note

BAF{ER T ACM AWM AFFEEIEHR, ACM FTRWIES AWIEP (p. 48)RAEFE CA LR
HIE P BATEN. ACM TT3ERIF Amazon VPC AL EHEXREMEMIALAHFHE R, BXE
ZEL , BSEYEITERRIEFEE (p. 101).

—RRKG , BATEWAEA DNS RIEM AR B FEARIE , RRMT :

- WMELEEA Amazon Route 53 EIEEA A DNS idF , MATERZET ACM EFHEMICH,
s REIPEEMSEAT , HEASBIEREFEE , ACM B4 BE3ILLIT DNS BiFHIEH,
o BEIT] , BYBEFHARIENIEREEGSRAEENITRE, ACM 2TEZHIFE] 45 KA BEEEITEM, X

638 AR & A BN A WHOIS Bt I BN EAEE A, BAPIE—NERE , HREETUNESE
ZEEELURMEIT, RITFMESHMNEE , ACM 2514 EH 4R ARN BEATIER,

MRLZ A HREINN DNS BIEEM R , WABER B FHAEIE (p. 33)0

£

DNS HiEE (p. 30)

B FEB AR (p. 33)

DNS ¥ iF

& R4 (DNS) REETIMEN ERNE ZRS. DNS RUEmEF — NI EENEHNIEZRNBEE, IR

1#%3% DNS RiF , ACM 2RH KB RHFIEFK , XLERFLIUFMIBEE, XLiExETE—HE—
WREXN , ATIERASNZREFERER,

MR 1.0


https://docs.amazonaws.cn/cli/latest/reference/acm/request-certificate.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
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DNS 31iF

Blgn |, MBRHA example.com HiERIUEPH HIEE www. example.com NEMEFR , W ACM NECIEFH %

HEIEFK. BRIEZFRENENTGNIKFIEN , SEEHANE, ERERAmMazonZN5IE , ACM FH
ZEBIEITIEH, HBICRIAERME DNS BEEF —K, RAEEPEEEAT , ABNBIEREEE
£ , ACM & BB &EITiEH,

Important

MR EEH Amazon Route 53 BB /NE DNS iBF , FECRER DNS 124t5 7 @R inic
Fo MR ERBEITH DNS BUREMNRR , W ABFEH B FHARIE (p. 33)0

TREERIE , REFNBIERNATE , ERTUNENZTLREES (FQDN) BHEFIHN ACM iE+H,
RRUR  EANMEEAEEEHANERIL K RERBZFRFENIESR. BT EXRBIESHERT
EMAmazonXiFH |, BAILESNMXFEHEFHIBARMIES, &7 LR S M ERIIESR,

S8 LIS MAIE 5 < BX B9 Amazon BR 55l BRIE P 208 33 i BR B B 18 R RZ 1L B3 £E1T, MREH DNS 21t
T2 Route 53 , BB RIBHE T HEMMMPIERIESR. R Route 53 2EMIRER |, 551 Route 53 F A AR
ERPRRERICRE, BXREEIERKITNESER , BSHACM IEBHIEELIT (p. 40)

Note

WRTE DNS BB I ANA EWABIEFK , WA BICFBITFRK, MREFTEERNGERE
BATERWAE A B FERHFIIE (p. 33)0

ACM 37125k T4 R

Note

A2 ER FAMEH Route 53 fENE DNS 12EEHE,,
MBEFEM Route 53 #E77 DNS 1=R1ER , NFE (BEBEIMY ) F31F ACM RZ4MH 5 FidFH ATR
HENHBEED, AFEZATESHEN , SFEEANEFSAVNFINBEEBELKENSSR. ¥T ACM,
X L8 F A I BIERTE R IE IS LM B 3hiE B LT,
TRERTAMIBHREIBIBIER, BRIEZRMNIERBEH-CREXNAFRIEEHSEAMEN.
EXRYP , FEE, IAMEREBEN-ERENZREEN. XHATHT *.example.com EBE A , ACM

PENFHRENHES example.com IRNZHHEME. BN , ENNERERNERERSREN
BMFo

BB 18 F R
A BRABM iBx{E Comment
* example.com _x1.example.com. _x2.acm- 18fE
validations.aws.
example.com _x1.example.com. _x2.acm-
validations.aws.
www.example.com _x3.www.example.com. | _x4.acm- ME—
validations.aws.
host.example.com _x5.host.example.com. | _x6.acm- HE—
validations.aws.
subdomain.example.com | _x7.subdomain.example.coms.acm- ME—
validations.aws.
host.subdomain.example.corp.host.subdomain.exampleicoacm- e —

validations.aws.

MR 1.0
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https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/resource-record-sets-deleting.html
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DNS 31iF

TRI% (_) 258 xv ERH ACM £ KBHIFRH. S,

_3639ac514e785e898d2646601fa951d5.example.com.

RERERVIEREN. KEKNICRETER

_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

FFE— DNS g%,
Note

MREH DNS RUBTFXFHFANS TRILN BB IERKE , BSHHZE DNS KiEF
& (p. 102),

YHZERIEDHIEE DNS BiEst , ACM £RHUUTHRANIBIEREER

BE 1IBFRB IEFRRE ERE

example.com79865eb4cd1a6ab990a45779b4e0b9B e anile.coAR4c7224e9b0146f9a8808af955727d0.acm-
validations.aws,

HARSIUEHXREE FQDN, IEFEMME—RRICK , AERENNRE. CRERFERENNE,

7 DNS R A T 70 DNS i2%8) Web REMMENFRFHMAFMBEX=ME ( HA. iai%ﬁ'\ﬁiﬂ
xfE ). RUEBANTIERENR (IRAREW ) FROVALEL XHFTHEE. E%‘hb FRT  EEERHEL

PR EBENZRR, HttRHBL BB NIERANEAFHS | XEWRE ( AR ) % "JR
A

_a79865eb4cdla6ab990a45779b4e0b96

BEMFEB, MEEBHETX—R , A AL SHBNEZEN (W .example.com) , BHREKLR
ATEEM R AR -

_a79865eb4cdla6ab990a45779b4e0b96.example.com.example.com.

EXMERT , RIPFAK, Bit , ZNZERReHEESNREBFHENEARKE,
% & DNS B if
RS ST B IAF A BiE B ELE I DNS Bilf,
T H A FIRE DNS Kik
Note

HERBRRECLZCBRED —MES , FAKIERCIRIEBE Amazon KB T, MREZHITIH
BHARENEREARE  RELCRNTFRSE  BLEEHRTENENTDS , HRAE
BETEBHXE,

1. BIELUTMULITH ACM #H|& : https://console.aws.amazon.com/acm/e

2. HEIIEBIERD  BRBERBAIRSHN Pending validation ( ZFWAF ) KIEBH Certificate ID ( iEH
ID) o LEEITFIERMFMAESTE,
3. 7 Domains ( i ) 52 , TR FIH I NEEZ—

MR 1.0
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https://console.amazonaws.cn/acm/
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BB, F BB {4 3 iE

a. ( ®i% ) 5 Route 53 #H TR,

MEFEUATZE , MAEREFH Create records in Route 53 ( % Route 53 FB|EidRE ) &
4 :

« #&{£/H Route 53 fE5 DNS 12,

« BENEAH Route 53 TEM X1,

&) FQDN i RELT KL,

Note

MRETEFE A Route 53 {B Create record in Route 53 ( £ Route 53 8| Z 10 % ) R4
KROEH , HS5 ACM 4| A R“Create record in Route 53” ( 7 Route 53 F4i &
183 ) &4 (p. 103),

1%#% Create records in Route 53 ( #£ Route 53 HBIZ12% ) &R , A/F1%#F Create records ( #l
BidFR ) . WEIRITIF Certificate status (EFIRES ) TNH , RSEIEFIRE Successfully created
DNS records ( 2R{ZI 62 DNS i3k ) »

IBMFTIE B T RE 2L R R Pending validation ( Wi ) &% 30 74,
Tip
BT ELURRE A R IER ACM £ Route 53 A EFISIEERIER. ER , B LA Route
53 % i —4 Amazon CLI 5 API i# F LAfE Route 53 DNS $IEERH 81E12%, B> Route
53 BREMNELER | FERFERATRICRE,
b. (A% ) MRLEEFEA Route 53 #E77 DNS R , N 4MK 3R CNAME E8 , HFEHRFMEIE
# DNS BiEEF, R LUAR AP A N2 —RINITICRE -
« &4 Domains ( 3 ) #% &R CNAME A4, IWEBEEEFIHFMIER DNS HiEE,
« B# |, i%3F Exportto CSV ( FHEICSV ) . ERXHFNEEEZTEFHMNE DNS HIEEF,

Important

ERFWIEFE , FEEF ACM 31 B 10FH TEFRE (p. 31) REFERRMNE DNS 2
HENBIEE, WRBREE , HSH P& DNS RiIEFM (p. 102),

MR ACM TEEERIBICREFN 72 /P ARIEEE , ACM &FHEBRATER N Validation timed
out ( WIEEH ), SBUHERNBRTRERERE2ERMER ACM £EXWERINEFH DNS BiE, EfFRIE
B BAREEENBICRKEAEERTWIES,

BB, F i 4 3 1E

Amazon Certificate Manager (ACM) & & IAG B R ARG ERPIEENFAEE , A5 Amazon iE$
MAENH (CA) FTEERNMMMAIES, BRI B FHRHE, DNS TR, ZREBIFLB FHHRIE, &
% DNS BiFfE L , S HEDNS BiT (p. 30).

Note

BREE-NELNEAEMEN TEL FER At F BEE A B FERAFIRIE. RE B FERF bt AE T2
TEAEMHINISEER,

ACM EHHERMA 13 1A (395 X ) . BEIT , BE B FEARIEAIEBEESREENTRE. ACM
R HET 45 RIT R EIEHE) WHOIS #RFEbat M AN E A EE A it LA ST B, BT IS —MEE , 8
REEBV R HRERUENMET, RIEFMBSIHNERE , ACM 2 ZEHMHE ARN WEITIEH,

MR 1.0
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https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/rrsets-working-with.html
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BB, F BB {4 3 iE

MRECABFERERIEMNESIRE , S RAEER FHARIER R (p. 104).
Note

WIF{EAT ACM AN AFFEEIEH. ACM TRWIES AMIES (p. 48)RHBFE CA LR
WE BT AN, ACM TR Amazon VPC FAEREXSEMEMAETFNER. HXE
ZEL | BEEEEITFRRIEEE (p. 101)o

ACM 8 F BB 4F 25X E] WHOIS BiEEFHIHE 3 MNRR AN , IR ENBNEEEN 5 MNEARS
i, BRRER , W TEERTEENENIENETEEAEN , RREKS/\HBEFEp4F. Flm , MREXR
EE-—NMEE  BRSHBBINS B 7R, ERTRIE , BSMAE 72 DI AXX/\E B FHB4HH—
BITHRE. IREEE=1EHE , BHRSFRE 24 HEFifd, BRTRIE , BLTE 72 DMRTAN LS
FHHARNED =HE FIM (EENSNBNNE— S8 T4 ) HTRE,

B FER AR R IE S WHOIS I AT =N ESEMBRR Atbat

- HEMRE
« BARERRA
- EERRA

Note

R MEAFEE WHOIS SIRTBRERRAAGE , M3 —LEMEA TSI EXE TRt
BHALER (FARB) i, N THHIEEM ACM BUUHIE B Fap4r et I E 3 |, HRAREHNEKR
AEETE WHOIS AL, IREH WHOIS FIRERFAZEH FHBAFthit | EWRARLIETZ it #Y
B FER R R TR E S B FER b | A ESR N H BN E S F Rttt

MBEEERREAFERIES , ACM 1T MX ER U EML RS H[EZTLWHW L FIRG , HEXNTFHRE
WE—NE , EELEMGLEEZUATENER RS, MREFEA RequestCertificate API B, request-
certificate Amazon CLI #85 , ] ACM F4# 1T MX ., ELFHFH4 X% TETE DomainName S
B validationDomain AESHPIEENFHENR. BXESZEE , BSEMX 2% (p. 26).

* administrator@your_domain_name
* hostmaster@your_domain_name
* postmaster@your_domain_name
* webmaster@your_domain_name
e admin@your_domain_name

BX ACM WA EENBH B FER AU ESFER , SR ( Wik ) HEEES FEHE (p. 25).
LS EHBISEIR

MBIER L www RESBES (*) FFLHIHERER ACMIES |, I ACM [ BRFF

LK www RES | HNEFEHALAETEE i, BT EEHB ORISR BTN

admin@. administrator@. hostmaster@. postmaster@ Fl webmaster@ R4 fRiX LEEE int, 5l
m, IEAER www.example.com iFR ACM iEH |, M B F B 4HF &% 2 admin@example.com MR 2
admin@www.example.com, FE# , MREN *.test.example.com {ER ACM iEH , N FHB4FLEE
admin@test.example.com, HRHNFE L EE bt A B 5 KL

Note

R T oR 4 & X BITR 1T (M1 example.com) WEB#bHE , MARAEE Fi5 (W0
test.example.com) FEEMUE, HLk , iIHFE validationDomainRequestCertificate API =
request-certificatehttps://docs.amazonaws.cn/cli/latest/reference/acm/request-certificate.html #55
H15E Amazon CLI &8, MRERAREAFRIES , BAETEEALL IR,

BMEFR B MR ER R IA B — N FRR AR st |, BB AT R BN FIEM — HEp 4, UERIFZE
H AR,

MR 1.0
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/cli/latest/reference/acm/request-certificate.html
https://docs.amazonaws.cn/cli/latest/reference/acm/request-certificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/cli/latest/reference/acm/request-certificate.html

Amazon Certificate Manager Fi FF {55
Bl

UE IS BRI LRAT

ACMEHHERMA 13 1A (395 X ) . BEIT , BY B FEHRARIENIEDRESMEENTRE, ACM
AT 45 RFFEEN WHOIS BRfE b st AN EAEE At BRI BN, BAPSS— Mg, 8
RAEETUE T ZEREABMERIT. RIEFFASIHAESE | ACM 25X EHHE ARN HEITIEH,

BXREZER  FSH LEMNEFEAHRIE (p. 33)

( Ak ) ERTARIERIEERAF

BHRIEFHEHIE—NTE , SRUCACIEERER, BR K ATHAIEZENRIE B FEf4
A RESARER TR BRI L AR R P ER , RUTHNE 72 Ml EEEH. MRERKERAEF
RSB EEH |, WA REH KX B TR

BXREFHMERIINGEAERE |, FSEEEHEE (p. 100)h M HEE B FEFRIER R (p. 104)E5
Note
DTEEMGERT ACM £HMIES , URFEABFHERIENITESR, FAF PKIIERRES A
Z| ACM FHYIES (p. 48) T EEMIULE T, HX DNS HRIEMEES , BESFDNS &
iE (p. 30)o
55 1R & E# A IE WA B F Hp 4

1. B FAmazonBTIEiEH| A HF MU TIEFTFF ACM #2414 : https://console.aws.amazon.com/acm/

home,
2. HFIEBRIRS  HEBERITIEREH Certificate ID (iEH ID ) » LHIREFITHFFMAEERE,
Note

BEENIIRFEFNAR , CEERWIEPTEFRQULNTRL, BUUAKTENNBRE=AF
REBURF. FE AR A £ AKX K S THEH,
3. £ Domains ( 1 ) #8% , #%$% Resend validation email ( B XX KIL B FoE ) , BESNEERIT

B, ARE%EF Resend ( EFTRIE ) o BEAITRIZSE R Successfully resent validation emails ( 252
BEF ARSI BT ) HiE,
E{F A Amazon CLI EF & A WIE B THE4

AT LAfE A resend-validation-email fi5 E 7 & 3% 8B F BB 4,

$ aws acm resend-validation-email --certificate-arn
arn:aws:acm:region:account:certificate/certificate_ID --domain www.example.com —--
validation-domain example.com

Note

resend-validation-email S S {GERA T 246 H B FHARIERN ACM iEH, W TFE2HAZE ACM RYiE
BHFER ACM EENAEILES , TEERIL,

5| ACM EEMIEH

O LAER ACM ##1A R Amazon CLI 3| HHH ACM EERESR,
Note

MREETE 100 MALRIES |, RANBWIEEEER Amazon CLl,

MR 1.0
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https://console.amazonaws.cn/acm/home
https://console.amazonaws.cn/acm/home
https://docs.amazonaws.cn/cli/latest/reference/acm/resend-validation-email.html
https://docs.amazonaws.cn/cli/latest/reference/acm/resend-validation-email.html

Amazon Certificate Manager Fi FF {55
HIRIER

fEREH A I HIES

1. BELATMuFTFF ACM #&|A : https://console.aws.amazon.com/acm/o

2. BEIEBIRTIEES. ZUTUERALGLANTBIRSTES, FMEBSE—T, RABERTHE
MEBERUTF

+ Domain Name ( 5% ) - IEBH T2 REDHSE (FQDN),

« Type ( 3KE ) - iFFHKE, FEEMIESIE - Amazon issued ( Amazon E% ) | Private ( AF ) |
Imported ( ES A )

+ Status (IR ) - IEPBIRTS. ATHERESIE : Pending validation ( ZFIE ) | Issued ( BHE ) |
Inactive ( 3E5E3h ) | Expired ( B3 ) | Revoked ( B /R4 ) | Failed ( %<1 ) | Validation timed out ( 3&3iE
et )

« EHEER? - ACMIEBEEEFE Elastic Load Balancing 5 CloudFront ZAmazonfR$xEk, ETUE
No = Yes.

Note

FA B EREFH A LANTRERRAEXZERNIIAREMIRE, BXTHIEREHME
BEMEZELR , B5H iR ACM ik (p. 36).

Z{§ A Amazon CLI 5| HiF$
£ list-certificates a5 ACM BIEMIES , MU T REIFFT :

$ aws acm list-certificates --max-items 10

BEEREXRLUTTFTXNEES !

{
"CertificateSummaryList": [
{
"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID 1",
"DomainName": "example.com"
}I
{
"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID 2",
"DomainName": "mydomain.com"
}
]
¥

FigERT , RIREEHE keyTypes RSA_1024 5 RSA_2048 ¥ AELE—NMEEHNIEH., BEEFEERS
WHEAMIER , ST EPRERTREEZRMUANIIER |, BRM --includes S8, ML TROIFFR.
FALSE , BULUEERIEEREENRA,

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA 4096

ACM ifE+#

EALUEA ACM %A 3R Amazon CLI 5 A IEH 1 A TR
ERFAFEFILEIPEARFE

1. JBX https://console.aws.amazon.com/acm/ TFF ACM ##l& , LEREWIEH, BOUFERELAN
TUES 33 58 2 TUEF.
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https://console.amazonaws.cn/acm/
https://docs.amazonaws.cn/cli/latest/reference/acm/list-certificates.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_Filters.html
https://console.amazonaws.cn/acm/
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HIRIER

2.

EERFIEPOFEMATEIE  ERFIES ID. KERTARE , EFERUTEE

o ERRE
« Identifier ( #RIRAF ) — MEPHY 32 F 7+ /<5 M —FRIRAF
* ARN - arn:aws:acm:region:account:certificate/certificate ID #&I\H Amazon
Resource Name (ARN)

« Type ( EHE ) - HF1R ACM IE BN EEKF, AREM{ETR : Amazon Issued ( Amazon B
& ) |Private (A% ) [Imported ( § A ) « BXEZEE , SH ERAFIED (p. 28) H FHik
5 AF Amazon Certificate Manager F (p. 48).

+ Status (IRE ) - IEPBIRE. TTEEME SR : Expired ( EXXHI ) | Failed ( B ) | Inactive ( IE5E
31 ) | Issued ( BEM % ) | Pending validation ( ZF{F4E )

« Detailed status ( F4RE ) - MRS AEFHH B BRI B [H

)

+ Domain ( 5 ) - IEBHITEREFRE (FQDN),

+ Status (IRA ) - HRIPRE, AREMNESE : Pending validation ( E1F1R1E ) | Revoked ( B %
44 ) | Failed ( k¥ ) | Validation timed out ( 3&3E#AT ) | Success ( B3 )

. FHER

- EEFEA? - EBRESAMazonERK RS (p. 3)xEk , TREMNESE : Yes (= ) INo (&)

+ Domain name ( & ) - EBHELREFHE (FQDN),

 Number of additional names ( HitZFHWEHE ) - IEPNEERWIEHE K

+ Serial number ( F5I5 ) - iEBH 16 TH+R#HHF5S

* Public key info ( 2B ZAEER ) - ERBHANMMBE X

- Signature algorithm ( EHE% ) - R TNIEFRHTEENMBEEE,

+ Can be used with ( IR TF ) - XIFHFEXLESHWIEPH ACM £ RS FI&K

+ Requested at ( ERATE ) - MARFERH B HA M6 E

* Issued at ( SRAATAE ) - AR BHEARIETE ( MRER )

* Imported at ( S ARE ) - S AR BEMtE ( MREA )

* Not before ( T8 TF ) — iEHE KHIHY FF 24 8 8]

+ Not after ( FEF ) - IEBAYEIE B HIFN6FE,

+ Renewal eligibility ( £&1T’&# ) - ATEEAMEBIE : Eligible ( B&# ) | Ineligible ( & B & )

+ CA-%¥%¥ CAM ARN

. B

.+ Key (%40)

- &

« Validation state ( RIPIRFS ) - WIREA |, ATREMER :

+ Pending ( Eif2 ) - BERRKIE , BEKRTHK.

+ Validation timed out ( BWUEEAT ) - ERHKIESHER , BEERAHUEEZER.

* None (&) -iEBATHAE PKIFEZE , FTEERIL.

ZE{# A Amazon CLI EFIFRIFMAEE

f£A Amazon CLI 1 #Y describe-certificate ERIEBFMEL , MELTHBAAR :

$ aws acm describe-certificate --certificate-arn

arn:aws:acm:region:account:certificate/certificate_ID

BHEREXRLUTTXNEEL !

{
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https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
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Amazon Certificate Manager Fi FF {55

FERAE$
"Certificate": {

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {

"CertificateTransparencyLoggingPreference": "ENABLED"
Iy
"SubjectAlternativeNames": [

"example.com",

"www.example.com"
1,
"DomainName": "gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",

"NotAfter": 1484481600.0,
"KeyAlgorithm": "RSA-2048",
"InUseBy": [
"arn:aws:cloudfront: :account:distribution/E12KXPQHVLSYVC"
1,
"SignatureAlgorithm": "SHA256WITHRSA",
"CreatedAt": 1450212224.0,
"IssuedAt": 1450212292.0,
"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
Iy
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [
{
"oIip": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"

"oIp": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"

1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admineexample.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

"ValidationEmails": [
"hostmaster@example.com",
"admineexample.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "www.example.com",

"DomainName": "www.example.com"
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"Subject": "CN=example.com"

il kR ACM EIBRYIE P

A SAEA ACM %] &3 Amazon CLI BIBRIEF.
Important

HiIBR B FABUE B M AN (CA) MEMIERI CAREFME, BFHERN CAXARA , EEIMRZ
CA Rk, BXEZ{ELR , i3 Amazon Certificate Manager Private Certificate Authority f /35
PRI BRFAE CA,

BTEMBREE B H b Amazon RS ERAK ACM IE+H, EMPFRIEEELAMIES , LAHEMBRIEF KB,
XREARXRS R A CLI SERI,.

5 AR 42 & I BRAE 45

1. BILLTMIEITF ACM #2%|A : https://console.aws.amazon.com/acm/e
2. TEIEHIIERF , &P ACM IEBX R EIRAE , AFIEER Delete ( HIBR ) -
Note

BRELEXNFIREFNAR , FEERNITIBTEREFASIETN, BULSEANNER=AF
REHIRF, LEAERA LANTERESTIEHS,
Z{#H Amazon CLI I BRIEF

£ delete-certificate A SMIBRIES , AT HSAIR ¢

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:region:account:certificate/certificate_ID

W
i

ACM iE+

BFFEEEEETAmazonI MR ARFFEHR ACM REAFIER, B4AEAS ACM ERHRS 2
—. BXEZER , B2 5 Amazon Certificate Manager SR HIBRS (p. 3)-

ACM Private CA £/ CA ZXEH A THENFIE PKIK ACMIES , IS HAFHREELEAETENEN
FMRGE L, XEIERELE Internet ERZEE.

MR 1.0



https://docs.amazonaws.cn/acm-pca/latest/userguide/PCADeleteCA.html
https://console.amazonaws.cn/acm/
https://docs.amazonaws.cn/cli/latest/reference/acm/delete-certificate.html
https://docs.amazonaws.cn/acm/latest/userguide/export-private.html
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NFEEWIESH

ACM IE BRI IEE LT

T EEYE Amazon SR RY SSLITLS iE+ , ACM Rt T HE ST, XEWKE ACM Ff B3 &IT BHIES
( IREFER DNS WiE ) , REERCY A EBLE B FHREFRH, X TLAAMNLE ACMIES |, HEH

XEEARSS .

IERA BT, BEEEUTIIA

« RE5HMmAmazonfRS ( #li0 Elastic Load Balancing 5t CloudFront ) Bk , M &F& &4,
- MRECREMARLREITESHNG , WFEEMLF,

« MBES A (p. 48)MIEPR , WARFEEKM
- MRETH , WRFEEH.

WA EATE R AT EERLER BXM Punycode EXX :

1. LA“<character><character>--"#& =\, FF Sk Ay 35 B A5 “xn--"— B,
2. Blxn--"FF kg B th MR B R ERRML SR

Punycode R4l

A 2%;%%14: ;ﬁi%ﬁi 2R EE

example.com FEH FEH v T2 Ll“<character><character>--"JF k
a--example.com TEH TEH v T & BLl“<character><character>--"JF sk
abc--example.com | F&EH TEA v T R BL“<character><character>--"FF 3k
XN--Xyz.com = = v BHRNERCESB ( BT AME.com)
xn--example.com 2 = X TRERNERLIFSR
ab--example.com & = X AL “xn--"FF 3k

% ACM LiTiEBAS , IEHH Amazon Resource Name (ARN) RT3, fbHh , ACM I 2 X %
R (p. 3)e MEBEZ MNAmazonXigh EBFHRE—FHAWIEH , N ARMERETEMESHR,

E3 ]

o ST NTFHEERIES (p. 40)

o EFAE PKI FLEITUES (p. 43)
s REUEBHZEITIRE (p. 45)

S R EENLED

EMEIEERN LT EMEERR , Amazon Certificate Manager AEREIIHAECEEEE S, XTLES
DNS 3&1iF (p. 30)ZR B FHRHFIIE (p. 33)MARHIT, HIEPBEELITR , ACM &EFERBZINEERNERF
EREFVIEENAER, UTEZURA TEITEBESIER T TENS.

ES ]
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DNS 1iE

. GiTET DNS Wiy, (p. 41)
. GITET B FURAEIRE RO (p. 41)

21T 183Y DNS KiFRy1E
%I FBAVER DNS K (p. 30)MEH) ACM iEH , FESITRE2 AL,
FEXLMAT 60 K | ACM BB THITEH

o ZIFP Y AT ERAmazon RS EAH,
+ ACM RRHEHFTE 4% DNS CNAME 123 ( BMNE—NETIZAEBHR— ) MEFREHTLUET 2 DNS
Al

MRFHRXERAE , ACM RN EE EBEWIEHRITIES,
R ACM TEEE CNAME IR B RIEHE , WSBHEMER SRR B Fop ik 81T KM, X

LB AT HiHT 45 K, 30 K, 15K, 7R, 3 XM 1 RMEHERZE. BHRITIAMNZELRRREE
R SR MIBR T FTERY CNAME i23%k,

T8N B Ep IR IRy,

ACM EBHERMNA 13 1A (395 X ) . BEIT , BB FEHARIENIEBRESREENTRE, ACM
AT 45 RFFm@EEN WHOIS BRfE b st AN EAEE At RXEIT B, BAPES—MEE , 8
RAEETUE T ZEEABMERIT. RIEFFASIHAESE | ACM 25X EHHE ARN WEITIEH,

BXRIEEFHENESRFER BB FHERIE (p. 33),
ET7HRNAUREES A ERIE S TR |, FSR B LR FHMHRIE (p. 42)o

&SRB 30 UF B 1 BR 4

ERNENESERERRAB T4t (ESHE (Wit ) AEEEEFEHAE (p. 25) ) , BAILEER Amazon
Certificate Manager ##] &3 ACM API 3RiFR ACM [ AR IEUE P LT Wi R B Fib . BRENTHER
THATHERE
o BBAER ACM iEPrt B MR B FER 4RI,
s BHIEPHEITRBINEERIT, FXBEIRNEITRANES , BSRAKEITERHEITR

75N (p 45)0
o BRWFIRTERE ACM RIEBLRIT KA R IAIF 50 UE B FHR 4.

HR ACM Eft R XHRIE S FHR¢F (2=EE )

1. 3#TFF Amazon Certificate Manager ##1& , B4t : https:/console.aws.amazon.com/acm/home,
2. EBREERIFMIEBAUES ID,
3. %3 Resend validation email ( E#7 &% AF B FHR4F ) ©

B3R ACM E & 3% HMTF & F B4 (ACM API)

1£ ACM API i ResendValidationEmail 4, EXMERT |, LR IEHH ARN, EEFZHIBIEAVITIA
BREEEE D ERERITE FaR4ME. T RGEBMMAAER Amazon CLI HUTZIRME. WREIESEHRT
TFUAE F 38,

$ aws acm resend-validation-email \
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https://console.amazonaws.cn/acm/home
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BB, F BB {4 3 iE

--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

B 371t B F BB A3 UE

B B FERAEIIER ACM IEBBRBESAEENFH TH. LBABS S FHARITES LU T4
BEOR—NTUADATRENNNBRNSE. HTHHESERETHERE A RNESNATAT
IO & TR RO AR AR SE R BRAE R AT B M) T

O UE B8 F BB AR AR

WP FERMRAN TN, REETHZHENRBRERNBE T EERIENBE,

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested_domain.

Verify that the following domain, Amazon Web Services account ID, and certificate
identifier correspond
to a request from you or someone in your organization.

Domain: fqgdn

Amazon Web Services account ID: account_id
Amazon Web Services Region name: region_name
Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals

(https://region_name.acm-certificates.amazonaws.cn/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Note

—BERERk BAmazonI RIS |, FRAVEWERE AR RS &I MR ER.
£/ 2020 F 11 AZBIRITHEEBTBN TS AOER , JRREXNBRARATOTER.

o BFHRHEETITMEE RN ‘Certificate request for domain name’MAR“"Certificate
approval for domain name’

« P , Amazon account ID EEREFHRTSHEFH.

» Certificate Identifier MELERTEMIEH ARN MARBERN , flwn , FE R

arn:aws:acm:us-—
east-1:000000000000:certificate/3b4d78e1-0882-4f51-954a-298ee44ff369 MAT =
3b4d78e1-0882-4f51-954a-298ee44ff369

o IFP#LE URL BIEEE acm-certificates.amazonaws.cn M2 certificates.amazon.coms

« BXRGIERIHE URL ITANTFREIETEHERT, #OERA dv WEHRIAER approve-
button MA =& approval_button,

o FERMIEPB ST B RUE S B FHEE B FER &=,
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i THERE
AT IR 2 8 FEARITAIEBH ST THEREEXES,

« ACM 2| 5B SEHIEBERN , ELFRIFE FHEREITRINE - NIE MX EXNE. BHA
EZERIUSNINE TG , AlF ACM FEEMRIEFH. BEXESER , S EA L F RIS
B

« f£/ ACM API & CLI X ZFIE & Rt 1T B FEBAHIRIE , 25 BINIRIER TR/ & F 8B & % B TR i 5 A
BN FE. SRFEEERISNMENETEHAHES , RE ACM FREM RIS,

Note

£2020 £ 11 Aze , EFRAZRIETRE , ACM FiAK — M EHEEEMA FENIES. £/
LB ) 2 BTIR T Y H SR AT R A B P BT B TR I TRR BRI B,

« £/ ACM API 2 CLI , % 8] BA58E &4 21 18 RV PR B WAL B8 F B4 R OX BT, £ AP, £/
RequestCertificate #4EM DomainvalidationOptions SHFKIEE validationDomain HI{E ,
TR DomainvalidationOption EBME A, £ CLI F , M request-certificate 3 #9 --domain-
validation-options Z¥#&E ValidationDomain #Y{E.

EFE PKI PE{TIEH

H ACM Private CA FHIFAE CA EEZH ACM IEBHFEKHRTRELIT. SLAFZEME ACMIEREFTE ,
B PKIWIEBFEERIT, YEERAEEFFREEEMXPLEMNNIE CAIESEN , REBIEE.
Note

HEMEH ACM 24|48 ACM APl BY RequestCertificate BERBNIIEFIFEAEELITE
#, 8 PCAAPI M IssueCertificate BIEEZEM ACM Private CA M EKIEHTH ACM &
B,

HRENIELER 60 Rt , ACM 2BAFHZHEI, XVEFHSHMLRMNIES (HU , EREHE
RO ), BFBATLREE A ACM API By RenewCertificate BMERBHIKRIT. BHXRBHIZITH Java 3K
ARG, ESE LITIED (p. 92),

i/ , EPHEIRSHAXNEFOTILM

« MBIFHEE ACM ER RS XEE , NFHEPFERIBILIP , MEEANNEBE,

s MRIEFETE ACM ERBHEKE , WEERFBRETESHEAREEITNIESR, BALFIRTIXLER
1E , S{EB) Amazon Health, Amazon EventBridge 1 Amazon Lambda ¥4T , M FFF’R : BRESE
B, BESRESHELITHWIES (p. 43)

Bz S HE&1TRYIES

UTHBRREMT - REABRLTR , BTE ACM &iTHE PKIERE B3 S HXEER, BREMRIM ACM
REHIEPRELREES ; SHE , EPNSAREERBRRE L,

ERZEHE S HIESR
1. #2B (Amazon Lambda F X A RIERE) RNLTRIREE , SIEHEEZRH ACM S H API 89 Lambda &
o

a. BIE—/ Lambda BE#,

b. REMEBEIE— Lambda MITEBHBMUTEERK, ZRBEFOREIHREBETFEAR
ACM API # ExportCertificate ¥4 , N\ 3R 21T HWIEPMAAE BN R,

{
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https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
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https://docs.amazonaws.cn/acm/latest/APIReference/API-RequestCertificate.html
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https://docs.amazonaws.cn/acm/latest/APIReference/API_ExportCertificate.html
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"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action":"acm:ExportCertificate",
"Resource":"*"

}

}

c. FRARFARBFMIBEHS , I T Python iFS R, HABAK 2L R EIEH
ExportCertificate 2EHEH. BXEZELE , BSRFEA Python 5% Lambda B,

import json
import boto3

acm = boto3.client('acm')
passphrase = b'\x01\x02\x03\x04\x05\x06\x07\x08\x09\x00"'

def lambda_handler(event, context):
context.log("Incoming Event : " + json.dumps(event) + "\n");

certificateArn = event['resources'][0];
context.log("Renewed Certificate ARN : " + certificateArn + "\n");
description = event['detail']['eventDescription'][0]['latestDescription'];
if "completed the renewal" in description:
response =
acm.export_certificate(CertificateArn=certificateArn,Passphrase=passphrase)
certificate = response['Certificate’']

certificateChain = response['CertificateChain']
encrPrivateKey = response[ 'PrivateKey']

context.log("Certificate : " + certificate + "\n");
context.log("Certificate Chain : " + certificateChain + "\n");
context.log("Encrypted Private Key : " + encrPrivateKey + "\n");

#TODO Install the private key, cert and chain to where it will be consumed

return {
'statusCode': 200,

}

1£ Amazon EventBridge A 82 — &AM BUIIT ACM ZTIRREH , HERNBIMEKXE46E B S
Lambda E#l. ACM X ZREITIEBIFEHEA — Amazon Health B4, BXxXEBHNESZE
B, #B3% £/ Personal Health Dashboard (PHD) 8 ZIRZ (p. 47).

BEAMATESHEXREENN

"source":[
"aws.health"
]I
"detail-type":[
"AWS Health Event"
]I
"detail":{
"service":[
"ACM"
]!
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https://docs.amazonaws.cn/acm/latest/APIReference/API_ExportCertificate.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-python.html
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"eventTypeCategory":[
"scheduledChange"

1,

"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]

Iy

"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
]

}

3. BEEANRRSLFIRRIEBREREITLR,

MHAFAF PKIEPBHIEE LT
BRI LAE R ACM API 2% Amazon CLI Fzhlli ACM R ELIT THERNWEE., BX#M , B RIAEN
IEPRES R R ACM BEH4E1T,

Note

IR HBEM F ACM Private CA M & RIEPHIZEIT,

LEFEATEERN AP 2% CLI R , ACM £ HEITIER, WREITHI , ACM 2EHEE
BHER AP BHE P EROIEBTHRE. MBIEPFES ACM ERRERE , N AZBBEHIEH HE Amazon
CloudWatch Events A4 BEEITEH ., MBLEITAK , ACM FMREHRHBEIKEAKIEIE, ( BATLUER
describe-certificate HREBRER., ) MRBIERFRBELSERRSHBEN , EPAZTEFESHAFIE
HZRKIER L,

Important

EFH ACM £&iT & ACM Private CA iE$ , B4 %L E ACM FREEHEAZBFIHIT IR ERI
PR, BXEZEE , BSRFIEPREITNRDE L ACM,

FHMRIEFH LT (Amazon CLI)
1. £/ renew-certificate IEPLEIT S HWIEFIEH,

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. G, A describe-certificate M RHWIAEEFZIEBHWEITEAGE,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

FRHMHUEH LT (ACM API)

« &% RenewCertificate &R , HIEEBELITMIEIEHM ARN, RS , #H DescribeCertificate B4EF
WIACEFIZIEPHEITIFAER,

REUEPHELITIRE

BT LAEF Amazon Certificate Manager #%1&. ACM API, Amazon CLI 8 Amazon Health Dashboard
K& ACM IEBMEITIRA. MBEEERAREE. Amazon CLI 5 ACM API, NERLEITAUEE FHIEA
AEENRASEZ—, MR H Amazon Health Dashboard , th& & RIELIE.
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Amazon Certificate Manager B P 15
BERS (EHA)

SR A

ACM EEZ2HBFRIEERFHNEE. BEXESEE , BSELITEY DNS BiIFHE (p. 41). T
Bt — Rk,

58I

ACM 753 B ah W AE I+ F #Y — AISZ%AEE%O BRATIATHRBERIEXEHE | BNUFTELRITIEH,
1 RIEBATHE B E A R B THBAEIT | BER ACM K%M B TR | I IZ S THEAE P RO BEIE
TRIE. MR BIEMAZE DNS BiE , i%*ﬁéuﬁﬂﬁ DNS 125477 3 BiE B EEA S,

o)
ERPHFREEBEERIE , B ACM &I TiEH, TEH—SERE,
KW
EREH B - MRS MEERRIE , Btk ACM REITUER, ERILUERFHIIES (p. 28),

MBEEMEPESEHMAmazonfk% ( I Elastic Load Balancing 5t CloudFront ) <Bk , iEFEHEMEAH LK
FITZEEH#TSEH , NEHFEEITHELE.

Note
FHERBIRASH E R TR ERUNT T BEEX
£
. RERS (BHIE) (p. 46)
« RERE (API) (p. 46)
o BEIRZS (CLI) (p. 46)
+ {£f Personal Health Dashboard (PHD) & Z1R7S (p. 47)

RERES (2F8)

TEHNIENEMAERA ACM 2H E8E ACM IEHHEITRE.

1. $TF Amazon Certificate Manager #%|#& , it : https://console.aws.amazon.com/acm/home,
2. BIEH , EFEHIFHAER.

3. 1£ Details ¥4 &K Renewal Status, MEZEEFIIRE , B ACM RFFBILIEPHIEELIT S
=

KEIRES (API)

BXRNBUWMAER DescribeCertificate IEREIRSH Java KRB , TS EAHFHRIES (p. 83).

S ZIRZAS (CLI)

TEH RGN FEMMAEER Amazon Command Line Interface (Amazon CLI) & ACM iEPLEITHVIRTS.

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

EER A | EEE RenewalStatus FERPHIE. MREEEZT RenewalStatus FE& , 1A ACM RF
il—t:ﬁ?f%giﬂ S1E,
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£ Personal Health Dashboard (PHD) & ZIR7S

& Personal Health Dashboard (PHD) #& ZIAZS

ACM ES HiET 60 R&ZIHBIEITEN ACMIEH, R ACM TEBHEITENIER , ©ALESHE 45
X. 30 X, 15X, 7 X. 3 XH 1 X[@E Amazon Health Dashboard ZZXIEBLEITEHEH , BHEEER
1THE<#24E. Amazon Health Dashboard  Amazon Health RS —%45. EFEERE , BNK/FPE
HERRIENEMAFBANUET, BXESZEL , 51 Amazon Health A F 5,

Note

ACM FEZZITEMHBENEA PHD HELPHNENEH. BMBANKESN—NEN , EFE
TR A Lk,

Z{# A Amazon Health Dashboard , iHHITA T4E :

% F Amazon Health Dashboard , Mk https:/phd.aws.amazon.com/phd/home#/,
%32 Event log.

53 F Filter by tags or attributes , i%£# Services

%32 Certificate Manager.

3%3% Apply ( IR ) »

Xt F Event category , #%# Scheduled Change.

3%3% Apply ( IR ) o

No o s~wh-=
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FRFEMH

FiE B 5 A Z| Amazon Certificate
Manager #

B} T R Amazon Certificate Manager (ACM) 12489 SSL/TLS iEH S |, & A LU S A BIEAmazon s EBER
BIEH. BUEZERTHBENRRTE ZENE=ZFIEBMANM (CA) SREUES , SEH ACM MLk
WIEBTREHE BN AEFBEER,

BRI S ARIER A TS ACM SE/H Amazon RS (p. 3) BFAWIE+H S ACM RHEMNIERFHN T
FRMEE , RE-IMEEFIH : ACM RaRFAMIERRHBILELIT (p. 40).

EELITSAWIES , BULNMEREAELREEIES , REFHFHEHEHRS AT ACM, LREFRBIE
HHRB KR HE Amazon Resource name (ARN), S5\ , BEAUS AL FHWIER, TASFASNEGHEREE
BWIER , BATFHENF A,

Important

BREENRUERSANLEBNIBEPATLEPIHZAZITIES, BBEZER Amazon
CloudWatch Events £ § AW BRI Rt A X BAKRECUES. BXESER , S0 €A
CloudWatch Events (p. 58).

ACM FIFFBIE B HMEXFEER , SEESAWILER, EERE—ERBHAFFE Amazon KiGH#H
Elastic Load Balancing fA$19#8 , BATFEPSARNEZEEETFEFAENEINXE, EFEBAT
Amazon CloudFront , BAFIFEPSAEZERE ( HHFRLILI ) X, BXEZELR , F5MH IHHKX
= (p. 3)o

BXWMFHFERSAZE ACM FHEER , BSRANUTER, MBLERSAEREE , ESH IEHSAH

& (p. 111)o

£

o SNIERIERSEH (p. 48)
- IERRBANS AKX (p. 49)
« S AIEH (p. 50)

« EFSALER (p.51)

& NEHH EREH

ENBXSE SSLUTLS IEBF AR ACM &, BAFRLEPRAMERA. ES ABIFAmazoniE B L
f (CA) XEMIEP , FENETEZEHNAAERN. REBNLBEBAURIEDE, SEIEPLFTHRAR
FBF RO SRMSE.

NFRAESANILES , BFTUEEMZEEMBHAKRD. ACM XFUTEE (FESHHN API &)

» 1024 i RSA (RSA_1024)

+ 2048 i RSA (RSA_20438)

+ 3072 fiZ RSA (RSA_3072)

+ 4096 fZ RSA (RSA_4096)

« Elliptic Prime Curve 256 {i (EC_prime256v1)
« Elliptic Prime Curve 384 {i (EC_secp384r1)
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EANY W

+ Elliptic Prime Curve 521 i (EC_secp521r1)

SEITEUATHAER :

+ ACM EBRERATFEZFNELINBHAXRNNDNSERRKEK, Hlan , CloudFront XX 1024 {1
RSA, 2048 fi RSA H Elliptic Prime Curve 256 {241 , M Application Load Balancer 35 ACM 12 H
FEEZ, BXIFHESR , BSHEERNRS Y,

. AEBAGR SSLITLS X.509 A 3 iEH., EXRMAELNERA, MENELEEHSE (FQDN) = IP #ik
URBEXEFENER.

- EPATLASHENAERARKIE CANMERAHRTAELESR,
WRIEHBANEZERIES  WAARELERA, REEATEEY 5KB (5,120 F11 ) , BATRMER,
WERIEHE CA LR , WAMRMIEHE , HEIEBNNBREELAE CA WEETE, flm, MR CA
BPREN RSA | NZIEHHBAXBE AN RSA,

 ERESANLFRERN . EEPHNARBFABRZARERZE , TEFAULEPR, NotBefore IEHF
BREBEENHNITHBEE , Notafter FREZERHNERBH,

- BENFBIEBAE (IEH. REBAMIEHE ) 9RA PEM &8, L& DER RENMBLSHER,
BXREZEBURRA  FSH EPMBANS AKX (p. 49)0

o BT (EFSA ) EBE, MBETSANIERFEEYT B , WEEFIN KeyUsage B
ExtendedKeyUsage ¥ Bo

UE P MZHANF AR

ACM BERBBMG AIEH, EBEMNAERA (W0F ) , HUPEM BN ENEH#THEB. PEM RF
Privacy Enhanced Mail, PEM #&X& & A FRRFIED, EPER, EPEMNEL. PEM B XA HREY
BERE .pem, BXHIBHER,

Note
Amazon T2 A FiRE PEM X4 REMITEBEXNNZAEF. T REKETEA XA RS

TH2ERE, NREFENTEEENES (HINERXHRNRIZWMFRS ) |, BT ERRR
HFFRERITE (30 OpenSSL)

TENRANETESANIHERR, IREENINGHPEAERAREAN  BEAXERERFCNFD
BEANXH (SBFH) . AR, IRERERE PEM XAPREAZN , IEQEETHRERN—
FENEE , WEH, EHEFIREZRATH.

Example 1. PEM {wmiBHIIEH

Example 2. PEM 4w#3 §9iE $ 4%

—MEBEDE —ARSMEB, BAILMEAXAFHERR,. Windows B copy 8 F K Linux 89 cat @5 FHE
PXEEDGED, EBSARIAFERE , FEEMIBBEZNLGT —MER, WESARTILES , R
BESRIES. UTREASE=MES , BEENIEHETRISESREDHIES,

Important

TEREPEFFNEHEER,
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CYNNE

Example 3. PEM REBMNFABE Z4 ({XBRIAFIED )

X.509 WA 3EREANBEAEE. EOE X509 IERBRIERERN , FEEEECNRAE- LB BANNS
MERNEEZNZRUA N NAEERARBELEPHERT, BLAZEREXRBKNLERA. ESAULES
NEELRERHA, THEFBANE, THNRHINE - RSA LEEH.

TENREINE -1 PEM FBOHEHLLEEHR, BREUEEANSR , RTS8 R. NRE
BSHUIR , ACM 2TES A2 At 2543 51 R EL M Bk

FAUF

& T LA Fl Amazon Web Services Management Console, Amazon CLI 5% ACM API 5 M/ ERZRER A IE
(EEB=AEERSEEFELNIIL ) A ACM. UTEZEEN B H Amazon Web Services
Management Console 1 Amazon CLl, M3EAmazonk i ERIEPHEF T EAEENITILEEZA,

Important
BEBENEEEELITRR S NEFRHEREMH (p. 48).

S
s SA(#HAB) (p.50)
£ A (Amazon CLI) (p. 51)

SA (#ZH5)

BT /R 5135E B 2n{rI 5 ) Amazon Web Services Management Console § AIE$,
1. MBITEITIF ACM #4I4 : https://console.aws.amazon.com/acm/home, HRIE 2 & X EH
ACM , #E&E$ Amazon Certificate Manager /78 , HEFH TS M Get started ( FRFEH ) &,

2. %% Import a certificate,
3. WATUAT#ERE:
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£ A (Amazon CLI)

a. X F Certificate body , ¥ ES A PEM HBIEH. SR -——-- BEGIN CERTIFICATE-----
FFKHBL ————- END CERTIFICATE----- “®2,

b. XF Certificate private key ( EBFAERHL ) , HGIEHH PEM RN RNBHREZH, TR
----- BEGIN PRIVATE KEY----- FFkHLL -—-—--END PRIVATE KEY----- &=,

c. (Wik) XTF Certificate chain (EH4E) , ¥50 PEM 418 HYIE B4,
4. 1%3# Review and import,
5. £ Review and import ( EEHS A ) THL , REERWEXIEBRNTHE , MBARECHFEENEE,
XL FEREIE
+ Domains - HIFBRIFMTLREES (FQDN) K¥I%
+ Expires in — iF 533 B 5189 K K
+ Public key info — B3 T4 B ZSAXT B9 N B 5%
« Signature algorithm - Fi FOIZIEPZXE W MBEE
+ Can be used with - XIFHRES AWIEPRERMN ACM SRR RFHHIR

MR—YNERE , HiEE Import (HA ),

5 A (Amazon CLI)

LA 7R 451354 BA n{Al 8 ) Amazon Command Line Interface (Amazon CLI) S AEH, ROIBER TR :

¢ PEM RIBMVIEBFMHER N Certificate. pem FIXX 4,
+ PEM ‘RIBMIEBEEEMEIER N CertificateChain. pem KIS,
+ PEM RIENARMBLERBEFHERN PrivateKey. pem B,

EFEAUTRA , BRXAEBERNEACHXHE , AE—NMEETHRAMENGT. NEETHEE, MU
TREBE THRITHNSRNZER,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MR import-certificate MTAMTER , NFFREIF AWEHH Amazon Resource Name (ARN)o

BERMSAUD

MRHEESA—MEBHFZUBSEM Amazon RS xE , AR ZIERBHZAEFEENRSA , B
MR B RIBIEF A Amazon BREX<E. x5 ACM £ HAmazon REMEZER |, F2H 5 Amazon
Certificate Manager S R #IBRSS (p. 3)o

EFS AR, BARTERY

o BT LU INSMI BRI A o

o BREMBREPHNABESESE,

« MRF{SARIEFHFE Key Usage ( BHARE ) § R , EULURMMNYT BE , BFERBRIGHYT
BB,

- WMRFRHS AWIEPH FFE Extended Key Usage (T RERAE ) TR , EALURMIFHY BE , BF
REMIBRILB WY RE.
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BWSA (ZHE)

- BRXBANANTEES,
- BB BN S AR RS,

£
« EFSA (EHE) (p.52)
« E#HS A (Amazon CLI) (p. 52)

BEFNSA (ZFHE)

BATR R4 BA 20 fal 5 B Amazon Web Services Management Console E#§ AEH,

1. MBLUTLEITIF ACM #2414 : https://console.aws.amazon.com/acm/homes
2. LEBRIEFEEHS AWIES,

3. THEHMViFAE S EHHiLEF Reimport certificate #2481, MR E T % FIEH B ZLHERERITE
F | Fik$R Actions K Y Reimport certificates

4. XTF Certificate body , #il PEM 4mE3HY S & KMAIEF
5. X TF Certificate private key , MW SUEB A B EHXREKN PEM HFBEHRMEREER.

6. (Fi%) Xt F Certificate chain (IEP %) , ¥ PEM SRBHIEH4E, EBEIEAMERERTIEBHNMIHN
—ANHEEMEBUARRIER, MRESANLERRBTIEN , WFEZIERE,

7. 1%&# Review and import.
8. EFAXREWIIPMEER. MEZEHIR , HEER Reimport,

BE#H S A (Amazon CLI)

LU RBIBA a4l 65§ Amazon Command Line Interface (Amazon CLI) EF S AIEH. REABEUATE
I -

+ PEM RIBMIERFMHER N Ccertificate. pem X4,

+ PEM RIBHIEPEEEMEER N CertificateChain. pem B,

( NRFABFIES ) PEM mBHRMZFEZLAFHEER N PrivateKey . pem B HH,
- BEBEEHS ANIERH ARN,

EFERAUTRA , BRX4FEN ARN BERANEECSHXHEN ARN , AE-—PMESTHRAMNG T A
BERETHE, AT RASE TRITHNSZRIER,

Note

EENSAULS | BYXTIEEILES ARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

R import-certificate MRHMMTH , MIFREHEHH Amazon Resource Name (ARN),
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SHABIES (#HE )

H A B U

AT LLS H ACM Private CA iR MIEPR , LERE PKI REFWEMNEEH, SHOX4HSEUES.
IERENMMENREER. WXHELTLLTFH. BXFAHE ACM Private CANEZEE. , iS4 Amazon
Certificate Manager Private Certificate Authority F PP #5758,

4m

Note
TS HAFFEEN ACM EBRARLE .
£33
« SHAEIES (44 ) (p.53)
o SHFAFIUES (CLI) (p. 53)

SHABUS (ZH S )

1. BFRAmazonBEEZH & HiE S A TRUITH ACM #4|& : hitps://console.aws.amazon.com/acm/
home,

%32 Certificate Manager,
ERLEESHNIES,
£ Actions % F | i%$8 Export (private certificates only).
BMAFBALERANESD,
Note

oMb

BIEFBEEN , BUSEARKR#. $ R % ZAWEM ASCI FH/o
6. %32 Generate PEM Encodinge
7. ZELURHES. EBENMBRAEHINFF , HEREMNERE Export to afile ,
8. EEZK.

SHIAFIUEH (CLI)

£/ export-certificate B S HABIEBNBERR, ZTHTHN  BLTEEFH, N TRER:HE , &
AN RERFEBEEFREXST , ARBIREXHRREHMZBEE, XHTUIEZRBEETS
THERESH , HHLEEERABLNEMATRED,

Note

BEGEBHNXHTBUMTRUENER. BUNN TR ERG XM

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

IR R er St Rx R jq ERA PEM %3,

[Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
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SHFFIEP (CLI)

| jg -r ""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

[Windows ]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r "\"(.Certificate)(.CertificateChain)(.PrivateKey)\"'

X &% base64 wIBHY PEM BXiIE+H , R RIUAEBHENMBANAEESN , W TEHEE ROIFIR.

MIIDTDCCAJjSgAWIBAGIRANWUFPQA16g3IWStE3vVpTwwDQYJKoZIhveNAQELBOAW
EZERMA8GA1UECGWIdHIvbGIsb2wwHhcNMTKkwNZESMTYXNTU1WhcNMjAWODE5SMTcx
NTU1WjAXMRUWEwWYDVQQDDAx3d3cuc3B1lZHMuaW8wggEiMAOGCSQGS Ib3DOEBAQUA

8UNFQVNo0o1lVtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+VOlbDLgjU4HgtmV4IJDtgM9rGOZ42eFYmmc3eQO0GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9gz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1NYWX3dDaZswDQYJKoZIhveNAQELBQAW
EzZERMA8GA1UECgWIdHIVbGIsb2wwHhcNMTkwN jE5SMTKONTE2WheNMjkwNjESMAO
NTE2WjATMREWDWYDVQQKDAhOcm9sb2xvbDCCASIWDQYJKoZIhveNAQEBBQADGGEP

j2PAOViqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z1/Bs8ERqgqga/
61fM6iw2THtkW+qg4WexvQSogRXFhCZWbWPZTUpBS0d4/Y5992S3iJLRa/JQ0d4U1
tWZyqJ2r j2RL+h7CE71XIAM/ /oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkqhkiG9w0BBQOWSDANBgkqhkiG9wOBBOWwGgQUMrZb7kzJI8nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWOBKgQODViroIHStOgNOjR6nTUNUwWSCBNAN
JM4SG202YPUiddWeWmX /RKGg31IdE+AOWLTPskNCACAHqdhOSqBwt65qUTZe3gBt

ZGipF /DobHDMkpwiaRR5526nG4wckiOryYjAQrdGsR6EVVUUXADkrnrrxuHTWjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWE8XuOnrjQo77/evhG0sHXborGzgCIwKuimPVy
Fs5kwsmvEoe5DAe3rSKsSUJ1tM4Ragd j2WH+BC04SZWNH8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQJILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

EFFENRAEEXMYS B9 > EEERMME EERGT , NTTERMTER,

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r ""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt
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PR RE

Frid Amazon Certificate Manager i

HRERETE ACM EB LD ENFL, BMGLHETE—NE M—ME. ZABUEM Amazon Certificate
Manager ##&. Amazon Command Line Interface (Amazon CLI) 5i ACM API X% in. &&= MR ACM
EPIRE, BALUERERE ACM 251 & P ERIWIRE,

A LB EFEENERNEENIRE, Hlin , A LAEA Environment = Prod B Environment =
Beta FRER N Z/N ACM IFBHFIFFRLEUBES N ACMIEBEANTE, UTHIREEZNLNEMBEE
MARERRA

* Admin = Alice
* Purpose = Website
* Protocol = TLS

* Registrar = Route53

HAth Amazon BREZHRMFEL. At , EUEER —HFESRAT RN RRUERXLERREEMN
Ko a0, BWATLUFHRE (90 website = example.com ) D EIA ACMIE+H, AEHHEEHRUEAT
example.com Rk HY H 5T

£
« FREPRE (p. 55)
- BEIEHRZ (p. 55)

PR 25 PR I

UTREAT ACM IEBIREHNEARRS :

. B/ ACM IEBHRAFREEE 50,

s RERHNBRAKER 127 N F/.

- REENEAKER 255 NEF.

- BRERNEXS KDE,

o RE aws: BIELM Amazon £/ ; BEERM, FEIBBRERI aws: FFLMIRL., N aws: FFEH
BRERITASNRFEIRZHRE,

s MBERUTNESNMRSMBRPEARNRESR |, FiEBHMRS TN AT ERANFTRAEEAMRS,
B2 HZRS I B 3,

. %CM IEBFRLE TR T Amazon Web Services Management Console B9 Resource Groups Mir&4m1E e+

Ao

BHRAmazontricAEN —REE , BHSRERICAmazon & R

EERX

BT LAE Fl AmazonB B #24|4& . Amazon Command Line Interface 5 Amazon Certificate Manager API 7
. 4REFRBRARRE
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BERE (£HE)

BERL (245 )

SBELAE R Amazon Web Services Management Console 711, HBRBHEBEIRZL. BHAESIHE IR
=

AN IR

R ACM 12814 B3 B TR IR
FAEB R IARE (2 A)

1. &%XZE| Amazon Web Services Management Console 3 $TF Amazon Certificate Manager ###1& , M
#E &2 https://console.aws.amazon.com/acm/home,

ERERH PRSI B S EL,
EFAEEEED , @ TRE Tags.
i%4% Edit A1 Add Tag.
BARSHBENE,

ERRTF.

I BR#R %S
5 ACM 241 883 LTS EM BRIRZ .
BIsARE (2414)

1. &FE| Amazon Web Services Management Console 3$TF Amazon Certificate Manager 1##l& , M
Ht R https://console.aws.amazon.com/acm/home,

o 00N

2. EBREMBRESZHIEREZHETL,

3. EEFEAEEERF , B TR3E Tags,
4. I%&FF Edit,

5 EBRERBRORZEN X

6. EERF

REIRE

A ACM 25 8B U TEERERS,
RERZ (BFHE)

1. & %ZE Amazon Web Services Management Console #3$TFF Amazon Certificate Manager #2§1& , M
Ht 2 https://console.aws.amazon.com/acm/home,

2. HEBEBIEBEOMHL,

3. EWMESEET , HTRDH Tags.
4. & Edite

5. BUBEUMIFENRAME,

6. IERH.

BE5 P ETRIRE

 ACM £2H| & P EAUTERESF EF5rZ,
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BEHFE (CLI)

TR ERIRE (BHE)

1.  %&3%Z% Amazon Web Services Management Console 7 $TF Amazon Certificate Manager 12#|& , M
Hit 2 https://console.aws.amazon.com/acm/home,

2.
BOAREHAL L ANERER W LRSS RN,
3. %R EAE Bl SRR S AR,

—
EIEFRZ (CLI)
BSRATEB T FBNAFER Amazon CLI AN, 5l HABIBRFRZ,

» add-tags-to-certificate
* list-tags-for-certificate
* remove-tags-from-certificate
)
EERZ (ACM API)

BESRANTERT SR API D, I AP BRIRE

* AddTagsToCertificate
+ ListTagsForCertificate

» RemoveTagsFromCertificate
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CloudWatch ¥

Amazon Certificate Manager ¥ = #
HEiEx

¥ 2R % Amazon Certificate Manager & AmazonfER ARV T FEM, TAENMENEESS. &
RN Amazon f#RF RNFIE S D WEKEREE , UEERM R HIN 2 S8E,

UTFEBNAT S ACM BLE&ERANAMazon=BET E,
3
+ X#M CloudWatch $#5 (p. 58)

« f£H CloudWatch Events (p. 58)
+ f¥ CloudTrail A F Amazon Certificate Manager (p. 66)

%358 CloudWatch FE#x

£

Amazon CloudWatch 2 —5i4t Xt Amazon B IR Y12 BRSS . SR LAEMA CloudWatch WERFERERIESR , IRE
BiR , # B3NN ENAmazon BRI (L, AmazonCertificate Manager X355 CloudWatch $&#F.

AWS/CertificateManager T8 ZEHBEU TR,

ER B By HE
DaysToExpiry IEREEZRIHR B CertificateArn
. ACM 27EESiH \
LRI IR * 8 ERE ARN

AX CloudWatch s EZEER |, ESRUTER :

« £/ Amazon CloudWatch &#5
« #Z Amazon CloudWatch &}

CloudWatch Events

BRI LAE A Amazon CloudWatch Events BBIITENAmazonRE H BMN RS %14’- {5130 Bi FA 2 5 /]
AHRBERERER. AmazonfRSSHHEHIFIE FErt%H#Z CloudWatch Events, % Tbléﬁ‘—iﬁiﬁi)”']
REREXENEYN  HETEESHEEMANMRTHWEDLRE. BEXELZEE , BoRCEMAKSH
By CloudWatch Events M,

CloudWatch Events f#{£fH Amazon EventBridge ¥ 7 1&{E, f&Bh EventBridge , B AERHEHALE B
¥R, 2%& Amazon Lambda B #k. Amazon Batch £55. Amazon SNS FBURFZHMB IR, BXEZE

B , i#Z#For more information, see {t £ 2 Amazon EventBridge ?

£33
-« Amazon EventBridge ¥ ACM X #F (p. 59)
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
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« £/ ACM ## CloudWatch Events fi % 24 (p. 60)

Amazon EventBridge X ACM By X #

AEBHI L HIERT Amazon EventBridge X359 ACM HXEH,

Amazoniz TR R B4

REFAFEELITRMEN ACM IEHERAMazonZ TRIREH . BEXREITEENEL , BSHACM IEHE
FEBLIT (p. 40)0

RESCERPERTERBTRREHS :

© BT LAERAFIER,

o ARESBRATEIRERTERDET, XTRESEKEFTEIGE FHMFRAVER (A TED R FERHr
TRIEIES ) , REBREMER, SIEHBESUTEARERBHH -1, XERBUTENF
RO, HEATF %,

+ AWS_ACM_RENEWAI_STATE_CHANGE ( il E4i]. SIHisENTH )
+ CAA_CHECK_FAILURE ( CAARZEXI)
+ AWS_ACM_RENEWAL_FAILURE ( HfAH CA LHEMIEH )

BITRREHEENTEM, b RHIH , AWS_ACM RENEWAL_STATE_CHANGE EH B4 /K.

{
"source":[
"aws.health"
] 4
"detail-type":[
"AWS Health Event"
] 4
"detail":{
"service":[
"ACM"
] 4
"eventTypeCategory": [
"scheduledChange"
] 4
"eventTypeCode" : [
"AWS_ACM_RENEWAL_STATE_CHANGE"
1
}
}

ACM S ERE#

ACM FMIEHTHAF] 45 XFFE , AAMEBERMIES (A8, AENSAWIES ) SHRESHESH. it
& ] LAEF ACM APl 89 PutAccountConfiguration #4ERE &Ko

ACM 2N HEMANFERGNIPEDEHET , ESANIRPEECIHNEFMEHEFTSA
ACM , BUBR A ERHH, BXEZELR , BSREFSALR, SUNFEASHENSRIZE B LLUFIES
EHS A ACM, BXfEA Amazon Lambda SSHBa{LERE| , SN EHA ACM FH CloudWatch Events
i & 3R 1E (p. 60)

SHEHERNTEN,

{
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https://docs.amazonaws.cn/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.amazonaws.cn/acm/latest/userguide/import-reimport.html#reimport-certificate-api
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"version": "O",
"id": "9c95e8e4-96a4-ef3f-b739-b6aas5b193afb",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z",
"region": "us-east-1",

"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61£50cd4-45b9-4259-b049-d0a53682fa4b"
1

"detail": {

"DaysToExpiry": 31,
"CommonName": "My Awesome Service"

¥
¥

£/ ACM 8 CloudWatch Events i % 1€

BRI L E FIXEEH B CloudWatch N , #EH CloudWatch 24| A B ER N B E 4T THERE, &
TR TEE CloudWatch #LIU A 4 R AV IR ER RBIT 2,

ES i}
+ J&X Amazon SNS IR ZE# (p. 60)
+ £/ Lambda MMM ZEH (p. 61)

EBid Amazon SNS g B E4

AH N BWAEE Amazon SNS , IEE Y ACM ERETIRR B4 ZEXABA.

TR T IR B WAL,

#2 CloudWatch Events #10| 3fili % 321

B2 CloudWatch Events fll, BXEZEEL , BSHACIEAMAEHE CloudWatch Events #LN,

a. 7£ CloudWatch #4|& ( & : https:/console.aws.amazon.com/cloudwatch/ ) § , SBIEH >
HMTRE , REIEE Create rule ( RIEHAN ) .

ECIEAMNTTE L , %$F Event Pattern ( BH4ER ) .

NFRFEHR , MNEEFER Health (IZ1TIRR ) »

FFEM4EE | %% Specific Health events ( BHEZETHRREH ) -

%32 Specific service(s) ( FERS ) , RAEMNFEEFIEE ACM,

1%$% Specific event type category(s) ( 4 EEHERKFI ) , AFIEEF accountNotification.
% Any event type code ( FRIEHEBRE ),

%32 Any resource ( EI'ER ) o

AEHRATML RERT , HESHELHN JSON BR . WREIER Amazonz TR E
# (p. 59) B FEIHE

—_

~F@ "o ao0uUT

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
]

"detail":{
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://console.amazonaws.cn/cloudwatch/
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"service":[
"ACM"

1,

"eventTypeCategory":[
"scheduledChange"

1,

"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"

]
}

2. ERERME,

EARE D , BUSMTF ST AERENEHFNRS PR ITER , H120 Amazon Simple Notification
Service (SNS) , A LLEE Lambda BB EMLRE B E LMW THITHRIB. HX Amazon Lambda 35
KRG, ES0 FH Lambda REMRZEH (p. 61)0

£ A Lambda B 06 N B4

W EERNMAFER Amazon Lambda BA% U CloudWatch Events, £/ Amazon Simple Notification
Service (SNS) SIEEH |, H 4R L4 2 Amazon Security Hub , I EE R M= 4 H AR T R4,

iR & Lambda EHEFH IAM B

1. B %BE Amazon Identity and Access Management (IAM) A& HE X Lambda EREFIEMNNR. B
HREMHESTR BN EHEECEBIARZEY , HRHIRFZAFHNR, TENEEER
PP TiETAZHAmazonRE , FRRTEEEEAKF TET.

B AT RuEFTFF IAM #2414 : https:/console.aws.amazon.com/iam/s

2. f£/ JSON KMmEaRAIBE TERTELWEE, RELHESHXEMAmazonKFHARFE. B
XEZEE , BSRAEJSONET ~ Lol K,

"Version":"2012-10-17",
"Statement":[

{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreateLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"
}!
{

"Sid":"LambdaCertificateExpiryPolicy2",
"Effect":"Allow",
"Action":[
"logs:CreateLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:log-group:/aws/lambda/handle-
expiring-certificates:*"
]
}V
{

"Sid":"LambdaCertificateExpiryPolicy3",

"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",
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https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/lambda/latest/dg/access_policies_create-console.html#access_policies_create-json-editor
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"acm:ListTagsForCertificate"

1,

"Resource":"*"

Iy
{

"Sid":"LambdaCertificateExpiryPolicy4",

"Effect":"Allow",

"Action":"SNS:Publish",

"Resource":"*"

Iy
{

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action":[
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource":"*"

Iy
{

"Sid":"LambdaCertificateExpiryPolicyé",

"Effect":"Allow",

"Action":"cloudwatch:ListMetrics",

"Resource":"*"

}

}

BIE IAM B & EM K. X0 IAM AEMMINKEKNER , BSH I Amazonfi5 624
B (2BHE).

$TF Amazon Lambda #2#I4& , #bit : https://console.aws.amazon.com/lambda/s
B2 Lambda B¥. BXEZER , ESHAFEREH A GE Lambda B, ERATHER :

ERIEREBIUE L |, 3%#F Author from scratch ( MKTF #4814 ) SRR BI BB ER,
£ Function name ( BB ) FERHPIBE—NE , WM handle-expiring-certificates”s
£ Runtime ( I=178Y ) 5k |, EHE“Python 3.8

EFF Change default execution role ( EXERIAMITAE ) , RFEEFE Use an existing role ( A
BAE),

M Existing role ( IEAG ) JIRPEREETMUBNAR,
f.  1%&$F Create function ( BIZEE ) .
g. 7 Function code ( EHEAHEE ) T, @A TR,

a0 oo

o

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.

# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy of
this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software, and
to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A

# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.amazonaws.cn/lambda/
https://docs.amazonaws.cn/lambda/latest/dg/getting-started-create-function.html
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# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json

import boto3

import os

from datetime import datetime, timedelta, timezone

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_arn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event[ 'resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days) + '
days: ' + cert_details['Certificate']['DomainName’ ]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn'] + ')

# this call is publishing to SH
result = result + ' - ' + log _finding to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])

sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event[ 'account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/

default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_arn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
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response = 'Security Hub disabled’
# This is used to generate the URL to the cert in the Security Hub Findings to
link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemavVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_arn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'
Iy
"Title": 'Certificate expiration’',
"Description": 'cert expiry',
'Remediation': {
'Recommendation': {
'Text': 'A new certificate for ' + cert_details['Certificate’']
[ 'DomainName'] + ' should be imported to replace the existing imported certificate
before expiration',

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
Iy
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’',
'Partition': 'aws',
'Region': event['region']
}
1,
'Compliance': {'Status': 'WARNING'}

19)
# push any new findings to security hub
if new_findings:
try:
response = sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {}
findings".format(response[ 'FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that here
if os.environ.get('SECURITY HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_ HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
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return value[-count:]

h. 1E Environment variables ( FMEZEE ) T , &% Edit ( FE ) HUERFMUTEE,

« ( H3% ) EXPIRY_DAYS
BERFERSHBERNZ GIRERITE (X3 ) . WEHKERIAR 45K, BEFATLIEERER
B,

. ( @i% ) SNS_TOPIC_ARN

$EE Amazon SNS B9 ARN. Ll arniaws:sns: <##>:<###s> <##z#> BRI HETEMN ARN,
« ( ®i#% ) SECURITY_HUB_REGION
EFRM X1 E—/ Amazon Security Hub, INERFKIEE LRI , N EEHIEFEZEITH Lambda

HHH X, MRZEBESNXEFIET , WIEEENAMEIEHEEREERT 2P
Security Hub,

i. 1E Basic settings ( EA&1RE ) T , ¥ Timeout ( B ) REN 30 ¥,
j.  EREIRE , %8 Deploy ( &),

TRATIRBFNESUFREALBRE R,
Bz RIET H 8 F R E A
FEHRBIF , BAEBET CloudWatch Events 5| R B4, & NEDFEHAIEB R — B FERAF. TR

BT , ACM BREBLNEEIHHE 46 RAEEMNAWIEFRSIR—NEH. (LATEERATLER ACM API
8 PutAccountConfiguration BFAEN, ) REBHHNE - NIRRT REH B31ER4E

ACM raises CloudWatch event #
>>>>>>> events

Event matches CloudWatch rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security Hub

B3 Lambda B HBEENR, ( EXK — 1850 % E Lambda BHEF IAM A€ (p. 61) ) o
3 Lambda BB A T X EBHIRE SNS £8, BXEZELR , B2 6/E Amazon SNS £,
REMBBHI AT SNS £, BEXEZEER , ESHITIE Amazon SNS &,

#IZ CloudWatch Events #I LA % Lambda EHE. BEXESER , HSHMIEMEASHN
CloudWatch Events #0,

e nh =

£ CloudWatch #2#l& ( {Zi& : https://console.aws.amazon.com/cloudwatch/ ) 1 , SMEIEH > #;
NTIE , AF%ESEF Create rule ( BIEAN ) ., BERSEH, EHEEH Lambda HE. ESHEXT
WRERT , RMWSITRE

{
"source": [
"aws.acm"
]V
"detail-type": [
"ACM Certificate Approaching Expiration"



https://docs.amazonaws.cn/acm/latest/APIReference/
https://docs.amazonaws.cn/sns/latest/dg/sns-create-topic.html
https://docs.amazonaws.cn/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://console.amazonaws.cn/cloudwatch/
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A CloudTrail
{
"version": "O",
"id": "9c95e8e4-96a4-ef3f-b739-b6aas5bl93afb",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:082Z",
"region": "us-east-1",

"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61£50cd4-45b9-4259-b049-

do0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"
}
}
BE
—BETHEETIIRESEARE , RESRINRZEENFIEERE , BUBR LS EBEMN U EHE/N T
A
« IAM REEHMAE

+ Lambda B

+ CloudWatch Events #1I

+ B Lambda 3<Bk# CloudWatch Logs
+ SNS &

¥ CloudTrail /- F Amazon Certificate Manager

Amazon Certificate Manager 25 Amazon CloudTrail £/ , EEERN —TIREREME ACM FEAF, AR
B AmazonfR S AT IRERIE R, BEAmazonlk = EBRIA£E A CloudTrail. CloudTrail fFAE4HY
XK ACM WAE API A , @FEXREB ACM ZHIEMWEAURX ACM AP RENRBIAM. WREHE
BIRERIZFE , M AT LUE CloudTrail B4 EF4E4E#E] Amazon S3 Z#1 ( 21 ACM WEH ) . NRETEE
IRERIZFE , M{BAT#E CloudTrail #2414 Y Event history ( EHAFIEF ) PEERFEH.

f£F CloudTrail WERMEES , BATLAER ACM R THALHER, RHERY IP #buk, MAKRHAER,
BERNWRHAEUREMFAEE. ARESEELR , BSHEA CloudTrall SHFLIEFEE S/, % ACM
PRAERIIFNEMESN |, ZESFIZRE CloudTrail B4 |, HE5HMAmazonRFEH —FREFESE
A EIEFEH, BALE Amazon IKFHREE, BRNTREFEMH.

AL, BRIIEERE ©AmazonfRSS , 3t — 241 CloudTrail B &R WENEHEEEH KT,
AX CloudTrail WEZER , BSIUT X :

» Amazon CloudTrail fAF$8/,

o BIERERBLE

+ CloudTrail Z#FHIRS MERK

+ 73 CloudTrail & Amazon SNS &Al

« NZMXE#EW CloudTrail B EXHMMZANIKF U CloudTrail B &34

E i
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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+ CloudTrail B&EIZFHF X #H ACM API 4 (p. 67)
- IBRERESH APIEA (p. 76)

CloudTrail B&E12FZR P X ACM API &4

ACM ZFEFLATB4EIEE R CloudTrail BEXHHHEH
BIMNEHFAATREBESERERBERNARGR . SNEETHEPEBEUTAR

« BEREFEARAFEIEZER Amazon Identity and Access Management (IAM) F P &IE A& B
- BERREAACERKESHAFNKBNZSEIEREN
« BREBFHETE Amazon RE A H

BXEZER , B2 CloudTrail userldentity 7T,
LT RET XHM AP BAENRE A E.

« ENEPRFINFREZE (AddTagsToCertificate) (p. 67)

+ MIBRIEPH (DeleteCertificate) (p. 68)

 IHRIEF (DescribeCertificate) (p. 68)

« S HEP (ExportCertificate) (p. 69)

« & AiE$ (ImportCertificate) (p. 70)

« BIHIE$ (ListCertificates) (p. 72)

« BIHIERIIFRE (ListTagsForCertificate) (p. 72)

o MIEB i BR#RZ (RemoveTagsFromCertificate) (p. 73)
» iERIE$ (RequestCertificate) (p. 74)

o EFAEWIULE FHRF (ResendValidationEmail) (p. 74)
« ®WRIEP (GetCertificate) (p. 75)

b iE PR IPRE (AddTagsToCertificate)

LAF CloudTrail =~ & R A AddTagsToCertificate APl BY4E R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

T

"eventTime":"2016-04-06T13:53:53z2",

"eventSource":"acm.amazonaws.com",

"eventName" :"AddTagsToCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ExportCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ImportCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ListCertificates.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_GetCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_AddTagsToCertificate.html
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"tags":[
{
"value":"Alice",
"key":"Admin"
}
1,

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"
Iy
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

fHIBRIE$ (DeleteCertificate)

BAF CloudTrail ;R%IE ~i8 A DeleteCertificate APl Y45 R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

}I

"eventTime":"2016-03-18T00:00:26Z",

"eventSource":"acm.amazonaws.com",

"eventName" :"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters" :{

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"
}I
"responseElements" :null,
"requestID":"01234567-89ab-cdef-0123-456789%abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

HIRIE$ (DescribeCertificate)

LAF CloudTrail =~ & R DescribeCertificate APl V& R,
Note

DescribeCertificate B4EHY CloudTrail B EFR LT REXEIEEN ACM IEBHER, &L
fEAE4IA. Amazon Command Line Interface 3 DescribeCertificate APl & A *IEBHEE.
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"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-03-18T00:00:422",

"eventSource":"acm.amazonaws.com",

"eventName" :"DescribeCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

I

"responseElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

S WHiE$H (ExportCertificate)

AR CloudTrail ~5lE ‘R ExportCertificate API BI&5 R,

"Records": [
{

"version":"0",
"id":"01234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11z",
"region":"us-east-1",
"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principalId":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2018-05-24T15:28:112",
"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
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"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.4",

"requestParameters":{
"passphrase":{

"hb":[

42,

42,

42,

42,

42,

42,

42,

42,

42,

42
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,

"mark":-1,
"position":o0,
"limit":10,

"capacity":10,
"address":0

b

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"
Iy
"responseElements": {
"certificateChain":

"privateKey" "k kxkEkkkkkx"
"certificate":

"requestID":"01234567-89ab-cdef-0123-456789%abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall"

S AIE$ (ImportCertificate)

BT RBIE R Ti25F3 ACM ImportCertificate APl ##4E8 8 A CloudTrail B&E% B,

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
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"eventTime":"2016-10-04T16:01:30Z",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":o0,
"limit":1674,
"capacity":1674,
"address":0
I
"certificateChain":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":o0,
"limit":2105,
"capacity":2105,
"address":0
I
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":o0,
"limit":2503,
"capacity":2503,
"address":0
}
T
"responseElements": {
"certificateArn":"arn:aws:acm:ap-southeast-2:111122223333:certificate/01234567-89ab-
cdef-0123-456789abcdef"
T
"requestID":"01234567-89ab-cdef-0123-456789%abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
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"recipientAccountId":"111122223333"

B HUE$ (ListCertificates)

LU CloudTrail ;=& R ListCertificates APl B9 R,
Note

ListCertificates #/EH CloudTrail B EFR S E R ACM iEH, EBuJLIEREE
A. Amazon Command Line Interface =} ListCertificates APl EFIEBFI &K,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:43z",
"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[
"ISSUED"
]
I
"responseElements":null,
"requestID":"74c99844-ec9c-1le5-ac34-dle4dfelallb",
"eventID":"cdfel051-88aa-4aa3-8c33-a325270bff21",
"eventType" :"AwsApiCall",
"recipientAccountId":"123456789012"

B HIE B EIFRZ (ListTagsForCertificate)

BUF CloudTrail ‘=RBIE RA ListTagsForCertificate API Y4 R,
Note

ListTagsForCertificate {EM CloudTrall BEFT R ETRENHRE, S LAEHAES
&. Amazon Command Line Interface 5 ListTagsForCertificate APl REE#RZFI K.

"Records": [

{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
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"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-04-06T13:30:112",
"eventSource":"acm.amazonaws.com",
"eventName":"ListTagsForCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-—

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

Iy

"responseElements":null,
"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",
"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

MIE$ F il BRFRE (RemoveTagsFromCertificate)

LAF CloudTrail 7~ /R A RemoveTagsFromCertificate APl BY4E R,

"Records": [

{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

T

"eventTime":"2016-04-06T14:10:012",

"eventSource":"acm.amazonaws.com",

"eventName" : "RemoveTagsFromCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-—

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",

"tags":[
{
"value":"Bob",
"key":"Admin"

Iy

"responseElements":null,
"requestID":"40ded461-fc01-11e5-a747-85804766d6c9",
"eventID":"Ocfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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B 3KIE$ (RequestCertificate)

BUF CloudTrail RHIE R A RequestCertificate APl BI45 &,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
}I
"eventTime":"2016-03-18T00:00:492Z",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters" :{
"subjectAlternativeNames": [
"example.net"
]I
"domainName" :"example.com",
"domainvalidationOptions":[

"domainName" : "example.com",

"validationDomain":"example.com"
}I

"domainName" :"example.net",

"validationDomain":"example.net"

]I
"idempotencyToken":"8186023d89681c3ad5"
}I
"responseElements" :{
"certificateArn":"arn:aws:acm:us-—

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

}I

"requestID":"77dacef3-ec9c-1le5-ac34-dle4dfelallb",

"eventID":"a4954cdb-8£38-44c7-8927-a38ad4be3acs8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

B RERWIE L FHR 4 (ResendValidationEmail)

AR CloudTrail =4I E RBA ResendValidationEmail APl Y45 R,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
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"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-17T23:58:252",
"eventSource":"acm.amazonaws.com",
"eventName" : "ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
I
"responseElements":null,
"requestID":"23760b88-ec9c-11le5-b6f4-cb861a6f0a28",
"eventID":"41c11b06-ca91-4clc-8c61-af349ea8babs8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

¥ FRIE$H (GetCertificate)

AR CloudTrail R¥IE RiEA GetCertificate APl &R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-03-18T00:00:41z",

"eventSource":"acm.amazonaws.com",

"eventName" :"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-—

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

I

"responseElements": {
"certificateChain":



https://docs.amazonaws.cn/acm/latest/APIReference/API_GetCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_GetCertificate.html

Amazon Certificate Manager Fi FF {55
ERRSH AP B

Iy
"requestID":"744dd891-ec9c-1le5-ac34-dle4dfelallb",
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

IERERIRSRY API i H

A LAER CloudTrail 15 ACM XK ARS & H8Y API @A, BXEM CloudTraill WEZEL , ESH
Amazon CloudTrail AF#ER. LT REIERTATERPWBEENERE  BEHFRTEATFME ACM IEBH
Amazon®& iR,

ES}
- BIERAFIGESR (p. 76)

Bl MBI E =R

BT LAE A CloudTrail 85 ACM ERHI RS X HK API A, B<EH CloudTraill WEZEE |, H5HR
Amazon CloudTrail AF1ER., U TFREIERT TERN BENER | BEAERTEATHRE ACMIEBH
Amazon# iR,

]

- BIEREITESR (p. 76)

s FERAEREEEREM Amazon EC2 3E4l (p. 77)
o NEFBEEN (p. 78)

- REFEE (p. 78)

IR A SRR

AT REIERB R Alice B IAM BB X createloadBalancer BRI A. HEHEEHRINBHE
TestLinuxDefault , M BIITES2EMH ACM IEBEIZEM,

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
}
"eventTime":"2016-01-01T21:10:362",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreateLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,

"loadBalancerName" : "LinuxTest",
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"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-—
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

]
Iy
"responseElements": {

"dNSName": "LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
Iy
"requestID":"19669c3b-b0cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9£f3b-4589f5be63£f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

£ A S i 9 E85 )F At Amazon EC2 =4

HIBERA Amazon Elastic Compute Cloud (Amazon EC2) k4l EMBM LR AREFET , g
BT BF UM T RIZS, XA LAEN Elastic Load Balancing #2414 & Amazon Command Line
Interface KT . M TRHIERT X Amazon Ik 123456789012 L HiEkIF#i88 LinuxTest B
RegisterInstancesWithLoadBalancer B/,

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/ALice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice",
"sessionContext":{

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:522Z"

}

Iy
"invokedBy":"signin.amazonaws.com"
Iy
"eventTime":"2016-01-01T21:11:452",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"loadBalancerName" : "LinuxTest",
"instances":[
{
"instanceId":"i-c67f4e78"
}
1
Iy
"responseElements": {
"instances":[
{

"instanceId":"i-c67f4e78"

}
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Iy
"requestID":"438b07dc-b0cc-11le5-8afb-cda7ba020551",
"eventID":"9f284ca6-cbe5-42a1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

=B =B
AR RGBT %5 ACM IEBRERNFAE ZAM Encrypt A, MMFERTE Amazon FIIT,

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"

Iy

"eventTime":"2016-01-05T18:36:292",

"eventSource": "kms.amazonaws.com",

"eventName" : "Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{
"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",
"encryptionContext":{

"aws:acm:arn":"arn:aws:acm:us-—
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
}

Iy

"responseElements":null,

"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",

"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,

"resources":[

{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"
}

1,

"eventType" :"AwsServiceEvent",

"recipientAccountId":"123456789012"

fRE B R

LTFREIERT ATFXE ACM IEBRERNFAE RAMRITHRFRMN Decrypt WA, BBFE Amazon Hit
1T, # EEZNRALTLEFF Amazon,

"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
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"principalId":"AIDACKCEVSQ6C2EXAMPLE: 1laba0dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/laba0dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T21:13:282Z"
Iy
"sessionIssuer":{
"type":"Role",
"principalId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:role/DecryptACMCertificate",
"accountId":"111122223333",
"userName" :"DecryptACMCertificate"

Iy
"eventTime":"2016-01-01T21:13:282",
"eventSource": "kms.amazonaws.com",
"eventName" : "Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext":{
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1loadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-—
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
Iy
"responseElements":null,
"requestID":"809a70ff-b0cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7£89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,
"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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] API ( Java R4 )

BT Amazon Certificate Manager APl B &% HTTP B RUGBEBARESZBRESHITRE. BXRESZE
B |, 2% Amazon Certificate Manager API &%,

# Web AP ( S HTTP API ) Bk | SR TS AmazonSt £ TAAHS ST TARS ACM RS54
TXE, BXEZEER , H5MAT Amazon Web Services WL E,

LA = B 8 #2 35% BA a0 a4 A M AmazonFF & T B2 (Amazon SDK for Java) # Amazon Certificate
Manager AP| H# 1T — 7] ARk,

E3 ]
 AEB IR (p. 80)
o MIBRIEH (p. 81)
o HIRIEH (p. 83)
o SHIEH (p. 84)
« WRIEPMIEBEE (p. 86)
« S AIEH (p. 88)
 BIHIEF (p. 90)
o SATEH (p. 92)
o SIHIERIRE (p. 93)
o MIEH A BRARZZ (p. 95)
« ERIEH (p. 96)
o EFRIEWIED FHRH (p. 98)

o) UE 5 7 INFR 5

LA 7R45135 B an{al £ A AddTagsToCertificate Ei#o

package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;

/**

* This sample demonstrates how to use the ImportCertificate function in the Amazon
Certificate Manager

service.

Input parameters:
Accesskey - Amazon access key
SecretKey - Amazon secret key
CertificateArn - Use to reimport a certificate (not included in this example).

* % %k X X X
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* region - Amazon region

* Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

* CertificateChain - The certificate chain, not including the end-entity certificate.

* PrivateKey - The private key that matches the public key in the certificate.
*

* Output parameter:

* CertificcateArn - The ARN of the imported certificate.

*

*/

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {
String accessKey = "";
String secretKey = "";
String certificateArn = null;
Regions region = Regions.DEFAULT_REGION;
String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AWSCertificateManager client =
AWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new BasicAWSCredentials(accessKey,
secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutableList.of(Tag.builder().withKey("key").withvalue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));
return StandardCharsets.UTF_8.encode(fileContent);

}
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
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import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the Amazon
Certificate

* Manager service.

*

* Input parameter:

* CertificateArn - The ARN of the certificate to delete.

*

*/
public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST 1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.
DeleteCertificateResult result = null;

try {
result = client.deleteCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceInUseException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

ex);

MR 1.0
82




Amazon Certificate Manager Fi FF {55
DescribeCertificate

// Display the result.
System.out.println(result);
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DescribeCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DescribeCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**
* This sample demonstrates how to use the DescribeCertificate function in the Amazon
Certificate
* Manager service.
*
Input parameter:
CertificateArn - The ARN of the certificate to be described.

*

*

*

* Output parameter:

* Certificate information
*

*

/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.", ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST 1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

MRERY , LRRGFERKBTATRENER.

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1
Serial: 10: Oa,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct0608: 17: 39PDT2017,
Status: ISSUED,
NotBefore: ThuOct0510: 14: 32PDT2017,
NotAfter: SunOct0310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [],
Type: IMPORTED,
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package com.amazonaws.samples;
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com.amazonaws .AmazonClientException;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws .auth.AWSStaticCredentialsProvider;
com.amazonaws .auth.AWSCredentials;
com.amazonaws.regions.Regions;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
com.amazonaws.services.certificatemanager.AWSCertificateManager;

com.amazonaws.services.certificatemanager.model.ExportCertificateRequest;
com.amazonaws.services.certificatemanager.model.ExportCertificateResult;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.InvalidTagException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class ExportCertificate {
lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.", ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.
try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "r");
}
catch (IllegalArgumentException ex) {
throw ex;
}
catch (SecurityException ex) {
throw ex;
}
catch (FileNotFoundException ex) {
throw ex;

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();
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// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, O,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);

String certificate_chain = result.getCertificateChain();
System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();
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package com.amazonaws.samples;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.GetCertificateRequest;

import com.amazonaws.services.certificatemanager.model.GetCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;

import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.services.certificatemanager.model.RequestInProgressException;
import com.amazonaws.AmazonClientException;

/**
* This sample demonstrates how to use the GetCertificate function in the Amazon
Certificate

* Manager service.
*

* Input parameter:

* CertificateArn - The ARN of the certificate to retrieve.

*

* Output parameters:

* Certificate - A base64-encoded certificate in PEM format.

* CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/

public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the credential
profiles file.", ex);

}

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST 1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.

// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;

long totalTimeout = 1200001;

long timeSlept = 01;

long sleepInterval = 100001;

while (result == null && timeSlept < totalTimeout) {
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try {
result = client.getCertificate(req);

}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);
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€ com.amazonaws. samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
com.amazonaws.services.certificatemanager.AWSCertificateManager;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws .auth.AWSStaticCredentialsProvider;
com.amazonaws.auth.AWSCredentials;
com.amazonaws.regions.Regions;

com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
com.amazonaws.services.certificatemanager.model.LimitExceededException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
com.amazonaws .AmazonClientException;

java.io.FileNotFoundException;

java.io.IOException;

java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;
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* This sample demonstrates how to use the ImportCertificate function in the Amazon
Certificate Manager
* service.

*

* Input parameters:

* Certificate - PEM file that contains the certificate to import.

* CertificateArn - Use to reimport a certificate (not included in this example).
* CertificateChain - The certificate chain, not including the end-entity certificate.
* PrivateKey - The private key that matches the public key in the certificate.

*

* Output parameter:

* CertificcateArn - The ARN of the imported certificate.

*

*/

public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {

throw new AmazonClientException(

"Cannot load the credentials from file.", ex);

}

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST 1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_ certificate = null;
ByteBuffer buf_ chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”, "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "r");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "r");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();
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// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());
buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0, channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();

channel_key.close();
file_certificate.close();
file_chain.close();

file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;

try {
result = client.importCertificate(req);

}
catch(LimitExceededException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(arn);
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ListCertificatesRequest;
import com.amazonaws.services.certificatemanager.model.ListCertificatesResult;
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import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.AmazonClientException;

import java.util.Arrays;
import java.util.List;

/**

* This sample demonstrates how to use the ListCertificates function in the Amazon
Certificate

* Manager service.

*

* Input parameters:

* CertificateStatuses - An array of strings that contains the statuses to use for
filtering.

* MaxItems - The maximum number of certificates to return in the response.

* NextToken - Use when paginating results.

*

* Output parameters:

* CertificateSummaryList - A list of certificates.

* NextToken - Use to show additional results when paginating a truncated list.
*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load the credentials from file.", ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST 1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

reqg.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
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System.out.println(result);

BIEA RO RIZRETUTARN A,

CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
I
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com
I
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

i3
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package com.amazonaws.samples;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.services.certificatemanager.model.ValidationException;

import java.io.FileNotFoundException;
import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;

import java.nio.channels.FileChannel;

public class RenewCertificate {
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lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.", ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;

try {
result = client.renewCertificate(req);

}
catch(InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (ValidationException ex)
{
throw ex;
}

// Display the result.
ystem.out.println(result);
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€ com.amazonaws. samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
com.amazonaws.services.certificatemanager.AWSCertificateManager;
com.amazonaws.services.certificatemanager.model.ListTagsForCertificateRequest;
com.amazonaws.services.certificatemanager.model.ListTagsForCertificateResult;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
com.amazonaws .AmazonClientException;
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import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.regions.Regions;

/**

* This sample demonstrates how to use the ListTagsForCertificate function in the Amazon
Certificate

* Manager service.

*

* Input parameter:

* CertificateArn - The ARN of the certificate whose tags you want to list.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.", ex);

}

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST 1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {
result = client.listTagsForCertificate(req);
}
catch(InvalidArnException ex) {
throw ex;
}
catch(ResourceNotFoundException ex) {
throw ex;

}

// Display the result.
System.out.println(result);

BIEA RO RIZR BT U TAR @A,

{Tags: [{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}
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/**

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the Amazon
Certificate

Manager service.

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RemoveTagsFromCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RemoveTagsFromCertificateResult;
import com.amazonaws.services.certificatemanager.model.Tag;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.InvalidTagException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.ArrayList;

Input parameters:

CertificateArn - The ARN of the certificate from which you want to remove one or more

tags.

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.", ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST 1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withvalue("Test");
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// Add the tags to a collection.
ArrayList<Tag> tags = new ArrayList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.
RemoveTagsFromCertificateResult result = null;

try {
result = client.removeTagsFromCertificate(req);

}
catch(InvalidArnException ex)
{

throw ex;
}
catch(InvalidTagException ex)
{

throw ex;
}
catch(ResourceNotFoundException ex)
{

throw ex;
}

// Display the result.
System.out.println(result);

BRIES

LU /R 4535 B8 an4al £ F§ RequestCertificate BI%Ko

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RequestCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RequestCertificateResult;

import
com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.ArrayList;
/**

* This sample demonstrates how to use the RequestCertificate function in the Amazon
Certificate
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Manager service.

*
*
* Input parameters:

* DomainName - FQDN of your site.

* DomainValidationOptions - Domain name for email validation.

* IdempotencyToken - Distinguishes between calls to RequestCertificate.

* SubjectAlternativeNames - Additional FQDNs for the subject alternative names
extension.

*

* Output parameter:

* Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.", ex);

}

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST 1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArrayList<String> san = new ArrayList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}
catch(InvalidDomainValidationOptionsException ex)
{
throw ex;
}
catch(LimitExceededException ex)
{
throw ex;
}

// Display the ARN.
System.out.println(result);
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BIEA RO RIZR AT U TARN A,

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}

BB R R E 58 E BB, T BB 4

LA 7R 451 8] 4615 BR 4] 8 A ResendValidationEmail B %,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ResendValidationEmailRequest;
import com.amazonaws.services.certificatemanager.model.ResendvValidationEmailResult;

import
com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

import com.amazonaws.services.certificatemanager.model.InvalidStateException;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

/**

* This sample demonstrates how to use the ResendValidationEmail function in the Amazon
Certificate

* Manager service.

*

* Input parameters:

* CertificateArn - Amazon Resource Name (ARN) of the certificate request.

* Domain - FQDN in the certificate request.

* ValidationDomain - The base validation domain that is used to send email.
*

/

*

public class AWSCertificateManagerExample {
public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.", ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST 1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
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ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;

try {
result = client.resendvValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}

// Display the result.
System.out.println(result.toString());
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https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/cli/latest/reference/acm/request-certificate.html
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IEREIT

EEBEREARBN , ERATUERERFRERIER FHRMF. ACM FHATHH WHOIS/MX EHRFH FFRIESR
FHEBAF R X BB IR ATTHY BB F BB sth it

UEHERIT

MRIBIEFERFEBANT WHOIS EEAT , AEXZ G FENEEERL , BLAELSREITIES

B, ACM T AR REMEMEER Atbit, ACM &FFISUE R TR A A BX LB R Attt | AR EBEN
MX BZREBRNENELEE i, ZEERERE | FERXLATFEN WHOIS EEHEFH A IXWIL B FHp
#, ACM FHITHA WHOIS/MX Z 45 H G IF 88 F o4 R X BB IAERY A TRV B R A BB F iR 4F b ik

WHOIS BR#l

At , BIESEET SANARIFE FHHFER | ACM TR R WHOIS BRSS85. R K Amazon b
o, AU , Amazon T4 WHOIS BRSES , thTskFE IE WHOIS FRS 23R #l. IREIBRIEE |
& Amazon Web Services Support /LI — PN ERBILLF SRR .

R T 8B F B4 36 UE Y R A ¥ 3R B A1 &R

ERHE - PR FHRERIEFERONABETEERIELITERT-ERE, XTR ACM BERFEHIRN
iE$E,

HEE .10 TMITAY (A1 &2

10 MBHE L BLARBNEFT, Bl , HEMRT2ER WHOIS BIEFEFENLNERELE. TILERR
AERZRAENBRIARE , R, HHIT WHOIS ERET , VREEMEMEEE. Hit , ACM TEM
WHOIS FBHERAH AT =AEMERR A bk R IX 0 I &8 FEB 4,

« BUOEME

« BAREREA

- EEBRRAA

B2 , ACM S FRIFE FIRHFRABUTENER RS U , HF your domain REHKWERIEFET
WMANESE , M .io RIAH,

* administrator@your_domain.io

* hostmaster@your_domain.io

* postmaster@your_domain.io

* webmaster@your_domain.io

* admin@your_domatin.io

EEW 10 HNRIEERYG , FRREAT LRANBFHRAKS2— MRXERER , EF2RFRIEHF
B, HETL@MEMAK ACM IEH,

Note

EWFEA DNS BITM AR B FERHRIT, BXEZEEL , HSRDNS i (p. 30).

HFERE LRI R F

ACM EEHRI 22X AZHRIT ACM iEH , MESLTERNITEARE, MRNACM IERHEEL
T (p. 40)BEA%ER , BSANTER,
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https://console.amazonaws.cn/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
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HEZ BT EIERIE

\ A V Al _— A -~

AR TR

Eit ACM BIIEITENIEP , BITHEBUATERE :

o BAVIERBMHMFE ACM ER M EITAMazonRExB. X ACM XM ERNEER , 85/ 5 Amazon

Certificate Manager £ KRS (p. 3)o

o NFEABFHARIEMNIES , ACM AMEEB BT UL P IS MNANEE R B FEiHFibiut SEERR, &
Z 1Y B F BB 3t ik B B T ER AR IR (p. 33)H

« XFEFA DNS BAFMIEF , HWREH DNS B BT S ERE CNAME 25 , f DNS RiE (p. 30) HFF
R,

REBFEELERZIT RN

HIEHER 60 RY AT , ACM 2 B3I B /MIEIHEI, MR ACM £ 15 RKERELITIES | BFKRE—H
BFER , HP @2 AXNAFHERET NEANE - SEHHA. KIRRKFYRIETERHEXmR,

£ 3 88, BB 44 36 UF UE B Y FE B UE P ERAT

ACM IEHHERMA 13 1A (395 X ) . BEIT , BB FEHRARIENIEBREESREENTRE, ACM
AT 45 RFFEEN WHOIS BRfEitb st AN EAEE Rt BRI B, BAPES—MEE , 8
WAEEV R HZERUEMET. RIEFAESIHNERE , ACM MR EHMHE ARN WEITIEH,

ES R A B FERAIE (p. 33) , THBXIRGIMLLH4 F PENDING_VALIDATION RAHES X LiFHHW K
IER AR,

£t X4 DNS WiFUEFH R FEEUE BT

ACM T 4223 DNS WIEMIEHFHIT TLS Wif. R ACM FTELITHET DNS BiFRWGIAYES |, M
RUEEEZHT DNS BEEFMRAP B IERHINBIERZTER, NREEXTMER , ACM 2 BAETEETE
iTiE$,

Important

R EFH CNAME 12X A EI DNS BHEEF, FEWENEBEME N T BMTHITIR
.

BALUEISE ACM 24 ATEIF IR EESE |, I CNAME %, BXEAELR , HSEZTEN
B, &&mLAfER ACM APl 89 DescribeCertificate #4E , 52 ACM CLI 1/ describe-certificate 8% ,
RERNBIEFEK. BXEZER , BSHEDNS BiF (p. 30).
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https://docs.amazonaws.cn/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.amazonaws.cn/cli/latest/reference/acm/describe-certificate.html
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LBIEEUBEIT KM

Name - Domain name - Additional nar

amznl.example.biz

] amzn2.example.biz
| - amzn3.example.biz
Status
Status Issued

Detailed status The certificate was issued at 2018-03-22T22:42:

Domain
D amzn3.example.biz
.!'. Export DNS configuration to a file You can export all of the CNAME records to a file
Details
Type Amazon lssued
In use? No
Domain name amzn3.examplebiz
Number of additional names 0
Identifier 1fasdeci-6db6-4d3d-967a-eecSed3ecdds
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:f3:99:62:5b:7f:fb
Tags

Edit

R 1.0
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AR EU B LEIT AW

MIZH & ik B RIES,
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LBIEEUBEIT KM

v amzn3.exampl

Status
Status Issued
Detailed status The certific
2018-03-2:
Domain

Damzn?:.example.biz

Add the following CNAME record to the
your DNS service Provider. Learn more.

Name

~dc8d107e33e2a83816b6a2a395¢
ample.biz.

Note:"GHanging the DNS configuration
You can revoke permission at any time
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H At &) &

RIFIEHE O UERIEHH CNAME &,
WMRFABEIBFE , ERRIFH D

T BT e

ACM IEBEFEELILT (p. 40)R—IMFERLITIR, RERBXESRASVAERRE, ERIE ACMIEFHF
MFATEEEE , 7 ACM FREGFTIEH 2 I AT B HER . ACM FREVEITHIE BRI H SFHEHHEREA T
#9Amazon B iR K B A2 [A] AT BE HEVEANEESR . itk , ME B RS ER TR FBER PN T REE RERS S
o

BE&E H b jn] @2

AEDRET EMRFWIUE ACM IEB XN RBHNIES .

£

o IEPMENIRTN (CAA) [ (p. 111)
o IEBRS AR (p. 111)

s IEBEERE (p. 112)

« APl Gateway [E]& (p. 112)

s THRIEBEARBMEIZELT (p. 112)
+ ACM RS <BX A (SLR) A& (p. 113)

UEF R UL (CAA) B3

BT LAE R CAA DNS 12RIEE Amazon IEBM AN (CA) TR BHIER FEMA ACM IS, MREEE
57 & HAE K 4L 1R B, & 7R One or more domain names have failed validation due to a Certification
Authority Authentication (CAA) error [ FIEBMARAMTIALE (CAA) iR , —IMRZMNHE REEBIRIUE] ,
EREERH CAADNS i2F., NREERNBIE ACM IERBERBURSIASR , MKAEHIER CAA IBFEH
BIRERIEHR, CAAIBEAH value (B ) ZERLNBELUTEHBHRH—F

* amazon.com
* amazontrust.com
» awstrust.com

* amazonaws.com

BXxBI2 CAAIERMNESER , BSH ( 7lik ) BE CAA 1IE3 (p. 26).
Note

MBATHEEA CAARE | M TAET N EHHEE CAA 2%,
> A Y E, N E
UWEH S A&
BB EEHEBSA ACM LS EHR%EH, MRS  WEE 5 RS AT SEATE,
B EATILA -

« BABES A X509 iRA 3 SSL/TLS U5,
 IERALREEEN , A AERTEIE (CA) ZE,
« MREWIEFH CAZE , NARIESFEEREE , ZEPETRAZBEBMAVERE FHRE,
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https://console.amazonaws.cn/support
https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html.html
https://docs.amazonaws.cn/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.amazonaws.cn/acm/latest/userguide/import-certificate-format.html
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EREE

s MBERNIERBRELRIUES , WLATUANERTEREEH.

o HEERNEMEP HBLE AR —MEP,

s BOERRIEBEPTEREEZMLIES,

o EPR, ERENREERS (W0F ) XTXA PEM HiB, BE , PEM #iBH Base64 {RIBHY ASCII LA
ERR, XEXARRUAITEMTMITHLNER, EEFIRLEH PEM XHE , REFMITRERRT
BEXHRITEMEMER, ETSEER OpenSSL Wik 3k A2 FRIFIE P4,

s TEMBENFIEFRH (WEF ). (BT IReEFBEE, amn®H. )

« 5 ACM £ B RS HIER ACM ZEHENEENZRHA KD, ESH Amazon Certificate Manager A F 5
EAREBVRSH X , BRIEBEBIERE I,

o ERBRESIEBHZFTERERSA IAMEE ACM MAFTFE.

o SAEBRBAE R,

s FAEIERNFAEERERERHAD, BEMEERT , WRIAA ListCertificates API 5 list-certificates
Amazon CLI 5 , {BRIEE keyTypes RiESRM4 , MR ER RsA_1024 2 RSA_2048 iFH,

UE - [E 7E [a) 73

ATETIES , ACM 2ERFNAE-HEEZENAN. MRENNABREFEA EBEE (p. 21) (BR#HHF SSL
BE ) KEE ACM IEP , M EAmazonZiTIEB/E , NARF TR AERIGHE, Akt RINTBWET
EEE ACMIEH, MRENNABRFLABEILES , BAIBITU TR

« FEECHIERSAZIACM (p. 48) , RARFENNAREFEEER S ANIESR, ACM FEAHI S AMIE
PHREELEIT,

- MREERNRABTILES , WHEHNARFEESRME TN Amazon RIEH, MREERANRLEIE
B, WHEHNNAEFEEES CA WARIEH,

API Gateway [A] &

LIRBBIHGMACH APl KimT S8 , APl Gateway fF &% & CloudFront 2. CloudFront %3 EiE API
Gateway MAREHIKFIBE, Zo B EDZE AP B ATERN ACM iE+H, EMBRYIEH L1F ACM M
BRIGHIED |, AT R SZIEPRERH APl Gateway B E XiF,

LRI EBXE API LinT =AT , APl Gateway R KR E I —/ Application Load Balancer (ALB). Zf1E
H#ESH APl Gateway FTE , FET AN, iZ ALB 45EZIEE API BSFTEEAHAE ACM iEB., EMIERGEH
A ACM I BRIEHVIER |, AT BR S ZIE P REXHY APl Gateway BE i,

THREBENRMEZELTD

MRIEE RN ACM IEBSEMRSXRE , BIEHEILTHE , HEERRSTHERHER , WRETEER
BRSHER ACM IE B ENRRAE T EH,

530 | Elastic Load Balancing (ELB) EEX R F AEX Amazon KMS key #1TH% , e kI K X sEfE i
HUAEFR. UNRBAETERNERRET , HNIERS ELB <B ACM SR AZERE. ME ELB
KEFZNRNRTF , NRE T RZREZE B R4 KMo

EEREZRB , FEAMNT https://console.amazonaws.cn/kms B Amazon KMS 24| & 1 &M FAUR

Ao MITTHREZ— -

s MRELINAECHERTFERBRSHNE , BHRAERRSHEGE  BUCEEBSREHXEK , RABEEHX
BRE. INEFNARETERNER , HiREHRN,

s MERIAFEHERTF ACM BWIR , HET A Tt utBX R Amazon Web Services Support : hitps:/
console.aws.amazon.com/support/home#/
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https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ListCertificates.html
https://docs.amazonaws.cn/cli/latest/reference/acm/list-certificates.html
https://www.amazontrust.com/repository/
https://console.amazonaws.cn/kms
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ACM BREXEBXAE (SLR) A&

ACM BREREXAE (SLR) (A&

HEMERAS —NEKF SRAZNIAE CAZENIEHRN , ACM AEBEAFEANZREEERSXEHNAE
(SLR) , fEREH A5 ACM Private CA ET &R 1A EK#TRE, MELMEZ CA MEAFGIES , T
FEE SLR , ACM FELZENEBHEIT ZIED.

ACM ATEELIRTE , ELERELNIKS HREFE SLR, RFIFER iam:GetRole R
WETFEKFH ACMSLR , MEBIE SLR ETFaBAHRTR. MRRBREXRLE , BLEHE
K EER MAEEERF iam: GetRole 7R ACM MR , SNE REMNIKF 5 ACM FEE R
AWSCertificateManagerFullAccess Bk,

BXREZER , FSH IAM AP EEF RS HX A BN R,

EFE

Amazon Certificate Manager S AR F/LNREEMAMR. BEXBINRENER , BZHAT .

ﬂ\ﬁ UEFFELLE

BZ2REEITH ACM Private CA M A MFAE PKIERE |, ATRESHIIL TR E,
Note

FE (IR ) XEMFE ( TE ) RiFF X ACM Private CA,

ACM #ERET Comment

PCA_ACCESS_DENIED FAHE CA RIZFF ACM PR, XfFfh%k PCA
AccessDeniedException HEMRT,

EEMRIRB | FEH PCA CreatePermission #
fEE ACM REZERARFLERNNIR,

PCA_INVALID DURATION ERWIEPHERBEL TMENFIE CANERK
B, XJ§f& PCA ValidationException #fE
R,

ERRIFE | ELEH CAILS (ABELENE
M) o

PCA_INVALID STATE FRAANFE CA R TFIITIERN ACM
BIEMENEBRS, XFf% PCA
InvalidStateException BERE,

BT 5 AR R R R

« MR CAHIRAN CREATING , EEF0IEIRME
SRR, RERE CAIEB,

« MR CA HIRA N PENDING_CERTIFICATE , &
Z% CAIEH,

« 18 CA BIRA A DISABLED , B REEH I
ACTIVE R%,

« 15 CA BWIRA N DELETED , B EER,

« 18 CA BIRA A EXPIRED , BREHILH

MR 1.0
113


https://docs.amazonaws.cn/acm-pca/latest/userguide/pca-resource-sharing.html#pca-rbp
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.amazonaws.cn/acm-pca/latest/APIReference/API_CreatePermission.html
https://docs.amazonaws.cn/acm-pca/latest/userguide/PCACertInstall.html
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REEBFRELE

ACM

PCA_LIMIT_ EXCEEDED

PCA_REQUEST_ FAILED

PCA_RESOURCE_NOT_FOUND

SLR_NOT_FOUND

Comment

« MR CABIRAN FAILED , MIETERRRPE |
EEXR Amazon Web Services Support,

A CA BKREMAEM. XFatk PCA
LimitExceededException BENXB, EH.ERE
Al#HBza , BEREELZNER.

WMREHRDAEE , BB R Amazon Web Services
Support BUERIZE B

MERRGHE. XFa& PCA
RequestFailedException MFERIG, TEHEEME
Az E , F2HEEERWER,

MREERPARIEE |, BB R Amazon Web Services
Supporte

B CA EHKAMIBR. XA PCA
ResourceNotFoundException WENXB, WiF
RECATEBEE ARN, MIRBIEAK , BFTE
fER L CA,

BRI | FEIER CA,

RATETHME TS — MK HHFE CA ZEMIE
+, ACM ERIEBFENKS LEFRSKEKAR
(SLR), MAZEEFHLIECHIERN SLR , FSH
79 ACM B2 SLR (p. 18).
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https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
https://docs.amazonaws.cn/acm-pca/latest/userguide/PcaCreateCa.html
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ACM iE$

Concepts

TR T Amazon Certificate Manager Ff LS8 E Yo
£

ACM iE#$ (p. 115)

ACM #E CA (p. 116)

TR, (p. 117)
IEXHREAIE (p. 117)
IEBMAENM (p. 117)
ERFEHERE (p. 117)
HERLG (p. 118)

=2 (p. 118)

MEZMBEE (p. 119)
SE2PREHE (FQDN) (p. 119)
NEZHEMIZHE (p. 119)
RIEP (p. 119)

ZE2EEFRE (SSL) (p. 119)
Z 42 HTTPS (p. 119)

SSL AREEFEH (p. 120)
FFZP I (p. 120)
fEREZEM (TLS) (p. 120)
Trust (p. 120)

Uk
ACM £ X.509 i 3iE$H, BMEBERB RN 13MNE (395K ) , HEEBEUTT R,

EXYR - EEEBNIEPRERIEBFENM (CA)

BNBARRA - XFRIERATEBIESNAERANENLERA.

FBEARRA - TFRI TSR ELFBANIES,

ZHRER - EXEIESHRANLAZRANAR,

FRERER - EERZAERT REENARATNEERLFEAN —IRSI AR,
CRL 7B R - iEE W HHEHIRM CRL FRHNNE,

ACM

ACM R B9 IEH B A XA ST AT R

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

Signature Algorithm:
Issuer:
Validity

Not Before:

sha256WithRSAEncryption

O=Example CA

Jan 30 18:46:53 2018 GMT
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ACM & CA

17

03

12

Not After : Jan 31 19:46:53 2018 GMT

Subject: C=US, ST=VA, L=Herndon, O=Amazon, OU=AWS, CN=example.com
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:ba:a6:8a:aa:91:0b:63:e8:08:de:ca:e7:59:a4:
69:4c:e9:ea:26:04:d5:31:54:f5:ec:cb:4e:af:27:
e3:94:0f:a6:85:41:6b:8e:a3:cl:c8:c0:3f:1c:ac:
a2:ca:0a:b2:dd:7£:c0:57:53:0b:9f:b4:70:78:d5:
43:20:ef:2c:07:5a:e4:1f:d1:25:24:4a:81:ab:d5:
08:26:73:£8:a6:d7:22:c2:4f:4£:86:72:0e:11:95:
03:96:6d:d5:3f:£f£:18:a6:0b:36:c5:4f:78:bc:51:
b5:b6:36:86:7c:36:65:6f:2e:82:73:1f:c7:95:85:
a4:77:96:3f£:c0:96:e2:02:94:64:f0:3a:df:e0:76:
05:c4:56:a2:44:72:6f:8a:8a:al:f3:ee:34:47:14:
bc:32:£f7:50:6a:e9:42:f5:f4:1c:9a:7a:74:1d:e5:
68:09:75:19:4b:ac:c6:33:90:97:8c:0d:dl:eb:8a:
02:£3:3e:01:83:8d:16:£6:40:39:21:be:1a:72:d8:
5a:15:68:75:42:3e:£f0:0d:54:16:ed:9a:8f:94:ec:
59:25:e0:37:8e:af:6a:6d:99:0a:8d:7d:78:0f:ea:
40:6d:3a:55:36:8e:60:5b:d6:0d:b4:06:a3:ac:ab:
e2:bf:c9:b7:fe:22:9e:2a:£f6:£3:42:bb:94:3e:b7:
08:73

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Basic Constraints:

CA:FALSE
X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:

97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8
X509v3 Key Usage: critical

Digital Signature, Key Encipherment
X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication
X509v3 CRL Distribution Points:

Full Name:

URI:http://example.com/crl

Signature Algorithm: sha256WithRSAEncryption
69:
69:
8d:
76:
cb:
di:
e9:
:d4:80:41:15:75:ed:c3:d4:b5:e3:48:8d:b5:0d:86:d4:7d:
94:
8a:
:e5:3a:90:8c:bc:76:¢c9:96:£0:4a:31:65:60:d8:10:fc:36:
44:
a3:
8e:
:b9:35:d5

03:15:0c:fb:a9:39:a3:30:63:b2:d4:fb:cc:8f:48:a3:46:
60:a7:33:4a:f4:74:88:c6:b6:b6:b8:ab:32:c2:a0:98:¢c6:
f0:8f:b5:df:78:a1:5b:02:18:72:65:bb:53:af:2f:3a:43:
3c:9d:d4:35:a2:e2:1£:29:11:67:80:29:b9:fe:c9:42:52:
6d:cd:d0:e2:2f:16:26:19:cd:£7:26:c5:dc:81:40:3b:e3:
b0:7e:ba:80:99:9a:5f:dd:92:b0:bb:0c:32:dd:68:69:08:
3c:41:2f:15:a7:53:78:4d:33:45:17:3e:f2:f1:45:6b:e7:

27:62:84:d8:98:6£:90:1e:9c:e0:0b:fa:94:cc:9c:ee:3a:
6e:6a:9d:ad:b8:76:7b:9a:5f:d1:a5:4£:d0:b7:07:£8:1c:

8a:cl:fb:9c:33:75:fe:a6:08:d3:89:81:b0:6f:c3:04:0b:
04:al1:d1:1c:46:57:41:08:40:b1:38:£9:57:62:97:10:42:
£f3:a7:a8:77:26:71:74:c2:0a:5b:9e:cc:d5:2c:c5:27:¢3:

ACM & CA

B ACM S & KA ELKIHZAIEB ML T Amazon 1B CASRBHERE :
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TR
AT D P#E R &g %
CN=Amazon Root CA 1,0=Amazon,C=US 2048 fi RSA (RSA_2048)
CN=Amazon Root CA 2,0=Amazon,C=US 4096 i RSA (RSA_4096)
CN=Amazon Root CA 3,0=Amazon,C=US Elliptic Prime Curve 256 i (EC_prime256v1)
CN=Amazon Root CA 4,0=Amazon,C=US Elliptic Prime Curve 384 fi (EC_secp384r1)

ACM Fa & EH I ERINEEE N CN=Amazon Root CA 1,0=Amazon,C=US , X2 T 2048 {u i RSA &
=i, HaRREUHESERMER. FTEHE48H Starfield Services Root Certificate Authority IE PR X &,

BXREZEER | 55 H Amazon Trust Services,

T 4 33,

BSHE HA (p. 118)

SEXI PR D=

FERMMBAR T HHZAME (p. 120) , EEATENEERZ LAXNZANBNBRZAR, Bz
—RNAEHR , BEU X509 3 IEBERARM, Z-—IBARLERN , RREHXFME. X509 KA
PLHENSEMRR (EBEE) WS OHRERNEEN.

ACM iE$ &2 X.509 SSL/TLS if$ , ©FEMEN HF M LW FMESHEIERPIENLEE
£, ACM f£F Amazon KMS key INZFEF. BXEZEEL , BSH ACM REZHZ S (p. 10).

UuE 5 2 & A1

EBMENME (CA) R—MIKBFIUERHFTME, Bl L, SFEROHRFIERREET ISO X.509 77, CA
MRELENHFIES , ATHINEBREAEN SO ZSOHEIERFISNLERN. CABER
SERIEPBHHE,

UEHEHE BHE

AT B LR IR AR SR RIREY CA SR EY SSL/TLS iE$ , LR BRERNENFMRN ABUERIZRE
EPEREREP, HEFHILFK, RAEBAFRWICRK. RCRNIEPEESERKER/PERER.

BAREZAE , MBRANCHENREERNNIES, BUUERILIHERERSKLERT,

7 Amazon CA NEME AFFEE SSUTLS iEH 28l , ERFIEPRRIEZL=ZMEPEAERE
BSSeR. XEBSFF|H/IEPLAMBELIEREES , FHHEZFNIEPIEE (SCT) IREFE Amazon CA.
ARG, CA2N SCT RAREHF , EP#HITER , HHEMRALAE. XENBBESFELEEM X509 R
o

X509v3 extensions:
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https://www.amazontrust.com/repository/
https://crt.sh/
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BERE
CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85

Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256

30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID ¢ 87:75:BF:...A0:83:0F

Timestamp : Apr 24 23:43:15.565 2018 GMT

Extensions: none

Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

ERZEREAFECRRELERIJZITIERN BHTH , RIFFZERERE, BXERRENESEER 1B
SERREUEPBERE BEIEF (p. 22)0
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RELAURHENE, BXEZEE , i§5H DNS KiE (p. 30).

HER—ANXEZEFE (HlE www. example.com) , (BN EE RS (DNS) 2 IP ik, iTENME
(BEEBKRM) £/ IP it ARNAEENR, HEANASBHNTRRZAHRN

TLD

BB KR EFMERBRS, (TLD). BIRHAE .com. .net. .edu. EREERRIXIMEZEL TLD
HERJWXEHWEE | SREERWEAB, FOISHE uk (EE). .ru(BE). .fr ). EAE
R/ XABE | EEEIA TLD 8= B REMRILEM A LR, B0 | . co.uk TLD FRRKEME
Wi,

T4

MEFESEMEEHEE LT E, X TEEER/MXABHESE , MAEHTERBARE (WRE), A
FHRIUVEMSSANER, MAETIEFE (FSRAUTEE). £ www.example.com # , TRRIFH B TR
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FEHBVNTIAEE2H , FRALSMASEREMEESR. xELNFEHER www , BEAFFERT
BB A, FEHBTUEZNRF. M0, £ jake.dog.animals.example.com f , FEHKIX A

jake. dog #l animals,
FQDN

ST£PREFHE (FQDN) 2FA FEEERIMES Internet BITEHN., MG EME R TE DNS ZF5. 5l
i , aws.amazon.com 23&MF Amazon Web Services B FQDN, FQDN 8#—EZMABOFmEE. i
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iy i)z
0 , [subdomain;].[subdomain,]...[subdomain,].[apex domain].[top-level domain] X%
7 FQDN #y —fxi& =,
PQDN

FEERENFHBMHEDR S BREESE (PQDN) , EXTHE, % [subdomain,.subdomain,. ] XHMNEFR
F= PQDN , X2R AT EHERE,

Registration

EAEARNRF BB EMAAGER. FMIEEE B ERNERAMBF i 3 B (ICANN) TAIE, Bt
A, BB -ERMEEIMEBENMNALRTEY TLD BIEE, SEREHEN MR ENERRES
MR TLD EMERNM, FMEENMIEER, FH TLD BEEHRENEFEELHE WHOIS, HEE
w75 IR E.

IN%22 F0 7 25
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T2 REEE (FQDN)

BEZE =HA (p. 118)0

NE A E IR
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FRIE B
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P, HIEPEERAZEEMN,

— = =
ZEEETFRE (SSL)
REERFR (SSL) MEREReM (TLS) REZ T EYNEAREBELZ MM MEN N, TLS B SSLK

EdE, SIEER X.509 IEBXRFH[HTHEHRIE. XHMIUBNEFRERSSHFZEATNEXR
MNRAR 2 B 4L RV BB MR E AR T

&% HTTPS

HTTPS &R7R HTTP over SSL/TLS , —/NrE T ER MR MRS R BIIFN L LF AN HTTP, B HTTP
ERMIEGREBEMERIZZAEBFHRTNE, HTTPS £&7T HTTP thiSE T, IEXIHRM X.509 i+
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FMTCPERMELS, REREAREEEFRE (SSL) T ERMEREM (TLS) ik

SSL ArS5asuE+

HTTPS ESFERF IR/ PR RS [/ HTHHRIUE. RFI|/IEHR X.509 v3 BIELEN , ATHEFRF
HNAERAHREREPNERAE, SSLTLS IEHHRIEBMRNM (CA) EEH BT ERS|HER. ARH
R, 2EEH. EEEES,

X PR R N

NHZAMBERARE —ZARNBNBERRFEE. ZESH ENHRBRAMNE (p. 117),
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Trust

Eil Web B[ EEMUMNF0 , TR ERLMEBRIEMIERIES, T, X EB[RVEEHR N CA RiE
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T &7 TERME (p. 121)
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WA

S A ACM IERIMEHEH
RATREEF HA RSA MR
MEEE, AXRYFXENE
SAEEMIIR |, ESH hitps://
docs.amazonaws.cn/acm/latest/
userguide/import-certificate-
prerequisites.html,
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