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AEEIEEXRUTHENEEAmazon Web Services Ik, A SIREA] , sAEREMNURNAERE
filo

HH — Nk P Amazon 25 B EAH K EB 5 Amazon k. EEEU TR MNERIIEE

+ BRE— —“/NAmazon Web Services Ik P 2B K E AR A 85Amazon & 1] L8 2 K & RERN AmazonEF
M & 612 B T Simple Storage Service (Amazon S3) #&#JAmazon Relational Database Service KJClout
(Azon DS) IR FHEHNEHIE , b UREREZNKF PR T BR. SMNREREHEH— Amazon BRABH
(ARN) EE—#RiR , ZBHBEBERREZERHKS K 1D,

o BN F— —/Amazon Web Services Ik th 2R EBERZ 20 FAmazon B RN RA, BEKFFLIE
KRB NEREHERKFEIENAFER.

BUUERKFHURNEERFOFEIOANEREE (FlIMAM AFNAE. XESHERTHHEAR
ENERE , HEFDRIEFAmazon. H4 thBR R IEE R FERARNN K, FEVERIITHRLIRME,

& T LAl Amazon Identity and Access Management(IAM) AIF |, AR AT HHARBFIHRENR. %
IAM B PR BRA — N EREIX A LA Z ARl Amazoniz sl &, AP A — MR Z4ALEZAETH
35k B #9Amazon Command Line Interface(Amazon CLI) &M EH—NEA APIAmazonFF & TE S,

IAM BEeR3IR5E , BHETAERREISASA R RBERKENSOREFZANEREE (B
#Amazon IAM ldentity Center (successor to Amazon Single Sign-On) ( IAM B3 /4 ) . IREH AT E
SKECHASORMEE , WTANHEERESNRIILEESHER , UFMILERHXZMAmazon Web Services
= AmazonX ST AR ER B & A EMBOpenlD CConnect (OIDC)EASAML 2.0 (Z & M SH5121E
= 2.0). IR LRGEMT Active Directory SIS Microsoft Active Directory BX& B RIERSLEEER |

REEZ /1B Amazon Web Services K ?

Amazon Web Services lF{ERN E AL 21 RAmazon. ENRYERAS  BETEANRERI. BER
BHAFHENRELRS, RFEENENXEER,

BRI ER D BRI Amazon Web Services P BB T HRESINBER XIFLLTEREM :

s REEH —TENNABRFUUEETENZ2RENXY , EEESRCIITRNEEERE fl , SFitm
RRERSEBSZ , MAREBIEH — it & Amazon Web Services PP E&E S INFMN TEARNFE
TEXZAFFTI (PCl) ZEFRH.

+ P@ES— —“NAmazon Web Services IkF R — ML 2RI L, RFEENRMNEZLEBHEEEAMazon
Web Services IkFMIAEMtA, HTFFAENANRZLEEXHTRE , Tee2BEFRNEZLEER,

- FEHAR— TENARE TENREMERER, RATLENFEBSIE 2 TR BB T
Amazon Web Services T F=.

s BERE—RTREEANRZA , E4FEHRBEE#ERERKFA P, XEBTRHTUHEMNEEZBEE
AR, XEBTEFNEELZHBEARE , Kb SAFEENE TR EE A HIERT 54 (GDPR).

s USHRE—TRANLSENR=RTELEETETRN B NFRE, B2 Mmazon Web Services Ik
P, ARSI EER,

+ Biling— kP REKERI S RBY RO —ERHE, SNKFEBTFERRLS 2, BREERARASHNA
ARZR2FAKERFNGTE, BMHATUEMEKESHEENMIFRA ( £FHAmMazon OrganizationsHl
Ak ) |, FATIE 2R R Amazon Web Services Ik /.
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o B2 E-AmazonS /N IR S ELE 2 858 43 TAmazon Web Services I . 5§ TEf1 5k 2 R B Amazon
Web Services M BE IE A1 B 48 H FEBLET o

AXEF AN B RUAEFBFESAmazon RN TENER. ERSEEYERIUTRE, FREETY
BOZEMBEN, BIERNNTE , RNBUMREEERTHX —ESHH. XFMUUENELZStT R
B, MAaPREEEROEREE,

= %/ Amazon Web Services Ik F°

EFHAMSAKS 28 , ZEEFHEEECMNITR. Akt , BIREEHAmazon Organizations , X&—
N B Amazon BR S5 SR EE FE Amazon Web Services K AL,

AmazoniZ £ EAmazon Control Tower , B0 T EAmazonE I Organizations KBzt H B REEH
48 40 £ Bk AmazonZE {ELBR % Amazon CloudTrail, Amazon Config., Amazon CloudWatchAmazon Service
Catalog , AR EMA. XERSARLFTETNTRRA, BXREZELR |, S Amazon Control ToweriE
o

- 2 Amazon TG ?

BT — step-by-step & EAmazon Web Services Ik , ARG EAGIBIRNE —EE R A Amazon
Identity and Access Management(IAM) , &3 fthe section called “FF A" (p. 3).

MRERHHFH A F Amazon , BBAIRIIE — SR ESEM —NAmazon Web Services IKF°. 2 {RIX A
Bt , AmazontlZ##IAmazon Web Services Ik A& IR EH o B A EWIFMES,

— N2 ##IAmazon Web Services P —FHRRABEHWAERAF , KEFHRNHEER, BANEFRE
Amazon Web Services Management Consolei@i3 £ i &1 E et iR LAY e F iR 4 s ut MBI LR 7 &
o

Important
BARWBFHBRAFATMRERATES :

« EHBIEEMNE—NEE AP Amazon Identity and Access Management(ER2). AJE , B LUE
At 1AM BEERAFMARBRAFRKRITEETS ., XEXEFH : AIHE (p. 3)EENE
mEeIEE NP,

s BITHESRMRBAFAURIT. BXXEESZNIIR , BEREZRAFEIENGT
% (p. 38).

- FARPENBRAFESIEHENSEESE (p. 42).

N FABEEMES , EEFKAmazon Web Services Management Consolesl & Amazon Command
Line Interface(Amazon CLI) AU TEZ— :

« W% ACL MREAMAV (F L AT EREH KA KR ping BIIAM 753 B BOBY AU R 5
i AT HAITABIES

« W% ACL MZ2AMAV (F LA EREHIKAI) B KA ping BIIAM £ 355 iy hnEY AU R
EHATHTHLENES. EAUERAEMERNKS SHKIE |, F20@E 6 HAAmazon IAM
Identity Center (successor to Amazon Single Sign-On) ( IAM Idrectory Federation Drectory
Federation Federation Federation ) 2 S

EEERUARAFE0RRE , RNBWEEAZESHRIE (MFA) UEBRPHEERS,

BTk, SaUtIZEEEERNEMN IAM B Amazon Web Services TP, XN 7 JLF 0] AR RBY K
FEEMERE , LSELNMURB R FRITHES (p. 38).



http://www.amazonaws.cn/architecture/well-architected
http://www.amazonaws.cn/organizations
http://www.amazonaws.cn/controltower/pricing
http://www.amazonaws.cn/controltower/pricing
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html

Amazon lKFEE SEIEE
FreafE A

Fr #4148 A — N Amazon Web Services ik

RIBUAT ZBRAESEH Amazon Web Services i/, BIEM/ /G , SURAF B0 EZUUGIE IAM AR
THEEERES.
SR

o FREZH (p. 3)

s 515 . BIBEAAmazon Web Services Ik (p. 3)

o B2% BEIIKFH root AF (p. 5)

« B3L NEWRAFBRAZERIE (p. 5)

« EAaL BB IAMEERAF (p.5)

FoRF M
EfMAmazon Web Services Ik , BEERMHUTEER

- KFEH— KPNEHRSHAESMIE (HINAEL ) MEH A ( WBilling and Cost Management 13
E#RFMAmazon OrganizationsiZ#l &,

RNBWEFERAKFGENE , LETURMREIKFS , HNESETERENEMIKFE X9k, W
RENAKF, , BEREABENE , HINELR-BHW-IRKE (il , AnyCompany-&it-prod). R=ED
AP, BEEFEAGENE , SlnZ-#-B8 ( Hli0 , paulo-santos-testaccount),

EME , BULEKFIREFERKFEH. BXEZELR , HSH . MUEHFKAIAmazon Web
Services Mk~ ?

o —ANEEFERMF i ub— b BB F Rk FRETK T root A ESRE |, BIKFIRE ( IS HBHER )
BT, BB BRUUR LDt 1t 49 B F R 4F, ERITREES 2/ , XMERIELEREEREE
1be 3t 1t B BB F- BB 45

Important

MREKSRBABAIFRN , RNBNEEALRERALAEE (5
it.admins@example.com), &AM AL T B FHRHbuE (5l
paulo.santos@example.com), X 75 EH B TFHEMAREHN L 7 T LR B I Amazon Web
Services MBI R TRV R EFF A7l Z B Fopibut A A FEEIKF# root A F R,
BEURFPNEXAND ZBE S a5,

- BESE— HEEHIAKFAANE , AIUEALSE, SXMEE%ET B FESEEREE,
Important

MBERKFARDUIKS , RNBUEFEALARABRESBNAREMNABRESB, XEHTHREREN
N FREB R E XT Amazon Web Services i BN fif & T BRIy KB FF 22 5

- ZEHHRITIEE. — N TRIFRBAmazon& R , XK /5 F Multi-Factor Authentication (MFA).

£ 1% . Q2B Amazon Web Services i~

1. $TFAmazonEREERKIHEEE S,
2. &F6IEAmazon Web Services K.
Note

MRRBFT AmazonRif , EFEHZIEH A, MR AT EFHHIAmazon Web Services Tk
FARAEN , BEERSEZIHMKF, , ABEZECIEFHAmazon Web Services IKF.
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WALNKFER , REEFEContinue. EFHLEBRAKFES , LEREHEFERfFibat. MREH
AR FERMF i ut FIERE | WTTSE BRI MK o

BEEMANEBEAT . X% 2 B XBREFBRINERGIRHENES, FRKFEHEESHENSN
FMIhAEE,
WALHARRNMABE, BSRLRES (p. 3)XTEFHAHUMBFSBHRID
FEHEZ AmazonE P Y. B A EH B FEAmazonE P il
IEZ BN o HAREE.
HEt | AR —HEIAER Amazon Web Services Ik EHEZ M4 |, FIEHER, SR LMERE M
RENE P NZRBEZENHFKS, B2 , BFEEEREMAmazonRE |, B BEE KK E
Eo
EEMENNREEREL , WABXEHNARAERINER. NREEFTRFTESIREN b AT K
BStep 3 (p. 4) , EFERFT AR EH AR Tt A,
JEIRISE H A

Note

MRBABRR b TEE |, NERE K S AP BGR S Amazon Internet Services Private
Limited (AISPL) ZiTH , X2 —RA& b AmazonFIERSER, BUFERIESEPRM
CVWV, BUERFEEMA—XMERD , EFEURTEAHRT. ERIEIEH , AISPL FXTEH
FHRARUEL 2 INR, AISPL FHERIUESEREIEE 2 INR,

10. #ETR , BAFTRIEENBESE, NIRPEREHERIEXKRB , REEWA—NITREET R

11.

oA ITENBEESE, AARIER , AFRER.
XEXIFHE : Amazon Ba I IE R G SRR —N PIN. EAFNHEA PIN , REi1EEContinue.

12. BJg , & T L% Amazon Web Services SupportPlan, &E— NI AitHl, X TAITXIEER | &

2 CompareAmazon Web Services Supportit .

WEEER—MEIARE , ERENKFEHEE. XBENEE/Lo248 , BENRKEE 24 /M,
EECEEIE |, PRI AR FZEH AN Amazon Web Services . EEUETR 2B , LA LB TR
Mg, BEUULKE,

AmazonfFHE MK R TR R KR HIAR FEf4F. REEM B FEREMRER 4 XA RPREBERIASR
FERtE, WEIERRE , EXPIAAmazonRS .

T P R0 HE IR 8 ME AR

i

FPHEENRMER, MRZEEENEY 24 Mo, FREUTHR :

« SERIKFRUERE.

ERNFMELEERZE , BUHERTNMXATEMIRHNED., EXFOEMIRE , ST MR AT,
EREFE AR Amazon Web Services Ik, R Ja 6 AZJ ik IR0 B FER 4 bt M 258 B %,
RESENARARNEXNESR, Check(I 7T X HEIAmazon Billing and Cost ManagementiZ#l &, 15
SEEPHEMEIR,

BHRREHSRNYE, SERHNBERSIELRBAmazon. BRREWARARNNE RN , HERMAIHE
3k BAmazon.

Note

Amazon— EZH ERAAHAE T RINER , MV AEUHZIER, BXLFERRBHBEIGER %
Amazon. TEZEN ERIEHNIKE £ RNERDATRERHPIAZA (BER1ET )

- BELSNE TR , THRREEREGRMESERS . RECHN B TR MERIBE XX  BERE

AmazonFmEERHEMAEE T RTRAELR,
ZIR A E AN KBS
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+ BX® AAmazon Web Services Support. Bx & AAmazon Web Services SupportS k& B, BESSHREREDE
ZZHINFEREHRS R

Note

A EE E5Amazon.

F2LH BXHKFH root AF

EERINBIEMN 2 EH U EZHTF B EHAmazon RS .
ELURAFSOEFIFKS , BSES 5 EFAmazon Web Services KRS (p. 33).

EB3L  NENBRAFERZERIE

BATRZNEWER K H root AF B MFA. XAKBRIK T B AERLERNAER T RZEH KX
., BAXESEL , 5 Activate MFAAmazon Web Services I 42 (p. 34).

F45 0EIAMEEGAP

HF BT LR & root AP AT BAMITHIRIE | RILBRATEZNENETEN root AR AT EAMEERBERIE
AFNES, HR , RYIE— 1P EFEEENEN IAM AF |, REULZ IAM BFNEHEZENEEEEMT

%o

BXUBIURAFNGE , BSHBENE - IAM EEAAFFHIAM AFiEE.
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& IE Amazon Web Services Ik

AHBEN B UMAEER ETAmazon Web Services Tk .
Note

R BRI Amazon Web Services K F 2 £ F Amazon Internet Services Private Limited Private
Limited Private Limited BExEZEE. , BSREENEMNIKF (p. 30)o

E3 ]
+ B2 Amazon Web Services k= (p. 6)
- BEEKFIRIRAF (p.7)
o {BUKFBFR. BT HR 41 5 258 Amazon Web Services Ik R A (p. 11)
o TR API IREER (p. 11)
- EFEBRRMEE (p. 13)
« REFERZLHREEE (p. 22)
+ FEEMMAmazon Web Services KIZi#REI K /= AT LUEF (p. 23)
+ ®EBRERIREIAmazon Web Services Ik L& (p. 24)
« XHEE Amazon Web Services i (p. 26)
« NIEHI K B Amazon Web Services K (p. 30)
- BEEONEMNKS (p. 30)

B2 Amazon Web Services Ik F~

REBA A 8123k 37 B Amazon Web Services ik F 1X T 2 H B2 #IAmazon Organizations. 1 R{RA8 6]
Bk itk B T RS E A LS Amazon OrganizationsiEZ 5 6122 Amazon Web Services MK 4R 48
.

X L2952 B3 A F B2 Amazon Web Services IKFEENE 25\, EENEMNEKS , 52 H 612 Amazon Web
Services M~ £/ AISPL (p. 31).

Amazon Web Services Management Console

£12 Amazon Web Services /=
R/MIR
ERITTISE , BLAELEE T IAM R :
« RAWIRELREEIREAMazon Web Services Ik 7 5% E it 2 EAmazoniX BR

1.  3TFAmazon Web Services £ 1.
2. % e|ZEAmazon Web Services K.

Note

MRREFAMazonxIE , XMIEBRAEERFE. R , ERERIEHE. L , Rl
EFHBIAmazon Web Services lKFEEF AN |, BAERBRERINHMIK, | REEERELE
#TH#Amazon Web Services TKF.
3. WMALHKFER , AREikEContinue. TR EWRBMANKSER , AHESEFf4it, WRER
AR FHp At 48R | BT E T RSB T B4Rk, Amazon Web Services K.
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10.
11.
12.

13.

Important

HF Amazon Web Services Ik iZik F B9 root B |, BATREZIZWEER T LA HEA R

R FER it | MARREBEHDATR,, X, ﬁﬂ%/IﬂﬂTAmazon Web Services M

BT, Amazon Web Services M~ %?}E—IJ«XEFE & 59 B8, B 44t 1k 475 ] 177 1)

fg%* %%R‘JEAmazon Web Services K/ , 3354\1111%%957&5% N T & MR & 3 ik P 89
) X BR

EEMNABEATIL.
Note

ANAIKFAF LK - B A EE AN ThEE.
MALHLARARIPIAGR.

Important

Xt F &l Amazon Web Services ik , JRIFMZERBALTBRESEMATE2MNABEES
B, BEEMF fEHAmazon Web Services Ik PR A (p. 33)E A A B FHR 4 i1t 55
MAEFESBAEAFEENKFETLE,

i HIEZ AmazonE L.

Note

—EEFEHIEHAMazonE P B,

prik =il b AV =F s

EREENNAREEREF , AAEXNARARNWER , AEEBRIIEH A,
Note

N R EX R B B A E A9 K 22 3 ik AmazoniE 15 13 K 245 565 A 5T it 1k 3R 3% 2 BTSSR R
.

ERMBRONRARNZE , BRERETMIRE,

BTX, S4ARIEENEESH, MNIRFEREHNERIXAE , AEMATEETRK/LY
HABRRNEESH,

A CAPTCHA RERHMIE , RARREX.
HEFRGESLHRRN , @ASKIN PIN BARFiEEContinue.

EF#HERIERE Support ITRITTEA |, i&£HF — N ARIAmazon Web Services Supportitill, Bk
T A Support iITXIRELEBEE , FZSE CompareAmazon Web Services Supportit .

RE  SRENIIKPHEHE. XEFRE/LSH , BREEE 24 Y,

HENKPT2B0EE , SRKE —HEIARFERHEEE, EF AR FHBFNLRER A4 R
EEEHIN KB B T4 | B2 15 R FTE B F i FAmazonfR S .

Amazon CLI & SDKs

B EHEENARPERK AN, . Amazon Organizationsi@ iz T CreateAccount® F EI4H 42
B R,

BT LB 4 5T B Amazon Web Services Ik 7 7240 42 48 &R 62 F§ Amazon Command Line
Interface(Amazon CLI) =X #&AmazonAP| #4E.

EEWKF* \-L/\?-ﬁ:

Amazon A B MRREF 2 B T E —#Ri2Amazon Web Services i F :
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Amazon Web Services K (p. 8) ID

—AN 12 (uF , 1 123456789012 , F FME—FRriERAmazon Web Services M. % Amazon &IR1E
H Amazon Resource Name (ARN) REEIKF ID, K/ ID BoF— P KF RN ERSS —PNIKFH

HRBEX DR, MRERAmMazon Identity and Access Management(IAM) A F |, #& 1] BLZ FAmazon
Web Services Management Consolef A~ ID S~ 31& .

FMERAF ID (p. 9)

—NFEREFRRE , Bl
M79a59df900b949e55d96ale698fbacedfd6e09d98eacf8f8d5218e7cd47ef2be , X2—F
JBEN X Amazon Web Services Ik 1D, YRATEABER X4 ID KR BAmazon Web Services i~ 7£
5 Amazon S3) &% F X B FIXT REVEM F 5 R RAT . WAL RHSEAF IDAmazon Web
Services Ik FERBRAFE IAM AP,

BATUE Amazon #1T BB IIE T A EFIX EFRRRT,
Warning

FERHBEHAmazoniEH ( SEEBMIHRZEL ) KiEHFEZEAmazon Web Services Ik EHREZ
HARIRFFAmazonBIRER— i, XHEMEE M1 EEHEBEH H RN RAmazon Web Services ik F
EREN.

B IEBIAmazon Web Services KD

BT LA Bl Amazon Web Services Ik 1D f# FlAmazon Web Services Management ConsoleE, % Amazon
Command Line Interface(Amazon CLI), E#Z&EEF , i/~ ID WAEBRTERUBRAFERN IAM AR
BHER, TREBUBAFPER IAM AFB0ESR , IKF ID HBEHERHN,

DRAFHHERENKS ID

Amazon Web Services Management Console
BHREH Amazon Web Services K AR A F 5 A& FA4H ID
/MR
BERIT TSR, BHRELEFLT IAM R :
- SMRAFBBERN , BEFFEMEM IAM R,
1. ERELANSMES  ERENKFEHREES , RE%EFE My Security Credentials (BN Z£&
iE)o
2. B Account identifiers (I FHRIRFF) 2. KSE RERZZ W Amazon Web Services Ik ID.
Amazon CL| & SDKs

BEHIEHAmazon Web Services K= #H IDAmazon CLI
B&/NMIUPR

ERTTAINSRE , BUREDLEELT IAM R :
o YIRLL root AP B METHSH , EAREEEA IAM R,

& A get-caller-identity &y 5 #1 T Fff o

$ aws sts get-caller-identity \
--query Account \



https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
https://docs.amazonaws.cn/cli/latest/reference/sts/get-caller-identity.html

Amazon lKFEE SEIEE
EHRWMSE AP IDAmazon Web Services

--output text
123456789012

BUIAM AP &5 ERENKS 1D

Amazon Web Services Management Console
EHREHAmazon Web Services Ik /= B IAM A 7 & 13 & FATH ID
R/MXER
ERIT ISR, BXTELEBUT IAM R :

* aws-portal:ViewAccount

1. EELANSHES  ERENAFE , AFIEE My Security Credentials (B & £ &),
Tip
MEREERIRNZ2EIENES , BUEUER IAM AGHNREFHAFER , MFE
IAM AP B8R, EXMERT , EXRZFERNKSURZLHIKS ID 58,

2. EREEH , TKFAEHAEE , KSERERZZEBLAmazon Web Services Ik ID.

Amazon CLI & SDKs
EHIZH Amazon Web Services i £/ IDAmazon CLI
/MR
BERIT TSR , BXRELEBLT IAM R :

< BN IAM AFRSRAREHETR SN , BX5URE
* sts:GetCallerIdentity

i A get-caller-identity &5 5 #0  Fff o

$ aws sts get-caller-identity \
--query Account \
--output text

123456789012

BRI TEHF IDAmazon Web Services i

B LA B A Amazon Web Services Management Console 5 Amazon CLI # Amazon Web Services
K MHSEAF ID. MHSEAF IDAmazon Web Services i ETiZIKF . B R RNIBHF
IDAmazon Web Services iKFERBRAF, BRESFHAF S IAM AR,

DRAFE IAM BF BHERASE ID

Amazon Web Services Management Console
ELRAFS IAM A S 5B E4H ARERIKA WA 1D
/MR
ERTTISR , BUREDLEFUUT 1AM KR :



https://docs.amazonaws.cn/cli/latest/reference/sts/get-caller-identity.html

Amazon lKFEE SEIEE
EHRWMSE AP IDAmazon Web Services

o BB root AP BMBETHSR , BRFEEEM IAM R,
o HIZLLIAM BF BREREN |, BUMER :

* aws-portal:ViewAccount

1. & FZEAmazon Web Services Management ConsolefE N AP IAM B,
2. EELANSHESD , ERENKSEMNBES , AFEE My Security Credentials (R Z 2%

iE),o

3. MREEBAF , BRI Account identifiers (I FFRIRA) , 332 Canonical User ID ($BA F
D)o
EFAEF R AmazonF | HE K S ID FMFEAF ID B, EALERAMEA, ID K& & Amazon S3
iHEERFI IR (ACL),

WMRERR IAM AP, BEKFEAEEERKSHTAS ID.

Amazon CLI & SDKs
ERERMBTAF IDAmazon CLI
E##Amazon CLI}# B API @%@ A FAmazon Web Services lkF#RFAF. IAM AP 1AM &€,
A HFE BT TR,

$ aws s3api list-buckets \

--query Owner.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65£f980£9172f9¢cb9a5f50ccbEXAMPLE

LEE IAM AENBRERAFPEHERIE ID

Amazon Web Services Management Console
EUER IAM ABHNBKESHRAFERERHENERKFHMEAR ID
R/MXER
- BRMEFFIHMESE Amazon S3 FHEEHR,

1. & FZAmazon Web Services Management ConsolefEN £8 IAM BBHWEXEHF.
2. 7 Amazon S3 #EHIEH , ERERBEYN , LETEMBNFHAEE.
3. &# Permissions (fXBR) , RS Access Control List (17832 #%K),

ETETRERA Access for bucket owner (Z BB ENTHENR) T , LR Amazon Web
Services IKFEYFSEA P 1D,
Amazon CLI & SDKs
ERERMBTAF IDAmazon CLI
E##Amazon CLIJ B API @ i& Al FAmazon Web Services I RAF . 1AM AP 1AM A&,
A HFEES TN TR,

$ aws s3api list-buckets \
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https://docs.amazonaws.cn/cli/latest/reference/s3api/list-buckets.html
https://docs.amazonaws.cn/cli/latest/reference/s3api/list-buckets.html

Amazon lKFEE SEIEE
EHBRAF

--query Owner.ID \
--output text
249fa2f1dc32c330EXAMPLE91b2778£fcc65£980£9172£f9cb9a5f50ccbEXAMPLE

ERKF B8, B FHB44F 3k 55 2258 Amazon Web
Services IKF A F

YREE B Amazon Web Services Ik VB R , REEF X Root AFWEBH B FiffFibut , FHT T
BHRLER, AT FE TR ut 2318 LL & 5 B FAmazon Web Services Ik R E

Note

B9 E B Amazon Web Services Tk P B4 £ B s E E AN AT,

Amazon Web Services Management Console

IR IR R Amazon Web Services Ik Pl Z#5. Root A P #Z1B = Root F 7 B F B4 itb 1t
B/NYBR

ERT TSR, BUAELHBUT IAM R :

o BT ELAmazon Web Services i Froot BF , TEEHAE 1AM RR. BTEE 1AM A
FEOSABHRITXESE,

1. FRZEIAmazon Web Services M 7 & Y B3 F i 44 b 1f 71 B2 8 BUE & K Amazon Web Services
Management ConsolefER #&#9Amazon Web Services IR F.

2. RRBEOELANKFEN , REERRNIKS.
3. £ Account Settings TTH L , %% Account Settings 558 Edit.

Note

RETRLSREREHAETRIILES . Amazonft Sk RERAYE FER bt MEZBRRA R
EEBREER, ERERPOEZUENLRRITHE  RERAETRNR,

4. EEFEFMFERMEID , %F Edit,
5 WMABMENR/G , i Save changes.
6. ZEREBHFIEENGE , EBETR.

Amazon CLI & SDKs

RAXRFESFAmazon CLIREBIRBHE P — N API B{EAmazonFF X T BT, BHEEFERA
Amazon Web Services Management Console.

T % APl BV IR 1EES

fEF/Y API 2 4EAmazon Web Services Ik FP B MR A T T HHREERR 2 —hi/ER -

s MMM FTX— HKFFNAFSARHRSESRK, BN , FEAERXE—KF. 037 £ TXER
EERITUTIRER B3 EADon'til AAccount Id YR A H A — Nk - B S 3 Amazon CLIEL
AmazonFt & TE TR,
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https://console.amazonaws.cn/
https://console.amazonaws.cn/

Amazon lKFEE SEIEE
RFEFHIKFE AR

+ Organizations L FX— HALF—NKFFHNAFRAGHRIREXE —HLRLPEMK G KT WKFE
ME , RHEALER, ERTUATREN , SEIEAEL ETIER | Bl Aaccount IdERARAE A
— Nk EER S Amazon CLIELAmazonFF XK TEGRE, ERERT , ZRENALANEEKRSS
Tk R EREE &K A AR E

XL XA : Amazon CLIFIAmazonSDK #4ET LAMEIR L IR E AR T XHE1T

o MREDon'tMAAccountIdSE , MIREREMRY ETXHIET , #ENFERNATEATAHBER
HIkF. TEKRKFEENARNKE , BRI,
o WRMFREEEE TAccountIdS R , MIRAEFEOrganizations E N XHIETT , H ERERERER “HE”
= 1T,
o MERFBRENIKFZ Account Management REHNEBIKFRERNVEERZIKS |, METTLL
EaccountIdSHUAEFHIEENK,
AL URAAENEARRARERHEPEEECHNIKSHK AccountIdSHRBIEENZEF
BEEAKS (p. 400 TRFEERS. FAEMKS L SEEEKF , B2WE|accessDeniedfl
o
s MREEMRIEXTETRE , WSAATFEEH B EResourceff— TR *"RFFFERE , REEH
3937 0K B ERY ARN (p. 12).
o MRBEALERNTETIRE , NMSRAAYFEFER IAM REEEITIZIRE | ZFXWKEEResourceff—M T
Ex REFFEER , REFEHALFRAMKFIEEN ARN (p. 12).

BT EMKS B MR NR

MAZHMA—#Amazon®E , BIRFAHRM. FHFSM BRIk - & A BRAmazon Web Services ik 7 @33 £
AIAM I PREERE. AT IAM DRREEKIINE IAM ZERA ( AFPSAR ) TEFT AKX B R F#T
TR 4L 72 R T SXof AR A 225 ST 1 VR AL 2 R T Ko R A B ST 1T R AL A VR T Ko R A R ST 1T R A A VR T X WA TR
17 3R £ 5 R TS Kt R AL 4% SR 1T IR L 8% R T X AR L R R

UTRKFEBEENBEREEIAN —LFEITEE,

) Amazon &JE B F#&Amazon Web Services Tk F°

o XEBXEA : Amazon FIREF (ARN)#2— 4 Amazon Web Services iR AT UG E B E EresourceiR
RBRES|IANKFRBYKFERALATHNIKS  KEREENTENHELSERARE, H5RLE—%9 7 #
AP| BV IR/EER (p. 11)

KPR IKS ARN ¢

arn:aws:account::{AccountId}:account

ERITEX TETRFBEREN |, XMEARER | FEFEAccountIDSH,

AL R KT HIKS ARN ¢

arn:aws:account: : {ManagementAccountId}:account/o-{OrganizationId}/{AccountId}

FHARS TETRKFBERER |, XTERAER | FEEMAaccountIDSH,

IAM SRREEHY £ & 4R

MK EERSERGILIPIKS EEREE T RS HOSRMEE (p. 54) RN ER TR RA AR E 2 H],
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html

Amazon lKFEE SEIEE
FHHRKRELS

account:AccountResourceOrgPaths

EFTFX#FEHaccount :AccountResourceOrgPaths R IFERIEEBIHLAR REMTHFELALR L (OU) Y
BE, RAB1ZOU ZEMNHAKFHERM ., UTRAOIKEEBR KRR NNNATFALFTFHMNMEE OU HE
_E’ngFo

B Taccount:AccountResourceOrgPaths @ L EFARER | MMUAFEAForanyvalueE
AForAllvaluesZEFHREZER. B, FIEE , KBV TISRaccount , BIERS| A RALR
OU MR,

"Condition": {
"ForAnyValue:StringLike": {
"account:AccountResourceOrgPaths": [
"o-aalllbb222/r-alb2/ou-alb2-f6g7h11l/*",
"o-aalllbb222/r-alb2/ou-alb2-f6g7h222/*"

account:AccountResourceOrgTags

LT X#EPHaccount : AccountResourceOrgTags R UF &S| AR MEIA L KRS, RS2 —
MNMREFREXN , TATHEKS RO RFRHETOEFIRL. EXRENESER , BRGNS RESH
#JAmazon Resource Groups A i8R, BEXEETEMN I RZEFKEHRERARSHNER , BSRTALRE
AT H ABAC ? Amazon®HHIAM AFER. T REIRBEERERENCERA TEHRF EEFTRHANRE
Bk Fprojectf{F—MEblueE Lred.

HFaccount:AccountResourceOrgTags 2 ZEFHFHREH | NAAEMAForanyvalueE
AForAllvaluesZEFHBRZER. BH , FIEE , FHRNEISRaccount , BIERSIANREALRE R
K ERRRE,

"Condition": {
"ForAnyValue:StringLike": {
"account:AccountResourceOrgTags/project": [
"blue " ,
A\l redll

Note

R BERHREM IR AR P — MK o AR BERFREME D0 E3H 37 B9 Amazon Web Services i F=.

EHBRRER

B EXNBRRBEEIRFERRA (p. 19)7 T ¥REIAmMazon Web Services i /7. #3iE AT SUR INZR 47
BUTHBRIAGEZAKFBKRA (p. 14) :

* Billing— & AKEBRRAANKISKEEXNELN , flnsETAEE,

s BE— FRARERRARKISBRERXNER,

s 2 ZARERIAATRI EZLEXRWEH , TIEXRBAmazonii A/ N4,

ES ]
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.amazonaws.cn/ARG/latest/userguide/tag-editor.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

Amazon lKFEE SEIEE
EREKFEBRRA

o HRIHEHIEIEBERA (p. 14)
s HRIREHREEWFEBKRA (p. 19)

A S EFIRAMNER R A

B LUER LT A R E A R HI K P F 3% BB R AAmazonOrganizations #&|& , UGB ERENEA
AmazonCLI SiAmazonFF X TED, EANEAELANEEKFEENEEALPEMAKSHOKSRE, £
K P35 B AR E R IE IR IK F B F iR 4 PR B FER RS

BULUUREN AN AMBREBRIMRRA |, EARRTXERSRIRI kS ERARN—E5

+ J837 B9Amazon Web Services i F— XN FREHLARBKNRRAKF |, B UERAAmazonBEBZFIA |, &
BEidAmazonCLI & FATESE, BE T HBIMANITIIRE | §S IR FEHAmazon Web Services Ik -
BRERA (p. 14).

+ Amazon Web Services I P EAHA— EEM - F F o U\ E A L+ 9 F A~ Amazon
Organizationsi#l & |, FEBIHEH X E SAmazonCLI & FAXTER, BETHNMHKTHIEE , B
% EE#Amazon Web Services Ik BB L FHE AR A (p. 16).

IAM REEHY £ T 32 #34R

account:AlternateContactTypes

ETFX#FHaccount :AlternateContactTypes RIFERIEE IAM KBS R ( HIEL ) X=FhIk B KR
E"JDZB_*EPO

fign , AR RBIIAM R KB E A L R A BARAFHMNEZLARR | BT EEHBILLINGARARRFENK
FHEREBRE A,

HFaccount:AlternateContactTypesEZEFRFRRE  MSAFEAForAnyValueE
AForAllvaluesZEFHEBZER.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditoro",
"Effect": "Allow",
"Action": "account:GetAlternateContact",
"Resource": [
"arn:aws:account::123456789012:account/o0-aalllbb222/111111111111"
] 4
"Condition": {
"ForAnyValue:StringEquals": {
"account:AlternateContactTypes": [
"BILLING"

]

}

¥t 37 F#FHAmazon Web Services kP EREEZE A

YREB IR Amazon Web Services KFIVEZABRRAAFAEE , FRBUTIEHRNWLS R,

14



https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

Amazon lKFEE SEIEE
EREKFEBRRA

XL XigA : Amazon Web Services Management Console T H RS2 5 2B RHXBREIR LK £ T3,
&1 LU Fl Amazon Web Services Management Console{R 13 171 5% 5 & A T 18 A 1% 3% 0 B9 ik 7= P A9 R %M B
R Ao

Amazon Web Services Management Console

4R%EIm 3 flRAmazon Web Services lE PRI AABRR AR
R/MIR
ERITTISER , BUTEFUT IAM R :
+ aws-portal:ViewAccount ( EEK/IFERE )

X BMER LT RRET 2 —
UTRRAFAFHTEARMEEARIASRS

* aws-portal:ModifyAccount

2 FF|Amazon Web Services Management Console EH REREH IAMM AP RAGNEHE SR,
EBEOALARBRENKFERN  RRERRNIKS.
EFEENKFRERE , A TRIFERKRRA , AGENB LN EERERE.
EREAATAFERNE,

Important

W=

X F & A £ Amazon Web Services Ik , RIFHM AL BN EFSBANE FHpHFibit |, ™
RTEMAWNBIFSHBIE FER bt

5. ZTRENFAENE , BEEN.

Amazon CLI & SDKs

BRI LR R, FEHTSMIBRE MK R E B W LUBE £ A LA FAmazon CLISE S 5118 AmazonSDK & %ig
1E :

» GetAlternateContact
« PutAlternateContact
» DeleteAlternateContact

EE

- EENEEKS RALFHRIREER KSR RS RITEERE , BYFN KRS E
REFHRRR.

R/MXER

NFEMRE , BXMEFZRENRR

* account:GetAlternateContact
* account:PutAlternateContact

* account:DeleteAlternateContact

MRS ERXLE LA, WA R FREEFFEBRBRRAGENNR , ARTFHERAS
RERR.
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https://console.amazonaws.cn/
https://docs.amazonaws.cn/accounts/latest/reference/API_GetAlternateContact.html
https://docs.amazonaws.cn/accounts/latest/reference/API_PutAlternateContact.html
https://docs.amazonaws.cn/accounts/latest/reference/API_GetAlternateContact.html
https://docs.amazonaws.cn/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.amazonaws.cn/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

Amazon lKFEE SEIEE
EREKFEBRRA

XEXIHE : aws-portal X FR{EA FAmazon Web Services Management Console , 3 H
TEER F & FAmazon CLIZELAmazonF 4 T E @Rk,

Example

UT RO RRBEKS KRR ARR A,

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
¥
¥
Example

LU TR B W AL 255 O K = i B T O SR AR R B R A

$ aws account put-alternate-contact \
--alternate-contact-type=OPERATIONS \
--email-address=mateo_jackson@amazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

MR, TR EEMRH .

Example

Note

MRRHITZ P PutAlternateContactER —/ L EAmMazon Web Services Ik F 48 [E
HEBRRAEE  E—NRMEFEKRA , FrEEEMUERINEIRE —NBR A FAmazon Web
Services IKF B RAXRBEHAEGHER A,

Example

BAR 7 {51 1 BR P AL K 7 B9 R 2 ARFNER R A

$ aws account delete-alternate-contact \
--alternate-contact-type=SECURITY

MERIT , kS SFE=EE MR,
Note

MREZSRZHMBRE —DEBRRA , ME—PBRRANUBBRSRII. UENFIEZREa
4 i ResourceNotFoundfilFho

E ¥1Amazon Web Services Ik FEA LR E AR A
YREB IR Amazon Web Services IKF IV FABRRAAFAEE , FRBUTIEHRNLSE,
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Amazon lKFEE SEIEE
EREKFEBRRA

ER

FE#T%& B R AAmazon OrganizationsiZ#l & /5 , BEERT LML IRE -

o BHEANRERAFMENRETAEEERAKFWIEE, XATEERRFKAKS . EIBALN , BRIA
BRTRRENRT, WREWALEENNESKSE  HELRESAMETR , " HFSABEAAL+TH
FrEThEE.

s BEERUTABRBAGEHRNEREAMazonKF EERS, ERELIN , TSN EEHENR
Amazonlik F~ EIE.

Note

XL XA . Amazon Organizationst£ & K EEAWSOrganizationsReadOnlyAccessE
AAWSOrganizationsFullAccess BEH , MIRMENPR LA E Amazonlk P EE APl , XE{RE
AT BAMAmazon OrganizationsiZ &, EEFEHMNIEERR , SR EFHAmazonitE K.

Amazon Web Services Management Console

REIZRHIAmazon Web Services IkFEALNF N E AR AFMER

1. EFEF)Amazon OrganizationsiZHl & B A AN EEIKF &I,
2. MAmazon Web Services Ik /| IR EE MK,
3. EEBKRRER , ETHERKRA , RBMRAAXE  RRKE, R2BRRA , AERERRA.
4. ERMFHKRA , BEEREAA , REEZEFAERRA | BERRE.
5. EdHATAFERPNE,
Important

Xt F &l A £Amazon Web Services M , S5 AL B BiES BB FHR4Fibt |,
TEMAWSBIFESHEAE TRt

6. ZTHENFAENE , BEEMN.

Amazon CLI & SDKs

BAILA 3R, FEHTEMIBRE AN RS B A LUE S i A LT Amazon CLIGE R E b 189 AmazonSDK & 3kig
1E -

» GetAlternateContact
« PutAlternateContact
» DeleteAlternateContact

EE

- EENEEKSRA[FHRREE AKX RRKFRITEERE , BYETN KT RS E
REEHRRR.

« BEEBRERTEARENEATENARFHIKS,

R/MRIR

NFEMRE , BXMEFZRENRR

* account:GetAlternateContact
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.amazonaws.cn/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates.html
https://console.amazonaws.cn/organizations/v2
https://docs.amazonaws.cn/accounts/latest/reference/API_GetAlternateContact.html
https://docs.amazonaws.cn/accounts/latest/reference/API_PutAlternateContact.html
https://docs.amazonaws.cn/accounts/latest/reference/API_GetAlternateContact.html
https://docs.amazonaws.cn/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.amazonaws.cn/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

Amazon lKFEE SEIEE
EREKFEBRRA

* account:PutAlternateContact

* account:DeleteAlternateContact

MREFEAXESIMPRIR , WA AR FRELERAFMIERRRAGENNR , MBEFHMGAS
EENR,

XLERXEE : aws-portal RRERIEH FAmazon Web Services Management Console , 3} B
TeEA TR FAmazon CLIEZAmazonit 4 T B2,

Example

BT RARALDFFUEKSHLAIKERZARRA, EANERELTREEANERKS  HER
B EENZRERRKS

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING \
--account-id 123456789012

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

UTROINALTHEERAKFREEEZRAKRRA, EANKESTREALNERKS, , EX
B EENERERAKS,

$ aws account put-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=OPERATIONS \
--email-address=mateo_jackson@amazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

MRRKIT , kS STFEFEEMAHE.
Note

MRRHITZ N PutAlternateContactER —/ L EAmMazon Web Services Ik F#8[E
FBRRARE | BE—NRMFEKRA , FTERLMEUERINEIRE — N R A FAmazon Web
Services Ik P FBKRARBEFHIAEHER A,

Example

BUT R BIMIBRA LR 5 E R R K BY Security AR A, EANERLTREALANERKS  RE
KREKFEENEREERKS

$ aws account delete-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=SECURITY

MRRY , SR EE AR,
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Amazon lKFEE SEIEE
EMFEBRREA

Example
Note

MRELZRZRBBRE—PRRA , ME-—NRRANFUBRARNKTN. UENFEREFALE
FResourceNotFound i,

HRIHEFEEKRFEKRRA
BRI LAE A miE A N E AL NI 89 = ZE 0K P B R AAmazonCLI AmazonFF & TE &,
B LABER R RIS KR RALN —Z0 , UFENARNPNREBETEKFBRRA

+ 3437 FlAmazon Web Services M — S FARSHLXBKNIK S | BRI LMERAAmazonEEEGH A |, HE
dAmazonCLI MIF A TES, BEE T HIARITIIRAE , BSHIE I FEFHAmazon Web Services ik &
EBRRA (p. 19).

+ Amazon Web Services Ik P AL H— EE K HERE E A ik~ P8 AP A SUMAmazon
Organizations#Z#l& , EBEIAmazonCLI MIF AT E T, BEETHOMARNITIIEE  FSRAEHR
Amazon Web Services ik P IRA LRI EEEKR A (p. 20).

Jth 37 EFTAmazon Web Services lKF T EEBRZR A
YREEIEHIAmazon Web Services IKF I EEBERRAFMAER , BRITUTEFFHNS R,

XL XigA : Amazon Web Services Management Console T HR S FRIAAL B RN REIRMIH L TFXH, &
7] L& FA Amazon Web Services Management ConsolefX i B s E kA TR A IRENK AN EBBRRAE
B,

Amazon Web Services Management Console

YREB IR Amazon Web Services kPRI T EBRK R A
B&/NYBR
ERT TSR, BUMELEFLT IAM R :

+ aws-portal:ViewAccount ( EEKFFHERME )
* aws-portal:ModifyAccount

14 B FAmazon Web Services Management ConsoletE N EAHENEN IAM AR SHA R,
ERBEOALANKS B, ARRBROKS,.
B TRIEFBLIKRELR , AGECSULERRE.
BEREMATAFERPNE,
Important

X F & A £Amazon Web Services Ik , &RIFM AL RN EFSBME Bt |
MARNMANBFSBMNE FoR i, BEMKF 8 6EHAmazon Web Services ik F 18 A
FRERAMNANE T4t B iFSBAEAFEENKFEETATGEUTE.,

5. ZERENFBEERE , BEFH.

wh =

Amazon CLI & SDKs

BHLRER, EFSIBBREENBLUT A RNIRBERE EAmazon CLIGSEH 18 AmazonSDK &%
B®iE
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https://console.amazonaws.cn/
https://docs.amazonaws.cn/organizations/latest/userguide/root-user
https://docs.amazonaws.cn/organizations/latest/userguide/root-user

Amazon lKFEE SEIEE
EMFEBRREA

» GetContactInformation
¢ PutContactIinformation

N

I

N
¢l

-

- EENEEKSRA[FHRREE KSR RKFRITEERE , BYETN KT RS S
REE R

/MR

NFBNMEE  BUMBEEEZRENLESERANR

* account:GetContactInformation

* account:PutContactInformation

MREFERAXLHMWRRE , WA FELERAPNUSREBRRAGENNE K MBRFEMLAF
EENR,

XEXIHAE : aws-portaliXFRIXIE A FAmazon Web Services Management Console , 382
TREA T FAmazon CLIZELAmazonFF X T E @Rk,

Example

UT RO RFIUEKS NI EBRRAGE.

$ aws account get-contact-information
{
"ContactInformation": {

"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com"

Example

LU R BI WEL& BY K P iR BT EEBRRAE R

$ aws account put-contact-information --contact-information \

'{"AddressLinel": "123 Any Street", "City": "Seattle", "CompanyName": "Example Corp,
Inc.", "CountryCode": "US", "DistrictOrCounty": "King",

"FullName": "Saanvi Sarkar", "PhoneNumber": "+15555550100", "PostalCode": "98101",
"StateOrRegion": "WA", "WebsiteUrl": "https://www.examplecorp.com"}'

MR, TR EEMH .

E ¥ Amazon Web Services IKF AL EERR A
YREB IR Amazon Web Services KF IV EEBRRAAFAEE , BRITUTEFHINTSE,
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https://docs.amazonaws.cn/accounts/latest/reference/API_GetContactInformation.html
https://docs.amazonaws.cn/accounts/latest/reference/API_PutContactInformation.html
https://docs.amazonaws.cn/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.amazonaws.cn/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

Amazon lKFEE SEIEE
ERFBRREA

ER
FFEEB R AFE#H NAmazon OrganizationsiZH A F , BEBRIT—LHLRE :

o WAL NTEAFIETIRESEEERAKFNEE, XATEERABHRAK,, EIEALAN , BRIA
BERTARELRT, MRENALDEERNNESKSE , HELEESAMENEE " ESHABEHEEFTEH
FrE ThEE.

« BEBRUTHARNESEABASTEHENEAMazon ¥ EBRS, BRENLT , BRI ENES
fER B A {E AR Amazonlk F EE.

Amazon Web Services Management Console

BEHE T RSN EER B R AFE A Organizations B ANBKRAB R, BRI EEES EHAmazonlk -
#|& 2 AmazonCLI MIF X T ES,

Amazon CLI & SDKs

BULKE, EHNHMBREZNEIUTHRNIKBERE EAmazon CLIG SR MAI8AmazonSDK &%
B®iE

* GetContactinformation

» PutContactinformation
AE

- EENEEKS RARAFHRREER KSR RKERITEERE , BYFN K RS =
REFLRRR.

« BEEERERTHARENEATRNARFHIKS,

=R/NRIR

NTENMRME  BUAEEEZRENESERANR -

* account:GetContactInformation

* account:PutContactInformation

MEBFEHXESMPIRE , MR FREERPMUERBERIACSENNR , MBEFEMAR
BEEMR.

XEXIHE : aws-portal X FR{EA FAmazon Web Services Management Console , 3 H
TEEA F & FAmazon CLIELAmazonF & T EGiR Mk,

Example

UTROIRRAAPEERAKFNLAMNEERRIAGE . EANEELARBA[ANERKS , RE
KREKFEENEREERKS

$ aws account get-contact-information --account-id 123456789012

{
"ContactInformation": {
"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.amazonaws.cn/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.amazonaws.cn/accounts/latest/reference/API_GetContactInformation.html
https://docs.amazonaws.cn/accounts/latest/reference/API_PutContactInformation.html
https://docs.amazonaws.cn/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.amazonaws.cn/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

Amazon lKFEE SEIEE
RERERR S P Z

"DistrictOrCounty": "King",

"FullName": "Saanvi Sarkar",

"PhoneNumber": "+15555550100",
"PostalCode": "98101",

"StateOrRegion": "WA",

"WebsiteUrl": "https://www.examplecorp.com"

Example

BT REIABATHIEERAKSRETERRAGE, CANERELTREALANERKS  HEKX
B EENERERZAMKS

$ aws account put-contact-information --account-id 123456789012 \

--contact-information '{"AddressLinel": "123 Any Street", "City": "Seattle",
"CompanyName": "Example Corp, Inc.", "CountryCode": "US", "DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar", "PhoneNumber": "+15555550100", "PostalCode": "98101",
"StateOrRegion": "WA", "WebsiteUrl": "https://www.examplecorp.com"}'

MRRY , WSS AL EE TR L,

RIEHE XL 2K

BALESFZ:RARBREZRFIMBEHNKFPRESKFNZ M, Amazon Web Services
MK P AmazonZH B EZERRAT , A AR R IX L45 Bk 8 BY IR IE S8 4E 9 ik 7 FT & & Amazon Web Services
Support3 k& B,

\nﬁ

BERBRZEFAREHRERER BRI TIEFFHI R,

Amazon Web Services Management Console

ERENRNBREEZ £ RIARBAmazon Web Services ik
BR/DMYBR

ERTTISR , BUAELEFUT IAM R :

¢ aws-portal:ViewAccount ( EEFEKFFMEETNE )

* aws-portal:ModifyAccount

1. EFZEAmazon Web Services Management Console® 71 B4 Amazon Web Services Ik 4R A F 5
BEERENRN IAM AFRRAE,

EEEOALANKS BN, RAERERNKS.
B TR FBIEELZ SRR ABRGERRE.
EREMATRAFRANE ETUEARRENEARE  RERMABLNER,

Important

3 F &l Amazon Web Services Ik , BEMERIEFEERRZ ST #n.
FFENRA , FRA—NME , fINKNEYFEFR, BSXRERAREEHLERNE
A LUEKFEERAATUESENRRIZER,

5. EREMNENRG , EFFH.
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https://console.amazonaws.cn/

Amazon lKFEE SEIEE
15 E BN Amazon Web Services XIZ#R Y M 7 BT LAE

Amazon CLI & SDKs

RAEFESAmazon CLIREBIRBHE P - API B{EAmazonFF X TES., BHEEFEA
Amazon Web Services Management Console.

15 E W NAmazon Web Services XZ{RrI MK F~ 7] LA
£H

Amazong#1/8 A T R B #HIAmazon Web Services KIBEIAER T , A EHN AP EEAXEF AR E
Bo OE | HARHRAMazonBRINBER TERAFXE, MRFEAFEBEFXKEDERE , BB HZK
o

Important

AmazonZ il f X 8iAmazon Security Token Service(Amazon STS) KixTi AaM A= RLKXHT
A, LWEAER, RAXENATFESEAMazon STSK KT A T2 B MAmazonit X, tRIRERX
HAmazon STSART R , BEFEHITEMER,

B2 , RELIRMM Amazon STSKHT K (https://sts.amazonaws.com) X fEAmazon Web
Services X5 ARRIAMBER T EAN, MREITEAKF BAFXE , BAUERAREXKEHS
ESH. Amazon STSHRBEIES AAmazon STSAIRT LUK B2 EBE MM 2 1E S EAmazon
Web Services Xifl. EFIEXFHHBERNRXFTEBLEX. NRFHIFLE , XERANS
[T RE S TN IR R

BRUWAMEZE B Amazon STSK KT SAmazonit X | iE5# & Amazon STSTEAmazon X 1.

B A H N EEETAmazon Web Services X1
o SRATLAER 1AM PR SR 2 3T X1 Y 15 8]

Amazon Identity and Access Management(IAM) @& =/MXFR , AT SR MLERF TS A, 2R
HXE., BXESEL , 30 . Billing and Cost Management 1 4E 5 B # £ Amazon Billing and Cost
ManagementH 35 /.

- BRARKERZEN

BRARKERE&RN. ERENEFXEP RN TRTE,
s BRAXESE X XE A RRG T E
MR MEEHXiHAmazon R , H131 Amazon Elastic Compute Cloud (Amazon EC2) 354l |, #4535k

EWZXGHERAER, B, BTEEHAmazon Web Services Management Console S E A2
%, LEEREREAXEHEM EC2 EHIMEE.

- MRZFAXE , SBEWEUES R RN EA
WREZANMIEHXFAmazonFiR , NXLEFFRNEA (NRE ) FAERFERRITE, flm, WR
FEAEE Amazon EC2 RHIM X , MBEMERGIRATIHRE , BMHRMINXLEXFIZ AT,

- FARENERATERIETR
MRAFZAXE  NERFTE-LREFREFETENLGRTRF TR, FAXKSAIREZE/LRE LS4
FREEM.

- RABRTEARBXE

FR#iAmazon Web Services XiF ( EEMFMBANZAXENEE N2 EENXE ) BBRIAEH , B
TEER, ExFEZER , BESH . ¥ Amazon Web Services X iE 1 Amazon— 5 Z.

« NTRSBKF , BAREEE/LS #edE

BAXEBEESE/LSHAEN , ERLEKF JREFEEEKAME, MERREHEAN KA EEY D
Bt , EEFEIAmazon Web Services SupportCenterfR /g T FF — N R HlAmazon Web Services Support.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.amazonaws.cn/general/latest/gr/rande-manage.html
https://console.amazonaws.cn/support/home#/

Amazon lKFEE SEIEE
i% B = E RRAAmazon Web Services Ikt %

EEAUTEREAZHEHAmMazon Web Services XIE3t T 5 8 A " Amazon Web Services HF.

Amazon Web Services Management Console

E &L Amazon Web Services X8 7] A& Amazon Web Services Ik F°
B/DIBR

ERTUTEEFNLSER , IAM AR HALABELTRIR

+ aws-portal:ViewAccount ( EEEFKFIFHERE )

+ account:ListRegions ( EEEE ¥|&RAmazon Web Services XiUA R EA1LBI 2B A
HEREZER) .

* account:EnableRegion

* account:DisableRegion

1. EFZEAmazon Web Services Management Console E 3 B4 Amazon Web Services Ik 1R A F 5
BEERENEN IAM AFRAR,

2. EEOALARBRENKFE  AREERENK,.
3. EE#HEMNK/IEERE , @ TR EIE 5 Amazon Web Services X1,
Note

RETRLSREREH AT RILLES . Amazond 5K RERAYE FER MBIt MEZBRRA R
ﬁvﬁﬁ%iv:i_i%‘kc R RPPEEAER R R FITTE , RRHETENR,

4. 7Eﬁ’l\%‘u‘lAmazonWebServnces X E —METURES R |, ERF—BRELEA , XBRT
B 7B P iy P AR B B AR RZ X 18 AR B B OR

5. ﬁﬂ%tﬂfm%a‘\ , BINER LR,
6. TERENFABEERE , EEFH.

Amazon CLI & SDKs
FARZHF TS Amazon CLISE BN RBHFA — APl EEAmazonF A TES, BRBEMEH

Amazon Web Services Management Console.

%8 5 E R Amazon Web Services Kt &

XL XigA : Amazon Web Services ik 7 48 F F* flAmazon Identity and Access Management(IAM) ik F* 1
# A PR Web URL &%,

MREFEE IAM AP URL ARLAFER (E MBS FTidEMIRR ) BiYCAmazon Web Services ik F
ID, fRATABIZIK 318, ATRMELL TS S : Amazon Web Services P82 315 |, SIH AT AT oIE2SIS
B AP B1E,

BIABRT , K/ 8 IAM AP EFRUE URL ik

https://Your_ Account_ID.signin.aws.amazon.com/console/

R REIEAmazon Web Services Tk 3 &89 5 & Amazon Web Services i FID , IAM PR & ZRHEH URL
a5 LU RIS AL,

https://Your_ Account_Alias.signin.aws.amazon.com/console/
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Amazon lKFEE SEIEE
Bz, MBI ZEEAmazon Web Services I L%

SELEWIELE URLAmazon Web Services Ik P8I 2 &/ ID fkARE X , A LLEEAAmazon Web Services ik
FalE,

Tip
EfE Web MIBBFRNECHKFEZRAEUERE , BUUEENRSZEFFHIRAZER URL, B

£/ Web RIS ERHY “RILTARIZAFBE" Th8E , BAXTBRTF SR EEH LR ERLFRX
MES. XEFETRATHHRNZREL A,

EEEIM
+ &9 Amazon Web Services Ik REEE — 1N 5IB. MR N EHBIZEF 5B Amazon Web Services K |

FRZNBEECANIE, B2 BH URL F1E T4,
o 0K/ 5| SHMIEFTE Amazon Web Services “mHP 2l —HWEH. EXANEBENEFTR., BRFFEF

N o

B2, MBRFZEF Amazon Web Services k1t %

Amazon Web Services Management Console
BIE R IR 5B
=MXR
BERITTISR , BURELEBLT IAM R :

* jam:ListAccountAliases

e jam:CreateAccountAlias

1. EFZAmazon Web Services Management Console® 71 E 4 Amazon Web Services I~ 1B A =
EERENERN IAM AFSAR,

2. BEELATMuITH IAM #2414 : https://console.aws.amazon.com/iam/s
3. ESMEMH , %4F Dashboard (3 HIEIR).

4. FEARMEHF , Amazon Web Services Ik , 3T FULEIKF A IAM AFIE R URL , EEEENL. W
RANBERFE , MR Edit (HHE)

5. ERATEEBBRAERATIHIENEN , AREBRREENR., .
Note

B REEE — 13l & 58/ Amazon Web Services Ik —ik, TIRBIEFBE , RERBE
BER , SERAEBEREBIE R URL HEHK.

T B = 31
R/MXFR
ERTTHLSR , BUAELEEUT IAM R :
* iam:ListAccountAliases

* iam:CreateAccountAlias

* jam:DeleteAccountAlias

1. & FZAmazon Web Services Management Console® 71 E 4 Amazon Web Services i~ 1B A =
EERENERN IAM AFSAR,

2. BEILATRULITH IAM #2414 : https://console.aws.amazon.com/iam/e
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https://console.amazonaws.cn/
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam
https://console.amazonaws.cn/
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam

Amazon lKFEE SEIEE
RIFEH MK

3. HESMENKH , %4F Dashboard (3EHIEIR).
4. TEEMBEHSF , Amazon Web Services Ik , X F LK & IAM A F B &5 URL , #%3%Delete.

Amazon CLI & SDKs
B SAMERALLT SDK AP RESHEFHBIZE, EHRMIBRKF 1B, Amazon CLIEREEK -

e ListAccountAliases

aws iam list-account-aliases

« CreateAccountAlias

aws iam create-account-alias

* DeleteAccountAlias

aws iam delete-account-alias

B /MYBR
ERATTISR , BXRELEFUT 1AM R

* jam:ListAccountAliases
* jam:CreateAccountAlias

* jam:DeleteAccountAlias

EE RIEAmazon Web Services I =T ID Bl& , BITUTHS.

$ aws iam list-account-aliases
{
"AccountAliases": [
"myaccountalias"
]
}

E R EH 8 3 E Amazon Web Services Management Console B& % | iIZTHU T &% :

$ aws iam create-account-alias \
--account-alias myaliasname

MRRY , SR EE AR,

il BRAmazon Web Services Ik FFiz1T ID BlH , BT oo,

$ aws iam delete-account-alias \
--account-alias bisdavid

MR, TR EEMH .

X A&/ Amazon Web Services ik

EAREED , RONEIMERAXANRIFXHF —1Amazon Web Services K~ T =M — MK,
By —LE 5T FEAmazon Web Services lKFEFFIEK A2 —FK =8 , F£H ‘HER" —1ATEESEIR
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https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListAccountAliases.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-account-aliases.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateAccountAlias.html
https://docs.amazonaws.cn/cli/latest/reference/iam/create-account-alias.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DeleteAccountAlias.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-account-alias.html

Amazon lKFEE SEIEE
EI&< A Amazon Web Services Ik Z BIRYEEEIM

EREHEP—ETEAENRESFER, Hl, SXANKF IDAmazon Web Services T~ 2 M
KEEHTHENLZ2EREEFA,

R BAmazon Web Services Tk Froot A FF 7] BA< FlAmazon Web Services I . AmazonTc & K & 8 5< 1A Ik
Fo. MREFNUEIEEEMEOE , BRREHEFARIKRZHE FAmazon Web Services SupportER
B, HXBRHE 215 B Amazon Web Services Support , 52 M B % Amazon Web Services Support.

Important

M& ACL MZ LA AW (R AT ELXEHSEHI) B9 &£ ping #Amazon Web Services Tk F &
PIESBREMNREERFXAGEEFER. XEBTHLEENSRENTERNE, flm , ERE
& EAmazon Identity and Access Management(IAM) X BRRBEH ID RASI AT FEBEERTE
# , Amazon Web Services /.

E3 ]

« E485<FH Amazon Web Services i Z BIFEEEIN (p. 27)
HEBR 5% P B B9 45 iR Amazon Web Services I/ (p. 29)
» XMFIEE Amazon Web Services K (p. 29)
* ViRI#E K Amazon Web Services Ik X FAIEZ & (p. 29)
BEXMEZE (p. 30)

£ 8% Amazon Web Services K~ Z IR EEEIN
EE X Amazon Web Services I 2Bl , HEZR LTSI :
85 Amazon BIIMY

KA E K Amazon Web Services Il AT RAIRMNAHBA , BEEUEAmazon5H & F i S H il
AmazonixX B & & R Amazon Web Services lKF , {3 XN E{&Amazon Web Services Ik . 1R EE
FT$TFF Amazon Web Services lkFEEXRAHZE ( EEXAKSER 90 XA ) , EREEMERHIDIERK
EREZBSEFRITAWIHRFMERA RS ™ RS, Amazon Web Services K.

Amazon Web Services Management Console (7]

YR 7] LA [l Amazon Web Services Management ConsoleXt F <l Amazon Web Services i /= = ZI R4l
EEXAE | S U EFER Amazon Web Services Tk LI E B3 29Ik 245 2 3358 Amazon Web
Services Supporte EXMAMNMFF | BREEFRMEME A Amazon BRFSIRE s EAHFHE Amazon BRZ.

MAERNB MRS R

Jax A HA 2 J&, Amazon B 21 Il Bk 2 9 Amazon Web Services i/ |, H & IH{E{@MAmazon{BEEANES. &
MNP ZEMENS , RAEBRALHKS, BXxNARRENNENHE , HTSRZRSHWHEXI
., BXEXMBHESEER , HSMHEZEKNAmMazon Web Services Ik F X EZ/E (p. 29)0

N RN E YDl

RINABEIBIEENSRAR , MEWETESR A Amazon Web Services I Z B~ £NEAER A,
BNmE LB EBEIHENNSERA RSN EMER. MREGERMNITE ( HlanEk A W HEE
) , BRABNGEIEENK XA ZE , MAERSBEIEENRARNSEH N XETHEEKE , BEZ21THE
HRBREEEXETANZRHENLE, XERBNRARATEELENKAXFAREE.

AN, MBEEREFITHAKS, , BHREEEXTETHRAAmazonEGEX AR RS ( BXAKS Z IR E
LFHIERS ) o XM Amazon Web Services Ik T ITE1E Amazon.com sk H it B M vk _+ 8 F #Y
FRAE R,
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/billing-get-answers.html#billing-support

Amazon lKFEE SEIEE
EI&< A Amazon Web Services Ik Z BIRYEEEIM

BEWE

EEXABEA , BERERBSHITRL2EFIL, B, XTEEXAKF 2 RRNEAEAE , B9FM
T, EREEZEETNMRAAXINZEARM, A, MREWRTEARFEX N LSWEMITE , B8
MK R PR REN H AR

Important
MBERELRBIBREIR , BAFREF=E R,
JEM 2 Amazon Route 53 Y15

RETLBEFMEREME Route 53 MiE., EXAERAmazon Web Services Ik |, BB =FhikiF ;

o BULEABMLET , HFEEIMBRE B MBRX LR, EXEZEL , 5 H Amazon Route 53 FF
EAREETNNEERARZERA BT,

o IBATLURIX LB R 2 — 4 Amazon Web Services I6 ., BXEZEE | HS RS EEBII M4
Amazon Web Services Ko

o FBALUXLEHERE S —MUEME., BREZER , BSFREFEM Route 53 B2 5 —NEME,

MREE XA T |, ATEUER Amazon Web Services Support 23X — N6, WERBEXZRA B3]
REBENIGNER, BXEZELR | BHSEH T EEMEIZER Amazon Web Services Support, 3713
SEMEBIR R R , FREUERIE A,

MR BEFHITFF Amazon Web Services Ik |, M€ @& KENE: H

W RIBEFH T FFAmazon Web Services IKFEFRABA |, EAIseFEE X HEMEE AHAmazonfEX Ak 2
B 5 LB BRSS 2R AR M BRED B TR o

=~

BT FFAmazon Web Services I %1 JG 30 K. &HIAmazon Web Services Ik RE —1NFE
BRt2.microfExARTAY Amazon EC2 3Rfil, XM FH , RIZE—Tt2.microZMFE Amazon EC2 38
fflAmazon Web Services XiFi2 &/ it 0.01 £, XFERT , BRAIBEFERNEH Amazon REZFUT
22H : 30 K x 24 /Mt x B/hEF 0.01 EjT =7.20 £t

K PR B G UK P

< I A 81 22 B9 K 7 B Amazon Organizations , BEI/FxAMEIER A IE |, ZIKF T2 MEA LR Sl BRiZ Ik
Fo. EEXAHAN , EXFANRAKF NIt AARPHIKFEFH,

AT REFK ST BT AR SRS, EEXALALZE , NALPRIBRRAKF. BXESEER , BHEH
Amazon Organizations i P IR RIS Amazon Web Services Ik,

X 48 1E 5< PR R UK 7 B BS K 7 173 7]

E 18K fEAmazon Web Services 1K , TR #8355 I IK F° B9 4E4T0 5 17 5 3R Amazon3k B E b #9 Bk %5 Amazon
Web Services Tk kW, BIEZRE @ E ALK S R FIHREKFH Amazon JRSEVINER , L2k, RE
EFHFTFFAmazon Web Services I |, EftAmazon Web Services Tk 7] LB X 15 AR K K ~ Amazon il
BEAB—FHRFTHENNER , N ARS F & RAmazon Web Services K.

i BR Amazon VPC 325 2

AmazonH x5 5 VPC WNEEEMNK, 2 —8t , F2MBk Amazon Virtual Private Cloud (Amazon VPC)
WNEERE, KT VPC NEEZNMAERBEMEDKRF-NREFBFEESRF , BHAmazonL EKFIHHRE
KAWS PN ERESE, EMBR VPC XEEE , 1E6EA Amazon VPC 2 &I &5 EMNEH K - 1Bk VPC
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https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/domain-enable-disable-auto-renewal.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/domain-transfer-from-route-53.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/domain-contact-support.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_accounts_close.html

Amazon lKFEE SEIEE
HERR % b BT B 4 i=Amazon Web Services K 2

SHE5ERE , Amazon Command Line Interface(Amazon CLI) , 5% Amazon EC2 APl, BXEZER |, 5
M . MR VPC St

BERR < B i Y £ iR Amazon Web Services K 2

105 R 1E 2247 >0 PR A Uk B 4L iR 5B B Amazon Web Services KR |, BRI LUK RIEH E R R KB ZAmazon
Web Services SupportFF I 8 2k /X IF R HI AT REBY, BARET LXK E R EAmazon Web
Services I A X IFH A EEETNT -

o MK 2ALKPHEEKF Amazon Organizationsii EFRN AR . EXAEEKS |, B45 %M
FRALPHPFTERRKS

. BHKFAERITHRE,

38 R BLAmazon Web Services IKF R A,

« IBESEEKEY Amazon Web Services Marketplace 325K,

X &89 Amazon Web Services K

B BB AT S RX A BB Amazon Web Services IKF .
Amazon Web Services Management Console
X FF#&H Amazon Web Services Ik =
RNR
ERIT ISR, BXTELEBUT IAM R :

« BRFTUEEUTHRNAFSHSAGCESR
* portal:ModifyAccount

LLE B Amazon Web Services T = BB 2 /RAEX M
T FF AL TF https://console.amazonaws.cn/billing/home#/ &L B9“Tk B R AN EE 24 &,
EHELANSMES | EEKFEH (B8 ) , REEE My Account (RHIIKF).

£ Account Settings WE L , R ETHEIERHK Close Account $5, FIEHBREEMBEIRES
B3R, xFH Amazon Web Services Ik J& , BT EBEREXK1FR Amazon fRS.

G EIRELIESIXEER , REEREBXAK,.
EWIAIEES | % Close Account,

b=

o o

Amazon CLI & SDKs

PR ZFHFESAmazon CLIE B KB H P — 1 API EAmazonSDK, &R BEfEFAmazon Web
Services Management Console.

15 B 2B Amazon Web Services lIKFXHAEZ /G

< Amazon Web Services W & , BT EZBEEMAEXRIGE Amazon B, ER , EXAKSFH 90
AR (HREXRAZE), BUUEET XK EE S Amazon Web Services i 7 #l i/ [AlAmazon Web
Services Support.

ERERAERN, Amazon ] BE &R B AIRE M BREY R B LA R A AmazonTE < A 2 BIR& B Z LRSS
Amazon Web Services i . & R8EEI 1£ < A /5 HA Bl E 1 FF 3L F R 17 BEA R R A B K Amazon RS .
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https://docs.amazonaws.cn/vpc/latest/peering/delete-vpc-peering-connection.html
https://console.amazonaws.cn/billing/home#/
https://console.amazonaws.cn/support/home
https://console.amazonaws.cn/support/home

Amazon lKFEE SEIEE
BxABZE

BRI LAE 5 Amazon Web Services Support Bx RELE#H T FF Amazon Web Services K=, IR FIEEF

EFTFENKS |, BRI ARBIBRE A A FAmazonEX A 2 s R E RS , BEARESER
BITXERSHNER. AmazonFXAHBANIRS . &I EZ1T 4 Amazoni&Eld f i Amazon Pricing
Calculator® ¥ Amazon Pricing Calculatorfi FF$57.

faxMizia

EXNEZE , AmazonK A X & Amazon Web Services Ik |, {REEFEEEFTITAE 7. BRBKRH
FARBHEE KA , EARNEEHEEMBRAMazon{REELENREEEL., REBMHTLUBREITEN

EEANHNERRE.,
BT EBIEF B Amazon Web Services i P 65 F JE A1 2 & 59 49 48 [B) B 72 = BB F B8 44 3 tif Amazon Web
Services M £ H K AR,

FIEHY K B Amazon Web Services Ik /=

3 F 5819 0K 8 46 < #9512 F F1E %5 Amazon Web Services Ik~ , iS5 #ILL T EBAmazon Billing and
Cost Managementf I8 :

« ERERARIAAKE A
« ERABERBS RIS
- BRABSRENE

EEMERIKF

WMRIREMFEIAmazon Web Services I HiIE R ENEER BB Rt |, B/ 5 Amazon Internet
Services FAEBMRAE (AISPL) ( Hithiy —RYEER ) FITLWAF Amazonindia WHEEHF EERHIKE |
BN AZEFFUMESL (INR) MIEET (E;) 5IH, HEET AISPLBIBKF2fE , BT EEURBKRE
BEFHERMEX,

MREE— NI EHAmazon Web Services I A E it , BAMKF EALRAmazons & AISPL , BEff
BURFARFF S YRS E), B 7 MRIERIIK - 20K Amazon=l#& AISPL , &2 #Determining which company
your account is with (p. 30). Z1RERINE Amazon EF , M AHEFEH Amazon Web Services ik

o Rt BLE R [E B8 Amazon Web Services IKF #1 AISPL Ik , AR ENTTERESEIRE —MK

P HAmazonfB A5 7], BXxEEAmazon Web Services Ik |, 1§51 EE Amazon Web Services i

P (p. 6).

MBS R AISPL I | BT AT ERM I RREREMNKS . &EENAOAEM AISPL IF
IRIEEXEM AISPL K B E B SRR MRS B RN KRS (PAN),

EEMPEBHTHERFRIEGSES , AISPL HXHEHERFWE 2 INR. AISPL HERIETER/FIRE 2
INR, ERIELEF , B2 EE [ EEMRIT,

S
- WELNKFFIEHNAF (p. 30)
+ #]Z2Amazon Web Services I/ AISPL (p. 31)
o EEEM AISPL IKF (p. 32)

BELERIK IR R 2 5

Amazon R 2 H Amazon Hl AISPL HEEEN. FAUTEETHEEEHNIKFFIBNEES.
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https://console.amazonaws.cn/support/home
https://docs.amazonaws.cn/pricing-calculator/latest/userguide/what-is-pricing-calculator.html
https://docs.amazonaws.cn/pricing-calculator/latest/userguide/what-is-pricing-calculator.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/manage-account-payment.html#manage-account-payment-change-currency
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/manage-account-payment.html#manage-account-payment-update-delete-tax-numbers
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/manage-account-payment.html#manage-account-tax-linked-accounts

Amazon lKFEE SEIEE
#ZAmazon Web Services K & F AISPL

Amazon Web Services Management Console

BELHIKS AR 2R

RN R
EHIT TSR, ELRELEBUT IAM KRR :
+ KRBT FERRHNR,

$TFF Amazon Web Services Management Console (Amazon Web Services Management
Console),

ERHERSFHNTM G  EFRNFEH, NRERALSBR=REFE , NENKFE T Amazon.
R IRAT Amazon Internet Services Private Ltd. FfE , MIEA K~ E T AISPL,

Amazon CLI & SDKs

RAXFESFAmazon CLIREBIRBHEP - API B{EAmazonF X TEQ., BHEEFERA
Amazon Web Services Management Console.

fl1Z Amazon Web Services Ik AISPL

AISPL 2 —R Y& T AmazonENE, MREWEX Rt FEENE |, AR TIEEM AISPL Ik,

Amazon Web Services Management Console

SEAF AISPL Ik F

© N Ok wDN =

10.

1.
12.
13.
14.

B/NBR
BERITTISR , BXRELEFLT IAM R :
o ER iR EREEIREAMazon Web Services I |, ILIRETFEEAmazontL R,

$TFF Amazon Web Services Management Console , AFEBEFiFA.
EE#ENERAL , MAEERANE TRt

B TR LT |, 338 | am a new user , ARG Sign in using our secure server.
HFEIBRZFELFER , AALNEER , RAEERBCIEKS.

WFEIRREEFE , BALNEER,

EEAREFLIG , BIEPRRMEZHELE , RFERFE Create Account and Continue,
1 Payment Information Tt , A EFERANSKER,

TPAN 58 |, BB MREZBKAKS (PAN) FELGERMLIKS . MREH PAN HEFE
MEIARNE , FRER  RREFERF B AR PAN,

1%3% Verify Card and Continue, A ERIENEPRMM CVV, ERIEIZED , AISPL X ER
FULER 2 INR, AISPL fFERIFER/FEIEE 2 INR.

EATRHBESHS  WMALNEESH, MREFRESNS  EASNP , WARNLEED
DIRCE

1%4% Call Me Now, BE—EIEE , EHNRELFE R —NEMAEH PIN,
E¥RE AISPL BN, EENEFERE L  MARELE RHTENMEE PIN,
EEPURITERNBEREEZE , %# Continue to Select Your Support Plan.

£ Support Plan TUE L , BRI EFITH , AFEE Continue, ERIERIMFRA R HREK S
&, R E — HIABUE K P B B FER A
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https://console.amazonaws.cn/
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Amazon IKFEE SEIER
EIEMEH AISPL K

Amazon CLI & SDKs

A XZFESFAmazon CLIREBIRBHEP - API B{EAmazonFF X T BT, BHEEFERA
Amazon Web Services Management Console.

SIEIRH AISPL K

BRTUTESHN  EBKFNEFESEENEENCIZNKFHEE, FSH EEAmazon Web Services ik
P (p. 6)o

f# i Amazon Web Services Management Console BT TES :
s AR REKAKS (PAN)

. BEZSNKAKS (PAN)

« REZSMERMRSHIRGS (GST)

- BEBFKE
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/manage-account-payment-aispl.html#aispl-add-pan
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/manage-account-payment-aispl.html#aispl-edit-pan
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/manage-account-payment-aispl.html#aispl-edit-gst
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/manage-account-payment-aispl.html#aispl-view-tax

Amazon IKFEE SEIER

ot

£ FHAmazon Web Services ik F 1R Ff

HBBE IR B2 Amazon Web Services (Amazon) Bt , SHIERANRE —MX K FFTE Amazon RS &
FEATSHRNRNE SEZEM, XD B 2EAmazon Web Services I AR A /. W] LU A £ 82K
FATRM S FER 4t BB URAF & 655 %,

Important

EIEEFTEAmazon Web Services XiF , SR BIRAFNEES. FTERFH2 IAM AP , 2§
EAmazon Web Services K .

BULESRRAFZE , 812, %, EAIMBRBAFNIHEZA (FREA ID MRFRHEES). HER
B4R A P EIE B A Amazon Web Services i P 5] LLTCBR #1315 (8] S80Ik - R VFR B RIR , SEKEER,

& LARIE Security Credentials T2 3 S B FER ARt 1t M B8, 836 AT BUIEHE Amazon B R HEH LY
Forgot password? RE BRI F1B,
AP ER

« A5 3% FAmazon Web Services Ik 1R A F (p. 33)

+ Activate MFAAmazon Web Services Ik 1R A (p. 34)

- ERRAFKER (p. 34)

o BIEFMIBRE 75 8] Z4A Amazon Web Services ik PR P (p. 35)

« B Amazon Web Services Ik R AP EiIES IAM A F&EIE (p. 37)

- BERAFPKIENES (p. 38)

LA B 3% S Amazon Web Services Ik iR

BB EFEHIAmazon Web Services Ik FXFE B EHRITH F B root AF B0 REEH root AP HITHE
% (p. 38).

Amazon Web Services Management Console
BELURAFEMES , ESMEAmMazon Web Services Management Console & 3 I1 [H.

MRRBIXAREEZRBAKS ID,IAM A& |, LUKk Password , BBARZBIERAUTARBEFZ T 54
ABIAM AFEIE, ZHRKRRTESIBERE®RT , AEESRZRERMNITHLKFASENEZR
B, BEREAEALBRANEZIRAEUBAF SA#TESR, NREFINEZTEN IAM AFRAE | Hik
BER root AFBEFHAERRERNAKRSELEERZA@E. EiZAET , BUUERUBEAFEHESR
Amazon Web Services ik F° 88 F BR 4 b 31t F1 2245,

MBEAWFHBRAFHET SEESHRIL (MFA) , NETRLABREHWARE LW —RERT,
Amazon CLI & SDKs
E{FEFAmazon CLITE UK HAR A = 50 M SDK iE1T AP 184E | 84T E B Ekey pair X

BER, RE , BRI LE(RE T A B Amazon CLIEK SDK B & X4 (tbin Python 1 Boto3) SUIEE
&R,
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https://console.amazonaws.cn/iam/home?#security_credential
https://console.amazonaws.cn/console/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-configure.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html

Amazon IKFEE SEIER
MFA

Warning

ERFRESER , BINBBNUFRXEBTARAFVURTRZAN. RAEDBESEE root
AF (p. 38), MEMPTXLEFTSHMREETES , BHLHRNEIZEFAmazon Web
Services Management Console #1E BBEHITES

EQBRAFWNIFRIES | HS R M BREY 17 B 24 Amazon Web Services Ik PR F (p. 35).

Activate MFAAmazon Web Services K~ 1R

RNTEWELAFEIINRERERE , RINBIUSERNENBRA P EIERE B Multi-Factor Authentication
(MFA) &£ &{EXE. Amazon Web Services IkF. TR Al SUEZHIK - R TEUREIRE |, Bt
AMLFN— = 5 HRIEAHEBEEF R ENIKF, 52/ MFAXETA,

AXMFANEZER , B2 HAmazonifE |, B RZSESHRITURFPHTEBIAM AFERE :

- ENfESELRELE MFA 8%
+ £ MFA &%
« ZMFARBEIRFEILETE , ZEAN?

RATLUBUE — 8 MRAF S IAM AP MFA R%E (EAEE ),

ST LUE FEOE MFA 1848 Amazon Identity and Access Management(IAM) &1 &, BIBEEEEN MFA
BENER  ERRBUTETZ—IAM AFERE :

o REB AR MFA 8% Amazon Web Services Ik 1R A
. NIEBE A U2F £ %4AAmazon Web Services Tk 1R A /2
. NEBBAEH MFA 8% Amazon Web Services ik = 1R A

EWRAFNED

EEQRAFPNEE |, SBXTARFEH P NZEEAmazon Web Services P IRBF AR IAM B, TH#
MAEBEWBET TRAFERE , BFSREELE LIRS ZB R Z4HAmazonEIAM AFIEE.
RRPENZB | BEHLEBREUTRESE

- EHERENED,

o BEENREGRE | KR EIAESNZE AT L5 SRKS

+ RE}N Amazon ST H M 5 _EF R Z,

s TEFRHAZB/INFE, WERFBIIE secret, password, amazon, 123456 F, R BB EHEMH
MFHARFHERE, OSSR, EFMRESIATURSRENEMMAGREZENERE,

Amazon Web Services Management Console
NRAFERED
R/MIR
ERTTILSR , BUAEDWEUT IAM KR :

.« BABELAmazon Web Services Ik Froot AP , THEHSA R IMAmazon Identity and Access
Management(IAM) R, BTEH IAM AF SR A EHITXLESE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_sync.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_disable.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_lost-or-broken.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_u2f.html#enable-u2f-mfa-for-root
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys_retrieve.html

Amazon lKFEE SEIEE
/IR %4

1. fERAZ#Amazon Web Services K7 i T B 5/ 88 F BB 4t 31t F1 ZE3 Amazon Web Services
Management Console f{&#RE#IAmazon Web Services IR A F.

EEHAENELA  EBENKFEHEKS |, ARFEE My Account.

EREAMN , EKFIRELS |, RRRE.

TEPasswordfT , R HEENHE.

HERE—NEREB, BARARIAUN IAM AFEEKSZBEE , ZEETERATRAF.

AmazonER G BB T A UTEY -

s EAMBRDLA 8ANERH , &REHN 128 NFERK,

- EAMASUTSRIHRANES : AB. ME, BF , URI@#$% A &* () <> [ {}| _+=
Fs.

o —ETREFREY —#Amazon Web Services TK /= #f 4 5% &8, F BB 4 th it .

o rwDd

Note

Amazon A HEFRSENIHINEE, P —Id0E 2N EHNIKF SRE MR SR
K&, MEBAmMazonBHREHNKS , BEEFHZIEERNFBEEK, WRAmazonFBE
R ARIREIE S Amazonid RIITILBER, BR |, BATRZIBNUEEBREEIESHH , RS
ERZEMNERB,

Amazon CLI & SDKs

AKX F TS Amazon CLISE BT E AP —M Y APl #2EAmazon BT X TEA, BREFAUTHE
E 1T % Amazon Web Services Management Console.

Bl 22 F I BR 89 15 (7] 2248 Amazon Web Services i
BAF

BRBATTHE (p. 42) , RELLURARE root AP SIZ G E %4 |, XHARE AT LLEAmazon Command Line
Interface(Amazon CLI) REFEAEH — MY API BEAmazonB 4T X T EE,

SIE AR A /Y5 R 248
BT LAE A Amazon Web Services Management Console 5 Amazon 4372 T E R 6122 E A P05 R 24,
Amazon Web Services Management Console
BIER K 5 B Z4A Amazon Web Services Ik 2 1R

IR

EHIT TSR, EXREDHEUT IAM R :

o B Amazon Web Services Ik Froot A, TEEASNR IAmazon Identity and Access

Management(IAM) R, BTEE IAM AF BB A GKITXESE,

1. {EFAZHAmazon Web Services I F° F T & F /9 88 F #B 44 1t it F1 2583 Amazon Web Services
Management Console & #REIAmazon Web Services &R A,

2. ESMELERENKSEN , AFERRNZ LRI,
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https://console.amazonaws.cn/
https://console.amazonaws.cn/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://console.amazonaws.cn/
https://console.amazonaws.cn/

Amazon lKFEE SEIEE
I BRAR R P 89 77 8] #24R

MREBREXGEENZ S EIENESAmazon Web Services Ik | B L RIEL I,
B FF Access keys (access key ID and secret access key) &870 o

1%3% Create New Access Key, MIRILIETMHIENLTE , WEREKEFRIFBHAWKE LR, SAH5H
RABFHEBAPH -, RETECIEFHEH. BXESZER , BHEH . IAM WREFMEIAM A
FiEm.

—NELEHE  BRAEX—XHLTUEER THRBRTEARA, LEELTERRE,
o WMRIEESE Show Access Key , BAIBINNI KR E O EH5 R ID MAEZES |, FEELE
HibpuE,

« WMRFIESE Download Key File , M &KW — NI EHRIEE ID MBEEH. €81

rootkey.csv X, FEZXHLREREFEEMIE,
LHETEEEHRZHANRNEWETERER (p. 36) , REZLBEIEFFEHRERIETHR
BMFAX#EMABTEEEAE.

Amazon CLI & SDKs

BIZRA PR HH

Note

EL root AP BMEITUTHRSE APIHRE , BUATEE - NEREH Ekey pairo HNRE
REEMIBRIZES |, AAmazon Web Services Management Console. /5 , SBaLUFE—4
15 6] B3 48 R AV IE B 5 Amazon CLIBIZESE =M B 2248 MR 5 R 2348

* Amazon CLI : AM create-access-key

Example

{

}

$ aws iam create-access-key

"AccessKey": {
"UserName": "MyUserName",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"Status": "Active",
"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"CreateDate": "2021-04-08T19:30:16+00:00"

* AmazonAPI : CreateAccessKey

il B4R A P B 1 1) 2 41

A LAE A Amazon Web Services Management Console filBR4R A F B I5RIZE4H, BB FHAmazon CLI
& Amazon A THIBRR A PR IARIZ A/ AP,

Amazon Web Services Management Console

I BRAR A P B 175 R B3 4R
RMXPR

ERTTISR , BUAELWEUT IAM R :

o BT Amazon Web Services Ik Froot AP , TEE/A A IAmazon Identity and Access
Management(IAM) R, &TEL IAM AP B RABRKITXESE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_iam-quotas.html#reference_iam-quotas-entities
https://docs.amazonaws.cn/cli/latest/reference/iam/create-access-key.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateAccessKey.html

Amazon lKFEE SEIEE
EEBAFR IAM AP

1. fERAZ#Amazon Web Services K7 i T B 5/ 88 F BB 4t 31t F1 ZE3 Amazon Web Services
Management Console f{&#RE#IAmazon Web Services IR A F.

ESMELERENKFEYN  RRERRN T2 R,
MREEFEXGRENZEEINESAmazon Web Services Ik |, ERSEFIRZ SIS,
B FF Access keys (access key ID and secret access key) Z84 .

EHREMERIGEZR4E |, RIBTE Actions 5T |, i&# Delete,
Note

ok N

EAI LG R ZAFRIE R IR M A RMBRE . X , &/ ffuture ATBIBEFRE , T
FEEXZEP D HRLEFA. YZRARNIEEHREH , FAABL2 AT B RDERZA
AmazonAP| R 45 IR T K MIEL 15 (7).

Amazon CLI & SDKs
Tl BRAR AR 7 B9 177 R 22 48
R/MRIR
ERT TSR, BUAEDWENUT IAM R :

o BB Amazon Web Services Ik Froot AP , THEESA A MNAmazon Identity and Access
Management(IAM) R, BTEE IAM AF B RABKITXESE,

* Amazon CLI : AM delete-access-key

Example

$ aws iam delete-access-key \
--access-key-id AKIAIOSFODNN7EXAMPLE

MERY , W ST EEMH L,

* AmazonAPI : DeleteAccessKey

b Amazon Web Services lKF R AP EIES 1AM
=2 = AT

Amazon P EFRRFRLENWAF . BRKSFHEESE (RAF ) , E R Amazon Identity and Access
Management ( IAM ) A, root A RETIER T RIZE#Amazon Web Services it 2812, 1AM AF
BHRAFPSRKSH IAM EERAE, PIE Amazon AR HBEREREEIL,

RAPEILE

KEHEENEIEATFELHEKSFRMERR. BTEEHAIAM policyBRNIELRAFHERIR. BREEME
FAmazon Organizations AR5 512 EE (SCP)FRHIA A MK # root AFMIRR. Hitt , RINBWECIE—
MNEEEEANRKN IAM AF , BLUAT BE Amazon &5 HBIERA P WFE 4R,
F-UREESREARAFNT, i, AERAFPITUXALZNK,. IREZFERTEERAFNE
&, BEEARAF KB TR ib ik 2558 & 5 Amazon Web Services Management Console. BXE %5
B, B2HA FERAFEIENES (p. 38).

IAM $EiE
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https://console.amazonaws.cn/
https://console.amazonaws.cn/
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-access-key.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DeleteAccessKey.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_type-auth.html

Amazon IKFEE SEIER
EERAFPAFPHNES

B IAM |, BRI AL 124 A X Amazon Web Services P 1 Amazon BREFIERBF R, Flan | &0
REZZEEEARFONE , WALAGZE AM AF , BZAFRFEKFIZTLHERNR , REEAXLEE
53 HAmazon. IR EEE R NR , B0 MBS RS 1Z IAM B P AERER KR,

MREFZANAFEEHRERAmazon Web Services Ik, IEMNAFRIBE—NEIEHELHERFRE
BOFRIPLERR, BEREEMAFMIZEZEILE, Sl , SatlEN PN ERES RiEHENEN IAM A
F*Amazon Web Services i HFEN IAM AR NIEP 0 EBEAZH—NAF,

HERAPEULENES

BANEWEEREFEZL MR IAM AP RPATES MG R Amazon iR, £ , BREEEKSRAS
B OB R T REIIT T IES.

%
BRI FIEE. XBEKFEN, BFak i, RAFBBMNBASBEER. HtblkFIRE , 6

MEKRAGE., & T REFFMAmazon Web Services X35 , FEER A EIL,

< RE IAM PR, MRE—K IAM EEREBNMNIOE T BECHRR , BUUERBRAFSOBEIKREE
SR IR [RIX AR

« BUE IAM WK R MR A E B2 S BT RANR,

- EEREBSKE, IAM AP aws-portal : ViewBillingtX FR AT LM AT ik & & M T 2 38 EH & ZEAmazon
BN , BT 2Amazoninc. R L7 EBXMRFZFAABRLR (AISPL)

+ [ Amazon Web Services Ik,

« B Amazon X#EFiTXIHEUE Amazon XiFitkl. BXEZEE |, H5MAmazon 1 IAM X%,
« DEFESEH Marketplace F5EM 7 L5,

+ B Amazon S3 FEM S A MFA ( ZESMRIE ) RKFHA MFA.

« REFPREELRELFAE SR (VPC) ID T VPC Lix+ R ID B9 Amazon S3 124 i@ 5K HE.

« 7t GovCloud.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/manage-account-payment.html#manage-account-payment-edit-user-name
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/control-access-billing.html#ControllingAccessWebsite-Activate
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#user-permissions
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/close-account.html
https://docs.amazonaws.cn/awssupport/latest/user/changing-support-plans.html
http://www.amazonaws.cn/premiumsupport/knowledge-center/cancel-support-plan/
http://www.amazonaws.cn/premiumsupport/iam-access/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ri-market-general.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/Versioning.html#MultiFactorAuthenticationDelete
http://www.amazonaws.cn/premiumsupport/knowledge-center/change-vpc-endpoint-s3-bucket-policy/
https://docs.amazonaws.cn/govcloud-us/latest/UserGuide/getting-started-sign-up.html

Amazon lKFEE SEIEE
RS I A X PR

fi2 Fl Amazon & 48 41 1 Y ik F= &5 22

Amazon Organizations2Amazonf& 7] i T EE &K Bk Amazon Web Services IKFER —4H., XIEM T &
MESWKE ZEXNINEE , BKFWMEKRHLHAE —EHHENMBRALE, BETUAEHAET RN
BIREFEBALNT S MY,

&< Amazon Organizations FNE Z{E L , {55 Amazon Organizations i F ¥R,
Amazonlk P BB Thaed B 2IE 2 3E 3 K tnEAmazon Web Services I/ |, & BB RE R,

L85 F Amazon Organizations BRI ERN —MNRAEE , AANASHERESREEREALANER
TP BIAMERT , INEBESEBAARGHEXWIRE, BLUTLH NZhEEd B2 E b IhiEAmazona A
BR% A5 R #XFE Organizations FiZRFZ 2. ZEFHHRBEFIIEEAMazonRESRIGEBERALRE
FENKFHNER. HEAKFERZATEHENER , kP EERS 2@ Organizations & EE =ik -
BT 15 R E L PR B 5 K P T BRI R

BRAAGHANRE , ETRERFEF—IMRAKFIEENEZEREE R K Amazonlk P B8, XAYE
REBAKFPNALAFHRAKFRTEUNREEEKF TURTHAERNKFEBTRBEEETS. £
REBERAKF RETRAKFEBERSHNERIS. ZREEAKFAEEEERFAFIEENALNFTIEERE
T B4 PR

BRATWEHRNRNEZEREER R ATLUERaccount IDILER NS K EE APl RE (p. 69)BBXIFE.
REEFEACEKFPNERARRE (MRBRATAEER ) , RENRBR T AEHRRR , WK
hERA LS.
E3 1]

« BAEBFEHRNEREAMmazonK ~EE (p. 39)

- BRZEREERKF Amazonlk P& (p. 40)

B BEE R RN RAmMmazonlik F &2

EFEALRNERIKS % B AAmazont WAL P EME AR HIKSEE APHRE , FRUTIRER
.

R/MXIR
BERTIXERES , BUTHREATER !

« BRABMNALNERKS NIT IR,
- BHALNMEE APA AR,

Amazon Web Services Management Console

B REEH ‘R BRAmazon Organizations i T Amazonlik F~ &2

1. %&3FE Amazon Organizations &, BUFAUEN IAM AFHEHBER, KAEDNIAM A6
RUALERKRSFHNRAFFHER (BFRERIGXERE) .

2. EERBRFESHELF.
3. EEAmazonFEEERSIIERTF,
4. #%$% Enable trusted access (/8 B {5 iHE]).

39


https://docs.amazonaws.cn/organizations/latest/userguide/
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://console.amazonaws.cn/organizations

Amazon lKFEE SEIEE
EHREERMKS

Amazon CLI & SDKs
B BEEH RN EAmMazon Organizations§ 7 Amazonik /= & &
FAILAER T oS A AR K- E R S 15 R AR.
» Amazon CLI : enable-aws-service-access

AT REIE AAMEiAEIAmazon A K AL F K- S8,

$ aws organizations enable-aws-service-access \
--service-principal account.amazonaws.com

MERY , WS R EFE AR,

BILGRE  BUUEREAEEKFFNERAAKFERE AP BE , XEBRESRH--
accountldﬁﬁlumﬁﬁiﬂmﬂpE’Jﬁkml&fﬁ'o

BEHZEREE RKF Amazonlk F EE

ZIEEE AWK, T AAmazonA R AR H AR R IKS WK S EE APHRE, ERALAPHRAKSIEE

NEREBERAKS , FRATSRER,
BIR
BERITEREES  BXTHREATER !

. Q‘F"ﬁ‘ MARHEEK = HATIIRE,
J E’Jéﬂ,,vlé/JﬁE',F'JﬂFﬁﬁIiJﬁm
« BUMBENALPNIKFERBATAEHR (p. 39).

NALEEZRERAKS,E , ZkFPFHAF AT EAAmazon CLIFIAmazon® # SDK #
fEaccountiBX 3% Wik MY & B Z2 (R W BATE Organizations # = T TEaccount1dSH,

Amazon Web Services Management Console

FARZFESAmazonk P EBEFE, BREEFEHAAmazon CLISERBES —NY APl RE
AmazonFF AT ES,

Amazon CLI & SDKs
A ERRSEIMEREE R K
BALERUTH T HAKFEERSERAEREER.
BRREEUTRSFERLEA -

account.amazonaws.com

+ Amazon CLI : ;EIZEREER
UTRANEALANRAKFEMAKFERRSHEREER,

$ aws organizations register-delegated-administrator \
--account-id 123456789012 \
--service-principal account.amazonaws.com
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https://docs.amazonaws.cn/cli/latest/reference/organizations/enable-aws-service-access.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/cli/latest/reference/organizations/register-delegated-administrator.html

Amazon lKFEE SEIEE
EREBERIKF

MERY , WS ST EEMH L,

BTG EE , BALMERKS 123456789012 H #4518 B MK /= & Amazon CLIFIEH--
account-idSHAI5| AELANMREAIKS,
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Amazon lKFEE SEIEE
RAF

Amazon Web Services kP B gx{ESE

(22

HEDNE T BRIMNBISEBHRESE : Amazon Web Services . 19 WA TS :
£

o RIPNKFRAPRERE (. 42)

« B Amazon R H AN RIESSE (p. 43)

BRI KR A P N SESCE

LT R#EENSRAFHEXHNRESER | Amazon Web Services K.

BR&IRXS root A FIITHVESS

B BWERERGSEEPERBAR

- ERBIEE—NEER AP Amazon Identity and Access Management(IAM)o 8 3% A1{T#4T IRAEAY £ 40
ER  BSAEEHNE - IAM AP FEARHIAM BFERE.

« BATMETURITHESXRBAS . ARXEESHZRIIK  FSATERATTIENES (p. 38).

SiFE LB Amazon Web Services K/ 1R A 7 175 7] Z24A

FERFRZA (BRZA ID MBRERZA) UEEARXE Amazon BHER. AMm , RIBEUBNETE
fiE FAAmazon Web Services i Froot AP 5 RI %4, &H Amazon Web Services I 18 P #9175 8 2 4R
RENE Amazon REWFIERR ( 2IEENKEER ) WESHRINR. BTERD EEH<BIRR
Amazon Web Services ik Froot Fi 5 E] % 4R

ERFPRAF TR NEXN FENERFSEMEABBINREE — . ATERTERREN-LFRX

.« THEEH

« WMREM Amazon Web Services Ik RAFMELRIES , BRIFLWEE , SUETUEE. R,
EEH root AFRECDBIZE IAM AR B EENR.

- MRZN BRAFEFHEERY , BHRE.

c MRB-—FEERZ-ANTANE , BEHRR (EXR ) HRIBH. EMBRREER root AFARIBH ,
EE A root B BRI A L2 &L E A Amazon Web Services Management Console. #& 0] LAfE
Access keys ZpH P EBEMN AR ZEH, BEXERFOZANESEER , FSHELIET R ZHHHIAM
AFEmE.

o YIEE A AR EER Amazon Web Services Ik 18 A BB R IG5 R4,
« fEFRBEE A BT HRP 5 Amazon Web Services Management Console. % B H1S B Amazon Web

Services I P iESHB AR BB ENERFHEB (p. 34).

o XEBY Amazon Web Services I~ R FIKF B A Amazon ZEHBRIE (MFA), ETHESER | B
25 (IAM BFER) HME Amazon REAZESHRKIE (MFA).
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https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://console.amazonaws.cn/iam/home?#security_credential
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html

Amazon lKFEE SEIEE
Amazon 5 R 4R

S Amazon 7R 240 R ESRER

VMIBLURTE S NEA Amazon Bt |, BEERMHEN AmazonifBlZ4A |, LUE Amazon AT EREBIREASR
BN ER. ENIHRZASTEHRES ID (I AKIATOSFODNN7EXAMPLE ) MR Z T EIZ4A (Bl
wJalrXUtnFEMI /K7MDENG/bPXRfiCYEXAMPLEKEY ) o

RELZNFHRIZANETAAGSERAEHEREN Amazon BIRIGENRE S, Hit , Amazon £ HRFEHTH
RFAHBRFERNN D EFREER | SHEH M.

TIRESBRA AR BRI B F R B, BXEREER , BSHIZEMMBIBRAY G R 24 Amazon Web
Services IKF R A (p. 35)0

Note
RAANZEERNRBEIESAEIBFNANEMTRE. LARBOBNEEAE—MBEN,

MR ( ALK ) MK 718 245

BATER TR ZRARSEFEAAMazonTm ST LE |, AmazonBEF A TES |, RiE#E AP BRA, E[HE
BRI 177 7 248 B9 A Amazon Web Services i iR A F Al AL R it 5 R Bk P HAHFIEERR , 2EKEE
B, BT ERHIEMABR. Amazon Web Services IR~

RPN REREZ—EFNEWIREHEZEH. Amazon Web Services I RAF . BRIFESTEERA
FIARIBH (XHERRIL ) , BNSEFFEERRAFTRIBH, R , #ENSEXIERUE IR
%“MAmazon Identity and Access Management(IAM) fi . &FixL IAM AP S EMNR , HERIXLER

PR 4T B & 5Amazon.

MRECEZPMERFWHRIZS , RONBWUATFE RGN ENARFFEABRESR (NRE )W
& , FHER IAM AR ERBAEREBAFHRER. RARERAFNRRAFERZRA. BXNEAERS -
MIRZANESEER |, ESH. WK IAM AP 817 A ZHAEAmazonR £ 8%,

BIAERT , Amazon &9 #iK /= 4 B 15 M 24

BXRUNACIZEREENRN IAM AFNEER , B5H. QIR2ENE— IAM EE AR AAHHIAM A
FiER.

EARNZEEILE (1AM B8 ) REKHTLEEHA

EHSHERT , BATFEXTIHNWKBMIFRZESR (0 IAM BFRHRIZES ) . MR, ETUEIE IAM &
BHERRNRZLEE, BRNRLIERIFHFEEHA D MBBEHEESR , UR—METIERANIBNZS
ThE,

EFHHECEZE , KPHRZAFRIEEN , HlE IAM B F Amazon Web Services i 48 F = 48 < Bk
WiFE4E, B, B IAM AR IS 242 EIERM Amazon Security Token Service B E i ShAEIF7E
ENRRNTH. SEBENHRE , EAIGR RS2 EU B REZNRE,

EUTXERRTER IAM BeMiGe 22 R

- BB BIEHAmazon CLIFE Amazon EC2 32l EZfTHIMA, BOERENARFHFERAHBRZES, B0
KB THCE  RipRZEARSEANARR. FHOZARAZNNARFS. LEARFMNEARIREIRE
. R , BEL—IMHENRARFEREINRN IAM & , HEHBE3) Amazon Elastic Compute
Cloud (Amazon EC2) 3:fliE i T EC2 WA &. HTIHIRESNT IAM A& 5 Amazon EC2 SRHIMEXE. Lt
REREENARFEBRERNETLEILE , ARBEAXEEIENH#THREBRA, Amazon. XEXEHE :
Amazon¥f % T 2% Amazon Command Line Interface(Amazon CLI) T LA B 313k 5 A @K IEBHE

- BREERFEKFHENR. £/ IAM AREIKF ZEANEE , AEEAFRTERN KRR IRE
AEKF. BXEZER , BSH . #iE | BZREHEMEAmazon Web Services Ik £ 1AM & &
WIAM A5,
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http://www.amazonaws.cn/compliance/shared-responsibility-model/
http://www.amazonaws.cn/tools/#cli
http://www.amazonaws.cn/tools/#sdk
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
http://www.amazonaws.cn/blogs/security/how-to-rotate-access-keys-for-iam-users/
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html

Amazon lKFEE SEIEE
EHERE IAM AP AR 2458

s BB BINARF. BOFHRZHARANARR , IERANBFHE ST AT
MRIEA Amazon Cognito BN ARFFNAF F4. RS LEERAER Login with
Amazon., Facebook, Google FiEfAS OpenID Connect ( OIDC ) AN H A RMUFHTH, FHK
iE. AE , B R Amazon Cognito FiER MR FREE N ARSF AT M Amazon & HiERIEIE,
E%Egh B, i#ZH Amazon B3118% £# Using the Amazon Cognito Credentials Provider.

o IRFLEM Amazon HITHE A WIF AR éﬂéﬂﬁz% SAML 2.0, MBEEFAENHLERFRIE SAML 2.0 #
SHREERERF  BHREEEFEENFEA SAML, BT LUER SAML 5 Amazon X FHRIEEER |, HIK
B4R RSiEH, BXREZELE , BSH <<|A|v| R IEE) X TET SAML 2.0 BEA ST,

- % LM Amazon HITERE BRI B RALIEE R 5 31704, ﬂﬂ%ﬁﬁ?TME*ﬂéﬂW"‘Bﬁﬁ%ﬁﬁm
i, BAURE — /N RN A B TinE Amazon BRHNIER Z2EENNAEF. BXESZER
25 ., BHEENYSHRIETEAmMazon Web Services Management Console fFfIIAM B 5.

FHERE IAM AP ifRE %48

IR AT F Z AR EZIX W mIZ TR Amazon , 7 IAM B GIZEA] , @A R FAaiIFrEHR
R, AXEZER , BSH IAM AFEEPRNERE IAM B 15 R,

Note

BREF Amazon EC2 R EZEERBIHRNNARFESER. AmazonBiR ? MRRX# | iF
FRERT EC2 89 1AM A6,

R RFARN | HETX LR

« BOEEFHRERRARRE, XEXFE : AmazonB MR TEEMAmazond 17 T EE SRS F
GREZARBECAMVE , IFERFLFERZRAREERBGH,

EUATE—NEFREFEER

« Amazon EFiE 3., Amazon FF X TESM Amazon CLI B3IEREFEMEIE Amazon EiEXXHFHE
'LEO

BXRMEA Amazon IEBXHHER , BSREHEFATESI N, REIEFE : SetAmazonZ il X iF
#YAmazon SDK for Javaﬂ:iikm?aﬁﬂﬁﬂgﬁ ZF 4 Y Amazon Command Line Interface i /2 #8
.

E 7B ETEAmazon SDK for NETHAmazon Tools for Windows PowerShell , B FERF AT ES
HIE, AXEZER , 5 (Amazon SDK for NET FRXARIEE) PHERH SDK 171,

- NETE £ZHEFREL  ERAFKETE K MTARREHRETE,
BEXEANETEFHETINESEES |, 25 (Amazon Command Line Interface AFER) R

BEE,

s NTENARFEATENHRZRH, HITHIRE , UEETUREXREHBERE NN ARFNISRZEA
(WMRER) . NTEANNARFREFENIHEZHAESTE Amazon CloudTrail BEXHHRERTEHN
%B. BIKEE , BAUERNEEB NN ARFRIT TRHENERE,

- ERBRGRZA. EHERGRBR,. BXFHAER  FS5H. BRIRFHFEZEH (Amazon CLI, Windows
PowerShell Tools in Windows PowerShellAmazonAPI)FEIIAM F Figr M an{asti IAM A F § 5 R 2
AfEAmazonR £ HBE,

« BBRAKREANFEZH,. MEENAFEFTRAL , BRRERG IAM BF , UEZAFTEBLE
BEIR. ERE ERFERFRIZEAMNE , EHEH cetAccessKeyLastUsed APl ( Amazon CLI @
4+ :aws iam get-access-key-last- used)o

s NEBRBNBRERESERI, BXEZELE , B5H (AM AFiEm) FHE Amazon FEAZESH
ISE ( MFA ) o
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http://www.amazonaws.cn/cognito/
http://www.amazonaws.cn/blogs/mobile/using-the-amazon-cognito-credentials-provider/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_enable-console-custom-url.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
http://www.amazonaws.cn/tools/#sdk
http://www.amazonaws.cn/tools/#cli
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/setup-credentials.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-files.html
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/sdk-store.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-envvars.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-envvars.html
http://www.amazonaws.cn/cloudtrail/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
http://www.amazonaws.cn/blogs/security/how-to-rotate-access-keys-for-iam-users/
http://www.amazonaws.cn/blogs/security/how-to-rotate-access-keys-for-iam-users/
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
https://docs.amazonaws.cn/cli/latest/reference/iam/get-access-key-last-used.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html

Amazon lKFEE SEIEE
£/ Amazon 5 EI B4R IH R B N AER

£ Amazon T RIZ4ATHRIB N AEF

A LAMER Amazon B3 AR E —H AR Amazon BREMINEE, ZB3 MR T # B E S Het
XFEHERN, NETHRELSEEMNTREARE , 1§28 Amazon Console Mobile Application,

UL ERARHAZBRGAZAEZIBINARF. FAREXEKR , FTEUERARAFTRZESR, ER ,
BARZBWEERHRE LR TERAEBRENRIBMEZIN , ENOIE— IAM A7 RKEE Amazon &
R MRENBIHREEKRT , BRILMIBER IAM AFBBRRR,. BXN IAM AFRERBRZANESE

=]

B

, BSH. EE IAM AP TR ZHAHRIAM AP ERE.

ERLRZAER (BIRAERF)

1.
2.

EBMER LITHZMARER.
MEBIXZIEE— R ERERINE D |, FikE Add an identity (RINZ ) , REikF Access keys (IFRIE
),

MRBEFEAEMSHER , FEEZLBIFHIERE Switch identity (P13 F43). AfF1E#E Signinas a
different identity (SAE 1 & 10 &%) , RFERE Access keys (B Z4H).
& Access keys (ARIZ4R) THEH LR AZHELR.

+ Access key ID (AR Z4R ID) - W AEBR AR Z4R D,
« Secret access key (B 15 R Z4R) — i A BN HH,
+ ldentity name (B33 & ) - AN EBINARFHFERNEHER. LEHTEESEN IAM AR
E—H.
« Identity PIN (543 PIN) - 2IEFRAEBREHER AN A B HRSIE (PIN) .
Note

WMERIERN Amazon B NARFER TEYIRIEAR | REFIRREME RIS TR
( M3E PIN ) #HITHIUE, MBEMIRBIEK , RETEESRTEHA PIN,
% Verify and add keys (3&IE FH R INZR4A).

D, SRR AE AR ARF R —HEEN TR,

THREZER

BXRREENBESSKERMNEZE B Amazon Web Services I FESHUTAREZ L ;

« 1AM &£ 2& 6 AAmazon Identity and Access Management# Bi#{R &8 (IAM) BRE Amazon & R

DT EBRM T HRIREAMazonFF X T EIFAmazon CLIZFER G RIEA :
+ SetAmazon&iE # X 13 # f9Amazon SDK for JavaFF % A R 187

o FERAFEATESREESRNAmMazon SDK for NETH A AR IEE

« B & T ESREZFEPMAmazon SDK for PHPF % A R ¥EF

« EEE7E Boton 3 ' (Amazoni& A F Python) X #4

+ {# A Amazon/& il Ay Amazon Tools for Windows PowerShell i FF #87

o B MEIE 4B Amazon Command Line Interface P 167

o FH IAM B & Fi5E N EHRAAmazon SDK for NETH & A R85, 1116 fn4a4E FHAmazon SDK
for NETFE Amazon EC2 =4l Eiz1T8t , AT B REBIRNZ &, EXLUEE B F Amazon SDK
for Javao
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http://www.amazonaws.cn/console/mobile/
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/setup-credentials.html
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/sdk-store.html
https://docs.amazonaws.cn/aws-sdk-php/v2/guide/credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#configuration
https://docs.amazonaws.cn/powershell/latest/userguide/specifying-your-aws-credentials.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-files.html
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/net-dg-hosm.html
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/java-dg-roles.html
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/java-dg-roles.html

Amazon lKFEE SEIEE
iR R

by 24 Amazonllk F &1

Amazon H=ZEHHRERERS. R Amazon BF , BRENETAFREAZSHRZLHBBEL WP ERMIT
EHBIE RO LRI Z 25,

ZeMRAmazonMENHERF, TEHEENFRERNZNZEMNEZPNE S

« THERLM - AmazonfA TR £ Amazon Web Services = Hi&1T Amazon IREHIEM XM, Amazon
ERERHTZEEANERS. F=AFZAEHMNAMBERINNZLHENERE , 9 Amazon
Compliance Programs 1 —%%. ETHER TR EENEAMITRI , ESFAmazon Web ServicesTE
EMITREEA.

s THHZREM - RNEHEFEAN Amazon RERE, BEFENHMREART , SREENEEN SR
%, BLTNERURERANEELEN,

BB R T A AN NARERIEEE, AmazonKFEE, ENA T AMABEK S EE UK
BNR2MMENE BIR, BEFF T B IAERHftAmazon#s B R IS 2 MR BHIK - E B H IR BRS

i
o FHEIERY Amazonlk P EE (p. 46)
+ Amazon PrivateLink3 7 Amazonltk & (p. 47)
+ & AT #1dentity and Access ManagementAmazonlik = &2 (p. 48)
+ AmazoniE Al T WIEE K EEAmazonlk = EE (p. 60)
« HEMMERIEAmazonlk & B (p. 62)
« FREEEENRE B D Amazonlik P B (p. 62)
+ Amazon Account Management FE ERiZEZ £ (p. 63)

b B9 BB R 3P Amazon ik P & 18

XLERXES : Amazon TEHBENERTFHHNHTFE R Amazonk A EE, MiZEXPFTR | Amazon fa
TR E1TFTE Amazon Web Services = M BREMIZE. EAREFFNEEELEM R LN RS
o WARTIFEEFTEAIAMazon Web ServicesI Z 2B EMERBES. BXBERANESESR | 5
R IERRFAE WA B,

HTFHERPEN , RNBUIERS Amazon Web Services Ik~ FEUE H 4 FH Amazon Identity and Access
Management (IAM) R EZMHWAFKF, XNEASMNAFPFRFETEIFERIMENNR. RINEEVE
BEATAEXRPEHEIE

« NEAKF A Multi-Factor Authentication (MFA).

« f£H SSL/TLS & Amazon BiRH#H TEE. BIEA TLS 1.2 RESKRA.

« £/ Amazon CloudTrail i%i& APl MAFE3 BRiExo

« £ Amazon BB RSE TR Amazon BREFHFIERINZ 224,

- FASRIEELRLRSE (W Amazon Macie ) , EEBTFRIFRI 747 Simple Storage
Service ( Amazon S3 ) FEMNABIE,

- MREEBLWHTREDR API 1A Amazon REEZT FIPS 140-2 RIEWNZER | B FIPS &
Ro BXTUAN FIPS MRHNEZER , B8 (ZEKRFAEELERE (FIPS) 2 140-2 i) o

BRARZNBWEN SN ZEERBRBEER (HINEEFNEFE4EL ) RAREREBHERZER (4
MEMRFR ), XBEFEAKFEERE T EFAmazonfEAZEIA. APl Amazon CLI , & AmazonF
(TE8, SEATEMNREREBERANZRIHANTAHRESRTEL2ATIIRIZH AT, NRER
SAEBARSS B854 M4 URL , RIBRIB SR ER URL FEEEIEEERBIFEITZBEEHIER,
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http://www.amazonaws.cn/compliance/programs/
http://www.amazonaws.cn/compliance/programs/
http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/services-in-scope/
http://www.amazonaws.cn/compliance/shared-responsibility-model/
http://www.amazonaws.cn/compliance/data-privacy-faq
http://www.amazonaws.cn/compliance/fips/

Amazon lKFEE SEIEE
Amazon PrivateLink

Amazon PrivateLink i T Amazonllk F & 18

MR EEA Amazon Virtual Private Cloud (Amazon VPC) £ & Amazon®&R , B A Uik E AmazonfE VPC A
REKFEERS R MEFBEBELAHLEERRN,

T D VPC RFEEF Amazon B EXERIME RN AR, TEMER VPC #2418 MLZIRE |, Fii0 1P #hit
BE., MW, BERMMEMX, X VPC WESZEE , HZAmazon VPC User Guide.

E4M Amazon VPC EERIKFEE , BUMELEENIEN VPC RinT R , AWENT VPC E#ETIHAb
VPCAmazonfkss. ZAWTRRETAIREAT BNIERE  TEERNMX, Mtk (NAT) 26
VPN E#, BXEZER , H2H Amazon VPC AIFEREHRED VPC L & (Amazon PrivateLink)o

BIELIRT R

B LAl AmazonfE A VPC IV IK - B B L4351 R Amazon Web Services Management
Console , Amazon Command Line Interface(Amazon CLI) , AmazonFF & TE& , AmazonlikF EE API ,
zAmazon CloudFormation.

BXRHEA Amazon VPC #2#| A Amazon CLI SIZME BLixT RMEE |, 55/ Amazon VPC R
BRI EEOLKET =,

Note

EoRLRY QN , ERAATENRKS-EREENEHE VPC ERIINRS -

cn.com.amazonaws.cn-northwest-1.account

RAMZL B RERAFES |, IEEcn-northwest-1X18, EN—TL KRS , WP EB(E
B B — TR S5 F Amazon[X ig,

BXREA Amazon CloudFormation S| ZME Eix RS S , 1§25 ¥ Amazon CloudFormation P iEREH
AWS::EC2::VPCEndpoint & iRo

Amazon VPC K iFT S KK

BRI LB FE BI2 Amazon VPC 283w 15 B B DNL& i 77 U SRS SR 2 ) T BUR I e AR 5548 i 17 R AT R L3R
. BAILUBEMMSMEIRT QKB OIBERN IAM AN, AXESER , 55 .

+ K EE Amazon Virtual Private Cloud &% 7 SR (p. 47)
« A VPC Lim i K32 %1% IR S5 #Y 15 (5] B Amazon PrivateLink& .

K &I Amazon Virtual Private Cloud & i1 S 5K B

BRI R EEBIE Amazon VPC LTI R, FZRBHEEATHR :

. AHITREHERA.
- EBRATURTHRIE,
. X ERTRAEN R

LT RHIERT Amazon VPC LinT SUREE |, ZRBE A TR, 123456789012 B 9 Alice B9 IAM AP #
ENEREAZHBERES, Amazon Web Services K/~ |, {BIE4FTHE 1AM A P BIBREA K - ERERZ
AR AGSEHRR,
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https://docs.amazonaws.cn/vpc/latest/userguide/
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html
https://docs.amazonaws.cn/vpc/latest/userguide/create-endpoint-service.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-access.html

Amazon K EE SEE®
Identity and Access Management

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"account:GetAlternateContact",
"account:PutAlternateContact™"

1.

"Resource": "arn:aws::iam:*:account,

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws::iam:123456789012:user/Alice"

}

I
{

"Action": "account:DeleteAlternateContact",

"Resource": "*x",

"Effect": "Deny",

"Principal": "arn:aws::iam:*:root"

}
1
}

MREHFLERTFNETAmazonBAEBR NV TAHANEF —MRAKSHFHEREA |, AFResourceTTEL
MRRALATHER :

arn:aws:account: : {ManagementAccountId}:account/o-{OrganizationId}/{AccountId}
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Amazon Web Services{f BN & 3 RIZEHEMNIER. HEKE 5 15E Amazon Web Services Ik R |, 4]
RABE K MAGREHRIEREIE,

IAM FH P4

IAM F /= Amazon Web Services I/ I EMA A RN ARFEERENRN -5, EATRENER
T, RMNBIRB T IRAEIE , MARRESKPREILE (WEBMNHRERA ) B IAM AF. B2, MR
LE-LERENEAKFERPZIELUR IAM AP , RINBWERRITRER. AXESEE , H23H
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{IAM FF{ER) FHTIREIAE (#HE ).

B BAE A Amazon CLI & Amazon API SIIGEEIE. 2/ , &7 B A ix tilm i 4 E 1A R

Amazon, AmazonZWEZHBERIGHFIE , MAREAKPILAEHR, BEXESEL , HS5H IAM FH
e B %2 2 X AE

K EENBRS EENR
SRELARE 2

MG A IAM B RAEEAmazonFHITIREN | BEHEANERA, FROTHEFINE, AL
REE , BURESWMIT—NMEE , KHBEASETEARSHMAE RS —MeE, EXHERT , BX4AEE
HITXAMRENNIR, EEFENMRERESETERKPNWEAERIRE  BSANIRE, BREMEMHE
Amazonlk F EEEREHEBRSRENSE.

K EENRS S
SRRSO =

BREAERA—TURSEEMLE, KREHFITREN IAM B8, IAM BB R ATLE IAM B0l 15 SRR AR
FAB, BXEZER , BSH IAM AFIEEFHEIE [ Amazon Web Service Z IR A €,

K EENRSHEXAR
RBHENLAE &

RSHEXABER—ME Amazon Web ServicelXHRF BB, BRFAURARKRERNITRENE S, RS
HXABERELN IAM KSF |, HRZBREHAE. IAM EERTUEEETREBRBERESHEXACHRR,

BXROUEREERSHXAGHEARFE , BSRET S IAM BEEANAMazonfis. ERPERRSE
KABIIFEE Yes FIR, B Yes HEUBBRZRSHRSHEX A B,

EATHET BB R RGIAmazonlk 7 &I

RERERBAT , BRFNAGXERIEHK~EERFTHNR, HA1HBTEER Amazon Web Services
Management Console, Amazon Command Line Interface ( Amazon CLI ) =% Amazon API #1175, 1AM

56


https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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Amazon lKFEE SEIEE
ET 5 R0 R RG]

EER LA IAM policy , AENAFNMAERTNR , UNAERRITEE. RE , EBRALFANTE
FIX LR HY P P B INiX L SR B

ETHNAFERIXL RG] JSON REXHMBET IAM BHNEE , H23R (AM AFiERE) PHalE
IAM policy.

B X Account Management E X WIRERBREEMNIFMAELE , SFEPRFELEN ARN BX |, HSHEM
BE. BRMEZGEAMazonkF EEEREARS RS E.

E3 ]
o RELER{ESSER (p. 57)
o AT Ik EEIRE” R EAmazon Web Services Management Console (p. 57)

o EFH IKFIRE UERERIER R RAmazon Web Services Management Console (p. 58)
o RMEX “KFIRE TEM LG RN BEAmMazon Web Services Management Console (p. 58)

REE R fERE

ETHANKRBEAEEMARE TSGR, HRISMEBREKFPHKFEEER, XERETRSE
Amazon Web Services i =K, BIERFEEET SRR , BHER/IT AN MY

« Amazon EERBREBRENBRFATAN] - EFREAFMIEARERE TR , EEH Amazon £EXR
BRAFLSELFERAZERFNR. BALLE Amazon Web Services Ik f° FRBIX LEFRE, RIMNBEWE
HENBETENFERZRN Amazon BEFEBRERRE—SRINB. BEXELER , H2H (AM
AF1EmE) P Amazon FEE RS THEIREER Amazon FEE K,

« BIAREMPR - FEFEA 1AM policy IR ENRE , HNRFHITESIENNR. At , BARENLERE
ZHETHUNBERRHIITHIRE , W ARENRET. BXER IAM EARRBRHNESEL , E5H

C(IAM FIF$ERE) Y 1AM H Y SR RS FIAL PR

« {E/ IAM policy FHY St — 4 R #1115 R APR — £33 LA SR B IS4 SR PR 41X B RN SR i Bl 4l
m, BULUREREFARIEESFFEA SSL KEFIEER, RBEIHE Amazon Web Service ( 510
Amazon CloudFormation ) fEARERME , BETAUFEAZHERE TN RFZBENHEANE. BEXEZE
B 5 H . IAM JSON %KBE T3 : ConditionfEEEIAM AFERE.

+ fEF 1AM Access Analyzer BiE#EEY 1AM policy , AR EHN Z M MIhAEM — IAM Access Analyzer
LRI AR | LUAREESS 1AM policyiE S (JSON) 1 IAM FH{ESREE., IAM Access
Analyzer 2% 100 ZIMERLENTIRENELN , UHEBESELT 2 BT BER, BXEZELR
ES (IAM BFERE) 8 IAM Acess Analyzer SREEIIIE,

- EEZSEEMRIE (MFA) - IRENKFAEZEE IAM AFSBRAF , E8HA MFAREEZeM, EEAR
A AP RERTEE MFA |, 5 MFA R RNBIENERT, BXEZEL , H28 (AM AFiERE) +
WEES MFA RIPH API 7,

BXIAMHHNREIENESER , F5H (AM BFERE) $1 IAM FH 22 HEXE,

FEAPH KA EEIRE" WHEAmazon Web Services
Management Console

E 15 [RI K PR B TTUE P BYAmazon Web Services Management Console , #4HH —H HEKMNER, XL
PR AP Fo 8B B &= F A KR 4015 B Amazon Web Services Ik, IR ERIZNET SO ERLE
FIENRENRESE , WEENEEZRBNIE (IAM AFRAR ) EEETEH S,

NERAFNAGTUERAKS EEREE |, ST LERH
flAWSAccountManagementReadOnlyAccess EAAWSAccountManagementFullAccess AmazonXd sk

HREEERE, BXESEEL  BHSH IAM AP EBHH N A R IR,

NFRFEWEA Amazon CLI F Amazon API FIAF , BEFTHNHEHZEEFERNR, AR , ETFSHER
T, BALLERRA AT BRI SEZ AT AP BEHE TR ERE,
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Amazon lKFEE SEIEE
BB PEE

EHH KAIRE” UERMS R LG R ERAmazon Web Services
Management Console

EUTRAIG | BEEELENDH IAM B FAmazon Web Services 3T “IK i B TE BT RiEiH
{8 Amazon Web Services Management Console. Kfin T L BE M I P o5& R TR E &

XEXIFEE : aws-portal:ViewAccountBFEF L AT RENNRKFRERNE, ER2 , EEFYH
B AN Amazon X1 , B4 BFEaccount : ListRegionsi® i,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "GrantReadOnlyAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"aws-portal:ViewAccount",
"account:ListRegions"

]V

"Resource": "*"

}
]
}

REX ‘KA IRE” WEN T LRI PRAmMazon Web Services
Management Console

ELUTRAIG | BFEEEWTE IAM B P FAmazon Web Services P 522 F R R “ik P igE” WE
Amazon Web Services Management Console. Bi 0 7 sbBUR 89 F 7 /T SLE Uk P ViR &

WRBIREE RS A RGIRBHNEM L |, BINTaws-portal :ModifyAccountifR , EAFAFER
T REBDIRE , E%ﬂﬂ?account:EnableReglonﬂlaccount DlsableReglonﬂBEo

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "GrantFullAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"aws-portal:ViewAccount",
"account:ListRegions",
"aws-portal:ModifyAccount",
"account:EnableRegion",
"account:DisableRegion"

1.

"Resource": "*"

}
1
}

[ BEE Amazon ik 7 & E Y B 15 F 175 (5] 1 R

BT 1S B TS B 645 W RS S 1E G5 PR = IR A0 1AM Y T RSB )9 3 L,

ES-1}
< RERE KFRE” TEFHRITEE (p. 59)
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« BRI Tiam:PassRole (p. 59)

- REZEFEMNIFRIEHA (p. 59)

- AREEAHAFEATHMAHEENKFFHEE (p. 60)

s BEEAWBRN I AR AFKBIAmazon Web Services ik F 177 18] & B9 Ik 7 i#45 (p. 60)

BERE K/ IRIE" TTE P RATIRE

WS8R Amazon Web Services Management Console &iff& , B ITEMEE , NXATBKREBNEER
SREBY, FNEBERRIENECEMAFRZSNZBHIRNA.

TR RHIFBIR K EEmateojacksonlAM AP A ARG A EF G RHFHE S Amazon Web Services
Ik fEEHAccount Settings EIAmazon Web Services Management Console{B 2% Haws -
portal:ViewAccountiX R,

R

A You Need Permissions

You don't have permission to access billing information for this account. Contact your adm
help. If you are an administrator, you can provide permissions for your users or groups by
account allows IAM and federated users to access billing information and (2) you have the requi

EXMBERT , Mateo BRMHNEBE R EHMEKE , LATMER account: Getwidget AR my-
example-widget &iRo

REMIN1Tiam: PassRole

WREWFEREL , RRERRBANITiam: PassRolelRfE , BNRBALMEH , AEATLHACKL
BAIKSEE,

AL Amazon Web Services R F NI B AREERZERS , MARUEHIRSAHLBRSHEXAR, H
I, BB A BRI RS HNNE,

HENNIAM AFE , 2RENT RO Rmarymajor 2 E ARG S ER -~ EEFHITRE, B2, K
SUMERRS AEARETFHRRT THMTIRIRE. Mary FEBEFABEESIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform: iam:PassRole

EXMBERT , BHEH Mary FIREESL A F T iam: PassRole B1E,
MREFEZHE , HERREH Amazon EE R, EEARBEREZFEILEN A,

BREEEFRNIGRESA

EOIZ IAM AP ERZEAE SR NEREFENTHRER ID. BR  EXLBERENREHRREHR, W
REEXRTREESR , NAMEIE—NHHTHRIBAX

BRZBIEAEBS : WRIE4A ID (W0 AKTATOSFODNN7EXAMPLE ) MME A RIZ4A (I
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) o SHFBZMBZE —# |, LXAE 6 6 5 [ 247
ID MBZH R ZANBRRITEHRIE. GHAFENEB—# KL ERHEEA.

Important

BAEQE=FRHELAESR , BMERHN THEBRIEHITHAS ID 71T, MREXFM , T8
SEFE AR EE K B9 K AT R R,
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LB EBREZEAXNN , REQRFERBREA D MRBHRABRARTE -T2 E, BRTHRRH
RELGRECH TR, MREXRTENBELRZESR B4 IAM AP RINFNTHRZRH, ERSTHE
ANARER. MRESHEMIBY , WATMER-NEAY , REBLEFNENR, EEFHHA , F5H
IAM AP fErRP I EE T A EH,.

BREEAAFEAEMALRIERAKSFHES

EATHMAGAKFAER  SXAANBEHEATRNAASINARFEIRZ—N IAM EE (AFRRAR ).
A EAZSANEIET B Amazon, RE , BATUIFREEMINEISSE , BMEE Account Managemenent
P ERF ERAR.,

EVEFBEER , HS5HE IAM AFEEPR RSN E - IAM ZiRAF 4L,

REEALFRN 2 A B3 AT Amazon Web Services i -
HRFEAK S

ZANGE-NAG® , NERCKFINAFREALNNAR TUERZAGKFRENRR. SERINE
EREFER  TURAAR, W TXHETHRRNWRBEIIGEEH IR (ACL) RS , BRINERIXLRE
L PN R P B Oho il O] LIS

ETHREZER , BSHUTHRE

s ETMKFEBERTIFXLINGE , FS RN AAmazonkFEES IAM £E&F A (p. 52).

o ET IR EHEN Amazon Web Services Ik RV ERIZHITRMNE |, HSH IAM AFRERHN R
AR S — Amazon Web Services K/ Y IAM B P 215 RIRR.

o ET IR S =F Amazon Web Services Ik FIRE BN EFEN I RNER , TS5 1AM BFRIEEFHR
£ = A AR Amazon Web Services K /= 12415 8 &R,

s ETYRIMTENKA BEHRRITRMEFRNE , H55 IAM AFRERPMN AL NN ERRIENEF (&E
BHRIE ) BEFRNR,

s ETHMEA/BHETRRNEATERF,HRAZENES , 5255 1AM AFERTH IAM BE5E
FRENEBEMARE,

Amazonif AT B E K Amazonlk ~ &8

Amazonlk P & B B P NMAmazon AT A FEE R EE
» Amazon FEE KB : AWSAccountManagementReadOnlyAccess (p. 61)
» Amazon¥tE B : AWSAccountManagementFullAccess (p. 61)
o KPP EEFHRAMazon T E R (p. 62)

E[AS. ANACRFINE , GECHREEMAL , £/H Amazon HEERKMERE, Q2 UNEIBAREFT
ENERN IAM BEFEEFKREERBEME LR, BHREAN] , B£ALMERAEIIN Amazon HERERKE, X
LERREE LERRS , TEER Amazon Web Services Ik A, A% Amazon FEXXKBNES
EE , EZH IAM AP 8P i Amazon FEE XK,

Amazon Web Services ATRES MEH Amazon HE XK, BT EER Amazon FEE R K F IR,
RS B/RAM Amazon EE RN RPN RUSZIZH AL, EEHLEMMNKBNFAESH (A
P, ANAR ), HEHFWAERFRETAN , RERETHSEH Amazon HERX KK, BRET2M
Amazon HERFBHHIBRNE , ALFEBREFTSBIREHNIENR,

A, Amazon R X IFE SRS H TERENTEERX KM, W , viewonlyAccess AmazonitE KR
HXF 2K RiEi5 [ Amazon Web ServicesHI'E IR, RSB EFIHEER , Amazona R FREME RN
HiEMPR, X TEREERRNIIRMGEE , 58 IAM BREEDHER T TEREERN Amazon EESR
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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Amazon IKFEE SEIEmE
AWSAccountManagementReadOnlyAccess

Amazon L E R :
AWSAccountManagementReadOnlyAccess

A LU AWSAccountManagementReadOnlyAccess REEHIMMES R IAM & 15
HRBREALENRANEEATHE :

o XFRH THIEAMazon Web Services Tk

« XLXIHE : Amazon Web Services X5 2 /5 i 2 F Amazon Web Services Ik ( B REEESFEA
AmazonizZ4l A& )

CEIRFETEMcet*ELList*BE, ©TIRBEMERKF THIESRE A REA K ThEEAmazon Web
Services XX FKF o

MRIFLME B

WEBEE TR,

+ account— RFZEFL AR KRB TEHIEE EAmazon Web Services Ik . ©i& R iFZE £ A% HAmazon
Web Services X2 7£ 7 9 Ik = B #9 Amazon Web Services Management Console.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"account:Get*",
"account:List*"
]I
"Resource": "*"
}
]
}

Amazonft & K :
AWSAccountManagementFullAccess

A LU AWSAccountManagementFullAccess REKMINBE IAM H14,
HRBERMEFRIERUTAETNTRERFHENR :

o XTFIREY T EIEAmMazon Web Services ik /-
o XEXIFHE : Amazon Web Services K15 E /5 i R & FAmazon Web Services Ik ( R EE@E A

AmazoniZHl A )
CEIRFETEMNEREIN I E NaccountiE,
WNREAER
WERBEIE TR,

* account— AWEEBEEFRIEZE XM THIEE B Amazon Web Services . EEARFEIEATIH
Amazon Web Services X3} 2 73 Ik 7 /3 F 3 f£Amazon Web Services Management Console.
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Amazon IKFEE SEIER
REEEH

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "account:*",
"Resource": "*"

}

Kk EEEFHAmazonitE R

ERAXREMNFARE S Amazon NIZBRFTHRBIRX LB R H , ZRERK, ARUETEEXRMNBR
N, BITAKFEEX A LI RTE L RSS Ko

I R HH

AmazonlKFEBE3 T H KFREBERYEHRNEUTHRE 20219 A30H
AmazonFEE R H T HRIREER  AmazonFEEREE -

* AWSAccountManagementReadOnlyAccess (p. 61)
* AWSAccountManagementFullAccess (p. 61)

B SN I Amazonlk P & I

F=AEITRITEN T2 EMEHEAmazon T BAFEAmazon Web Services i 4EH Z4NMA K 389 Amazon
SR, HEFEHE SOC. PCl, FedRAMP, HIPAA REE,

F|RAmazonBEEM T RSEENHIRS , S FAmazon Web ServicesE & ITXSEE K. BREHRE
B, & @AmazonEM TR,

BT LAME R Amazon Artifact TEE=FFitikE. BXEZER , B2 . £ P TEHIREAmMazon
Artifact® B9 Amazon Artifactf 5.

BRI IR P ARSI &M = EAmazon Web Services Tk IR SR BV BRI, BN TINAM BRI
BSERKEEENRE, AmazonE I LR HEL T ERRABISSMEHME -

o ZEMEEHMME Quick Start IEEZ M5 AWM Quick Start 5/ - XEFEERITIC T REEET
HRMTHE Amazon EHEETRZEMHNEAMENELEIRNS IR,

o (RIS HIPAA ZEMFEAEERMES) BED - LkEEBN AL BDNAEHAAmazon I EFE
HIPAA #rEM R AR,

« Amazon&MMEEIR - Al FFMMERES TaEA T ENTLILE,

o fEFFEAE R # B9 Amazon ConfigF & A B 8 BE—Amazon Config {4 &9 6 R EL & X A SPSEER, 1Tl
ERAER A EREER.

+ Amazon Security Hub — lkAmazonfRE 2 T AmazonF Z 2 RAN L HENE , TRPBERERRFAR
TR AR R ESKE,

FR Y R PE R & BE D Amazonlik F & I8

XEXIEA : AmazonE £ E L RER IR #EAmazon Web Services Kigifl T X, XigigftsMNEYE L
MV ERENTARX , SETHRBEIERK. EHESETAUSHMNEEREE—E, AATAK , &9
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http://www.amazonaws.cn/compliance/resources/
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https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html

Amazon IKFEE SEIER
Hihg et

BRI MREETAR 2B Mt B NARERBHNARFNEEE, SEENENISMREFO
gL  TRAXERESN AL, REENTT B,

B Amazon Web Services KIBFITTARXNEZEE , S HAmazone IREM % 1,

Amazon Account Management Y ERig e &2 £ 1%

ERFEERS , AmazonfE Al LLAE A #Y BRS5Amazon Web Services I~ SR AmazonF HiRH & BN E L
£f2FAmazon Web Services : #iiRZ 23 HE .

PREEAAmazon &K AP HABIMEILRIKFEE. ERRSAXFERERESYE (TLS) 1.0 RE
ERA, BIUERA TLS 1.2 REEMAE. BEFHESTXEEETL AR (PFS) WEBEH , flmn
Ephemeral Diffie-Hellman (DHE) =} Elliptic Curve Ephemeral Diffie-Hellman (ECDHE), XZ IR L5
(0 Java 7 RESMRA ) BRFXLERN,

A, BAERIFEIZES ID M5 IAM FRAXBKRNBEL R BARNEREITESR, SBHAILEHAAMazon
Security Token Service(Amazon STS) £ K IF it & £ E IR BFRFTER,
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https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
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BEERETEYE. TAMNMENEERT ., Amazonlk~ EE IR EMAmazonf@R5 E, Amazonig
U TSETEREEKFAEE, EHNERBTREHEELNMRRENBE LB

+ Amazon CloudTrailifiZRBE N K HRARZKF K HE AP B AMEXEH. Amazon Web Services ik
PR EXHE AL ER Amazon Simple Storage Service (Amazon S3) 28, iX & LALE#RIR B 15
S H PR A T Amazon, MR RHERANIR IP it AR AN K ERE, EXxESEL , #3535
Amazon CloudTrail 18/,

HERSAmazonfEA K P EIE API i HAmazon
CloudTrail

XL XA : Amazonlik &I APl 5Amazon CloudTrail , ZRFERHAAF. AEHAmazonBRAKSE
BIRENRS, CloudTrail &FFEKFAEE AP FRBRAEH, BRATPUSEX K SBIRENTE
Y, MBECIZRE , M ATLAE CloudTrail B4 44£1X 3] Amazon S3 Z#1E ( BEKFEBIRENSE
#) . MREFEBRERIERE , W{BATE CloudTrail #3#1& F# Event history ( EHALIER ) PEERH
=, £/ CloudTrail WENEE , BB EHAKS SERENER. KHERN P ik, HRPEH
RHRIA R HfbiEAES,

ET#EAX CloudTrall WEZEE , 5 H Amazon CloudTrail AF ¥/,

CloudTrail FHIKF EEE R

EIRMF | CloudTrail 2/8 FIAmazon Web Services Ik P 1E RS IK PR, LMk ERIRELEENN | %
SEDFIERE CloudTrail 47 , HEHAES) — FEREE CloudTrailAmazonF RS EHEHIER. &1
DEREE, ERMTHEHEM. Amazon Web Services Ik7. EXEZER |, i5SHE A CloudTrail =
HHEIEREEEHS,

BERFEZILRPHEHFAmMazon Web Services K ( BEKFEEZENEH ) |, BLIERE, BEXRE
183% , CloudTrail T:Ff B &M HF4EIEE Amazon S3 Z&E @, BIAMBERT , EHEIEBR IR Amazon Web
Services Management Console , %R ¥R3& A F P Amazon Web Services X13. tbERERIERTE Amazon 2
XAiERrEXEFNESG , AFEEXHEZEZRIBEN Amazon S3 F#. BUUEEZEHEE Amazon
RS , t— S 2E CloudTrail BEFKRENEHHBEHAREEK, BXEZELE , BSHTIARS :

. QIERERBIN
+ CloudTrail Z#FHIRS MERK
+ A CloudTrail B2 Amazon SNS &4

o \ZAMNXiE#EUR CloudTrail B &3
o MZMNIK I CloudTrail B &304

Amazon CloudTrailid ZEF K BWAEK S EE AP| I2/EAPI 3% (p. 68)ANIEEMIE D, Hln |, X
CreateAccount, DeleteAlternateContact M PutAlternateContact M ARE CloudTrail
BEXHHERSEZE

BNEH4RAEREBBEEEXERBERVARELR. FHEEUBPHEBEATAER :

o BEREHIRAF & HHERZEZAmazon Identity and Access Management(IAM) F FiE$
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

Amazon lKFEE SEIEE
THREKFEBRAERE

« BREMEA IAM ABERKRESHAFNIERZEEIER HH

. EREFHET Amazon RE X H

BXEZELR | 2K CloudTrail userldentity JT#,

THIKFEEBRERE

REFCRE—MEE , THTHSHEN A EXHEEFIRIEERN Amazon S3 FE#H#. CloudTrail B &34
BE—-NRBZPAEFEFKE, —NEHRT—PREEMAFENER , SEEXFIERWIRE. BEN B R
B, BERSHBEHEPWELR, CloudTraill BEXHTELA AP AN EFHKRE , Al T2REM
BEIRFE R

Bl 1: LT CloudTrail £ R3fGetAlternateContactiBERK ZE Y AOPERATIONS K P Y E B R Ao
BRERENEFRSEEIEZNEESF,

Example =% 1

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA1234567890EXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA1234567890EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
}!
"webIdFederationData": {},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T19:25:53Z"
}
}
}l
"eventTime": "2021-04-30T19:26:15Z",
"eventSource": "account.amazonaws.com",
"eventName": "GetAlternateContact",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "SECURITY"
}l
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-111111111111",
"eventID": "la2b3c4d-5e6f-1234-abcd-222222222222",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

R~ 2 : BUF CloudTrail & R"%PutAlternateContact NMEFIREBILLINGIKF MIZ HEBRR Ao
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THKFERRAESE
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA1234567890EXAMPLE:AccountAPITests",
"arn": "arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalId": "AROA1234567890EXAMPLE",

"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",

"userName": "ServiceTestRole"

Iy

"webIdFederationData": {},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
T
"eventTime": "2021-04-30T18:33:08z",
"eventSource": "account.amazonaws.com",
"eventName": "PutAlternateContact",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"name": "*Alejandro Rosalez*",
"emailAddress": "alrosalez@example.com",
"title": "CFO",
"alternateContactType": "BILLING"
T
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-333333333333",
"eventID": "la2b3c4d-5e6f-1234-abcd-444444444444",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

Rl 3 : AT CloudTrail £ R¥{DeleteAlternateContactiB/ELAMIER Y BIOPERATIONS & B R,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AROA1234567890EXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalId": "AROA1234567890EXAMPLE",

"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",

"userName": "ServiceTestRole"

Iy
"webIdFederationData": {},
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
Iy
"eventTime": "2021-04-30T18:33:16Z",
"eventSource": "account.amazonaws.com",
"eventName": "DeleteAlternateContact",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {

"alternateContactType": "OPERATIONS"
Iy
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-555555555555",
"eventID": "la2b3c4d-5e6f-1234-abcd-666666666666",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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API 5| F

Tk EE R APl RE ( account) f A ZEMEREEE & Amazon Web Services Ik /.

& —“ Amazon Web Services I XIFAEBXKFEENTHE , BREEZK/XBENRZS = /M2 AKR
AHEE. BRT B/ root AP XK EBE FRRFibit 2 4 |, XEHMRBINEN, BALRIEESKS XN
BUTFBRRER 2 —,

< KRR

« BRXR
« BEERR

BIAMBERT , RIEEHPITICH AP BREEZNATRRZRENKF. XEXFHE : SHEERZREN
KA, BERE IAM G5 IAM AF , X0EE IAM RIS ANRRTEERA APl B, Si& , B
MR EAN S RXLE API #24E. Amazon Organizations® E ik = 35 EEM@ MK 1D SAmazon Web
Services K IXRIZHLM A

AP RRAS
HERRAEI K F° APl S X8 T K &EE APl R 2021-02-015
Note

ERNEESERA APINERAR , BULEAAMazonFATES , B8 ERATEPERESNTEA
( Java, Ruby, .NET, iOS. Android & ) FEXHMRHIRB. FEXITEGRMT —MEES
%, MERASmER BRI AmazonOrganizations, #lin , F xR TESHTMBELBER. EEEIR
DRBEHERER, HX Amazon FATESNESER (BENATHNLEXLETER) , &
2 3i&E AT Amazon Web Services 1 TE,

B FERAAmMazonSDK A TNk EE RS HITHRE API AR, B2 , BEUAUERAKFEEEIR APl E
EARAKSEE Web RS, ETHREXAKFEEEN APINESEL , B3 AH HTTP ZHEREKFS
EERAFEEY. FAREN Organizations 3F GET M POST R, i 2% , APl FEREFERAF LR
EH GET & RMEMIRIEN POST 53R, A , GET i&RT URL WA/ RE, At , N TFEEFTAHNE
RRE , B EA POST iER,

LBER

YRR HTTP B3R K EBIAmazon , fRAMEBERT BEAmazon AT LR B W R X T #if]. RAMRNZFER
Amazoni R Z 4 , BIFRIESA ID MBRHRIBRAEK. RIMNBNEBUERENRKS IRTBRZRHA, BF
AR = 5 8] 22 4R B9 (R R A BB o] LATTBR 3t 15 R A8 MK 7= RV AR B RR. AR , BTN EREENRE IAM A
FIKFRI2IGRBA, ERS—MiEE  BEAAmazonZ 2 THEERSTERBRZEFIE , AEAXLERE
EXERBTER

BELXEBER, RINBUERALEHA 4. MRENNBENARFEALSERE 2, WAFTEFRCHAIFERALESR
A4, BR , BLRENEZTESERE 4. FERE 4 WEENXERATX-ER,

HEEHAmazonts 1T RE (AmazonCLI) B E A —/MmazonSDK A EA[ElAmazon® |, X TELHEfE
AZERBEIEMEENHRZANEEBER,

X EE A Support Flx 5

RATHOBIER R R, 1T k% Flfeedback-awsaccounts@amazon.coms & , BRI LN RM BT L/
Bk A EE T FLIE. X Amazon XEFRIENEZER , BSHICEHE B,

BlF R 2T
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B1E

K P E AR N W R EY B SR IR EI Y JSON RHEHN ENMKFAFRIRE , AHRITFRENCERK, FIEEH
RPIPERTRITHMER , UREARME, SRR ASHEULSHBELRENRZNSRN , RITBEAR
TR TR, BARARFMAEN R JSON XAFHERR,

g% API 53R

K P& X3 CloudTrail |, X2 —Ii2EM RS AmazonEH AP i FHAmazon Web Services /= 73 B &
X H4EEZE Amazon S3 FfEiE. BIEA CloudTrail WEMNEER , BOUBEERKFAEERIIAH T Bk
BER, AAXENBERARKHBERNNESE, EXKFEEREI CloudTrail WXIFHNEZER , S
B B AR AmazonfE K = &I API i Amazon CloudTrail (p. 64). BT #4835 CloudTrail WEZE 5
(BEWAEAZBESROAER BEXH) , 56 Amazon CloudTrail A FER.

XELTRE

* DeleteAlternateContact (p. 70)
» GetAlternateContact (p. 73)
» GetContactinformation (p. 77)
» PutAlternateContact (p. 80)
» PutContactinformation (p. 84)
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DeleteAlternateContact

T B 46 £ B9 % B BX & AAmazon Web Services /.
BXRNMAEAZARRIARENTRZEAECSE  FSAFTEIHEFEHKREA.

Note

EEHEABKRAE R ZHAmazon Web Services Ik F 1X 2 HH & Amazon Organizations , 8240
% ia Az B ERAmazonlik F EE M Organizations, BEXEZEE , H5H . BREEHEMIE

Amazonlik &8,
NE g v N
B8 :K 'IE /ili

POST /deleteAlternateContact HTTP/1.1
Content-type: application/json

{

}

"AccountId": "string",
"AlternateContactType": "string"

URI B3RS
HERTEREMA URI BH
HRIEX

HERIEZRA JSON XML FHIE,

Accountld (p. 70)

EEN 12 UHBIKF ID SAmazon B A ML RAETS 7] S A K= o
WMRKREEMSE , WERIANAmazonidAREN S HKS .
EFEALSY  BAELARASANEERSREREEANKS , HEEENIKS ID XHMEE—AR

W RS, ALANXREREBEE  MEAAMAEFREETNIKFEERSEA , BOLLLAERE
ERESEK,.

Note

EEKFTREEEBCHNACcountId; EAMERY FTFXHIFARRE , FEETS
#EAccountIdS ¥,

ENTRAAKANKFAALRE , BAERERSH , ACABETEFERRIEXEBRRAMNK
PR B0 R A R AR

KA FRFR
B A\d{12}%

AlternateContactType (p. 70)

EEZMBRMLER AERR Ao
KE: FREH
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https://docs.amazonaws.cn/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.amazonaws.cn/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#account
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https://docs.amazonaws.cn/organizations/latest/userguide/using-orgs-delegated-admin.html
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BAM{E: BILLING | OPERATIONS | SECURITY

e B2 15 5%

HTTP/1.1 200

I )87 7T 2
MRIRERD |, MZBRESELFXERHHZE HTTP IEH HTTP 200 M8k,

tHIR

BXFEREFELNERNES  BSHAELER (p. 92).
AccessDeniedException
AT BEASMREMENRENR , R EXK,

HTTP IRZLES : 403
InternalServerException

BREXMRRN A HEIRAmazon. FHEERRE.

HTTP {RZS4E5 : 500
ResourceNotFoundException

BREAMRRANEEETHTINRER,

HTTP RS : 404
TooManyRequestsException

BREAMZRNFAMEASEES T RHRH,

HTTP RS : 429
ValidationException

BREXM , RANER—IMRASHER.
HTTP RZSACHG @ 400

]
il 1
SUR AR BT B 620 S SEAE AR AR RO B 9% FIBCR A

RIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{ "AlternateContactType": "SECURITY" }
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DeleteAlternateContact

ayLLIv

HTTP/1.1 200 OK
Content-Type: application/json

=~ 2

LT ROMIBRAAHEERAKSNIKEZERABRRA, EXMERARERKS SRR ERRSHEREE
R K R R EE,

RPIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{ "AccountId": "123456789012", "AlternateContactType": "BILLING" }
451l e R

HTTP/1.1 200 OK
Content-Type: application/json

FESH
BXERBEESHAMazonBHHF AT ESHFEAL APINESELR , BSRANTARS :

* Amazon Command Line Interface

« SEATF NET B AmazonFF 4 TEE

« SEFTF C++ fAmazonFF AT ES

+ EAT Go HAmazonFF AL EE

+ AmazoniE AT Java V2 AT EE

« &M T JavaScript AmazonFF A TES
» SEFTF PHP V3 89 Amazon FATES
« AT Python By Amazon F AT EQ

« AT Ruby V3 ) Amazon F AT ES
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https://docs.amazonaws.cn/goto/SdkForPHPV3/account-2021-02-01/DeleteAlternateContact
https://docs.amazonaws.cn/goto/boto3/account-2021-02-01/DeleteAlternateContact
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/DeleteAlternateContact
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GetAlternateContact

& Z M inEIAmazon Web Services K F.
BXNAFEAZARIARENZREZAES  ESRFRBEFTEZABKRA.
Note

EEFHEAKRAEEZEAmazon Web Services i 7 iX 2 H & ¥ Amazon Organizations , #8240
% B Az B ERAmazonlk P EE M Organizations, BEXEZEE , H5H . BRATEHAME
Amazonlik F E .

BERIBE

POST /getAlternateContact HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"AlternateContactType": "string"

}

URI 3RS
ZERTEREM URI S8,

EREX
HREZ KA JSON BAK U TEIE.
Accountld (p. 73)
EEN 12 UBIKF ID SAmazon B A MR AETS 5 A8 A K = o
MREREELSE , WEINSIAmazon B R BREFERN S HBKF.
EFEANSY  FRELARALANEERSREREZ AN, , HEEENIKS ID XMRE—ALRH

M RIKF . AABXREEAMENE , MBAKAXREIEHRNKFEERSEA , EWLEES
REERESDBEK,.

Note
EEK P TS EBHCWAccountId; EAMAEIMY E TXHIARRE , FERTS
EAaccountIdS .,

ENTRAAKANKSEALRE , EAEEELRSH  ACRABTEFERRIEXERKRRARNK
P89 B 43 KE IR R

KA FRFHR
B A\d{12}%

RIETL B
AlternateContactType (p. 73)

EEERRBNZRAKREA
KE: FREH

BAM{E: BILLING | OPERATIONS | SECURITY
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https://docs.amazonaws.cn/organizations/latest/userguide/using-orgs-delegated-admin.html
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QB 2
\£ >,

e B 15 5%

HTTP/1.1 200

Content-type: application/json
{

"AlternateContact": {

"AlternateContactType": "string",
"EmailAddress": "string",
"Name": "string",
"PhoneNumber": "string",
"Title": "string"

}

}

e B2 7T 3%

WMRLRERT , MIZRFHLRIER HTTP 200 WKLo

BRZ5 LA JSON # IR E Ay BA T 84z,

AlternateContact (p. 74)
LDEEERABRRANFHAEERNE,

A : AlternateContact (p. 87) I &

tHIR

BXAERERLERNESRS , BSEENLER (p. 92).
AccessDeniedException
HTRARSMREMENRENR , RitRERK,

HTTP RS : 403
InternalServerException

BREXMERRN A HEIRAmazon. FHEERRE.

HTTP JR7SAKHE : 500
ResourceNotFoundException

BREAMERRNCEE T HTEHNHR,

HTTP RS : 404
TooManyRequestsException

REAMERRNARMEASTEEL T RHRH.

HTTP IRZSLED : 429
ValidationException

BREXM , RNEF—IMRASHER.
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HTTP R7&HB : 400
Al
1
UTRHISREEEREATRARARENKFNRZLRARRE A
TIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

{ "AlternateContactType": "SECURITY" }
4B B2

HTTP/1.1 200 OK
Content-Type: application/json{
"AlternateContact": {

"Name": "Anika",
"Title": "COO",
"EmailAddress": "anika@example.com",
"PhoneNumber": "206-555-0198"
"AlternateContactType": "Security"
}
}
il 2

UTROIRRALREERAKSNWREEARRA, BXAERALERKSASKERRFHEREE
J'E'JI]&F':F' \%iIEO

RPIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

{ "AccountId": "123456789012", "AlternateContactType": "Operations" }

A1) L

HTTP/1.1 200 OK
Content-Type: application/json{
"AlternateContact": {

"Name": "Anika",
"Title": "COO",
"EmailAddress": "anika@example.com",
"PhoneNumber": "206-555-0198"
"AlternateContactType": "Operations"
}
¥
N N
BEZH

BXREREESHAmazonRHF X TEIREMAYL APINESFEE , BSANUATRR :
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Amazon Command Line Interface
EAT NET WAmazonFF X T ES
ERT C++ MAmazonF X T ES
EAT Go BAmazonFF X LERE
AmazoniE AT Java V2 W AT ES
ERTF JavaScript BAmazonFF &% T ES
ERAT PHP V3 89 Amazon FA T ES
ER T Python #9 Amazon FALES
EAT Ruby V3 #J Amazon F AT ES
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https://docs.amazonaws.cn/goto/DotNetSDKV3/account-2021-02-01/GetAlternateContact
https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/GetAlternateContact
https://docs.amazonaws.cn/goto/SdkForGoV1/account-2021-02-01/GetAlternateContact
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/GetAlternateContact
https://docs.amazonaws.cn/goto/AWSJavaScriptSDK/account-2021-02-01/GetAlternateContact
https://docs.amazonaws.cn/goto/SdkForPHPV3/account-2021-02-01/GetAlternateContact
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https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/GetAlternateContact
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GetContactinformation

KRENEEB R AE B Amazon Web Services HKF.
BRNAEAETHRRARENTEREMES  BSREFEIENEHEREE.

BRIBE

POST /getContactInformation HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}

URI i&E3RSH

ZiE R T EAEM URI S8,

BERIEX

BEREZ XA JSON XM AT HIE,

Accountld (p. 77)
fEE 12 {277 IDAmazon Web Services ik P EA BT LR ETL M RIE KM . MRKRIEEZSEH , MAR
A} Amazon Web Services /= A T RRABRENRR, EFALSH , ARELARALNEEIKS R

EREEAKS . HENKS, ID ELARE-ARAFNEAKS . ZARKTEEAPMADE , MAA
AUPEAEHRANRAKFERRSER , T UERZREEZAKS ESE.

Note

EEKF TR EHCHWIK P AaccountId. EAMEMY ETXHFRRE , T8
#EAccountIdS ¥,

ENFRAANRE , BHALRE  BAEEERSE. R  BEABETERRIBUEBRRAN
T 7= 69 5 42 5K V8 A IR 4E

KA FRFH
B A\d{12}%

e R 18 &

HTTP/1.1 200
Content-type: application/json

{

"ContactInformation": {
"AddressLinel": "string",
"AddressLine2": "string",
"AddressLine3": "string",
"City": "string",
"CompanyName": "string",
"CountryCode": "string",
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"DistrictOrCounty": "string",
"FullName": "string",
"PhoneNumber": "string",
"PostalCode": "string",
"StateOrRegion": "string",
"WebsiteUrl": "string"
}
}

e BZ 7T 3R

WMRBRERT , NIZRSFHLRIEE HTTP 200 WKLo

BRS5EA JSON # = IR Bl 49 A T B8R

ContactInformation (p. 77)
BEESHXBNEEBRRAFEENFHARE S Amazon Web Services /™.
F R . Contactinformation (p. 89) XY &

THIR

BXFEREELERNER , BSRENLER (p. 92).
AccessDeniedException
BRERY , RREARRREEMENRENR,

HTTP RS : 403
InternalServerException

BT HEHER , BEXKAmazon. BHEERLRE,

HTTP RZSHES : 500
ResourceNotFoundException

BEXY , ANEEET M RTENER,

HTTP RASAKEE : 404
TooManyRequestsException

BREXY , RN EAMERES , B3 T RHRH.

HTTP IRZSES : 429
ValidationException

BREAM , RNEF-—MRASHER.
HTTP RZSCH5 @ 400

BEZH
HXERBEESH Amazon BT & TEAREAM AP WESEL , HEHUTHE -

+ Amazon S {TRE
« AT NET B9 Amazon SDK
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GetContactinformation

Amazon & F C++ iy SDK

EAT Go K Amazon SDK

EAT Java V2 #9 Amazon SDK
Amazoni& A FHFF & T 23 JavaScript
Amazon &M F PHP V3 iy SDK
Amazon i& A F Python 9 SDK

SERA T Ruby V3 9 Amazon SDK
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https://docs.amazonaws.cn/goto/SdkForGoV1/account-2021-02-01/GetContactInformation
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/GetContactInformation
https://docs.amazonaws.cn/goto/AWSJavaScriptSDK/account-2021-02-01/GetContactInformation
https://docs.amazonaws.cn/goto/SdkForPHPV3/account-2021-02-01/GetContactInformation
https://docs.amazonaws.cn/goto/boto3/account-2021-02-01/GetContactInformation
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/GetContactInformation

Amazon lKFEE SEIEE
PutAlternateContact

PutAlternateContact

1& S H D0 2 B9 38 B % A Bk & AAmazon Web Services Ik F=.
BRNAEAZARIBENTRIEMERS , BSEBRIREFIRMEIRA.

Note

EEFHZAKRAE R ZFIAmazon Web Services ik F 38 2 FHAmazon Organizations , #2440 5£/3
AR Amazonlk P EE M Organizations, BEXEZEER , H5H . NEAEEHEMNEAMazon
K,

BRIEE

POST /putAlternateContact HTTP/1.1
Content-type: application/json

{

}

"AccountId": "string",
"AlternateContactType": "string",
"EmailAddress": "string",

"Name": "string",

"PhoneNumber": "string",

"Title": "string"

URI i55RS %
ZERTEREM URI B8
BERIEX

BEREZFRA JSON BB TEHIE.

Accountld (p. 80)

BE 12 VB ID 5 AmazonE £ F IR 4E 1 B S8 kA Ik =
MBHERKIEEZSH , MBRIANAMmazon AT RBRENSHGHKS,
EFALSHE , AAESTARALANEERFREREBAK, , HFEIBEMNIKS ID XHER—HR

MEAKF . ZEAMTEMEDECER , FARALAMAERTAIEHFRNERNKFEERSER |
HAREE - N EREEZAKS EDE.,

Note
EEKF TS EEHCHIKFPAccountId ; EMAMEMY E TTXHFRZRE , ™8
€AccountIds ¥,

EETRAAKANIKS ERRALERE  BREEERSH , MEAR TERRISHHEKRRANKS
#9 & 4318 A iz 4Eo

KA PR
B A\d{12}%

AlternateContactType (p. 80)

EEERIEMNZARRA.
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https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-update-contact.html
https://docs.amazonaws.cn/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.amazonaws.cn/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/using-orgs-trusted-access.html
https://docs.amazonaws.cn/organizations/latest/userguide/using-orgs-delegated-admin.html

Amazon lKFEE SEIEE
PutAlternateContact

KA RS
BME: BILLING | OPERATIONS | SECURITY

EmailAddress (p. 80)

EERARRANE FHRFibit,

KB TR

KEAR  &PKER 1. FAKER 64,

B A\s]*[\w+=.#!&-]+@[\w.-]+\.[\w]+[\s]*$

Name (p. 80)

EEZRBRRAANES,
KE: FREH
KEAR  &PKERN 1. EAKEN 64,

PhoneNumber (p. 80)

EEZ2ARRANBESE,

KR PSR

KEAR : BPKER 1. KELRHA 25,
B D A[\s0-9()+-]+$

Title (p. 80)

EEERRRANIRE,
RKH: FRFH
KEAR : &N KERN 1. KELERXK 50,

W R 18 &

HTTP/1.1 200

) )37 T 25
MRIRERD , MZBRESELEEBFHHZE HTTP IEXH HTTP 200 M@k,

iR

BXAERELAANERNES  BSHEELER (p. 92).
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Amazon lKFEE SEIEE
PutAlternateContact

AccessDeniedException
BUEXN , AR BARTREMENRIENR,

HTTP RZSHHE : 403
InternalServerException

HTREEIR | BIEXKAmazon. EREEM=HRE,

HTTP RS : 500
TooManyRequestsException

BREAM , RNARMEEE , B3 T RHRH.

HTTP RS : 429
ValidationException

BREAM , RNEF-—MRAASHER.
HTTP RZSCHG : 400

]
w1

UTRONEREREEATARRENKSREKSESEARRA,

RIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.PutAlternateContact

{
"AlternateContactType": "Billing",
"Name": "Carlos Salazar",
"Title": "CFO",
"EmailAddress": "carloseexample.com",
"PhoneNumber": "206-555-0199"

}

51 0 R

HTTP/1.1 200 OK
Content-Type: application/json

w2

UT RO BB SRR PEERR K, KERIRRA BMPEMAR B AR BRI R~ EE R

FSHEREE K, TR,

RPIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.PutAlternateContact

{
"AccountId": "123456789012",
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Amazon IKFEE SEIER

PutAlternateContact
"AlternateContactType": "Billing",
"Name": "Carlos Salazar",
"Title": "CFO",
"EmailAddress": "carloseexample.com",
"PhoneNumber": "206-555-0199"
}
51 0E R

HTTP/1.1 200 OK
Content-Type: application/json

FESH
BXEBEESH Amazon REF AT ESHFERL APINEZEER , BSRUTAA :

+ Amazon TR {THE

« EAT .NET 89 Amazon SDK

+ Amazon & TF C++ K SDK

« EAT Go i Amazon SDK

+ SERT Java V2 B9 Amazon SDK

« AmazoniE A TR & T &3 JavaScript
+ Amazon & F PHP V3 # SDK
 Amazon ;&R T Python #9 SDK

» SEFATF Ruby V3 B9 Amazon SDK
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https://docs.amazonaws.cn/goto/aws-cli/account-2021-02-01/PutAlternateContact
https://docs.amazonaws.cn/goto/DotNetSDKV3/account-2021-02-01/PutAlternateContact
https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/PutAlternateContact
https://docs.amazonaws.cn/goto/SdkForGoV1/account-2021-02-01/PutAlternateContact
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/PutAlternateContact
https://docs.amazonaws.cn/goto/AWSJavaScriptSDK/account-2021-02-01/PutAlternateContact
https://docs.amazonaws.cn/goto/SdkForPHPV3/account-2021-02-01/PutAlternateContact
https://docs.amazonaws.cn/goto/boto3/account-2021-02-01/PutAlternateContact
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/PutAlternateContact

Amazon lKFEE SEIEE
PutContactinformation

PutContactinformation

EHEEBK R AE EAmazon Web Services K.
EXxAEATERRIBEENTREAEE  FEAENIERRAEENZAKREER.

WRIE S

POST /putContactInformation HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"ContactInformation": {
"AddressLinel": "string",
"AddressLine2": "string",
"AddressLine3": "string",
"City": "string",
"CompanyName": "string",
"CountryCode": "string",
"DistrictOrCounty": "string",
"FullName": "string",
"PhoneNumber": "string",
"PostalCode": "string",
"StateOrRegion": "string",
"WebsiteUrl": "string"
}
}

URI 3RS
ZERTEREM URI S8,
BRIEX

BREZ XA JSON BAK AT EHIE,

Accountld (p. 84)

$87E 12 (LK ID 485 B9Amazon Web Services i A& IR ETF RIRIE KN . MR KRIBEZS
3, WERIA I Amazon Web Services ik P il FHIREFFERAMIRIR, EFALKSE , BABXAREALY
EEKFRELEERAK,, EENKS ID EXAER—HLFHRAKF . ZALSREESBARE
et , FEAZELAXUTEEEEFTRANEAKFEERSEA , ARTUSEBR—NEREEAKFES

fico
Note

EEKFAEEEECHIKFAccountId. BAMEMYN ETXHIARZEE , T8
#EAccountIdS ¥,

ENFRAANRAKSBALRE  BAEEERS Y. AR , BEABETERRIBUERRAN

T P B9 B 4 R B Rz R 4R
KA FHH
B A\d{12}8
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https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-update-contact.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/using-orgs-trusted-access.html
https://docs.amazonaws.cn/organizations/latest/userguide/using-orgs-delegated-admin.html

Amazon lKFEE SEIEE
PutContactinformation

Contactinformation (p. 84)
BEEXRBN EEBRRARFRHIFHE 5 Amazon Web Services /™.
A : Contactinformation (p. 89) 3%

e R 18 S

HTTP/1.1 200

I/ )87 7T 25
MRIRERD |, MZBRELREBHHZE HTTP IEEXH HTTP 200 M8k,

tHiR

BXFEREELERNER , BSRAEILEIR (p. 92).
AccessDeniedException
BAEXM , AR ARRRRBAMENRENR.

HTTP RS : 403
InternalServerException

BT HEHER , BEXKAmazon. EREEREE,

HTTP RZASHHE : 500
TooManyRequestsException

BREXYM , RN ARMELS , B T RHRH.

HTTP RS @ 429
ValidationException

BREAM , RNEF-—MRASHER.
HTTP RS : 400

5ESH
BXEREIBESH Amazon BHEF R TEIPEAL APINESZELR , BEHAUTAR :

+ Amazon i B {THRE

« SEATF NET # Amazon SDK

+ Amazon & F C++ 1 SDK

« AT Go # Amazon SDK

« AT Java V2 B9 Amazon SDK

« Amazoni& Al THFF & T B2 JavaScript
« Amazon &M F PHP V3 #§ SDK

+ Amazon & F Python # SDK
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https://docs.amazonaws.cn/goto/aws-cli/account-2021-02-01/PutContactInformation
https://docs.amazonaws.cn/goto/DotNetSDKV3/account-2021-02-01/PutContactInformation
https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/PutContactInformation
https://docs.amazonaws.cn/goto/SdkForGoV1/account-2021-02-01/PutContactInformation
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/PutContactInformation
https://docs.amazonaws.cn/goto/AWSJavaScriptSDK/account-2021-02-01/PutContactInformation
https://docs.amazonaws.cn/goto/SdkForPHPV3/account-2021-02-01/PutContactInformation
https://docs.amazonaws.cn/goto/boto3/account-2021-02-01/PutContactInformation

Amazon IKFEE SEIER
FxBE

+ SEFAT Ruby V3 B9 Amazon SDK

H A By M < EAmazon fR 55

AT #4545 : Amazon Account Management{B & & & & i — ZB4 Amazon Organizations s % 2 [d]:

+ CreateAccount (p. 86)
+ B2 GovCloudkF* (p. 86)
+ DescribeAccount (p. 86)

CreateAccount
XEXIHA : createAccountAPl B4 HAmazon OrganizationsfR % . APl BREEZRS R Z=(HE
HE L,

BXEZELR , 58 . CreateAccountd #9Amazon OrganizationsAP| 2.

f12 GovCloudk f~

XLEXEE : createGovCloudAccountAP| E{X AT HAmazon OrganizationsfR%5. API BRIEEZRS
WSz E P E L,

BXREZER , BSH . 6812 GovCloudlk ~ fF#¥Amazon OrganizationsAP| $Z.

DescribeAccount
XEXIHA : DescribeAccountAPl BEAEXFEHAmazon OrganizationsfR S . AP BREREZBRSH G R
B A E Lo

BXEZER , 301 . DescribeAccountdfIAmazon OrganizationsAPl .

HIERE

XL THERR

+ AlternateContact (p. 87)
» Contactinformation (p. 89)
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https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/PutContactInformation
https://docs.amazonaws.cn/organizations/latest/APIReference/API_CreateAccount.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_CreateGovCloudAccount.html
https://docs.amazonaws.cn/organizations/latest/APIReference/API_DescribeAccount.html

Amazon lKFEE SEIEE
AlternateContact

AlternateContact
—fhgEfy | HP a5 E5MXENS AR AMNIEHE EAmazonik

B %

AlternateContactType
B RAKRRARZER,
KA FRFR
AM{E: BILLING | OPERATIONS | SECURITY

EmailAddress

5& RBR AKX B F R4ttt

RE: FREEH

KELFR : BPMKEN 1, FAKEN 64,

B A[\s]*[\wt=.#!&-]1+@[\w.-]+\. [\w]+[\s]*$

Name

Sit&ARRARRKNER,
KE: FRER
KEAR  &RPKERN 1. RAKEN 64,

PhoneNumber

Bl ARRAXBKNBESSE,

KE: TSR

KEAR : &M KERN 1. KELRXK 25,
B A[\s0-9()+-1+$

Title

Bt & RBRRARBKIER,
KH: FHRB
KEAR : &MKERN 1. KEELRXK 50,

5iESH

BXREREIESH Amazon BT RTESFEAL APINESER , BSRUTARE
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Amazon Ik EE SZIERE
AlternateContact

ERTF C++ 89 Amazon SDK
EAT Go K Amazon SDK
EAT Java V2 #9 Amazon SDK
R T Ruby V3 # Amazon SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/AlternateContact
https://docs.amazonaws.cn/goto/SdkForGoV1/account-2021-02-01/AlternateContact
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/AlternateContact
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/AlternateContact

Amazon lKFEE SEIEE
Contactinformation

Contactinformation
BEESXBKNEERR AL R iFHE EAmazon Web Services Ik F.

B %

AddressLine
FEBRRMUAT,
KE: FREH
KERS  &PKEHR 1, KELR? 60,

AddressLine2

FERRUNE T,
KE: FREH
KERS : &RPKERN 1. KELERN 60,

AddressLine3

FERRMUMNE=1T,
RE: FHFR
KERS & NKEN 1. KEERR 60,

City

FEBRRMUET,
KB TR
KERS : & NKEN 1. KEERK 50,

CompanyName

EXERRACE (MREF) XENLATEH.
KR FHEH
KERS : ZF/PKEHRN 1. KELERNR 50,

CountryCode

N FRLENHH 1SO-3166,
RH: FREH
KERS : KELRRA 2,
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Contactinformation

DistrictOrCounty
FERRAUPENBXRE (WRE ).
KE: FREH
KERS  &PKER 1, KELER? 50,

FullName
FEBRR I E R
RE: FRFER
KERS  &PKEHR 1, KELER? 50,

PhoneNumber

FEBRRAGENBESBH, ZSBHERIE , EREER/MKX , BHRERTEE.
RE: FRFH

KERS : & NKERN 1. KEERK 20,

B A[+][\s0-9()-]+%

PostalCode

T FER R 1k B R B4R ED o
RE: FRFEH
KERS  &PKER 1, KELER? 20,

StateOrRegion

FRRR UM/ EHIBX, X TRLFHNINAINAEN,
KE: FREH
KERS  &PKEHRN 1, KELERK 50,

WebsiteUrl

SEBRRAAEL (MRH ) XHOMEN URL.
R P

KEERH - BUMCER 1. KE RN 256,

2B B

5iEZH

BRERSEIEEW Amazon BT AT ESHFERAL APIPNESZER , BSRUTHA :
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Amazon lKFEE SEIEE
NS

« AT C++ B Amazon SDK

« EAT Go K Amazon SDK

» AT Java V2 B9 Amazon SDK
+ &M T Ruby V3 B9 Amazon SDK

BN
UTIRAEMAEREATHEASAZHENEERAN 4 BRJTEENSH. ZBRENEZERIETHEAE
22?‘&#3@%&9 BEXZEREANESER  FSALERAE 4 EEMEFHIAmazon Web Services —f%
Action
EHATHRE,
RE . PR

Version

ERFTETXS BT APIARZA |, #3X7 YYYYYYYY-MM-DD,
R FHSH

X-Amz-Algorithm

ATHEBEREENGHFEL,

S EERFHEMTR HTTP BRURXHE 2 S HRIEFEN |, BEELSH.
KH . FRFH

BM{E : AWS4-HMAC-SHA256

PEEI
X-Amz-Credential

FIEBEE , ZER—INEFSE , ERasfniinZd,. B8, BnKE, FAERNBRSNLLEFRF
& (“awsd_request’ ) o WWEFAMUTHERAERTR : access_key/YYYYYYMMDD/SE/ RS /awsd_ &R

BEXREZER  BSH . 152 IZEBRAE 4 CIBELEZ N FZRHE DR Amazon Web Services — g5

Z.
&M EERFHEMAR HTTP RRURLH I EFHRRIEEEN , BEENKSH,
KR . FHFH
PEEI
X-Amz-Date

AToEZEMWBAH. BXSHH 1SO 8601 AKX ( YYYYYYMMDDTHHMMSS'Z' ) » filtn , AT
B #iat 8 R B X-Amz Date { : 20120325T120000%.

%t - X-Amz Date XFFEBRMERWIEN ; EALLATEENEREEFEANBE, MRER
ISO 8601 EAMEXIEE T BEAFRL |, MFEE X-Amz Date. A X-Amz Date Bt , BIRAK LB E HHF
B, BXEZEE , F5H . LEBEZERA 4 H HE P HAmazon Web Services —fig5#.
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https://docs.amazonaws.cn/goto/SdkForCpp/account-2021-02-01/ContactInformation
https://docs.amazonaws.cn/goto/SdkForGoV1/account-2021-02-01/ContactInformation
https://docs.amazonaws.cn/goto/SdkForJavaV2/account-2021-02-01/ContactInformation
https://docs.amazonaws.cn/goto/SdkForRubyV3/account-2021-02-01/ContactInformation
https://docs.amazonaws.cn/general/latest/gr/signature-version-4.html
https://docs.amazonaws.cn/general/latest/gr/sigv4-create-string-to-sign.html
https://docs.amazonaws.cn/general/latest/gr/sigv4-date-handling.html

HA . PHH
D A R

X-Amz-Security-Token

B BB IR S M IR AT R £ 5 B AmazonSecurity Token ServiceAmazonSTS), BXx XIS I
PR %% %2R AmazonSecurity Token Service , ¥ EAmazons IAM & E A RS FMIAM BFiEwE.

M MREEAN BN RZEFIEMAMazonZ 2 THEERS , BANBELRETH,

%
B R

X-Amz-Signature
EENFEZHEIMENSEBRTEN AR FRBLEE,
S EERFHEMAR HTTP BIURXPE 2 S HRIEFEN , BEELSH.

KA. R
D AE M

X-Amz-SignedHeaders

EBEEANBER -2 BENAE HTTP 5k, BXEEZBMRANESER , FSRES 1 WHE
ZRRA 4 0B E R P Amazon Web Services — iS5 %.

ZH EEREFEMAR HTTP BERURL T2 5 ARIIEEN , BEEKSH,
HA ;PR
DA R

® LR
AEDIEHTHAEERLNERL APl B4 1RAmazonRSF . X T4HE TIRSH AP BENER , BSHZ
APl R ERN E&,
AccessDeniedException
BRERBHIBRNR , TERITZRE,

HTTP SRZSHHE : 400
IncompleteSignature

BEREE TR EAmazontr A,

HTTP RS : 400
InternalFailure

HTRAER, REIHE , FREBRK.

HTTP RAES : 500
InvalidAction

FRERHVIRELTR . RITRERDCEBRA,
HTTP RZSACHG @ 400
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/general/latest/gr/sigv4-create-canonical-request.html
https://docs.amazonaws.cn/general/latest/gr/sigv4-create-canonical-request.html

InvalidClientTokenld
ERMNOIEFZHEEFTRERN X.509 IEBK Amazon THEZ4R 1D,
HTTP RS @ 403

InvalidParameterCombination
T HREANSEH —BEA.

HTTP RAES : 400
InvalidParameterValue

NBASBRENETHIREHTE,
HTTP RS : 400
InvalidQueryParameter
XEXFE : AmazonE R FHFEEXE RS KR EFAMazontr i,
HTTP RS : 400
MalformedQueryString
EWFHRITSEEHER.
HTTP RFSRE - 404
MissingAction
BRPEBERT —MRESIDBESH.
HTTP RS : 400
MissingAuthenticationToken
BRPLMTEERN ( 2EME ) Amazon T RIZE4A ID =X X.509 iEH,
HTTP RS : 403
MissingParameter
RREATEERENLESH.
HTTP RS : 400
NotAuthorized
BRBHATIZIRERIR,
HTTP RZSACES @ 400
OptInRequired
Amazon HRIZ4E ID FEEIT RS,
HTTP RS @ 403
RequestExpired

BHRIERS I EBETER LA BB AR EH (NN ALHR URL) 15 54
AHBE LS 15 2# U L,

HTTP JRFSHKHE : 400
ServiceUnavailable

BT AR5 88 R £ IE B MR T S BB R A M.

, WEFEREH
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Amazon lKFEE SEIEE
RH HTTP &#ifjiER

HTTP RS @ 503
ThrottlingException
BT iERREIT S BEREIEL,
HTTP RS : 400
ValidationError
WA KREEH RIEEN Y RAmazon RS .
HTTP RSB : 400

\ \ E A \E < ~ - Y :|:
B IRE HTTP &RERREA AP
AEBD KB E T WAEBER THER APIAmazonl P B8, % AP BEFNERNIFMAER | E3H
API 5| A (p. 68),
Note
M R2EERITAmazonK P EE IR API , BAUEHAmazonFF X T E4A, Amazon F AT ES
FESERATERERIESMFEA (Java. Ruby, .NET, i0S, Android & ) HEMREIRE, X
L& TEGRMEEERZE , WERARES R HEAmazonk F EEFHAmazon. flin , FATES

HITUTRLES - MELZBER, EEBRUARBFIERER. X Amazon FATEBHER
(BENATHEREZE) , BSRERAT Amazon Web Services I TE,

FRERTHNER APIAmazonlk P &R |, R SLA A RS RIE, il API BREXLTETEW HTTPS &
Ko ActionBHIETRERITHIRIE, AmazonXiFK - EEGETHIPOSTATERIEER, B2 , API FE
RIEERGETH F — L EMposTX FH Attt B2 , GETIERZ URL K/DHIRRE . RELREISR K
<, BEERN 2,048 1, Hit , ¥FERRANER API EFR , BLREHPOSTIE K.
MR E XML X1, BXEHNEMAER , FSE AP 5|1 (p. 68)FHEMRERE.
3

o UwR (p. 94)

o WFER HTTPS (p. 94)

* SIGNAmazonlk =& API &R (p. 94)

Ll
iy S
Amazonlk FEBE —MNEEERT ( HEELILE ) REMNZE AP Li%T S Amazon Web Services X1,

BX WEZFEEAmazonfi B RFWARE T /RMEXE , SR XENLET L FRNAmazon—RSE.

DFER HTTPS

HTZER AP IUREZEIFEHBELS , XHAEH HTTPS WA APl FR %,

SIGNAmazonlk = &3 APl R

MMERTIFI LA ID MBI R BHALFER. BIENBVWETEEAENAmazon AT B E TEMNRIK
FPEREAmazonlk P EE, &8 LUE A I A FAmazon Identity and Access Management(IAM) F F 2% i@ B
FiE , fIWEATF IAM AEHEIE,
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http://www.amazonaws.cn/tools
https://docs.amazonaws.cn/general/latest/gr/rande.html

Amazon lkFEE $EEmR
SIGNAmazonlik P &2 API &3k

EXEW API BR#JITER |, BUTER Amazon EZRAEK 4, BXRFEAZLEMAE 4 WEE , BSH https://
docs.amazonaws.cn/general/latest/gr/signature-version-4.html E&MS#Z i AmazonE B R4 4 LB
2o

BXEZER  BZATINE :

s AmazonZ £ Fif— RHEXET A TG RN EIEREH —%E EAmazon.
o IAM HRERE— REAEXRER IAM RSHEI , BB BRF EHAMmazonER , BFEAmazonlk F EE,
o IS BSHIE B — 15 BA ANl B 2 A4 A I B 2 2 EAE .
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https://docs.amazonaws.cn/general/latest/gr/signature-version-4.html
https://docs.amazonaws.cn/general/latest/gr/signature-version-4.html
https://docs.amazonaws.cn/general/latest/gr/aws-security-credentials.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html

Amazon lKFEE SEIEE

Amazon Account Management B9 &g
201
U

&I Amazon Web Services X FEAN S LG RIAEH ( LeTFHRRE ) AmazonfRS. BRIFESHIR

B, & , S E & Amazon Web Services XK 4%E TH .
EARDAmazon Web Services i F EF U T EKF EEMHEXNEF.

BIR BL &

Y& B R A Amazon Web Services ik /= 3-8/ —/ BILLING., SECURITY, #IOPERATIONS
#E#RGetAlternateContactBNKFH API B4 BHIR, REEBV SR
EFputAlternateContactBNKFM API B | 881X, RREBW 21X

#E#EpeleteAlternateContactBENKFH API 14
BIE
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Amazon IKFEE SEIER
Tk F= B 22 (7] 22

BEBR BV #FE Amazon Web Services Ik
A

ER LT =By E B T H B &2 W F{1£ & Amazon Web Services K.

I HERR /R
o XA B {THEZE Amazon Web Services Ik 7 i (p. 97)
s BFERAFKIER (p. 98)
» HEERRIZAmazon Web Services ik 7 & (p. 99)
» PEEHMARR R BAmazon Web Services ik (p. 99)

X (8] Bt 1T HEZEAmazon Web Services ik 7 61 i&

£ 3 4L B9 15 B T 73 Bh 8 HE & 5 6122 Amazon Web Services K .
5] 7R
o FIZUWEISR B #Y BB TEAmazon S iE RAVFIIK P (p. 97)

o HERZRPWIUFRAEHE | BB BEX “FAREMRZFRE HiRMEE1RAmazon Web Services Ik F i@
EBiF (p. 98)

% U 23k B /Y 88 3F Amazon 36 i 3 /Y # K

# & Amazon Web Services I , BATRE— N AT LZPEERETBENBIESE, BTUIEEER
BB 5 ERB UL F .

MRERBEEEREBE , FRIEATAR :

- EEMEES , ERMAT EBNEESEERT EBNER/MXAE,
- MRREANRBIHBE , FEREFEFIESREBRETRSE,
 BHECHANEENRE XA THRIER,

MBEAREERDEERBERTEZHRILTE , Amazon Web Services Support /] LA ES BI R E5E Amazon
Web Services P F3, ERAUTHER :
1. B RE T OB 8B5S B4R A R IR Amazon Web Services MK F.
2. FTFF Amazon Web Services SupportiZ ] Ak |, REERCIEZH).
a. EEWK P RS R,
b. EAFREERE , EEKF.
c. EATHEERE , EERE.
CERGERT ST, RETBRREERL B BT E
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