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o THRMMLERESF RS Amazon SQS J&ﬁi'éﬁ : Readf£f API (p. 150)IRERHIRIBFEMIFLZARF
o
« Java
» JavaScript
* PHP
* Python
* Ruby
+ Windows # .NET
« 7 X Amazon SQS BAFI# AT BB {LFFIEEEE (p. 100)8R2 A T #2 A04AT M5 42 SR AN R AR
o EZ2M (p. 101)EBS F T B AR 5 B B E B dE



http://www.amazonaws.cn/articles/Amazon-SQS?browse=1
http://www.amazonaws.cn/sqs/faqs/
http://www.amazonaws.cn/sqs/faqs/
http://forums.aws.csdn.net/forum.jspa?forumID=12
http://www.amazonaws.cn/code/Amazon-SQS?browse=1
http://www.amazonaws.cn/java/
http://www.amazonaws.cn/javascript/
http://www.amazonaws.cn/php/
http://www.amazonaws.cn/python/
http://www.amazonaws.cn/ruby/
http://www.amazonaws.cn/net/

Amazon Simple Queue Service FF & A R 1ER
T & Amazon SQS ##1&

B E Amazon SQS BA%I ( ZHIE )

£/ Amazon SQS 4|4 A& B MEE Amazon Simple Queue Service (Amazon SQS) BAFIFIZh
B, BETWAFEARHAREE MRS S|HME, [FIIERAS SRASISEBR 1% & i & 25 A8 A Amazon
Lambdafunction.
£

+ T % Amazon SQS ##I& (p. 10)

Bl Amazon SQS BA%I ( #E&HIA ) (p. 11)

+ Y%%E Amazon SQS RA%I ( #EHAB ) (p. 12)

- BEIISH (#FE) (p.12)

- EEiHEREE (EHE) (p.13)

- £ SQS HEMINZEZEZA N RAIIEE RS EFIHINE (SSE) (EHIA) (p. 14)

o ARFIEE RS IMNE (SSE) (p. 14)

- EEEERAYI (EFE ) (p. 15)

- BEREIIEFRRAERF (BHAE ) (p. 15)

« 7 Amazon SQS RAFIEL B A2 EARE (#ZHA ) (p. 18)

« 7 Amazon SQS BAFIIT ] Amazon SNS & ( ##& ) (p. 19)

 BELERAFI LA & Amazon LambdaBREk ( #2418 ) (p. 19)

T f# Amazon SQS 1241 &

ST EEAR  FRFEAIINSMERTERAIIR. XEXEHF : RIIREER TEXEIXEFHRE

ARSI S
— [T [ ] (oo | [omammarecomemesmoss | [ 2evoms ~ | TS
Q 1 @
Messages Messages in N Content-based
Nam A T v Created v Ei ti v
© Kt reate available v flight v neryption deduplication v
MyTestQueue Standard 6/27/2022,15:0%:08 o 0 Disabled
EDT
6/27/2022, 13:03:41
testFifo1.fifo FIFO /271 . [ 0 Disabled Disabled

EDT

BAAFIERE R REAPIRBEAMERAIINHEMES XEXEE | KEITABE—B T R HIRE S
S%# KW (FIFO) BASIX 2 FF#R BB

MBAFITREF , WM ETANAIHAITIRE, BT LUEFRA S B ARZLRIET , REEFREEXAIIRN

4= =
1THYRE,
— [© | [ e | [ oetere | | send and receve messsges | |_cions + | [IERRTRN
Q 1 @
Messages Messages in N Content-based
Nam A T v Created v Ei ti v
e b reate labl v flight v neryption deduplication v
‘@ MyTestQueue Standard zé?lzozz,u:oz:oa 0 0 Disabled = ‘
6/27/2022,13:03:41
testFifo1.fifo FIFO 121/ ! 0 0 Disabled Disabled

EDT
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BIERASY

R SUERRA SR TS , ORT A FAESZAINRE, XEXEHEE  #FAFERNETSEIIR. A,
BRLUER TR <2 —FAE R B0 UEE AR EFAERNERE.

MyTestQueue

Details in

Name

fo

(FMyTestQueue

Encryptios

Disabled

» More

n

[Cove ] [onee ][ rurge ] [ sens anarceve messges | ]

ARN
(Parn:aws:sqsius-east-1:269704527654:MyTestQueue

Dead-letter queue

https://sqs.us-east-1.amazonaws.com
/269704527654/MyTestQueue

[ SNS subscriptions Lambda triggers Dead-letter queue Monitoring Tagging Access policy Encryption Dead-letter queue redrive tasks I

812 Amazon SQS BA% ( #Z=HIA )

ZAIEF Amazon SQS 12 %I & IZITERA S (p. 28)FIFIFO BAFI (p. 28). ¥l & JBRRASIE #rz S K
AR ERERIAE,

Important

BEDERFIBHEHPRMDASHER (PI) REMINBRBBIELS . % Amazon Web Services #f
AILUFEIAFIZH , B4EITFM CloudWatch BE. BABIBHAES A TAA S BREIE.

E 0|2 Amazon SQS BAFI ( 2HIE )

1. TEUATMEITIF Amazon SQS ##l& https://console.aws.amazon.com/sgs/.

2. #%3$E Create queue (BIZRAF).

3. ERATHRE , HFAERANBRTRENFIZEE, EIE FIFO BAF , HREFIFO.

®© o 0 oD

—h

Note

OIS 2 BT R E AT R,
4. HWABHXTFIRAIBASI, FIFO BASIE B FRATUN . fifofao
5. (i) ZHAENKIRERANELESH (p. 12). HERE , BUUNUTSHRENE :

ERTAIRMBRG , mASERENEN, SEEN 0 BE 12 hat, BRIAMEN 30 B,
FERATHERRBYS , MABZRAMEN, SEEAM 1943 14 X, BRINMER 4 X,
ERATRRERF , AL ERMEN, SEER 0 VI 15 240, BRINEH 0B,
ERFEAEERNF , WA—ME. SBEM 1KB 2| 256 KB, ERIAEN 256 KB,

ERATEVHEESSNES , MA—ME. EENO0F20%. BMIAMEN OW , REER
# (p. 41). FAFBEBLRERE N,

XF FIFORRS , &REEAETHARNESRERAETARNESRENKR. MIARENEA.
(A% ) XTF FIFOBRS , ERAFIFHEEREMNEVREAESNELE  FEEEASEHLE

FIFO.

ERET S B MEXET ( ESBERBRRFIFO FHEMRG) ¥R AN FIFORIIGAGELE
FENIRE, MREERTHEASEULE FIFO FRENEMRE , WAFINEEFLEFEN , #
BEEHTESHBEMR. BXEZELR , B2H FIFORIINSHELE (p. 31) M 5HEMX

BYBECER (p. 97)0

ERTEFRES AR , ERAYME (RIAMERT ) |, BASIELLIES. ERIZRAD | 1§
EHRZ 10 NEAFIFFIER , 2L Amazon BIREB R (ARN),

11


https://console.amazonaws.cn/sqs/

Amazon Simple Queue Service FF & A R IEF
YRERASI

6. ( Wik ) EXIHEKE. XEXEE : 7REE (p. 130)EXLAIHENATIGNKS, ARFNAE, HRXK
MR E X T #84E ( flilsendMessage, ReceiveMessage , & DeleteMessage) AP AT BT HE, Bk
AR B R AYFRASIFTE & L EFFUCE R,

BEENHEIKE  BHTUATREZ—
o EFREADE B R MBS KX E S AR ERMATIZEBCE S, BHARBENEECIERR , HiE
Rk JSON MR A & 7R 4 B T 8] SR BE
. #E#EAdvanced AE#EIEH JSON HFIKEE, XAFEIEEBNERA (KF. AFRRAER ) AR
TR —EBE Rk,
7. (k) BEMNE (p. 14) XN TG, BFME.
8. (Wit ) EEILERT (p. 15)BFWRFTEZAENEL , TR ERTL
9. (Hik) BRMIFZE (p. 18)ZIBNFIH | BFFHFRE.
10. i%#F Create queue (RIZBA\5F). Amazon SQS BIZEBA 5 H Z REAFIMFMAEER.

Amazon SQS EENMREF LB RAXMAIINGES . BT Amazon SQS B2 mHRE , FRAERBIBER
BT

BIERASIE , IRATMARIEEE (p. 21)NEXRE , SUREZRFIMIBREES (p. 22). £&E 7B 45
5 (p. 12)BRBABIR B Z ARSI B R E.

Ym%E Amazon SQS A% ( #HIE )

&R BAER Amazon SQS #H B RBEMAIIEESH ( BAFIZEEERI ) H A0l BRRA S Zh8E,

%% Amazon SQS BAFI ( #2HIA )

1. ITFRAFI TR FHI A K Amazon SQS #H &,

2. EEBRG, RAERBRRE.

3. (Hik) TEE , EFRAIINEESEH (p. 12).

4. (A% ) EEHEER (p. 13), EiFEEKS | £K JSON K,

5. (W& ) A, EFHMERNE (p. 14) , BFFMNE.

6. (k) RN, EFHMBERTESEAT (p. 15) ( AFBBRTTERAREE ) |, RIS
7. (EE ) RN, EFSRMBIBRIRE (p. 18)X FRAGI , BFF#RE.

8. L“ERE.

ZHELEREAFERZATINTHE,

BLERABISH (ZHE )

SR I (p. 1) BELGE (0. 12N FEI , ETURELTSH

o AR — MBAG (I—NERE ) KEKHENHMAEEERAETTANNEKE. BXESER,
ESH . ARMEREE (p. 46).

Note

RS AEET LB AT ARBA HFEEENBRE, ENEXRELEER BB ,
AFE F AmazonSDK.,

12


https://console.amazonaws.cn/sqs/#/queues

Amazon Simple Queue Service FF & A R IEF
fig & 175 5] SR A

BLiE

© NG R wN =

« SHEREH— Amazon SQS REBEFIFHERNEE, BRIAMERT , ASIFEEREMNR, LALUEE

RIILLRIEERRERS 14 XK. BXREZFEE , B5H . EEFREH.

* JSIREER— Amazon SQS EZIERINEIBASIF R E R ZAIEEEN K, BXESER , 50 . BRI

B (p. 48).

« BIOBRRD— WAAFINRICER KRN, BXRESEER , BSH . HAEEXD (p. 64).
- BYPCHEEFERE— BASIWEBIEWIERE , Amazon SQS FEHEEAANERKINHE, BXEZER |, F5

¥ Amazon SQS ER BRI (p. 41)

- BRANAESBIEMER— Amazon SQS ATUREBHEEMNEN BFSIRESBIEMER ID. EXESER

¥ 2 H Amazon SQS FIFO ( sttt ) BAF (p. 28)

- BERASEYE FIFO— ATHRIIFHESEASELE, BFILETNSERMARET ( ESHEN

BRAMFIFO BHEBRH]) HMRANN FIFORRIIEAETLEBRMENRE, BXEZEEL , S5 FIFO A
HWEELE (p. 31) M SHEMEXBNER (p. 97).

« BN AVFRE | E LRSI A SAE A A SIEATEERAS]. BXESEER , 55 Amazon SQS

SEISRAB (p. 43)0

NOBERIIEBAFIS K (EHE )

TE3TFF Amazon SQS #2#l&https://console.aws.amazon.com/sqs/.

ESMEREDR |, %F Queues (BAFI). EIFRATIAFIEFERE.

R EBRBED .

ERTURMENS , WAFENBENEN, SBEHN 0 RE 12 Mit, BRIAERN 30 %,
ERATEEAREHD , MABENRAMEN, BEN198E 14 X, RIAEN4 K,
ERATERERF , MABENENEN, TEENOVE 15 2%, RIAER OB,
ERATHRAHEEKRD  @A—ME. SEEN 1KB % 256 KB, FRIAEN 256 KB,

XN TIRHEBRS , WA —MEBRBCEEZERNE. BEN 0 E 208, MIAMEN OR , BREER
# (p. 41). EAFEFEHRERLIA,

9. XT FIFOBAY , BALLAREANRESKENREAETATNESRENR. RINRENER,

10. ( Wik ) XTF FIFO RS , EARIIFHEEAENBZREAESNELER  BEERASELE
FIFO.

R EET S E RARIET ( EEBIEMERAFIFO ZHERS) &N N FIFORIISHASEUHE
FIEMIEE, MRZFERTHEASEULE FIFO FTEMNEMZE , MAFNEEFLERFENR , HiR
EEHRTEEHERNGR. BXESZEE , BSE FIFORINEEHE (p. 31) M SEEME<WE
M (p. 97)o

1. BEATEFRIAYRE , ERAWRE (BRIAMERT ) , BAASIELIELFTA. IERRASIF |, BE
&% 10 NEREAFIFFIR (B Amazon BREFR (ARN).

12. BEBZIISEE , EESave (RE).

IR (2HE )

L& B4R (p. 12)—DBAS , fRATAE BRI KB

HEIRREE X T AIAARIBASIN K, AFRMAE, HRIREEE LT 8%E (5l

sendMessage, ReceiveMessage , Bi&DeleteMessage) AP WU, BRIAKEER A FFIFTEE
REFEBCE R

NIMABRAIIELE 7R KRB (12HE )

1. MITFH Amazon SQS 2l & https://console.aws.amazon.com/sqs/.
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://console.amazonaws.cn/sqs/
https://console.amazonaws.cn/sqs/

Amazon Simple Queue Service FF & A R ¥5F
HBAFIELE SSE-SQS

ESMEKD , £ Queues (BAFI),
ERBAFIREIE R RE.

RN B 1A SR BE EB o
ERAEPRESEREFHA,
SERIGFIRENEESS , %#FSave (RE ).

£/ SQS B /Y INE 2 2 4R 79 BA B BL i AR 55 =5 i 0
Z2 (SSE) (#=#l73)

Amazon SQS #£& SSE (SSE-SQS) REERSRRIRME , EEA SQS AR MNZEHHARRT ELH A
PIRENBBEIE, £/ SSE-SQS , BEFURMEEMERY , A REB WAL RMZELHIE. SSE-
SQS THERL AR  ABDEARFEHMESARNLEER  MEBTARA,

SSE-SQS £/ 256 f &R NFFR A (AES-256) MNE R #SEKIE. — B Amazon SQS IKEIEE. |, SSE &
SFEBHITINE . Amazon SQS UMEFAF#EE , NIRZARNERAER , FXEEHITER,

HBAFIEE SSE-SQS M ( HHA )

MITF Amazon SQS ##] & https://console.aws.amazon.com/sgs/.
ESMERKD , % Queues (BAF).

EERAT , REEFRRE.

Expandinz.

EATRSS[WNE | E#FEnabled (BB A).

SelectAmazon SQS Z4A (SSE-SQS). f# A ik T A& sk 52
HERRTF

A BABI B & AR 55 == im I (SSE)

RTHRPBAFEERHEIE , B LLREASIE ARSESHMNE (SSE). Amazon SQS &5 Amazon Web
Services Z4AEE RS ( Amazon Web Services KMS ) £R#TEEKMS %40 A T RE 88K 2 (SSE).
BXER SSEmER , BSRESNE (p. 102).

2 e

No ok wbd-=

FBHEATIN KMS BEAXMEEZHAEKR , HP I FEENERRIINMEZERANNIER. BETHEX
BR , BSAZHAEE (p. 104).

MRETE KMS ZREANMEE , REBEASENKSF ERkns :ListAliasesfkms : DescribeKeytX
BR , MIF3E%E Amazon SQS ##IA ELEEE X KMS ZHNEE, ER KMS R REER FHRIXLENR,
BXELZER ,BSH . BHAEE (p. 104).

HE B ElE (p. 1) BALRE (p. 12)—BRSI , FRATBAELE SSE-KMS,
RIMBRAIIEE SSE-KMS ( #=HIE )

FELU T EHFF Amazon SQS 24l & https://console.aws.amazon.com/sqs/.
ESMERKD , %EF Queues (BAF),

EERAG , REEERRE.

Expandnz.

PO b~
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https://console.amazonaws.cn/sqs/
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#master_keys
https://console.amazonaws.cn/sqs/

Amazon Simple Queue Service FF & A R ¥5F
Bt B SEIERA 51

5 EATRSESEWME , %FEnabled (B8 ).
6. SelectAmazonZ A EE RS E4 (SSE-KMS).

BHAESEREHE , K/, URKMS %48 ARNK KMS F4H,
7. IEEBFIH KMS 240 ID, BXRESZEE , 5K REARIE (p. 103),

BRI ER KMS 40 5 Bk,
ZRIAZ4A 2 Amazon SQS B Amazon Web Services ¥£& KMS %4, EFEAILERL , HMAKMS &
4Alist,

c. ZEfF Amazon Web Services Ik Y BENX KMS 24 , i5MKMS Z4fliste BXREBIBEEN
KMS Z4AK9LER | 1§25 622 248 b #9Amazon Service BB EBRESF XA R IEE.

d EFEAJRDTENEEN KMS Z4AHEH A Amazon Web Services Ik Y B E X KMS %47 ,
BEERERMA KMS ZHBBAREH A KMS %48 Amazon Resource Name (ARN).

8. (k) NTHEZHAERAAMD  EE-—INT 1 28E 24 PZEBNE. FIAMER 5 248, AX
BEZER BN THEHEEZHAEARS (p. 107)

9. EEZ SSE-KMS f7 , it#ESave (R%F ).

BB LSBT (2414 )

—MNIEERFIR— MRS NFRAII AT LA TR EAREERBAS. BXEZEER , HSH Amazon SQS
SEISBAF (p. 43)o

Amazon SQS #XT BB BIEIEEF. BATERIEREG] , RETEEFHAEEER,
FIFO BABIBYSEISRASI th A2 FIFO A, B , #RAERASEY FEASBA B th AR AR AR B
L& B BIE (p. 1) BA%RE (p. 12)8 A AEBIEERAT,
ERNFENDBAFIBEEIEEAT (ZEFE )

EFTFF Amazon SQS 4l & https://console.aws.amazon.com/sqgs/.

ESMERKD , %R Queues (BAF).

ERNSIATEREE.

RN BISEEBAFIER S H i1k IFEnabled (B8 ).

BBREANDNERRZH (ARN)FEISBA S EE BB REA S,
EfREEREREEEERAI 2B T EREIRE , HRBEWRSAZE 1 F 1000 ZEHE.
BB SEERAYI/E , HikZESave (R7F) .

RERIIE , ZHAFERFAGESENAIITE. EFEFENFAFERE , SEERIETAFERK
# AR AFEISBAFIARN TEFE/SRAFI.

BLESEERASIER X IEF ( #Z=H 5 )

87T LARG B LS A B B 3 3 KA R 8 A B9 S B MR SEE A B R BRI HIRRA S . BRIEERA S EH IS
BFNESZER  BSHAREEBHIEET (p. 45).

NABRENIIEBILESIEREIRSF (2FE )

1. 7E#TFF Amazon SQS ##l &https://console.aws.amazon.com/sqs/.

N oo~ oDb=
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https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html
https://console.amazonaws.cn/sqs/
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Amazon Simple Queue Service FF & A R ¥5F
Fit B SRS BA 51 E #9830 72 Fr 19 RA B AL BR

o kb

ESMBERS |, EF Queues (BAF).

SR O ELE I RA B B FRIEIEFASI (p. 15).

ERE3 DLQ EFIES.

UNDIVEEHFHRFIEE , F T HEBNEXTF , ITUTREZ—
EFEEEFEI BRG] |, BEFEFHITEZIRAS.

EHEEFNRAE S-S, BERERAEIBEELEN. R, MATEERAIN
Amazon FIRBF (ARN).

UNDIVEVelocity ##I& BN F , EBUT%TZ — :
s RILRE-UBRBRXHEEREFREINIFLEMNTIEE,

s BENBRAEE-FAEENNESNRAEEEREHRIEEMIEE . ATHRKERAEHR 500
FHE
BEREIIIEFNEIRFT , RREHMRIEE.
Important

Amazon SQS 12 #l & P ZFEERSIEF IS Amazon SQS F.

Amazon SQS X FEMIEEBAFIF EFH I EH BT IRFEICE S

REMFIEFEIFSHZ T LEIT 36 Hit. Amazon SQS ZIFEFNKFHZ 100 NEHH

BEFRHES,

EFRIEFISHEERE Y. FmessageIDMenqueueTimei D EAEFEIIAIEE,
MREBECEESEFEHEFES , BEFMAEEENBASITIE , EBEUE DLQ EFFR3). BUEEE#H
THEEEFEZIN , BB 2 3) B ArBA SR AI8E 4 TR F1E B #xBA 5,

Bic & SE 15 BA B E T IR B 12 7 RY BA B A BR

T BUE B R IR R T A P X S E RS A IR ENTF AR, FEERINEFRIEFFAENRE
BRI :

RPMR HFEH APl 733E
BEHEREHES - &

fisgs:ReceiveMessage., sqs:DeleteMessageflsgs:CGetQueueAttributes?t

EBA%, MRIEERAFIE N ( LFRASSE (p. 102)(2.)kms : Decrypthbdt ,
2 UEN,

« AMlsqgs:SendMessagefy BHrBATI. MR BHRRASIE N
# |, kms:GenerateDataKey#kms:Decryptth 24 FER,

ENEHEFBOER - H

ITHHER

EBA%, MRIEERNFIE N ( LFRASSE (p. 102)(2.)kms : Decryptlbt ,
thRUEN,

ERNEEBHRDS + HMlsgs:GetQueueAttributesFEEM T,

BoiE MNZERAFIRY ( T SEERASIATIRRA S ) BYARER

BV IRBA B R H A RIHY SESBA DI B E L Z MR AIKMS Z 4 (p. 104). AT T ERKE B ILERA T EF RS
R RIERR :

1.

& 3F Amazon Web Services Management Console , RGBS LT RUEITHF IAM #2H1& - https://
console.aws.amazon.com/iam/,

16
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Amazon Simple Queue Service FF & A R ¥5F
Fit B SRS BA 51 E #9830 72 Fr 19 RA B AL BR

2. ESMBEES , i&E# Policies (5REE).
3. BEBXEEUATHNRIGEMMIENER IAMAFRFELAS :

* sgs:ReceiveMessage
* sgs:DeleteMessage
* sgs:GetQueueAttributes

s XEXIHE : ResourceFRERATIN arn (L0 “arn: aw: sgs:
sqQs:<DLQ region> : <DLQ accountId> : <DLQ name>")

* sgs:SendMessage

s XEXIFHE : Resource B ¥RRABIY arn ( flZ0 “arn: aw: sqgs:

sqQs:<DestQueue_region> : <DestQueue_accountId> : <DestQueue_name>“)
» kms:Decrypt LiIFBRRIRE
* kms:GenerateDataKey

o XEXIHE : ResourceKMS MEZEZHM arn ( FlL0 “arn: aw: kms: kms:<region><accountId>: :
key/ <keyId_used to encrypt the message body>")

TR UTATHE -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sgs:ReceiveMessage",
"sgs:DeleteMessage",
"sgs:GetQueueAttributes"
1,
"Resource": "arn:aws:sqgs:<DLQ region>:<DLQ accountId>:<DLQO name>"
}V
{
"Effect": "Allow",
"Action": "sgs:SendMessage",
"Resource":
"arn:aws:sqgs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
}V
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :GenerateDataKey"
1,
"Resource": "arn:aws:kms:<region>:<accountId>:key/<keyId>"
}
]
}

EFASEMEEEA TR ( BBEIEERIINIRASI ) BENR

AT SRE BAR AR RIENRARINBIEES . FARHRENRRER, BERFESZIEEAIIFHE
M, PR REIREA DR B 1,

1. &3 Amazon Web Services Management Console , fAEE T LA T MutITF IAM #2414 : hitps:/
console.aws.amazon.com/iam/,

ESMBEED , &EF Policies (KEE).
BIEBBREFUATHNRHFEMMEEHNER IAMAFELAS
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R BIRE

* sgs:ReceiveMessage
* sgs:DeleteMessage
* sgs:GetQueueAttributes

o XEXIFHE : ResourceFEERATIN arn ( flZ0 “arn: aw: sqgs:
sQs:<DLQ region> : <DLQO accountId> : <DLQ name>")

* sgs:SendMessage

s XEXIHE : Resource B ¥RRASIY arn ( fl40 “arn: aw: sqgs:
sqQs:<DestQueue_region> : <DestQueue_accountId> : <DestQueue_name>")

TR UTATHE !

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"sgs:ReceiveMessage",
"sgs:DeleteMessage",
"sgs:GetQueueAttributes"

1

"Resource": "arn:aws:sqgs:<DLQ region>:<DLQ accountId>:<DLO name>"
}!
{

"Effect": "Allow",

"Action": "sgs:SendMessage",

"Resource":

"arn:aws:sqgs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
}
]
}

4 Amazon SQS FAFIEL B A2 B ( #Hla )

EFHBHA L FMFRIR Amazon SQS BAFI | EATLAEIX LERA TR MRS, BREZEE |, 558 Amazon SQS
RADEIRE (p. 41)0

EEREEQEAEENTUFINAE , FLR-FEFRFINFE,
S RO (p. 11)ELSE (p. 12)— BB |, FRATLLH ERERZ.
ARENFIRBIRE (HHA )

ok wh ==

ELL T EITF Amazon SQS 24l & https://console.aws.amazon.com/sqs/.
ESMERKD , % Queues (BAF),

ERBAFIA SRR RE.

R ERZEES o

N, SR BREAFIFRES

a. ERNGE , BEREBERMFRE  ERABANELERE , ARERFNIIRE.
b. EEHRL , FEINFE. BRANME.

c. EMIRFE , HikERemoveEREINZL,

TR SEEBRE , %i¥Save (RE ).
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Amazon Simple Queue Service FF & A R ¥5F
JBAFIT () =&

3 Amazon SQS BAFITT [ Amazon SNS E£& ( 1=
Ha )

WA LA — N Z A Amazon SQS BAFIIT ] Amazon Simple Notification Service (Amazon SNS) &,
HEBE—NEBRMEER , Amazon SNS 2EENEBITHRASIRERE S . Amazon SQS BT FEMAR
BXEHNR. BHX Amazon SNS WEZELR , S H L2 Amazon Simple Notification Service ? #
#9Amazon Simple Notification Service 7 & & #57.

3 Amazon SQS FAFIiTE SNS E&iet , Amazon SNS & HTTPS 58 8% % Z| Amazon SQS.
B xF Amazon SNS 51% Amazon SQS RAIIEESFEAMEE , FSHREE Amazon REH KMS
PR (p. 104).

ABABIITEY SNS & ( #2415 )

MITF Amazon SQS ##l & https://console.aws.amazon.com/sqs/.
ESMERKS , %EF Queues (BAF).

MBAFIFIR A | ERETH SNS ERRABATI,

MERME | EIFIT ) Amazon SNS .

MR EABIHE E T AM Amazon SNS B & | ERAFIH SNS £,

MEBEFEFEET|H SNS £F |, B:&F2%H A Amazon SNS £F ARNA G A EEM Amazon BRA
# (ARN),

6. EERE

7. ERIFITRASER , BAAEE , AGEETTREINIINES. BXESELR , BSH ., TEEX
7 2] Amazon SNS =& f fyAmazon Simple Notification Service JF % & 5 7.

oMb -

WMEIBH Amazon SQS BAFIF SNS EZ A [EAmazon Web Services IKF , EEFEELAE £HBINT .
BXELZELR , BHSH . BIATEFAIAmazon Simple Notification Service FF X & 1E7.

BXRITHERXE SNS TEWEER , FZ T Amazon SNS SEE X% %) Amazon SQS BA%IEAmazon
Lambda®t 5 —/NX 13 Fh & ¥ 4E F B9 Amazon Simple Notification Service 7 % & 8w/

Bt iE A 51 LA it & Amazon LambdaBi 3 ( #2414 )

& LU Fl Amazon LambdaBi #i4L E Amazon SQS A FIFHIEE . Lambda 2185 H E 58 B &K
Lambda B2k , P EEEIEENENH, BULUEES —MAFIZELEEAFI AT Lambda BB T EL:
BEHHE

— Lambda B A SR B ZNBAFIRY I ( BABATIER — 4 Lambda B4R ) » B EUFRE—BAFIA
F %4 Lambda B,

MREFINZEBAFIE Lambda BEE<ER{E Lambda ¥ BREE. , ERMkms : Decrypt®F Lambda 1T
BB,

FEELTRE -
« IBHIBAFIF] Lambda BB F B — L BAmazon X1,

B 3EHE Lambda BHEMER |, 5 E FAAmazon Lambdaf i Amazon SQSH I Amazon LambdaFF &
ARIER.
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Amazon Simple Queue Service FF & A R ¥5F
FRFEMH

AY
SERFZMH
Ef & Lambda B L RS , BUTHEREATER -
- WMEHEEA IAM B, Amazon SQS A& NFAIEL TR :

* lambda:CreateEventSourceMapping
* lambda:ListEventSourceMappings
* lambda:ListFunctions

+ Lambda HITAELTIIEUA TR :
* sgs:DeleteMessage
* sgs:GetQueueAttributes
* sgs:ReceiveMessage

© MREFMBEASIE Lambda BEEXEX , 1 Mkms : DecryptX Lambda 1T A BHINR,

BXESER , BSH EE Amazon SQS FHIREREER (p. 111).
EfER ISR Lambda BEER ( #2HIE )

1E3TFF Amazon SQS ##4l & https://console.aws.amazon.com/sqs/.
ESMEKS , £F Queues (BAFI),

EFEENBSITES | EREREHIRAS,

ERRFITUE L |, i&#FLambda i % 25T+

EFEMENLambda it X BFTTE A |, 1% Lambda & 25

MEFRFFNIELFEEN Lambda AKX 25 , HEBEE Lambda EEALAES. 5 A Lambda BEH
Amazon &FREF (ARN) S BRIMEER, RFEE Save (IR1F).

6. EREREF. RHARFREEFETFAFEREZATINTHE.

EFEENFAESERE , Lambda X 2FIET~E R Lambda K HIRA. Lambda MBI KN EE
1 44t iE S BA B < Bk

7. ERUERENSER , MASIREHEE (p. 21)A/5%E Lambda #2H A EHARH Lambda B,

o bk wbdh -
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Amazon Simple Queue Service FF & A R 1ER
KIEHR

I}

=2 Amazon SQS BA%I ( #&=FHIA& )

BIBRMEERASIE , BATLLER Amazon SQS #2161 & 6 BA SR 1% 55 B H MBAFI 1 2K B
ES-1}

- [ERAFI (#EHE ) REHER (p. 21)

s RETEEMMEERE (BHE) (p.22)

o BRABERER (248 ) (p.22)

« M Amazon SQS BAFIHIBRRER (#ZHIA ) (p. 23)
« HIER Amazon SQS RAFI (p. 23)

« BHIABRFIRZE (p. 24)

mBAFY (EHIA ) KIEHE

BIERASIE , B UEERIEEE,
RFHE (#HE)

P wbdb=

$TFH Amazon SQS ##l A https://console.aws.amazon.com/sgs.
ESMBEED , %32 Queues (RAF).

EEEENBASITIE L |, EFERAS,

#%# Send and receive messages ( K EMIBUGEE ) o

—
Queues (2) [ it ][ petete |l sendand receive messages |factions v | m
|
Q 1 o}
Messages Messages in ) Content-based
N a T v Created Ei ti v
ame ype reate Labls flight s deduplication
‘ o MyTestQueue Standard i{;” 02230208 0 o Disabled - ‘
6/27/2022,13:03:41
testFifo™.fifo FIFO /21/2022, 0 0 Disabled Disabled

EDT

EHERERRENBYCHER.
HHEEX , BAHBXAR,

JF et £ (FIFO) A% |, %A FIFO (FIFO) BABISEE4AH ID. BXESZEE |, 55 FIFO £i%2
38 (p. 30)o

( A& ) X¥F FIFO BABI , &R SA% A FIFO RASUEEES HIEMER ID. MREHNAIEAETHRENE
SRENER , WAFEESEERENER ID. BXESZER , BSH FIFO £1X2% (p. 30).

(AT ) X FARAERG , WA SR ERER R EE RSN, i, HWAcoRFIEREY. FIFO AT X
BEAMNERNITEREE. BXELZEEL , 558 Amazon SQS JEEEREE (p. 53).

%32 Send Message (K% HE)o
RIFHEEG , BHABERAIER. EREFHFACEEUNETREXERAXBENER.

& Your message has been sent and is ready to be received. View details X

Message body
Enter the message to send to the queue.
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Amazon Simple Queue Service FF & A R IEF
HEEM

EREBEBENBE (2HA )

X FHOERAS , BAEHEFBEEMLTHE (NEE. LR ). BXEZEL , BSH
Amazon SQS JEEE M (p. 38).

HHAERMERNERRERIAG (2FHE )

MITFF Amazon SQS ##l & https://console.aws.amazon.com/sqs/.
ESMERKD , %R Queues (BAF),

EEEFENBASITTE L |, EE—BASI,

i%3#2 Send and receive messages ( KEMIBUCHE ) -
MAHEEMESH.

EEMXAES , AA-INE—NER , ZRSES 256 M FHN.

NTEMRE  EREFHH, BF , WEZH#G.

(N ) MABENBIERE, S, ET 0 Nbyte, int , REfloatE N AENHIEXREKT.
HEEXARES  AAEREMLE.

ok N

a0 oo

Message attributes - Optional Info

string ¥

‘ Add new attribute ‘

6. ERMEMEEEM. , F%kFAtribute.

Message attributes - Optional Info

string ¥

Add new attribute

7. BAEREHEE 2RI EHEMLE,
8. EMREM , HikZERemove. EM|BREE —Mattribute , Bx<FHERE .

9. ERMEMFIMIEEFZE , BERXEE. BHEEERE , ZHAE2ETRYEE, EEEAXE
REHERHEBMNEES  BEREFTRAREE. EFEDoneX HIH R FAEBXTEHE,

ERFIMERN S (25 )

BRASIREERGE , SR UERAMBEREN]. BMAFIEREER , BREEEERRNER . MAEEER
ENBRAHBHE (& 10 %K),

Note

BT Amazon SQS RAHARE , At IERAEEHIAFIATeEL B RN BBERN EM@RL, £iX
MIBAT , BEMETERURIRENER . RELHNARFNER  BURLAERELI K
2 (p. 41)REBEYCEE

Amazon SQS NIEKFEEZEFLEIMERE , B ERAIhEZYCEE (Bl , £/ HIKESE M
THERE). ZERBRENMEE , BATREBHINEE RIDHBRALEZER, BIEE , EXTRE-FHEE |
RIE = BERF ELMIBR
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Amazon Simple Queue Service FF & A R ¥5F
& BRBA S

Note

W EIk B Amazon SQS ZHIAHVERE BRI A MEFERRER TN , LE T UBIRELUHE
=W

BUABEREE (2H &)

1. M3TFF Amazon SQS ##l &https://console.aws.amazon.com/sqs/.
2. ESMBEEF , % Queues (BAFI),
3. GEEMEMBSITEL , EFERAS,
4. #%$% Send and receive messages ( ZEFFWCEE ) .
— (G [Cean ] [Conne |[[_sentana recev mesopesJ|rcuons v | [ EECEREIERN
Q 1 ®
Name| A | Type v | Grested 2| e o g, Emeten v

6/27/2022, 13:03.08
[+] MyTestQueue Standard EéT / v] 4] Disabled

testFifo1.fifo FIFO 2317/2022, 1305141 ] o Disabled Disabled

BEHESERRENBYCHER.
5. GRRAHEE.

Amazon SQS FF RSP HEE . EAMNRYCES B2 ERE RN TR,

XEXEHA  HEBS ERBINEENIIR, X TEHM4 , JIRERHES ID. XKEAH, KM
Wit#o

6. ERBRER , BERENRNESR , REEFDelete.
7. EMIBRE BN EEF Delete.

M Amazon SQS RAFIHFERRER (#2455 )

WRFAEMBR Amazon SQS BA3I , B FEEMPEREA SR FIBEEER , BEMABRRS, HFENREIERZTE
60 ¥, EMNBWEFR 60 , TiLEHBAFIA X/,

Important
HEFRDIRS | B R M E M EREVEE
EBRRASI (2HIA )

MITFF Amazon SQS #2#l & https://console.aws.amazon.com/sgs/.
ESMEKD , %EE Queues (BAFI),

EFEHENBS WL | EFEFROBATI,

MIRIE | IEEPURG.

EFERRBAFIFTERES , BEM Apurge R FEZEPURG.

PREHEEFMBATIRERR, 258 8 REIAEE,

il B& Amazon SQS RA

MRETHEMER Amazon SQS AFIH BT T LETAKERFERAE , BATEBCFEMBR.

o~ bd =
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Amazon Simple Queue Service FF & A R ¥5F
PN s

Tip

WMREEMIBRRAS 2 BIRIERAFIRZER |, BSHEINATITZ (p. 24).

SRS | EMEE T N2, EMBRIFIRMEE , BRMBMEIARS , ERIS (. 23)
IBRBA DI ( #2514 )

ok whd =

MIFTF Amazon SQS #4#| & https://console.aws.amazon.com/sgs/.
ESMEKS , % Queues (BAFI).

EEEENBSITE L |, EFEMEREIRAT],

iE# Delete ( MIBR ) -

ERBRRAFIFTEREF |, AL IANIBRdelete.

i%3% Delete ( MIBR ) o

i BRRA %I (Amazon CLIAmazonAPI)
BRI U T a2 —MIBRRAS

* Amazon CLI: aws sgs delete-queue

* Amazon API : DeleteQueue

EINBAFI N Z2

REBBIBERT , BUUERKRLN (p. 42) ABERIINZE, ERDBIERT , BMERSIPEESHEES , BT
B EIZZIR , RERMRENZPCH B SH0TE LB ESIE, IR MR AN SR 2=,

BIABRBI R ZE (2FE )

I

FELEFREBIVEE RIETHE.

EFTFF Amazon SQS #4]#& https://console.aws.amazon.com/sqgs/.
ESMERKD , % Queues (BAF),

EEEENBASITIE L |, EERAT,

R,

ERZBURBNE LA  ARFIFFSZLNE TR, NTRARER  EFEIHFIF. BT RIHE
FRIE1 2.
MERLLTALERAR

« EERHYHE RBIE
« FAIHE B KRB
- AEENABREE

HiNEHEREfoEN KD, WHKTINZ,

E#IARABI N ZE (Amazon CLI, AmazonAPI)

1.
2.

BE L PR BIEE REH R
ESETUTHSZ—:

* Amazon CLI: get-queue-attributes
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Amazon Simple Queue Service FF & A R ¥5F
PN s

* Amazon APl : GetQueueAttributes
3. MEUTEMMNER

* ApproximateNumberOfMessagesDelayed
* ApproximateNumberOfMessagesNotVisible

* ApproximateNumberOfMessages

AR ER R o E T D #ABATI Y 22,6

WMRIREFETL D #CloudWatchig#s , ERREZRZAIINZ 2B S MNEENTHRER. BX
CloudWatch#g#% , &2l Amazon SQS WA A CloudWatch fE#x (p. 143).
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Amazon Simple Queue Service FF & A R 1ER
B 1

Amazon SQS Bz

E

[

1EIR:

RITHR Amazon SQS FAFIRRBE R EEAR M., ©EMER T AIIAESHRARTUREHATIFEEER

THERE.

E3 ]
- Amazon SQS %3 (p. 26)
+ Amazon SQS #r/EBA 5! (p. 28)

« Amazon SQS FIFO ( st 5t ) BA%I (p. 28)

+ Amazon SQS BAFIFIE BFRRAF (p. 36)
- SHETTHIE (p. 37)

+ 432 Amazon SQS JHEFTHEM IR (p. 40)
« SIHBASIZ TT (p. 41)

+ Amazon SQS A&7 EFRZ (p. 41)

- Amazon SQS ERHF KR (p. 41)

+ Amazon SQS FE{SBA%I (p. 43)

+ Amazon SQS " IR (p. 46)

+ Amazon SQS ZERBA %I (p. 48)

» Amazon SQS IERSBA! (p. 49)

+ Amazon SQS JEEERI 28 (p. 53)

Amazon SQS Z#

I ER D BER T 2 OB B AR IE RS A AR H 7B Amazon SQS EE M £ AR,

7B

PHNHERREREE=ATELARIBY : 2HRRENHEME. RS (21 Amazon SQS B L) UK

A HR Y 5H BLo

EUTERD , RUREELANEFEN(BRAS A EEEWAY) IREREMNIEBCRERATIRE S/ A
). BAFI (RTEM A E E BER) 2/ Amazon SQS RE 8 L T RFME R,

Your Distributed
System's
Components

Your Queue
(Distributed on
5QS Servers)
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Amazon Simple Queue Service FF & A R 1ER
SHEEmAR

HE Lo AR

LR ENET Amazon SQS & B 7EBA 5 M 81 22 B il Br ey AN £ ap A HA,

0
o Component 1 sends Visibility
Message A to the queue | Eb'fk': ut
40
ﬁ . ’
A A
A
05
e Component 2 retrieves Message A~ Wisibility
from the gueue and the visibility | E'&Tut
timeout period starts 40
A A

g _ A
A A

0
9 Component 2 processes Message A g ) Wisibility
and then deletes it from the queue ( Timeaut
during the visibility timeout period 4 Clock
25

OB & (Component 1) 3§ Message A KiEZ|—NBA%I , ZEE1E Amazon SQS RS EREI TR S M.

© & (Component 2) HEZFAEFEEN , MMAFIFEREE , AFIRE Message A, £ Message
A HiiE , EMRBERTIF , HEER BN (p. 46)HEFIRE 2 FLEEKIER.

OfF f & (Component 2) MBAFI Sl Bk Message A , SAPE 1E %5 578 o1 A48 A S B /B A BB R B2 IR ML 22
Note
Amazon SQS £ BHMBREIIFER THRAEEREFHAES., RANEEREFEHRAN4 XK, F

&, BAEA setQueueAttributes BEFFHERERIRANTF 60 A 1209600 # (14 X) 2
B 1E,
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Amazon Simple Queue Service FF & A R ¥5F
FRAEBA 5

Amazon SQS #r/ERN S

Amazon SQS =1 TAERNBRIABA SR Ny, FREBRSINEN APl B1E

( sendMessage, ReceiveMessage T DeleteMessage ) W XIFEIELRM API AR, RERIIXE
EL-RERfEE, BR ATEEAFETEREFUHENSEIHFRNEN , BREE—FEENSNER

FRINFEE. FERRIISREARENHTHRE , RIE T HERBURHE LM IRFH 1T&i%,

BXWAER Amazon SQS ZH|ABIEMNEBRAIINEER , 5 H. 612 Amazon SQS A% ( 24
A ) (p. 11). 3% Java =l , S M Amazon SQS Java SDK =l (p. 60).

ZBUUERSHERTEARAHESNY , RENARFEBALEZIREEMFRINFIENEL , 6l
- FENAPEREEREEE TS E— LA EREEEDRX RS RmIG T EERE,

c FESIBRIZANTHEFTI— LEREEAFRIEER,

« Batch A E5H B AR R B— T RIER MBI BIBEEN ZNRE,

BXRERERFIAXNESR , FSHASAIIHEXHE (p. 96).

BXREARERIINRERR , 5H, $X Amazon SQS #R/EBAFIF FIFO BABIRYELL (p. 54).

HEBEF

ERSISREBRIFEEINT , BU8RA -FEENSMNEIRTRTRINFZE. MRENZZERREZ
T8 BRONBWERAFIFO (LH#EH ) S (p. 28) NEEBFERPRNBFEE , LEERIEES
MNHEEHEF,

B2 —REiE

Amazon SQS 2% Z A RFEH LFHEERNER , UNAARNSTAMN. EROBBERT , SRR
BROHER  FRERRIANEARSHFTERTTA,

MBEHIAXFER , WiZFATRARS R LAESRIARRTWMER , 7 B SERICER N REBRREZ
HERAR, BEARFRITNES NARF (ZRLER—EEN , ENTEZETR M),

Amazon SQS FIFO ( &3 & H ) A%

FIFO RABI BB HRIERAFI (p. 28).

FIFO ( et ) ASIBEERENSHNINFREERETRBBDEEHENER THENARF ZEHHE
Bk, &R FIFO BAFINER RHIAT :

- BREEBNIFZITAFEANG S,

« BERIEBNIRFZEN BB SR EREBN™ RN,

« BFEZEREEMIKS 2B S IRE,

FIFO BAFIE IRt “RIIT—IX” WALE , BBV ESE (TPS) BR. EXFUHERFNER , B3RSER
K BECER (p. 97).

Note

FIFO RSB BRI . fifofaB. FRITA 804\ RS AR E. FERATIR
AFIFO (p. 28) , BAILRESIEMRE NGRS
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Amazon Simple Queue Service FF & A R IEF
HEHEF

Amazon SQS FIFO BAFIEFT B R A X138 Amazon SQS WA,

BXRUMMAIFEA Amazon SQS #2HIAAIENEBEIINES , 2. 612 Amazon SQS BA%I ( 24l
&) (p. 11). B Java =l , HSFAmazon SQS Java SDK =4l (p. 60).

BHXEA FIFO AFIMNRIESRE | HS 45X Amazon SQS FIFO BABIHI EL Y (p. 57)F%H3T Amazon
SQS FRARRFIA FIFO BABIBIEI (p. 54).

BXEPFHRNERSE FIFO RAIINFBMENER |, BHSH, FEMK (p. 36).
&

- HEHRF (p. 29)

« XBARE (p. 29)

« FIFO {23%12 % (p. 30)

- HY— IR (p. 30)

o MFRIEBRFIFEZE FIFO BA%I (p. 31)

« FIFO BRSNS FELE (p. 31)

. FRAEM (p. 36)

SHEHERF
FIFO BA I Ay ghit M 4b FEAR AEBA T (p. 28). LERAFIR BB EEMFMRFIFO ( £ EH ) X
3 (p. 30)FIALFE — Rt (p. 30) :

- RERBUCHBHIRF RSB —REBAR-RERRE TR ENEAELEAMBRTA L.
- FEFEEMEIATRIIF,

A, FIFO RBIZIEEEA R T —IAFIREESANEFHEEA, FIFO AT EEABERERE.
XERAE

TR XRERBEBTEEFH T FIFO BAYIMIIEE, BEXEZELR |, HSH . Amazon Simple Queue
Service APl 3%,

HEEEHIEMBR 1D

ATHEREESHTESHREMBRNTIE. NRBEIAXEAREHSESHREER IDAES , NE
RHAREREEREHRR ID RIENEMERA I RIER , BF2E 5 FHNESKRENRARAEZ

Note

HEEEHREMBRERTEANS , MAREANEEL,
Amazon SQS £ IR ERE S E S HIEMER ID , BIEEEKMBRES 2 EH2mitt,

HELH D

EERERTRERRANKE, BTEHEEANERBLEREN T HEANTBIRFZENME (B8
=, BTTEERARNERRRAFLE )

BERERZ=E ID
BT EEHERRE S MReceiveMessage B,
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Amazon Simple Queue Service FF & A R 15’
FIFO 22 %#

FH&
Amazon SQS N EFHE S EMNIBELERSHE,

FIFO {2152 %

LU B A BB E i 4t 7 #7 FIFO BUE B K.
RIEHE

MRFSFEEESRIET FIFO RS , #BEBFERERTRENEEESHIEMER ID , I Amazon
SQS FE#XLEHEEAMINMEA. RE , TREASZHEENEIIIFZRMLEEE,

£ FIFO BRI | HERIEHSA ID #1THF. MRZEEN (HR-EHN LWFELE ) HFEEHE
HEA ID #YEBREE FIFO BASI , Ml Amazon SQS % B A AL BT FF6#E S . ElR
Amazon SQS REBE R EMBEVCHEENIRF , SUGIBENFERAM-KESR4A ID REEEMEHER.

FIFO BABIB BN ATFEMNEEA ID. B/ EESA ID £% Amazon SQS A\BIFHNFRINEFHEE

H, WFE—HEL D, FIEHENEZENEREmRER—CENINF. B2, EETENEE4A ID

B EETRET LRI FE R EER, BATEHEE4E ID 5EEXE, NREKREMESA D, ig

ERLK, IREE—HEFAEE , ENEMPEELRED FIFO RAFREHERNEES D,

BUCEE

BEEERBZRESFHEHEA IDHEE,

LIZKKEEESNMEEYS ID B FIFO BASIAYE BT , Amazon SQS BEAZHR TS HIREER
DHY

HEDESA ID BEE, XNEMERERLEEEREEEA ID WEE, HBKRIFEEESA |
HEE, BRIEMBESHZENTIELR , BNFBEREE—HEL ID KBS,

Note

A {# fl MaxNumberOfMessages R{EM ReceiveMessage BRSHMER XA FERZIE
10 {BEE, XEHEFREH FIFO MFETEGHRNESAE ID, Hit , MREEHERER
HAIDHHEHELT 105, WEAMEEREET 10 XEENE—#+HHMAEEHA IDHER , B
3% FIFO IR

ZIRE

FIFO BASIAFEFERHBREZHZRER :

- MREFHFERNE XM sendMessagelRfEit , EAUFERMERKNESESHEER ID, BEEES
RERRE, BREFEECEERREERARBIAZAEDRE —NAEIA , NZREHEREZWES
IR , EFRE5 AEST,

s MBHBRERNE| kM ReceiveMessagelRE , CULUBREREEFHAHARNZERERER ID ERXZ
Ko BIZERBEANMENEBZAZEDRWE —MEIA , WZRERTLEEESNIRAF,

s HERWBTFEESA IDAWEESN , RIPBREEREATLES , BNFERERE—EEA ID HHE
B,

B84 — IR 28

TEIFHREBT] , FIFO BRFITASIAEE RS, FIFO AIIT#RBIEB R B A EXEEHE, WRIRE
iHsendMessagelt 5 2 #E S LIEM R e R B B AR 4E , Amazon SQS F&FEMEEEE 5| A,
EfRESEHEMR , KTRITUTREZ— :

- BRETREANESHIENBR. X R Amazon SQS £/ SHA-256 B &EEIHEMNIEX ( M 2H
BHEMN ) EREEEEHEMR ID. BXESZEE |, 5 McreateQueue, GetQueueAttributes,
FsetQueueAttributes PRI EAmMazon Simple Queue Service APl & .
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Amazon Simple Queue Service FF & A R ¥5F
MFIRAERAFIFEZE FIFO BASI

- WHEERRBRHESEEHENR D (REEFIS). BXEZER , H5
HsendMessage, SendMessageBatch, fMlReceiveMessage IR EAmazon Simple Queue Service

APl &,

MIRERFIEZE FIFO RA

MREEARERSINIBNRARFARERNA FIFO RAIINBEF Y —RAEDRE  WEEEBELEE
ARSI AR

Note

BITERMAIRER SRR FIFO A%, EXIBZ , LANMARFCIZME FIFO RS , HEF
I BRELE AR ERR B EXTRE 02 ) FIFO BAZ.

EWRRENVNARFEBEFEEM FIFO Y, BEANTEE

o MREFEA—HE (p. 155) , FIFO ARSI B APl 5 EBW RS XH 3,000 FHE
( sendMessageBatch, ReceiveMessage , k& DeleteMessageBatch), H# 3000 FHEHER
£ 300 % API BA , BNEAATESE 10 XEEN —MLE, ERFEREERT , BREIXEFE
Ko EFERAMAENERT , FIFO BASINE A APl 53 ( SendMessage. ReceiveMessage B
DeleteMessage ) B¥& %X HF 300 N API A,

* FIFORIIFRZHFHEER , NEFEAIEERE, IRENNAEFEESREE LZEMER
B DelaySeconds SH{E , BATFN AR FIESHMBREHEEERH LN EENBAY LRE

DelaySecondso.

« RZEE FIFORIIMEBXEEHEE—MEEA ID, MREETEEZLNEFMAEEA  FHENMEES
EEMRMEEA ID,

« ERERRIEE FIFO BAFIZAT , HHEIAATHE !

s MRENVNARFITREEEHRNESENKNES , BUUFNARFEANGNEREREHERRE
i — U S EEBEMER ID.

c MRENNARFRAEERRBENESEEXKEES , BULERET AR ESKER R,

o BWAMNERABERHTEMREBER, B2 , IRLEEEEERKMNABEN T REBEREREN —PR
2 , BZRMEE ReceiveMessage BERMBRIFERZE ID. XAFEBERNE L ERERNFIHBEK
248, , HEFIERAFI R FERE R AMm S BNEE,

BXELZELR ,#H2H . Amazon Simple Queue Service APl S,

FIFO RIS FHE

NFEHEMLEFIFO BAT (p. 28)ZFEN API SR ESHERYE. EESTUHLEMNER TIEM FIFO A
SR ERE , A INE AN EEEANKE., SMEEEASYXE 300 MER, BX FIFOBRFIEESFML
ENSIIESFNER , BSHSEEMERNES (p. 97)FF SQS FIFO AFISEI & HFH E/Y 25 X 2K
BEPE (p. 32).

BA LLVREAFHNRIMEN FIFO RAYIEASFEHE, SIBMYRE FIFO BT |, ZIhae B =/NELIm

- EHAEEME FIFO— Rl FIFO \FIFAHERMHESNTLE,

o BRI BRERABI— $5E R ER TR BE 2158 AR B 1T ES HIEMR R,

« FIFO EHEfR#l— #EE FIFO BAFIFHENEHER TR EMIIEREEARIRE.

R FIFORRIIBRASEHE (#H8&)
1. B3EIE (p. 11)EALLEE (p. 12)FIFO BAFI,
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FIFORRFINEHHE

2. ABRFIEELRDE , EEEASELE FIFO.
71 FIFO BRI S AL & 7 LUR B LA T A SEM

- BIEMBRERSRENERA , H FIFORRIIEASELEMENIRE.
- FIFO ZHERFRENSHEL ID, N FIFO AIEAEFLEFRENIRE.

MREBELTX FIFO RFIERASELEFRFENEMRE , WM EFELEFEN , FREEHRT
ESBIEMER.

3. HENBAFUEEFREGEI. THR/E , EFCIESIELSave (RTF) .

BIEHYRE FIFO BASIfE | IRATBAAEEE (p. 2NN ERFEZERAMEEEES (p. 22) , IEXEHBRESH
TPS,

7 SQS FIFO RAFSRI S HHE8 5 X FEIE 25 B

Amazon SQS ¥ FIFO BAFIBIEFMES X, — N2 EIR NG D ENFRE , BAFIFEAmazonXig, &R
ZFHESX, K , Amazon SQS A BEHXEE,

XtF FIFOBABI , EEAT1ER T , Amazon SQS 218 SBAGIF R 9 X E ;

« MRYFHNFRERBIIFEIA[T D XAXIFHRE , WLrRAAND X , ERIATIRE XEEH N
1k, BXREFNEER , SR EESMEXHNER (p. 97).

- MRLHMSROFARRIE , WD ROBBTELRD
S REBERAADRT , NEFREAN. LHANFIRHEBBLTA,
BHEA ID 5 REIE

21 FIFO BABIAIES , Amazon SQS EAEFRERAERA ID WEENARRFERBNHA. BIIK
HBHREERE T B0 XE#ER.

TEHERTESZMN2 XS, IIKNESA IDETHE%S. Amazon SQS A HRBEIREHHE
ME#ALE ; EXHERT , ERETZHENBHE. itemo. FER , XL ENWFEIRFSRMEIEAS]
HIEFER. SN TENNEHREERA ID WRFHERE,
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Messages

| Internal Hash Function

messagezroupId: “"item(™,

massageBody: "...", = Fix)
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FIFORRFINEHHE

Note

Amazon SQS 21t , FitD XEWM , #AE FIFO I DR EE—2ETEH., AmazonZ
WREREAEARETREENEEA ID,

LAt XA F 2R

BN XEBYXERS 3000 FHE (FAHMLE ) REBWIIFRS 300 FERRATRIE, BURAMERE
.

ERARtALE AP B, BREEHLBRBEHFIRNREBRTHREAZEEA ID 2 ZEIE (p. 32). BEEIE—
N KB EBEENES T ANLE,

1t D XFIFAFsendMessageBatchAPl , AmazonZ IR A aEFEAMERE 24 ID #t-EHEA ID,
1t o XFIFAFEpeleteMessageBatchHflChangeMessageVisibilityBatchAPl , AmazonZE il
FReceiveMessageff A iERMaxNumberofMessagesSEIRE N 10 , HXJ LR [E K K IE AR 1THE

#EReceiveMessageiER.

HEUTRAIP , RIET —#HEEZHEEA D WER. ZHRSN=4 , SAFIT AL XHEH,
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Message Batch

N

nes

sageGroupId: i

o i i

SadeL oy

beml,

v

M

N

s sagebody:

sageGroupld: "i

1 1

teaml",

ne s
T &

- ™
S8 =L0

s sagaeBody:

Internal Hash Function

Fix)

ITHE |

ITHS |

s sageBody:

- e ™ T
Sl d

e 5

T2 |

- 1
S8

i sageBody:
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FAM

Note

Amazon SQS RRIEEAMHEIEEA ID FHEERLEERP DA, REFASKHBEKRAHHA
FEXHE  THRAXNEETEEEA IDERHTIE. ATHRFEASE S XHBBTAEREMER ,
HEAEARA LN E -t ToAREERTH A,

B
Amazon SQS EHRLSEF ik B sl A X FIFO A%,

RS
MR ARFERZ MmazonfRS , REBEEAMazonFAZRS , FEHS T HMBERS AT T
FIFO BA%I,

—E&mt Bl Amazon=l & [ Amazon SQS XX B AN A SRS WEES FIFO AFIFTRE , REAFRE
FIFO BABII&E 1 B #x.

BT ThEEAmazon X B ARSS 5 FIFO RASIFR %A -
+ Amazon S3 EHEH

* Auto Scaling Hok

+ Amazon loTH NI 1

» Amazon Lambda3E{SEA %l

BXREMRSE FIFO AIIMRAMNER | HSAKRS XM,

Amazon SQS BAFIFIE EFRiR AT

&R ST RARAERRBIH FIFO BABIBIFRIRAF, X LEARIRAT AT 85 BB & 3% H R AR 45 E A B FE B

E3 ]
+ Amazon SQS FRAERAFIF FIFO BAFIEIFRIRAF (p. 36)
« Amazon SQS FIFO BAFIHY E MFRIREF (p. 37)

Amazon SQS #r/ERNFIF] FIFO BA BRI FRIRFF

BEXUTHIAFHNESEER |, i35 Amazon Simple Queue Service AP| .

RA %I & #R A URL

ECIEFTHIBAFIR |, BABH Amazon Ik F X g5 EME —HIBAFIZ #r. Amazon SQS £ EEIZE A
55 B — M RS URLE P EIEBATIZ HFME M Amazon SQS A, BHEBEXNBAIIMITIRIER | HE
ERHER S URL,

FIFO AR BIAABU . fifofaB. ERITA 80 NFERMBAIIAFEM. BWERSIRE
AFIFO (p. 28) , ALK ERRFIBHRTUETRER.

LT R2B NG URLMyQueueH AWS IKERE A FFrilAE 123456789012.

https://sgs.us-east-2.amazonaws.com/123456789012/MyQueue
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FIFO RASIH EL 4R IR AT

BB B LTI H BT S ENFRE , UEEARNRRAIIN URL. BXEZER , HSH

ListQueueso

JHE ID

ESE Q] %%‘B%l& BRE P B HIEE IDAmazon SQS fEsendMessagelf, HRIAFATFIRIES, (B, B
BIERER , BFEEEHEMNERIR, ) HE ID HWERXKER 100 MNFHR.

B W

BYWERENIIBES R, BHBSWEZEENRRAR, LORSEICESNRERXEK , SHEXRS
9:9&0 TSR REIE AN | EARR AR TR (MFRHEE D). Rt , BBMAL KON
B, RETHENKRE (T4 SITEBHARSIT , REEFAAE E)o BRARGBAKEN 1024 P2H,

Important

MRZRBRESFHEE DlUﬁuJ%l&u/ﬁ%E'f "‘%Béé’?t STRMERAR, EERBBRZER
o AR RIT KB R B AR (BN, ATRETTEMBRIZER).

UTR—RERARERH (B=5%0#),

MbZj6wDWli+JvwwJaBV+3dcjk2YW2vA3+STFF1jTM8tJJg6HRG6PYSasuWXPJIB+Cw
Lj1FjgXUviuSj1lgUPAWV66FU/WeR4mg20KpEGYWbnLmpRCIVAyeMjeU5ZBdtcQ+QE
auMZc8ZRv37sIW2iJKg3MIMFx1YVV11A2x/KSbkJ0=

Amazon SQS FIFO BASIHY E B FRIRAF

BRUTHRIAFNESEER , BSRBEY — XL (p. 30)FMAmazon Simple Queue Service APl .

HEEERIEMER ID

RTHRERIZEENESBENTE, NRRDNREEERERSESHIEHER ID KWEE , NEAREHE
BEESHIEHER ID RENEMEEEFRINES BT 4HE 5 2N ESHERNREBR&LIE,

JHEA ID

EEEERTRERSEANKRE, BTE HRAMNERRAEAN T HEANTRINFZEMLE (BR ,
BTAREEANEETRASKFLE ),

o5

Amazon SQS A EBFHEESTBNIEELEKSE,

| S TR

BRI LAERE R BN BE X T EM RIS AEFH Amazon SQS SEE. A AEAEEREBERFH
HAth Amazon BRS5 ( @ Amazon X-Ray ) B9 T8iE.
E3 1]

« Amazon SQS HEE % (p. 38)

» Amazon SQS HERLEM (p. 40)
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HEEM

Amazon SQS JHEEB &

Amazon SQS AR S P ERAWLTHIE (MBS, wEZEKE. SHFNRAN ). HEBK.
BREERZAUER 10 MNEM. HEEMRWEN , AU THEEX (TR 2z —RBEXE), EAER
DB BB MU ES RALENE | MABELEBEEY. B%EA Amazon SQS 244 K%M
HEMER  BBHL LGRS (£EHE) (p.22).

Note

TERBHEENSHEREEY  RELTLFEAEEEMFAE L THEHNIINAREN
Amazon SQS JHE. , B LFERAEERSEREM (p. 40)F M Hit Tt HIEAmazon RS , Filan
Amazon X-Ray.

£33

s HEBMAH (p. 38)

- HEBEMHIEZE (p. 38)

s ITEEEEMEMN MD5 EERE (p. 39)

HEBMEAEHTF

Important

SHEBMNATEHAETIETE 256 KB HEHEKR/NREIF,
Name, Type. Value MHEENXHBTRRAZE null

BNHEEHEEEUTAN
. -’Ef"x HEEMEMUEESUTER : A-Z2, a-z, 0-9, XL (). EZRF (-) MEE (.). LATREE

. Hiﬁ—fﬁ 256 NFH
o TgELL aWs. B Amazon. (REBERNETLFER) Fk
« KAKRNPE
. BAEBENFTEEMERPME—
s TR ARFLBLER
- FIHRTERAR
o RE_GHEBEMHBERE, TR IHE string, Number F Binary, BEALUFMEXTEH
EERENEENER. BEXASHSENEGHENRE (BXESEL , 5 Msenddessaged
#Amazon Simple Queue Service APl ), Itk , LUTREIER :

o BRKAH 256 NEF
s X KPME
c BE— HEEME. YT string HEXE K BUHEEESHEEEXMERNES,

HEEEHERE

SHEBMEIER AR R Amazon SQS WA EBX MK EHERB MR, Fln , MREFEENumber , Amazon
SQS AWIEHFE,

Amazon SQS XIFEBEHIFERE string, Number, MBinaryEAENM ik B E X BIEE B
¥ .custom-data-type

s ZRHFB-stringBUETUEREEEYN XML Z&FEF# Unicode XA,

o BFE-NumberBH A LAZM# EHRAKKE. BERZUHERE 38 4 , FENTF 100128 F 10M+126 2
8] o
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HEEM

Note

Amazon SQS HIBRFLMERNE.
« ZHt#Hl— Binary Binary J& £ AT ATF A 3 IR |, Bl ERBIE. WERESE S,
+ Custom (AEN)— EQZBEENHEXRE | B HEESCERRSHMEETEREELR, flm .
* Number.byte, Number.short, Number.int Fl Number.float AIH B X5 K FEE,
» Binary.gif # Binary.png A& BIX 5 34K E,
Note

Amazon SQS TR, WE =k fE A M iz,
custom-type FE5HEEXEGHERKIRH.

HEY BB MD5 MBS

R AEFHAmazon SDK for Java , (JABKE AT, XLEXIHE : MessageMD5ChecksumHandlerfy SDK for
Java £ TEE%T# Amazon SQS EEEMA MD5 EERE,

MR EFEFAER APl HEF —PAmazonAmazon SQS HEEBMHA X MD5 HERENTAIES , N4
AT HERERMIT MD5 HEREITE,

Note
WRATE MDS HERMEBITEF B E B ENBEREEE.
B 5

UTFHRT MDS HEREUESE !

1. REMHAFRNFEEEEEHTHR.
2. N8N NEHNENED (Name, Type F value) HITHRBHATFAEZHRX,
3. HEENMEAXNEERE,

TEERENEERMEN MD5 HEHERNRE
MD5Utils.digest{)

| MessageAttributeValue | MessageAttributeValue | .. | MessageAttributeValue |mm me m mm - - - > MD50fMessageAttributes

Encoded Name l Encoded Datatype | Encoded value |

LengthI Datatype | I Encoded MessageAttributeValue |

| Length | AttributeName I

| 4 bytes UTF8 bytes 4 bytes | UTF8 bytes 'i
|

stringValue |= null
-----{ 1| Length | String value

|‘4bv1es_-* UTFS bytes ’l

binaryValue != null
{2 | Length | Binary value

|‘db|des'.! # bytes _l

JTE A Amazon SQS JHE B M HRE
1. WNEMEB . KE 4 FW) BB UTF-8 F15,
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HERGEM

2. NHIELBED . KE (4 FT) MBIEXREN UTF-8 T,
3. MWE (I AFW) WEHER (String H Binary) HB.
Note

BEBIEXE string M Number A String EMWEE,
BEBIERE Binary £/ Binary EHIER,
a. XF string FWEE , HEBA 1.
b. XF Binary f&HERE , HEH 2,
4. XEHEERmD,

a. XT string R@RE , WEMERD | KE (4 F1) MEH UTF-8 F11,
b. XF Binary fEaXE K XNEMERD  ENKE (4 FF ) ARBEFT,

Amazon SQS JHERZEEM

MEASAEREEEE (p. 38) MEFBE L THBEM TN AREFH Amazon SQS JHE. |
BULMEREE RSB EE E T HiEAmazonBE , HliAmazon X-Ray. BXEZELR | i&

2 ., MessageSystemAttributefiERES M sendMessageHlsendmessageBatchAPI

{E , AWSTraceHeaderBI B ReceiveMessageAPI ##1E , iRk MessageSystemAttributevalue i
HIEEF Amazon Simple Queue Service APl 3.

HERGBMNEHSHEBMETE—#&  RTHTHIN

s U -SHTEHNEERSEBEMR AWSTraceHeader, EMRBUME string MEBELRANENIEH
B Amazon X-Ray HRERFRL F A&,

c HERSEERENX P2 AHEBNE RN,

R Amazon SQS JBEMENEIR

REBHIEMEITAE S HEBE B FTEMNRIR , Amazon SQS AT ERSIFM B HER., AT LR A LAYHEE
HABEE, BXRULMENESER , S/ “Amazon SQS A B (p. 46)%

Note

S FFREBND |, ERE2ELMER , BN Amazon SQS O HREREN, EASHEILT , it
IR BA B A B9 SRR H B 8
XF FIFO BA% , £R2AHEHM,

TRIHT AT cetoueuerttributes BIENBMR

T% BHEAR
FRER AT MBA B4 3R K BUE B . ApproximateNumberOfMessages

FREXBA B A EEIR BT T BN K BUE R 8. M1 | ApproximateNumberOfMessagesDelayed
RS EE R IRRAS , EEA T LERSBOE
KIEHE , M HIXER.

RELF RITRAEHABEES, MRBEEEXE  ApproximateNumberOfMessagesNotVisible
BEFm , BEABBRRERIEETREEQOR
B, IDEEWM I T EITRES.
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SIHRASI 5 7T

B H BA B 75 T

XEXIEHAE : listoueuesMlistDeadLetterQueuesAPl FEXEALEN S TG, BIABRT , X
AP| B EMRRGEEHIRE RS 1000 MAG], AILUEMaxResultsSHAIEENMNINFIRENE RRD,

£ listQueues B listDeadLetterQueues BERPIRE S MaxResults , LLIEEETE NN IR E B &
RERK, MBEIRZIREMaxResults , MRNHEZEE 1000 MERFNextToken B HHIER null,

MMRPRI& EMaxResults , MIERA G S EM ENextTokenlI REE RESER, X listQueues W T —
MNERP N NextToken ERNSE , MBRT—TNER, IREFEEERESZLER |, NNextToken N H#Y
& null,

Amazon SQS A7 BLFrE

EHAMPMRER Amazon SQS ABIABTRADE , B LURMITEBERSFRNASIN AR, FIEE R
B, —XELSBETZAIINAEERA. E4H Amazon SQS 4 A BERZ , i§5@the section called
“HEAFIE BFRZE” (p. 18)

BALMEARA D EREHLD Amazon K | URBURE TR AL, EHTIIEE | BEMUKREUED
Amazon Web Services i Ik £ R BERSRANE. EXEZEL , H5H (Amazon BilingFA F#gm) &
HigE R ERADERS.

BMREHIRBELN —ME-EX. Hlm, MREZMTIRES |, WA BMIRIRIX LS « £ 7=

A
Queue 4R &
MyQueueA QueueType Production
MyQueueB QueueType Testing
Note

HEEABSIFRER , HEEATHE

o BRIMNTEW@BATIRINET 50 MrE, #REXHF Unicode FR/F ( KA UTF-8 1= ) o

o BREREAEMIENLEN . Amazon SQS FREBEBE N FHFE,

s REXHKPE,

s MEFHREHZAENERSHNZAED , UBZIEHRL,

« FRICERVERREIR E 30 TPSAmazon Web Services k. MR BN ARFEEE s WAL

B, EXER.

BRTERFNTEIIE , BESHEATIEXHNEH (p. 96).

Amazon SQS E R 1aFM K51

Amazon SQS RHEE WM KL MEURKRBAIIKNER . BIABRT , RIIEREEH,

BR®# , ReceiveMessage BRMNEWMBSHN —NFE (ETNRENDF ) , UERTESHEBAP
HHE, EMEERREBEMHES , Amazon SQS th& 37 BN & X NE R,
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BEERIRREREE

BK#W , ReceiveMessage HEREWAMA RS IR/IUKEUES . Amazon SQS EREEDL —ZARAKEE
(BRSANAEFERPEENZGAOHER ) BREBY. REERASSNETHN , Amazon SQS F K&

=R

DTHs#EEERANERRnEacEe.
£

- BYERWKRFERAEER (p. 42)

- BEKRBRERESR (p. 42)

o KEAMBERAZENXE (p. 43)

BYERERERER

HBETERAMBASIPERAEER , Amazon SQS 2N H -9 RS ( ETMNEN S ) #HITRE
HAMMNXERSRIREELE, Hit , 1§ ReceiveMessage BERABEFRRIREZNAEEE. B2 , W
REWASIPHEEDT 1,000 % , —NaEBERFEEENES . MRERENEHRASIREREE , U
Amazon SQS &M HFMBE RS S|HITRE , RAEEFKEENFIEER.

TEHERT REEMH 2 — R HEWGEREMRERFIREREERNEL BTN, Amazon SQS X EE TS
R (ERARE) #ITREANXERSH/EEHEE A, C. DB, REF2ANMFEREEEE E , BFH
REFRIREZE R

Your Distributed Your Queue
System's {Distributed on
Components SQS Servers)
Component E
1 Messages A E o
— Received from

Sampled Servers

Gompzonam « A eoo eeo e :

| —
A ©
SEE——
Component o o A =
3

BYKRHRERER

HEE At AIReceiveMessageAPI BEKXTF 0, KRAEBR L., RIBEFSFHAEIRKRN 20 ¥, KEABESHE
FRZZ RN E (13878 H B A AR SREBIRERKZEA Amazon SQS HIEI A, ReceiveMessagei®R) Ml
BHZEmE CERETAERIEEMR ), BXEM Amazon SQS 4 & AFBATIRI GGG AKLIAN
EE , BB ENIISE (£HE ) (p. 12). BXRRERE , SR EEKREA (p. 55).

KRWEBUTHFL

o ERZEWERZE , A Amazon SQS ERIAFIFHEESTARNLE , NTIRDZEIER, BRIEEEER , &
N3t ReceiveMessage BRWMBFEDBE—LXTANER , HERZ T E ReceiveMessage B1E
PEENSABENER. ERDBERT , BERIIMPEEES , LAREQKREIZHE , REHRNRE

HReceiveMessageWaitTimeSecondsZ ¥,
- BEIERFRE (MARFE) Amazon SQS RS 5 , MR 2B A9 ZEE R,
- EEETANILZEREEER.
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ERAMNERRZEHNXS5

BXRMABEIAAIINZNELR , BSH. BIABRIIFZ (p. 24).

KEWNEH I Z B R X 5]

MBELAT5IFHM SR Z—F waitTimeSeconds KM ReceiveMessage ZEIREN o, ML HIER
i
+ ReceiveMessage AN waitTimeSeconds &N 0.

+ ReceiveMessage WATRIZE WaitTimeSeconds , {BRAFIE %
ReceiveMessageWaitTimeSeconds fHIREN 0o

Amazon SQS JE{SRA %

Amazon SQS Z#FEEFI(DLQ) , BRLEEAnBAS (FRRAS) TS EERTERNAGE (£H ) WERENE
¥ro SEERNIEMTREZHNNARFEESERERSE , ATt ZREREANESUAERLLE &
WHERR, BXEA Amazon SQS #HAGIZEYIH N EEBRERIINEER |, ESEEE ST (2
HE) (p.15). AEHAERAENARFREAEMAEFTRATERELRES , BULMERLEIIEFRII
B2 (p. 15)REFE Amazon SQS 4|4 L8 &H— N g4 |, BIAfHHE B EREAS,

Important
Amazon SQS HSEMT B AR IEE AT, AA RIS s S H AESEER S,
]
« REBFIN TSR (p. 43)
o FEASBABIEMRLELFLL 2 (p. 44)
o TRIMBAFIKE NI EEEERW ? (p. 44)
- BT RIEFASERERAGI ? (p. 44)
s JEEERBHIEERAT (p. 45)
« BEEILERATIAI R (p. 45)

SESRASIRY THE T X

ANRSRAUENEE (FlO, tIRENAEFIEAENARFANERZARSBEHNAEFAD
HIAEBHBEARSER) MEBTELEES. fln, MRAFEARESES M ID Ti& Web iT# | B85
f ID EHMIER , U Web BIENRBLRKHERER , MAEBETEERIESFREEEEI,

ant, SIRBNEARTELTEBREERATEENHUNENTE , N\MSBOEEPIHEKX. W, €A
ENEMHHEHIRABE P HE R AR,

XEXEHE  EFEIBERETIRSD , BNFEETIAR Amazon SQS FHEENTIEBEFENZRM (W0
RERINFEABETEZLIEEEEERE), XEXITE : maxReceiveCount2FEAEEXKETIEETIZ
AT B FIHZ WO 2 M FHIBRE 2 MR, KB M maxReceiveCountiRBEARMEMME (1) FEHE
EEBCHE NS BCEHEMBEIREY, EEHETENZERNEFIRRBEXRER. EHRENR
SEEMB IR IR |, 5 maxReceiveCount B %S , EUAA U EBWER,

XEXEHE | BE VRIS EBRLIRASI 715 7 SEEBASIADREA S e SRBEE A TR SEERAT. &
ALUERERATAERAG. ARFRERIERIELAEIRRAS. BINRERALVFATHEIRRASI6EASEERA
B, MRBIEEFEAFIFERNBAS (ERAbyQueuelt ) , MR LAGEFIRBA S D #h B R B (ARN) IEEH S
10 NRRAS, MRRIEEdenyall , MIZBAFIFEEAIESEE AT,

EISEFSEAG |, &R LUAE 4% & 5iAmazon SDK for Java. %9 5 H B XX BIEEAIINF
MNRAFIHATUIRE, R— LB TE—NEERIIENBIR. BXEZEE , TSR . BE
FEAEBNT (#2FIE ) (p. 15)FRedrivePolicyMRedriveAllowPolicyMIE M CcreateQueue®E
AsetQueueAttributesaction.
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SEAEBA5IE BRLEHFAL ?

Important

FIFO BASIKIZESBA S th 42 2 FIFO RASI, BE#E , $RERASIEY FE1S BA 51 o A3 —ARAEBA 5,
&4 fE FA MR 9 Amazon Web Services Itk & 811 2 5845 BA 51 UK [61 SE4E BA 51l & 35 8 B 6 EL A RA 51
Lok, SEEBASIAIEE B EEASEEIINEMASIFMENXEF, Sl , MREEXERS (BX
B) X IZSIH BEXZASIERASEEAS] , ME=NBRSIE S T EERT (HxHR) XE
¢0

SHENIRNRAIBKAETHRAABRNRAS., HEERERERTIE , ARRBERRE

I, XEXIEHE : ApproximateAgeofoldestMessagemetric 38 RIE SR E5E

ERAT , THERVRENRE, flm, BRi%ESEBINEEETZ BERBASISE

BT 1R, MBEREFINFREZER 4 X, MiZEBFE 3 KEMFRERTIHBIER , H
BapproximateAgeOfOldestMessage® 3 XK. At , ZREMERBRATREAINRBHEE
N ERBBA SR BB,

SEASBA S HRLE g 4L 2
SRERIINEEASRABRERAESNESFH. RARGIY , BUNEHNBELTEEBLENER
BBERLEBERIABNRRE, REFEEFI AL EHITUTERE

« NEBHEEAFINEME S EEER,

- BEERTUTHRAURSBUEEBERERIINEE.

« DM BIFIEERRFINERNAR , LSRR FE R 02 H/EA &R,
- MERBNERERET RRNNERLEHEE.

T EIRYBAFIIZR B g fT &b 3B SH B R K 2
PRIERA T

PRERATI (p. 28)EALIREE , BEEIRBHE RN L, XRFELAEEENEED THRAEE R /ASIH
FoEALEAE BRI LR, ELH EAEE 7] SUINREA I AV IR EE E

E—MUERTREENRESD | MEEARRET LRI BRN AR S TS MR FLBAHR
FARR, BERELELRZ ERARIOEEBERENT , FREXLH S B —EE LB
e,

Note

PRERRDI AT RBIEEARMAVES . MRENAKSBOEETERER BT ERIATIFEES , WabE
BXHENERF TR, Rt , EREFATINNR | FHRANARFEBLEES,

FIFO RA %]

FIFO BA%l (p. 28)BR ZIRFERAEEAPRHER , RERARTIRLE. At , REERAETAELR
S—MNEEAFHNERES  BEMELERFIGEESIERIAEZH , F—NEREARRETTRARS,

Note

FIFO BRFIA D BIEREEMAVEE. Eib , 7 THHILEK FIFO AFIBOESEE | FHAREHNA
BFEBLEER,

{a1 B RIf5E I SEAS BA B 2

FRIEERASI A TR RS, HIEHRARF TRBISEFR , BMRLAFAREEAT. SEERFT
HYEHET EBAE A RREN PR,
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Note

BNfEARME FASEARRA D | th BI4kER s #2248 B9 BA B 3 B3t 0 R W e R R 7 Sk IR B9 SR 2o

EAEEARBIRIKBE D EEHNEEFRELTRENRENLRBAHEE ( TBRRETLEL
HEER ) o

x NMRFELRGEREHHES | BAIEXIIREFIERERET Sl , MRENREFLREFEMK
BEREEERRATA , EAIEEAIEFI,

x MR AR WH S RIRERERBIRF , BTREXNFIFORFIGERAERES. Sl , EFRENUMREE
HrEVmEBIRERTIR (EDL) FRVEESERAIEES , ERT , EURBHINFREWEEREN LT X

’HE B HIEEAS

BANEREFREEERIINRBEEEREREENERER, EREETEEITER THRERHERHE
EHNEMMBXTHECE SR LEE S EREEEREAS, FEENIIEHMBIBIERHELN
EEXESRTHAE , MRS T APHAR TS,

EFRHESERALLE SQSsendMessageBatch, ReceiveMessage, flDeleteMessageBatchft
RAFEHRIEHEN APl Rt , FIEEMRIHE R BEN A TEIHEENIE

Hmessageid, enqueueTimeF{REH, JEERAFIEFHBRINEMNERBHN API FRXBEMK LR
FAmazon SQS EH.

Source Queue
s — | o
El o] | [[E@

— = Amazon SQS —
Fully managed message
Applications queuein: g service DLQ Redrive Dead-letter Queue Redrive Policy Applications
Producer Applications to source Moving unconsume d Consumer Applications
sending messages Queue messages to

Moving messages Unconsumed Message Life Cycle dead-letter queue
back to source queue

BUIANBERT | SLERASIEM B 2 HBMIEEFI BRI EIRAS, B2 , &t i BUHEIE AR RS
BEENEHE BR. teo , B SR B ERH P3N EENRIZE Amazon SQS B HEMER, BXERA
Amazon SQS #H| ARBILEFIEMNBIW IR , ESHEELENIIEFTRIER (EFE ) (p. 15).

Note

Amazon SQS XX FAmazon SQS =& R EIFRIERNFI EFIE SN FEE AT,

Amazon SQS T XIFTEMFEERA T F RS E B THRIE TS BCE 2
FEEMNEHRBHES S ALHEIT 36 NI, Amazon SQS XiFENMNKF RS 100 MNEFMNE
IR ES

HEE SEERA FI Y (7] &R

ERLEBRT , Amazon SQS EEFIMTHAREHA TSRS, HERDBUR 7 5 I 1588 H 5 BF a0 R
RIX LR
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QRS

EREHEERERTRESSEERBERENS

Amazon SQS #2414 S RBRASIN EHRH RMEMHRN  HHTIHE, Bt ARERHAGE
8 S RIA B BRI 0 RIS R, MM BT & B E A MBS B
BRBULAN | ETRTTIIREZ—

o 433 4E RIBA BB EFIXBH K EE 18 K Maximum Receives i& &,
s BREZRFHAEFEFTHNMAIINES,

SEERAFIHY NumberOofMessagesSent Fll
NumberOfMessagesReceived FPCHL

MREFZHEFEEAINEIEEE , ©fFFH NumberofMessagesSent IEHRER. T , MRELE
SR KM AIEEEFIFHEBRS] , MERTLMRIZES. Ett , NumberofMessagesSent
NumberOfMessagesReceived W{ETEEFRE,

BXEM Amazon SQS ##| &t ZMEEFLEBA I EFH BB RIE
=

70N

FER  ENEIHIEEATIFTELN Amazon SQS REE L HINER , LURWIEIEASI A Y B AR @ B #REA
FREHEE. MRNBRTR , REKIIEFEDZRAIITLENEREHES , ABTRLEESEAK.
BUUEREHEENBHESHRSUMEERBHFER,

Amazon SQS A I, 4 8 A

HERAEBERALERBENAIIAERN , SHEFRBEZSIF, Amazon SQS T2 BIHIBRES.
59 Amazon SQS RAMARE , AIUEERIEEAESMFBEER (fln , B TERENARFER),
I, ERAEEERALGEEEESTMATI R HBRZES.

ReceiveMessage ReceiveMessage

Request ReceiveMessage ReceiveMessage Request
Request Request

Visibility Timeout (in seconds)

Time e
Message not Message not
retumed returned '-
Message returnad Message returned

EWREERRE , HERMEMREENIIT, ABIEEMA P BRLEES , Amazon SQS & AT MR
Bl Amazon SQS ML E b 7~ U A EDE B — Bl SHEMEROAT BN 30 B &N 0,
REKN 12 /h8t, AXRERZEFANRIRETAEENNES , BSREERIIZH (ZFE8 ) (p. 12).

Note
T FARAERS , IR B TERIETRBVCEERR. BXEZER , B5RA £ K&

% (p. 28).
FIFO A\IIAFEFERFEAEZHZRER !
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ERMLES

s MREFERNEILKsendMessagelRfErt , S ERAERKNEEESHIEME ID RIEEE
ZRERRE. RENERECESHERRERIAFZAZDLKRE —XEIA , UZREXBRETS
FIEENIRE , B F25IAEEHE,

s MEHEBRERNME kM ReceiveMessagel®RE , MAIFEAERNELRERZE ID RESEE
HEZR, BEEBREEUNEERNBBPZHZELRE —NAIN , BAZARERTLEME KR

FFo
- HEWEHEHESA IDKEER , F2BRER—EEA ID KEE | BRIFEMHBRIZERHIZH
BERATR,

E3 ]
s EMMLEES (p. 47)
o RER LB (p. 47)
- BUUERM LR (p. 48)
o KIFHEK A RMEER (p. 48)

EMMMHLEES
Amazon SQS EEBH=FERIRE :

1. B FERIEFIRAS,
2. FHOHRE MBI,
3. EMBABIMIER,

—FHEEBNNCERECHETEREINIZE , EHEBREEARMASIPEE (BIERS1M22
B ), FRKHEBEBRAET . —FRHEERIWHNFlight7EH 28 E MEA 5 A 2B i RMBA SR MIBR 2 /5 ( BD
RS 2M3ZE ) o WTRAMHNEERE , FEEH.

Important
BEAT UTHERNEASERNF#ERE,

NFRSHBIRAERS ( BURTASIREBNERIRE ) , &ZZAHEH 120000 MEHFHHE ( AER

& MBAFI BB 12 R MBABUMIBR ) o MREEFRALABIEHEH 1 (p. 42) , Amazon SQS LB
EloverLimitf#iRHEE, MREFEA LN (p. 42) , Amazon SQS FRIBREMEAHIREL. FiERIAE
BB |, BRIZERL I B SR EMBA SR MIBR . B0E AT L8 i A Sk BHIBA SN B8, ERFEREE
], FRIZFER,.

3F FIFO BRI , XITHEBRZ LA 20,000 % ( BSEZREMBATIR U , EMARMBATIBRHMIER ) . MRE
BRI EE , Amazon SQS FLIREE A IRE R

Important

TE{E M FIFO BABIRY , DeleteMessage MR E AN MBI E O ZAMKEIER |, NREF

KM, MEFAMENT 0 , MHEMRERENEV R , TUFEAREHRF.
XAt S B Amazon SQS R —MR B E EE K E EReceiveMessageoperation
AfMaxNumberOfMessagesZ AT 1. BXxHEHMIFMER , S FAmazon SQS FIFO API F T
ERE.

% & A D014 At

AR B Amazon SQS RENEE R T s, FEXRMNEE , EAETLULEMBERES. B2 , WRER
EEMBER ZBIANK , ABEEHRERBEATRNMENER ZHIX1ZHE 2 BA DeleteMessage BIE , N
HtpE A EF A 2O B EBIRKIZEE . MREZHERABMIER—R , WENERENETR
48 e 28 1) PR BR OB B
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FEOUH 29 o] DL e

1 Amazon SQS FAFIERER 30 WHRIAT R HERE. BN BNAFIERNRE, BF , B
AT IR B R Y AR Y9 B AR AR AR AL 3 H B M BA B s I BROK BT IR B BB . SN , TERRUCHERY | SBIE
ALRRERERIRERANTREEN , MEFTEXBEIAIINER, BXESFEE , BSARFLEE
£ (p. 54) 8B 72 P IR fE KR

MREFHELEEESFESKAH |, HEIZ2— MUY TR ERERE | EENB TR EER (52
o8) AR (RELZNERENELEEES ) VAL EENE S #EK 2 248,

Important

AT AR M Amazon SQS W E AT WL B AT AT AT #E 12 /MAfReceiveMessageiE K. EKT]
NHBNTREE 12 MR KE,

WA, BABE T AN R ZHENEHRE N R 12 /et (I 43,2008 )
HNReceiveMessageim RFFITAIER, Bl , MELRKE—FEE , HUMBEZ X
#changeMessageVisibilityEA A VisibilityTimeoutFETF 43,200 ¥ , MR AT&E
KW, B2, FH 43,195 WHWENEER , BRIEBSUTARBERESZAFEEFE
JBReceiveMessage A EM AN B, MRENFERAEFTERBT 12 /Dt , HERFEAStep
Functions,

58 dOH SRV AT DL 1 A

LK BIRBAFIFEEH TR EZE SR |, RN TR TaET% (Flin , BT EEE B4 12 FM B
HE)o WEE A changeMessageVisibility BREIEEF M ERERSERIERKHEEH A W%,

fBlan , mRBAFIBRINER{ESR 60 B , EEBWCHES 15 B8t , BARIET ChangeMessageVisibility
WHAHE visibilityTimeout %A 10 ¥, MiX 10 HMEH 1T changeMessageVisibility AT
Ritet. At , BESOERTRMERG 10 % (L 25 ¥) #2 , {F 5 A I 18 i S BR 1t E B i 2 iR
ARES B IR,

Note

B HR B & A changeMessagevisibility BEREM. A, FOERHARNNAT
SHEM4SEEW, changeMessageVisibility N FNHE B M GRS G FINER,

2% 1EH SRy B AL R A

KRk B EANFINEREER , BAIBELKRI |, BXFR EFRBLE MR ZHEE . Amazon SQS RFEL
IERBEHERN AR, XRHEZE SN RGP EMA AR A A TAE,

E&E A ReceiveMessage FAILHEMN A MER , B A changeMessagevisibility F#4¥
VisibilityTimeout i®EH 0 %,

Amazon SQS iEIRRA S

HERBASI T i B 3 E A ENIE AR BREERBENDE , fln , YENERENARFEEESN
AR 2R, INRABIZZIERBAS | A EZBASIME M S EER RN FEAERT TN, AT
A (E)ERI OV, ZAEN 1598, BXERAESARELEEANINEER , BSHEEENIIZSH
(#ZHE) (p.12).

Note

XN TFHRERRS , BRASIMER R E R T REB ¥ — EttiREF MRS P EHHEBMER,
X F FIFO BA% , SRASIEERIRE RE M — ELiRE LM F EHHEENIER,

HESRBABUSR LT AT ILEE AT (p. 46) , RAXMAMHAEEESEREERENNBARRATEREHER. =&
ZBEWXBET : X TFHRS , HEEEBRRMEIATIE ZERER ; X TARE@ER , HERBEMAK
FIERJE & RREN. TEUE TR A B 2 B XK,
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15 Bt BA 51

SendMessage ReceiveMessage ReceiveMessage
Request ReceivelMessage Request ReceivelMassage Request
Request Request

Visibility Timeout

Delay Seconds

(in seconds)
Time o
Message not Message not
refurned returned '
Message added to
queue Message returned Message returned

ERBERVENER , MTAREENATIGRFEREEENES (p. 53) ¥ Amazon SQS £ Eitat
g¥DelaySecondsfEM A RIER S DelaySecondsfB,

Amazon SQS I BtRA S

EREAEILESENN | IGESRASI AT HE B &1 BFF R e B MERE A, BIaniER-0a 5. %77 LAGE A I Bsf BA 51
ErmNCIREETE,. 258N, ANARFEENIEREA,

BEFIRRF S MNERA S — REFTENRERZUENNARFEENS — B3 2 £ Amazon SQS RS
£, HEASMNENAIIHREBRERN , XRESEHNNARFRAERIN APIBA , XUESHNELE,
LIEr A BEARN , FRREERIEEAS , BIEEHS EAE RN HRR AT XA R,

BUF R IGEtBASIAY LSS

- BlIRYRELERHENREBRERE.

o BIE M ERIG B BA SR 27 £ BRI A,

« BI15#8% (&8 ) Amazon SQS R API 5%, XEWRE &KX MEEKOE ST 80 o] BUE XS B 0 EA 51
FOEFNEWOHE B

ES ]

o REHBAFI (p. 49)
o ER-MRE B AER (EBBAS ) (p. 50)
o REIFR LEEFIER (p. 51)
- EEF (p. 51)
s ERRSERW (p. 52)
. JBEBRBAFI (p. 52)

RE #LRA 5

KE LA ZI R I B BA 51 B P i B R B A e AR 4540 B KR SARA B LE AR T LUK 2 ME R 8 B AR 6 H A
Amazon SQS BA3l. AXREXEK , BSH BREELNAIIFEEFAMERBNEELA D (p. 58)

Note

o BIEEBBATIHIRENNBEBCEENEREZ IR IGRHIEEE. BIOUBASITI Amazon SQS #1T
APIER , AT &= £EE KA.

« TPS BEFEATEANEHRAIIFNFMEELRAS, BEXELZEER |, B3R SHEEHERNE
# (p. 97)
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& R-1E R SE B R RS (B RIBAGI )

AmazonSQSVirtualQueuesClient @ERBEFREI TN EEUAFIBRBEHENZF, ECIZELBAS ,
IEATUER HostQueueURL B createQueue API #1F, B IR EIXEELIBAFIIIIERAS,

EEHIBAI URL KA LA T4,

https://sgs.us-east-2.amazonaws.com/123456789012/MyQueue#MyVirtualQueueName

BEEEELIAY URL LA sendMessage B SendMessageBatch API I&4ERT | IFAFBABIZE P iR 1T
DT8R E

1. REUEBBASIE o
2. REELIRATIE FRAE Y BSNEG S SR M 1T BT A
3. REHEBBIEHBAT,

LHolRERFHERN , FALKERAINAY , FHREX MEESEERFREIRE R RIEBIE I,

YEHAEEERLRY URL LA ReceiveMessage APl 21ERT | IGEIRASIFE P inEARMBEIL AR , EER
BEEBPEHERERELASIG, (BEIFEZELITF Buffered Asynchronous Client (p. 156) F Y H EFHEUR
£ B AP RER LU EEIRMEIRZ 10 NMERBAS, ) MIERELIRASIIRMERT AR EA Amazon SQS
AEHER THBREMEFHE

AmazonSQSTemporaryQueuesClient BB FERIEMNAIERSIEAIGRRATIHR, EXESBD
FRERNBAIIEMY , ZENEEHAS, XERRFINEHREARRNTEENR (BRIANBERZTH
__RequesterClientQueues_ ) , ZBIZEAAFIFFRAIGEIRASI, XEBEFHELTHEIZEN , T
LRI FMIBRRABIM I E KRB, FFimiEE¥E AmazonSQSRequester Hl AmazonSQSResponder ##0O |
BAA i RA I =2 1B B9 X [E) 4R o

SR RLH SRR AE R (RIUBAFY )

Il B BA 51 ) B 5 T 5 A SR 0 1B SR -1 RSE BUUR AR = | AT iE R B SIS BATISRIBRENERSEE. AT
& &R B NE R E S 812 Amazon SQS BAFI |, I B BA S F i o i S SI 2 MM BR 2 N im et A B T B AT4E
il Amazon SQS APl . BXELEER , S H RHEER-IW RS (p. 56)0

TEHERTERALEXNHNELEE.

50




Amazon Simple Queue Service FF & A R IEF
TBIAR  EEFER

! '
SendMessage ( ; ; '
=="MyQueue#MyVirtualQueueA", > —] : . s::ge t :
" " [Tt MyQuer !
Hello world!") 3 "Hello world!", :
Hello world! ' "VirtualQueueName" = )
Virtual Queue Client ! "MyVirtualQueueA") \ :
i
allk
! '
: SendMessage ( / 1
: "MyQueue", Hhc’::'lnﬁeui:e 3
SendMessage "What's up?" 1
=—""MyQueue#MyVirtualQy ", ;- "'_-——--—_r——_“virtual(}ueueﬂamfe" = Hello world! ~ What's up? :
"What's up?") ] "MyVirtualQueueB") 1
What's up? : /\ '
!
Virtual Queue Client N Oi):(-bo ___________________ '
Ny
Amazon SQS
ﬁ___—ﬂ ~———_
Hello world! D'l I |4
ReceiveMessage ( _____.—-——-—-'—'——'__)
"MyQueue#§MyVirtualQueueh") Virtual Queue
Qu MyQueue#MyVirtualQueueA —
<k
ReceiveMessage ( Dispatch
"MyQueue§MyVirtualQueueB") » b | I | q Thread
” Virtual Queue
< MyQueue#MyVirtualQueueB
Ll
What's up?

Virtual Queue Client

RPIAR  AEBEFZIFR

LT ROIZERRT WAER AmazonSgSRequester Ml AmazonSQSResponder EAXRLAEAFHEF
EXR,

X

public class LoginClient {

// Specify the Amazon SQS queue to which to send requests.
private final String requestQueueUrl;

// Use the AmazonSQSRequester interface to create

// a temporary queue for each response.

private final AmazonSQSRequester sgsRequester =
AmazonSQSRequesterClientBuilder.defaultClient();

private final LoginClient(String requestQueueUrl) {
this.requestQueueUrl = requestQueueUrl;

}

// Send a login request.
public String login(String body) throws TimeoutException {
SendMessageRequest request = new SendMessageRequest()
.withMessageBody(body)
.withQueueUrl(requestQueueUrl);

// If no response is received, in 20 seconds,

// trigger the TimeoutException.

Message reply = sgsRequester.sendMessageAndGetResponse(request,
20, TimeUnit.SECONDS);

return reply.getBody();
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}

RIEBFERFPITUATRE

Bl —MIEESRA S

FHIGESBASIEY URL 1B B B In 2 E B
FIEHEE

N st BA B 45 L2 e 82

) B i B BA 31

iR [E1 0 KL o

o R L=

£ Bk 55 25 iim

LT REBZERERSIET —NMEE , B AENEERAIZASHEA handleLoginRequest () FHiko
WA BIRERA T doLogin() A&

public class LoginServer {

// Specify the Amazon SQS queue to poll for login requests.
private final String requestQueueUrl;

// Use the AmazonSQSResponder interface to take care

// of sending responses to the correct response destination.

private final AmazonSQSResponder sgsResponder =
AmazonSQSResponderClientBuilder.defaultClient();

private final AmazonSQS(String requestQueueUrl) {
this.requestQueueUrl = requestQueueUrl;

}

// Process login requests from the client.
public void handleLoginRequest(Message message) {

// Process the login and return a serialized result.
String response = doLogin(message.getBody());

// Extract the URL of the temporary queue from the message attribute

// and send the response to the temporary queue.

sgsResponder.sendResponseMessage(MessageContent.fromMessage(message),
new MessageContent(response));

}

& BRBA S

RH#R Amazon SQS EIWELASIERNEIMAFRER , MAEFTEEZRNASIZEFHN , ENY
Hshutdown()J5%, BETLAER AmazonSQSRequester #OM shutdown() Fi%o

IR BA B B P o iR 3R 4 7 — Fh O SA SR BRI A EHRAS . N TFE—ERATAIA ( RMANBER TR 5 28 ) B
APl BRSNS , EFRIHMER Tagoueue API BRERIRIZHIEFEAHIBAF,

Note

Y EHRITHEE APIHRERRIERIEZR |, BETIREETHEEN ReceiveMessage B1E,

JEAL%EMEA ListQueues M ListTags API R1E , IR EEEEEETRWFTERY , HBIBRELES
MRS BEERICHATERSl, X IR —NEFIRATEXA , WEMAEHEFREZELHTER. 5
THRALPEETIE , EEHENENEFHBEIRZNAIBIERIES , ZATIUTTRTE.
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Amazon SQS JHE ERI 88

HEENSRAFENFMEAIINESIEENBF TR, Sl , MREREHH 45 BitefRAER |
HBEEERASIFIET 45 WRT TR ZER. HEWRIN (RE ) EENOW. FAXEN 156 2%, BXER
RHAERAENSRRILERNER , B2, @ (268 ) ZEHEE (p. 21).

Note
FIFO BAFI R X B AN E B ERYITRTES,

EEEANY (MFREFER) LIREERIE , HERAIEES (p. 48), BEREENEEENSFRE
FEEEMEEERN8DelaySecondsAmazon SQS #ERBAFI KA.
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FIFRAEBAFIF FIFO BABIAIZR X

Amazon SQS HWHE{ESCE

1Py

XL RESSBR A BRI 2 F A Amazon SQS,

E3 ]
* &% Amazon SQS #RERAFIH FIFO BABIRY L (p. 54)
*+ &3 Amazon SQS FIFO BAFIHI E A2 (p. 57)

Amazon SQS FRAERNFIF FIFO BAFIAY 1L

T OB fERBR AT E B A Amazon SQS BBERAH &R EE S,
FW

-+ 438 Amazon SQS B E (p. 54)

+ B&{K Amazon SQS A7~ (p. 56)

+ M Amazon SQS #rERFIE 3 £ FIFO RAFI (p. 57)

A3 Amazon SQS JHE

THEN AT HE BY 24 Amazon SQS & b b IEE S,
£

s RETAEEE (p. 54)

o REBFEREHEIR (p. 55)

- REKRH (p. 55)

- WIRBERIBEREE (p. 55)

- REFEERAFHREH (p. 56)

s BRT—BHEBLE (p. 56)

« SEHEER-IARRE (p. 56)

AP ISEHEYN

AREBENEERRTENNARFRES KA ANRGEMBERES. fll , MRENNAEFLE—-FHE
BERERT10Y , A ELFAURNMENREN 156 2% , WELIRABZRABMHBERT , BLREEF—
MENBREN A FEBRRRLEEE, RE , MREHNARFLE-RESRFERTR 10Y , B8F

AREEMUREN 28, WEREEAENELEEEN , E-—MAEQRIEEES.

ERRAEBHNELEER , BEATIIREZ—

« MREHE (REAVUSEBMAL) LEEEFMFNNE , MWRPOES 8 TR EBEN ERKEABE SRR
KNBEHMEREE. BXEZER , BSH . BETILEERN (p. 47).

- MRGTHELEHEFESKAE , HOE - MUY TREDERERRE | BENRTRMER (Flm
278 ) AR, REGNERENELEHRS , RANS MR R ER 2 24
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Important

BRI M Amazon SQS Y EIReceiveMessagelER. KA N HERNFTLERE 12 /)
BT & K {E,

o, BEURETT AR EFEENBEMRENEE 12 /6t ( HI20 43,200 % )
HAReceiveMessageiHERBFNITAIER. Hlm , MELKRBEEH CEBERL £iE—
“NChangeMessageVisibilityEAAAVisibilityTimeout&E T 43,200 ¥ , © 8
SKM, BR , ERE 43,195 WEEER , REBIUATARNBEREEZRFELEL

B, ReceiveMessage H EFMAIMMHERN, MRENEAEZTERBT 12 /Mat , BERMEM Step

Functions,.

RbEER IR

B BERESR , BEATHIREZ—

- MRGEMAmazonFA TR, GEA AP ERABEETLREM, AXREEANES , #2
AL DB R — BB ER# Amazon HE iR B AIEHEE,

s MRERFEAAMazonERFEERNFF X TETIEE , BATFERE (Bl , 200 FR) , RAFE
#ReceiveMessage R EIKE Amazon SQS HEE. BN REREEENERE, TR~ £HEERN
ReceiveMessage WEEMER , NAFERNEE/TE (Hl20 400 ),

REKH

HEErtAlReceiveMessageAPI BEART 0, KEWXERR L. RASEEHARZERN 20 ¥, KRAES
SHERZEMM R B E (N REEEE A ) REBBIREEER Amazon SQS IR A, ReceiveMessageih
R) MBHZEERN CEETAEREIEENRF), BEXEZEE , 5 H Amazon SQS EH AN KL

# (p. 41)o

EREBREHBLE | EEA TR

s ERZBIBERT , BT ReceiveMessage FFMENEERN 20 ¥, MR 20 WX EHNMARFRIEK
|, WANREREM ReceiveMessage FFME (&2 1 ¥). WMREREHAmazon A FiGR Amazon
SQSMARIED , EMRERE T AmazonER BT X TEIWEFNE , WA ELTIEH Amazon
SQS B , TEEATNRAIEKNBERIN KR AFEARENEFRE,

« MBEXNSANRFIKEREE , WNEIAIIER -NMEE  MARXNFAAERIIERENEE, NRNE
MNASIER —NERE , ENARFHREBESAIIFAES TR EXLEHES ; MRERAENMLER
BRSNS, WARESBNARFEER (&K 20 ¥) X BEEM A HE S KA SIS T ELL 2 H AR 5
B AT FASE B

Important

El R HTTP 51 , ¥ {RReceiveMessage®ERK FWaitTimeSecondsS ., EXEZEER ,
¥2 ., ReceiveMessage.

HIRE EERER
ERRAET R IR0 B3R E R0 B CloudWatchihs , BRBIEEEAT) (p. 4).
- ERRSIT RSB B ERMUE | BN R E R EEAHEER,

« ERAEERIIFRDEERABPDEELTEAEE (TERETELENEER) BLE,

« ERRBIREEEHNEETHESH ApproximateAge0foldestMessage (p. 143) CloudWatch $§#r %k
B, ANeLREFEBNESAERFENE, BERSNAIIEETEREMEMALERN R HERER,
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AR B

REIEERAFIRE

SEENTHNERELETHRRAANMRNESE, HEEBRERESIN , ARRNBEEEFE, XEXiH

% : ApproximateAgeOfOldestMessagelStniE ~NH B MBI FILEY , FRAAEHEEMNETE, 5
o, RISERERBASIRIES 1 XedE , RiEF B EIEERAS. MRFEEASINRERNF 4 X, MiZH
B97E 3 RIGMIESBATIFMIBR , MApproximateAgeOfOldestMessage 3 Ko At , HZIEMERHL
FRESINREHRIRE N KT RARIINRER,

BRS—HRESALE

BT Amazon SQS 2— 1Mo A RRE , AN Amazon SQS FEEEMRIEHE LR , FAELTETS
WKEIHE ., ReceiveMessageAP| HEBAH. EXMERT , Amazon SQS FHHERFZRAELBERIE—
R, EEEFAENRKES RN, HTFEXEBERTF2BZRHAEES , RN TBUEIEER
Hl (p. )M KRBRBEREN 1,

KM 1 SR - M BRS¢
SR R-WRAGE R A (RPC) RO , WML FRERE -
- BIHEEE GIREEG, MRERYN NS HIRECREEAG , RAXHK D HLELIEE

BR 5% 18 R
« FRILERERAZEENS, XAELSHERERIHN S —MEREHEAIHE S,

BXRERERBAFIZRFREEER-MNEXNNEZFEL , FSH BFR-WAEBWEES (EEA
5) (p.50).

BZ{K Amazon SQS K7~

BUF Bx £ S5 % ] #5 Bh R R 4K A AN FH F AR B B & 7% 12 A AN R AR B )1 7 B3R B A9 T R
AL H BIR1E

ERERAS , ATHAIBIRHE BIRE -

s BRZE, BRARRES , HELE - REFRSFESMEE TR BN |, EEAAmazon SQS #t4b =
AP #1E (p. 155).

s EREFREFSERMLBLSER  BEKRASEFNRLSEF I (p. 156)8 & EAmazon SDK
for Java.

Note
Amazon SQS EHREE ik B R T X FIFO BAF,

EFE SR IER

o KEWFEEREEBTE Amazon SQS YR EREE AR EERES.

« ERR{K Amazon SQS MY {E A R A H R A Z=RA S ZZHBURER ( ¥ ReceiveMessagel®R{E ( FIREH
B) ,BRAKRHA. BXEZELR , 5/ . Amazon SQS K&if (p. 41).

- ERERAEASREBERNSIMEENRE , FRIEER,
s ERXZHERT , KBEWRTERIA,
- BRASIZENREEA , BER A Amazon SQS SR Z2,
« ERHEMIEIMA ReceiveMessage BRWHMARFNER , BEEAERA,
- ERANITREKEAER,
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MFIRAERAFIFEZE FIFO BASI

M Amazon SQS ¥~ HERFIR B E| FIFO RA I

MBEKIZEBEDelaySecondsSH , N EARRHEFEKIEHENHEEAE ID KB E FIFO A,
BXREZSER , BTSREAMFERIIFZZE FIFO BAFI (p. 31).

£ Amazon SQS FIFO BASIEY E fh 2281

THSESRAHEREMERESESHIERR ID MEE4A D, BXELEER , ES
¥ . sendMessageflsendMessageBatchHHIEMEAmMazon Simple Queue.
B

+ ffAAmazon SQS JHEEE HIEMER ID (p. 57)

+ fFAAmazon SQS JEE4A ID (p. 58)

- fEFAmazon SQS #EWiER= ID (p. 59)

£ Amazon SQS JEEEE HIEMER ID

HEEERENER D RATHERASEERTESRENBRNTE. MRKIEAETEARERSESHE
MER IDEVHE , NEAMEREEEEHRENER ID K ZNEMESEFHATHES , BEF2ES5 2HNES
AR H BRI R A 1R

Note

HEESHEMBERTEANS , MAREANHERA,
Amazon SQS IR ERE S E S HIEMIER 1D , BIETEH SR EIAMMBR 2 5t Rtk

RAECERESHIEMIER ID
flE RN TR FERMBIREN R EERIEME 1D & -

+ Amazon SQS A4V HY N K - EEESHEEEEXHNE XIEHE,
o MIFEM A - AEMEE. Amazon SQS BMETRANELEHEE.
s DAFEMAEETNARTE (HN , SEEHEEXTWERTHTE ) NEREEE,

hE—plZE/ERERGEAESHEMER
MRLES—HORENL —WEREHABSHEE 1 (BN ELEXHABBETRARFNEL
D), EEERERE

« FASIERAETARHNESERENR (BRESBEAK -—NIEX), t/RET2KESESHEMER D,

- REERELRFNSMERBABBERZE ID , BRFREAM , RAXETUERBINTAK-ERF
5,

« ERFLTFTH FIFIFIFI BASIFREERIRF , Bt /T ERRIEHERIER,

) ik &3 = ITIR T

FIFIFIFIA AR EEHER RS REENEMY. ERITHARRN , NBROUBENERAEIGTER K
RSP ER THTIRE.
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R HE4A ID

o B2 Z AIEERA S E S BRI BRAT B B P8, Amazon SQS WEEHIEMIREIRNR 5 24, EEEHRE
T BRest (] (B PR HA /S il SendMessage BRAEANEENHESI ARSI, Flin , EFHPNBHIEER
FERZEHEINFREENHES. NREBEZERBIAT —BRNEAEZFNREEE  WEEFREFINE
EEcEHBERTEFEESE,

- FAEXAEATRMEERN , UEFETREE IRz EZLEEENRNEERERK. SUESEA
ChangeMessageVisibility BEEKAEEERPTNEEN, B2 , MR EERTH , Hife
BAETZAFRLEEE , NSRS XLEER ., EHEEXMER , EEEFLERAT (p. 43).

b 32 B 0 14 R

EREBREMEE , BEURMEEN (p. 46)REN KT Amazon F R TETEEGEN, XERATE
FReceiveMessageffAF—ITM API BIEFRA (p. 42)BALKLRIA (p. 41).

£ FHAmazon SQS JEE4 ID

HEA ID REEEEBETREREEANRIE, BTE—HSANESBL AN THE AN RIRFZE b
B (BER , BTARERANERARSEINFLE).

REZIMEFHEA
BRH— FIFIFIFIF BRI S MEFERA , SEANAA 1D E (AN, SR HAERE)., EIE

AT, ENMERABTLERNS , EENMNAFPHNSERERIRFIFIFIFIZRNAEN,
Note

MRETEMBESA D AEERANL , MHEAERETLEEFHEEESA IDBER,

BREZCEE/EAEREPLEESEN

EREHENERLNFEEENERT  EEEEAS MIBENEAENRETRELEESHE , IR
BENNBREERER —ME—KEEA D,

Note

ERERT , FERESET, BR , TERIDEENIRF.
FESMIZENERAENEABERFLENTETEREEEESNNR (MRITELXEETREE
NARLGEBE  FEHEEENEMATHELETAH).

R EEHEEESYA ID WEERRERE

X F FIFO BA3 , AT HE RS A LA 20,000 % ( HIHFREMBAS W , B RMBABIFHIE ) . R
ZOREIWEE , Amazon SQS N FREMEEIRER. FIFO BAIISEERR 20k EE , LBAETAKNESR
P, XEKE  WREEENMESEAFRERE , NEESKDILEZTXERERER , BT ELEEMES
A R ROE B REBA BB E R o

Note
BEEMRHEEA IDWEENRETREEHTEAELERILE—FEEERN, HEAREBET
REATEENEEARERAEFRRIBERK

ERERRURREAEZEE  ARUEEILENEFHREEA ID WEMESNAE , HERR
BEIEERATI (p. 43) KK,

BREEUNSPESFEREREEA D

Pt EFMEESA ID BEE XA TREMNERAE IDERAG (p. 49)# L EME EHBASIFHITHE | &
BREEMASIFESEAERAES4A D,
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£ HAmazon SQS #WiER=1H ID

BEWEREE ID 2 TEERERRN S EReceiveMessage i A,

ESHEN R Amazon SQS ZE A EERB KA EMEHIHE , HESKRREMARIERSR
ID , AERMFT R TEQBRERMERERNZEERRS D #TER.
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Amazon SQS Java SDK R4l

&1 LA FlAmazon SDK for Javafd# Java B A F 5 Amazon Simple Queue Service (Amazon SQS)
HftAmazonfR%s . EREHRE SDK , EZH A THHAmazon SDK for Java 2.xFF K A R IEFE.

BXREAR Amazon SQS AR ( Bl eIZBASIHKIEHEE ) WRHGI , ESEEA Amazon SQS JEE
A 5l #h 9 Amazon SDK for Java 2.xFF & A R $5/.

REBHHRPLETR T Bl Amazon SQS Zh&E , PIMBRSSERIRINZE (SSE). HA D EARENHEE M,

E3 ]
- ERARS/HIME (SSE) (p. 60)
- NBAFIEERZL (p. 61)
« RIEHEREM (p. 63)
+ fEFAmazon S3 EE A& Amazon SQS JEE (p. 64)

# RS 25w %% (SSE)

& A LAE Fl Amazon SDK for Javal$ AR5 85 i% IN% (SSE) 7 inZ| Amazon SQS BA %I, &/NBAFIERME
FAmazon Key Management Service(Amazon KMS) KMS Z4H F A& R EBE MR R b RAHIER
AmazonAmazon SQS WHE KMS Z4, BXfEH SSE Ml KMS ZHABMNEZER , BSRESN
= (p. 102).

I SSE AN HnZEIINERAF

ERUEYBEARSEERIRMNE , BEHAsetQueueAttributes FERIRBEKmsMasterKeyIdE %,

LA 18 7R 4511% B Amazon KMS key{E8 AmazonAmazon SQS Kt E KMS B4, W RHIEFIZE
HAmazon KMS keyZE A H] (p. 103)Z 140 #,

FEIRPIMRBZE , FREAESREENAMazonEIE, BXEZELR , H5H , REAmazonX BEIEM
X 13 # 9 Amazon SDK for Java 2. xFF & A R IE.

// Create an SgsClient for the specified Region.
SgsClient sgsClient = SqgsClient.builder().region(Region.US_WEST 1).build();

// Get the URL of your queue.
String myQueueName = "my queue";
GetQueueUrlResponse getQueueUrlResponse =

sgsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(myQueueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Create a hashmap for the attributes. Add the key alias and reuse period to the hashmap.
HashMap<QueueAttributeName, String> attributes = new HashMap<QueueAttributeName, String>();
final String kmsMasterKeyAlias = "alias/aws/sqgs"; // the alias of the Amazon managed KMS
key for Amazon SQS.

attributes.put(QueueAttributeName.KMS_MASTER_KEY ID, kmsMasterKeyAlias);
attributes.put(QueueAttributeName.KMS_DATA KEY REUSE_PERIOD_SECONDS, "140");

// Create the SetQueueAttributesRequest.

SetQueueAttributesRequest set_attrs_request = SetQueueAttributesRequest.builder()
.queueUrl(queueUrl)
.attributes(attributes)
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JIBAFIZE A SSE

.build();

sgsClient.setQueueAttributes(set_attrs_request);

ABAFIZEH SSE

ERUERIZARSSHIHNE , B nsMasterkKeyIdfEAEM N EF A BSetQueuerttributes
*o
Important

null X F KmsMasterKeyId R LM {E,

£ SSE /&R

E7E 2Tt B A SSE |, 5 lKmsMasterKeyIdB M E|creategueueAPl 7%,

LURRGIGIZEZ A SSE KHTRASI. BA%IfEFHAmazonAmazon SQS WIEE KMS F4H, I REIERNEE
HAmazon KMS keyE FH (p. 103)F] 160 ¥,

BIIRARBZE , FRAEZCIRELZNAmazonEil. BXEZEL , B5H . EEAmazonkEEIEA
X 1 # 9 Amazon SDK for Java 2. xFF & A R IER.

// Create an SgsClient for the specified Region.
SgsClient sgsClient = SgsClient.builder().region(Region.US_WEST 1).build();

// Create a hashmap for the attributes. Add the key alias and reuse period to the hashmap.

HashMap<QueueAttributeName, String> attributes = new HashMap<QueueAttributeName, String>();
final String kmsMasterKeyAlias = "alias/aws/sqgs"; // the alias of the Amazon managed KMS
key for Amazon SQS.

attributes.put(QueueAttributeName.KMS_MASTER KEY ID, kmsMasterKeyAlias);
attributes.put(QueueAttributeName.KMS_DATA_KEY REUSE_PERIOD SECONDS, "140");

// Add the attributes to the CreateQueueRequest.
CreateQueueRequest createQueueRequest =
CreateQueueRequest.builder()
.queueName (queueName)
.attributes(attributes)
.build();
sgsClient.createQueue(createQueueRequest);

K% SSE B4

BRERNIIBHENER , BSRROIFHL SR LEAFIRS API 2E.

ERRFEIIN KMS 4] ID BEZHAEAR , iHiE1TcetQuenerttributes HERER
FKmsMasterKeyIdfKmsDataKeyReusePeriodSecondsME,

ARSI ERE

AR AR 2 B AR KA BIA L FIRRER Amazon SQS BAF, LA T R4G15E R 1n4a 6 A & B #R & Amazon SDK
for Java. BXEZ{EE , HS I Amazon SQS RADEIFE (p. 41).

BARGIMRBZE , FREREEREAmazonEiL. BXEZEE , oW . EAmazonkBEILEMX
15 F1 f Amazon SDK for Java 2.xFF K A RIEF.
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B HAR

B AR

EFIHAIINRE |, HFEAListQueueTagsF iEo

// Create an SgsClient for the specified region.
SgsClient sgsClient = SqgsClient.builder().region(Region.US_WEST_ 1).build();

// Get the queue URL.

String queueName = "MyStandardQli";

GetQueueUrlResponse getQueueUrlResponse =
sgsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(queueName).build());

String queueUrl = getQueueUrlResponse.queueUrl();

// Create the ListQueueTagsRequest.
final ListQueueTagsRequest listQueueTagsRequest =

ListQueueTagsRequest.builder().queueUrl(queueUrl).build();

// Retrieve the list of queue tags and print them.
final ListQueueTagsResponse listQueueTagsResponse =
sgsClient.listQueueTags(listQueueTagsRequest);
System.out.println(String.format("ListQueueTags: \tTags for queue %s are %s.\n",
queueName, listQueueTagsResponse.tags() ));

AN DN B HTARE

ERMBEMBAIINAREE , EEMATagouene iz,

// Create an SgsClient for the specified Region.
SgsClient sgsClient = SqgsClient.builder().region(Region.US_WEST_ 1).build();

// Get the queue URL.

String queueName = "MyStandardQli";

GetQueueUrlResponse getQueueUrlResponse =
sgsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(queueName).build());

String queueUrl = getQueueUrlResponse.queueUrl();

// Build a hashmap of the tags.

final HashMap<String, String> addedTags = new HashMap<>();
addedTags.put("Team", "Development");
addedTags.put("Priority", "Beta");
addedTags.put("Accounting ID", "456def");

//Create the TagQueueRequest and add them to the queue.

final TagQueueRequest tagQueueRequest = TagQueueRequest.builder()
.queueUrl(queueUrl)
.tags(addedTags)
.build();

sgsClient.tagQueue(tagQueueRequest);

il BR PR 25

EMBABIFHEBR— PR ZANMFE |, BEMAuntagoueue5it, THEHR RAIMBRACcounting IDIRZ,

// Create the UntagQueueRequest.
final UntagQueueRequest untagQueueRequest = UntagQueueRequest.builder()
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ERHEEM

.queueUrl(queueUrl)
.tagKeys("Accounting ID")
.build();

// Remove the tag from this queue.
sgsClient.untagQueue(untagQueueRequest);

AR W Y RS SN V4
kl;_é' /ﬁ /%\JE 'l\E
FERAEEELERLTHE (nEE, wERERE. SENRRT ) SEREEEEEREEEEY. §
XEZELR , 55 Amazon SQS HEEM (p. 38).

BITRARBZE , FREZIZRE T AmazonEil, BXEZER , E5H . REAmazonk BEIEFMX
15 # i Amazon SDK for Java 2. xFF R A RIEFE.

=
EXBEM

EEWHEEY , BFMUTRE , HPEAMessageattributevalueiBRE, BXESZEL , H5H
SHEBEMAH (p. 38) M HEBEMEEHIBEBRE (p. 38).

XL XEA : Amazon SDK for JavaB 3T EHE EXAEERMEREMIFEES Amazon SQS R EIHIHIE
HITHR.,. BXEZEL |, iH5H . Amazon SDK for Java 2xFF & A RIEEMITEEEE 4N MD5 HERE
E (p. 39 A THMRIEES.,

String

WRBIEN string B , EBF A Name , EH Jane,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("Name", new MessageAttributeValue()
.withDataType("String")

.withStringvalue("Jane"));

Number

WRHBIEN Number Bt , EE#HH Accurateweight , N 230.000000000000000001,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("AccurateWeight", new MessageAttributeValue()
.withDataType("Number")

.withStringvalue("230.000000000000000001"));

Binary
WRBIEY Binary Bt , HBAMN ByteArray , HARIBILH 10 FFEH,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("ByteArray", new MessageAttributeValue()
.withDataType("Binary")

.withBinaryValue(ByteBuffer.wrap(new byte[10])));

String (custom)

WREIEN BEXEM string.Employeeld , EZ#HN Employee1d , BN ABC123456,
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final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("EmployeeId", new MessageAttributeValue()
.withDataType("String.EmployeeId")

.withStringvValue("ABC123456"));

Number (custom)

WRBIEN BENXE M Number . AccountId , EZ#H AccountId , EHN 000123456,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("AccountId", new MessageAttributeValue()
.withDataType("Number.AccountId")

.withStringValue("000123456"));

Note

HRNERHIERE ANumber , ReceiveMessageHEIREI123456.
Binary (custom)

WREIEN BEXEM Binary. JPEG , EZ#N ApplicationIcon , ERARMMEILE 10 ZFHK
48,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("ApplicationIcon", new MessageAttributeValue()
.withDataType("Binary.JPEG")

.withBinaryValue(ByteBuffer.wrap(new byte[10])));

RirwmEBRMENHE

WRGHFE MR INEsendMessageRequest K IEHE Z o

// Send a message with an attribute.

final SendMessageRequest sendMessageRequest = new SendMessageRequest();
sendMessageRequest.withMessageBody("This is my message text.");
sendMessageRequest.withQueueUrl(myQueueUrl);
sendMessageRequest.withMessageAttributes(messageAttributes);
sgs.sendMessage(sendMessageRequest);

Important

MBEEEREF 5 (FIFO) BAF , FHRsendMessage FEMITZERIREBEE4A D,
le]i@HSendMessageBatch)‘i/:Eﬁ'ﬁgFSendMessage ) ARE TE HEAL B R SE B R H BB

£ HAmazon S3 B K& Amazon SQS HE

EEE KE Amazon Simple Queue Service (Amazon SQS) JEE i&i—IJ«XEFHI“JiSimpIe Storage Service
(Amazon S3) MiEMA F Java B Amazon SQS ¥ B &M k. XAEFRERE R SA 2 GB 1K B SIS
Ao RIELHNABRFERRE NIRRT, %HE%%T%Z;’J%M:EEMEJqﬂﬁfﬁksﬁﬁ , BNEEEME
Al Amazon S3 R1Ef& BRHI IR

BRILAERERT Java B9 Amazon SQS ¥R EFERITUTIRE :

o BEHERBAFME Amazon S3 FiE 2 NEEK/NET 256 KB B 174 £ Amazon S3 #
o RIAG|IFEMHEE S3 EHEBPNENMEEXNR
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FRFEMH

« N S3 FREBRRFEEXR
M S3 FERMIERE SR

B LAERER T Java B9 Amazon SQS ¥ BEFIWE , £/ Amazon S3 KEE Amazon SQS JEEMN R A
Amazon SDK for Java. #755&E FHAmazon CLI. Amazon SQS #4|&. Amazon SQS HTTP API S{F{aH
ftt Amazon,.

XEXEE : EAT Java WA TESERT Java B9 Amazon SQS ¥ EEFIREERMEA J2SE
Development Kit 8.0 B0 E & A,

AY
FRFMH
UTREIERANRE Amazon Java F AT ESE, EXZHRFZEFATES , iH5H Amazon SDK for Java FF
RAREEPHIZE Amazon SDK for Javae

BITTRAIRBZE , BREZRMN Amazon Eif, BXEZER , BEH . REAmazonATHAIEEF
B Amazon SDK for JavaFF & A R IEF.

5 : EFHAmazon S3 BIE K#FAmazon SQS JEE

BT RGI 612 B AR A FRE Amazon S3 RN BN EEE A ZEMN 14 XEKAM
BRIXENR, ©ELBIE—NEAMyQueueH EBAFILE 256 KB L EWFRTEI, &fF , RBRRIZH
B, BEAXZEENGEER , REMRIZES. AIIRFER.

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

*

* https://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

import com.amazon.sgs.javamessaging.AmazonSQSExtendedClient;
import com.amazon.sgs.javamessaging.ExtendedClientConfiguration;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.*;

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqgs.AmazonSQSClientBuilder;

import com.amazonaws.services.sgs.model.*;

import org.joda.time.DateTime;

import org.joda.time.format.DateTimeFormat;

import java.util.Arrays;
import java.util.List;
import java.util.UUID;

public class SQSExtendedClientExample {
// Create an Amazon S3 bucket with a random name.

private final static String S3_BUCKET NAME = UUID.randomUUID() + "-"
+ DateTimeFormat.forPattern("yyMMdd-hhmmss").print(new DateTime());
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public static void main(String[] args) {

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see
* Creating Service Clients in the Amazon SDK for Java Developer Guide.
*/

final AmazonS3 s3 = AmazonS3ClientBuilder.defaultClient();

/*
* Set the Amazon S3 bucket name, and then set a lifecycle rule on the
* bucket to permanently delete objects 14 days after each object's
* creation date.

*/
final BucketLifecycleConfiguration.Rule expirationRule =
new BucketLifecycleConfiguration.Rule();
expirationRule.withExpirationInDays(14).withStatus("Enabled");
final BucketLifecycleConfiguration lifecycleConfig =
new BucketLifecycleConfiguration().withRules(expirationRule);

// Create the bucket and allow message objects to be stored in the bucket.
s3.createBucket(S3_BUCKET_NAME);
s3.setBucketLifecycleConfiguration(S3_BUCKET_NAME, lifecycleConfig);
System.out.println("Bucket created and configured.");

/*
* Set the Amazon SQS extended client configuration with large payload
* support enabled.

*/
final ExtendedClientConfiguration extendedClientConfig =
new ExtendedClientConfiguration()
.withLargePayloadSupportEnabled(s3, S3_BUCKET_NAME);

final AmazonSQS sgsExtended =
new AmazonSQSExtendedClient(AmazonSQSClientBuilder
.defaultClient(), extendedClientConfig);

/*
* Create a long string of characters for the message object which will
* be stored in the bucket.

*/

int stringLength = 300000;

char[] chars = new char[stringLength];

Arrays.fill(chars, 'x');

final String myLongString = new String(chars);

// Create a message queue for this example.
final String QueueName = "MyQueue" + UUID.randomUUID().toString();
final CreateQueueRequest createQueueRequest =
new CreateQueueRequest(QueueName);
final String myQueueUrl = sgsExtended
.createQueue(createQueueRequest).getQueuelrl();
System.out.println("Queue created.");

// Send the message.
final SendMessageRequest myMessageRequest =

new SendMessageRequest(myQueueUrl, myLongString);
sgsExtended.sendMessage(myMessageRequest);
System.out.println("Sent the message.");

// Receive the message.

final ReceiveMessageRequest receiveMessageRequest =
new ReceiveMessageRequest(myQueueUrl);

List<Message> messages = sgsExtended
.receiveMessage(receiveMessageRequest).getMessages();
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// Print information about the message.

for (Message message : messages) {
System.out.println("\nMessage received.");
System.out.println(" ID: " + message.getMessageId());

System.out.println(" Receipt handle: " + message.getReceiptHandle());

System.out.println(" Message body (first 5 characters): "
+ message.getBody().substring(0, 5));
}

// Delete the message, the queue, and the bucket.

final String messageReceiptHandle = messages.get(0).getReceiptHandle();

sgsExtended.deleteMessage(new DeleteMessageRequest(myQueueUrl,
messageReceiptHandle));

System.out.println("Deleted the message.");

sgsExtended.deleteQueue(new DeleteQueueRequest(myQueueUrl));
System.out.println("Deleted the queue.");

deleteBucketAndAllContents(s3);
System.out.println("Deleted the bucket.");

}

private static void deleteBucketAndAllContents(AmazonS3 client) {
ObjectListing objectListing = client.listObjects(S3_BUCKET NAME);

while (true) {
for (S30bjectSummary objectSummary : objectListing
.getObjectSummaries()) {
client.deleteObject(S3_BUCKET_NAME, objectSummary.getKey());

}

if (objectListing.isTruncated()) {
objectListing = client.listNextBatchOfObjects(objectListing);
} else {
break;
}
}

final VersionListing list = client.listVersions(
new ListVersionsRequest().withBucketName(S3_BUCKET NAME));

for (S3VersionSummary s : list.getVersionSummaries()) {
client.deleteVersion(S3_BUCKET NAME, s.getKey(), s.getVersionId());

}

client.deleteBucket(S3_BUCKET_ NAME);
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FH JMS Ml Amazon SQS

Amazon SQS Java Message Service (JMS) #02 Amazon SQS # Java Message Service (JMS) #0 ,
AiLEEEER JMS R AR S FA Amazon SQS. FIAED , MABBEERENAFAE IMS
REEF. SLKRAmazon SDK for Java , A LABIEE JIMS EZEMEUK S Amazon SQS BA %2 B W % H
BEHREZENMERE,

B XIFRIE JMS 1.1 FSEHBASERMR (IMS R RER ) ; XIFFHNA, FHIXNKELRLSRIEE
Amazon SQS BA%l, EXFRFRFRTEBHR,

AxXIE IMS 1.1 HBH Amazon SQS Java Message FERIIAEIE R |, S M JMS 1.1 3£
#E (p. 89)FAmazon SQS & I [a &
E3 ]
. FREZAM (p. 68)
« FFEAERA Amazon SQS Java SEEJE (p. 69)
« f# Amazon SQS Java Message Service (JMS) & F i 5 H M Amazon SQS BFIREL S A (p. 74)
+ SEBRAT A Java R~ . EEFEA IMS SAmazon SQS FRAERFI (p. 75)
. ERH IMS 1.1 4 (p. 89)

h A2
FoRFZ A
EFFRZH , BATUHE R T BREH
« AT JavaIF XTI ES
ENFMREN S RN SDK for Java @EETEH
» TE %% SDK for Javao

+ {8 Maven 3kHl Amazon SQS Java B2 E,
Note

SDK for Java fE8 — MBI EHEN,
XEXEHA  EAT Java WITF X TEAAmazon SQSEAT Java WY BRFiREERER
J2SE Daving Kit 8.0 RNE SR,
BXT# SDKfor Java WEE , BSRERT Java WA T ES.
» Amazon SQS Java HEFE

WMRKRFEH Maven , M AJ0fF amazon-sgs-java-messaging-lib. jar BFEHRME] Java EEKE
B, BXTHEENER , HZMAmazon SQS Java HEFE.

Note

Amazon SQS Java SEEFESEU T NEMN L IHMSpring HEZE.

BXRBEH Maven, Spring Framework 1 Amazon SQS Java SHEENRE R , HSFEEERT
AW Java =~ : £E5ER JMS EAmazon SQS #rERAF (p. 75).

<dependency>
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<groupId>com.amazonaws</groupId>
<artifactId>amazon-sgs-java-messaging-lib</artifactId>
<version>1.0.4</version>
<type>jar</type>

</dependency>

« Amazon SQS BA %l

15 F 812 B\ 5|Amazon Web Services Management ConsoleXf T Amazon SQS , CreateQueueAP| B
Amazon SQS Java Messing Library 8% 78 Amazon SQS & F ifi.

« Bx# A Amazon SQS &IERAFIHI 5 B Amazon Web Services Management Console=}
#EcreateQueueAPI , HESFEBIENT] (p. 11).

« BX#EH Amazon SQS Java SEEEMNEER , SR EER Amazon SQS Java B EFE (p. 69).

FF4E A Amazon SQS Java SEHEE

EFF A Java HEIRS (JMS) 5 Amazon SQS £&EA , BEAXTHHRBRA, UTED NEWA
B IMS EEMSE LR A 2E FIEPOE R,

Amazon SQS Java HEEFREEMNITEH Amazon SQS BEF HEFNREKE Amazon SQS AIIZEEF#E.
MRZAINTEFE , ERRGHEIETE,

Bl JMS E#

1. BIBERI HXZI AR createConnection Fik,

// Create a new connection factory with all defaults (credentials and region) set
automatically
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(

new ProviderConfiguration(),

AmazonSQSClientBuilder.defaultClient()

H

// Create the connection.
SQSConnection connection = connectionFactory.createConnection();

sgsconnection X javax.jms.Connection HITTH E. BRT JMS bRAEE
EHE | sosConnection BRMEAM— L% | HlI getAmazonsgsclient Fl
getWrappedAmazonSQSClient, XHIITEEALERITAREIERE IMS FEHNEERERE , Hling)
BHEAS, {BR , getWrappedAmazonSQSClient AL IR L AIEREMFE A Amazon SQS & F ik
BERK, ZBEEFEEFRINENRERTN JuSException , NTTLEFAEE JMsException
RENNERBESEHERAZRE,

2. RULEAMNREMNEF RN RgetAmazonsgsclientMgetWrappedAmazonsSQSclientRKMITHR
TEE IMS FEFHEERME (flan , ATLALIE Amazon SQS BAF )

MREZBNENRBEE IMS BE , MR getWrappedAmazonsQsClient :

- MREMFEA getWrappedAmazonsosclient , MIREIHWEFHN REFAEREELTR IMS 7
iy
Po

o MREHEMFEHAgetAmazonspsclient , MXLERE N £EH Amazon SQS R E,

#2122 Amazon SQS BA %

BENEFHENRGRERBEE Amazon SQS fAF,
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WMRRIIFFE , BEFHECIRT. WRAGIFE , WZDEFQIBEEMAE, BXESEER,
TextMessageSender.java, (p. 77) REIFH“RIFEFE RIS —T5,

Bl PR AERA B

ESH

// Get the wrapped client
AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

// Create an SQS queue named MyQueue, if it doesn't already exist
if (!client.queueExists("MyQueue")) {
client.createQueue("MyQueue");

}

212 FIFO A%

// Get the wrapped client
AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

// Create an Amazon SQS FIFO queue named MyQueue.fifo, if it doesn't already exist
if (!client.queueExists("MyQueue.fifo")) {
Map<String, String> attributes = new HashMap<String, String>();
attributes.put("FifoQueue", "true");
attributes.put("ContentBasedDeduplication", "true");
client.createQueue(new
CreateQueueRequest().withQueueName("MyQueue.fifo").withAttributes(attributes));
}

Note

FIFO BABIM B FRAUBUA . fifof5 e
B X CcontentBasedDeduplication BMHHNEZER , BSH WY —XLE (p. 30).

B KiEHE

1. EFEMEM Amazon SQS AFIEZRER | B - MEANESSME IMS £
i, AUTO_ACKNOWLEDGERE R,

// Create the nontransacted session with AUTO_ACKNOWLEDGE mode
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

2. ATARFIREXAHEE , FolE2— IMS RIFRRFEEIEE,

// Create a queue identity and specify the queue name to the session
Queue queue = session.createQueue("MyQueue");

// Create a producer for the 'MyQueue'
MessageProducer producer = session.createProducer(queue);

3. BIERXABEIHFERIEING,
- ERFOERRSIRIEEER. , BEFRETAEHMESH,

// Create the text message
TextMessage message = session.createTextMessage("Hello World!");

// Send the message
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producer.send(message);
System.out.println("JMS Message " + message.getJMSMessageID());

- E@ FIFO RAFIKIZHE , BIIREHEEA ID, BHEALIREHSESHIEMER ID. BXEZEE
BSH KBARIE (p. 29),

// Create the text message
TextMessage message = session.createTextMessage("Hello World!");

// Set the message group ID
message.setStringProperty("JMSXGroupID", "Default");

// You can also set a custom message deduplication ID
// message.setStringProperty("JMS_SQS_ DeduplicationId", "hello");
// Here, it's not needed because content-based deduplication is enabled for the queue

// Send the message

producer.send(message);

System.out.println("JMS Message " + message.getJMSMessageID());
System.out.println("JMS Message Sequence Number " +
message.getStringProperty("JMS_SQS_SequenceNumber"));

EEZ:30 )=

1.

2.

EERVHEE , TR ISR - MEARE  REEA start B
B LABER N ERBA start Bk, T , FRAEFSTHREFZWCER , EXFARTE %,

// Create a consumer for the 'MyQueue'

MessageConsumer consumer = session.createConsumer(queue);
// Start receiving incoming messages

connection.start();

ERBERN 1 BENER T ZERARAR receive A% , ARHBHKIREERNR,
o EUWREISRBIRERRFIBGERR , B REEN R R,

// Receive a message from 'MyQueue' and wait up to 1 second
Message receivedMessage = consumer.receive(1000);

// Cast the received message as TextMessage and display the text
if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());

}

« EWREIKRHE FIFO ABIREEE , BALLUFREEN A RMEMISET FIFO WEEREM |, flIER
4 ID, HEESHEMER ID MFEIE. BXEZER , HSH <BRIE (p. 29),

// Receive a message from 'MyQueue' and wait up to 1 second
Message receivedMessage = consumer.receive(1000);

// Cast the received message as TextMessage and display the text
if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());
System.out.println("Group id: " +
receivedMessage.getStringProperty("IJMSXGroupID"));
System.out.println("Message deduplication id: " +
receivedMessage.getStringProperty("JIJMS_SQS_DeduplicationId"));
System.out.println("Message sequence number: " +
receivedMessage.getStringProperty("JIJMS_SQS_SequenceNumber"));
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3.

}

RAEEN2TE,

// Close the connection (and the session).
connection.close();

MHEEERUTUTHR

JMS Message ID:8example-588b-44e5-bbcf-d8l6example2
Received: Hello World!

Note

& BUE A Spring Framework #1816 34 R,

BEXxHMEER , 5 H springExampleConfiguration.xml, SpringExample.java , M
K Exampleconfiguration.javaZlsn F# ExampleCommon. java Fl SEFRAI AR Java R4l :
AR JMS 5EAmazon SQS #RERRT (p. 75) REVE BB BIRE F K,

BREENBURNROTERY , S/ TextMessageSender.java. (p. 77)
SyncMessageReceiver.java, (p. 78)o

=
>t

SEWCER

£ FFiafEA Amazon SQS Java B EFE (p. 69)F M RHlH |, HEKIEE MyQueue HEFEK,

BAR 7R Bl 97 48 o AT 5 s AT 2R S P B KUH 2o

1.

£ MessageListener M,

class MyListener implements MessageListener {

@Override
public void onMessage(Message message) {
try {
// Cast the received message as TextMessage and print the text to screen.
System.out.println("Received: " + ((TextMessage) message).getText());

} catch (JMSException e) {
e.printStackTrace();

}

EWEEER , A onMessage EOM MessageListener Fik, EUISITEIEH G | MHREEHE
BRI,
3 receive RUMEHHEBEFEAZHEELIEE , MARNEAEZEENEA MyListener 5k, T&ES
EHF—We.

// Create a consumer for the 'MyQueue'.
MessageConsumer consumer = session.createConsumer(queue);

// Instantiate and set the message listener for the consumer.
consumer.setMessageListener(new MyListener());

// Start receiving incoming messages.
connection.start();
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// Wait for 1 second. The listener onMessage() method is invoked when a message is
received.
Thread.sleep(1000);

HR{|SB®E FFa#E A Amazon SQS Java SEEE (p. 69)REIGMSEIEE, EXxREFEAENTER
5l , & FAasyncMessageReceiver. java® iy SZFRAI A Java =™l - £&#E /A JMS 5Amazon SQS
PRAERRF (p. 75)0

LR BIE a HRFEUATRERELL

JMS Message ID:8example-588b-44e5-bbcf-d8l6example2
Received: Hello World!

=1 Ll > == >
FRAEFIREIAER
AR Y R BIFF A E F Amazon SQS Java SEEE (p. 69)EFAUTO_ACKNOWLEDGERE R, , ZERX S BZHEIA
KEINEFER ( Htb&MBASIHBIBRE Amazon SQS ) .

1. ETHEABREFERNBINVER , MAMLIEES CLIENT ACKNOWLEDGE RIAM&F,

// Create the non-transacted session with CLIENT ACKNOWLEDGE mode.
Session session = connection.createSession(false, Session.CLIENT_ ACKNOWLEDGE);

2. WEGHER , EREE , REEXBINEE.

// Cast the received message as TextMessage and print the text to screen. Also
acknowledge the message.

if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());
receivedMessage.acknowledge();
System.out.println("Acknowledged: " + message.getJMSMessageID());
}
Note

EUEXT , HWAEZHEN , H2BAWANEZES 2 REINAEHEE. 6l , mRK
F 10 FOEE , WRHIASE 10 FHE (REBEVCHENIF) , REELWEIALMHMA 9 &H
2o

HRPBWE F1aER Amazon SQS Java EEFE (p. 69) REIFHWSERIEE. AXEEEFHBEIAMERMN
RLEAENTERS , HSHsyncMessageReceiverClientAcknowledge. javadf #9 SEFR A AR
Java Rf : £E&6EH JMS 5Amazon SQS #REBAF (p. 75).

B RPIE R E AT RERLL

JMS Message ID:4example-aalOe-403f-bédf-5e02example5
Received: Hello World!
Acknowledged: ID:4example-aaOe-403f-bé6df-5e02example5

ERTFEIAMER

EE M CLIENT_ACKNOWLEDGE AN , FMEFRINEERBINGEEZTIKEINFEEE. BXESZE
B BsH EAFFHEIMER (p. 73).
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Amazon SQS Java EEERM S —fiEiAER ., £ UNORDERED_ACKNOWLEDGE R A , & i/
BHERNBAKZINRAEEE , FTEHEWERRFNM, ALt , F6E A UNORDERED_ACKNOWLEDGE &I
BIELE,

// Create the non-transacted session with UNORDERED_ACKNOWLEDGE mode.
Session session = connection.createSession(false, SQSSession.UNORDERED ACKNOWLEDGE);

HRIRE FHAEF K iﬁlﬂfi‘t (p. 73)RHIP ML EAERE, HXEH UNORDERED ACKNOWLEDGE 1H3
WERILSFERAENTERS , 5[ syncMessageReceiverUnorderedAcknowledge. javas

B RGI R B R S AT AU

JMS Message ID:dexample-73ad-4adb-bc6c-4357example?
Received: Hello World!
Acknowledged: ID:dexample-73ad-4adb-bc6c-4357example?

4“' Amazon SQS Java I\/Iessage Service (JMS) &F°
w5 H At Amazon SQS EFimEl S fERA

# Amazon SQS Java Message Service (JMS) & i 5 AmazoniF & T EE 4 Amazon SQS JEE K/ R
#179 256 KB, T , &0 LAEAET Amazon SQS FFHAIE JMS RERF. fHlan , AT EUF IMS Client
5 Amazon SQS T BEFWEEREER , LAIESEI Amazon S3 FHEEAE ( %Kﬂ] 2GB) #5|H
B Amazon SQS 8. BXESEL | S (£HAmazon S3 EE A Amazon SQS & (p. 64)o

R Java REROFRT RE S IRESIE JMS RIERET

AmazonS3 s3 = new AmazonS3Client(credentials);
Region s3Region = Region.getRegion(Regions.US_WEST_2);
s3.setRegion(s3Region);

// Set the Amazon S3 bucket name, and set a lifecycle rule on the bucket to

// permanently delete objects a certain number of days after each object's creation date.
// Next, create the bucket, and enable message objects to be stored in the bucket.
BucketLifecycleConfiguration.Rule expirationRule = new BucketLifecycleConfiguration.Rule();
expirationRule.withExpirationInDays(14).withStatus("Enabled");

BucketLifecycleConfiguration lifecycleConfig = new
BucketLifecycleConfiguration().withRules(expirationRule);

s3.createBucket(s3BucketName);
s3.setBucketLifecycleConfiguration(s3BucketName, lifecycleConfig);
System.out.println("Bucket created and configured.");

// Set the SQS extended client configuration with large payload support enabled.
ExtendedClientConfiguration extendedClientConfig = new ExtendedClientConfiguration()
.withLargePayloadSupportEnabled(s3, s3BucketName);

AmazonSQS sgsExtended = new AmazonSQSExtendedClient(new AmazonSQSClient(credentials),
extendedClientConfig);

Region sgsRegion = Region.getRegion(Regions.US_WEST_2);
sqsExtended.setRegion(sgsRegion);

BUF Java REGROIGFOIRERT -

// Create the connection factory using the environment variable credential provider.
// Pass the configured Amazon SQS Extended Client to the JMS connection factory.
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SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
sgsExtended
)i

// Create the connection.
SQSConnection connection = connectionFactory.createConnection();

SEBRAI A/ Java ="l £EEA JMS EAmazon
SQS FRAERAFI

DUTFRBREERNMALEEFER Java HERS (JMS) 5 Amazon SQS #r ARSI, BXRAER FIFO RAFINE
ZEE B3R, 8/ FIFO BFI (p. 70), BEFEEHEE (p. 70), MESEYCEE (p. 71). (EHE
WoH BRI AHE A FAR#BRTIR FIFO RAFl, {ER , FIFO BAFIFHEE S EEZEM. )

ExampleConfiguration.java,

BT Java KIBROIRES AT HM Java ROIGERIABRSIBFR, XFMFIE,

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

*

* https://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

public class ExampleConfiguration {
public static final String DEFAULT_ QUEUE_NAME = "SQSJMSClientExampleQueue";

public static final Region DEFAULT_ REGION = Region.getRegion(Regions.US_EAST 2);
private static String getParameter( String args[], int i ) {

if( 1 + 1 >= args.length ) {
throw new IllegalArgumentException( "Missing parameter for " + args[i] );

ieturn args[i+1];
}
/**
* Parse the command line and return the resulting config. If the config parsing fails
* print the error and the usage message and then call System.exit
*
* @param app the app to use when printing the usage string
* @param args the command line arguments
* @return the parsed config
*/
public static ExampleConfiguration parseConfig(String app, String args[]) {

try {
return new ExampleConfiguration(args);
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} catch (IllegalArgumentException e) {

System.err.println( "ERROR: " + e.getMessage() );

System.err.println();

System.err.println( "Usage: " + app + " [--queue <queue>] [--region <region>]
[--credentials <credentials>] ");

System.err.println( " or" );

System.err.println( " " + app + " <spring.xml>" );

System.exit(-1);
return null;

}

private ExampleConfiguration(String args[]) {
for( int i = 0; i < args.length; ++i ) {
String arg = args[i];
if( arg.equals( "--queue" ) ) {
setQueueName(getParameter(args, i));
i++;
} else if( arg.equals( "--region" ) ) {
String regionName = getParameter(args, i);
try {
setRegion(Region.getRegion(Regions.fromName(regionName)));
} catch( IllegalArgumentException e ) {
throw new IllegalArgumentException( "Unrecognized region " +
regionName );

}
i++;

} else if( arg.equals( "--credentials" ) ) {
String credsFile = getParameter(args, i);
try {

setCredentialsProvider( new
PropertiesFileCredentialsProvider(credsFile) );
} catch (AmazonClientException e) {
throw new IllegalArgumentException("Error reading credentials from " +
credsFile, e );
}
1++;
} else {
throw new IllegalArgumentException("Unrecognized option " + arg);

}
¥

private String queueName = DEFAULT_QUEUE_NAME;

private Region region = DEFAULT_REGION;

private AWSCredentialsProvider credentialsProvider = new
DefaultAWSCredentialsProviderChain();

public String getQueueName() {
return queueName;

}

public void setQueueName(String queueName) {
this.queueName = queueName;

}

public Region getRegion() {
return region;

}

public void setRegion(Region region) {
this.region = region;

}

public AWSCredentialsProvider getCredentialsProvider() {
return credentialsProvider;
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TextMessageSender.java,

}

public void setCredentialsProvider(AWSCredentialsProvider credentialsProvider) {
// Make sure they're usable first
credentialsProvider.getCredentials();
this.credentialsProvider = credentialsProvider;

TextMessageSender.java,

BUF Java REGRBIGIENAHBGIEE,

*

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

*

* https://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

public class TextMessageSender {
public static void main(String args[]) throws JMSException {
ExampleConfiguration config = ExampleConfiguration.parseConfig("TextMessageSender",
args);

ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

H

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);
MessageProducer producer =

session.createProducer( session.createQueue( config.getQueueName() ) );

sendMessages(session, producer);
// Close the connection. This closes the session automatically
connection.close();

System.out.println( "Connection closed" );

}

private static void sendMessages( Session session, MessageProducer producer ) {
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SyncMessageReceiver.java,

BufferedReader inputReader = new BufferedReader(
new InputStreamReader( System.in, Charset.defaultCharset() ) );

try {
String input;
while( true ) {

System.out.print( "Enter message to send (leave empty to exit): " );
input = inputReader.readLine();
if( input == null || input.equals("" ) ) break;

TextMessage message = session.createTextMessage(input);
producer.send(message);
System.out.println( "Send message " + message.getJMSMessageID() );
}
} catch (EOFException e) {
// Just return on EOF
} catch (IOException e) {

System.err.println( "Failed reading input: " + e.getMessage() );
} catch (JMSException e) {
System.err.println( "Failed sending message: " + e.getMessage() );

e.printStackTrace();

SyncMessageReceiver.java,

BUF Java REBREIGIEE LS HEERE,

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

*

* https://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

public class SyncMessageReceiver {
public static void main(String args[]) throws JMSException {
ExampleConfiguration config = ExampleConfiguration.parseConfig("SyncMessageReceiver",
args);

ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

H

// Create the connection
SQSConnection connection = connectionFactory.createConnection();
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// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( config.getQueueName() ) );

connection.start();
receiveMessages(session, consumer);

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

}

private static void receiveMessages( Session session, MessageConsumer consumer ) {
try {
while( true ) {
System.out.println( "Waiting for messages");
// Wait 1 minute for a message
Message message = consumer.receive(TimeUnit.MINUTES.toMillis(1));

if( message == null ) {
System.out.println( "Shutting down after 1 minute of silence" );
break;

}

ExampleCommon.handleMessage(message);
message.acknowledge();
System.out.println( "Acknowledged message " + message.getJMSMessageID() );

}
} catch (JMSException e) {
System.err.println( "Error receiving from SQS: " + e.getMessage() );
e.printStackTrace();
}
}
}

AsyncMessageReceiver.java,

LR Java REBRBIGIEFR LS HBERE,

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

*

* https://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*

/

public class AsyncMessageReceiver {
public static void main(String args[]) throws JMSException, InterruptedException {
ExampleConfiguration config =
ExampleConfiguration.parseConfig("AsyncMessageReceiver", args);
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ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( config.getQueueName() ) );

// No messages are processed until this is called
connection.start();

ReceiverCallback callback = new ReceiverCallback();
consumer.setMessageListener( callback );

callback.waitForOneMinuteOfSilence();
System.out.println( "Returning after one minute of silence" );

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

private static class ReceiverCallback implements MessageListener {
// Used to listen for message silence
private volatile long timeOfLastMessage = System.nanoTime();

public void waitForOneMinuteOfSilence() throws InterruptedException {
for(;;) {
long timeSinceLastMessage = System.nanoTime() - timeOfLastMessage;
long remainingTillOneMinuteOfSilence =
TimeUnit.MINUTES.toNanos(1l) - timeSinceLastMessage;
if( remainingTillOneMinuteOfSilence < 0 ) {

break;
}
TimeUnit.NANOSECONDS.sleep(remainingTillOneMinuteOfSilence);
}
}
@Override
public void onMessage(Message message) {
try {
ExampleCommon.handleMessage(message);
message.acknowledge();
System.out.println( "Acknowledged message " + message.getJMSMessageID() );
timeOfLastMessage = System.nanoTime();
} catch (JMSException e) {
System.err.println( "Error processing message: " + e.getMessage() );
e.printStackTrace();
}
}
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‘ }

SyncMessageReceiverClientAcknowledge.java,

KT Java R RHIBIZEREFimBANEXNESERE,

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

*

* https://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

/**

* An example class to demonstrate the behavior of CLIENT ACKNOWLEDGE mode for received
messages. This example

* complements the example given in {@link SyncMessageReceiverUnorderedAcknowledge} for
UNORDERED_ACKNOWLEDGE mode.

*

* First, a session, a message producer, and a message consumer are created. Then, two
messages are sent. Next, two messages

* are received but only the second one is acknowledged. After waiting for the visibility
time out period, an attempt to

* receive another message is made. It's shown that no message is returned for this attempt
since in CLIENT_ACKNOWLEDGE mode,

* as expected, all the messages prior to the acknowledged messages are also acknowledged.
*

* This ISN'T the behavior for UNORDERED_ACKNOWLEDGE mode. Please see {@link
SyncMessageReceiverUnorderedAcknowledge}

* for an example.

*/

public class SyncMessageReceiverClientAcknowledge {

// Visibility time-out for the queue. It must match to the one set for the queue for
this example to work.
private static final long TIME_OUT_SECONDS = 1;

public static void main(String args[]) throws JMSException, InterruptedException {
// Create the configuration for the example
ExampleConfiguration config =
ExampleConfiguration.parseConfig("SyncMessageReceiverClientAcknowledge", args);

// Setup logging for the example
ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

H

// Create the connection
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SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session with client acknowledge mode
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

// Create the producer and consume

MessageProducer producer =
session.createProducer(session.createQueue(config.getQueueName()));

MessageConsumer consumer =
session.createConsumer(session.createQueue(config.getQueueName()));

// Open the connection
connection.start();

// Send two text messages
sendMessage(producer, session, "Message 1");
sendMessage(producer, session, "Message 2");

// Receive a message and don't acknowledge it
receiveMessage(consumer, false);

// Receive another message and acknowledge it
receiveMessage(consumer, true);

// Wait for the visibility time out, so that unacknowledged messages reappear in
the queue

System.out.println("Waiting for visibility timeout...");

Thread.sleep(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

// Attempt to receive another message and acknowledge it. This results in receiving
no messages since

// we have acknowledged the second message. Although we didn't explicitly
acknowledge the first message,

// in the CLIENT_ ACKNOWLEDGE mode, all the messages received prior to the
explicitly acknowledged message

// are also acknowledged. Therefore, we have implicitly acknowledged the first
message.

receiveMessage(consumer, true);

// Close the connection. This closes the session automatically
connection.close();
System.out.println("Connection closed.");

/**
* Sends a message through the producer.
*
* @param producer Message producer
* @param session Session
* @param messageText Text for the message to be sent
* @throws JMSException
*/
private static void sendMessage(MessageProducer producer, Session session, String
messageText) throws JMSException {
// Create a text message and send it
producer.send(session.createTextMessage(messageText));

/**

* Receives a message through the consumer synchronously with the default timeout
(TIME_OUT_SECONDS).

* If a message is received, the message is printed. If no message is received, "Queue
is empty!" is
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* printed.
*
* @param consumer Message consumer
* @param acknowledge If true and a message is received, the received message is
acknowledged.
* @throws JMSException
*/
private static void receiveMessage(MessageConsumer consumer, boolean acknowledge)
throws JMSException {
// Receive a message
Message message = consumer.receive(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

if (message == null) {
System.out.println("Queue is empty!");

} else {
// Since this queue has only text messages, cast the message object and print

the text

System.out.println("Received: " + ((TextMessage) message).getText());
// Acknowledge the message if asked
if (acknowledge) message.acknowledge();

}

}

SyncMessageReceiverUnorderedAcknowledge.javas
KT Java RBREIGIBREELEFBRIAMEXNERLSEAE,

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

*

* https://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

/**

* An example class to demonstrate the behavior of UNORDERED_ ACKNOWLEDGE mode for received
messages. This example

* complements the example given in {@link SyncMessageReceiverClientAcknowledge} for
CLIENT_ACKNOWLEDGE mode.

*

* First, a session, a message producer, and a message consumer are created. Then, two
messages are sent. Next, two messages

* are received but only the second one is acknowledged. After waiting for the visibility
time out period, an attempt to

* receive another message is made. It's shown that the first message received in the prior
attempt is returned again

* for the second attempt. In UNORDERED_ACKNOWLEDGE mode, all the messages must be
explicitly acknowledged no matter what

* the order they're received.

*

* This ISN'T the behavior for CLIENT_ ACKNOWLEDGE mode. Please see {@link
SyncMessageReceiverClientAcknowledge}

* for an example.
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*/

public class SyncMessageReceiverUnorderedAcknowledge {

// Visibility time-out for the queue. It must match to the one set for the queue for
this example to work.
private static final long TIME_OUT_SECONDS = 1;

public static void main(String args[]) throws JMSException, InterruptedException {
// Create the configuration for the example
ExampleConfiguration config =
ExampleConfiguration.parseConfig("SyncMessageReceiverUnorderedAcknowledge", args);

// Setup logging for the example
ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

H

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session with unordered acknowledge mode
Session session = connection.createSession(false,
SQSSession.UNORDERED_ACKNOWLEDGE);

// Create the producer and consume

MessageProducer producer =
session.createProducer(session.createQueue(config.getQueueName()));

MessageConsumer consumer =
session.createConsumer(session.createQueue(config.getQueueName()));

// Open the connection
connection.start();

// Send two text messages
sendMessage(producer, session, "Message 1");
sendMessage(producer, session, "Message 2");

// Receive a message and don't acknowledge it
receiveMessage(consumer, false);

// Receive another message and acknowledge it
receiveMessage(consumer, true);

// Wait for the visibility time out, so that unacknowledged messages reappear in
the queue

System.out.println("Waiting for visibility timeout...");

Thread.sleep(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

// Attempt to receive another message and acknowledge it. This results in receiving
the first message since

// we have acknowledged only the second message. In the UNORDERED_ACKNOWLEDGE mode,
all the messages must

// be explicitly acknowledged.

receiveMessage(consumer, true);

// Close the connection. This closes the session automatically
connection.close();
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System.out.println("Connection closed.");

}
/**
* Sends a message through the producer.
*
* @param producer Message producer
* @param session Session
*

@param messageText Text for the message to be sent
* @throws JMSException
*/
private static void sendMessage(MessageProducer producer, Session session, String
messageText) throws JMSException {
// Create a text message and send it
producer.send(session.createTextMessage(messageText));

}

/**
* Receives a message through the consumer synchronously with the default timeout
(TIME_OUT_SECONDS).
* If a message is received, the message is printed. If no message is received, "Queue
is empty!" is
* printed.
*
* @param consumer Message consumer
* @param acknowledge If true and a message is received, the received message is
acknowledged.
* @throws JMSException
*/
private static void receiveMessage(MessageConsumer consumer, boolean acknowledge)
throws JMSException {
// Receive a message
Message message = consumer.receive(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

if (message == null) {
System.out.println("Queue is empty!");

} else {
// Since this queue has only text messages, cast the message object and print

the text

System.out.println("Received: " + ((TextMessage) message).getText());
// Acknowledge the message if asked
if (acknowledge) message.acknowledge();

}

}

SpringExampleConfiguration.xml

BT XML X553 R4 2 SpringExample.java, (p. 86) # Bean B & X4,

<!--
Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0
or in the "license" file accompanying this file. This file is distributed

on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
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permissions and limitations under the License.
-——>

<?xml version="1.0" encoding="UTF-8"7?>
<beans
xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:util="http://www.springframework.org/schema/util"
xmlns:p="http://www.springframework.org/schema/p"
xsi:schemaLocation="
http://www.springframework.org/schema/beans http://www.springframework.org/schema/
beans/spring-beans-3.0.xsd
http://www.springframework.org/schema/util http://www.springframework.org/schema/
util/spring-util-3.0.xsd
">

<bean id="CredentialsProviderBean"
class="com.amazonaws.auth.DefaultAWSCredentialsProviderChain"/>

<bean id="ClientBuilder" class="com.amazonaws.services.sqgs.AmazonSQSClientBuilder"
factory-method="standard">
<property name="region" value="us-east-2"/>
<property name="credentials" ref="CredentialsProviderBean"/>
</bean>

<bean id="ProviderConfiguration"
class="com.amazon.sqs.javamessaging.ProviderConfiguration">
<property name="numberOfMessagesToPrefetch" value="5"/>
</bean>

<bean id="ConnectionFactory" class="com.amazon.sgs.javamessaging.SQSConnectionFactory">
<constructor-arg ref="ProviderConfiguration" />
<constructor-arg ref="ClientBuilder" />

</bean>

<bean id="Connection" class="javax.jms.Connection"
factory-bean="ConnectionFactory"
factory-method="createConnection"
init-method="start"
destroy-method="close" />

<bean id="QueueName" class="java.lang.String">
<constructor-arg value="SQSJIJMSClientExampleQueue" />
</bean>
</beans>

SpringExample.java,

BT Java X8 R I6E A Bean B E X HRAVMILEHTT R,

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

*

* https://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

*

permissions and limitations under the License.
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*

*/

public class SpringExample {
public static void main(String args[]) throws JMSException {
if( args.length != 1 || !args[0].endsWith(".xml")) {
System.err.println( "Usage: " + SpringExample.class.getName() + " <spring
config.xml>" );
System.exit(1);

File springFile = new File( args[0] );

if( !springFile.exists() || !springFile.canRead() ) {
System.err.println( "File " + args[0] + " doesn't exist or isn't readable.");
System.exit(2);

ExampleCommon.setupLogging();

FileSystemXmlApplicationContext context =
new FileSystemXmlApplicationContext( "file://" +
springFile.getAbsolutePath() );

Connection connection;
try |
connection = context.getBean(Connection.class);
} catch( NoSuchBeanDefinitionException e ) {
System.err.println( "Can't find the JMS connection to use: " +
e.getMessage() );
System.exit(3);
return;

String queueName;
try |
queueName = context.getBean("QueueName", String.class);
} catch( NoSuchBeanDefinitionException e ) {
System.err.println( "Can't find the name of the queue to use: " +
e.getMessage() );
System.exit(3);
return;

if( connection instanceof SQSConnection ) {
ExampleCommon.ensureQueueExists( (SQSConnection) connection, queueName );

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

MessageConsumer consumer =
session.createConsumer( session.createQueue( queueName) );

receiveMessages(session, consumer);

// The context can be setup to close the connection for us
context.close();
System.out.println( "Context closed" );

private static void receiveMessages( Session session, MessageConsumer consumer ) {
try |
while( true ) {
System.out.println( "Waiting for messages");
// Wait 1 minute for a message
Message message = consumer.receive(TimeUnit.MINUTES.toMillis(1));
if( message == null ) {
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System.out.println( "Shutting down after 1 minute of silence" );
break;

}

ExampleCommon.handleMessage(message);

message.acknowledge();

System.out.println( "Acknowledged message" );

}
} catch (JMSException e) {
System.err.println( "Error receiving from SQS: " + e.getMessage() );

e.printStackTrace();

ExampleCommon.java,

BAF Java RIBRHIE £ EE Amazon SQS IR BFE , MRETHEE , MEE—1, ©EBERFBARAIE
MR,

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

*

* https://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*

/

public class ExampleCommon {
/**
* A utility function to check the queue exists and create it if needed. For most
* use cases this is usually done by an administrator before the application is run.
*/
public static void ensureQueueExists(SQSConnection connection, String queueName) throws
JMSException {
AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

/**
* In most cases, you can do this with just a createQueue call, but GetQueueUrl
* (called by queueExists) is a faster operation for the common case where the

queue
* already exists. Also many users and roles have permission to call GetQueueUrl
* but don't have permission to call CreateQueue.
*/
if( !client.queueExists(queueName) ) {

client.createQueue( queueName );
}
}

public static void setupLogging() {
// Setup logging
BasicConfigurator.configure();
Logger.getRootLogger().setLevel(Level.WARN);

}

public static void handleMessage(Message message) throws JMSException {
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System.out.println( "Got message " + message.getJMSMessageID() );
System.out.println( "Content: ");
if( message instanceof TextMessage ) {
TextMessage txtMessage = ( TextMessage ) message;
System.out.println( "\t" + txtMessage.getText() );
} else if( message instanceof BytesMessage ){
BytesMessage byteMessage = ( BytesMessage ) message;
// Assume the length fits in an int - SQS only supports sizes up to 256k so
that
// should be true
byte[] bytes = new byte[ (int)byteMessage.getBodyLength()];
byteMessage.readBytes(bytes);
System.out.println( "\t" + Baseé64.encodeAsString( bytes ) );
} else if( message instanceof ObjectMessage ) {
ObjectMessage objMessage = (ObjectMessage) message;
System.out.println( "\t" + objMessage.getObject() );

89 JMS 1.1 2

Amazon SQS Java SHEEZEFEUTHESSHE JMS 1.1. H3% Amazon SQS Java HEEMNISHMINENES
58 | S Amazon SQS & LA &,

XN HZEO

* Connection

* ConnectionFactory
* Destination

* Session

* MessageConsumer

* MessageProducer

XIFRHRRE

* ByteMessage
* ObjectMessage

¢ TextMessage

XFHHEBIAER

+ AUTO_ACKNOWLEDGE

+ CLIENT ACKNOWLEDGE

+ DUPS_OK_ACKNOWLEDGE

+ UNORDERED ACKNOWLEDGE

Note

UNORDERED_ACKNOWLEDGE X AETF JMS 1.1 M3B, MEXAB) Amazon SQS AiF JMS FF
WmERNEIAES,
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JMS E X HFRL TG E

JMS E X FRAMTEE 1%
RIEHEE
EREHEN | ST SRHRRBATRAMEL -

+ JMSXGroupID ( X F FIFO BABIRAFER , I FFERRFIZTAGTFR )
+ JMS_SQS_Deduplicationid ( ¥F FIFO RAFIRTEH , N FHRHERFIZTF AR )

EREBRRE , Amazon SQS FABRERREUTIRANEY

* JMSMessageID
+ JMS_SQS_SequenceNumber ( &M F FIFO BA% )

BEUBCER
EEYCHER | Amazon SQS FAEHERBEUTHRLAMBEM :

* JMSDestination

¢ JMSMessageID

* JMSRedelivered

* JMSXDeliveryCount

+ JMSXGroupID ( SGERF FIFO BRI )

+ JMS_SQS_Deduplicationid ( fGERTF FIFO BA%I )
+ JMS_SQS_SequenceNumber ( fGEHATF FIFO BA%I )
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12 Amazon SQS BA%l (Amazon CloudFormation )

Amazon SQS #H g

BRI AT RENBIZRE Amazon SQS K ZThEEM 451t
E3 ]
+ #]% Amazon SQS BA%l (Amazon CloudFormation ) (p. 91)
o ¥ . M\ Amazon EBVFAE =REE KX E| Amazon SQS BAFI (p. 92)

22 Amazon SQS BA%| (Amazon
CloudFormation )

#&1] BUE A Amazon CloudFormationlZZ Amazon SQS BAFIAYIE4I A JSON ( 2 YAML ) 11k, BEXES
£8 , 25/ . EHAmazon CloudFormationtEiRFAWS : : SOS: : Queue &R HHYAmazon CloudFormation

APigE.
f# F Amazon CloudFormation®lZ Amazon SQS BA %,
1. JFLLF JSON RIBEHIFIE R MyQueue. json ISR, ECIEFRERTD , BE

B&FifoQueueMContentBasedDeduplicationB. BEXETHREANESHENBRNESZER |, &

SRAEY—IXAE (p. 30)0
Note

FIFO BABIHY B FAAIL . £1ifolaRe

{
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Properties": {
"QueueName": "MyQueue.fifo",
"FifoQueue": true,
"ContentBasedDeduplication": true
}I
"Type": "AWS::SQS::Queue"
}
T
"Outputs": {
"QueueName": {
"Description": "The name of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"QueueName"
]
}
T
"QueueURL": {
"Description": "The URL of the queue",
"Value": {
"Ref": "MyQueue"
}
T
"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
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"Fn::GetAtt": [
"MyQueue",
"Arn"

]

}
}
}
}

2. & Amazon CloudFormation & & |, SRR 0IEMER,

3. £ Specify Template (5 E#4R) EHR L , 1% Upload a template file (L&A ERITH) |, EFEHN
MyQueue.json X , RFERE Next (F—F).

4, HEEEENEEFAEFRENE , 8 AMyQueue) T Stack Name , RAFEET—F.
5. 7 Options (EW) WE L , & Next (T —%),
6. 7E Review WMH Lt , i£$% Create ,

Amazon CloudFormation FF #8812 MyQueue #1k , £ /R CREATE_IN_PROGRESS K75, EiHtE=E
SEAJE , Amazon CloudFormation ¥$& R CREATE_COMPLETE &%,

Filter: Active ~ Showing 1 stack
Stack Name Created Time Status Description
MyQueue 2017-02-20 11:38:47 UTC-0800 CREATE_COMPLETE

7. (k) ZERBASINERR, URL F ARN , FEFHERNER , REET —H LEF Outputs T4

#HIE . M Amazon EX\FAE = HEE XA Z|
Amazon SQS BA %I

EAHESR , BRFINTESZ ML AR HEEAIEE Amazon SQS A%, LtREEE—1NEE
Amazon EC2 3=y VPC, Z%3E#l Amazon SQS d#0 VPC KiwT & , AFEEE Amazon EC2 EHI3
58 B %X Amazon SQS RA% , BMERE BN H Internet B FFiEE, BREZER |, 55 Amazon
Virtual Private Cloud S #9Amazon SQS BJAmaz (p. 108).

Important

o B A B2 Amazon Virtual Private Cloud A+ HTTPS Amazon SQS AT Ao
« 1£¥ Amazon SQS Bt E I M Amazon VPC KIXE BN |, X455 AFAHE DNS HIREXIEEL

Jﬁﬁ'lﬂ'f'sqs us—-east-2.amazonaws.com.

+ #\5 DNS FX#EHESZLKIET A |, Bl queue.amazonaws.com B us-

east—-2.queue.amazonaws .CoMo

E3 1]
« 581 : 812 Amazon EC2 key pair (p. 92)
o 8245 : 8l Amazon&JR (p. 93)
- B34 WIAZKW EC2 KBIFA LTI (p. 93)
« % 4 : 7 Amazon SQS 82 Amazon VPC 43T & (p. 94)
« % 5% : MEM Amazon SQS BAFILEEE (p. 95)

58 1% : 8l# Amazon EC2 key pair

—NEBAN L LIEEE Amazon EC2 £fl, B2 - MNATHNEENEREENL EEAN—MATHRERZ
FEENRLERH.
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https://console.amazonaws.cn/cloudformation

Amazon Simple Queue Service FF & A R IEF
$£25 : 81E Amazon &R

EFE|Amazon EC2 24l &
ESMER TWMENZLMT |, EEHHN,
R AEZHAN
ERBBANMEESR , FTFREANEM , MA SQS-VPCE-Tutorial-Key-Pair FHikZR 8|,
BN KRB THAE RPN SQS-VPCE-Tutorial-Key-Pair.pems
Important

o s~ N =

FUXAREFEREMNE, EC2 FLBRNE—BHANEK .pem X,

6. EAVF SSH B/ ImEEIIEHN EC2 R , HREMBHRAXMHNNER , MERFLENAFBERMZ
X#, Bign

chmod 400 SQS-VPCE-Tutorial-Key-Pair.pem

g 2 4 : 8l Amazon&E iR

EREBEVEMNEMIZR , B4 FHAmazon CloudFormation 184x | iX £ f2# A3 Amazon &R , 40
Amazon EC2 3=5#1 Amazon SQS A%,

RERAHERDEATHIR

+ VPC FIXBHMEZER , ETH, Z£4A, Internet MAFEEHE XK,
« £ VPC TR/ F3I# Amazon EC2 =4l
« Amazon SQS BA %l

1. T #iAmazon CloudFormationt& 4R & H SQ0S-VPCE-Tutorial-CloudFormation.yaml M GitHub
hRIE

2. E3%ZF| Amazon CloudFormation 2#| &,

3. ERIEMER,

4, FEEBERTTEL , FORERFENR L& Z Amazon S3. SQS-VPCE-SQS-Tutorial-
CloudFormation.yaml X#HHMT—%,

5. EEEFMAFERESP , ITUTERE:

a. XTFHKRBM , WA SQS-VPCE-Tutorial-Stacke
b. ™WFXBFEM , 1&F SQS-VPCE-Tutorial-Key-Pair,
c. ‘B Next(T—%),

6. 7E Options (E£I) WE L , & Next (T —F).

7. EFEENTRZIE , 7£CapabilitiesZBs , EFEHFIAAmazonCloudFormation AT LAfE A B E X & #rbl
2 IAM &R, , AR5iE#FECreate.

Amazon CloudFormation FFiA €12 #4% | # &R CREATE_IN_PROGRESS %, FEItEETEK
J& , Amazon CloudFormation ¥#.& ;X CREATE_COMPLETE A%,

%35 BWIAEH EC2 SSAIR A AT A

&K Amazon CloudFormation # 4R VPC FB831& N SO0S-VPCE-Tutorial-EC2- Instance B EC2 5%
fl, bt EC2 ZHIFAGFHIERE , HELZFHEEKET Amazon SQS., ERIFX—K TUE RT3
Bl FERREFZEILNELHET R, ﬁF 0 5H B &% 2 Amazon SQS.

1. B FIAmazon EC2 Z#| &
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https://console.amazonaws.cn/ec2/
https://github.com/aws-samples/amazon-sqs-samples/blob/master/templates/SQS-VPCE-Tutorial-CloudFormation.yaml
https://console.amazonaws.cn/cloudformation/
https://console.amazonaws.cn/ec2/

Amazon Simple Queue Service FF & A R IEF
% 4 % . 7 Amazon SQS #I# Amazon VPC &% =

ESmRE LHEMT , EEE6,

1% SQS-VPCE-Tutorial-EC2Instance.

£ %5208 DNS (IPv4) THEHLA , Hli0 ec2-203-0-113-0.us-west-2.compute.amazonaws.coms
MNEBEEZAIBIENZAX (p. 2B RS , FAUTHSEZERES , Him

bk wDn

ssh -i SQS-VPCE-Tutorial-KeyPair.pem ec2-user@ec2-203-0-113-0.us-
east-2.compute.amazonaws.com

6. THEZHIIEMALIFLRTL, Flw:

ping amazon.com

EANTEARY B | EEEIR KM,
7. 3% Amazon SQS Z#|&

8. MBAFIFIE S | i%#F A Amazon CloudFormation 4R ( 5l&1 VPCE-SQS-Tutorial-Stack-
CFQueue-1ABCDEFGH2IJK ) Bl ZEYBA S

9. HETFHEMNEMEEHM , 54 URL , 0 | https://sgs.us-east-2.amazonaws.com/123456789012/.
10. \I&H EC2 R4l , ZEHBAUTHTEZANLXMEE , i :

aws sgs send-message --region us-east-2 --endpoint-url https://sgs.us-
east-2.amazonaws.com/ --queue-url https://sqs.us-east-2.amazonaws.com/123456789012/ —-
message-body "Hello from Amazon SQS."

IEMFREY AR | RIEZH KM

Important

fE , H&H Amazon SQS 812 VPC KimT KA , BHRIEZRTR I,

28 4 25 : 3 Amazon SQS €2 Amazon VPC KRigT =

E3 VPC i£#2%] Amazon SQS , BM4IE Y —MNEDQ VPC KRigT &, WK ET S5 , AER VPC &
#) EC2 3:I#9 Amazon SQS APIl, iX A ¥F#0H B &% 2| Amazon ITXJ%EPE’JISAEJ MmEEZEE LN H Internet,

Note

EC2 kBB TiE1A B Internet LAY E AL Amazon BRE ML T 2.

&% Amazon VPC 4|4,

ESmEREL | EELETR (Endpomts)

%32 Create Endpoint ( 8I2IFSR ) -

EFEENQBLIETRINE , X TFRFEHF , E#F Amazon SQS B RS & o

Note

> wn =

RS & MR L 5T FAmazonX g, i, MREEXER (B%B)  WERSEH

Jcom.amazonaws.us-east-2.5Qs.
5. ¥F VPC, i&# SQS-VPCE-Tutorial-VPC,
6. XFFM (Subnets) , E&#FHFM ID (Subnet ID) @& SQS-VPCE-Tutorial-Subnet # %R,

7. XWFZRE4A (Security group) , EFIEFEZ LA (Select security groups) , REEFHLA B (Group
Name)&@& SQS VPCE Tutorial Security Group FZ 24,

8. 1i&#Create endpoint,
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https://console.amazonaws.cn/sqs/
https://console.amazonaws.cn/vpc/

Amazon Simple Queue Service FF & A R IEF
% 5% : [EK Amazon SQS A K% HE

9.

BN VPC KT RHERHE ID, #5110 vpce-0ab1cdef2ghi3j456ks.
briz= il

Amazon VPC #2#|& £3TFF Endpoints ( AT R ) R,

Amazon VPC FHaBIB LT & |, HEREEstatus, ZIRBRTHKE , Amazon VPC & R 7] Astatus,

5% : mMEKH Amazon SQS A &% EE

BEZH VPC & Amazon SQS LT R |, BAISUEREFEH EC2 SK6I 58 B R IEFBHIRA S

1.

ERTEEDEH EC2 R6 , i :

ssh -i SQS-VPCE-Tutorial-KeyPair.pem ec2-user@ec2-203-0-113-0.us-
east-2.compute.amazonaws.com

EFNZAERAN TR TEAZAIRMHES , fi

aws sgs send-message --region us-east-2 --endpoint-url https://sqgs.us-
east-2.amazonaws.com/ --queue-url https://sqs.us-east-2.amazonaws.com/123456789012/ —-
message-body "Hello from Amazon SQS."

REZHEY , FEFEREREXH MD5 HENES ID, -

{
"MD50fMessageBody": "albcd2ef3g45hi678j90klmnl2p34qr5",

"MessageId": "12345a67-8901-2345-bc67-d890123e45fg"
}

B <1 H Amazon CloudFormation 4R 12219 R\ 5| R IZ WA MIBRE S E S ( Hlan , VPCE-SQS-Tutorial-
Stack-CFQueue-1ABCDEFGH2IJK ) , TS B IFIMI S E (2414 ) (p. 22)

BXMBRRFENESR  BSHANTARE

HiIBR VPC &% = F B9 Amazon VPC User Guide

fiB& Amazon SQS BA%l (p. 23)

KR SEEIR M ER T Linux 2618 Amazon EC2 B IERE

B VPCH Y Amazon VPC User Guide

il B # 4 Amazon CloudFormation3% &l & A #9 Amazon CloudFormationfl 157
M BRI& B B4R R B9 E A T Linux 3246189 Amazon EC2 A5/

95


https://docs.amazonaws.cn/vpc/latest/userguide/delete-vpc-endpoint.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/terminating-instances.html
https://docs.amazonaws.cn/vpc/latest/userguide/working-with-vpcs.html#VPC_Deleting
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-key-pairs.html#delete-key-pair

Amazon Simple Queue Service FF & A R IEF

SEAFIAX B ECER

Amazon SQS Fi &

W EB B H %< Amazon Simple Queue Service (Amazon SQS) KB #l,

£
« SBABIAEREIELER (p. 96)
- ESHEMARMEE (p. 97)
o SRBEAERMELER (p. 99)

5 BABIAH < Y BL &

TRIHT ERFIMEXVER,

[0

HEIRBAFY

5 HEIRA 5

KR EFRTE

SHEH

B BRSIFEEE (RE)
FBAFIRH B (EHF )

A& 75

BAFIFRE

Py

BABIRYERIA (87N ) ZEIBN 0 B BAMEN 15 D8
B ListQueues B3R 1,000 MBAFI,
RANKKEEREN 20 ¥

FIFO BABIHR Y H B A MBS BB A,

Amazon SQS BASI ] LA Y H BB T ZRE,

NFRESEBHRABS] ( BURTFBASIREFEERE ) , &%
AJREHE 120000 MEHPHIEE ( BETREBEMRTIPZY ,
BERMATIPHIER ) . MREEFEADERETEL

i (p. 42) , Amazon SQS £iREloverLimitéEiRHE. WR
BAF K (p. 42) , Amazon SQS F&IREEMI4E IR S,
NBRIKBILEE |, BRI S ST EMBATI I ER,
R T LA I A SRALEESE BRI BB, ERERSES ,
BRRIXZHFER,

XF FIFO A% , ¥ITHERZ WA 20,000 % ( HHER
EMBTIFEW |, B RMATIFRIBR ) o IREEZE
# , Amazon SQS N TR EETEIRER.

RIIEHANBERSE 80 NEHF. BEZUTFER . FREF
FE. EFH (-) ITRIZ O
Note

AABIB XD K NDE (40 Test-queue ] test-
queue = EHIBASI).

FIFO BASIEY B ARSI . £1ifosuffixe F&ITA 80 NFRFHIRA
DEMEH. EWEMIIREFIFO (p. 28) , BAILKERFIE
MEEBURRER.

BOFRWEAFIANESY 50 MrE, $RIZXZHEF Unicode F
F(RAUTF-8 8 ),

X Key BHTH , MHRE value BANEM,
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://console.amazonaws.cn/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs

Amazon Simple Queue Service FF & A R IEF

5HEAXBEH

BoE

EE R X

TRIIHT EHBMEXNER,

BLER
RALEHE ID

HEEM
HEM

HERE

JHE4H ID

iR
¥ Key FI#5Z value K9 KNE,

¥ Key FIHRZE value AI@E Unicode FREFFH (RA
UTF-8 #=) M=K, ATFEANATRERFRF  _ .« / = +
- @

& Key B Value FNSEBEME AR aws : (BT REMIBRH Lt
AR RRE).

B AR Key KEH 128 4 Unicode 2% (R UTF-8 15
:_Et)o *"T“g Key 7[:?5'}?9 gﬁ?‘] nulle

BAHRE value KE R 256 4 Unicode F#&F (KA UTF-8 #&
K)o ¥ value ATEURZEH AR null,

FRICIRIERR IR A 30 TPSAmazon Web Services WP~ . 18
EHNARFEEEENAHE | EREK.

iR

HLEHEE ID ZSWEE 80 NFEF. BEUTFH : F8
HFEFHN. BEFF (-) MTHZL O,

—HEETNEERE 10 M BERE M.
—NEEHMBERFEZ AL 10 FHER. AXRESER,

¥EZ 5 Amazon SQS #ALEIZ/E (p. 155) EBOHH BLE
AmazonSQSBufferedAsyncClient (p. 157).

SHERSMREE XML, JSON MIEERLH AR, AFUT
Unicode F%F : #x9 | #xA | #xD | #x20 & #xD7FF | #xE000
E #xFFFD | #x10000 £ #x10FFFF

HIRPRIENEMFFEEL, EXESZER  BS
B 7 AP H9 W3C H3E.

LHEREREE , UERREREEFHEEEELA ID BHE
B (p. 58)o

MessageGroupIdFIFO BABIRAUFEMN . IRTEERERTIRAE
RA S,

PRAFKRBE— N IEZEMessageGroupIdib B. MRETE
HMessageGroupId , ZBREN S KM,

B EMessageGroupId i 128 NEfF. BNE : HFZFHH
FRRRFE (L #8%8 ' ()*+,-./1;<=>2@[\]"_"{|}~).

BINBERT , BEFRE 4 X, &R/PMERGOR (1 78). &R
&7 1209600 # (14 K)o
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https://console.amazonaws.cn/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs
https://www.w3.org/TR/REC-xml/#charsets

Amazon Simple Queue Service FF & A R IEF
555 BMEX B

BoE
HEELE

HEER R
HE KD

R
FREBABI BN APl BR1E

( sendMessage., ReceiveMessage B DeleteMessage )

BYXFEOILRN API B,
FIFO BAl

o EFERAMAENERT , FIFO BASINEA API
J737% ( sendMessage, ReceiveMessage T
DeleteMessage ) B &% X #F 300 1 API B A,

o WMRMEFER—H (p. 155) , FIFO BAFIKY
8 APl FEBR B Z X 3000 FEE
( sendMessageBatch, ReceiveMessage , B
#DeleteMessageBatch), B# 3000 FEE % 300
API A , 8MNAATESE 10 FEEN —MAE, Ef
BFREmRM , BRIZEFER,

FIFO BAFIfY & &ML & (p. 31)

s MBFRFEA#ALE (SendMessage. ReceiveMessage,
FDeleteMessage ) , FIFORIINEEHE , M APl H
EBYHRZXF 000 ZEE, NTHREFAFHE |, 58
AT R BRIENHEHNHEA ID HEKE,

- BULNEALE AP RERERSESY 30,000 &8
B ( sendMessageBatchflDeleteMessageBatch).
&% 30,000 &HE 1% 3000 M API A , MR
FEE 10 RHEEN—MALE, EANKIEAEL
EsSendMessageBatchflDeleteMessageBatch , #t4LE
BRAPWAPIEEELAERAMARAERA D,

BXEZER | 55 7 SQSFIFO BT 5 FHE/M 9
XF#HTFEDE (p. 32)0

Note
UEBRHFAEUTAEH KRB Amazonib[X :

- XERE (HE%HR)

« XERL (FHEFRLILE)
- XEER (REBXN)

« BN (BRZ)

EFTEHftAmazonit X |, &1 APl REENHRAEFML
EREM 1,500 % ( THtALE ) = 15,000 % ( AR
A ) HE,

HERNRIA (RE ) ERN 0B, RANEN 15 24,

BNVEERIN 1 FH (1 N2 BAEN 262144 T
(256 KiB ) »

EBRIAKTF 256 KB HSHE , ATLAERAER T Java B9 Amazon
SQS M EEFIWE. FHRLERLUNEE 5| A/ Amazon SQS
SHE K% E| Amazon S3 FIHE BRI HE MBI EE R,
BRAEHK/NA 2 GB,
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https://github.com/awslabs/amazon-sqs-java-extended-client-lib
https://github.com/awslabs/amazon-sqs-java-extended-client-lib

Amazon Simple Queue Service FF & A R 1ER

SRBMEXHER
BoE iR
HE AT SHENRIAT BN 30 B, REREN 0¥, HKAH
A 12 NS,
KHEES RABEHN 8192 MFT, 20 MEF. 50 NEFEAH 10 MM
e AXEZRER , BSRASEHAXWEH (p. 99).

5 R B A< Y BL

TRIE T 5REAEXNER,
=20 55
I 8192
ES L 10
EREA 50
B 20
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Amazon Simple Queue Service FF & A R 1ER
£/ B3hAEEA EventBridge

Xy Amazon SQS BAFIzE 1T B a1t (8]
BHEE

LER DR A X Amazon SQS BAFIHTES{LFRIBHENEE.

i
« BaAEBEXHAmazonfE AL Si# EAmazon SQS R IRS EventBridge (p. 100)
 Amazon Simple Queue Service BA 5l flAmazon X-Ray (p. 100)

H s 4b 1 i@ Al AmazonfE F I & % [@ Amazon SQS 1=
#AYBRSS EventBridge

0 3% EventBridge A LAAmazon REHMNRSEN |, fIMNARFTAMRBRERER. KB W
EHAmazonfRS5 {444 EventBridge SRR AT B, BAILURERBEMNKIE REREINEH |, HIETERE
EHEEANNRITH B LERE,

EventBridge RiFRIEE ST B #5 ( 5120 Amazon SQS ¥rARAFIF FIFO BA%I ) , ©41LL JSON R iEFWE
., BXEZER , 5 . T37% EventBridge B #rFF AT &% EventBridge F F157.

Amazon Simple Queue Service BA %l {E F Amazon X-

Ray

Amazon X-Ray WEEXNARFARSERNOKE , ALEES NHFREIEAEEEEN RBMHEITH
e, FTEAHBENNENARFNER | GUUEEERNEENFAEE , URENNARR
X T Amazon BIR. RS, BIBEEM HTTP Web API 3H1THV A A FMAEE.

E &% Amazon X-Rayi@id Amazon SQS RERFRL |, BAILMIT T HREZ—

« £ x-Amzn-Trace-1d BRERFFk,
« £/ AWSTraceHeader SHERZE M (p. 40).

BEREFRERMEBRHNEE , XPNHanazonsosEAE FiiAmazonX-Ray SDK.
& BAfE FlAmazon X-RayAEE 5 Amazon SQS SR ARFATA MRS 2 BLEZAMES, BT/ LAE

BARHEEFER , AINTEOERNMER, BXESFEE , B2/ . Amazon SQS FlAmazon X-RayH
#Amazon X-RayFF & A R $E/.
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-targets.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/
https://docs.amazonaws.cn/xray/latest/devguide/xray-concepts.html#xray-concepts-tracingheader
https://docs.amazonaws.cn/sdk-for-java/latest/reference/index.html?com/amazonaws/services/sqs/AmazonSQSClient.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/index.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-services-sqs.html

Amazon Simple Queue Service FF & A R ¥5F
BRERF

Amazon SQS H L £ 4

RIRHEAB R Amazon SQS Z& . FHWIEMIGREHI K Amazon SQS 1 A K#EE S HE S

E3 ]
- BIERPF (p. 101)
+ Amazon SQS FH S FNREE (p. 109)
» Amazon SQS FH) A& F MR (p. 136)
« 13 Amazon SQS WA (p. 146)
« Amazon SQS HIREREN (p. 147)
+ Amazon SQS FHERIZREZ LM (p. 147)
» Amazon SQS T2 HEXE (p. 148)

IR IR

XEXEAE : Amazon ={EHEEER FAmazon Service R EIERY ., WZEXFFHR , Amazon ft

FRPIZEITFE Amazon Web Services = W2 RER &R, SRAREFNIEERLEMIEELHRRREE
., LERBTIEEFIEAB Amazon Web Services W R EBEMETBEES ., BXBERLANESEL | B
SRBIERFLFE IR,

HFHERPEHN , RIONBERSP Amazon Web Services M= EiE 3 Amazon Identity and Access

Management (IAM) REZIAWAFIKS . XREABMAFRTFEITEIFERIFAFHNR, RINERWE
BEUATARRPEHEE

o NEAKF A Multi-Factor Authentication (MFA).

« £/ SSL/TLS & Amazon BiR#TERF. BIWEA TLS 1.2 RESRA.
£ Amazon CloudTrail IRi& APl ;A F5E3) BEiER.

+ £/ Amazon INZRRFT R Amazon REFHIFTERIAZ £i24,

. FRAESRKELZLRSE ( H1W Amazon Macie ) , BABT XU MR EM# 4 Simple Storage
Service ( Amazon S3 ) FMN ABIE.

s MREBIGFTHREE API 178 Amazon BFEELZXT FIPS 140-2 BiEM MZER | iEFEH FIPS K%
TR, BXTAN FIPS KETRNESER , B2H (ZERDBEELERE (FIPS) 2 140-2 BR) o

BATRZNB WG FNREESIBRER (flNEBEF N B FER4iti ) RARSHBHERFE (4
MBEMER ) . XEIEMFEA Amazon SQS SHE AmazonREFEAEHIA. AP, Amazon CLI , &
AmazonFF AT EG, BEATEMHGRIREHERFZETRMANEARERTESATITRBZHAE
Fo MEZBEABRSEFRM URL , ZRITEZNBWEFTERE URL FEERKIEEERBIEEXN ZRSEEMWE
*0

AT E7R A% Amazon SQS FHHEERIPHNER.
3l

o BIEME (p. 101)

o BERMEZRERRT (p. 108)

BAEInE

BIERPEERREEAHE ( KEMEF Amazon SQS B ) FLFE#AS ( 76 1E Amazon SQS HIEF LHIRLE
£t ) BRRPHE. EUMEARSEREFRE (SSL) REFHENZRPERPIEE, SUNERERR
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http://www.amazonaws.cn/compliance/shared-responsibility-model/
http://www.amazonaws.cn/compliance/data-privacy-faq
http://www.amazonaws.cn/compliance/fips/

Amazon Simple Queue Service FF & A R IEF
BEME

FRBEROMEE 2 FIER Amazon SQS NEBTME , AGEREEERNEH#TRE , RAREKRE
HERNNEHTHESR  ARERIESNNERTHRE , AFEKRIEERNNEH#THRE , NTRPBSH
o
£

o B (p. 102)

o BREAEE (p. 104)

BAmE

EBIARSS BRI N2 (SSSSSE) , & AT LUK At BA SR 5 AR S BUR L #E . SSSSE A SQS EEMH A
(SSE-SQS) = £ Amazon Key Management Service(SSE-KMS), Bx A SSE & SSE K52 Amazon
Web Services Management Console , 2R TRE :

« ARFIELE SSE-SQS ( #HE ) (p. 14)
« RABAFIELE SSE-KMS ( #ZHIE& ) (p. 14)

BxfFEH SSE B SSE #{5E Amazon SDK for Java ( ficreateQueue, SetQueueAttributes,
McetQueueAttributesactions ) , iIHSREAT RH :

- EARS/HIMNE (SSE) (p. 60)

» B KMS X PRAmazon Web Services (p. 104)

—H Amazon SQS W EEE , SSE MANHE#ITMER, XEEELUMBREREME , R BHBEEARN
fERAZRT , Amazon SQS F &% B THER,

Important
MEMAT SSE MBAFIMNFIEE RESMER HTTPS MEE R 4.

HIEB 5 ThAEAmazon RS |, iX LRSS A LAfE F Amazon Security Token Service AssumeRoleig{ES
SSE #7& , B A LIER THEMGER TIRERY :

» Auto Scaling vical P
» Amazon Lambda3E{SRA %l

BXREMBSSMBEAIINFEMNEE , BSHEE Amazon FRS5E KMS R (p. 104)FEH
BRS5 345

Amazon KMS fZ&£, SERANEHANRMHESER , RHTTRIZHEAEERS, Z8/F Amazon
SQS EAmazon KMS , #iEZ4 (p. 103)MEEEHRFE LRI MEH BEHRPHBEF#E —E,

£ Amazon KMS EBU T #4: :

o EBAILABIEFEE Amazon KMS keys (p. 103)&E T,
« &t T LU FHAmazonAmazon SQS KIIEE KMS B4 , e TEAKFMXEHEME —1,
+ Amazon KMS £ ¥r A # B S HE E S MBERRXNEAEER,

BEXEZER , B2 Amazon Key Management Service FF & A R IR F M T L 2 Amazon Key
Management Service ?

£
- EBE (p. 103)
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://docs.amazonaws.cn/general/latest/gr/signature-version-4.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.amazonaws.cn/lambda/latest/dg/dlq.html
https://docs.amazonaws.cn/kms/latest/developerguide/overview.html
https://docs.amazonaws.cn/kms/latest/developerguide/overview.html

Amazon Simple Queue Service FF & A R IEF
BEME

. EBAIF (p. 103)

nE3eE
SSSE fF3 Amazon SQS BA % & #Y38 B 1E 33 1T &,
SSE AR LT HIMHITINE :

« RRIITEEE BABIB AR )
- SHETHIE CHE ID. NEENELE)
« ZRAFIER

FHEERTNBEFEEABTNREENNREENAFTITA, XTLEME Amazon SQS HIEFINEE :

« VB ASIINE FREE SR ERTNRE, Amazon SQS TR IMBHRERHEE.
« EAMNBRESFRFMBRS , BMESERAHENTISME,

FHEBERET (p. 43)FLFMEME

« R Amazon SQS F—FKHEEMMEZ R IR S B ERIMBAIEEBS , WiZH SRR MERES
+ R Amazon SQS F—FKHEEMRMBEVFA IR EMBAFEEET , W ZH SR EREFRMZBRTS.

REARIE
DTXRBREEHTEESFH T SSE WIheE, BXiIFMIAEA , 53 HAmazon Service APl &,
B
%40 (DEK) AR IN% Amazon SQS EENA S,
BXELZELR , BESH . HIEZHFTKIAMazon Key Management ServiceFF & A & 5 7 # #9Amazon
Encryption SDKFF % A R $57.
BREZAEAAH
HERAZE , Amazon SQS AT AEABEZARIEEHTNBRERZNNEKE (AW HE

{I ) Amazon KMS, —MNRRHEES , 1 F 60 ¥ (1 £4h) # 86400 ¥ (24 /M) 2B, ERINENR
300 (5 %), BXEZER , BEH THEEZHAEARAT (p. 107).

Note

ERKTEEMER T EERIEAmazon KMS , NFEEFHEIIERE ZHT , Amazon SQS fF4RLEEF
A2EHREZYH,

KMS %47 ID

BBlE, B& ARN. AmazonitE KMS Z4A BE XL KMS ZRELBNIKFREMIKF ., BRM5I
#AmazonAmazon SQS HIEE KMS B4Ath& Nalias/aws/sqs , HlI0 |, B4 KMS Z4A#9 314 7T LA
2 , flialias/MyAlias. AT LAFI X E KMS Z4ARRI71E Amazon SQS RA T FHIE B

Note

BEUATHE
« MBRIEEBHEN KMS %48 , Wl Amazon SQS fF# A AmazonAmazon SQS K #EE KMS
4R,

« {REE— X fF A Amazon Web Services Management Console L5 EAmazonBASI#I Amazon
SQS & KMS %48 , Amazon KMS#IZAmazonAmazon SQS KIEE KMS %4A,
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#data-keys
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BEME

s BE , EERE—XFEMAsendMessageELSendMessageBatchX /G A 7 SSE KIBAFI#YIE
1 , Amazon KMS#|ZAmazonAmazon SQS HIEE KMS %4A,

WA SAFI A KMS BEARBIZE KMS F41, E RS KMS B4 A A N R T KMS B8R EA
EREFFIEE RN 29 Amazon KMS#Z 4| A H createkey Amazon KMSaction. BXEZER | S
B . KMS Z24A #6122 %2 4A fh B Amazon Key Management ServiceF & A R 355, HX KMS Z4AFRRHT
WEZ R, FSFKeyldh i Amazon Key Management ServiceAP| $#. X &EHK KMS Z4AIRIARF
WEER |, ESRERZ ID F ARNFHAmazon Key Management ServiceFF & A R 5.

Important

£ Amazon KMS TEXZENTEH. BXEZEER , H5H (A5 Amazon KMS &
7 (p. 107) M Amazon Key Management Service Efto

ExmE

BN BIEN TSR0 BRT WART TRBZBIENHRIEEZH. Amazon SQS £/ KMS B4 0%
HEEZHR  ARFNBNHREZAENTEE —BFME. XPEA KMS RANBRIEZANMERN
M=,

BRHEMBHNELEL , 52 W Amazon Encryption SDK F & A R IsREHE %1%,

ZHEE

Amazon SQS 5Amazon Key Management Service(KMS) REEKMS 240 B F RS 25w N (SSE), #2
BEEEA N (p. 102)A3RE SSE S EMZAEEE L. Amazon SQS A KMS Z4A KK UE AT BT i
RHNEZEENBIER, LT REERE Amazon SQS IREHER KMS R4 EIERHANER.

£
« BLE Amazon KMS R (p. 104)
- THBEZEAEARD (p. 107)
+ {48 Amazon KMS B 7 (p. 107)
« Amazon KMS £5i% (p. 108)

Bt Amazon KMS X R

FN KMS ZREAHAIE — N RARE, HEE , B EERNFHKRHKAMazonAmazon SQS KIEE KMS
B4R, Ik KMS BRAMKE BB ZKF, (FRBRAER Amazon SQS ) FHIFTE ZFEAE R INZEBA TR
BRo

WNFEFREN KMS B4 , X TEREFAKRE , MEANSMRAIICIEZENEAZERMNR, ik, 205
BIEENFEAEREEN KMS ZARBHINAF . X WEZEEAmazon KMSIR , & HAmazon KMS
BIRFIREELAmazon KMSAPI X fR S % # ) Amazon Key Management ServiceJF & A R $57.

RE , BUNESIBRAZTEAN IAM REHRIEEMENNRER , MXLEEATUGENERNZEES. BX
EZER , TS . ¥ IAM KA T #fHAmazon KMSH B Amazon Key Management ServiceFF & A R 5
.

Note

REHBTLEEM Amazon SQS Wk £ BRR , Amazon KMSEREF GBS EXE S/
KMS Z4AH9 552 ARNResourcelAM REEHH,

fi & Amazon BREHY KMS X BR
JLANAmMazon RS & U AT LU EH K% 2| Amazon SQS BAFINESR. EAFXESHRERMBZS , &

VMBIEEFEEN KMS 24, AEBHRBEHRINRR , LUERS 6 /A E#IAmazon KMSAPI 5%,
PATEAT S ERKEEXR

104
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https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html#API_DescribeKey_RequestParameters
https://docs.amazonaws.cn/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
http://www.amazonaws.cn/kms/pricing
https://docs.amazonaws.cn/encryption-sdk/latest/developer-guide/how-it-works.html#envelope-encryption
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https://docs.amazonaws.cn/kms/latest/developerguide/control-access-overview.html#kms-resources-operations
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https://docs.amazonaws.cn/kms/latest/developerguide/kms-api-permissions-reference.html
https://docs.amazonaws.cn/kms/latest/developerguide/iam-policies.html
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1. BIEEFRER KMS Zfl. BXESER , 56 (Amazon Key Management Service FF X A fi 1§
M) PHOIERH,

2. ARFAmazonEFE A RSEHFkns : GenerateDataKeyMkms : DecryptAPl F3EH | MU TES
WINE| KMS Z4ARIEH,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "service.amazonaws.com"
T
"Action": [
"kms :GenerateDataKey",
"kms :Decrypt"
1,
"Resource": "*"

]

R ERREIFH RS BERANEHFRNRS BN SHRIEBEATRS.

B4R RS E M

T 53# CloudWatch SE4 events.amazonaws .com
Amazon S3 B4 EA $3.amazonaws.com
Amazon SNS E#1T 7] SNS.amazonaws .com

3. EEIAE SSE AT (p. 14)ERAEK KMS Z4H ARN,
4. MBHREMHEMESIN ARN,

NEIEERE KMS R

HBEZAEAAR (p. 107)3HT , A12E TRAA sendMessage B SendMessageBatch AT th & fif
A3} kms : GenerateDataKey M kms :Decrypt B, I kms:Decrypt HIAAREFEAHBERHAZ
BIRIEEHTEME, Hit, FIEASITEBkns : GenerateDataKeyfkms : DecryptKMS Z4A IR

REATEIRMECIZEN IAM KB, Fic , W EARRMEASZIFREREREE ARN &,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms :GenerateDataKey",
"kms :Decrypt"
1,
"Resource": "arn:aws:Kkms:us-
east-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab"
oA
"Effect": "Allow",
"Action": [
"sgs:SendMessage"
1,
"Resource": "arn:aws:sqs:*:123456789012:MyQueue”

]
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https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/NotificationHowTo.html
https://docs.amazonaws.cn/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html

Amazon Simple Queue Service FF & A R IEF
BEME

ANEREDE KMS R

LREFAERAAPSHN , FRAET —XAA ReceiveMessage R th &AL X kms : Decrypt B |
LEEERAFTHEZSAZIRIITCHTEME, Rt , BHBRELIHBkns : Decrypt A T IS ERAFIFAYH
BBET KMS ZAMNR, BRBAFIFTHIEEBAT (p. 43) , SHEEIE LA B kns : Decrypt A T IZRERA
5 F B E BV R KMS B4R, AT B RMNBIERERN IAM KB, FiSE , RRFARFEMBAT
BIRFEAEFEN ARN E.

{
"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": "arn:aws:Kkms:us-
east-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab"
oA
"Effect": "Allow",
"Action": [
"sgs:ReceiveMessage"
1,
"Resource": "arn:aws:sqs:*:123456789012:MyQueue”

]

EREBNARERIFEE KMS KR

HFRABKRFHPNERARAMazoN RS ERXA , BAILEHaws : SourceArnE
aws :SourceAccount AT EN2RFHFAEEREAGES. EfAXEEXAHE , FEKREREEM
B ERH Amazon BIRAFR (ARN), MREBTHABERIFN ARN , iIH3 A aws : SourceAccount,

itk KMS ARG | KAENRERRIRSAKAHE111122223333 A
KMSDecrypt#GenerateDataKeylR{E , XL {ETE SSE A Amazon SQS HilE &4,

{

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Principal": {

"Service": "<replaceable>service</replaceable>.amazonaws.com"

}!

"Action": [

"kms :GenerateDataKey",

"kms :Decrypt"

]!

"Resource": "*",

"Condition": {

"ArnEquals": {

"aws:SourceArn": [
"arn:aws:service::111122223333:resource”

LEABAT SSE B Amazon SQS BAFIRS , AT RS X #Faws : SourceArn :

* Amazon SNS
* Amazon S3
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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+ CloudWatch =4t

* Amazon Lambda

+ CodeBuild

* Amazon Connect Customer Profiles
* Amazon Auto Scaling

* Amazon Chime

THRBEZHERBEY

XEXEHE  BEFAEAES (p. 103)E X Amazon SQS ERMHBERERAN R KFENE, HER
HERBMLE RS , Amazon SQS KEK—MHINBERR. HEBUTEXLERFHLLN,

s RENERBYTREEEENZ SN , BALSIX Amazon KMS #{TZXER , NTTLEBHARER
A,

- REATMENBENBEZASLIMETN , ERABMERNATHRESHNFN IR,

o UBREFAEAFABLEERN , T—XAA sendMessage H SendMessageBatch FHEE &AL XY
Amazon KMS GenerateDataKey AW A MREBF HBIERSR. A , T—RIAHA sendMessage
ReceiveMessage B , ®MNAAEG AL AA Amazon KMS Decrypt , AEEFEAREZHZIRIEE
K TR,

« Z ¥ A(Amazon Web Services Ik 2 IAM i ) THEREZH ( H—FRAFTRENERFREARS
H—BEHH ). Eik, X Amazon KMS HNIAARRREZHEARANP EEFEANE —FITABNGE
e

{8 Amazon KMS X7~

TR AR A H E iF it 7 FEIERIAmazonlik & | IR BEEEANE Amazon SQS FAEM KMS Z4ARINER,
Note

REUT AR AR T HTITAAE , B8 T Amazon SQS M3 HAAFE | SKERAATAE

=) o

& APIERE (R ) BTG, EEARTAR :

R=B/D*(2*P+0C)

B =K% EH (LR E A,
D 2HIEZAEREL (p. 103) (AR E A1),
PREFHWHERKKIEER Amazon SQS A%,

CRM Amazon SQS IAFIEIMA EAE AR,
Important
B MRERAFLNRARRASEANGE. AXESEL  HEH THURRALAE
MR B R E B AV B AR,

UTFR—ERAITE, BXEBHENES , HSH Amazon Key Management Service 2

RI 1 T EHBEAmazon KMS2 BEF AT 1 MAFIR API 3

BERBIRRE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html#Principal
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html#Principal
http://www.amazonaws.cn/kms/pricing/

Amazon Simple Queue Service FF & A R IEF
BEERMERERT

- KEEABMN 1B 18 -31 B (2678400 ),
s BIEZAERAERER 5 248 (300 B).
« B 115,

s BE1MMRIBRZERAMN1NMERAZREA

2,678,400 / 300 * (2 * 1 + 1) = 26,784

Rl 2 TEREEAmazon KMSZ /M EMERE UK 2 1BAFIE AP B
BERBIRRE

- kEFEM R 2 B 1B -28 B (2419200 #),

- BIEEFAEAABIRENR 24 AT (86400 B).

« B 2 /MBAF,

« B—ABAIIE I NIBRERAM 1 NMEAZTEAS
. BZABIIE S MNIBRERAM 2 NMEAZTEA,

(2,419,200 / 86,400 * (2 * 3 + 1)) + (2,419,200 / 86,400 * (2 * 5 + 2)) = 532

Amazon KMS ££i%

HIBMEH Amazon SQS flAmazon KMS , B BERIBEIEEIR. U TS EERE RN TN BIEHERE RS
£

« EI Amazon KMS 45i%

» Amazon KMSDecrypt 5i%

+ Amazon KMS GenerateDataKey £&i%

HERM 4R ERR R

Amazon SQS #J Amazon Virtual Private Cloud (Amazon VPC) iz s 2 VPC RKIBENE | RAVFEES
Amazon SQS, VPC fFi&EREEHE| Amazon SQS HFMREEHE VPC, T RMERFER VPC LR
TRHMBIE VPC LiFT RUIREEHE R,
£

+ Amazon Virtual Private Cloud S #§Amazon SQS #JAmaz (p. 108)

+ 79 Amazon SQS #|2 Amazon VPC 4T RUREE (p. 109)

Amazon Virtual Private Cloud S F9Amazon SQS BYAmaz

WMRIEEH Amazon VPC EEEHAmazon®R , MR BAFE VPC Fl Amazon SQS Z BRI iER, B
P B E B RE SR Amazon SQS BAFI , MEEBE NG EERM,

Amazon VPC RiFfRE3IAmazon BE LEMME P ER, ALAER VPC BHIZHNEIRE |, Fl0 IP i
e, M, BARMMEMXx, BX VPCs WEZER |, HS @ Amazon VPC User Guide.

EIEH VPC EEER| Amazon SQS , MM ERENIEN VPC AT R , AT BEBECH VPC EEE
HfttAmazonfR% ., ZL T SIBE T E Amazon SQS WA 5. A BHIERE , TFE Internet Mk, M
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https://docs.amazonaws.cn/kms/latest/APIReference/CommonErrors.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html#API_Decrypt_Errors
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKey.html#API_GenerateDataKey_Errors
https://docs.amazonaws.cn/vpc/latest/userguide/

Amazon Simple Queue Service FF & A R ¥5F
SHHHREE

k3R (NAT) 2=k VPN &, BXEZER , B5H . #iE . M\ Amazon BB ER ZEE
Amazon SQS BAFI (p. 92)FRfHl 5 : MRFEFRRKE VPC LinTi R , MIEL R (p. 132) PR #E
MO VPC £i%¥5 s Amazon PrivateLink ) F#9Amazon VPC User Guide.

Important

» &R g Amazon Virtual Private Cloud 5 HTTPS Amazon SQS Kix T S &E A,
+ ¥ Amazon SQS ELE I M Amazon VPC XiEHER |, BH4ME AFAE DNS , A RAUTHERE

Ll =
ELIHT ,'f%_\sqs .us-east-2.amazonaws.com.

+ ¥\ DNS FX#EHESZLIHT A |, Hli queue.amazonaws.com B us-
east-2.queue.amazonaws .Como

5 Amazon SQS #3 Amazon VPC LixT S KB

BT LR Amazon SQS BY Amazon VPC i REIB — KK | HiZKBHIBEEUTAE :
o ARITIRENZEIE A,

o AHITHIERE,

o IR ERTRENER,

BXEZER , B8 . FH VPC KimT 251X BR S5 #9178 S B9 Amazon VPC User Guide

AR R VPC LinT7 SRR RBIIEE IAM F FPMyUser R E B X% E| Amazon SQS BAFIMyQueue.

{
"Statement": [{
"Action": ["sgs:SendMessage"],
"Effect": "Allow",
"Resource": "arn:aws:sgs:us-east-2:123456789012:MyQueue",
"Principal": {
"AWS": "arn:aws:iam:123456789012:user/MyUser"
}
]
}
TR

» Hfhh Amazon SQS API #4E , #lilsgs:CreateQueueflsqgs:DeleteQueue.
o Hi2iRAHZ VPC LinT S IAM AP FHN,
+ MyUserfHHE X EZEEM Amazon SQS FA%,

Note

IAM B PR T UM EREM Amazon SQS APl EATEVPC, BXELELR , FSH TR 5 :
WMRIFRAIFRZRE VPC KmT R, MIELTFRE (p. 132)0

Amazon SQS Y & 14 FN R EE

5 R Amazon SQS FEEZ U T EiLAmazon Al A ARKIE B E R, X LEEIEHLHEF I RIRAMazon
R, B0 Amazon SQS RASIFIEE . U T&TRM 7B a6 AR FEHE 2 Amazon Identity and
Access Management(IAM)H] Amazon SQS , &I 2 &I X3 B IR #Y 1 7] Sk 85 B R 7 I8 B B TR o
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https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html

Amazon Simple Queue Service FF & A R IEF
B HRRIE

£
o BHRWIT (p. 110)
. rEESl (p. 111)
« & Amazon SQS FHIRBLR (p. 111)
- HETESHHEMAT Amazon SQS (p. 115)
- FATHE Amazon SQS 178 KBRS WY B E KB (p. 123)
o JFiartZ£EIEATF Amazon SQS (p. 132)
« Amazon SQS API &R : BERMFIRSZE (p. 134)

S

B L T EE—EEWN 5 H151E Amazon :
+ Amazon Web Services K/~ £~

LR8I Amazon Web Services Ik Y , H¥EAMN R —NNIKF R FTA Amazon Web ServicesH'&
BHRETS RN ERZSHD. WEBFA Amazon Web Services AR |, & RS 012K P ot
A BTt M BRBER , KRB ZEHM, BAUEBWEFTEFARAFPRITEERES. R FRA
PEIE , AERAXEESERRITURAFPTURITHES. EXEREUBAFEHERNEISHNTES
% , B3R (Amazon —f5Z) FHREERAFZIENES.

« IAM BFPHA

IAM A Amazon Web Services IKFANEMNARBNARFEEBSENRN—NE#H. EAENER
T, BNEBEWERAKMEIL, MARUBREARBNERZPASEKBEILIN IAM AP, B2 , IREEE
ENFERZESEESE IAM APFNEHEIT | RINBWERHRIFRZRH, BXEZEL 550 . XTE
ERHPEIENERZS  BEHRREZAEE@RAM AFRERE.

IAM AR —MEE—H IAM AP EH, ETREREANSHESR, BUUERAR-XENSIEAFE
ERR. WREREAF , FRATUAERNEERFNR, flm , BAEEE—1NEH IAMAdmIns
M, HANZARTRRUERE IAM B,

RArEReTE. AFrE—t5EXNMARINARF XK MAGEELEECHNEAARA. AFER
KANKHEIE , MASRHAKRELE. BTHESFES , HSH IAM A e e etz IAM A
(MAREBE ).

. IAM A

IAM & &R aEK, PalEN —MEEEEREN IAM 54, IAM B83%LTF IAMAPR , Bhe—1

Amazon 5 , EEHREHRTE Amazon FAIHITHM T A HITHIRENNRER, B2, BEEHIUEE

CHEMARA , MTA2H—iEEMARXEK, A, AEEEXBENIFERBEL ( BBRHER

), R, HBRAAEN , CaNfREHARLTENERNZS2EIL, EGIRNEIEN IAM SEELLT

BRTRER :

« BAERAFPTR—ERNRSEAIENRE K FUERAGHIACENNR, YKE5HHTEMORIE
B, ZBHA5A0XEK  BETFTHALEYNNER, BXKAACHNER , BSANE=ZHEMEMRS
tEAEERE@EAM AFERE.

MREEM IAM Identity Center , NEERENRE, N TESEN FHERTSARIER T EAER
KIARZ , IAM Identity Center fFXPREEXEKE] IAM AV AR, BXNBENER , BSANREER
HAmazon IAM Identity Center (successor to Amazon Single Sign-On)f F155.

« Amazon Web Service iFA] - REABE—N IAM &6 , BERAZAGURKREHRITIRE. IAM BE
RABTE IAM a2, SRAMBRRSAR, BXESZELR , E5H IAM AFERH M EIZ [ Amazon
Web Service ZRINRH A,

+ £ Amazon EC2 L ZETHIR ARF - BRI LMER IAM B8 EEE EC2 44| Ei=1TH % H Amazon CLI
= Amazon APl ERHI B AEFHIRREIE, X% TFE EC2 EHlHhFM#IHEFHP. BN Amazon B
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
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kT

B B4 EC2 KA EEX ZKAINFIENARF A , SR SA6IE — NN E SIS A B E ST,
LPREXHTEAE , HE EC2 P LETHREFEBRERINEIE. EXESEL , BSH IAM
RAPEEPHER IAM A€ Amazon EC2 3Kl EETH R ARF &R TR,

ATAY ~ I-la
(8] 422
Amazon SQS fIEHEWETARNNBRRS , ZREMEA T LLHFAmazon Identity and Access
Management(IAM) 3RE&, X ZBRE Amazon SQS KEEH IAM SRERHIMER KL,
Note
FTE Amazon Web Services Il #HRAILIEEKFA THAFRFNR , BEBX—SREE, B,
HEAFEREEX Amazon BFEWNGRE K MAZTEEEHMAR., AXxFRABEKFIHENER |, B
SH 1AM AFERFNEREKF R

BEAE LEBEFRE (p. 129) 7 #HX Amazon SQS BE R F BN AN RMF AR
BEZHAEER

EHE Amazon SQS KX RELIAR

B Amazon BREIFTEA Amazon Web Services Ik Ik ARTAE |, S1ZR L 15 R) &R PR AR R BE 1T
EE, WAEEA TG IAM 4 (RS, ANAE ) BINNERRE , FLERSE (0 Amazon SQS ) th
35 ) 4 TR BT A0 AN PR SR BK o

Note
KREER (REEARAF) REEEENRNAF. EXEZELR , 58 IAM AFEREFH IAM
RIESEE,

ER TR , AGEEBLERAFRENR , RENPLERONR , AREAVFTXLERRRITHLE RS
B’

&
* Amazon Simple Queue Ser (p. 111)
. TERERFAERN (p. 112)
- BEEXFRFEHTHE (p. 112)
- BERBITE  BF. R, BRFEMERE (p. 115)
- ERBPIEERML (p. 115)

Amazon Simple Queue Ser
1£ Amazon SQS & , KE—HRIRIHEBN. ERBED , TTEH Amazon BIRB TR (ARN) ¥R K EE 51 A EI#9 &
B UTHEFEEBESZXBIE— ARN :

RIRRE ARN &=

Queue arn:aws:sgs:region:account_id:queue_name

AT 2BAFIR ARN XA R
o BAMBFIE ARNmy queueEXRERE (BHZEBM ) XiEd , B FAmazonlik/~ 123456789012 :
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Delegation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
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B

arn:aws:sgs:us-east-2:123456789012:my_queue

« B HMBAFIF ARNmy queuefE Amazon SQS X#EHHNEANFRXEH :

arn:aws:sqs:*:123456789012:my_queue

o A 2 W+ ERAIIBTRBEAE ARN. LT RHIH , ARN EEHI RN my_prefix_ HIFRARAS :

arn:aws:sqs:*:123456789012:my_prefix_ *

VA GetQueueAttributes BT LIREINGRATIH ARN B, Queuerrn BHMEEINBAFIN ARN, &
X ARN WEZELE , ESHIAM ARNEEEIAM AFiERE.

Amazon SQS 7T —HA I B RN EE. BXEZEE , HSH Amazon SQS API R : BEFE
BEZE (p. 134),

TEBRERFIAEN

Amazon Web Services Ik P X EZKF FTRIZMEREEMEN , MERUERFENARARE, E4AMT ,
REMBEERNBRUIEBERH#TSORIENEZIEASE (BIRKS. IAM AP IAM A€ ) ®Amazon
Web Services I, AT R T S IERE :

o WMREMERK root MK EIFAmazon Web Services i Z 4|2 Amazon SQS BA%I , & Amazon Web
Services lF 2ERMFTEHE ( £ Amazon SQS # , &EIR2Z Amazon SQS A%l ) .

. MBHEEHBIET IAM A Amazon Web Services Ik H 1% F A R eI 2RASIMIER , WA EsEa2
BA%l, {82 , ¥REYAmazon Web Services Ik ( ZFAFFIEH ) MARIIER.

o MBEHESBIET IAM £EAmazon Web Services Ik~ 285 812 Amazon SQS RAFIRRPR , AEIBIEZ
AT AET LIS, fREYAmazon Web Services Ik ( ZABFER ) MEFIER,

B IR X R AV 1 7]

— MR REER TR FKFHONRER, T—F IR PR R B/ 7 AL,
Note
WER D T IE WA E Amazon SQS SEEAMFEA IAM, XEFRMEER IAM RESHFHAEE. X%

B IAM XF | HSH IAM BFRERPHRTALRE IAM? . X IAM policy B :2MIZANESR |, &
21 IAM A F 18R H M Amazon IAM RS ZE,

MiinZE IAM B RBIMERET 54 BEE (1AM policy ) , MEIMBIR RN REHEE T RIR R,
ET B HHIKEE (1AM policy 1 Amazon SQS K )

[EE AP RFi5R Amazon SQS BAFIEYRBRER NS % - £H Amazon SQS KERSEHEH IAM KR
&, BAUERE-RESEXFAHRERGEBHMIAFLARER, ERASHERT , EFRI—REHEE
BHERNSE R, Bl , BT TIRE

o FERRERBEMEK S R RS REFA— BRASETEIZ Amazon SQS FAIIRRR |, &R KB
MEIRFRA SRR,

o JFIPR KRG HE AN Z 52 — N A9 B P Amazon Web Services T~ — 2T FH 7 6122 Amazon SQS BAFIRIX
R , &4 Amazon SQS X R SR B Fff N EI 5 — /NBA 51 A B9 F§ 72 Amazon Web Services i .

B RRTRER A T AT 8R4E -
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https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
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* AddPermission

* CreateQueue

e DeleteQueue

* ListQueues

* ListQueueTags

* RemovePermission

* SetQueueAttributes
¢ TagQueue

* UntagQueue

s BAGKMMNRER (RFEKFNE ) —ERFEKFONE , H6 IAM S NET 5 HHNRE
B&, i , Amazon Web Services Ik &2 5 0] LA 8| B A& & LR T H BTk /2 X fRAmazon Web Services
KFB (= :\?,Amazon}iﬁx )T

« K AEERTLMME-NIAM AE  REAZASKHINRTFEFRKS A BRI RER,

« KA EERERKS BIRRNEBIEEZACHNERANS B NEERRE.

- I/ B EEAGKS B PREMAFZERIEEZACHNIR, XFAKS B a9 A - 2R F K
P A REBAS,

Note

MBRE[ET Amazon RERFIEEZACHNER , NUEEREFNZIEAHBTTELR Amazon
REEFEA

BXRER IAM ZRNBRNESFELR  F5H IAM B RPN RNRE

B Amazon SQS £/ IAM i , ECEHCHREEMIZE, B ERATERSIN Amazon SQS &
BESR3EE B NAmazonlk P ERIGEIBA T, BELISEHRRBEMEHF (flmn , FERMREBFERETF 2010
#£12 A 31 B, BIRFF A sendMessage Fl ReceiveMessage HINIR). BAIURFNRNBERER
Amazon SQS BRELSFRN FE, HERE Amazon SQS K H I8 ER ~“RFFTAE Amazon SQS ##E” ,
XEWRE R AT ZFEPHFIERE,

THEHATHEP—PNEAKE Amazon SQS REEWELS , ZEBES TRETE, ZEBAT queue_xyz,
H B[ Amazon K 1 Fl Amazon P 2 3% F 3748 & BA 514 F £ /] S iR B R 4E RV AR .

Note

ZERBPNERBIEEN 123456789012/queue_xyz , EF 123456789012 A LA FIHI MK
P H Amazon T/ ID.

SQS Policy on queue_xyz

Allow who:

account 1
account 2

Actions: *

Resource:
123456788012/queue_xyz
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
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FE& IAM BB 1AM B2 UsersflAmazon Resource Name ( ARN ) , SQS EMELE T —&31{t, K
TRERMKREHR T XLET1L,

SQS Policy on queue_xyz

Allow who:

account 1
account 2

o User Bob i ]
=1 1 IN YOur own actount
User Susan o

e—- Actions: *

Eesource:

e —i arn:aws:sqs: " 12345678901 2/queue_xyz

OEXAFRAKFHFNAFRFNRNESR , BSHHEE | B IZRiFRMNEAMazonER 1AM A &/ Ik
FEEEAM AFiEE.

0« FASHRETEET R, AXATNERENTIR , FSHAmazon SQS API IR : RIEFHIRS
E (p. 134),

OE A LA Amazon Resource Name (ARN) SRIEERIR , X2 IAM KEHIEERRNFREAR. BX
Amazon SQS BA%I ARN #REE , S Amazon Simple Queue Ser (p. 111).

Flgn |, BIEEEFH Amazon SQS KB |, FARALUTZLIEPEH AAmazonlk F~ 1 B AmazonlikF~ 2 T LA
PlRlqueue_xyz. ltI\ , MBS H Amazon K (ID A 123456789012 ) A A Bob A Susan th A LA
T 8] ZBA B

5| A 1AM Z 8l , Amazon SQS £ B3I &% TSI & E X ZA SIS 2 HIR ( BN R ZBA S L PR AT &8
8 Amazon SQS &/ ) . TFE , BRIEBIBEFEA Amazon ZE2EIE , BN LR EREFBEHI, FAER
BIZERA I/ A P 3 43 A 6 F E Ath Amazon SQS 2/ERIAR |, 85X I B M BA FIR TR (TR E

DTRATRFERE Amazon SQS REMNRHIKR , BXRTEMUXFZFHFEN BRI
Hlbob_queue_.

{
"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Action": "sgs:*",
"Resource": "arn:aws:sqgs:*:123456789012:bob_queue_*"
]
}

BEXEZER  F2H . RETHSONEKAT Amazon SQS (p. 115) , AR S4 (AF., 4¥86 ) &
BEHIAM AFiERE.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
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EEXRBITE | 8E. R, BREMEMK
X FEANAmazon Simple Vice (p. 111) , ZBRFEXL T —H1T3). AR FHRITXLIRENNER , Amazon
SQS EX T —HET LATE R IE I8 ERIRIE,

Note

T RETRFESMRENNR. ERTFHERENNRE , BB ATBARARFRIELTH
PATRIERN B IR,

UTRSEFANRIEITE

+ Resource ( &R ) - EFMF |, B LUER Amazon Resource Name (ARN) FR1R 5K & 51 A 289 7R o

o BE— EBRNERBREREFTIMREATRIELIEFRIRE, HIW0, sgs:CreatequeueXRAFAFH
1T Amazon Simple Queue ServiceCreateQueuel®{E,

« Effect (MR ) — BAMEESAFBERBERE (TURAWHIEL ) HHBR. MREXFEXART
NEROGEAR , MENELT R, SBARAEESNFRNTER , XETEERSEEFRZER
EMERHARERT T HRARRIER T BEMLt,

- EE-EETHONER (1AM policy ) F , I T REHAFREBRE 4. N TETHRRAKR &7
MR BB ROAS, KPP, REIEMSIE (NERTETRRNER ) .

ET#E%E X Amazon SQS FBENEIRNESZELR |, S HAmazonlAM XS ZEEMEIAM AFEE.

B XFE Amazon Simple Queue Service RIEREERAERIE , HSHAmazon SQS API R : #B24ER
BIFESZE (p. 134).

EREEPIEESRN

LR TNRES , WA Amazon SQS 115 A K HEE S RIEEMNE R ER M. Hlin , BAIREHER
BRERERMENA. AXERARBESEERMNESZER , H5H IAM AP ERH R &t

BERREN , BUUERAMENNEEE, REHET Amazon SQS WEHRE., 72 , HAmazonsBEAH
St | BT BUA T Amazon SQS., BB , Amazon SQS X% IAM R A ANESERANERFE, H5
B the section called “API #XRSZ” (p. 134).

HFET BRI EREEAT Amazon SQS

FEBRETETHONRBN T, EXLERBED , KEERATLE IAM 54 (AR, ANEE ) K
DA PR RS o

Important

BNEWEERAEUATAEMESR , XEFHWHAE T EE Amazon Simple Queue Service BIR
ENEXRFZHED, BXEZELR , HSH B Amazon SQS FEREER (p. 111),
R 7 ListQueues , FTH Amazon SQS BEHAZFRFERNR. BEXEZEELE , 5K Amazon
SQS API IR : BREFMHIRSZE (p. 134).
E3 ]

« fEMAAmazon SQS M IAM %X (p. 116)

- {£/ Amazon SQS #Hl&PTERIXER (p. 117)

« Amazonfl T Amazon SQS W& ( TEX ) K& (p. 118)

+ AT Amazon SQS ¥ IAM REEHI B AR (p. 118)

» Amazon SQS FKEEHEARTRHI (p. 119)
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html#Condition
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f£ HAmazon SQS 1 IAM K

[ AP RFIHRER Amazon SQS BRI REFMM AL - 4 Amazon SQS KEERSEFER IAM &
BRE, BALUEREFEE—ESIRMERS, BELASBIBERT , TieXALRBH AR , HALERE
p=3:0F-=

Blgn , TRERT —N IAM KR E 2 EMH Amazon SQS K, IAM BUR B Amazon SQS % F1%
fRReceiveMessageflsendMessage® HHIBASIH R Equene_xyz ERIIAmMazonik |, ZIBEMINEI &
7 Bob 1 Susan ¥ ( Bob 1 Susan HEBERHRMAEMNNIR ) » Amazon SQS HIXTBEER F T Bob
F1 Susan X FlReceiveMessageflsendMessagel@ —RAFIEIRE,

1AM Policy 5QS Policy
Allow Allow who:
Actions: User Bob
) i ival t
ReceiveMessage, SendMessage s equivalent to User Susan
Resource: Actions:
arn.aws:sqs:™: 123456789012 queus_xyz ReceiveMessage, SendMessage
Resource:
User User arn:aws:sqs:": 123456 789012 :queus_xyz
Bob Susan
queue_xyz

Note

BREIERT AHERAENE AR, ZANELRE-RBPEERERGE , HRBERENE R,

IAM #l Amazon SQS KRB —MEEZEF : B Amazon SQS KrERE |, BT O H1R FR
AmazonllkF , M IAM & E,

ZANBTRENAGEEA LRFHREREEEHNR, LT REBRXFMRERSERNAHEIZIT
f9,

- EE—ARFIF , Bob BEEEATHEHIKSH IAM KEE , 8 Amazon SQS KB, 1AM KB [E1th #Y K P 5%
¥ T M PRReceiveMessagel®fEqueue_xyz , M Amazon SQS B AR K F i SendMessagefE
B—BAF Eig{E, TEHERTX—HE.
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FRAET SRR
IAM Policy 5QS Policy

Allow Allow who:
Actions: User Bob

ReceiveMessage erone
Resource: SendMessage

arnaws:sgs:™ 123456789012 queus_xyz

Resource:

arnaws:sgs" 123456789012 :queue_xyz

User
Bob

queue_xyz

R Bob &i% T ReceiveMessageifiXqueue_xyz , IAM KB A FIZIRE, MR Bob KiE

7 sendMessagei®ERqueue_xyz , Amazon SQS KB L iFiZIRE,

EE=AN RS, Bob MAMX queue_xyz BIHEINIR , HitE L EM RS ZA S FTE R ER.
RERNFERNM—NKRRE , IELMHRZATINERE, LERBSBESAFANERRE , EREX
deny BRAZEE allow. AXERITHBENELELS , BSHMEATHE Amazon SQS THEKEIESHE
TE MRS (p. 123)s TEHEBATX—#H=.

IAM Policy SQs Policy
Allow Allow who:
Actions: )
ReceiveMessage Actions:
SendMessage

Resource:
arn:aws:sqs: " 12345678901 2:queue_xyz
Resource:

User amawssqs 12345678001 2 quene_xyz
Bob IAM Policy

Deny
queue_xyz
Actions: * Overrides
the other
Resource: policies

armaws:sqs " 12345678901 2:quene_xyz

#83& A BATE Amazon SQS R HIRMEASAIE G |, 54 Bob XBASIMAEMEENIFENR,. EESHR
IniELE Bob 1 IRIBASIEY IAM KEEHI MR E . BXF KR Amazon SQS BEMT RN K RE , 5
FAmazon SQS REEHEARTA (p. 119). HX4mE Amazon SQS KN ESEER , BSAERATE
Amazon SQS B K EEE S Y B E LR (p. 123).

£/ Amazon SQS = #| A FFER R

*ERFH Amazon SQS ZHANAF HIRE —ERENRFEEFEAZA K Amazon SQS BA%SIAmazon
Web Services k. a0 , AR SREEAA ListQueues BRENNRFEESIHEAS , RELNEE R

F createQueue EEMNNRFTEERIZE S|, BRT Amazon SQS Rz , EHR Amazon SQS BA YT
Amazon SNS & , | AEFEEHIT Amazon SNS BRIEMIAERINIR.
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MRGZLEMFNRENREN = IAM KB, X THINT % IAM RBEWAF |, 26 8 T &Ry

EHIET,
NFREZRANAF , BEENEHEERKIKES A NRAmMazon CLIEAmazon SQS #1E,

AmazonFlF Amazon SQS FWHEE ( MEN ) K

Amazoni@Eid R H I EZMEEHIRIT IAM policy RBZ T ZEARFIVER, AmazonEERRBE IR FE
ARFIVMSENR , At , EUUKERERFTEMLENRNIE, BEXELZELR , HSH IAM AFEBH
BAmazont & KB

THAmazonE EREE ( MBI EK - REV AP, ) BT £EH Amazon SQS B API :

+ AmazonSQSFullAccess— A FXF Amazon SQS BA K 52 £ 15 8] fXBRAmazon Web Services
Management Console.

+ AmazonSQSReadOnlyAccess— f#f Amazon SQS A% F RiLifE X PRAmazon Web Services
Management Console.

BRLE IAM 258 LR RNERTTARRE, o, BEAGIEAENL IAM K, LRFX Amazon
SQS BAEMBAFIFARRNR, ERLURFIX L B E SRR NS T EZNREY IAM A4,

BB T Amazon SQS #Y IAM ZKBE Y E A< TR 45
AR RBINET Amazon SQS PR K
Note

LI&RA Amazon EC2 Auto Scaling BiE £ AHEMR | BETRERIEEITE Amazon SQS BA
SIREHEE, AXESELR 55 . Amazon EC2 Auto Scaling®® EEAmazon EC2 AR
( EA T Linux.

R SRV P RIZRA S

BT REIH , FATH Bob RIET — KM , AFMIFEATE Amazon SQS #1F , BNRTEHRUNFF
RN AR S lalice_queue._.

Amazon SQS T2 BaIRFASIGIEEEARAFINNIR. Hit , TATSAMABEEF Bob FAFAE Amazon
SQS REMNMNPRCcreateQueuelAM FIEHHY IR,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:*",
"Resource": "arn:aws:sqgs:*:123456789012:alice_queue_*"
]
}

w2 R RARBHAERIIEHER

EUTRAG | BRINAFEARCET —NEE |, FHHMT RFZBEMEH Amazon SQS #
K HESendMessagelR{E , BXRTE T8 ERFIKIBAFIAmazon Web Services ik H# a5 &
AMyCompanyQueue.

{
"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Action": "sgs:SendMessage",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AmazonSQSFullAccess
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AmazonSQSReadOnlyAccess
https://docs.amazonaws.cn/autoscaling/ec2/userguide/lifecycle-hooks.html
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"Resource": "arn:aws:sqgs:*:123456789012:MyCompanyQueue"

iy
¥

BRI LAMER * (MR SendMessage) BERAR T HAZEAFIMIT AT ERENR

PR : ChangeMessageVisibility, DeleteMessage., GetQueueAttributes, GetQueueUrl, ReceiveMessage

# sendMessage,
Note

BA-BIEEMARERIZHA G RNE , Amazon SQS ¥ IMEEMNE, Fla , ALA@E A~ Eat
T * #l sendMessage PR , BIfF * @& SendMessage IBEMIHENER , b2 aNLE,

B ST B BRI PR AT 5B . MREFFLARE * R , WERMBIER sendMessage MBEFE HE
EAETRIEAAN—4] R, HR , ZBERTEER , BERERATEFBER sendMessage X
PRo ERAZHEAET ReceiveMessage PR , FHLERI ReceiveMessage IR , AEHIBR «
R

R 3 RVFEE R IREBA SR B A KRN

HEUTROP , BIONEECIRT —NEE |, FMNT AVFZBEA LR Amazon SQS HYE
BGetQueueAttributesX & TR EM A FIHITREAMazonIKF

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sgs:GetQueueAttributes",
"Resource": "x"
]
}

R4 RESENFERENIIREHER

BT LAE R Amazon SQS FREEE, IAM FREETER TS . WMRIRA B HAmazon Web Services Ik | X
SIEFEA Amazon SQS KEEE 2, HRE , SENAELRFIRE Amazon R EIEHIEM A P &R A BLEiZEA

FIKEHEE, MREFHRNREHNISEAFRMARERF , WATENFELTANNAFR —HERFEENR
# , HEEH IAM KB MIE Amazon SQS XKk,

ARBIFHAAT AT RAE -

1. BIE—NBRHEA WidgetCo REREEMUEL T,
2. ABHENRELATHEERENBENESERAFSENMAEFAERAF,
3. ¥ RAFHmE 4.
4., HEH—RXE  XAFZANE RN sendMessage IR T IT widgetPartnergueue B4E,
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sgs:SendMessage",
"Resource": "arn:aws:sqgs:*:123456789012:WidgetPartnerQueue”
1
}

Amazon SQS K& E ARG

AEH SR T EN Amazon SQS A HIE REIFRE,
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FEHET S ONER

RSN REMME A, , AIEAREaRIEZRBINNR. &9, AFXENRA BT EEREFEHH
TEAERAE, ERRBHMBIA,E , AURIEAF RERERS & PRI ERRE,

Note

BUEARMIKSEED . —MEBEDATEFIR , Z— " IRBEOATERAARKILER
3% Amazon Web Services Management Console , SAMBTE[E A F 1R F PR AT IR IEIX L4 BR o

w1 | — DN ART IR Amazon Web Services ik

BUR RBISR#E B Amazon Web Services K B3111122223333iXSendMessage® H HIBABIHIR
PR444455556666/queuel EXERE (BXH ) X,

{
"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_SendMessage",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
}!
"Action": "sgs:SendMessage",
"Resource": "arn:aws:sgs:us-east-2:444455556666:queuel”
]
}

o~ 2 mEA—NMRFHNMNPEAmMazon Web Services i

BT R 45 3 BE 24X Amazon Web Services Ik 5511112222333 3F & &
=SendMessageflReceiveMessage®H IR SIAIIXPR444455556666 /queuel.

{
"Version": "2012-10-17",

"Id": "Queuel_Policy_ UUID",
"Statement": [{
"Sid":"Queuel_Send_Receive",
"Effect": "Allow",
"Principal”: {
"AWS": [
"111122223333"
]
}l
"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"
]l
"Resource": "arn:aws:sqs:*:444455556666:queuel"
3]
¥

w3 RFFE R Z FH - NMAmazon Web Services K

AT ROIE R FH A E /IR FEAmazon Web Services K3 (111122223333H1444455556666) St
¥ EH Amazon SQS A HEHE B RSN FTERMEL123456789012/quene 1 TEEXERED ( HXZH )
X1

{
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"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AllActions",
"Effect": "Allow",
"Principal": {

"AWS": [
"111122223333",
"444455556666"

]

Iy
"Action": "sgs:*",
"Resource": "arn:aws:sgs:us-east-2:123456789012:queuel”

iy

w4 AABNRASERTEKSXE

LATR RBIE RN rolel Musernamel FAmazon Web Services i 531111222233334H Amazon
SQS AWHZIHRIBZ NI EIRIENEIKFINPR123456789012/queuelEXERE (BXZHE ) X

o
UK AR RERL A T AT RE -

* AddPermission

* CreateQueue

* DeleteQueue

* ListQueues

* ListQueueTags

* RemovePermission

* SetQueueAttributes
¢ TagQueue

* UntagQueue

{
"Version": "2012-10-17",
"Id": "Queuel_Policy_ UUID",
"Statement": [{
"Sid":"Queuel_AllActions",
"Effect": "Allow",
"Principal”: {

"AWS": [
"arn:aws:iam::111122223333:role/rolel",
"arn:aws:iam::111122223333:user/usernamel”

]

}l
"Action": "sgs:*",
"Resource": "arn:aws:sgs:us—-east-2:123456789012:queuel"
]
}

A5 mAAER PR TFINER

UTRBIEBEFmERF (BERRAP) BFWNAN 111122223333 /queuel HIRASIE ReceiveMessage X

Ro

<
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
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"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_ReceiveMessage",
"Effect": "Allow",

"Principal": "*",
"Action": "sgs:ReceiveMessage",
"Resource": "arn:aws:sqs:*:111122223333:queuel"”

iy

w6 AR R PR T RERR

LT ROIERERERS (BRAP) BFXEN 111122223333 /queuel KIBAFIH ReceiveMessage
PR, B A AT EXPRTF 2009 & 1 B 31 BH4F 12:00 ET 4 3:00 HH,

{

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_ReceiveMessage_ TimeLimit",
"Effect": "Allow",

"Principal": "*x",
"Action": "sgs:ReceiveMessage",
"Resource": "arn:aws:sgs:*:111122223333:queuel”,
"Condition" : {
"DateGreaterThan" : {
"aws:CurrentTime":"2009-01-31T12:00Z"
}!
"DateLessThan" : {
"aws:CurrentTime":"2009-01-31T15:00Z"
}
}
]
}

=l 7 : @ CIDRSEE AR AR FAAENIR

LT RpIEEFmERF (B8RP ) RFERAME BN Amazon SQS RENNE , XERETURELS
BAKIBAFI111122223333/quenel , BHIIREFEREKE192.0.2.0/24CIDRBHE,

"Version": "2012-10-17",

"Id": "Queuel_Policy_ UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_AllActions_AllowlistIP",
"Effect": "Allow",

"Principal”: "*x",
"Action": "sgs:*",
"Resource": "arn:aws:sgs:*:111122223333:queuel”,
"Condition" : {

"IpAddress" : {

"aws:SourceIp":"192.0.2.0/24"

}

}
]

7~ 8 : 7R CIDRSEE R A/ H B & EMEETRMNIR
LA 50 T Bl B A RIRERA :
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FEEMEMELRERES —EER

o B—/EMAM 192.0.2.0/24 CIDRSEME (192.0.2.188 BRI\ AMFTE AR (BBHAFP) BFXNE R
111122223333/queue’ HIBASIBER SendMessage RIERIIER,

« BE-MEAPELE 12.148.72.0/23 CIDRSEEAMNIERF (BRAF) EHZEAS,

{

"Version": "2012-10-17",

"Id": "Queuel_Policy UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_SendMessage_IPLimit",
"Effect": "Allow",

"Principal": "*",
"Action": "sgs:SendMessage",
"Resource": "arn:aws:sgs:*:111122223333:queuel”,
"Condition" : {
"IpAddress" : {
"aws:SourcelIp":"192.0.2.0/24"
}V
"NotIpAddress" : {
"aws:SourcelIp":"192.0.2.188/32"
}
}

A
"Sid":"Queuel_AnonymousAccess_AllActions_IPLimit_Deny",
"Effect": "Deny",

"Principal": "*",
"Action": "sgs:*",
"Resource": "arn:aws:sqs:*:111122223333:queuel”,
"Condition" : {
"IpAddress" : {
"aws:SourcelIp":"12.148.72.0/23"
}
}
]
}

AT A Amazon SQS 5 [FKEIES B E KB

R B R S Amazon SQS 18X FRAmazon Web Services Ik ID FIE AR ( HlilsendMessageE
4ReceivelMessage ) , TREEBHCHRERMK. RALLAEMAmazon SQSaddrermission#fE.

MREEBRBEEANEH (FINERIAMVERRIEREN IP thit ) H@ELR AR, WEERES
T 89 Amazon SQS KB HFHE £ T AmazonfEFlAmazon SQS B & SisetQueueAttributesi®fE,
£

» Amazon SQS T RIZHIZEM (p. 123)

« Amazon SQS i [RIZHITRE TERRE (p. 124)

» Amazon SQS 7[R K EEIE S X BELE (p. 125)

+ Amazon SQS 1 6] K I&E S P LB 5 (p. 126)

« Amazon SQS F R KEEIES HEXIEL MBERIAIEL 2RI X R (p. 128)

. BEMGREEHFRRMYE (p. 129)

« BENX Amazon SQS 7[RI K EEIE S R~ (p. 130)

Amazon SQS 7 [F] 2 H 8+

TEER T &M Amazon SQS FiRA 7 EIHEE,
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Amazon Simple Queue Service FF & A R ¥5F
FEEMEMELRERES —EER

Service
You o
Resource A Resource B Resource C
Your policy for Your policy for Your policy for
Resource A Resource B Resource C
Requester
Requester
Incoming ™ e Evaluation Cod
ts valuation e
reques i

Requester —

Requester

0% TBEMEE.
O BIR‘BEEAmMazon RS ( a0 , Amazon SQS BAFI ) .

O BHEK, LBREFNBERNENERRE—1RMK, Amazon RFEHT - API TAR EEMEER
.8

O FREMAAIE Amazon BRS5E AMER,

O R KIEE S VARG, X2 —ATE Amazon RS AREREEARBEX E AN BERBTIEHRERS
AVIZERE T R FR KD,

Amazon SQS 5 R FIRELERE

TEfHERT ER Amazon SQS R KIEE S #HTIHFEHNEN THERE,
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You write a policy You add the policy Someone requests
— - to the system — = to use your resource

L 12 ©

The service The service
determines the evaluates the The service
applicable policies —™ policies —p  returns the result

4 O o

OB BAFIRE Amazon SQS FHE.

@ L HZHRE EAmazon. Amazon JRERM—MNAXR L&A KM APL, §l0 | &6 Amazon
SQSsetQueueAttributestt X 4EE Amazon SQS A5 £ & KM AR 1E,

08 AKIET ALK Amazon SQS RAFIHIE R,

©Amazon SQS £ EFTHE AT FIK Amazon SQS KB , HHEWL RIEA.

©Amazon SQS X KEH T , WERBTAWERERALMRAT,
ORFRMEITMELER , Amazon SQS ELREAccess deniedERE HERYLELLEER,

Amazon SQS FRIFKEIES < BB =
TEFREEN | EUARE JSON F— X @s.
Allow

fFStatement (p. 126)i& 7 MR (p. 125) BfallowtI 4 R,
Action

BANEB A (p. 126)BRIMIT , BERERAmazon.
BRiAfE4E

%A Allow (p. 125) & S XIE4E (p. 125) IREHY Statement (p. 126) LR,
Condition

BXRIFA (p. 126)WEMRFRFMAER. BENZHSHE, WREM P #utiEx,
S E
B —NERE (p. 126)BStatement (p. 126)EIHEHIRIREMNE R, BHRERKIBZURTUIEE

deny B allow {H., EXRBITEHAE=FPIRENER : ZRIAIEL (p. 125). Allow (p. 125)FE K
B4 (p. 125),

EREL

fFStatement (p. 126)1& A R (p. 125) FidenyH 4R,
W
Amazon SQS BIFEUTRMEREELS LT —MEABRHIEEREE (p. 126).
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Amazon Simple Queue Service FF & A R ¥5F
FEENRBSIHERES —RFERA

&

REFREE (p. 126N ERBFRRNAFL, BEENL , ATEBRLARRFMEE. AmazonT i iF
Amazon SQS AF R TIRE N &R E R,

Key (%4A)

% B 15 17 BR 35 TE A9 45 14 o
k|

{ A Condition (p. 125)FKey (Z4A) (p. 126) L SRIELE 3 % IR AV 15 R B L2
REE

RE—RHFZRIED (p. 126) B 2RHI X4,

Policy A Policy A

Statement 1 Statement 1
is egquivalent to

Statement 2 Policy B

Statement 2

Amazon SQS ERZRMKWERES 0 AR T HIRERR,
2N

WEIF AT (p. 126)H KB (p. 126) AP
IR

FEAE (p. 126)FRF RN R,

Statement

NEMURWIERGRE , RIFARBIESRHRE , BRE/ ZNREN —&82 F# (p. 126)3X#,
BERE

KEFRER (p. 126)FROA,,

Amazon SQS 175 R K IKE S 1428

FEiER , Amazon SQS 2WERBEN AU RELRBERRATEEUNNEMMANER, THBBERSAN
BB

s ERINMERT , BIELEMARENEERRRNER.

+ Allow (p. 125) FEBEETEHIAEL (p. 125)0

o ERXIEL (p. 125) FEEZEERWF,

s RETENIRFEHATEE.

TERIEMER T Amazon SQS WA EHE R 15BN RIRE,
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Dacision
o starts at
HDEnFII

(default deny)

'

Ewvaluate all

9 applicable

policies
s there an Yes - Final decision = "Deny"
e explicit deny? - ' {explicit deny)
No
e Is there an allow? Yes - Final decision = "Allow™

No

Y

Final decision =
e “‘Deny"”
(default deny)

O ZRFF /R —MBINEL,
O HITHRBIMMHER T ERNAARE BERR. EREA. BRENZRML) . RTRBITERENINTHTE

=
O MTRBIKNATERNERNELIET. BIERTRBIAKET -1, B2REELRE , BMIER
Bo

O MBFAEKRIENEBLIEDT , BANTRBFIRENATERNEAATES. ERTRBREIT -
N, HRIRERFRE , BINIETR (RS FHELEZIFR).
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O MERKIEMAFES , MARKRKFREL (RHWXKBEERNBLI AV , FTIXRHEN N —MERIA
),

Amazon SQS H R KBS P ENIEL FMERIAIEL 2 A< R

R Amazon SQS REEANERNATER , WiZERSSHIAEL (p. 125). Hlan , MRAFERER
Amazon SQS KRR , EEA T ZAFHME— KA LL6EA DynamoDB , MXLER &S HEINEL.

MBEREFEBFATHENRGE  MZERNERANBRINEL, MBEFETEATPNRESYE , BABRESR
BT EME |, ZFERNWERTEERNAllow (p. 125)REKIEL (p. 125) R (p. 125) MR KR EIE

AL EARBRENFENER , BAEXPHER TRINGRARIAEL, Ha , SRR E M
HER, BREETRE A1, ARBERTERETERN , RERER. TENET Amazon SQS Kk,

Policy A1

Effect = Allow

Condition:
if request is NOT from Antarctica

MEAPMEEREHER , BARHELHR (ZERTRREERN) , WiZBERNERRAW. B2, W
RAFMERMNEEBER , MAFKHARBE , ZERNWRINGRARIAEL, BUUEERK A2, RXIEL
KREERMHNER , IHERRENERIEL, THREEEHA T ZEKE,

Policy A2
Effect = Deny

Condition:
if request is from Antarctica

MRAFNERNEHER  BARKHELHR , WZBERNERNENIEL,

RAELNEXNELZANXINBREE , RAATTUBEZNEETHEBSRE. 60, KKk B AWE
2010 £ 6 A 1 BELEMIER, TERHER TIILEKRESRE A1 MK A2 HITASHIER.
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B E KM 57 8 K

==

Scenario 1

Reguest arrives from Antarctica on
June 1, 2010

I Policy Evaluation

Policy A1

Effect = Allow

Condition:
if request is NOT from Antarctica

OR

Policy B

Effect = Allow

Condition:
if request comes in on June 1, 2010

I Result

Policy A1 Result:  Default Deny
OR Policy B Result;  Allow

Final Result: Allow

Scenario 2

Request arrives from Antarctica on
June 1, 2010

I Policy Evaluation

Policy A2

Effect = Deny

Condition:
if request is from Antarctica

OR

Policy B

Effect = Allow

Condition:
if request comes in on June 1, 2010

I Result

Policy A2 Result:  Explicit Deny
OR Policy B Result:  Allow

Final Result: Deny

EHR 1 F , Policy A1 WEERFERIAEL | Policy B VRN AV , AAZKMAF 20105F 6 B 1 BEA
#ER. Policy B IREIM AL RFER Policy A1 NEINELLER , Atk , BRKE K.

EHE 25, Policy B2 WERNERIEL |, Policy B AR A i, M Policy A2 X HWERIELFEEM

Policy B X HH Ao iF , RLiZiEREFIEL,

B E R B R M
5 K 7 i A A BR

B P BRTBER A T AT E
e AddPermission

* CreateQueue

* DeleteQueue

* ListQueues

* ListQueueTags
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FEEMEMELRERES —EER

* RemovePermission
* SetQueueAttributes
* TagQueue

¢ UntagQueue

ES e

B#l , Amazon SQS XX ERMN FELUHZIEE IAM R A A, BXEZER |, 525 Amazon SQS API
™R : BIEMEFRESZE (p. 134)0

B E X Amazon SQS if 8 KI5 S R4l
AT 2EAE Amazon SQS iR KB R4,
A~ A=K PR TR

LA RfIAmazon SQS F M4 H T Amazon Web Services T F7 111122223333 fiF & 3% FIZ WK
B queue2#A & Amazon Web Services i 2444455556666,

{
"Version": "2012-10-17",
"Id": "UseCasel",
"Statement" : [{
"Sid": "1",
"Effect": "Allow",
"Principal”: {
"AWS": [
"111122223333"
]
}I
"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"
]I
"Resource": "arn:aws:sqgs:us-east-2:444455556666:queuel"
]
}

A2 = ANEB NI R

LUTF 7RI Amazon SQS KA H 7 — N Z 1N Amazon Web Services Tk 7 1F 43 7 B 8] E& A 75 (6] 48 /Y ik P2
HENY, XARBEHFEAFEAUTHSRE E4£Z] Amazon SQSsetQueueAttributesiTHI2R
AnddrermissionfBEF SUYFER FBA ST R 4X PR At 45 7E B (B BR

{
"Version": "2012-10-17",

"Id": "UseCase2",

"Statement" : [{
rsid": "1iv,
"Effect": "Allow",
"Principal": {

"AWS": [
"111122223333",
"444455556666"

]

Iy

"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"

1
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
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FEEMEMELRERES —EER

"Resource": "arn:aws:sgs:us-east-2:444455556666:queue2",
"Condition": {
"DateLessThan": {
"AWS:CurrentTime": "2009-06-30T12:00Z"
}
}
]
}

Al 3 : mREB Amazon EC2 SEfIHYE R IZ AR

LA RHlAmazon SQS XM 215 BIK B Amazon EC2 2 ER. WREIBTE RO 2 1 m—E
ZANIKFE (p. 130" REIRE : SRR EEIBREIE 2009 £ 6 B 30 HH4F 12 & (UTC) 281 ,

FFipE IP BSEEREITE 203.0.113.0/24, HARBEHFEHAFEAUTHSRE E£ZE] Amazon
SQSsetoueueAttributes{TEHIRE NAddPermissionBEFR AFERE FFIFRINRARTIEE IP bt R
o

"Version": "2012-10-17",
"Id": "UseCase3",
"Statement" : [{
"sid": "iv,
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
Iy
"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"
1,
"Resource": "arn:aws:sgs:us-east-2:444455556666:queue",
"Condition": {
"DateLessThan": {
"AWS:CurrentTime": "2009-06-30T12:00Z"
Iy
"IpAddress": {
"AWS:SourceIp": "203.0.113.0/24"
}
}
]
}

R4 B4 RS EKS

LAT =4l Amazon SQS HB&1E 4845 E 9 Amazon Web Services M i [RIREIRA B, Lt RBIETF R 1 @
— MK FREF R (p. 130)“ Rl : BIEY 15 E 48 E /I Amazon Web Services Ik . %44 E I 3R BE H £
LTS EHE F£2) Amazon SQSsetQueuerttributes{TEI2E NAddPermissioniBER RIFIEL 1S
BRAFI ( ERAFRFXIBAFIVIGEE ) o

{
"Version": "2012-10-17",

"Id": "UseCase4",
"Statement" : [{
"sidgr: v,
"Effect": "Deny",
"Principal": {
"AWS": [
"111122223333"
]
Iy
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Amazon Simple Queue Service FF & A R IEF
£ A in B R £ FUE

"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"
1,
"Resource": "arn:aws:sgs:us-east-2:444455556666:queue2"
]
}

SN

R~ 5 MRFEAFAERFREB VPC Kig T , NIEL 1755

BAR =45l Amazon SQS ZKEF PR 79 queue1: 111122223333 A LA
{TsendMessagefReceiveMessagelR{E (XPR VPC KixTT & ID #4E ) vpce-1a2b3c4d ( EAE
Eaws :sourceVpceif ) . BXESZEER , HSH Amazon Virtual Private Cloud S #JAmazon SQS #J

Amaz (p. 108),
Note

+ aws:sourceVpce RHFFFE VPC KinT R ERMN ARN , MRAEE VPC AT A ID.

o FBAIBMERAT RO, BRIIELFTE Amazon SQS 21E , A RERFIZILEE VPC AHmTR
(sgs:* ) BE=-MEAHP., BER , KERXMFPEFAEMERE ( SEBRIAINRAENEE
BE ) XABE R P E LS E VPC LiRT ST | IXWRESM LA UGS HRRASIR R,

"Version": "2012-10-17",
"Id": "UseCase5",
"Statement": [{
rsid": "1iv,
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
Iy
"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"

"Resource": "arn:aws:sgs:us-east-2:111122223333:queuel"

"sid": 2",
"Effect": "Deny",
"Principal": "*",
"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"
1,
"Resource": "arn:aws:sgs:us-east-2:111122223333:queuel",
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"

}

}

FFimet 22 &EUE AT Amazon SQS

RTCBEHECHREEIEN IAM AP 24, IAM ETULESAEMAFAEFIRNZSEE , NTIERAS
ATLLR A8 Amazon RS M EIR. & NEEEH AP Amazon Web Services I (1AM AP ) , &8
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Amazon Simple Queue Service FF & A R IEF
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DEBRZEH&EH A Amazon Web Services IKF ( BRERF ) » Bb4h | BBIEAEETT R Amazon BiRE
NMARFHOTHEANAF,

BT LA R IX i Bt 2 2 E 45 [ Amazon SQS A HiEKR. APl EaFRXEZIFIHEXENSEE , UEX
BHRBERBITEARIL, MREFERAIHOEIELEER , Amazon SQS £IE4EXR,
Note

B E T Imat IR E R
SRS
1. £/ 1AM tI2iInet 72 FIE -
- RETHE
- FEE4A ID
- BRI EESA
2. ERARHRIES ID MRS THRERGEFNS,
3. HEARNRRFEER (MAREECHBELRHHE) NENER AP BEREE,

Note

ERREEHNENR API ERE , BEAIGNHRZHA ID (MAREBSHWITEES D), 82
ZE2Th, AX IAM NN ZERENIFNESEL | ESAEEER TG 15 R RAmazon &
REEEIAM R ERE.

FAIGR Z2IEH A Amazon SQS ZEif] API ##4

1. {EF Amazon Identity and Access Management HRIG Z2 T, BEXEZEL , H5H . tI2IG6
ZEIEBLEHA IAM AP AR REREIAM AFiERE.

IAM IREIZ£H, BRI ID MFAFIHEEH,

2. FRAKRFEZE ID(MTAREACHFERE D) EEEHR , HEEER2T M, FRKRNRERER
Y (MTREB SRR EZRH) FERES,

3. EXESFEAKeFRZ4E ID RS BEENERFTHE,

UTREIERT ARG 2LIEHEIF Amazon SQS &K, &¥auTarARAMSEURT API #E3REY
&€, AXxELELR |, 5 Amazon Web Services —fi85EZHMZHE Amazon APl &K,

https://sgs.us-east-2.amazonaws.com/
?Action=CreateQueue
&DefaultVisibilityTimeout=40
&QueueName=MyQueue
&Attribute.l.Name=VisibilityTimeout
&Attribute.1l.Value=40
&ExXpires=2020-12-18T22%3A52%3A43PST
&SecurityToken=wJalrXUtnFEMI/K7MDENG/bPxRfi1CYEXAMPLEKEY
&AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE
&Version=2012-11-05

&AUTHPARAMS

UTREIERT IR Z2EIEREN sendMessageBatch BIEAEFFHEE,

https://sgs.us-east-2.amazonaws.com/

?Action=SendMessageBatch
&SendMessageBatchRequestEntry.1.Id=test_msg 001
&SendMessageBatchRequestEntry.1.MessageBody=test%20message%20body%201
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https://docs.amazonaws.cn/IAM/latest/UserGuide/CreatingSessionTokens.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/CreatingSessionTokens.html
https://docs.amazonaws.cn/general/latest/gr/signing_aws_api_requests.html
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API X [RSZ&E

&SendMessageBatchRequestEntry.2.Id=test_msg_ 002
&SendMessageBatchRequestEntry.2.MessageBody=test%20message%20body%202
&SendMessageBatchRequestEntry.2.DelaySeconds=60
&Expires=2020-12-18T22%3A52%3A43PST
&SecurityToken=je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY
&AWSAccessKeyId=AKIATI440H8DHBEXAMPLE

&Version=2012-11-05

&AUTHPARAMS

Amazon SQS API R : BERMEFRSZE

HpgER I EEE (p. 111)HRETHME IAM SHHRRERE , TUAERATRIENSE, XEXE
F : JIRBEE Amazon Simple Queue Service BIE, BAFNMITZIRENERIRIE , ARAmazon&
AR ER TR R IR.

ERBEMN Action ZFERPISTERE , HERIMW Resource ZFRAREERFE. BEIRETEERE , BT BIHES
MBI sqs: IR (B0 |, sgs:CreateQueue),

B &I, Amazon SQS XX B ERM FEXGZHE IAM FAA :

* aws:CurrentTime

* aws:EpochTime

¢ aws:SecureTransport
* aws:SourceAccount

* aws:SourceArn

Note

XA A LA R Amazon BR SFX A R G MY B R R 515 Bt BRAmazon Web Services Ik #H
ZERET IAM A28 ARN EEERIRE ARN , BX IAM B8R R RERZRS.

* aws:SourcelP

* aws:UserAgent

* aws:MultiFactorAuthAge

* aws:MultiFactorAuthPresent

* aws:PrincipalOrgID

* aws:RequestTag

* aws:sourceVpce

* aws:TagKeys

* aws:TokenAge

Amazon Simple Queueue Service AP
AddPermission
B1E . sqs:AddPermission

®IR . arn:aws:sgs:region:account_id:queue_name

ChangeMessageVisibility
1€ . sgs:ChangeMessageVisibility

®IR : arn:aws:sqgs:region:account_id:queue_ name
ChangeMessageVisibilityBatch

B{E . sgs:ChangeMessageVisibilityBatch
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B/IR . arn:aws:sgs:region:account_id:queue_name
CreateQueue

BIE sgs:CreateQueue

B®IR . arn:aws:sqgs:region:account_id:queue name
DeleteMessage

1E . sqs:DeleteMessage

IR . arn:aws:sgs:region:account_id:queue_name

DeleteMessageBatch
1E . sgs:DeleteMessageBatch

B®IR . arn:aws:sgs:region:account_id:queue_name
DeleteQueue

B1E . sgs:DeleteQueue

®IR . arn:aws:sgs:region:account_id:queue_name
GetQueueAttributes

BIE sgs:GetQueueAttributes

®IR . arn:aws:sqgs:region:account_id:queue name
GetQueueUrl

B4E sqgs:GetQueuelUrl

B/IR . arn:aws:sgs:region:account_id:queue_name
ListDeadLetterSourceQueues

B’IE - sgs:ListDeadLetterSourceQueues

B®IR : arn:aws:sqgs:region:account_id:queue name
ListQueues

BE: sgs:ListQueues

IR . arn:aws:sgs:region:account_id:queue_name

ListQueueTags
B1E . sqgs:ListQueueTags

B®IR . arn:aws:sgs:region:account_id:queue_name
PurgeQueue

B1E . sqgs:PurgeQueue

®IR . arn:aws:sgs:region:account_id:queue_name
ReceiveMessage

B®iE sgs:ReceiveMessage

IR : arn:aws:sqgs:region:account_id:queue name
RemovePermission

¥1E . sgs:RemovePermission

SR . . .
®iR . arn:aws:sqgs:region:account_id:queue_name
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AEidFMEER

SendMessageflSendMessageBatch
B’1E . sgs:SendMessage

®IR . arn:aws:sgs:region:account_id:queue_name
SetQueueAttributes

BI4E sgs:SetQueueAttributes

B/IR . arn:aws:sgs:region:account_id:queue_name
TagQueue

BYE: sgs:TagQueue

B®IR : arn:aws:sqgs:region:account_id:queue name
UntagQueue

BE: sgs:UntagQueue

®IR . arn:aws:sgs:region:account_id:queue_name

Amazon SQS Ay HEZ1CFH Mk

I E D REB XX Amazon SQS BASI# 1T B g K MERNER.
ES 7}
« fEMiE3% Amazon SQS API i FiAmazon CloudTrail (p. 136)
« A CloudWatch ¥# Amazon SQS BA%l (p. 140)

£ FHi2 % Amazon SQS API i FHAmazon CloudTrail

Amazon SQS 5Amazon CloudTrail , ZRFEERAF. AREH Amazon SQS HAKIER. AmazonfR%
fhE, CloudTrail fF5 Amazon SQS FAFIHER<H API HEERNEHHIR , 25K HE Amazon SQS ZHIAH
AR B Amazon SQS API B9fREBIA M. B3< CloudTraill WEZEE. |, 55 (Amazon CloudTrail
B

Note
S EPRERBASIF FIFO BA%IAY CloudTrail A &id %o

A CloudTrail FFEREE , LI LUEER Amazon SQS APl & HEVGEER, ERE/ IP bk, #HR
ENEM. BEROBHNNEE, WREEE T RER , WAL CloudTrail B##F£4%1%E] Amazon S3 7
M. MRRBEBRER , WA LAE CloudTrail EHIAPHEHFTLIERPEEENEY. FXEZER,
#Z % {Amazon CloudTrail A $§R8) https://docs.amazonaws.cn/awscloudtrail/latest/userguide/d B 1 22
EREREEIR

CloudTrail |/ Amazon SQS £ &

B2 8 Amazon Web Services Ik , CloudTrail B8 8. HA%EZ XM Amazon SQS EH4EHN , B4
2R CloudTrail B4t |, H5HMAmazonEH A RIERKINRESEH., BOUUEE, BRANTHEHSE
#Amazon Web Services i . BXEZEE , 5 H (Amazon CloudTrail AFIER) HEFEMA CloudTrail
EHNELRREREESS,

B RER , CloudTrail AT B XX E Amazon S3 . B LI R ERIFEIZREHAmazon
Web Services Ik . BIAER T , A Amazon Web Services Management Console 822 BRERRT |, ILIRER
R A TFFE Amazon XiF, WRERIEZRMBEAMazonXFHFHEH , H ¥ AFZXHEEEEER Amazon
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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S3 17, BIETLAE B HEbtAmazonfRS , # — D 7E CloudTrail A &P IRENSHHIEH REUE K.
BAREZELR | 551 Amazon CloudTrail AF#ER PHUTEE :

+ CloudTrail KRS MER

+ 73 CloudTrail & Amazon SNS &l
o MZANXEF W CloudTrail BE#
o NZANIKF W CloudTrail B &I #

Amazon SQS XIFIEFUTRENEE :

* AddPermission

* CreateQueue

* DeleteQueue

* PurgeQueue

* RemovePermission

* SetQueueAttributes
¢ TagQueue

* UntagQueue

BIMEARATRKEFELEAXRBERENELE. LESTHPDEHEUATAR

- BREFEABAFLEIIER IAM AFEIERHM ?
s BREFA/BERKSEMAFPNIRINZSEIEAHKN ?
« BREBHEM Amazon REAXEH ?

BXEZEE , 2H (Amazon CloudTrail F$ER) ##9 CloudTrail userldentity 7Tt&,

=5l Amazon SQS HEX % B

CloudTraill BEXHEE—MREZMNAERE , B %BEHZ) JSON BRXNEHER, —PEZRKER
RERBEMEN—MNER , BFEEXFERNRE. FESBURERENBHENNASESR, BEKET—
EEEEMBEIRF. B, ENFEAH AP FRANEFH#KRRER,

AddPermission

LT REIERTHI— CloudTrail B&% B, AddPermissionAPI @A,

"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"

I

"eventTime": "2018-06-28T22:23:46Z",

"eventSource": "sgs.amazonaws.com",

"eventName": "AddPermission",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101 Firefox/24.0",
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_PurgeQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
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"requestParameters": {
"actions": [
"SendMessage"
1,
"AWSAccountIds": [
"123456789012"
1,
"label": "MyLabel",
"queueUrl": "https://sgs.us-east-2.amazon.com/123456789012/MyQueue"
Iy
"responseElements": null,
"requestID": "l123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4£3fb2109fa"

CreateQueue

LA RHI%BE creategueue APl K CloudTrail B&% 8.

"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alejandro",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alejandro"

Iy

"eventTime": "2018-06-28T22:23:46Z",

"eventSource": "sgs.amazonaws.com",

"eventName": "CreateQueue",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.1",

"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101 Firefox/24.

"requestParameters": {
"queueName": "MyQueue"
Iy
"responseElements": {
"queueUrl": "https://sgs.us-east-2.amazon.com/123456789012/MyQueue"
Iy
"requestID": "l123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4£f3fb2109fa"

DeleteQueue

LA R#1i% 88 DeleteQueue API K CloudTrail B&% B,

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Carlos",
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"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Carlos"
I
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "sgs.amazonaws.com",
"eventName": "DeleteQueue",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.2",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101 Firefox/24.0",
"requestParameters": {
"queueUrl": "https://sgds.us-east-2.amazon.com/123456789012/MyQueue"
I
"responseElements": null,
"requestID": "l123abcde-f4gh-50ij-klmn-600789012p30",

"eventID": "0987g654-32f1-09e8-d765-c4£f3fb2109fa"

RemovePermission

LA R413% 88 RemovePermission APl iR CloudTrail BE%H.,

"Records": [
{
"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Jane",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Jane"
I
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "sgs.amazonaws.com",
"eventName": "RemovePermission",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.3",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101 Firefox/24.0",
"requestParameters": {
"label": "label",
"queueUrl": "https://sgds.us-east-2.amazon.com/123456789012/MyQueue"
I
"responseElements": null,
"requestID": "l123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4£f3fb2109fa"

SetQueueAttributes

LUTFRHIERTH CloudTrail B&%B, SetQueueAttributes :

{
"Records": [
{
"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
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"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:user/Maria",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Maria"

I

"eventTime": "2018-06-28T22:23:46Z",

"eventSource": "sgs.amazonaws.com",

"eventName": "SetQueueAttributes",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.4",

"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101 Firefox/24.0",

"requestParameters": {
"attributes": {

"VisibilityTimeout": "100"
Iy
"queueUrl": "https://sgs.us-east-2.amazon.com/123456789012/MyQueue"
Iy
"responseElements": null,
"requestID": "l123abcde-f4gh-50ij-klmn-600789012p30",

"eventID": "09879g654-32f1-09e8-d765-c4£3fb2109fa"
¥
]
¥

£ CloudWatch %1% Amazon SQS BA %l

Amazon SQS 1 Amazon CloudWatch R E—i#2 , RLERTLIEA CloudWatch && F1% #T Amazon
SQS AFIHIEIR. FBAIMNFEF M B HBAFIA FEFRAmazon SQS #&|& (p. 140) , CloudWatch 2|
& (p. 141) , fEAAmazon CLI (p. 142) , & EMACloudWatch API (p. 142). A BLiZE CloudWatch
1R (p. 142)Amazon SQS E#F.

Amazon SQS BA%|# CloudWatch IE¥rFE — 28 B3I INE H #IE T CloudWatch, RESXTHE
CloudWatch £ &M FTERA IR EIX LEi5HR, SEER. MBENRAT B EETHE L TEMRERIZAS |
N CloudWatch & %7 6 /NP EM A B K.

Note

o MIESESNIRABUEBAFIRT , CloudWatch 8RR Z AR 15 54,

+ CloudWatch HF3R&# Amazon SQS EHREEEMEM. ©114EHR Amazon SQS FRFEH —E 5
£,

o SHEFRERBAFIF FIFO BABIHY CloudWatch $#8#4R,

ES ]
+ 158 Amazon SQS # CloudWatch $&#x (p. 140)
+ Bl Amazon SQS 1E#RH CloudWatch B (p. 142)
+ Amazon SQS # A A CloudWatch $§#x (p. 143)

118 Amazon SQS #J CloudWatch Fg#r

Amazon SQS 1 Amazon CloudWatch S E— i , FEAILER CloudWatch && M5 #f Amazon
SQS BAFIHVIEIR. BRIMAEE M2 HEATIBIIEFRAmazon SQS #Fl& (p. 140) , CloudWatch |
B (p. 141) , fEAAmazon CLI (p. 142) , & EACloudWatch API (p. 142). A JLi%E CloudWatch
B4R (p. 142)Amazon SQS E#x.

Amazon SQS &l &

1. 3% Amazon SQS 4|4,
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Amazon Simple Queue Service FF & A R IEF
£/ CloudWatch ¥1%RA 5l

ERAFIBIRA | G&F (EH) SERTHREERNRSIENENE, £&ZTUER 10 MASIBER.
TEERBIRIET R,

F L7 SQS metrics B HFERZIMEF.

ETHMEERERTHNNE , BIXFREEEFRERAESEMN @ £ | 555 Amazon SQS KA H
CloudWatch 1E¥% (p. 143).

ERNERFARFENFESEE , 4% Time Range &R FERESEE (Fl40 |, Last Hour)o
ESFH RN EMSITTRE , FEBZEFR.

fECloudWatch MM XS IFES |, %R Statistic , ( i, Bit)e BRZIENRITHRBENIIX , FS
FElAmazon SQS B A] A CloudWatch $8¥% (p. 143).

EFRENREE RN ESEE M EER (Fl10 , ERHFIE 24 DR ESEEMARE 5 248 , &
EREPNNBERMAESE 5 24) , AENAERERHIEE , WX T Time Range , EFFTFE T E
SBE (40 , Last 24 Hours), ¥ F Period , #£35E /YAt BB B Nk R FTERTEER (H120 |, 1 Hour)e BE
SEEFE , Ei%E Closes

( 7% ) EERAHAL CloudWatch ZhAE , BEKEETF L |, EBEEE LI CloudWatch 18485 , REE
B3 B R EAmazon CloudWatch & & (p. 141)318.

Amazon CloudWatch 2 &l&

5% CloudWatch ##15,
ESMERL , %% Metrics,
%R SQS gt B 2= E,

All metrics Graphed metrics Graph options
Q
18 Metrics
S3 SQs
2 Metrics 16 Metrics

%4% Queue Metrics R4 E,

All metrics Graphed metrics Graph options

Al > sQs Q

16 Metrics

Queue Metrics

16 Metrics

EIMIE AR ZE Amazon SQS FE#F :

o EXNIEMRIITHER |, BER YRS,

 ERIEHLFER , BEPIZENRZHEEE,

o ERIBMIITRIE  BEEFEREN , AFIER Add to search,
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All metrics Graphed metrics Graph options

Al > SQS > Queue Metrics Q
QueueName (16) - Metric Name

MyQueue ApproximateAgeOfOldestMessage

MyQueue Add to search sagesDelayed

MyQueue Search for this only sagesNotVisible
MyQueue Add to graph sagesvVisible
MyQueue Graph this metric only

MyQueue Graph all search results

MyQueue ' What is this?

MyQueue NumberOfMessagesSent

BXRFAEEMEMET | FSELEEREFFER Amazon CloudWatch 32 %I F # Amazon
CloudWatch FAFP1EF.
Amazon Command Line Interface

AR Amazon SQS #E#RAmazon CLI , B{Tget-metric-statisticsiife

BXEZEER , 1521 (Amazon CloudWatch A #5R8) RIREUERNAITE R,
CloudWatch API

E£ A CloudWatch API 57 Amazon SQS 645 , IEEMAGetMetricstatisticsaction.
BEXEZEE , 2 (Amazon CloudWatch FIF1ERE) FHIREUERHISIHE S

#1732 Amazon SQS E#RHY CloudWatch 1k

CloudWatch AT EETERREMRLER. Hl0 , BALIAN NumberOfMessagesSent ISR BIEER,
flan | WRE 1 NMPIRE MyQueue BAFIAIET 100 ZALHEE , MR HBE FR4BEHN, BEXEZE
B, #3 % Amazon CloudWatch A P #§RH#Y £%2 Amazon CloudWatch 1R,

1. E3x%Amazon Web Services Management Console #3JFF CloudWatch ###14& , MitA https:/
console.aws.amazon.com/cloudwatch/o

2. {KXiERE Alarms # Create Alarm,
3. HEHEEBRNIEEMNERIBIRIBD P, FOOEEREERMA SQS,

4. FTF SQS > BAFIER , BERENHEZBEBRWAIIBHNERES , AREERET—¥. BXARER
H%5IZk , HZH Amazon SQS KA A CloudWatch $E47 (p. 143).

EUTRHIG | %EF 243 NumberofMessagesSent BAFIE MyQueue FEFRIVER, HEAXHEES
Hid 100 BY |, FALR BR,
5 EREBRBHRMNEENELERBL P , HITUTRE

a. HEREET A NEHRBAZHINHER.
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https://docs.amazonaws.cn/cli/latest/reference/cloudwatch/get-metric-statistics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_GetMetricStatistics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://console.amazonaws.cn/cloudwatch/
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{8 CloudWatch % #2RA %l

RE is 73 > 100,

EERMET , HAMREN 1 /)8t
FEHBERENREME LT,

-0 a0 o

N TREN 1 MERIFH 1 M EER

ERET  BEALBERRENRESNER .

WNRIFFHLE CloudWatch IR BRI A X B |, EFEEZE—NIEKR Amazon SNS £/ , &L

BiEERERMAR TR | BUESRT,

Note

WMRIEBIE —/NET Amazon SNS 7 |, BB A B8 F B 43t 1t 7 B2 U AT 38 AN 2 B AU T 36
i, MRERIESFEBMFibit 2 ATERRSRETEL , WARLKEBEH,

6. i%#R Create Alarm ( BIBEE )
FHelEER.

Amazon SQS B 1] A CloudWatch #§%x

Amazon SQS £ CloudWatch &K% T 1E¥F.
Note

XTSI, ERBIELCUER , BN Amazon SQS DB X ERLENM, ERSHERT , T8N

B RA B R B9 SRBROE B
¥ F FIFO BA% , & RRIEHE,

Amazon SQS E¥r

AWS/sQs & ZEH IE U T IR,

ER

ApproximateAgeOfOldestMessage

RA ! B | 69 AR I BROE S Y K FFFE R 8D

Note

- EEBUHEEZIR (A
L) BREER , ZEE
N2BENIINGEE , M
ApproximateAgeOfOldestMessage
Bt RE R EWER = R85
ZIHAVES.. BMERASIEBEMREK
R, L REWRE,

- ATEANEAHEE ( ZREBEREMN

AMIBR ) SR LEIEIR , BRI
ERABSAESZHE , EirPETf S
BEBNEENEABR.

- MRAFIBEMP KM , Hik

IMENRAEBHKBER , BR
RBEIET (p. 43), H
HEBERET , SEERRFIR
ApproximateAgeOfOldestMessage
ERRRNZOEEBERETI Y

B (R %H R REN A

|E| ) o
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B i

REWE  REFEABBAIIZELTER
7 (p. 140).

B R
BREITHIE -

Average. Minimum, Maximum, Maximum. Maximum, S
Samples ( £ Amazon SQS Z4#lAHERA
BEARE)

ApproximateNumberOfMessagesDelayed BABIAEER B 7oA Bl ENAE BB E, IR
BABIEL B N EEIRBASI , REFEA THERSHK
REEEE , MaHIXFER.

WERA - IREIEABBAT R EL T IESNIR
2 (p. 140).

L RARRRE "
BRI HIE -

Average, Minimum, Maximum, Maximum, Maximum, S
Samples ( £ Amazon SQS Z£HAEHRERH
B )

ApproximateNumberOfMessagesNotVisible RFEPREWEENRE, MEBEEERE

BE BRI FRS S RBAE TR
ARE , MEEHA RN T ETRS,

WERA - IREIEABBAT R ELTFIEIR
# (p. 140).

L RN
BUEITHIE -

Average. Minimum, Maximum, Maximum. Maximum, S
Samples ( £ Amazon SQS EHAHRERH
BRI )

ApproximateNumberOfMessagesVisible AT MBASIER B HY S B3 2.

REE  REFEABBAIIRELTER
2 (p. 140).

B iTH
BRESITHIE -

Average. Minimum, Maximum, Maximum. Maximum, S
Samples ( £ Amazon SQS ZHI AR ERA
BAK)
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E=fa R
NumberOfEmptyReceives' KIREEEM ReceiveMessage API AR
=,

REWE  IREFEABBAIIZELTFER
7 (p. 140).

L RARRE
BRI HIE -

Average. Minimum, Maximum, Maximum. Maximum, S
Samples ( £ Amazon SQS Z4#lAHERA
BEARE)

NumberOfMessagesDeleted’ MBAFIRBRAYE BB &,

REE  IREFEABBAIIREL T ER
2 (p. 140).

L RARRE "
BRI HIE -

Average, Minimum, Maximum, Maximum, Maximum, S
Samples ( £ Amazon SQS ZHAEHRERH

HERE )

Amazon SQS &

HNumberofMessagesDeletedSHRE

AT ERENNENRIHBRREZEERT

W, SEEEHR. ATERTEXE
NumberOfMessagesDeleted SR EE FM

HA -

» {fDeleteMessageMNBETRA—HENT
FEUIEIRAITIRME © MRE N M
HifE | ZOH BT EoAth AT X E Aty AT 3T Hh
TABEMBRBBREESAFTR , AT
fENumberofMessagesDeletediB#ro

+ {AfDeleteMessageER—KIEAR L
HWITERE . R EHEEAEHRRER
B FADpeleteMessage A EATEEIR
ARERIRE , FRE—NRINRE
fENumberofMessagesDeletediB#ro.

NumberOfMessagesReceived' JH ReceiveMessage R{EIREIRYEE K
=2
Ho

REVE  IREFEABBAIIZREL T EK
% (p. 140).

L RARRRE "
BREITHIE

Average. Minimum, Maximum, Maximum. Maximum, S
Samples ( £ Amazon SQS ZHl&HERA
BAH)
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SRR

T3

E=fa R
NumberOfMessagesSent' WINEIRA SR E BB E,

REWE  IREFEABBAIIZEL T ER
7 (p. 140).

L RARRE
BREITHIE -

Average. Minimum, Maximum, Maximum, Maximum,

Samples ( £ Amazon SQS 4| AHERH
BEARH )

SentMessageSize' AYIIE SN DT = P A

REE  IREFEABBAIIRELTEIR
# (p. 140).

B FH
BRI HIE -

Average. Minimum, Maximum, Maximum, Maximum,

Samples ( £ Amazon SQS Z£HAEHRERH
BARE )

Note

SentMessageSizeBE|ED—%
SHEREEMBMNRASZE , &
CloudWatch ##H AR T2 ERA T
AER.

'IXEERRMNRSAETES , TUERERAR. FTEABXLERNENE , tFEERATIIRMALT
HHEBAFPIRZS o

Amazon SQS BRI 4EE

Amazon SQS %% %l CloudWatch KM — 4 RoueueName. XX B A HAKITEE 2B QueueName
HATHE%

Amazon SQS & Hl IS IE
ERZIMW—E D , E=HFiF A FiEH Amazon SQS HELEMMEMR EAmazonEMiITR , BFELUTH
B

« XEFTUHEZ2RHE (PCIDSS)
« REARRBEIEER (HIPAA)

BXRBEEAAHEITREE AN Amazon BREHIR , HSREHAEITRIEEANY Amazon fS. BXRENRE
B, B&MAmazon& Mt &,
WA LAE A Amazon Artifact TEE=AFFITRE. BXREZEE , S H T Amazon Artifact FH#RE .

SEIEEA Amazon SQS AN M REHEHRBENBRBM, LR SHM B R A REREERENR
TEo AmazonZRHLLIT HIRKA KM EMM
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Amazon Simple Queue Service FF & A R IEF
AR RS BE

o Z2MEEMM Quick Start IEEZ M5 EHME Quick Start 15/ - XLEHBEEITIE T RPTESM ,
HRMTE Amazon EHBETRZEUMSAMNEERRNS R,

o (EIHHFE HIPAA Z£MREAMEEROEND) BEH - LARBNBLANAERAAmazontIBFE
HIPAA tREHI R TR F .

« Amazon& MR - el FFMMERMES TREER FENTLNTLE,

+ Amazon Config 7F & A B 8™ H i £ F AL T4 %R — Itk Amazon Config BR &5 Tt & H 3 IR B B X P ZB38
B, TLIERERERNEEER.

+ Amazon Security Hub — ltAmazonBRE R H T Amazonh R RBNLEAE |, THBERERESHER
TR EMSRESRE,

Amazon SQS F Yk E 8E 1

Amazon® BRER & HEE SeAmazon K FI Al A X¥E, Amazon XGRS MY IE Hiay BREM A
X, XETAXBEIERK, FHESENKAEENNEEEE—E, AATAHAK , SULUgiTREET
AXzELhit B SO HEEBNNARFNIREE. SEESNENSESIMREFOEMIZEMRL |
AXEEESWTAM, BEMMNTY EBMY, X Amazon KISMTRAXNESES |, B5E Amazon 23k
EHAigHE,

Bk T AmazonAmazon SQS £ ERE MR FEIR 2 XA,

AN\ =

2 I BA B

PHNEEEEREE=ZATEART Y : DHXNREMWAH. AT (D HTE Amazon SQS IR L) MUK
BASI R RYSE B

HEUTERSF , RORSEBLANEFEI(BRASIRIEHE SR E L) URGERREN ( MBAFIEEUE B H4A
) o BABI (REM A B E #9BE) E£Z 1 Amazon SQS RS 38 LT REFHEE R,

Your Distributed Your Queue

System'’s (Distributed on
Components 5QS Servers)
Component E
: JG e
S ———

Amazon SQS IV EMIRELZ =M%

ER—IEERRS , Amazon SQS ZAmazonH R 2 F R & L 22 FAmazon Web Services : 223
EHREERB.

YREAAmMazonk# 7 AP| #2EBE M A& SR Amazon SQS. B MMAZIFEMEL LM (TLS) 1.0 |
EElAE, BIEA TLS 1.2 HESKRET. FFRRESAXFEGTLOAIRKRE (PFS) WEBEML , W
Ephemeral Diffie-Hellman (DHE) = Elliptic Curve Ephemeral Diffie-Hellman (ECDHE).
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https://d0.awsstatic.com/whitepapers/compliance/AWS_HIPAA_Compliance_Whitepaper.pdf
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https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
http://www.amazonaws.cn/about-aws/global-infrastructure/
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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Amazon Simple Queue Service FF & A R IEF
RERE

EAMERFRIZEA ID M5 IAM ZERAXBARBHRAIBARNERBITEE, RE , BUUER
Amazon Security Token Service (Amazon STS) £ A TE B ERN G RLEIE,

BRI LAMAE A M B B FHIX L APl 124E |, B Amazon SQS XEFHETREMNIFRIEK  EFaqlasET
TR P kY PR S, BES , AT LAER Amazon SQS FREERIEHIK B45E VPC LixT RHIEFE VPC Mih
B, XHFEMREEIE Amazon SQS MEIHE , NMN—MSE VPC BILEERFIM LB, AmazonM 4,
BEXEZER  HSRARA 5 WRIFRIFTERE VPC KigTim , MIBLIFRE (p. 132).

Amazon SQS T4 H&{ELEk

AmazoniZ2#t 7 £ %t Amazon SQS HZMEZLUEE , BENEEHCHNEZE RN L TXHEFXLEINEE,
Note

RUNEGAXEIERERATERANERARMNENE. RNBUEEREERARA. REMRHER
HNETXHPEEXERERRK,

T RL M B fE R B
ST 24X Amazon SQS MHIB I 224 BIEREE.

E3 ]
« BRASITALNFF IR (p. 148)
o KiERKNRIFFE (p. 148)
s NNARFFEA IAM AEAmazonEE Amazon SQS T RIBREI RS (p. 149)
+ LIRS EFIHMNER (p. 149)
o SEHEAR P BIEINE (p. 149)
o ERMEMA VPC LinT /KA Amazon SQS (p. 149)

BROA TR AT 15

BRIFEEATHER Internet LR EM AZBAILURENHE A Amazon SQS FAFI , BRI 4RBA S AT AT 15 8
(TR ENSNMNAREMES ZHRIENERATR ) o AmazonfAFf),

o BEBIZE Principal IREERN "" KIKHEL,
s BREEABRA (*). R, N—MFEAFPIZMNAF®HAE,

K e B AR A R 177 ]

BRFRRE , EUUREXERREOZHWE, RAEHXIHEAIIAR EARFXERFIERNEE APl RE,
KEFENEN FREZEARAFSHRIEESRNENEXREE,

BERTRENRAMEREEN, RRR , REFHITREESAEHNR, EUUEARERKNA
BRIFNIX—-Ko

Amazon SQS ERAFE-EAEEE K AAFTE=-MRENAFKSUR

+ Administrators— F T 812, 1S ckFMBRRAZIEY I RN . B 5 1A 35 I RA 51 SR B o
o BIEBE— HTEEE LA BIBA DAY R
o fEFE— BT WM RSk B RA SR B SRV E R A

BXRHARES  BSANTEY :
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https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html

Amazon Simple Queue Service FF & A R ¥5F
By M B SRR

« Amazon SQS H i & @B FNREE (p. 109)
» Amazon SQS API| iR : BEMERSZE (p. 134)
- EAHE Amazon SQS TR KEEE S K B E LK (p. 123)

NN FAEFER IAM & EAmazonEE Amazon SQS 7 8] 4 R Y

ARS5

X+ F B A FHAmazonAmazon EC2 Z KBRS BET1H 1B] Amazon SQS A% , B4 A B ¥ Amazon
E I EIEAmazonAPl B3R, HFXEZIERLE3RGR , AETRN Amazon L EZEF#ENA
BFE EC2 SE4idh,

BRIZMER IAM AEREEEZHR Amazon SQS W ABRFHEBRSHIGREIL. EERAGN , BFE
ENKHBET (MAFRE, BEMNAERE ) 2E 4% EC2 £4I5K Amazon BRS ( #l4 Amazon Lambda ) .
R, AeTRHNRENBAREFEEARAEM Amazon BENER,

BXREZER , BSH . AM AN ACNENLER  AF. NMABRFMRSHHIAM AFiERE.

5K i AR 55 25 v 1 25

ERABEREE , JUBEBANE , FREHESEEFHLETRNLENZARIEEHTM
B, REESIRINE (SSE) REBAKIEMS . Amazon SQS HEZME BN E N BRI BIBEH TN | 5
EERFRDEE R RSB EZHEE . SSE # /8 Amazon Key Management Service RIE BB, REBEXER
BTHHRIEHEATHERR , VR MZERAGIF R NZRAS 2 B & E X5,

BXESEL , BB BAMNF (p. 102) M ZHEE (p. 104),

3K e B P IR I

MREZE HTTPS (TLS) , EFMAMN KL EFEEARRAZENRERGRRBIMNERE, RAFER
BAFIZREE Y aws : SecureTransport 5@ HTTPS (TLS) M EZ LR HERFEH SSL.

ZEMEH VPC KimT &3KiFE Amazon SQS

MREBHATI LT REB S RXEH |, BRAENTEERETR Internet £, N ANERA VPC KisT AR AN EE
VPC I EAA G RIS THER . A LAE FRA B SR EE IR M 4ETE Amazon VPC LT S =4S E VPC XIBA %I
BV R

Amazon SQS VPC & QIR EM A X RZHXIHEMER
o BAILESAFBERE VPC KT RUBRMNER, AFZH4E.
o BT LAGE FIBA B SR BR4R B HRLE VPC | VPC K in T RAB R RIERIBA S

BXEZELR , iHZH Amazon Virtual Private Cloud S #JAmazon SQS #JAmaz (p. 108) 73 Amazon
SQS Bl Amazon VPC 45 =K EE (p. 109)0
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_Boolean

Amazon Simple Queue Service FF & A R 1ER
RHEEW APl ER

£/ Amazon SQS API

AT RMEREE Amazon SQS Kii T AR BN GETMPOSTA % , AR FEAALE APl BE, BX
Amazon SQS WH#MERITH— BIESH. BiIR. RHEFMEIELE— FSHAmazon Simple Queue
Service APl $#.

EFEHAEMREIESIHR Amazon SQS |, & LAEAAMazonHHFF A TESHPIELLT BN IHEE :
. FAZRENRSERESR

« ER#ER
« REBEIRE R

BXRGTITIARFE , B2 /Amazon CLIGTSZE MAmazon Tools for PowerShellCmdlet 2.
3]

. 2HEHE APIER (p. 150)

» Amazon SQS #t4bE#EE (p. 155)

E Al \i < >
IRHE# API 53R
EARTF , BT HINAHEE Amazon SQS KR R , GETHIPOSTIE R F AR K7,
£
o MEBLIFTT R (p. 150)
« 2 GET #3XK (p. 151)
+ 2H POST %R (p. 151)
o XERBHTHHRIE (p. 152)
o AR (p. 154)

MEL IR T R

AT Amazon SQS A% , IBATE — DML/ Ro BX Amazon SQS KT AWEER , BSHFH
AT R E,. Amazon Web Services —fi§5 % :

« KELHRTR

+ Amazon Simple Queue Service 4T LB

/N Amazon SQS K iET RERINMNM, FlI , MREFHNE N MyQueue BIAY] , Hp—4
AAFIEFLRIKT M sgs.us-east-2.amazonaws.com , B — MBI EBFLIFEH X sqs.eu-
west-2.amazonaws.com , MXFNBATIF B EZFAHIE,

BT R —MEH SIS 8 R 89 L i 1 R R B

https://sgs.eu-west-2.amazonaws.com/
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_Types.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
http://www.amazonaws.cn/tools/#sdk
https://docs.amazonaws.cn/cli/latest/reference/sqs/index.html
https://docs.amazonaws.cn/powershell/latest/reference/
https://docs.amazonaws.cn/general/latest/gr/rande.html#sqs_region
https://docs.amazonaws.cn/general/latest/gr/sqs-service

Amazon Simple Queue Service FF & A R IEF
R GET #R

?Action=CreateQueue
&DefaultVisibilityTimeout=40
&QueueName=MyQueue
&Version=2012-11-05
&AUTHPARAMS

Note

BAFIEFRFBASI URL Ko KNE,
HEMAUTHPARAMSEUR T APl ERINZ R, BXEZELR , HSH Amazon Web Services —fi%
SERWNZE Amazon APl E3R,

=| s oS
B H GET iH3k
Amazon SQSCETHY & REATE 1 i L T 54 A HA URL -

o WMR— BERFIERMER ( BAFIZFF URL (p. 36) ) , B4 : https://sgs.us-
east-2.amazonaws.com/123456789012/MyQueue

« BUE— ZITIBREENLGET RITHRE, KRTIEREZARS (?) 2 , flm: 2
Action=SendMessage&MessageBody=Your%20Message%20Text

s BP— FAERSHE — 8IS HBzEAR W SBRT. &) , Bl
M : &Version=2012-11-05&AUTHPARAMS

LUTE—1TRAl, GETHERME Amazon SQS BAFILE —F&HEE,

https://sgs.us-east-2.amazonaws.com/123456789012/MyQueue
?Action=SendMessage&MessageBody=Your%20message%20text
&Version=2012-11-05

&AUTHPARAMS

Note
BABIZFRFIRAFI URL K9 KNE,

HEH cET iRE URL , RLEBATFFIESHEHRTT URL /B, BT URL RFRAGFFEAZER
H SN ZERIFE URL PRI N %207, (RAIMERIFDIZEHIT URL HHB , BHEEERMR, )

S
=i POST &3
Amazon SQSPOSTRYERE HTTP WRHEXHHELHIRREENSH,

THER—" content-Type i B} application/x-www-form-urlencoded B9 HTTP #rk#9 R4,

POST /123456789012/MyQueue HTTP/1.1
Host: sgs.us-east-2.amazonaws.com
Content-Type: application/x-www-form-urlencoded

ZHrk G R form-urlencoded POSTIEK[E Amazon SQS RAFIXE—FKEE ., FSHUNE (s) 2R,

Action=SendMessage
&MessageBody=Your+Message+Text
&Expires=2020-10-15T12%3A00%3A00Z
&Version=2012-11-05

&AUTHPARAMS
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https://docs.amazonaws.cn/general/latest/gr/signing_aws_api_requests.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_Operations.html
https://www.w3.org/MarkUp/html-spec/html-spec_8.html#SEC8.2

Amazon Simple Queue Service FF & A R IEF
B R#ITH AR

Note

X content-Type HTTP #rk @M FEM. AUTHPARAMS ¥ TF GET BRZ2HEM,
RIFFFWE HTTP MRAS |, B0 HTTP B WA A2 E HTTP ERAMEMIE,

XI5 R 1T & 5 KU

BEABRITEATIRAMBIELAZBERNLYEFINERE, EEARITENE—PE , Amazon FRIFCIEEHN
BRURBIEBERBEEMER Amazon ( BXREZEER , BHSHE 1 £ : 812 Amazon Web Services ik
Fp.HME25 : S IAMAF (p.4)) . E¥TX , Amazon fFRBLT S RIRE :

BEE (XHA) RRSENEIL,

BIEBOERAE (BWE) KXBERMEIL,

FREFERIPRBIIEERRLE T ZER,

FHIANT=fER2— :

« MREHWIERT , FRAEFLEZER,
- MREHWIERY , EREFELERFEEHR.

LN =

£}

» £/ HMAC-SHA MEXR S HBHIENIRE (p. 152)
- F185  KEAFHIER (p. 153)

« %25 : REMIER T Amazon (p. 154)

£ HMAC-SHA HE KR & R RIFNTE
fEFZ i API 158 Amazon SQS B , AIZHLLL T I B k3T B R#1THHRIE :

o XLERXIHA : Amazonif B Z4A IDBEE LB Amazon Web Services P , EffAmazon B TER BN EZ
PR Z4R .

o XEXIHE : HMAC-SHA ERZEZITESHARBHRZAR PN RELANBHN R EZREZE T RH
, Amazon— BXEZEL , 58, RFC2104), XERXEHE : AmazonfF X TESAEZEZIRE ; B
, MBEET HTTP B HTTPS #REAER , XA EBNEREBERFIE—IEL,
MELBRAK 4 EEHH. BREZEE |, HSRER Java REZSEZ4,
Note

o 5

—_

Amazon SQS XFEERA 4 , ZRAM LB RATRHEL T S E T SHA256 R
SMMMEE, BIRMEA Amazon SQS MFNARFR , NEALEERZE 4,

2. FERLZMAXHA Basebd w3, TEERH Java REBRFHITIIRE !

package amazon.webservices.common;

// Define common routines for encoding data in Amazon requests.
public class Encoding {

/* Perform base64 encoding of input bytes.
* rawData is the array of bytes to be encoded.
* return is the baseé64-encoded string representation of rawData.
*/
public static String EncodeBaseé64(byte[] rawData) {
return Baseé64.encodeBytes(rawData);

}
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http://www.amazonaws.cn/
http://www.faqs.org/rfcs/rfc2104.html
http://www.amazonaws.cn/code/
https://docs.amazonaws.cn/general/latest/gr/signature-v4-examples.html#signature-v4-examples-java

Amazon Simple Queue Service FF & A R IEF
B R#ITH AR

}

o BRO FEE (RFHETE), EERPEANREELNE dateTine WR , HEBEZTEMN B LR/
Bf, 28 F#, Bl 2007-01-31T23:59:592REFZHLFMN , ERMNEB S ERDEH TS (&M
SAFRERTE ) B XEHRIZIT R,

Note

BRENBRSENEREER, NREENEAH (MARIHE ) |, MEREEEENE
HE 15 24 B ( MRBE RO BB L Amazon [RS8 LR N BT AR 15 2400 E |, WY
Amazon F&HEER ) .

MREFEAOR NET, WAREEES T EANTEE (FH AWS F NET 3 204748 £ F 716 8]
REETRNER), EXMERT , RFHMERETHET 1 EWM dateTime MR,

%185 RAAFHOBR
LU 2EM#H HVAC-SHA ER& & 3 Amazon & R# 1T 5 BRI SAHITH IR,

Create a request: Request
o Accesskeyld= .
Action = ...
Timestamp = ...
Farameterd =

et ©
String based on
HMAC-SHA request contents

HMAC

signature: ¥ natu
v —|— Calculation * Tt
and
Your Secret Access Key Encoding
wlalrXUitin FEMUKTMDENGY
bP=RACYZEXAMPLEKEY
Send the request Reauest
and signature to 1
AWS: Accessheyld = ..
Action =
Timestamp = ...
Parameters = *
Your Signature

1. MEEXIEE Amazon BER,
2. FAENBBLRZAITEZARFEESRIIE (HVMAC-SHA) &4,
3. EBERDPEEZZMENHREL D, RENEREIELS Amazon,
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http://www.w3.org/TR/xmlschema-2/#dateTime
http://www.w3.org/TR/xmlschema-2/#dateTime

Amazon Simple Queue Service FF & A R 1ER
FRTE A 1

% 2 o : KRBEKIE AT Amazon

Amazon 7E W B A FF R AT 312,

Retrieve your Request Get Access Get Secret Your Secret Access Key
Key ID A K
Secret Access o AccessKeyld = A Sy WJalXUIFEMIKTMDENG!
ey Action = ___ bPxRACY zEXAMPLEKEY
Timestamp = .
ParameterA = ...
Your Signature
Create an
miacsin (@) Srnapesedon
signa‘[urg: eq HMAC ﬂﬂm
—I— Calculation * Calculatedby
and ————
Your Secret Access Key Encoding _—
wlalrXUmFEMISKTMDENGY
bPxRACYZEXAMPLEKEY
Compare the two Signature e
signatures: Colculsted by, T AT " Yes: Request is authenticated

No: Request fails authentication

Amazon A EEZ4R ID RERWZ TR HH.

2. BEERTUHESEBRRFRENSEHEENEL , Amazon TREFEFERBENBEZHRZRERES
Bo

3. FHIUT=mERZ—:
« MR Amazon EENEESHEBERPRENZELMETE , Amazon FIARERRZERN.
« MRHEBEM , W Amazon FHFERHEEER,

iR TR ) 2

EMRIREE RS , Amazon SQS 2IREIZEERERN XML BIEEH, BXELEL , BSHPNEM
#1E. Amazon Simple Queue Service AP| %

E37}
o RRINENERILEH (p. 154)
o SRR (p. 155)

FX Zh B3 M 7 45 #4
MBERRKTN , W EZ NG R TR FUIE RO IRED B HMI ML Response (ActionNameResponse)o
HREIEUATFRE :
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
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iR e

+ ActionNameResult— BE—MIETERENTE, Bl , createQueueResult TEEE Queuelrl
TE , EEXTEFTRIEMASIN URL,

+ ResponseMetadata— B ERequestId/FE X BEHERH UUID,

AT 2 XML 48 i 5 Zh e R1E R 45

<CreateQueueResponse
xmlns=https://sgs.us-east-2.amazonaws.com/doc/2012-11-05/
xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
xsi:type=CreateQueueResponse>
<CreateQueueResult>
<QueueUrl>https://sgs.us-east-2.amazonaws.com/770098461991/queue2</QueueUrl>
</CreateQueueResult>
<ResponseMetadata>
<RequestId>cb919cOa-9bce-4afe-9b48-9bdf2412bb67</RequestId>
</ResponseMetadata>
</CreateQueueResponse>

FEAR B R 45

MRFERFTHEI , Amazon SQS FHAREEFENR JTE, ErrorResponse. WTEBE— Error TE
Fl—" RequestId JTHE,

Error TEEEUTFE :

- Type— EEHRZRUBERREREAERR,

* Code— EEHIRFKH,

+ Message— M AERNIEBEHIREM

+ Detail— ( A% ) EEBXBRNEZHAEE,

RequestId TEIEIFERM UUID,

THERZ XML & XA R R R A

<ErrorResponse>
<Error>
<Type>Sender</Type>
<Code>InvalidParameterValue</Code>
<Message>
Value (quename_nonalpha) for parameter QueueName is invalid.
Must be an alphanumeric String of 1 to 80 in length.
</Message>
</Error>
<RequestId>42d59b56-7407-4c4a-be0f-4c88daeea257</RequestId>
</ErrorResponse>

Amazon SQS #t4-E £

ERLRATBY B MRERLESIE 10 FHEE |, ATUERANTRE

* SendMessageBatch
* DeleteMessageBatch
* ChangeMessageVisibilityBatch
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibilityBatch.html

Amazon Simple Queue Service FF & A R ¥5F
BREFW®ERME R E

A LAE & API SRF A #t4b B BhBEAmazonZ i Amazon SQS #EALEIRENTF AT ES,
Note
BIEE sendMessageBatch AP RIEMAEHEEN E X DTEEET 262144 F17 (256 KB).
BEEERIREL X sendMessageBatch, DeleteMessageBatch B
ChangeMessageVisibilityBatch FIfXPR, FEIRE £ X SendMessage. DeleteMessage B
ChangeMessageVisibility HIAXPREY , IR B & XX LR EPT XS B AY 4 B AR AN Y A FR o
Amazon SQS 12§l & T X fF#t - EiR 4,

£
- BRAEFPBEARFER#LIE (p. 156)
o FAKEY BFREMLERRESELE (p. 159)

B RAE P wmE A ME Rt B

XLXEA : Amazon SDK for Java@#EamazonSQSBufferedAsyncClientifWAmazon SQS, &R
WANEBESFEARFHEARBITEENBERMLE — SNEFRETHRAERTED , ABENMLE
&R &% 2 Amazon SQS,

BEPWENRZATFEN 10 MERGXLEFRED —MABEREE | NTTB 2D EA Amazon SQS
HRAFHE D EZEERE, AmazonsQSBufferedAsyncClient2EHEZ MRS HH, HEERM
WERHE (p 4NNZHEEYTREELE, EXESEERE , B50H FAKET BRNRELLERRSEL
£ (p. 159),

BT AmazonsQSBufferedAsyncClient X5 AmazonSQSAsyncClient MHEIMIEED |, EIEM
AmazonSQSAsyncClient F# %] AmazonSQSBufferedAsyncClient ﬁ%,\%gﬂfﬂﬁﬁﬂﬁ TLEN
B,

Note
Amazon SQS &4 7% & ik B Bl A X FIFO BA%l,
£
- £ AmazonSQSBufferedAsyncClient (p. 156)
+ BlE AmazonSQSBufferedAsyncClient (p. 157)

{# F| AmazonSQSBufferedAsyncClient

EF B2, ERHK ZE Amazon SQS (p. 4) FHE R,
Important

Amazon SDK for Java 2.x H#[5 amazonSQSBufferedAsyncClient THRZA,

A LLETF AmazonSQSAsyncClient B HH AmazonSQSBufferedAsyncClient , HI40 :

// Create the basic Amazon SQS async client
final AmazonSQSAsync sgsAsync = new AmazonSQSAsyncClient();

// Create the buffered client
final AmazonSQSAsync bufferedSgs = new AmazonSQSBufferedAsyncClient(sgsAsync);

EBIEHH 2 FAnazonsgSBufferedAsyncClient , A LMERAEREXXZ/MNERE Amazon SQS ( &
B {E AT BY BR#¥ ) AmazonSQSAsyncClient) @Jﬂﬂ :

final CreateQueueRequest createRequest = new CreateQueueRequest().withQueueName("MyQueue");
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http://www.amazonaws.cn/sdkforjava/

Amazon Simple Queue Service FF & A R ¥5F
BREFW®ERME R E

final CreateQueueResult res = bufferedSgs.createQueue(createRequest);

final SendMessageRequest request = new SendMessageRequest();

final String body = "Your message text" + System.currentTimeMillis();
request.setMessageBody( body );
request.setQueueUrl(res.getQueueUrl());

final SendMessageResult sendResult = bufferedSgs.sendMessageAsync(request);

final ReceiveMessageRequest receiveRg = new ReceiveMessageRequest()
.withMaxNumberOfMessages(1l)
.withQueueUrl(queueUrl);

final ReceiveMessageResult rx = bufferedSqgs.receiveMessage(receiveRq);

Bl & AmazonSQSBufferedAsyncClient

AmazonSQSBufferedAsyncClient MEE TEATAZHERARGINIEE, BA#—SEE
AmazonSQSBufferedAsyncClient , {530 :

1. FAXENEESHRKEIE QueueBufferconfig FEMEHI,
2. FZEHIREL amazonsQSBufferedAsyncClient MERE,

// Create the basic Amazon SQS async client
final AmazonSQSAsync sgsAsync = new AmazonSQSAsyncClient();

final QueueBufferConfig config = new QueueBufferConfig()
.withMaxInflightReceiveBatches(5)
.withMaxDoneReceiveBatches(15);

// Create the buffered client
final AmazonSQSAsync bufferedSgs = new AmazonSQSBufferedAsyncClient(sgsAsync, config);

QueueBufferConfig Bt B S

¥ MINE iR
longPoll true R longPoll ®EN

true , AmazonSQSBufferedAsyncClient
SEFAEENSHER KR
#,

longPollWaitTimeoutSeconds 20 s EREIZEERER
Bl , ReceiveMessage AR TER
SeR FHEEMUEFEHEEREN
Py BB E (AR R # A,

Note

MEZAKLE , N

ETEMER,
maxBatchOpenMs 200ms FHEASSHEME RN EE

HEERHTHAENAANR
KefE (AZERREM )

RENNEBK, WHTEFET
EPTE R BIR BB (B
=, A ERNEREARALREF
FEKHEE),
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S8 ZRINE
maxBatchSize =it 10 NMES
maxBatchSizeBytes 256 KB
maxDoneReceiveBatches 10 ML E

maxInflightOutboundBatches 5 /MNitALIE

iR

WRFUSBHIREN 0, MERERH
BERFLSEGHMER , MR
B ZERARtALE,

E—NERP—RBITHALEN
HEWRAKE, ZREBX,
MHTERFERAFNHLLER
B,

Note

Amazon SQS R FH&
KEREFH# 10 MER,

= P igseit[E Amazon SQS &%
FE SR BN ARAKRN (UET
REA)

Note

Amazon SQS AR iFHY &
K{EAR 256 KB,

AmazonSQSBufferedAsyncClient
T2 P i T M) 7 9 B3 L b 4k
BHRAME,

BENEYS A NTHEEHES

By IZWGE SR T A 248 A Amazon
SQS (B2 , K EEHMZ | N
HEAESAXFEENERE
£, NS EEI AT R
ﬁgq)o

Note

0 RRFIEE B MEURE
R, HERERE
£/,

A BAE B AL B A9 B ATE R HH vE #E
LHEHE,

REWEBS , KiXHibita 2
HEERER ( ZRT HAibk

B, g CcPU BiFR ) , HE
AmazonSQSBufferedAsyncClient

ERANKERES,
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FAKET BMREHLERESELE

¥ MINME iR
maxInflightReceiveBatches 10 PMHtALE AT LA[B] B Ak 38 B % ST BR 32 Wtk
LHEHBE,

RENEHS , TEKAHE

Bz ( ZRTHARS ,

filgn CPU i3 ) , FE
AmazonSQSBufferedAsyncClient

FERANKERBZ,
Note
0 RAFIBEEMEBURE

HRER  BHRREES
£/

visibilityTimeoutSeconds @ -1 MERSFRERNIEE FEEH),
Nsb g B AR EES
EFEANEEFTERY| EgE
R AT,

Note
-1 RRABFIEZBRIA
BE,

TRERF AT B AR E R
0o

MK BRMRFHLERRESELE

Amazon SQS BABIFIMAKIEESHELE, AXRFUBEFNEE  BSHEHEMXHNEH (p. 97).
EXYSELE , BXFJUKFT BEBEFENERE (FNESARENERE).

&

- @AY E (p. 159)

o BRAEHEALER (p. 160)

o B —RENMBLIBERNER Java REI (p. 160)

HEY B

B F&ES HTTP &3R-19 R i35 8 Amazon SQS , FELIERIEER ( 3 3015 3R MU I8 512 18 Y Bt i) ]
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ERMESEFRE , ERLAUKIRIIFHENLEER. §ill, IRFEFHHREREG  FHEtHS
.

Note

HATKFY BA , BHEAREN Amazon SQS FFIHEEZBIEZESRLRE , UXBLEER
FBWIGRMH L EEQEENERENHE, Flw, BHAERT , Amazon SDK for Java
AmazonsSQosClientE B ZL41F 50 /N5 Amazon SQS Wik, BEREEZHNHLAGEENER
% , MAJAZ AmazonsosClientBuilder MR EA N BEENERAELENRAHE | 4
m:

final AmazonSQS sgsClient = AmazonSQSClientBuilder.standard()
.withClientConfiguration(new ClientConfiguration()
.withMaxConnections(producerCount + consumerCount))
build();

X F amazonsQSAsyncClient , RAMBREEZBWEETH,
WRBILGERTF Java B 1.x0

BRAEREAL

#t4b 38 JESKRSHEXFRBERRITESHIE FHlW , HEBEIE sendMessageBatch 1B
REFEZFEER), Amazon SQS #tABRER sendMessageBatch, DeleteMessageBatch,
MchangeMessageVisibilityBatch. EEEFERGEERERAENER TR ALLE | AJLUE
FlAmazon SQS EH RIS E ik (p. 156).
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i, sendMessage ER) PWENERME, HTFEXATREBESBSVITESIE , Hit , #HABEBERTUE
ERiEALENEEZ  MNTREEHE,
ALUFHA BS KT BESEARRUELE K IIENLRE, EENERNEELFIMWERERMEN
BEFED, BULEA Amazon SQS #EAMEIRE—RMERIE, BRZMIBRZE 10 £EE. BT Amazon
SQS FiFRWFE , Hitk , #bab =T LA KIE BRI S R AR,

HOBLNEHNARFHER-LEERM (fiW , ENNABFLRAARBERRETRRE  REAFRE
BAFEBREHNEEFHN), B2 , HLBEATHERTNRALBRER

- BHNARFEENERNERRZHEE  Bit , ERNEMRF2EK,
« HEEREMASIPATREVEE , RERERISHERKMNAT ERHNE4HNHREBERETR,
Important

BIERALEPNANAFERART |, SHABEBERB ALK, KHBLEBERRE , HREAREERHE
BRBARM , AELENERRE.
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<dependency>
<groupIld>com.amazonaws</groupId>
<artifactId>aws-java-sdk-sgs</artifactId>
<version>LATEST</version>

</dependency>

<dependency>
<groupIld>com.amazonaws</groupId>
<artifactId>aws-java-sdk-ec2</artifactId>
<version>LATEST</version>

</dependency>

<dependency>
<groupId>commons-logging</groupId>
<artifactId>commons-logging</artifactId>
<version>LATEST</version>

</dependency>

</dependencies>

SimpleProducerConsumer.java

U Java RBRHFRE—METEN BB E-ERERRN. TLEQLERABUBENERELE | KEL
BEaEEERBRLE KB HE. WRHISFEAHE-—BREERNEIBZENEAE AR HHLEERN
BIRENERE,

/*

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

*

* https://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

import com.amazonaws.AmazonClientException;

import com.amazonaws.ClientConfiguration;

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqgs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqgs.model.*;

import org.apache.commons.logging.Log;

import org.apache.commons.logging.LogFactory;

import java.math.BigInteger;

import java.util.ArrayList;

import java.util.List;

import java.util.Random;

import java.util.Scanner;

import java.util.concurrent.TimeUnit;

import java.util.concurrent.atomic.AtomicBoolean;
import java.util.concurrent.atomic.AtomicInteger;

/**

* Start a specified number of producer and consumer threads, and produce-consume
* for the least of the specified duration and 1 hour. Some messages can be left
* in the queue because producers and consumers might not be in exact balance.

*/

public class SimpleProducerConsumer {

// The maximum runtime of the program.
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private final static int MAX RUNTIME_MINUTES = 60;
private final static Log log = LogFactory.getLog(SimpleProducerConsumer

public static void main(String[] args) throws InterruptedException {
final Scanner input = new Scanner(System.in);

System.out.print("Enter the queue name: ");
final String queueName = input.nextLine();

System.out.print("Enter the number of producers: ");
final int producerCount = input.nextInt();

System.out.print("Enter the number of consumers: ");
final int consumerCount = input.nextInt();

System.out.print("Enter the number of messages per batch: ");
final int batchSize = input.nextInt();

System.out.print("Enter the message size in bytes: ");
final int messageSizeByte = input.nextInt();

System.out.print("Enter the run time in minutes: ");
final int runTimeMinutes = input.nextInt();

/*

.class);

* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see Creating

* Service Clients in the Amazon SDK for Java Developer Guide.

*/

final ClientConfiguration clientConfiguration = new ClientConfiguration()

.withMaxConnections(producerCount + consumerCount);

final AmazonSQS sgsClient = AmazonSQSClientBuilder.standard()
.withClientConfiguration(clientConfiguration)
.build();

final String queueUrl = sgsClient
.getQueueUrl(new GetQueueUrlRequest(queueName)).getQueueUrl

// The flag used to stop producer, consumer, and monitor threads.
final AtomicBoolean stop = new AtomicBoolean(false);

// Start the producers.
final AtomicInteger producedCount = new AtomicInteger();
final Thread[] producers = new Thread[producerCount];
for (int i = 0; i < producerCount; i++) {

if (batchSize == 1) {

OF

producers[i] = new Producer(sgsClient, queueUrl, messageSizeByte,

producedCount, stop);
} else {

producers[i] = new BatchProducer(sgsClient, queueUrl, batchSize,

messageSizeByte, producedCount,
stop);

}

producers[i].start();

}

// Start the consumers.
final AtomicInteger consumedCount = new AtomicInteger();
final Thread[] consumers = new Thread[consumerCount];
for (int i = 0; i < consumerCount; i++) {

if (batchSize == 1) {

consumers[i] = new Consumer(sgsClient, queueUrl, consumedCount,

stop);
} else {
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consumers[i] = new BatchConsumer(sgsClient, queueUrl, batchSize,
consumedCount, stop);
}
consumers[i].start();

}

// Start the monitor thread.
final Thread monitor = new Monitor(producedCount, consumedCount, stop);
monitor.start();

// Wait for the specified amount of time then stop.

Thread.sleep(TimeUnit.MINUTES.toMillis(Math.min(runTimeMinutes,
MAX_RUNTIME_ MINUTES)));

stop.set(true);

// Join all threads.
for (int i = 0; i < producerCount; i++) {
producers[i].join();

}

for (int i = 0; i < consumerCount; i++) {
consumers[i].join();

}

monitor.interrupt();
monitor.join();

}

private static String makeRandomString(int sizeByte) {
final byte[] bs = new byte[(int) Math.ceil(sizeByte * 5 / 8)];
new Random( ).nextBytes(bs);
bs[0] = (byte) ((bs[0] | 64) & 127);
return new BigInteger(bs).toString(32);
}

/**
* The producer thread uses {@code SendMessage}
* to send messages until it is stopped.
*/
private static class Producer extends Thread {
final AmazonSQS sgsClient;
final String queueUrl;
final AtomicInteger producedCount;
final AtomicBoolean stop;
final String theMessage;

Producer (AmazonSQS sgsQueueBuffer, String queueUrl, int messageSizeByte,
AtomicInteger producedCount, AtomicBoolean stop) {
this.sgsClient = sqgsQueueBuffer;
this.queueUrl = queueUrl;
this.producedCount = producedCount;
this.stop = stop;
this.theMessage = makeRandomString(messageSizeByte);

* The producedCount object tracks the number of messages produced by
* all producer threads. If there is an error, the program exits the
* run() method.
*/
public void run() {
try {
while (!stop.get()) {
sgsClient.sendMessage(new SendMessageRequest(queueUrl,
theMessage));
producedCount.incrementAndGet();
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}
} catch (AmazonClientException e) {

/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.

*/

log.error("Producer: " + e.getMessage());

System.exit(1);

/**

* The producer thread uses {@code SendMessageBatch}
* to send messages until it is stopped.

*/

private static class BatchProducer extends Thread {
final AmazonSQS sgsClient;

final String queueUrl;

final int batchSize;

final AtomicInteger producedCount;

final AtomicBoolean stop;

final String theMessage;

BatchProducer (AmazonSQS sgsQueueBuffer, String queueUrl, int batchSize,

int messageSizeByte, AtomicInteger producedCount,
AtomicBoolean stop) {

this.sgsClient = sqgsQueueBuffer;

this.queueUrl = queueUrl;

this.batchSize = batchSize;

this.producedCount = producedCount;

this.stop = stop;

this.theMessage = makeRandomString(messageSizeByte);

}

public void run() {
try {
while (!stop.get()) {
final SendMessageBatchRequest batchRequest =
new SendMessageBatchRequest().withQueueUrl(queueUrl);

final List<SendMessageBatchRequestEntry> entries =
new ArrayList<SendMessageBatchRequestEntry>();
for (int i = 0; i < batchSize; i++)
entries.add(new SendMessageBatchRequestEntry()
.withId(Integer.toString(i))
.withMessageBody(theMessage));
batchRequest.setEntries(entries);

final SendMessageBatchResult batchResult =
sgsClient.sendMessageBatch(batchRequest);
producedCount.addAndGet(batchResult.getSuccessful().size());

/*
* Because SendMessageBatch can return successfully, but
* individual batch items fail, retry the failed batch items.
*/
if (!batchResult.getFailed().isEmpty()) {
log.warn("Producer: retrying sending "
+ batchResult.getFailed().size() + " messages");
for (int i = 0, n = batchResult.getFailed().size();
i< n; i++) {
sgsClient.sendMessage(new
SendMessageRequest(queueUrl, theMessage));
producedCount.incrementAndGet();
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}
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.

*/
log.error("BatchProducer: " + e.getMessage());
System.exit(1);
}
}
}
/**

* The consumer thread uses {@code ReceiveMessage} and {@code DeleteMessage}
* to consume messages until it is stopped.
*/
private static class Consumer extends Thread {
final AmazonSQS sgsClient;
final String queueUrl;
final AtomicInteger consumedCount;
final AtomicBoolean stop;

Consumer (AmazonSQS sgsClient, String queueUrl, AtomicInteger consumedCount,
AtomicBoolean stop) {
this.sgsClient = sgsClient;
this.queueUrl = queueUrl;
this.consumedCount = consumedCount;
this.stop = stop;

* Each consumer thread receives and deletes messages until the main

* thread stops the consumer thread. The consumedCount object tracks the
* number of messages that are consumed by all consumer threads, and the
* count is logged periodically.

*/
public void run() {
try {
while (!stop.get()) {
try {
final ReceiveMessageResult result = sgsClient
.receiveMessage(new
ReceiveMessageRequest(queueUrl));
if (!result.getMessages().isEmpty()) {
final Message m = result.getMessages().get(0);
sgsClient.deleteMessage(new
DeleteMessageRequest(queueUrl,
m.getReceiptHandle()));
consumedCount.incrementAndGet();
}
} catch (AmazonClientException e) {
log.error(e.getMessage());
}
}
} catch (AmazonClientException e) {
/*
* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.
*/
log.error("Consumer: " + e.getMessage());
System.exit(1l);
}
}
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/**
* The consumer thread uses {@code ReceiveMessage} and {@code
* DeleteMessageBatch} to consume messages until it is stopped.
*/
private static class BatchConsumer extends Thread {
final AmazonSQS sgsClient;
final String queueUrl;
final int batchSize;
final AtomicInteger consumedCount;
final AtomicBoolean stop;

BatchConsumer (AmazonSQS sgsClient, String queueUrl, int batchSize,
AtomicInteger consumedCount, AtomicBoolean stop) {
this.sgsClient = sgsClient;
this.queueUrl = queueUrl;
this.batchSize = batchSize;
this.consumedCount = consumedCount;
this.stop = stop;
}

public void run() {
try {
while (!stop.get()) {
final ReceiveMessageResult result = sgsClient
.receiveMessage(new ReceiveMessageRequest(queueUrl)
.withMaxNumberOfMessages(batchSize));

if (!result.getMessages().isEmpty()) {
final List<Message> messages = result.getMessages();
final DeleteMessageBatchRequest batchRequest =
new DeleteMessageBatchRequest()
.withQueueUrl(queueUrl);

final List<DeleteMessageBatchRequestEntry> entries =
new ArrayList<DeleteMessageBatchRequestEntry>();
for (int i = 0, n = messages.size(); 1 < n; i++)
entries.add(new DeleteMessageBatchRequestEntry()
.withId(Integer.toString(i))
.withReceiptHandle(messages.get(i)
.getReceiptHandle()));
batchRequest.setEntries(entries);

final DeleteMessageBatchResult batchResult = sgsClient
.deleteMessageBatch(batchRequest);
consumedCount .addAndGet (batchResult.getSuccessful().size());

/*
* Because DeleteMessageBatch can return successfully,
* but individual batch items fail, retry the failed
* batch items.

*/
if (!batchResult.getFailed().isEmpty()) {
final int n = batchResult.getFailed().size();
log.warn("Producer: retrying deleting " + n
+ " messages");
for (BatchResultErrorEntry e : batchResult
.getFailed()) {

sgsClient.deleteMessage(
new DeleteMessageRequest(queueUrl,
messages.get(Integer
.parseInt(e.getId()))
.getReceiptHandle()));

consumedCount.incrementAndGet();
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}
}
}
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.

*/
log.error("BatchConsumer: " + e.getMessage());
System.exit(1);
}
}
}
/**

* This thread prints every second the number of messages produced and
* consumed so far.
*/
private static class Monitor extends Thread {
private final AtomicInteger producedCount;
private final AtomicInteger consumedCount;
private final AtomicBoolean stop;

Monitor(AtomicInteger producedCount, AtomicInteger consumedCount,
AtomicBoolean stop) {
this.producedCount = producedCount;
this.consumedCount = consumedCount;
this.stop = stop;
}

public void run() {
try {
while (!stop.get()) {
Thread.sleep(1000);
log.info("produced messages = " + producedCount.get()
+ ", consumed messages = " + consumedCount.get());
}
} catch (InterruptedException e) {
// Allow the thread to exit.

}
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